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1  Introduction  

The Windows Server Update Services: Client -Server Protocol enables machines to discover and 
download software updates over the Internet by using the SOAP  and HTTP protocols (as specified in 
[SOAP1.1] , [SOAP1.2 -1/2003] , [SOAP1.2 -2/2003] , and [RFC2616] ).  

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in 
this specification are informative.  

1.1  Glossary  

This document uses the following terms:  

AND group : A conjunctive clause in a disjunctive normal form (DNF) formula. For example, in the 

formula (A AND B) OR (A AND C), the clauses "(A AND B)" and "(A AND C)" are AND groups.  

client computer : (1) A computer that receives and appli es settings from a Group Policy Object 

(GPO), as specified in [MS -GPOL] . 

(2) A computer that gets its updates  from an update server . A client can be a desktop 
computer, a server, or the update server . For more information, see [MS -WUSP]  and [MS -
WSUSSS] . 

ClientIdString : A globally unique string that identifies a client machine to the update s erver. It is 

between 1 and 255 characters in length and contains only the letters a -z, the digits 0 -9, or the 
hyphen.  

conjunctive normal form (CNF) : A logical formula consisting of a conjunction of disjunctions of 
terms in which no disjunction contains a c onjunction. For example, A OR (B AND C) is not in 
CNF, whereas the equivalent (A OR B) AND (A OR C) is in CNF.  

Cryptographic Application Programming Interface (CAPI) or CryptoAPI : The Microsoft 
cryptographic application programming interface (API). An API that enables application 

developers to add authentication, encoding, and encryption to Windows -based applications.  

deployment : An administratively specified decision to make a specific update  revision available to 
a specific target group .  

disjunctive normal form (DNF) : A logical formula consisting of a disjunction of conjunctions of 
terms in which no conjunction contains a disjunctio n. For example, A AND (B OR C) is not in 
DNF, whereas the equivalent (A AND B) OR (A AND C) is in DNF.  

globally unique identifier (GUID) : A term used interchangeably with universally unique 
identifier (UUID) in Microsoft protocol technical documents (TDs).  Interchanging the usage of 
these terms does not imply or require a specific algorithm or mechanism to generate the value. 
Specifically, the use of this term does not imply or require that the algorithms described in 
[RFC4122]  or [C706]  must be used for generating the GUID . See also universally unique 
identifier (UUID) . 

locale : An identifier, as specified in [MS -LCID] , that specifies preferences related to language. 

These preferences indicate how dates and times are to be formatted, how items  are to be sorted 
alphabetically, how strings are to be compared, and so on.  

man in the middle (MITM) : An attack that deceives a server or client into accepting an 
unauthorized upstream host as the actual legitimate host. Instead, the upstream host is an 
attacker's host that is manipulating the network so that the attacker's host appears to be the 
desired destination. This enables the attacker to decrypt and access all network traffic that 
would go to the legitimate host. The attacker is able to read, inser t, and modify at -will messages 

between two hosts without either party knowing that the link between them is compromised.  

https://go.microsoft.com/fwlink/?LinkId=90520
https://go.microsoft.com/fwlink/?LinkId=90521
https://go.microsoft.com/fwlink/?LinkId=90522
https://go.microsoft.com/fwlink/?LinkId=90372
%5bMS-GPOL%5d.pdf#Section_62d1292462524052996f161d2b9019f4
%5bMS-WUSP%5d.pdf#Section_b8a2ad1d11c44b64a2cc12771fcb079b
%5bMS-WSUSSS%5d.pdf#Section_f49f0c3ea4264b4bb4019aeb2892815c
%5bMS-WSUSSS%5d.pdf#Section_f49f0c3ea4264b4bb4019aeb2892815c
https://go.microsoft.com/fwlink/?LinkId=90460
https://go.microsoft.com/fwlink/?LinkId=89824
%5bMS-LCID%5d.pdf#Section_70feba9f294e491eb6eb56532684c37f
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metadata : XML - formatted data that defines the characteristics of an updat e , including its title, 
description, rules for determining whether the update  is applicable to a client computer , and 

instructions f or installing the update  content.  

Microsoft Windows Installer (MSI) : A file format that contains information used by Windows 

Installer to install software and software updates.  

prerequisite grap h : A directed graph with revisions as vertices and prerequisite relationships as 
edges.  

quick fix engineering (QFE) : Quick fixes by engineering, also called QFEs , are a small update 
designed to address a specific software bug. They are uniquely numbered to enable each fix to 
be identified easily by its associated QFE number.  

Reporting Web Service : A Web service used by clients to report status to the server.  

revision ID : A compact, server -assigne d, 32 -bit identifier for a revision that is used to identify the 
revision during client/server communication.  

Secure Sockets Layer (SSL) : A security protocol that supports confidentiality and integrity of 
messages in client and server applications that com municate over open networks. SSL supports 
server and, optionally, client authentication using X.509 certificates [X509]  and [ RFC5280] . SSL 
is superseded by Transport Layer Security (TLS). TLS version 1.0 is based on SSL version 3.0 

[SSL3] . 

self - update : A process by which a client first communicates with the update server to detect 
updates to the executable files that implement the client role on computers running Windows, 
and then applies those updated executable files before carrying on further communic ation.  

self - update content directory : A location on the update server containing update content files 
for the update client that is identified by an HTTP URL and exposed to clients.  

SHA - 1 : An algorithm that generates a 160 -bit hash value from an arbitrary amount of input data, 

as described in [RFC3174] . SHA -1 is used with the Digital Signature Algorithm (DSA) in the 
Digital Signature Standard (DSS), in addition to other algorithms and standard s.  

SHA1 hash : A hashing algorithm defined in [FIPS180]  that was developed by the National 
Institute of Standards and Technology (NIST) and the National Security Agency (NSA).  

SHA - 256 : An algo rithm that generates a 256 -bit hash value from an arbitrary amount of input 
data.  

SimpleAuth Web Service : A Web service on the server that is used to authorize what clients 

should get metadata for what revisions.  

SOAP : A lightweight protocol for exchanging structured information in a decentralized, distributed 
environment. SOAP  uses XML technologies to define an extensible messaging framework, which 
provides a  message construct that can be exchanged over a variety of underlying protocols. The 
framework has been designed to be independent of any particular programming model and 
other implementation -specific semantics. SOAP 1.2 supersedes SOAP 1.1. See [SOAP1.2 -

1/2003] . 

target group : A named collection of client computers  whose members are defined 
administratively.  

UncPath : The location of  a file in a network of computers, as specified in Universal Naming 
Convention (UNC) syntax.  

update : The combination of metadata  and associated content for a software update. An update  
is identified by a GUID . 

https://go.microsoft.com/fwlink/?LinkId=90590
https://go.microsoft.com/fwlink/?LinkId=131034
https://go.microsoft.com/fwlink/?LinkId=90534
https://go.microsoft.com/fwlink/?LinkId=90408
https://go.microsoft.com/fwlink/?LinkId=89867
https://go.microsoft.com/fwlink/?LinkId=90521
https://go.microsoft.com/fwlink/?LinkId=90521
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update category : A group of updates. Each update belongs to zero or more update categories. An 
update category can b e a product category that contains updates for a particular product, or a 

classification category that contains updates of a particular classification (for example, all 
security updates).  

update content directory : A location on the update server containing  update content files that is 
identified by an HTTP URL and exposed to clients.  

update metadata : A combination of XML - formatted metadata and associated content that 
contains information about an update.  

update server : A computer that implements the Windows  Server Update Services: Server -Server 
Protocol or the Windows Server Update Services: Client -Server Protocol to provide updates  to 
client computers  and other update servers . 

virtual directory : An HTTP URL that represents the root of a location where content can be 
published administratively.  

web service : A software entity t hat responds to SOAP messages ( [SOAP1.1] ,. [WSDL] ).  

Web Services Description Language (WSDL) : An XML format for describing netw ork services 
as a set of endpoints that operate on messages that contain either document -oriented or 
procedure -oriented information. The operations and messages are described abstractly and are 

bound to a concrete network protocol and message format in ord er to define an endpoint. 
Related concrete endpoints are combined into abstract endpoints, which describe a network 
service. WSDL is extensible, which allows the description of endpoints and their messages 
regardless of the message formats or network proto cols that are used.  

Windows Server Update Services (WSUS) : An optional component that enables a machine to 
operate as an update server . 

Windows Update Agent (WUA) : A component originally introdu ced in the Windows 2000 Server 

operating system Service Pack 3 (SP3) operating system that enables a computer to operate as 
a client of an update server . 

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT:  These terms (in all caps) are used as defined 
in [RFC2119] . All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.  

1.2  References  

Links to a document in th e Microsoft Open Specifications library point to the correct section in the 
most recently published version of the referenced document. However, because individual documents 
in the library are not updated at the same time, the section numbers in the docume nts may not 
match. You can confirm the correct section numbering by checking the Errata .   

1.2.1  Normative References  

We conduct frequent sur veys of the normative references to assure their continued availability. If you 
have any issue with finding a normative reference, please contact dochelp@microsoft.com . We will 

assist you in finding the relevant  information.  

[ISO -3166] International Organization for Standardization, "Codes for the representation of names of 

countries and their subdivisions --  Part1: Country codes", ISO 3166 -1:2013, November 2013, 
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=63545  

Note There is a charge to download the specification.  

[MS -ERREF] Microsoft Corporation, " Windows Error Codes ".  

https://go.microsoft.com/fwlink/?LinkId=90520
https://go.microsoft.com/fwlink/?LinkId=90577
https://go.microsoft.com/fwlink/?LinkId=90317
https://go.microsoft.com/fwlink/?linkid=850906
mailto:dochelp@microsoft.com
https://go.microsoft.com/fwlink/?LinkId=89917
%5bMS-ERREF%5d.pdf#Section_1bc92ddfb79e413cbbaa99a5281a6c90
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[MS -GPOL] Microsoft Corporation, " Group Policy: Core Protocol ".  

[MS -LCID] Mic rosoft Corporation, " Windows Language Code Identifier (LCID) Reference ".  

[MS -WSUSSS] Microsoft Corporation, " Windows Update Services: Server -Server Protocol ".  

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 

2119, March 1997, https://www.rfc -editor.org/rfc/rfc2119.html  

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol --  HTTP/1.1", RFC 
2616, June 1999, https://www.rfc -editor.org/info/rfc2616  

[SO AP1.1] Box, D., Ehnebuske, D., Kakivaya, G., et al., "Simple Object Access Protocol (SOAP) 1.1", 
W3C Note, May 2000, https://www.w3.org/TR/2000/NOTE -SOAP-20000508/  

[SOAP1.2 -1/2003] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 1: 
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[WSUS] Microsoft Corporation, "Windows Server Update Service s", 
http://www.microsoft.com/windowsserversystem/updateservices/default.mspx  

1.3  Overview  

The Windows Server Update Services (WSUS)  family of protocols provides support for central 
publication and distribution of software updates from server machines to client machines, and for 
hierarchical synchronization of available software comp onents between servers. <1>  

This protocol enables client machines to determine available, applicable software updates, and to 

download those updates for installation. This protocol is a SOAP -based protocol that uses HTTP 1.1 as 
its transport and includes four distinct phases.  

1.  Self - Update:  The client consults the server to determine if updated executable files are available 
for the cli ent implementation of this protocol. If so, the client updates itself to operate using the 
updated executable files before continuing to communicate with the server.  

2.  Metadata Synchronization:  The client synchronizes update metadata  from the update server  

by calling a sequence of web service  methods, as specified in section 3.1.5 . The metadata  

describes various characteristics of the update including its title, description, rules for determining 
if the upda te is applicable to a computer, and instructions for installing the update content.  

Á To reduce network overhead and increase performance, the protocol facilitates the caching of 
update metadata on clients.  

Á To further reduce the amount of update metadata tha t clients need to synchronize, update 
metadata is divided into fragments. Each client synchronizes only the fragments that it needs. 
In particular:  

Á The client invokes the SyncUpdates  (section  2.2.2.2.4)  method, which returns to the client 
a "core" fragment. This fragment contains sufficient update metadata for a client to 
evaluate if the update content is required.  

Á If the client determines that update content is required, i t then invokes the 

GetExtendedUpdateInfo  (section  2.2.2.2.6)  method to obtain additional metadata 
fragments.  

3.  Content Synchronization:  The client can request update content comprised of any files 
associated with the updates required by the client.  

4.  Reporting:  The client reports events to the server that provide information on its update - related 
activities (for example, content download succeeded or failed; content install succeeded or failed). 
Report s are generated asynchronously from the rest of the protocol.  

A UML sequence diagram can be found in section 3.1.5.  

This specification details the protocol mechanisms that enable clients to download self - update  

binaries, synchronize update metadata , and download update content. It also details the protocol 
mechanisms for enabling clients to report events to servers.  

1.4  Relationship to Other Pro tocols  

The reporting and metadata  synchronization protocols include web services  that use SOAP  (as 

specified in [SOAP1.1] ) over HTTP or HTTPS (as specified in [RFC2616] ) for communication. The self -
update  and content synchronization protocols use HTTP 1.1 ([RFC2616]).  

https://go.microsoft.com/fwlink/?LinkId=90585
https://go.microsoft.com/fwlink/?LinkId=90520
https://go.microsoft.com/fwlink/?LinkId=90372
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Figure 1 : Relat ionship between protocols related to this protocol  

Content download (both update content and self - update content directory ) uses HTTP 1.1 HEAD 
and GET (Range) requests (as specified in [RFC2616]  sections 9.3 and 9.4).  

This specification is closely related to the Windows Server Update Services: Server -Server Protocol, as 

specified in [MS -WSUSSS] , which defines mechani sms for synchronizing updates within a hierarchical 
configuration of update servers . 

1.5  Prerequisites/Preconditions  

This protocol imposes the following requirement on server implementations.  

Á This document specifies how the binaries and metadata  are distributed using the Client -Server 
Com munications Protocol. It does not specify the format of the binaries or metadata themselves, 
but it assumes that the metadata is well - formed XML and is compatible with the XPATH queries 
specified in section 3.1.1.1  for populating the server data model. In all other respects, the binaries 
and metadata are treated as opaque by the server.  

This protocol imposes the following requirement on client implementations.  

Á Clients are required to be configured to obtain updates from the server. This configuration can be 

performed manually or, in managed environments, by an appropriate form of centralized machine 
configuration.  

%5bMS-WSUSSS%5d.pdf#Section_f49f0c3ea4264b4bb4019aeb2892815c
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1.6  Applicability Statement  

This protocol is ap plicable in environments where there is a need for centralized, systematic 
distribution of software updates to managed client computer (2) .  

1.7  Versioning and Capability Negotiation  

This specification covers versioning issues in the following areas.  

Client protocol versions: There are different versions of the client side of the protocol. The latest 
cli ent protocol version is specified in section 2.2.2.2.1 . Differences in behavior due to client 

protocol versions are specified in several sections:  

Á GetConfig  (section  2.2.2.2.1)  

Á SyncUpdates  (section  2.2.2.2.4)  

Á GetCookie  (section  2.2.2.2.2)  

Server protocol versions: There are different versions of the server side of the protocol. Th e latest 
server protocol version is specified in section 2.2.2.2.1. Differences in behavior due to server 

protocol versions are specified in several sections:  

Á GetConfig  (section  3.1.5.2)  

Á GetCookie  (section  3.1.5.4)  

Á SyncUpdates  (section  3.1.5.7)  

Á StartCategoryScan  (section  3.1.5.6)  

Supported transports: All versions of the protocol use HTTP and SOAP  for communications.  

Capability negotiation: As specified in section 1.3 , clients initiate communication by obtaining 

updated executable files, which implement the most recent protocol behavior required by the 

server. This process is specified in section 2.1 . In some instances, client behavior depends on the 
server protocol version. Those are specified in this document.  

1.8  Vendor -Extensible Fields  

This protocol does not define any vendor -extensible fields.  

1.9  Standards Assignments  

This protocol has not received any standards a ssignments.  
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2  Messages  

This protocol MUST be carried out over SOAP  (as specified in [SOAP1.1] ) and HTTP (a s specified in 
[RFC2616] ) and consists of the following set of web services  and virtual directories.  

Á Update content directory : A virtual directory , as specified in section 2.2.2.5 , which MUST be 
populated with update content files. The server provides this virtua l directory only as a container 
of files, which are accessible by clients through HTTP GET and HEAD requests.  

Á Self - update content directory : A virtual directory containing the client self - update  binaries, as 
specified in section 2.2.2.5, which MUST be populated with self -update content files. The server 
provides this virtual directory only as a container of files, which are accessible by clients through 
HTTP GET and HEAD requests. <2>  

Á SimpleAuth Web service : A web service that clients consult to obtain cached state for use by 
servers in restricting availability of updates to groups of clients, as specified in section 2.2.2.1 . 

Á Client Web service : A web service that synchronizes metadata  to the client, as specified in 

section 2.2.2.2 . 

Á Reporting Web service : A web service that clients contact to report selected events containing 
information on their update activity, as specified in section 2.2.2.3 . 

The following sections specify the use of the transports listed above and the syntax of these web 
services.  

2.1  Transport  

This protocol is carried ou t over a set of web services  and virtual directories . 

Á Each web service MUST support Simple Object Access Protocol (SOAP)  [SOAP1.1]  over HTTP 
over TCP/IP [RFC2616] . Each web service SHOULD support HTTPS for securing its communication 
with clients. <3>  

Á Each virtual directory MUST support HTTP over TCP/IP. Each virtual directory SHOULD support 
HTTPS. 

The following TCP ports MUST be exposed  by the server as endpoints for the HTTP over TCP/IP 
transport.  

Á commonPort:  Used for self - update  and web services communication. <4 >  

Á contentPort:  Used by the virtual directory that contains content. <5>  

The following virtual directories MUST be exposed by the server as endpoints for the HTTP and SOAP 
over HTTP transports.  

Update content directory: This virtual directory MUST be exposed at URL 
http://serverUrl:[contentPort]/Content  

Self - update content directory: This virtual directory, MUST be exposed at URL 
http://serverUrl:[commonPort]/SelfUpdate <6>  

SimpleAuth Web service: This virtual directory, as specified in section 2.2.2.1 , MUST be exposed at 

URL http[s]://serverUrl:[commonPort]/SimpleAuthWebServi ce/SimpleAuth.asmx  

Client Web service: This virtual directory, as specified in section 2.2.2.2 , MUST be exposed at URL 
http[s]://serverUrl:[commonPort]/ClientWebService/Client.asmx  

https://go.microsoft.com/fwlink/?LinkId=90520
https://go.microsoft.com/fwlink/?LinkId=90372
https://go.microsoft.com/fwlink/?LinkId=90520
https://go.microsoft.com/fwlink/?LinkId=90372
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Reporting Web s ervice: This virtual directory, as specified in section 2.2.2.3 , MUST be exposed at 
URL http[s]://serverUrl:[commonPort]/ReportingWebService/ReportingWebService.asmx  

Windows Server Update Services : Client -Server Protocol version 0.9 is a legacy version of the protocol 
that requires the following:  

Á Requires that commonPort be configured to port 80.  

Á Requires an additional virtual directory at URL http://serverUrl:[commonPort], which MUST be 
populated with self -update configuration files.  

The server SHOULD <7>  self -update over a configurabl e commonPort.  

To optimize network bandwidth when invoking client Web service and SimpleAuth Web service  
methods, the client implementation SHOULD add xpress to the HTTP "Accept -Encoding" reques t -
header to request xpress compression. If the client requests xpress compression, the update server  

SHOULD encode the response using the requested format, as specified in 2.1.1.1 . 

A client implementation MAY request another type of compression by specifying the encoding format 

in the HTTP Accept -Encoding request -header field ([RFC2616] section 14.3). If the client requests 
another type of compression, the update server MAY encode the response using the requested format.  

2.1.1  Xpress Compression  

To compress an input stream of bytes using Xpress Compression, the server MUST first segment the 
input stream into a sequence of blocks. The original, uncompressed size of each block MUST NOT be 
greater than 65535 bytes. <8>  

Each block MUST then be compressed and encoded using the CompressOrDecompressWin2k3  
procedure, as specified in section 2.1.1.1. The compressed size of each block MUST NOT be greater 

than 65535 bytes. The compressed blocks MUST be output in sequence, each prefixed with a header.  

The header MUST be in the following format.  

original  compressed  

original : A signed, 32 -bit integer indicating the original, uncompressed size, in bytes, of the block 

that follows. The encoding MUST be little -endian.  

compressed : A signed, 32 -bit integer indicating the compressed size, in bytes, of the block that 
follows. The encoding MUST be little -endian.  

2.1.1.1  CompressOrDecompressWin2k3  

 procedure CompressOrDecompressWin2k3(  

   inputBuffer: sequence of BYTE,  

   inputSize: DWORD  

   ref outputBuffer: sequence of BYTE,  

   comp: BOOLEAN)  

Informative s ummary of behavior : The CompressOrDecompressWin2k3 procedure compresses or 
decompresses data using the compression algorithm LZ77 (section 2.1.1.1.1 ) and the basic encoding 

algorithm DIRECT2 (sect ion 2.1.1.1.2 ). The procedure has the following parameters:  

Á inputBuffer : A sequence of BYTE containing data to compress or decompress.  

Á inputSize : The DWORD value that indicates the size of inputBuffer  in bytes.  
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Á outputBuffer : A sequence of BYTE that is an empty buffer. Compressed or decompressed data is 
filled into this buffer.  

Á comp : A Boolean indicating whether to compress ( comp =TRUE) or decompress ( comp =FALSE) the 
inputBuffer.  

2.1.1.1.1  LZ77 Compress ion Algorithm  

The LZ77 Compression Algorithm is used to analyze input data and determine how to reduce the size 
of that input data by replacing redundant information with metadata . Sections of t he data that are 
identical to sections of the data that have been encoded are replaced by a small amount of metadata 
that indicates how to expand those sections again. The encoding algorithm is used to take that 
combination of data and metadata and seriali ze it into a stream of bytes that can later be decoded and 

decompressed.  

Compression Algorithm Terminology  

The following terms are associated with the compression algorithm. Some of the terms also apply to 

the DIRECT2 Encoding Algorithm  defined in section 2.1.1.1.2.  

input stream : The sequence of bytes to be compressed.  

byte : The basic data element in the input stream.  

coding position : The position of the byte in the input stream that is currently b eing coded (the 
beginning of the lookahead buffer).  

lookahead buffer : The byte sequence from the coding position to the end of the input stream.  

window : A buffer of size W that indicates the number of bytes from the coding position backward. 
The window is empty at the beginning of the compression, then grows to size W as the input 
stream is processed. Once it reaches size W, it then "slides" along with the coding position.  

pointer : Information about the starting offset of the match in the window (referred t o as "B" in the 

example later in this section) and its length (referred to as "L" in the example later in this 

section). The starting offset is expressed as the count of bytes from the coding position backwards 
into the window. The length is the number of bytes to read forward from the starting offset.  

The length expressed by the pointer can be longer than the starting offset. This indicates that the 
match repeats by returning back to the starting offset after reaching the coding position.  

A null pointer in dicates no match and is expressed as a starting offset of 0 and a length of 0.  

match : The string that is used to find a match of the byte sequence between the lookahead buffer 

and the window.  

Using the Compression Algorithm  

To use the LZ77 Compression Algorithm:  

1.  Set the coding position to the beginning of the input stream.  

2.  Find the longest match in the window for the lookahead buffer.  

3.  If a match is found, output the pointer P. Move the coding position (and the window) L bytes 

forward.  

4.  If a match is not found, output a null pointer and the first byte in the lookahead buffer. Move the 
coding position (and the window) one byte forward.  

5.  If the lookahead buffer is not empty, return to step 2.  
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Compression Process  

The compression algorithm searches the window for the longest match with the beginning of the 

lookahead buffer and then outputs a pointer to that match. Because even a 1 -byte match might not 
be found, the output cannot only contain pointers. The compression algorithm solves this problem by 

outputting after the pointer the first byte in the lookahead buffer after the match. If no match is 
found, the algorithm outputs a null -pointer and the byte at the coding position.  

Compression Process Example  

The following table shows the input stream that is used fo r this compression example. The bytes in the 
input, "AABCBBABC", occupy the first nine positions of the stream.  

Input stream  

 Position    1    2    3    4    5    6    7    8    9  

 Byte        A    A    B    C    B    B    A    B    C  

The following table shows the output from the compression process. The table includes the following 
columns:  

Step : Indicates the number of the encoding step. A step in the table finishes every time that the 
encoding algorithm makes an output. With the compression algorithm, t his process happens in 
each pass through step 3.  

Position : Indicates the coding position. The first byte in the input stream has the coding position 1.  

Match : Shows the longest match found in the window.  

Byte : Shows the first byte in the lookahead buffer a fter the match.  

Output : Presents the output in the format (B,L)C, where (B,L) is the pointer (P) to the match. This 
gives the following instructions to the decoder: Go back B bytes in the window and copy L bytes to 
the output. C is the explicit byte.  

Note   One or more pointers might be included before the explicit byte that is shown in the Byte 
column. That is, a metadata pointer does not always need to be followed by an explicit byte. An input 
stream of "ABCABCCCC", for example, can be represented as "(0,0 )A(0,0)B(0,0)C(3,3)(1,3)" using the 

(B,L)C notation, with the last two elements being pointers without explicit bytes. The compressed 
output can be any combination of pointers and explicit bytes.  

Compression process output  

Step  Position  Match  Byte  Output  

1.  1 --  A (0,0)A  

2.  2 A --  (1,1)  

3.  3 --  B (0,0)B  

4.  4 --  C (0,0)C  

5.  5 B --  (2,1)  

6.  6 B --  (1,1)  

7.  7 A B C  --  (5,3)  
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The result of compression, conceptually, is the output column ðthat is, a series of bytes and optional 
metadata that indicates whether that byte is preceded by some sequence of bytes that is already in 

the output.  

Because representing the metadata itself requires bytes in the output stream, it is inefficient to 

represent a single byte that has previously been encoded by two bytes of metadata (offset and 
length). The overhead of the metadata bytes equals or exceeds the cost of outputting the bytes 
directly. Therefore, the protocol considers sequences of bytes to only be a match if the sequences 
have three or more bytes in common.  

De compression Process  

The decompression algorithm processes the compressed stream from start to end. For each null 
pointer, it appends the associated byte directly to the end of the output stream. For each non -null 

pointer, it reads back to the specified off set from the current end of the output stream and appends 
the specified number of bytes to the end of the output stream.  

Decompression Process Example  

The input stream for this example is the output of the compression example above.  

The following table sho ws the construction of the output stream as it is built from the sequence of 
pointers in the input stream. The table includes the following columns:  

Step : Indicates the number of the decoding step. A step in the table finishes every time the decoding 
algorithm appends the set of bytes identified by the pointer to the output stream.  

Input Pointer : The next pointer from the input stream.  

Append Bytes : The bytes that the pointer identifies to be appended to the output stream.  

Output Stream : The output str eam as it looks at the end of each step.  

Step  Input Pointer  Append Bytes  Output Stream  

1.  (0,0)A  A A 

2.  (1,1)  A A A 

3.  (0,0)B  B A A B  

4.  (0,0)C  C A A B C  

5.  (2,1)  B A A B C B  

6.  (1,1)  B A A B C B B  

7.  (5,3)  ABC A A B C B B A B C  

 

2.1.1.1.2  DIRECT2 Encoding Algorithm  

The basic notion of the DIRECT2 Encoding Algorithm is that data appears unchanged in the 
compressed representation, and metadata  is encoded in the same output stream, and in line with the 
data.  

The key to decoding the compressed data is recognizing what bytes are metadata and what bytes are 
data. The decoder MUST be able to identify the presence of metadata in the compressed and encoded 
data stream. Bitmasks are inserte d periodically in the byte stream to provide this information to the 

decoder.  
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This section describes the bitmasks that enable the decoder to distinguish data from metadata. It also 
describes the process of encoding the metadata.  

Bitmask  

To distinguish data  from metadata in the compressed byte stream, the data stream begins with a 4 -

byte bitmask that indicates to the decoder whether the next byte to be processed is data (a "0" value 
in the bit), or if the next byte (or series of bytes) is metadata (a "1" val ue in the bit). If a "0" bit is 
encountered, the next byte in the input stream is the next byte in the output stream. If a "1" bit is 
encountered, the next byte or series of bytes is metadata that MUST be interpreted further.  

For example, a bitmask of 0x01 000000 indicates that the first seven bytes are actual data, followed 
by encoded metadata that starts at the eighth byte. The metadata is followed by 24 additional bytes 
of data. A bitmask of 0x112000000 indicates that there will be metadata in the 4 th , 8 th, and 11 th  

elements (note that it is possible for the actual byte positions in the compressed data to be different 
because metadata elements range from 2 to 6 bytes in length), with the remaining elements being 
data bytes.  

When the bitmask has been consum ed, the next four bytes in the input stream are another bitmask.  

The bitmask MUST also contain a "1" in the bit following the last encoded element, to indicate the end 
of the compressed data. For example, given a hypothetical 8 -bit bitmask, the string "ABC ABCDEF" is  

compressed as (0,0)A(0,0)B(0,0)C(3,3)D(0,0)E(0,0)F. Its bitmask would be b'00010001' (0x11). This 
would indicate three bytes of data, followed by metadata, followed by an additional 3 bytes, finally 
terminated with a "1" to indicate the end of the stream.  

The final end bit is always necessary, even if an additional bitmask has to be allocated. If the string in 
the above example was "ABCABCDEFG", for example, it would require an additional bitmask. It would 
begin with the bitmask b'00010000', fol lowed by the compressed data, and followed by another 
bitmask with a "1" as the next bit to indicate the end of the stream.  

Encoding Metadata  

In the output stream, actual data bytes are stored unchanged. Bitmasks are stored periodically to 
indicate whether  the next byte or bytes are data or metadata. If the next bit in the bitmask is a "1", 

the next set of bytes in the input data stream is metadata (unless the last element of data was read, 
in which case the "1" bit would indicate the end of the stream as n oted above). This metadata 
contains an offset back to the start of the data to be copied to the output stream, and the length of 
the data to be copied.  

To represent the metadata as efficiently as possible, the encoding of that metadata is not fixed in 
leng th. The encoding algorithm supports the largest possible floating compression window to increase 
the probability of finding a large match; the larger the window, the greater the number of bytes that 
are needed for the offset. The encoding algorithm also su pports the longest possible match; the longer 
the match length, the greater the number of bytes that are needed to encode the length.  

Metadata Offset  

The protocol assumes the metadata is two bytes in length. The three low -order bits are used to 
encode the length. The high -order 13 bits are a first complement of the offset, which is represented as 

a negative signed value in 2's complement. The offset is only encoded with those 13 bits. This value 
cannot be extended and defines the maximum size of the compres sion floating window. For example, 
the metadata 0x0018 is converted into the offset b'000000000011', and the length b'000'. The offset 
is ' -4', computed by inverting the offset bits, treating the result as a 2's complement, and converting it 
to an integer.  

Match Length  

Unlike the metadata offset, the match length is extensible. If the length is less than 10 bytes, it is 
encoded in the three low -order bits of the 2 -byte metadata. Although three bits seems to allow for a 
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maximum length of six (the value b'111 ' is reserved), because the minimum match is three bytes, 
these three bits actually allow for the expression of lengths from three to nine. The match length goes 

from L = b'000' + 3 bytes, to L = b'110' + 3 bytes. Because smaller lengths are much more comm on 
than the larger lengths, the algorithm tries to optimize for smaller lengths. To encode a length 

between three and nine, we use the three bits that are "in - line" in the 2 -byte metadata.  

If the length of the match is greater than nine bytes, an initial b it pattern of b'111' is put in the three 
bits. This does not signify a length of 10 bytes, but instead a length that is greater than or equal to 
10, which is included in the low -order nibble of the following byte.  

Every other time that the length is greater than nine, an additional byte follows the initial 2 -byte 
metadata. The first time that the additional byte is included, the low -order nibble is used as the 
additive length. The high -order nibble is "reserved" for the next metadata instance when the  length is 

greater than nine. Therefore, the first time that the decoder encounters a length that is greater than 
nine, it reads the next byte from the data stream and the low -order nibble is extracted and used to 
compute the length for this metadata insta nce. The high -order nibble is remembered and used the 
next time that the decoder encounters a metadata length that is greater than nine. The third time that 
a length that is greater than nine is encountered, another extra byte is added after the 2 -byte 

met adata, with the low -order nibble used for this length and the high -order nibble reserved for the 

fourth length that is greater than nine, and so on.  

If the nibble from this "shared" byte is all "1s" (for example, b'1111'), another byte is added after the 
shared byte to hold more length. In this manner, a length of 24 is encoded as follows:  

Á b'111' (in the three bits in the original two bytes of metadata), plus  

Á b'1110' (in the nibble of the "shared' byte" of extended length)  

Á b'111' means 10 bytes plus b'1110' , which is 14, which results in a total of 24.  

If the length is more than 24, the next byte is also used in the length calculation. In this manner, a 

length of 25 is encoded as follows:  

Á b'111' (in the three bits in the original two bytes of metadata), plus  

Á b'1111' (in the nibble of the "shared" byte of extended length), plus  

Á b'00000000' (in the next byte).  

This scheme is good for lengths of up to 279 (a length of 10 in the three bits in the original two bytes 
of metadata, plus a length of 15 in the nibble o f the "shared" byte of extended length, plus a length of 
up to 254 in the extra byte).  

A "full" (all b'1') bit pattern (b'111', b'1111', and b'11111111') means that there is more length in the 
following two bytes.  

The final two bytes of length differ from the length information that comes earlier in the metadata. For 
lengths that are equal to 280 or greater, the length is calculated only from these last two bytes, and is 
not added to the previous length bits. The value in the last two bytes, a 16 -bit intege r, is three less 
than the metadata length. These last two bytes allow for a match length of up to 65,535 bytes + 3 

bytes (the minimum match length).  

The following table summarizes the length representation in metadata.  

Note   Length is computed from the bits that are included in the metadata plus the minimum match 
length of three.  

Length representation in metadata  
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Match 
length  Length bits in the metadata  

24  b'111' (three bits in the original two bytes of metadata)  

+  

b'1110' (in the high -order or lower -or der nibble, as appropriate, of the shared byte)  

25  b'111' (three bits in the original two bytes of metadata)  

+  

b'1111' (in the high -order or lower -order nibble, as appropriate, of the shared byte)  

+  

b'00000000' (in the next byte)  

26  b'111' (three bits in  the original two bytes of metadata)  

+  

b'1111' (in the high -order or lower -order nibble, as appropriate, of the shared byte)  

+  

b'00000001' (in the next byte)  

279  b'111' (three bits in the original two bytes of metadata)  

+  

b'1111' (in the high -order or low er -order nibble, as appropriate, of the shared byte)  

+  

b'11111110' (in the next byte)  

280  b'111' (three bits in the original two bytes of metadata)  

b'1111' (in the high -order or lower -order nibble, as appropriate, of the shared byte)  

b'11111111' (in the next byte)  

0x0115 (in the next two bytes). These two bytes represent a length of 277 + 3 (minimum match 
length).  

Note   All of the length is included in the final two bytes and is not additive, as were the previous 
length calculations for lengths that are s maller than 280 bytes.  

281  b'111' (three bits in the original two bytes of metadata)  

b'1111' (in the high -order or lower -order nibble, as appropriate, of the shared byte)  

b'11111111' (in the next byte)  

0x0116 (in the next two bytes). This is 278 + 3 (mini mum match length).  

Note   All of the length is included in the final two bytes and is not additive, as were the previous 
length calculations for lengths that are smaller than 280 bytes.  

A "full" bit pattern in that last half word does not mean that more me tadata is coming after the last 
bytes.  

The LZ77 Compression Algorithm  (section  2.1.1.1.1)  produces a well -compressed encoding for small 
valued lengths, but as the length increases, the encoding be comes less well compressed. A match 
length of greater than 278 bytes requires a relatively large number of bits: 3+4+8+16. This includes 

three bits in the original two bytes of metadata, four bits in the nibble in the "shared" byte, eight bits 
in the next byte, and 16 bits in the final two bytes of metadata.  

2.2  Common Message Syntax  

This section specifies the syntax of SOAP  messages, which are part of this protocol. The following 
rules apply to all SOAP messages in the protocol.  
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Á The soap:header  element (as specified in [SOAP1.1]  section 4.2 and [SOAP1.2 -1/2003]  section 
5.2) MUST NOT be used.  

Á The soap:binding  element of the W eb Services Description Language (WSDL)  MUST specify 
style="document", as specified in [WSDL]  section 3.3.  

Á The soap:body  element of the WSDL MUST specify use="literal", as specified in [WSDL]  section 
3.5.  

For specific WSDL elements, the protocol specifies additional restrictions beyond those specified by the 
WSDL syntax of the elements <9> . For instance, in some cases, the protocol  always requires the 
presence of an element in a message, even though its WSDL specification has a minOccurs  attribute 
set to 0. In other cases, the protocol requires stronger typing on elements than is specified by the 
WSDL for the elements.  

In all such cases, the additional restrictions are specified immediately after the WSDL is given.  

2.2.1  Namespaces  

The following table shows the standard XML namespaces used within t his protocol and the alias 

(prefix) used in the remaining sections of this specification.  

 Alias 
(Prefix)   XML Namespace  

http   http://schemas.xmlsoap.org/wsdl/http/ (as specified in [RFC2616] )  

s  http://www.w3.org/2001/XMLSchema (as specified in [XMLSCHEMA2] ) 

soap   http://schemas.xmlsoap.org/wsdl/soap/ (as specified in [SOAP1.1] )  

soap12   http://schemas.xmlsoap.org/wsdl/soap12/ (as specified in [SOAP1.2 -1/2003]  and [SOAP1.2 -
2/2003] )  

soapenc   http://schemas.xmlsoap.org/soap/encoding/ (as specified in [SOAP1.1])  

wsdl   http://schemas.xmlsoap.org/wsdl/ (as specified in [WSDL] )  

The Microsoft -defined XML namespaces used in this protocol are listed in the product behavior 

appendix. <10>  

2.2.2  Messages  

2.2.2.1  SimpleAuth Web Service  

The SimpleAuth Web service  is used for restricting availability of updates to groups of clients.  

2.2.2.1.1  GetAuthorization Cookie  

Synopsis:  

This method provides a mechanism for the server to authenticate and authorize client access to the 
client Web service.  

 <wsdl:operation name="GetAuthorizationCookie" />  

The SOAP  operation is defined as given below.  

https://go.microsoft.com/fwlink/?LinkId=90520
https://go.microsoft.com/fwlink/?LinkId=90521
https://go.microsoft.com/fwlink/?LinkId=90577
https://go.microsoft.com/fwlink/?LinkId=90372
https://go.microsoft.com/fwlink/?LinkId=90610
https://go.microsoft.com/fwlink/?LinkId=90520
https://go.microsoft.com/fwlink/?LinkId=90521
https://go.microsoft.com/fwlink/?LinkId=90522
https://go.microsoft.com/fwlink/?LinkId=90522
https://go.microsoft.com/fwlink/?LinkId=90577
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 <soap:operation soapAction="http://www.microsoft.com/  

    SoftwareDistribution/Server/SimpleAuthWebService/GetAuthorizationCookie"  

    style="document" />  

Request:  

 <s:element name="GetAuthorizationCookie">  

   <s:complexTy pe> 

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1" name="clientId"  

          type="s:string" />  

       <s:element minOccurs="0" maxOccurs="1" name="targetGroupName"  

          type="s:string" />  

       <s:element minOccurs="0" maxOccurs="1" nam e="dnsName"  

          type="s:string" />  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

clientId:  A ClientIdString  that the client SHOULD generate at the time of installation to identify 
itself. This element MUST be present.  

targetGroupName:  A named collection of computers ( target group ) in which the client  claims 
membership.  

dnsName:  The client's name. It MUST uniquely identify the computer on the network. The client 
MUST also use the same value in the call to RegisterComputer  (section  2.2.2.2.3) . This element 
MUST be present.  

Response:  

The server MUST return a result with the following syntax.  

 <s:element minOccurs="0" maxOccurs="1"  

    name="GetAuthorizationCookieResult" type="s1:AuthorizationCookie" />  

GetAuthorizationCookieResult:  Upon successfu l completion of this operation, this element MUST be 

returned. The syntax for the AuthorizationCookie  type MUST be as specified in section 2.2.3.4.  

2.2.2.2  Client Web Service  

The client Web service is used for synchronizing metadata to the client.  

2.2.2.2.1  GetConfig  

Synopsis:  

This method returns information on the server's reg istration, authorization, and reporting 

requirements.  

 <wsdl:operation name="GetConfig" />  

The SOAP  operation is defined as follows.  

 <soap:operation soapAction="http://www.microsoft.com/  

    Softw areDistribution/Server/ClientWebService/GetConfig"  
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    style="document" />  

Request:  

 <s:element name="GetConfig">  

   <s:complexType>  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1" name="protocolVersion"  

          type="s:string" />  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

protocolVersion:  The client protocol version, as a two -part version string where the two parts are 
separated by a period. The client SHOULD pass "1.8". <11>  

Response:  The server MUST return a result with the following syntax.  

 <s:element name="GetConfigResponse">  

   <s:complexType>  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1" n ame="GetConfigResult"  

          type="s1:Config" />  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

GetConfigResult:  On successful completion of this operation, this element MUST be returned. The 

syntax of the GetConfigResult type MUST be as follows.  

 <s: complexType name="Config">  

   <s:sequence>  

     <s:element minOccurs="1" maxOccurs="1" name="LastChange"  

        type="s:dateTime" />  

     <s:element minOccurs="1" maxOccurs="1" name="IsRegistrationRequired"  

        type="s:boolean" />  

     <s:element minOccur s="0" maxOccurs="1" name="AuthInfo"  

        type="s1:ArrayOfAuthPlugInInfo" />  

     <s:element minOccurs="0" maxOccurs="1" name="AllowedEventIds"  

        type="s1:ArrayOfInt" />  

     <s:element minOccurs="0" maxOccurs="1" name="Properties"  

        type="s1:A rrayOfConfigurationProperty" />  

   </s:sequence>  

 </s:complexType>  

LastChange:  The last time configuration data changed on the server.  

IsRegistrationRequired:  Specifies whether the server requires registration (as specified in section 
2.2.2.2.3 ). Set TRUE to indicate registration is required. Set FALSE to indicate that registration is 

not required.  

AuthInfo:  Contains an array of authorization plug - ins supported by the server. On successful 
execution of this operation, this array MUST contain exactly one element. Its format 
(ArrayOfAuthPlugInInfo) is as follows.  

 <s:complexType name="ArrayOfAuthPlugInInfo">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded" name="Auth PlugInInfo"  
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        nillable="true" type="s1:AuthPlugInInfo" />  

   </s:sequence>  

 </s:complexType>  

AuthPlugInInfo:  This field MUST be present and MUST contain exactly one element in the array. It 
provides information about the Authorization PlugIn available on the server. Its format is as 
follows.  

 <s:complexType name="AuthPlugInInfo">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="1" name="PlugInID"  

        type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="ServiceUrl"  

        type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="Parameter"  

        type="s:string" />  

   </s:sequence>  

 </s:complexType>  

PlugInID:  This MUST be present and MUST have the value "SimpleTargeting".  

ServiceUrl:  This MUST be set to the  URL of the SimpleAuth Web service . It is a partial URL that 

can be appended to http://<server>:<server port>/ to form the full URL to be used for 
SimpleAuth Web service. The client MUST only us e this web service URL to make 
GetAuthorizationCookie calls.  

Parameter:  Unused. It MUST NOT be present and MUST be ignored upon receipt.  

AllowedEventIds:  Contains an array of event identifiers specifying events required by the reporting 
Web service  of the server.  

Properties:  A set of properties used in the protocol. Its format (ArrayOfConfigurationProperty) is in 

the following example. A ConfigurationProperty with Name set to 

"MaxExtendedUpdatesP erRequest" MUST be present. The other listed ConfigurationProperty 
properties SHOULD be present in server protocol version 3.0 or higher, but MUST NOT be present 
in prior versions.  

 <s:complexType name="ArrayOfConfigurationProperty">  

   <s:sequence>  

     <s:e lement minOccurs="0" maxOccurs="unbounded"  

        name="ConfigurationProperty" nillable="true"  

        type="s1:ConfigurationProperty" />  

   </s:sequence>  

 </s:complexType>  

ConfigurationProperty:  Its format is as follows.  

 <s:complexType name="ConfigurationProperty">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="1" name="Name"  

        type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="Value"  

        type="s:string" />  

   </s:sequence>  

 </s:complexType>  
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Name  Value  

MaxExtendedUpdatesPerRequest  This element specifies the maximum number of revisionIDs that the 
server allows the client to specify in the 
GetExtendedUpdateInfo  (section  2.2.2.2.6)  method.  

PackageServerShare  This element is a UncPath  that specifies the repair path.  

ProtocolVersion  This element specifies the server protocol version number that this 
protocol server is using. It SHOULD be "3.2". <12>  

IsInventoryRequired  The value MUST be "0".  

ClientReportingLevel  The value SHOULD be "2".  

 

2.2.2.2.2  GetCookie  

Synopsis:  

A client invokes this method to obtain or renew a cookie  containing opaque implementation -specific 
authorization, authentication, and state information for use by the server.  

 <wsdl:operation name="GetCookie" />  

The SOAP  operation is defined as follow s.  

 <soap:operation soapAction="http://www.microsoft.com/  

    SoftwareDistribution/Server/ClientWebService/GetCookie"  

    style="document" />  

Request:  

 <s:element name="GetCookie">  

   <s:complexType>  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1" name="authCookies"  

          type="s1:ArrayOfAuthorizationCookie" />  

       <s:element minOccurs="0" maxOccurs="1" name="oldCookie"  

          type="s1:Cookie" />  

       <s:element minOccurs="1" maxOccurs="1" name="lastCh ange"  

          type="s:dateTime" />  

       <s:element minOccurs="1" maxOccurs="1" name="currentTime"  

          type="s:dateTime" />  

       <s:element minOccurs="0" maxOccurs="1" name="protocolVersion"  

          type="s:string" />  

     </s:sequence>  

   </s:com plexType>  

 </s:element>  

authCookies:  Specifies an array of authorization cookies. Its format (ArrayOfAuthorizationCookie) is 
in the following example. Upon successful completion of this operation, this element MUST be 
present and MUST contain exactly one AuthorizationCookie  (section  2.2.3.4) .  

 <s:complexType name="ArrayOfAuthorizationCookie">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded"  

        name="AuthorizationCookie" nillabl e="true"  
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        type="s1:AuthorizationCookie" />  

   </s:sequence>  

 </s:complexType>  

AuthorizationCookie:  Authorization cookie MUST be as specified in section 2.2.3.4.  

oldCookie:  Optionally specifies an existing cookie (that MUST have been obtained from a previous 
method call to GetCookie, GetFileLocations  (section  2.2.2.2.7) , or 
SyncUpdates  (section  2.2.2.2.4) ) that needs renewal by the server.  

lastChange:  Specifies the value returned from the client's most recent call to the 
GetConfig  (section  2.2.2.2.1 )  method.  

currentTime:  The current time on the client.  

protocolVersion:  The client protocol version, as a two -part version string where the two parts are 
separated by a period. The client SHOULD pass "1.8".  

Response:  The server MUST return a result with th e following syntax.  

 <s:element name="GetCookieResponse">  

   <s:complexType>  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1" name="GetCookieResult"  

          type="s1:Cookie" />  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

GetCookieResult:  On successful completion of this operation, this element MUST be returned. The 
format for this element MUST be as specified in section 2.2.3.5 . 

2.2.2.2.3  RegisterComputer  

Synopsis:  

The client invokes this method to perform registration with the server by providing information about 
its operating system, hardware, and network parameter configuration.  

 <wsdl:operation name="RegisterComputer" />  

The SOAP  operation is defined as follows.  

 <soap:operation soapAction="http://www.microsoft.com/  

    SoftwareDistribution/Server/ClientWebService/RegisterComputer"  

    style="document" />  

Request:  

 <s:element name="RegisterComputer">  

   <s:complexType>  

     <s:sequ ence>  

       <s:element minOccurs="0" maxOccurs="1" name="cookie"  

          type="s1:Cookie" />  

       <s:element minOccurs="0" maxOccurs="1" name="computerInfo"  

          type="s1:ComputerInfo" />  

     </s:sequence>  
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   </s:complexType>  

 </s:element>  

cookie:  Specifies a cookie that MUST have been obtained from a previous call to 
GetCookie  (section  2.2.2.2.2) , GetFileLocations  (section  2.2.2. 2.7) , or 
SyncUpdates  (section  2.2.2.2.4) . This element MUST be present.  

computerInfo:  Information about the client computer (2) . Its f ormat is as follows.  

 <s:complexType name="ComputerInfo">  <s:sequence>  

     <s:element minOccurs="0" maxOccurs="1" name="DnsName"  

        type="s:string" />  

     <s:element minOccurs="1" maxOccurs="1" name="OSMajorVersion"  

        type="s:int" />  

     <s:elem ent minOccurs="1" maxOccurs="1" name="OSMinorVersion"  

        type="s:int" />  

     <s:element minOccurs="1" maxOccurs="1" name="OSBuildNumber"  

        type="s:int" />  

     <s:element minOccurs="1" maxOccurs="1" name="OSServicePackMajorNumber"  

        type="s :short" />  

     <s:element minOccurs="1" maxOccurs="1" name="OSServicePackMinorNumber"  

        type="s:short" />  

     <s:element minOccurs="0" maxOccurs="1" name="OSLocale"  

        type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="ComputerM anufacturer"  

        type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="ComputerModel"  

        type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="BiosVersion"  

        type="s:string" />  

     <s:element minOccurs="0" maxOccu rs="1" name="BiosName"  

        type="s:string" />  

     <s:element minOccurs="1" maxOccurs="1" name="BiosReleaseDate"  

        type="s:dateTime" />  

     <s:element minOccurs="0" maxOccurs="1" name="ProcessorArchitecture"  

        type="s:string" />  

     <s:element minOccurs="1" maxOccurs="1" name="SuiteMask"  

        type="s:short" />  

     <s:element minOccurs="1" maxOccurs="1" name="OldProductType"  

        type="s:unsignedByte" />  

     <s:element minOccurs="1" maxOccurs="1" name="NewProductType"  

        type="s:int" />  

     <s:element minOccurs="1" maxOccurs="1" name="SystemMetrics"  

        type="s:int" />  

     <s:element minOccurs="1" maxOccurs="1" name="ClientVersionMajorNumber"  

        type="s:short" />  

     <s:element minOccurs="1" maxOccurs="1" n ame="ClientVersionMinorNumber"  

        type="s:short" />  

     <s:element minOccurs="1" maxOccurs="1" name="ClientVersionBuildNumber"  

        type="s:short" />  

     <s:element minOccurs="1" maxOccurs="1" name="ClientVersionQfeNumber"  

        type="s:short" />   

     <s:element minOccurs="0" maxOccurs="1" name="OSDescription" type="s:string" />   

     <s:element minOccurs="0" maxOccurs="1" name="OEM" type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="DeviceType" type="s:string" />  

     <s:element m inOccurs="0" maxOccurs="1" name="FirmwareVersion" type="s:string" />     

     <s:element minOccurs="0" maxOccurs="1" name="MobileOperator" type="s:string" />  

   </s:sequence>  

 </s:complexType>  

DnsName:  The client's name. It MUST uniquely identify the computer  on the network. The client 
MUST also use the same value in the call to GetAuthorizationCookie  (section  2.2.2.1.1) . This 
element MUST be present.  
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OSMajorVersion:  The client operating system major version number.  

OSMinorVersion:  The client operating system minor version number.  

OSBuildNumber:  The client operating system build number.  

OSServicePackMajorNumber:  The client operating system service pack major number.  

OSServicePackMinorNumber:  The client  operating system service pack minor number.  

OSLocale:  The client operating system locale, as specified in [MS -LCID] .  

ComputerManufacturer:  The manufacturer of the client computer.  

ComputerModel:  The model of the client computer.  

BiosVersion:  The version of the client computer's BIOS firmware.  

BiosName:  The name of the client computer's BIOS firmware.  

BiosReleaseDate:  The release date of the client computer's BIOS firmware.  

ProcessorArchitecture:  The architecture of the client computer's CPU. Unlike the 
ProcessorArchitecture element used in the ReportEventBatch  method (described in section 
2.2.2.3.1 ), the ProcessorArchitecture element of the RegisterComputer  method is not an 
enumeration; there is no predefined set of values, and a given client need not use the same value 
for ProcessorArchitecture in the ReportEventBatch  method that it uses for the 
RegisterComputer  method.  

SuiteMask, OldProductType, NewProductType, SystemMetrics:  Operating system properties 
that help the server identify the name of the client's operating system. These elements 
SHOULD<13>  be present.  

ClientVersionMajorNumber:  The Windows Update Agent (WUA)  major version number. This is 
the first part in the four -part WUA version st ring. This element SHOULD be present.  

ClientVersionMinorNumber:  The WUA minor version number. This is the second part in the four -
part WUA version string. This element SHOULD be present.  

ClientVersionBuildNumber:  The WUA build number. This is the third par t in the four -part WUA 
version string. This element SHOULD be present.  

ClientVersionQfeNumber:  The WUA QFE  number. This is the fourth part in the four -part WUA 
version string. This element SHOUL D be present.  

The following elements SHOULD <14>  be present.  

OSDescription : The commercial name of the operating system including the edition.  

OEM : The original equipment manufacturer of the  client device.  

DeviceType : The model of the client device.  

FirmwareVersion : The firmware version of the client device; for example 2040.0021.12522.211.  

MobileOperator : For devices with mobile SKUs only. This is the current mobile operator of the 
device. T he field is in form xxx -yy where xxx is the alphanumeric mobile operator ID and yy is the 
country code. For example: 000 -88 (World -wide Open Market), or VZW -US (Verizon Wireless).  

Response:  

 <s:element name="RegisterComputerResponse">  

%5bMS-LCID%5d.pdf#Section_70feba9f294e491eb6eb56532684c37f
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   <s:complexType />  

 </ s:element>  

This type has no fields.  

2.2.2.2.4  SyncUpdates  

Synopsis:  

This method is invoked to perform synchronization of metadata describing software update content. 
The syntax of this method refers to the following concepts as specified in sections 3.1.1  and 3.2.1 . 

Á The integer -valued revision ID  used to identify an update revision.  

Á The string -valued HardwareID, which identifies a hardware device installed on the client machine.  

Á The integer -valued deployment  ID, which identifies a deployment.  

Á The prerequisite relationship between updates.  

Á The client metadata cache.  

 <wsdl:operation name="SyncUpdates" />  

The SOAP  operation is defined as follows.  

 <soap:operation soapAction="http://www.microsoft.com/  

    SoftwareDistr ibution/Server/ClientWebService/SyncUpdates"  

    style="document" />  

Request:  

 <s:element name="SyncUpdates">  

   <s:complexType>  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1" name="cookie"  

          type="s1:Cookie" />  

       <s:element minOc curs="0" maxOccurs="1" name="parameters"  

          type="s1:SyncUpdateParameters" />  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

cookie: Specifies a cookie that MUST have been obtained from a previous call to 
GetCookie  (section  2.2.2.2.2) , GetFileLocations  (section  2.2.2.2.7) , or SyncUpdates. This element 

MUST be present.  

Parameters: Additional parameters to this method. This element  MUST be present. Its format is as 
follows. <15>  

 <s:complexType name="SyncUpdateParameters">  

   <s:sequence>  

     <s:element minOccurs="1" maxOccurs="1" name="ExpressQuery" type="s:boolean" />  

     <s:element minOccurs="0" maxOccurs="1" name="InstalledNonLeafUpdateIDs"  

        type="s1:ArrayOfInt" />  

     <s:element minOccurs="0" maxOccurs="1" name="OtherCachedUpdateIDs"  

        type="s1:ArrayOfInt" />  
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     <s:element minOccurs="0" maxOccurs="1" name="SystemSpec" type="s1:ArrayOfDevice" />  

     <s:element minOccurs="0" maxOccurs="1" name="CachedDriverIDs"  

        type="s1:ArrayOfInt" />  

     <s:element minOccurs="1" maxOccurs="1" name="SkipSoftwareSync" type="s: boolean" />  

     <s:element minOccurs="0" maxOccurs="1" name="FilterCategoryIds"  

        type="s1:ArrayOfCategoryIdentifier" />  

     <s:element minOccurs="0" maxOccurs="1" name="NeedTwoGroupOutOfScopeUpdates"  

        type="s:boolean" />  

     <s:element minOccurs="0" maxOccurs="1" name="ComputerSpec"  

        type="s1:ComputerHardwareSpecification" />  

     <s:element minOccurs="0" maxOccurs="1" name="FeatureScoreMatchingKey"  

        type="s:string" />  

   </s:sequence>  

 </s:complexType>  

ExpressQuery:  This parameter MUST be absent or set to FALSE by the client. It MUST be ignored by 
the update server . 

InstalledNonLeafUpdateIDs: Contains an array of revision IDs of all non - leaf (in the prerequisite 

graph ) revisions in the client cache that are installed on the client. These IDs MUST have been 
obtained from the UpdateInfo.ID returned from previous calls to this method.  

OtherCachedUpd ateIDs: Contains an array of revision IDs of other revisions in the client cache. 
These IDs MUST have been obtained from the UpdateInfo.ID returned from previous calls to this 
method.  

SystemSpec: Specifies the client's existing hardware devices and install ed drivers. This information is 

used in the driver synchronization query to determine if a more closely -matching driver is 
available on the server. Its format (ArrayOfDevice) is as follows:  

 <s:complexType name="ArrayOfDevice">  

   <s:sequence>  

     <s:element  minOccurs="0" maxOccurs="unbounded" name="Device"  

        nillable="true" type="s1:Device" />  

   </s:sequence>  

 </s:complexType>  

Device: The SystemSpec is an array of devices. Its format is as follows:  

 <s:complexType name="Device">  

   <s:sequence>  

     <s:ele ment minOccurs="0" maxOccurs="1" name="HardwareIDs"  

        type="s1:ArrayOfString" />  

     <s:element minOccurs="0" maxOccurs="1" name="CompatibleIDs"  

        type="s1:ArrayOfString" />  

     <s:element minOccurs="0" maxOccurs="1" name="installedDriver"  

        type="s1:InstalledDriver" />  

     <s:element minOccurs="0" maxOccurs="1" name="extensionDriver"  

       type="s1:ArrayOfExtensionDriver" />  

     <s:element minOccurs="0" maxOccurs="1" name="DriverRecoveryIDs"  

       type="s1:ArrayOfDriverRecoveryID" />  

     <s:element minOccurs="0" maxOccurs="1" name="DeviceFlags" type="xs:unsignedByte"/>  

   </s:sequence>  

 </s:complexType>  

HardwareIDs: An array of HardwareID values that identify the devices hardware supported by this 
driver.  

CompatibleIDs: An array of Hard wareID values that identify the compatible hardware for this device 
driver.  
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InstalledDriver: If a driver is already installed for this device, this describes properties of that driver. 
Its format is as follows: <16>  

 <s:complexType name="InstalledDriver">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="1" name="MatchingID"  

        type="s:string" />  

     <s:element minOccurs="1" maxOccurs="1" name="DriverVerDate"  

        type="s:dateTime" />  

     <s:element minOccurs="1" maxOccurs="1" name="DriverVerVersion"  

        type="s:long" />  

     <s:element minOccurs="0" maxOccurs="1" name="Class" type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="Manufacturer "  

        type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="Provider"  

        type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="Model"  

        type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="MatchingC omputerHWID" nillable="true"  

       type="s2:guid" />  

     <s:element minOccurs="1" maxOccurs="1" name="DriverRank" type="s:int" />  

   </s:sequence>  

 </s:complexType>  

Á MatchingID: The HardwareID or compatibleID corresponding to the installed driver.  

Á DriverVerDate: The release date of the driver.  

Á DriverVerVersion: The software version of the driver.  

Á Class: The driver class (for example, Printer, Display, and so on), as specified by the driver during 
installation (typically in the driver INF file).  

Á Manu facturer: The company that created the driver.  

Á Provider:  The company providing the driver.  

Á Model: The hardware model that the driver targets.  

Á MatchingComputerHWID : The computer HardwareId to which the driver matches.  

Á DriverRank : The rank of the driver aga inst a device.  

extensionDriver: An extension of a base driver. A base driver MAY have 0 or more associated 
extension drivers. <17>  

 <s:complexType name="extensionDriver">  

   <s:sequence>  

     <s:element name="ExtensionId" type="s:string" minOccurs="1" maxOccurs="1" />  

     <s:element name="DriverVerDate" type="s:dateTime" minOccurs="1" maxOccurs="1" />  

     <s:element name="DriverVerVersion" type="s:long" minOccurs="1" maxOccurs="1" />  

     <s:e lement name="Class" type="s:string" minOccurs="1" maxOccurs="1" />  

     <s:element name="DriverRank" type="xs:int" minOccurs="1" maxOccurs="1" />  

     <s:element name="MatchingComputerHWID" type="q4:guid" nillable="true"  

          xmlns:q4="http://microsoft .com/wsdl/types/" minOccurs="0" maxOccurs="1" />  

   </s:sequence>  

 </s:complexType>  

Á ExtensionId: Specifies the GUID identifier for the extension driver.  

Á DriverVerDate: The release date of the extension driver.  
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Á DriverVerVersion:  The software version of the extension driver.  

Á Class: The driver class (for example, Printer, Display, and so on), as specified by the driver during 

installation (typically in the driver INF file).  

Á DriverRank : The rank of the extension driver against a device. <18>  

Á MatchingComputerHWID : The computer HardwareId to which the driver matches.  

ArrayofDriverRecoveryID:  An optional array of driver IDs that allow the service to deploy a driver 
to b e uninstalled (set the revision Action to Uninstall) only for drivers originally installed by the WUA 
agent.  

 <s:complexType name="ArrayOfDriverRecoveryID">  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="unbounded" name="DriverRecoveryID" nillab le="true" 

type="s:string" />  

     </s:sequence>  

   </s:complexType>  

Á DriverRecoveryID: A string that indicates that the driver originated from WU. The WUA agent 
maintains a record of each driver it installs, so that it can be passed up to the server. The form at 

of the string is the update ID of the driver that was installed. The WUA agent SHOULD omit this 
field for drivers that were installed via other mechanisms <19> . 

Á DeviceFlags: A bitmap of va rious flags for a device. Bit position 0 indicates enumerated by PNP. 
A value of 0 means a PNP device. A value of 1 indicates not enumerated by PNP device, for 
example, a printer device. <20>  

CachedDriverIDs: The revision IDs of all driver revisions in the client cache. These IDs MUST have 

been obtained from the UpdateInfo.ID returned from previous calls to this method.  

SkipSoftwareSync: Specifies if this request is for a software or driver me tadata sync.  

FilterCategoryIds: Specifies the list of categories to which the server limits the synchronization. The 
client MUST NOT send this parameter unless it has specified a protocolVersion greater than or 
equal to 1.7 during the GetCookie request (se ction 2.2.2.2.2) and the server specified a 
ProtocolVersion greater than or equal to 3.2 in the Properties returned in the response to the 
GetConfig  method call (section 2.2.2.2.1). If the client is performing a category scan (as discussed 

in section 2.2.2.2.8 ), then the category identifiers in this list MUST be obtained from the response 
to a call to the StartCategoryScan method (section 2.2.2.2.8). If the client is not performing a 
category scan, then this list MUST be empty. If this parameter is specified and is not empty, the 
server MUST return only updates that are related to these categories. Its format is as follows:  

       <s:complex Type name="ArrayOfCategoryIdentifier">  

         <s:sequence>  

           <s:element minOccurs="0" maxOccurs="unbounded" name="CategoryIdentifier"  

              nillable="true" type="s1:CategoryIdentifier" />  

         </s:sequence>  

       </s:complexType>  

Categor yIdentifier: A GUID  identifying a category:  

       <s:complexType name="CategoryIdentifier">  

         <s:sequence>  

           <s:element minOccurs="1" maxOccurs="1" name="Id" type="s2:guid" />  

         </s:sequence>  

       </s:complexType>  
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NeedTwoGroupOutOfScopeUpdates: Specifies that the client requires the server to return two sets 
of out -of -scope updates in the response (documented in the response below). The client MUST 

NOT send this parameter  unless it has specified a protocolVersion greater than or equal to 1.7 
during the GetCookie request (section 2.2.2.2.2) and the server specified a ProtocolVersion 

greater than or equal to 3.2 in the Properties returned in the response to the GetConfig met hod 
call (section 2.2.2.2.1).  

ComputerSpec : Specifies HardwareIDs for a computer. The HardwareID of a computer contains a list 
of GUIDs as defined here.  

   <s:complexType name="ComputerHardwareSpecification">  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1" name="HardwareIDs" type="s1:ArrayOfGuid" />  

     </s:sequence>  

   </s:complexType>  

FeatureScoreMatchingKey : Each driver package can have different feature scores corresponding to 

processor architecture and OS version. Th e key has the format of 
"Architecture.OSMajorVersion.OSMinorVersion" (for example "AMD64.10.0"), so the service can 
select the correct feature score from driver packages and decide the best match.  

Response :  

 <s:element name="SyncUpdatesResponse">  

   <s:comp lexType>  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1" name="SyncUpdatesResult"  

          type="s1:SyncInfo" />  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

SyncUpdatesResult: Upon successful completion of this operation, this element MUST be returned. 

The client SHOULD interpret this result, as specified in section 3.1.5.7 . Its format is as follows.  

 <s:complexType name="SyncInfo">  

   <s:sequence>  

     <s:element minOccurs="0" ma xOccurs="1" name="NewUpdates"  

        type="s1:ArrayOfUpdateInfo" />  

     <s:element minOccurs="0" maxOccurs="1" name="OutOfScopeRevisionIDs"  

        type="s1:ArrayOfInt" />  

     <s:element minOccurs="0" maxOccurs="1" name="ChangedUpdates"  

        type="s1:Arr ayOfUpdateInfo" />  

     <s:element minOccurs="1" maxOccurs="1" name="Truncated" type="s:boolean" />  

     <s:element minOccurs="0" maxOccurs="1" name="NewCookie" type="s1:Cookie" />  

     <s:element minOccurs="0" maxOccurs="1" name="DeployedOutOfScopeRevisionId s"  

        type="s1:ArrayOfInt" />  

     <s:element minOccurs="0" maxOccurs="1" name="DriverSyncNotNeeded" type="s:string" />  

   </s:sequence>  

 </s:complexType>  

NewUpdates: An array of revisions to be added to the client cache. Its format is as follows.  

 <s:complexType name="ArrayOfUpdateInfo">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded" name="UpdateInfo"  

        nillable="true" type="s1:UpdateInfo" />  

   </s:sequence>  

 </s:complexType>  
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UpdateInfo: Information about an update revision. Its format is as follows.  

 <s:complexType name="UpdateInfo">  

   <s:sequence>  

     <s:element minOccurs="1" maxOccurs="1" name="ID" type="s:int" />  

     <s:element minOccurs="0" maxOccurs="1" name="Deployment"  

        type="s1:Deployment" />  

     <s:element minO ccurs="1" maxOccurs="1" name="IsLeaf"  

        type="s:boolean" />  

     <s:element minOccurs="0" maxOccurs="1" name="Xml"  

        type="s:string" />  

   </s:sequence>  

 </s:complexType>  

ID: Specifies the revision ID of this update revision. This ID will be passe d as 
Parameters.InstalledNonLeafUpdateIDs, Parameters.OtherCachedUpdateIDs, or 
Parameters.CachedDriverIDs in subsequent calls to this method.  

Deployment: Information about how this revision was deployed to this client. Its format 

SHOULD<21>  be as follows.  

 <s:complexType name="Deployment">  

   <s:sequence>  

     <s:element minOccurs="1" maxOccurs="1" name="ID" type="s:int" />  

     <s:element minOccurs="1" maxOccurs="1" name="Action"  

        type="s1:DeploymentAction" />  

     <s:element minOccurs="0" maxOccurs="1" name="Deadline"  

        type="s:string" />  

     <s:element minOccurs="1" maxOccurs="1" name="IsAssigned"  

        type="s:boolean" />  

     <s:element minOccurs="1" maxOccurs="1" n ame="LastChangeTime"  

        type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="DownloadPriority"  

        type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="HardwareIds"  

        type="s1:ArrayOfString" />  

     <s:element mi nOccurs="0" maxOccurs="1" name="AutoSelect"  

        type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="AutoDownload"  

        type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="SupersedenceBehavior"  

       type="s:string" />  

    <s:element minOccurs="0" maxOccurs="1" name="FlagBitmask"  

        type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="ClientBehaviors"  

       type="tns:ArrayOfClientBehavior" />  

   </s:sequence>  

 </s:complexType>  

ID: The server -assigne d ID for this deployment.  

Action: The action the client performs on this revision: OptionalInstall, Install, Uninstall, 
PreDeploymentCheck (which means do not offer the update, just report back on the status), Block 

(which means that the update MUST NOT be  deployed, and is used to override another 
deployment), Evaluate (which means do not offer the update and do not report back on the 
status), or Bundle (which means that the update is not be offered for install ðit is only deployed 

because it is bundled by s ome other explicitly deployed update). Revisions whose assigned Action 
is OptionalInstall SHOULD NOT be downloaded and installed automatically by the WUA agent, but 
are expected to be available to end users for explicit approval. <22>  For revisions whose assigned 
Action is Block, the server SHOULD send the revision to the client with an Action value of 
PreDeploymentCheck. Alternately, the server MAY refrain from sendin g the revision to the client at 
all.  
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The enumeration (DeploymentAction) for this element is as follows:  

 <s:simpleType name="DeploymentAction">  

   <s:restriction base="s:string">  

     <s:enumeration value="OptionalInstall" />  

     <s:enumeration value="Install" />  

     <s:enumeration value="Uninstall" />  

     <s:enumeration value="PreDeploymentCheck" />  

     <s:enumeration value="Block" />  

     <s:enumeration value="Evaluate" />  

     <s:enumeration value="Bundle" />  

   </s:restriction>  

 </s :simpleType>  

Deadline: Optionally specifies the time by which the deployment action SHOULD occur, in the syntax 
specified for s:dateTime (as specified in [XMLSCHEMA2]  section 3.2.7). This fie ld MAY be omitted 
if there is no deadline.  

IsAssigned: If set to TRUE, the revision SHOULD be installed automatically by the client. If set to 

FALSE, the revision SHOULD be offered to users of the client computer (2)  but not automatically 

installed.  

LastChangeTime: Specifies when the deployment was created, in the syntax specified for s:date (as 
specified in [XMLSCHEMA2] section 3.2.9). This element MUST be present.  

DownloadPriority: Specifies a value indicating how the client SHOULD prioritize its downloads of 
content for this update relative to other updates.  

HardwareIds: An optional array of HardwareId values that identify the device hardware supported by 

this update revision. This SHOULD be pr esent when the deployment is of a device driver and when 
the protocolVersion reported by the client in the GetCookie call is "1.6" or higher. <23>  

AutoSelect: The server MUST NOT send this fi eld if the client protocol version is less than 1.8. If this 
field is sent, it MUST be set to 0.  

AutoDownload: The server MUST NOT send this field if the client protocol version is less than 1.8. If 
this field is sent, it MUST be set to 0.  

SupersedenceBeha vior: The server MUST NOT send this field if the client protocol version is less 

than 1.8. If this field is sent, it MUST be set to 0.  

FlagBitmask: The server MUST NOT send this field if the client protocol version is less than 1.8. If 
this field is sent, it MUST be set to 0.  

ClientBehaviors : An optional array of ClientBehavior values that identify the metadata a publisher 
intended for the client. <24>  

 <s:complexType name="ArrayOfClientBehavio r">  

      <s:sequence>  

        <s:element minOccurs="0" maxOccurs="unbounded" name="ClientMetadata"  

              nillable="true" type="tns:ClientMetadata" />  

      </s:sequence>  

    </s:complexType>  

IsLeaf: Specifies whether this revision is a leaf in the  prerequisite graph.  

Xml: The core metadata associated with this revision. The server MUST populate this with metadata. 
These fragments are created as specified in section 3.1.1. The format of the fragment is opaque to 
the server.  

https://go.microsoft.com/fwlink/?LinkId=90610
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OutOfScopeRevisionIDs: An array of RevisionIDs that identify revisions to be removed from the 
client cache. If the client is performing a category scan by specifying a list of FilterCategoryIds and 

by specifying True for NeedTwoGroupOutOfScopeUpdates in the request, this list shal l contain only 
updates that are no longer deployed by the server.  

ChangedUpdates: Changes that SHOULD be applied to the deployment or IsLeaf status for revisions 
in the client cache.  

Truncated: Specifies that the server has truncated the set of new revisio ns returned. If the results 
have been truncated, it MUST be set to TRUE to indicate that the client SHOULD call this method 
again. If the results have not been truncated, it MUST be set to FALSE to indicate that the results 
have not been truncated, so the client SHOULD only call this method again if the method returns a 
new UpdateInfo with IsLeaf = FALSE.  

NewCookie: An updated cookie that the client SHOULD use in subsequent calls.  

DeployedOutOfScopeRevisionIds: A list of updates that are still deployed by t he server but that 
are no longer in scope for the current synchronization. The server MUST NOT return this 

parameter unless it specified a ProtocolVersion of greater than or equal to 3.2 in the Properties 
returned in the response to the GetConfig method ca ll (section 2.2.2.2.1) and the client specified 
that it supports a protocolVersion greater than or equal to 1.7 in the GetCookie request (section 

2.2.2.2.2), and only if the client specified True for the NeedTwoGroupOutOfScopeUpdates  
parameter in the SyncU pdates request.  

DriverSyncNotNeeded: Specifies that there are no drivers in scope for the current synchronization 
and so it is not necessary for the client to perform a driver sync pass. The server MUST NOT 
return this parameter unless it specified a Proto colVersion of greater than or equal to 3.2 in the 
Properties returned in the response to the GetConfig method call (section 2.2.2.2.1) and if the 
client specified that it supports a protocolVersion greater than or equal to 1.7 in the GetCookie 

request (sec tion 2.2.2.2.2).  

2.2.2.2.5  RefreshCache  

Synopsis:  

This method is invoked by the client to update its cache of mappings between compact RevisionIDs 
and globally unique update identifiers. The difference between these two types of identifiers is 
specified in section 3.1.1 . 

 <wsdl:operation name="RefreshCache" />  

 <soap:operation soapAction="http://www.microsoft.com/  

    SoftwareDistribution/Server/ClientWebService/RefreshCache"  

    style="document" />  

Request:  

 <s:element name="RefreshCache">  

   <s:complexType>  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1" name="cookie"  

          type="s1:Cookie" />  

       <s:element minOccurs="0" maxOccurs="1" name="globalIDs"  

          type="s1:ArrayOfUpdateIdentity " />  

     </s:sequence>  

   </s:complexType>  

 </s:element>  
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cookie:  Specifies a cookie that was obtained from a previous call to GetCookie  (section  2.2.2.2.2) , 
GetFileLocations  (section  2.2.2.2.7) , or SyncUpdates  (section  2.2.2.2.4) . This element MUST be 

present.  

globalIDs:  An array of UpdateIdentity  elements. Its format MUST be as fol lows.  

 <s:complexType name="ArrayOfUpdateIdentity">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded" name="UpdateIdentity"  

        nillable="true" type="s1:UpdateIdentity" />  

   </s:sequence>  

 </s:complexType>  

UpdateIdentity:  Identifies an update revision. Its format is specified in section 2.2.3.6 :  

Response:  

 <s:element name="RefreshCacheResponse">  

   <s:complexType>  

    <s:sequence>  

      <s:element minOccurs="0" maxOcc urs="1" name="RefreshCacheResult"  

         type="s1:ArrayOfRefreshCacheResult" />  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

RefreshCacheResult:  Upon successful completion of this operation, this element MUST be returned. 
Its format is as follows.  

 <s:complexType name="ArrayOfRefreshCacheResult">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded" name="RefreshCacheResult"  

        nillable="true" type="s1:RefreshCacheResult" />  

   </s:sequence>  

 </s:complexType>  

RefreshCacheResult:  Specifi es information about a specific revision. Its format is as follows.  

 <s:complexType name="RefreshCacheResult">  

   <s:sequence>  

     <s:element minOccurs="1" maxOccurs="1" name="RevisionID"  

        type="s:int" />  

     <s:element minOccurs="0" maxOccurs="1" nam e="GlobalID"  

        type="s1:UpdateIdentity" />  

     <s:element minOccurs="1" maxOccurs="1" name="IsLeaf"  

        type="s:boolean" />  

     <s:element minOccurs="0" maxOccurs="1" name="Deployment"  

        type="s1:Deployment" />  

   </s:sequence>  

 </s:complexType>  

RevisionID:  Specifies the new 32 -bit integer ID for the revision.  

GlobalID:  The UpdateIdentity for this revision. This field MUST be present. Its format is specified in 
section 2.2.3.6.  

IsLeaf:  Specifies whether the revision is a leaf of a hierarchy of updates.  
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Deployment:  The deployment  for this revision. This field MUST be present. Its format is specified in 
section 2.2.2.2.4.  

Each of the above values is specified in more detail  in section 3.1.1.  

2.2.2.2.6  GetExtendedUpdateInfo  

Synopsis:  

This method is invoked to obtain detailed metadata for an update.  

As specified in section 1.3 , the client does not download all the metadata at once during the call to 
SyncUpdates  (section  2.2.2.2.4) . Rather, the metadata is divided into fragments, and only the "core" 
fragment, which cont ains just enough metadata to allow the client to evaluate if the content is 
needed, is returned to the client. If the client determines the content is needed, it SHOULD then call 

this method to obtain the additional metadata fragments that it requires.  

 <wsdl:operation name="GetExtendedUpdateInfo" />  

The SOAP  operation is defined as follows.  

 <soap:operation soapAction="http://www.microsoft.com/  

    SoftwareDistribution/Server/ClientWebService/GetEx tendedUpdateInfo"  

    style="document" />  

Request:  

 <s:element name="GetExtendedUpdateInfo">  

   <s:complexType>  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1" name="cookie"  

          type="s1:Cookie" />  

       <s:element minOccurs="0" maxOccurs ="1" name="revisionIDs"  

          type="s1:ArrayOfInt" />  

       <s:element minOccurs="0" maxOccurs="1" name="infoTypes"  

          type="s1:ArrayOfXmlUpdateFragmentType" />  

       <s:element minOccurs="0" maxOccurs="1" name="locales"  

          type="s1:ArrayOfString" />  

       <s:element minOccurs="0" maxOccurs="1" name="GeoId"  

          type="s1:String" />  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

cookie:  Specifies a cookie that MUST have been obtained from a previous call to 

GetCookie  (section  2.2.2.2.2) , GetFileLocations  (section  2.2.2.2.7) , or 
SyncUpdates  (section  2.2.2.2.4). This element MUST be present.  

rev isionIDs:  Specifies the array of revision IDs  for which extended metadata fragments are to be 

returned.  

infoTypes:  Specifies the type of metadata fragments to be returned. Its format 
(ArrayOfXml UpdateFragmentType) MUST be as follows.  

 <s:complexType name="ArrayOfXmlUpdateFragmentType">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded"  

        name="XmlUpdateFragmentType" type="s1:XmlUpdateFragmentType" />  

   </s:sequence>  
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 </s:complexType>  

XmlUpdateFragmentType:  Specifies the type of metadata fragment. Its enumeration is as follows.  

 <s:simpleType name="XmlUpdateFragmentType">  

   <s:restriction base="s:string">  

     <s:enumeration value="Published" />  

     <s:enumeration value="C ore" />  

     <s:enumeration value="Extended" />  

     <s:enumeration value="VerificationRule" />  

     <s:enumeration value="LocalizedProperties" />  

     <s:enumeration value="Eula" />  

   </s:restriction>  

 </s:simpleType>  

locales : Optionally specifies the locales  for which localizable extended metadata MUST be returned. 
Localizable metadata are elements such as human - readable strings, which are represented 

differently between locales, as specified in [MS -LCID] . The service SHOULD always return the EN 
locale extended metadata.  

GeoId : Optionally specifies the region for which to retrieve end user license agreement (EULA) XML 

fragments and digests for the requested updates, as specified in the [ISO -3166]  three - letter 
regi on codes. <25>  

Response:  

 <s:element name="GetExtendedUpdateInfoResponse">  

   <s:complexType>  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1"  

          name="GetExtendedUpdateInfo Result" type="s1:ExtendedUpdateInfo" />  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

GetExtendedUpdateInfoResult:  Upon successful completion of this operation, this element MUST 
be returned. Its format MUST be follows.  

 <s:complexType name="ExtendedUpd ateInfo">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="1" name="Updates"  

        type="s1:ArrayOfUpdateData" />  

     <s:element minOccurs="0" maxOccurs="1" name="FileLocations"  

        type="s1:ArrayOfFileLocation" />  

     <s:element minOccurs="0" maxOccurs="1" name="OutOfScopeRevisionIDs"  

        type="s1:ArrayOfInt" />  

   </s:sequence>  

 </s:complexType>  

Updates:  An array of entries containing the extended metadata requested for each update. Its format 
(ArrayOfUpdateData) MUST be as follows.  

 <s:complexType name="ArrayOfUpdateData">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded" name="Update"  

        nillable="true" type="s1:UpdateData" />  

   </s:sequence>  

 </s:complexType>  

%5bMS-LCID%5d.pdf#Section_70feba9f294e491eb6eb56532684c37f
https://go.microsoft.com/fwlink/?LinkId=89917
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UpdateData : Specifies the extended metadata for an upda te. Its format MUST be as follows.  

 <s:complexType name="UpdateData">  

   <s:sequence>  

     <s:element minOccurs="1" maxOccurs="1" name="ID" type="s:int" />  

     <s:element minOccurs="0" maxOccurs="1" name="Xml" type="s:string" />  

   </s:sequence>  

 </s:complexType>  

ID:  The revision ID of the revision.  

Xml:  An extended metadata fragment for this update. This element MUST be present. These 

fragments are created as specified in section 3.1.1 . Th e format of the fragment is opaque to the 
server.  

FileLocations:  An array of locations for the content corresponding to each update. Its format 
(ArrayOfFileLocation) MUST be as follows.  

 <s:complexType name="ArrayOfFileLocation">  

   <s:sequence>  

     <s:eleme nt minOccurs="0" maxOccurs="unbounded" name="FileLocation"  

        nillable="true" type="s1:FileLocation" />  

   </s:sequence>  

 </s:complexType>  

FileLocation:  Specifies the location of the file. Its format MUST be as follows.  

 <s:complexType name="FileLocation ">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="1" name="FileDigest"  

        type="s:base64Binary" />  

     <s:element minOccurs="0" maxOccurs="1" name="Url"  

        type="s:string" />  

   </s:sequence>  

 </s:complexType>  

FileDigest:  This field MUST be  present. The value MUST be the SHA - 1  hash computed over the 
content of the file. This value is used to retrieve the file's download location using the 
GetFileLocations  (section  2.2.2.2.7) metho d. In addition, client implementations SHOULD use this 
value to authenticate the content file when it is downloaded from the server, by calculating the 
SHA-1 hash of the downloaded file and comparing the calculated hash to the FileDigest  hash. 
Files whose hash does not match SHOULD <26>  be discarded by the client.  

Url:  This field MUST be present. It is an HTTP URI from which it MUST be possible to download the 
file.  

OutOfScopeRevisionIDs:  Specifies an array of revision IDs that SHOULD be purged from the client's 
cache because these updates are no longer in -scope for the client.  

2.2.2.2.7  GetFileLocations  

Synopsis:  

Returns the URL where the specified set of files can be found.  

 <wsdl:operation name="GetFileLocations" />  
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The SOAP  operation is defined as follows.  

 <soap:operation soapAction="http://www.microsoft.com/  

    SoftwareDistribution/Server/ClientWebService/GetFileLocations"  

    style="document" />  

Request:  

 <s:element name="GetFileLocations">  

   <s:complexType>  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1" name="cookie"  

          type="s1:Cookie" />  

       <s:element minOccurs="0" maxOccurs="1" name="fileDigests"  

          type="s1:ArrayOfBase64Binary" />  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

cookie:  Specifies a cookie that was obtained from a previous call to GetCookie  (section  2.2.2.2.2) , 
GetFile Locations  (section  2.2.2.2.7), or SyncUpdates  (section  2.2.2.2.4) . This element MUST be 
present.  

fileDigests:  An array of digests for content corresponding to updates. Each digest MUST be specifie d 
as a SHA1 hash . The format is specified in section 2.2.3.7 . 

Response:  

 <s:element name="GetFileLocationsResponse">  

   <s:complexType>  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1" name="GetFileLocationsResult"  

          type="s1:GetFileLocationsResults" />  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

GetFileLocationsResults:  Upon successful completion of the operation, this element MUST be 
returned. Its format is as follows.  

 <s:complexType name="GetFileLocationsResults">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="1" name="FileLocations"  

        type="s1:ArrayOfFil eLocation" />  

     <s:element minOccurs="0" maxOccurs="1" name="NewCookie"  

        type="s1:Cookie" />  

   </s:sequence>  

 </s:complexType>  

FileLocations:  The file locations for the files. Its format is specified in section 2.2.2.2.6 . 

NewCookie:  A replacement cookie, generated by the server, that SHOULD be provided by the client 
in subsequent method invocations.  

2.2.2.2.8  StartCategoryScan  

Synopsis:  
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A client invokes this method to request from the server a list o f preferred categories to use when 
synchronizing updates via the SyncUpdates  method (section 2.2.2.2.4). A category scan allows a 

client to synchronize a smaller part of the larger update catalog.  

 <wsdl:operation name="StartCategoryScan" />  

The SOAP  operation is defined as follows.  

 <soap:operation 

soapAction="http://www.microsoft.com/SoftwareDistribution/Server/ClientWebService/StartCate go

ryScan" style="document" />  

Request:  

       <s:element name="StartCategoryScan">  

         <s:complexType>  

          <s:sequence>  

            <s:element minOccurs="0" maxOccurs="1" name="requestedCategories"  

               type="s1:ArrayOfCategoryRelations hip" />  

           </s:sequence>  

         </s:complexType>  

       </s:element>  

requestedCategories:  Specifies an array of categories that the client will synchronize. Its format 
(ArrayOfCategoryRelationships) MUST be as follows. A category scan is expressed using 
disjunctive normal form (DNF)  and is composed of one or more groups of ANDed categories 
that are Ored together. For instance, a given category scan might request (CAT1 AND CAT2) OR 

CAT3. In this example, the StartCategoryScan request would contain three requested categories. 
(CAT1 and  CAT2) would be specified as belonging to AND group  1 and CAT3 would belong to AND 
group 2.  

       <s:complexType name="ArrayOfCategoryRelationship">  

         <s:sequence>  

           <s:element min Occurs="0" maxOccurs="unbounded" name="CategoryRelationship"  

              nillable="true" type="s1:CategoryRelationship" />  

         </s:sequence>  

       </s:complexType>  

       <s:complexType name="CategoryRelationship">  

         <s:sequence>  

           <s:element minOccurs="1" maxOccurs="1" name="IndexOfAndGroup" type="s:int" />  

           <s:element minOccurs="1" maxOccurs="1" name="CategoryId" type="s2:guid" />  

         </s:sequence>  

       </s:complexType>  

CategoryRelationship:  A category that the client wishes to synchronize.  

IndexOfAndGroup:  The AND group to which the specified category belongs.  

CategoryId:  The GUID  of the requested category.  

Response:  The server MUST return a result with the following syntax.  

       <s:element name="StartCategoryScanResponse">  

         <s:complexType>  

           <s:sequence>  

             <s:element minOccurs="0" maxOccurs="1" name="preferredCategoryIds"  

                type="s1:ArrayOfGuid" />  

             <s:eleme nt minOccurs="0" maxOccurs="1" name="requestedCategoryIdsInError"  
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                type="s1:ArrayOfGuid" />  

           </s:sequence>  

         </s:complexType>  

       </s:element>  

StartCategoryScanResponse:  On successful completion of this operation, this eleme nt MUST be 
returned.  

preferredCategoryIds:  The GUID list of categories that the server wants the client to provide when 

it invokes the SyncUpdates method.  

requestedCategoryIdsInError:  The GUID list of categories that the server does not recognize.  

2.2.2.2.9  SyncPrinterCatalog  

This method is invoked to synchronize metadata describing the best matching printer drivers for the 
client. The syntax of this method refers to the following concepts as specified in sections 3.1.1  and 

3.2.1 . 

Á The integer -valued revision ID  used to identify an update revision.  

Á The string -valued HardwareID, whic h identifies a hardware device installed on the client machine.  

Á The integer -valued deployment ID, which identifies a deployment.  

Á The prerequisite relationship between updates.  

Á The client metadata cache.  

 <wsdl:operation name="SyncPrinterCatalog" />  

The SOAP  operation is defined as follows:  

 <soap:operation soapAction="http://www.microsoft.com/  

    SoftwareDistribution/Server/ClientWebService/SyncUpdates"  

    style="document" />  

Request:  

 <s:element name="SyncPrinterCatalog">  

   <s:complexType>  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1" name="cookie" type="tns:Cookie" />  

       <s:element minOccurs="0" maxOccurs="1" name="installedNonLeafUpdateIDs"  

          type="tns:ArrayOfInt" />  

       <s:element minOccurs="0" maxOccurs="1" name="printerUpdat eIDs"  

          type="tns:ArrayOfInt" />  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

cookie: Specifies a cookie that MUST have been obtained from a previous call to 

GetCookie  (section  2.2.2 .2.2) , GetFileLocations  (section  2.2.2.2.7) , or 
SyncUpdates  (section  2.2.2.2.4) . This element MUST be present.  
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InstalledNonLeafUpdateIDs : Contains an array of revision IDs of all nonleaf (in the prerequisite 
graph) revisions in the client cache that are installed on the client. These IDs MUST have been 

obtained from the UpdateInfo.ID returned from a previous call to SyncUpdates.  

printerUpd ateIDs: Contains an array of revision IDs of all printer driver updates in the client cache. 

These IDs MUST have been obtained from the UpdateInfo.ID returned from a previous call to 
SyncUpdates.  

Response:  

 <s:element name="SyncPrinterCatalogResponse">  

   <s:complexType>  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1" name="SyncPrinterCatalogResult"  

          type="s1:SyncInfo" />  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

SyncPrinterCatalogResult: Upon successful completion of this oper ation, this element MUST be 
returned. The client SHOULD interpret this result, as specified in section 3.1.5.7 . The format is the 

same as the one defined in the Response section of 2.2.2.2.4.  

2.2.2.2.10  GetE xtendedUpdateInfo2  

This method is invoked to obtain additional metadata, such as the file decryption key, for the 
encrypted files in an update. If the client determines that additional metadata is needed, it 
SHOULD<27>  call this method.  

 <wsdl:operation name="GetExtendedUpdateInfo2" />  

The SOAP operation is defined as follows.  

 <wsdl:operation name="GetExtendedUpdateInfo2">  

    <soap:operation 

soapAction="http://www.microsoft.com/SoftwareDistribution/Server/ClientWebService/GetExtend

edUpdateInfo2"  

    style="document" />  

Request:  

 <s:element name="GetExtendedUpdateInfo2">  

   <s:complexType>  

     <s:sequence>  

       <s:element minOccur s="0" maxOccurs="1" name="cookie" type="tns:Cookie"/>  

       <s:element minOccurs="0" maxOccurs="1" name="updateIDs" 

type="tns:ArrayOfUpdateIdentity"/>  

       <s:element minOccurs="0" maxOccurs="1" name="infoTypes" 

type="tns:ArrayOfXmlUpdateFragmentType"/>  

       <s:element minOccurs="0" maxOccurs="1" name="locales" type="tns:ArrayOfString"/>  

       <s:element minOccurs="0" maxOccurs="1" name="callerAttributes" type="s:string"/>  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

cookie:  Specifies a cookie that MUST have been obtained from a previous call to 
GetCookie  (section  2.2.2.2.2) , GetFileLocations  (section  2.2.2. 2.7) , or 
SyncUpdates  (section  2.2.2.2.4) . This element MUST be present.  
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updateIDs:  Specifies the array of UpdateIDs for which the additional metadata are to be returned.  

infoTypes:  Specifies the t ype of metadata fragments to be returned. Its format 

(ArrayOfXmlUpdateFragmentType) MUST be as follows:  

 <s:complexType name="ArrayOfXmlUpdateFragmentType">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded"  

        name="XmlUpdateFragmentTyp e" type="s1:XmlUpdateFragmentType" />  

   </s:sequence>  

 </s:complexType>  

XmlUpdateFragmentType:  Specifies the type of metadata fragment. Its enumeration is as follows:  

 <s:simpleType name="XmlUpdateFragmentType">  

   <s:restriction base="s:string">  

     <s:enume ration value="Published" />  

     <s:enumeration value="Core" />  

     <s:enumeration value="Extended" />  

     <s:enumeration value="VerificationRule" />  

     <s:enumeration value="LocalizedProperties" />  

     <s:enumeration value="Eula" />  

     <s:enumeration val ue="FileUrl" />  

     <s:enumeration value="FileDecryption" />  

   </s:restriction>  

 </s:simpleType>  

locales : Optionally specifies the locales  for which localizable extended metadata MUST be returned. 
Localizable metadata are elements such as human - readable strings, which are represented 
differently between locales, as specified in [MS -LCID] . 

callerAttributes : Optionally specifies the attributes of the caller. Enables the alignment of 

SyncUpdates  and GetExtendedUpdateInfo2  calls by sending callerAttributes in both calls. <28>  

Response :  

 <s:element name="GetExtendedUpdateInfo2Response">  

   <s:complexType>  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1" name="GetExtendedUpdateInfo2Result" 

type="s1:ExtendedUpdateInfo2"/>  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

GetExtendedUpdateInfo2Result : Upon successful completion of this operation, this element must 
be returned. Its format MUST be as follows:  

 <s:complexType name="ExtendedUpdateInfo2">  

   <s:sequence>  

     <s:element minOccurs="0" ma xOccurs="1" name="Updates" type="tns:ArrayOfUpdateData"/>  

     <s:element minOccurs="0" maxOccurs="1" name="FileLocations" 

type="tns:ArrayOfFileLocation"/>  

     <s:element minOccurs="0" maxOccurs="1" name="UpdateReportingSamplingRates" 

type="tns:ArrayOfUpdat eReportingSampleRate"/>  

     <s:element minOccurs="0" maxOccurs="1" name="FileDecryptionData" 

type="tns:ArrayOfFileDecryption"/>  

     <s:element minOccurs="0" maxOccurs="1" name="FileDecryptionData2" 

type="tns:ArrayOfFileDecryption2"/>  

   </s:sequence>  

%5bMS-LCID%5d.pdf#Section_70feba9f294e491eb6eb56532684c37f
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 </s:co mplexType>  

Updates : An array of entries containing the extended metadata requested for each update. Its format 
(ArrayOfUpdateData) MUST be as follows:  

 <s:complexType name="ArrayOfUpdateData">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded " name="Update"  

        nillable="true" type="s1:UpdateData" />  

   </s:sequence>  

 </s:complexType>  

UpdateData : Specifies the extended metadata for an update. Its format MUST be as follows:  

 <s:complexType name="UpdateData">  

   <s:sequence>  

     <s:element minOc curs="1" maxOccurs="1" name="ID" type="s:int" />  

     <s:element minOccurs="0" maxOccurs="1" name="Xml" type="s:string" />  

   </s:sequence>  

 </s:complexType>  

ID : The revision ID of the revision.  

Xml : An extended metadata fragment for this update. This element MUST be present. These 

fragments are created as specified in section 3.1.1 . The format of the fragment is opaque to the 
server.  

FileLo cations : An array of locations for the content corresponding to each update. Its format 
(ArrayOfFileLocation) MUST be as follows:  

 <s:complexType name="ArrayOfFileLocation">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded" name="FileLocatio n"  

        nillable="true" type="s1:FileLocation" />  

   </s:sequence>  

 </s:complexType>  

FileLocation : Specifies the location of the file. Its format MUST be as follows:  

 <s:complexType name="FileLocation">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs ="1" name="FileDigest"  

        type="s:base64Binary" />  

     <s:element minOccurs="0" maxOccurs="1" name="Url"  

        type="s:string" />  

   </s:sequence>  

 </s:complexType>  

FileDigest:  This field MUST be present. The value MUST be the SHA - 1  hash computed over the 
content of the file. This value is used to retrieve the file's download location using the 
GetFileLocations  (section  2.2.2.2.7) method. In addition, client implementations SHOULD use this 
value to authenticate the content file when it is downloaded from the server, by calculating the 
SHA-1 hash value of the downloaded file and comparing the calculated hash to the FileDigest  
hash. Files whose hash does not match SHOULD <29>  be discarded by the client.  
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Url:  This field MUST be present. It is an HTTP URI from which it MUST be possible to download the 
file.  

UpdateReportingSamplingRates : Currently unused. An array of sampling rates. Its format 
(ArrayOfUpdateReportingSamplingRates) MUST be as follows  

 <s:complexType name="ArrayOfUpdateReportingSampleRate">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded" name="UpdateReportingSampleRate" 

nillable="true" type="tns:UpdateR eportingSampleRate"/>  

   </s:sequence>  

 </s:complexType>  

 <s:complexType name="UpdateReportingSampleRate">  

   <s:sequence>  

     <s:element minOccurs="1" maxOccurs="1" name="UpdateId" type="s2:guid" 

xmlns:q2="http://microsoft.com/wsdl/types/"/>  

     <s:element minOccurs="1" maxOccurs="1" name="SamplingRateForInstall" type="s:int"/>  

     <s:element minOccurs="1" maxOccurs="1" name="SamplingRateForDownload" type="s:int"/>  

   </s:sequence>  

 </s:complexType>  

FileDecryptionData : An array of file decryption dat a for files in the update. Its format 
(ArrayOfFileDecryption) MUST be as follows:  

 <s:complexType name="ArrayOfFileDecryption">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded" name="FileDecryption" 

nillable="true" type="tns:FileDecryption"/>  

   </s:sequence>  

</s:complexType>  

 <s:complexType name="FileDecryption">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="1" name="FileDiges t" type="s:base64Binary"/>  

     <s:element minOccurs="0" maxOccurs="1" name="DecryptionKey" 

type="s:base64Binary"/>  

     <s:element minOccurs="0" maxOccurs="1" name="SecurityData" 

type="tns:ArrayOfBase64Binary"/>  

   </s:sequence>  

 </s:complexType>  

FileDecrypti on : Specifies the decryption data for a file.  

DecryptionKey:  This field MUST be present. The value MUST be the decryption key corresponding to 
the file represented by FileDigest , and is used to decrypt the file.  

SecurityData : This field MUST be present. WSUS  MUST return an array of size 1 (that is, it contains 

a single element), and its value MUST be the same as the decryption key.  

FileDecryptionData2 : An array of file decryption data for files i n the updates. Its format 
(ArrayOfFileDecryption2) MUST be as follows:  

 <s:complexType name="ArrayOfFileDecryption2">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded" name="FileDecryption2" nillable="true" 

type="tns:FileDecryption2"/>  

   </s:sequence>  

 </s:complexType>  

FileDecryption2:  Same as FileDecryption .  
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2.2.2.3  Reporting Web Service  

The reporting Web service  is used by clients to report selected events that contain information on 
their update activity.  

2.2.2.3.1  ReportEventBatch  

Synopsis:  

This method is invoked by a client to report the occurr ence of one or more software -update ïrelated 
events.  

 <wsdl:operation name="ReportEventBatch" />  

The SOAP  operation is defined as follows.  

 <soap:operation soapAction="http://www.microsoft.com/  

    SoftwareDistribution/ReportEventBatch" style="document" />  

Request:  

 <s:element name="ReportEventBatch">  

   <s:complexType>  

     <s:sequence>  

       <s:element minOccurs="0" maxOccurs="1" name="cookie"  

          type="s1:Cookie" />  

       <s:element minOccurs="1" maxOccurs="1" name="clientTime"  

          type="s:dateTime" />  

       <s:element minOccurs="0" maxOccurs="1" name="eventBatch"  

          type="s1:ArrayOfReportingEvent" />  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

cookie:  Specifies a cookie that MUST have been obtained from a previous call to 

GetCookie  (section  2.2.2.2.2) , GetFileLocations  (section  2.2.2.2.7) , or 
SyncUpdates  (section  2.2.2.2.4) . This element MUST be present.  

clientTime:  The current time (when this method was called) on the client in Coordinated Universal 
Time (UTC).  

eventBatch:  An array of ReportingEvents. Its format MUST be as follows.  

 <s:complexType name="ArrayOfReportingEvent">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded" name="ReportingEvent"  

        nillable="true" type="s1:ReportingEvent" />  

   </s:sequ ence>  

 </s:complexType>  

ReportingEvent:  Specifies information of an update - related event. Its format MUST be as follows.  

 <s:complexType name="ReportingEvent">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="1" name="BasicData"  

        type="s1:BasicD ata" />  

     <s:element minOccurs="0" maxOccurs="1" name="ExtendedData"  
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        type="s1:ExtendedData" />  

     <s:element minOccurs="0" maxOccurs="1" name="PrivateData"  

        type="s1:PrivateData" />  

   </s:sequence>  

 </s:complexType>  

BasicData:  Generic data  provided for all events. Its format (BasicData) MUST be as follows.  

 <s:complexType name="BasicData">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="1" name="TargetID"  

        type="s1:ComputerTargetIdentifier" />  

     <s:element minOccurs="1" maxOc curs="1" name="SequenceNumber"  

        type="s:int" />  

     <s:element minOccurs="1" maxOccurs="1" name="TimeAtTarget"  

        type="s:dateTime" />  

     <s:element minOccurs="1" maxOccurs="1" name="EventInstanceID"  

        type="s2:guid" />  

     <s:element minOccurs="1" maxOccurs="1" name="NamespaceID"  

        type="s:int" />  

     <s:element minOccurs="1" maxOccurs="1" name="EventID"  

        type="s:short" />  

     <s:element minOccurs="1" maxOccurs="1" name="SourceID"  

        type="s:short" />  

     <s :element minOccurs="0" maxOccurs="1" name="UpdateID"  

        type="s1:UpdateRevisionIdentifier" />  

     <s:element minOccurs="1" maxOccurs="1" name="Win32Hresult"  

        type="s:int" />  

     <s:element minOccurs="0" maxOccurs="1" name="AppName"  

        type ="s:string" />  

   </s:sequence>  

 </s:complexType>  

TargetID:  The identity of the client computer (same as the clientID  parameter to 
GetAuthorizationCookie  (section  2.2.2.1.1) ). Its format (ComputerTa rgetIdentifier) MUST be as 

follows.  

 <s:complexType name="ComputerTargetIdentifier">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="1" name="Sid"  

        type="s:string" />  

   </s:sequence>  

 </s:complexType>  

Sid:  A ClientIdString  that MUST match the string used as the clientId  parameter to 
GetAuthorizationCookie  (section  2.2.2.1.1).  

SequenceNumber:  Unused. MUST be set to 0, and MUST be ignored upon receipt.  

TimeAtTarget:  The time in Coordina ted Universal Time (UTC) when the event was recorded by the 
client.  

EventInstanceID:  A GUID  generated by the client to uniquely identify this occurrence of this event.  

NamespaceID:  MUST be set t o 1 by all clients. The server MAY ignore events with other values.  

EventID:  This SHOULD be set to a numeric value that identifies the type of the event that occurred 
on the client. This numeric value SHOULD be one of the EventID numbers specified in the E ventID 
Table in this section.  

SourceID:  Defines the subcomponent within the client that generated the event.  
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UpdateID:  Optionally specifies the ID of the update related to this occurrence of this event, for 
events related to a particular update. If the event is not associated with any particular update, it 

MUST be specified as {00000000 -0000 -0000 -0000 -000000000000}. Its f ormat 
(UpdateRevisionIdentifier) MUST be as given below.  

 <s:complexType name="UpdateRevisionIdentifier">  

   <s:sequence>  

     <s:element minOccurs="1" maxOccurs="1" name="UpdateID"  

        type="s2:guid" />  

     <s:element minOccurs="1" maxOccurs="1" name="RevisionNumber"  

        type="s:int" />  

   </s:sequence>  

 </s:complexType>  

UpdateID:  A GUID that uniquely identifies an update.  

RevisionNumber:  A number that specifies the version of the update identified by this r evision.  

Win32Hresult:  Optionally specifies a Win32 HRESULT code for events that correspond to a failure. 
Win32 HRESULT codes are specified in [MS -ERREF]. 

AppName:  The name of the application that triggered the client to perform the operation.  

ExtendedData:  Additional data associated with an event. Its format (ExtendedData) MUST be as 
given below.  

 <s:complexType name="ExtendedData">  

   <s:sequence>  

     <s:element minOccurs="0" ma xOccurs="1" name="ReplacementStrings"  

        type="s1:ArrayOfString" />  

     <s:element minOccurs="0" maxOccurs="1" name="MiscData"  

        type="s1:ArrayOfString" />  

     <s:element minOccurs="0" maxOccurs="1" name="ComputerBrand"  

        type="s:string" / > 

     <s:element minOccurs="0" maxOccurs="1" name="ComputerModel"  

        type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="BiosRevision"  

        type="s:string" />  

     <s:element minOccurs="1" maxOccurs="1" name="ProcessorArchitecture"  

        type="s1:ProcessorArchitecture" />  

     <s:element minOccurs="1" maxOccurs="1" name="OSVersion"  

        type="s1:DetailedVersion" />  

     <s:element minOccurs="1" maxOccurs="1" name="OSLocaleID"  

        type="s:int" />  

     <s:element minOccurs="0" maxOccurs="1" name="DeviceID"  

        type="s:string" />  

   </s:sequence>  

 </s:complexType>  

ReplacementStrings:  Specifies an array of strings to be used as parameters in expanding 
parameterized message strings. Parameterized message s trings are message strings that contain 

placeholders into which instance -specific strings are inserted to obtain an expanded message 

string. Its format MUST be as follows.  

 <s:complexType name="ArrayOfString">  

   <s:sequence>  

     <s:element minOccurs="0" max Occurs="unbounded" name="string"  

        nillable="true" type="s:string" />  

   </s:sequence>  

 </s:complexType>  

%5bMS-ERREF%5d.pdf#Section_1bc92ddfb79e413cbbaa99a5281a6c90
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MiscData:  Additional data not covered by the properties listed here. These MUST be specified in the 
form "x=value" where x is called a tag. <30>  See the MiscData table below for information on such 

well -known tags.  

ComputerBrand:  Client computer manufacturer.  

ComputerModel:  Client computer model name.  

BiosRevision:  Client BIOS fir mware revision.  

ProcessorArchitecture:  Client CPU architecture. The value MUST be one of those enumerated. Note 
that this differs from the ProcessorArchitecture element used in the RegisterComputer  method, 
described in section 2.2.2.2.3 . 

 <s:simpleType name="ProcessorArchitecture">  

   <s:restriction base="s:string">  

     <s:enumeration value="Unknown" />  

     <s:enumeration value="X86Compatible" />  

     <s:enumeration value="IA64Compatible" />  

     <s:en umeration value="Amd64Compatible" />  

   </s:restriction>  

 </s:simpleType>  

OSVersion:  Client operating system version. Its format (DetailedVersion) MUST be as follows.  

 <s:complexType name="DetailedVersion">  

   <s:sequence>  

     <s:element minOccurs="1" maxOccurs="1" name="Major" type="s:int" />  

     <s:element minOccurs="1" maxOccurs="1" name="Minor" type="s:int" />  

     <s:element minOccurs="1" maxOccurs="1" name="Build" type="s:int" />  

     <s:element minOccurs="1" maxOccurs="1" na me="Revision" type="s:int" />  

     <s:element minOccurs="1" maxOccurs="1" name="ServicePackMajor"  

        type="s:int" />  

     <s:element minOccurs="1" maxOccurs="1" name="ServicePackMinor"  

        type="s:int" />  

   </s:sequence>  

 </s:complexType>  

The values provided by the client are implementation -specific. <31>  

OSLocaleID:  The client operating system locale.  

DeviceID:  An event -dependent string.  

Á MUST be a zero - length string if the associated up date is not a driver. How the client can 

determine if an update is a driver is specified in section 3.1.1 . 

Á If EventID indicates a download driver success/failure event, MUST be set to "1".  

Á If Even tID indicates a driver install success/failure event, MUST be set to a non -empty string 
whose format is opaque to the server.  

Á Else, MUST be a zero - length string.  

PrivateData:  This field MUST be present and empty, and MUST be ignored upon receipt. Its format 
(PrivateData) is as follows.  

 <s:complexType name="PrivateData">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="1" name="ComputerDnsName"  

        type="s:string" />  
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     <s:element minOccurs="0" maxOccurs="1" name="UserAccountName"  

        type="s:string" />  

   </s:sequence>  

 </s:complexType>  

ComputerDnsName:  This field MUST be a zero - length string.  

UserAccountName:  This field MUST be a zero - length string.  

MiscData Table  

This table defines the tags, their descriptions, and the events for which such tags are used by WUA  to 
populate the MiscData  element within a ReportingEvent.  

 Friendly Name  

 Misc 
Data 
Tag   Da ta Type   Description  

 Associated 
Event IDs  

OSServicePackBuildNumber  A Int  Client operating system service pack 

build number.  

All events  

ByteCount  B Int  Number of bytes downloaded.  Download success 
events  

RepeatFailFlag  C Int  Number of times the update has 
failed to install in the past.  

Install failure 
events  

NumberApplicable  D Int  Number of updates that were 
explicitly deployable, installable on 
the client (Needed), and deployed for 
install.  

Detection events  

LastError  F Int  Secondary error code  when 
Win32HResult is not sufficient to 
diagnose the problem.  

Install and 
download events  

ClientVersion  G Int  Client version.  All events  

ClientSamplingValue  J Int  Random number between 0 and 999 
inclusive, chosen once per computer.  

All events  

BiosName  K String  Client BIOS name.  All events  

BiosReleaseDate  L DateTime  Client BIOS release date.  All events  

EventType  Q Int  If this is an install or download event, 
and the update being reported on is a 
bundle, then 2. Else 1.  

All events  

TargetClientVersion  S String  WUA agent version that the agent is 
self -updating to.  

Self - update  
events <32>  

InstallableUpdateIDs  U List of 
GUIDs 
separa ted 
by ;  

IDs of updates that were deployed 
for install, uninstall, or scan, that 
were found to be installable 
(Needed).  

Status events  

InstalledUpdateIDs  V List of 
GUIDs 
separated 
by ;  

IDs of updates that were deployed 
for install, uninstall, or scan, that  
were found to be installed.  

Status events  

InstalledPendingRebootIDs  W List of IDs of updates that were deployed Status events  
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 Friendly Name  

 Misc 
Data 
Tag   Da ta Type   Description  

 Associated 
Event IDs  

GUIDs 
separated 
by ;  

for install, uninstall, or scan, that 
were found to be installed, but 
require reboot before taking effect.  

FailedUpdateIDs  g List of 
GUIDs 
separated 
by ;  

IDs of updates that were deployed 
for install, uninstall, or scan, that 
were found to need installing or 
uninstalling, but the attempt to 
download, install, or uninstall the 
update has failed.  

Status events  

DownloadedUpdateIDs  h List of 
GUIDs 
separated 
by ;  

IDs of updates that were deployed 
for install, that were downloaded to 
the client but not yet installed.  

Status events  

MSIAction  X String  A Mi crosoft Windows Installer 
(MSI)  action that failed.  

MSI/MSP install 
failure events  

MSITransactionCode  Y GUIDs  Unique ID identifying the transaction 
that the update was part of.  

MSI/MSP install 
failure events  

MSIProductCode  Z GUIDs  Product code of the MSP. MSI/MSP install 
failure events  

MSIErrorRec  f int  Extended MSI error code.  MSI/MSP install 
failure events  

SelfUpdatePackageName  a String  The name of the self -update 
package.  

Self -update 
events  

OSProductType  c Int  Client operating system ProductType.  
The value provided in the 
OSProductType tag is 
implementation -specific.  <33>  

All events, if client 
is Windows Vista 
operating system 
or later  

 

EventID Table  

This table specifies the list of events that WUA reports to a Windows Server Update Services 

(WSUS)  server. The Name column is a friendly name for the event type, EventID is the numeric 
identifi er used in ReportingEvent, and the English message template is the message that could be 
shown to the end user for this event type. Where a message template is parameterized (%1, %2, and 
so on), the WSUS server populates the placeholders with content from the ReplacementStrings  
element of the ReportingEvent. The placeholders are specified starting with %1 and are not 
recursively evaluated. The <ReplacementStrings> array MUST contain the same number of elements 

as the number of placeholders specified in the parameterized message.  

 Name  

 
Event 
ID   Description   Remarks  

 English message 
template  

Detection Events      

AGENT_DETECTION_FINISHED  147  Detection succeeded.   Agent has finished 
detecting items.  

AGENT_DETECTION_FAILED  148  Detection failed.   Error: Agent failed 
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 Name  

 
Event 
ID   Description   Remarks  

 English message 
template  

detecting with reason: 
%1.  

Status Events      

AGENT_STATUS  153  Reports status of all 
updates to MS -WUSP 
2.0.  

 Reporting client 
status.  

AGENT_STATUS_30  156  Reports status of all 
updates to MS -WUSP 
3.0.  

This event is 
new in 
version 3.0 of 
the protocol.  

Reporting client 
status.  

Download Events      

AGENT_DOWNLOAD_FAILED  161  Download failed.   Error: Download 
failed.  

AGENT_DOWNLOAD_SUCCEEDED  162  Download succeeded.   Download succeeded.  

AGENT_DOWNLOAD_CANCELED  163  Download canceled.   Download canceled.  

Install Events      

AGENT_INSTALLING_STARTED  181  User - initiated 
installation started  

 Installation Started: 
Windows has started 
installing the following 
update: %1  

AGENT_INSTALLING_FAILED  182  User - initiated 
installation failed.  

 Installation Failure: 
Windows failed to 
install the following 
update with error %1: 

%2.  

AGENT_INSTALLING_SUCCEEDED  183  User - initiated 
installation 
succeeded.  

 Installation 
Successful: Windows 
successfully installed 
the following update: 
%1.  

AGENT_INSTALL _COMPLETE_ 

WITH_REBOOT  

184  User - initiated 
installation 
succeeded, requires 
reboot.  

 Installation successful 
and restart required 
for the following 
update: %1.  

AGENT_INSTALL_CANCEL  186  User - initiated 
installation canceled.  

 User canceled the 
installation.  

AGENT_INSTALL_KILLED  187  User - initiated 
installation timed out, 
was terminated by 
the WUA.  

 Installation killed: 
Installation of the 
following update is 
killed by the agent: 
%2.  

AU_SCHEDULED_INSTALL_SUCCESS  190  Scheduled installation 
succeeded.  

 Installa tion 
Successful: Windows 
successfully installed 
the following update: 
%1.  
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 Name  

 
Event 
ID   Description   Remarks  

 English message 
template  

AU_SCHEDULED_INSTALL  

_COMPLETE_WITH_REBOOT  

191  Scheduled installation 
succeeded, requires 
reboot.  

 Installation successful 
and restart required 
for the following 
update: %1.  

AU_SCHEDULED_INSTALL_KILLED  192  Scheduled installation 
timed out, was 
terminated by the 
WUA.  

 Installation killed: 
Installation of the 
following update is 
killed by the agent: 
%2  

AU_SCHEDULED_INSTALL_FAILED  195  Scheduled installation 
failed.  

 Installation  Failure: 
Windows failed to 
install the following 
update with error %1: 
%2.  

AU_SHUTDOWN_INSTALL_SUCCESS  197  Install at shutdown 
succeeded.  

 Installation 
Successful: Windows 
successfully installed 
the following update: 
%1.  

AU_SHUTDOWN_INSTALL_FAILED  198  Install at shutdown 
failed.  

 Installation Failure: 
Windows failed to 
install the following 
update with error %1: 
%2.  

AU_SHUTDOWN_INSTALL_COMPLETE  

_WITH_REBOOT  

199  Install at shutdown 
succeeded, requires 
reboot.  

 Installation successful 
and restart required 
for the following 
update: %1.  

AU_SHUTDOWN_INSTALL_KILLED  200  Install at shutdown 
timed out, was 
terminated by the 
WUA.  

 Installation killed: 
Installation of the 
following update is 
killed by the agent: 
%2.  

AGENT_INSTALLING_FAILED  

_POST_REBOOT 

203  Post - reboot 
processing of an 
installed update 
failed.  

New to 
Windows 
Vista  

Installation Failure 
Post Reboot.  

AGENT_UNINSTALLING_FAILED  221  Uninstallation failed.   Uninstallation Failure: 
Windows failed to 
uninstall the following 
update with error %1: 
%2.  

AGENT_UNINSTALLING_SUCCEEDED  222  Uninstallation 
succeeded.  

 Uninstallation 
Successful: Windows 
successfully 
uninstalled the 
following update: %1.  

AGENT_UNINSTALL_CANCEL  223  Uninstallation 
canceled.  

 User canceled the 
uninstall.  
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 Name  

 
Event 
ID   Description   Remarks  

 English message 
template  

AGENT_UNINSTALL_COMPLETE  

_WITH_REBOOT  

224  Uninstallation 
succeeded, requires 
reboot.  

 Uninstallation 
successful and restart 
required for the 
following update: %1.  

AGENT_UNINSTALL_KILLED  225  Uninstallation timed 
out, was terminated 
by the WUA.  

 Uninstallat ion killed: 
Uninstallation of the 
following update is 
killed by the agent: 
%2.  

Update Hidden/Unhidden Events      

AGENT_INSTALL_HIDE  185  User chose to hide 
the update from the 
UI.  

 Hide update: user hid 
one update.  

AGENT_INSTALL_UNHIDE  196  User chose to unhide 
the update from the 
UI.  

 Unhide update: user 
unhide one update.  

Misc Events      

AGENT_INSTALLING_PENDING  201  Self -update is about 
to begin.  

 Installation pending.  

AU_REBOOT_COMPLETED 202  Client computer has 
finished rebooting 
following an 
install/uninstall.  

 Reboot completed.  

Response:  

 <s:element name="ReportEventBatchResponse">  

   <s:complexType>  

     <s:sequence>  

       <s:element minOccurs="1" maxOccurs="1" name="ReportEventBatchResult"  

          type="s:boolean" />  

     </s:sequence>  

   </s:complexType>  

 </s:element>  

ReportEventBatchResult:  Upon successful completion of this operation, this MUST be returned. Its 
value MUST be TRUE if the events were successfully received by the server. Otherwise, it MUST be 
FALSE. 

2.2.2.4  Faults  

This protocol allows a server to notify a client of application - level faults by generating SOAP  faults by 
using the foll owing XML syntax.  

It does this by throwing a SOAP fault (as specified in [SOAP1.1]  section 4.4) with XML, which MUST 

have the following format in the faults "detail" element.  

<ErrorCode>error Code</ErrorCode>  

<Message>message</Message>  

https://go.microsoft.com/fwlink/?LinkId=90520
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<ID>id</ID>  

<Method>method</Method>  

errorCode:  Identifies the type of exception being thrown, the value of which MUST be one of those in 
the following table. The Description column in the table below defines poss ible actions that the 

client SHOULD take in response to the error.  

message:  An ErrorCode -specific user friendly string. This MAY be omitted.  

id:  A server -generated GUID  that uniquely identifies the particular instance of this fault. This can be 
used to look up additional diagnostic data about the fault in a log, for example.  

 ErrorCode   Description  

InvalidCookie  The server cannot decrypt the cookie to validate it. The  client MUST discard 
the cookie and start the initial handshake again by calling 
GetConfig  (section  2.2.2.2.1) , GetAuthorizationCookie  (section  2.2.2.1.1) , 
GetCookie  (section  2.2.2.2.2) , and RefreshCache  (section  2.2.2.2.5) . 

ConfigChanged  The server configuration has changed since the last time the client called 
GetConfig  (section  2.2.2.2.1). The client MUST call GetConfig, 
GetAuthorizationCookie  (section  2.2.2.1.1), and GetCookie  (section  2.2.2.2.2) 
again.  

RegistrationRequired  Client regi stration is required. The client SHOULD call 
RegisterComputer  (section  2.2.2.2.3)  before calling 
SyncUpdates  (section  2.2.2.2.4)  again.  

ServerChanged  The server's identity or state has changed. The client MUST discard the cookie 
and start the initial handshake again by calling GetConfig (section 2.2.2.2.1), 
GetAuthorizationCookie (section 2.2.2.1.1), GetCookie (section 2.2.2.2.2), and 
RefreshCache (section 2.2.2.2.5).  

InternalServerError  An internal error has occurred in the server while processing the request. The 
client SHOULD try the failed operation again later.  

CookieExpired  The client is using an expired cookie that the server is able to decrypt. It 
MUST call GetAuthorizationCookie  (section  2.2.2.1.1) and 
GetCookie  (section  2.2.2.2.2) again to renew its expired cookie.  

InvalidParameters  The client has passed invalid paramete rs to the server. The "message" part of 
the exception will contain the parameter name.  

InvalidAuthorizationCookie  The authorization cookie passed to GetCookie  (section  2.2.2.2.2) is invalid.  

RegistrationNotRequired  The client has called RegisterComputer  (section  2.2.2.2.3) even though the 
server told it not to in the GetConfig  (section  2.2.2.2.1) response.  

ServerBusy  The server is too busy to handle this request. The client SHOULD try again 
later.  

FileLocationChanged  The file locations have changed sinc e the last time the client synced. The client 
SHOULD call GetFileLocations  (section  2.2.2.2.7)  to get the current file 
locations.  

method:  A string indicating the web service method in which the f ault occurred. This can be omitted.  

2.2.2.5  Update Content Directory and Self -Update Content Directory  

Both the update content directory  and self - update content directory  MUST support HTTP 
requests, as specified in [RFC2616] . The update content directory and the self -upd ate content 

https://go.microsoft.com/fwlink/?LinkId=90372
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directory MUST support HTTP HEAD and GET (range) request messages. The locations of the update 
content directory and the self -update content directory are specified in section 2.1 . 

2.2.3  Complex Types  

The following sections define the common complex types that are used in this protocol.  

2.2.3.1  ArrayOfInt  

An array of integer values used in messages within the protocol.  

Defined in namespace: http://www.microsoft.com/SoftwareDistribution.  

 <s:complexType name="ArrayOfInt">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded" name="int"  

        type="s:int" />  

   </s:sequence>  

 </s:co mplexType>  

2.2.3.2  ArrayOfString  

An a rray of string values used in messages within the protocol.  

Defined in namespace: http://www.microsoft.com/SoftwareDistribution.  

 <s:complexType name="ArrayOfString">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded" name="string"  

        nillable="true" type="s:string" />  

   </s:sequence>  

 </s:complexType>  

2.2.3.3  ArrayOfGuid  

An array of GUID  values used in messages within the protocol.  

Defined in namespace: http://www.microsoft.com/SoftwareDistribution.  

 <s:complexType name="ArrayOfGuid">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded" name="guid"  

        type="s2:guid" />  

   </s:sequence>  

 </s:complexType>  

2.2.3.4  AuthorizationCookie  

An object returned by the server on succes sful completion of the 
GetAuthorizationCookie  (section  2.2.2.1.1)  operation.  

Defined in namespace: http://www.microsoft.com/SoftwareDistribution.  

 <s:complexType name="AuthorizationCookie">  

   <s:se quence>  

     <s:element minOccurs="0" maxOccurs="1" name="PlugInId"  
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        type="s:string" />  

     <s:element minOccurs="0" maxOccurs="1" name="CookieData"  

        type="s:base64Binary" />  

   </s:sequence>  

 </s:complexType>  

PlugInId:  Name identifying the Auth orization PlugIn issuing the AuthorizationCookie.  

CookieData:  An opaque sequence of one or more bytes containing implementation -specific 
authorization and authentication information for use by the server. The format of this data, 
including the type of encr yption used, if any, is implementation -specific. Different server 
implementations can use different data formats that are not always compatible. A server SHOULD 
return an InvalidCookie error if passed an AuthorizationCookie that a client obtained from anot her 

server.  

The data SHOULD include the client ID and the target groups  to which the client belongs. The 
server can implement authentication by using the client ID and can implement authorizatio n by 

using both the client ID and target groups. This element MUST be present.  

2.2.3.5  Cookie  

Used by the server to store client authorization, authentication, and protocol state information in a 
format opaque to the client.  

Defined in namespace: http://www.microsoft.com/SoftwareDistribution.  

 <s:complexType name="Cookie">  

   <s:sequen ce>  

     <s:element minOccurs="1" maxOccurs="1" name="Expiration"  

        type="s:dateTime" />  

     <s:element minOccurs="0" maxOccurs="1" name="EncryptedData"  

        type="s:base64Binary" />  

   </s:sequence>  

 </s:complexType>  

Expiration:  A clear - text copy of the time this Cookie expires. The actual time the Cookie expires 
SHOULD be stored in EncryptedData to prevent client tampering.  

EncryptedData:  An opaque sequence of one or more bytes that contain implementation -specific 
authorization,  authentication, and protocol state information for use by the server. The format of 
this data, including the type of encryption used, if any, is implementation -specific. Different server 
implementations can use different data formats that are not always c ompatible. A server SHOULD 
return an InvalidCookie error if passed a Cookie that a client obtained from another server.  

The data SHOULD include the client ID, the target groups  the client belongs to; the Cookie 

expiration time; the client protocol version; the last time the client synchronized software, drivers, 
and printer catalog; and the server's identity. This element MUST be present.  

2.2.3.6  UpdateIdentity  

A globally unique identifier (GUID)  for a specific revision of an update.  

Defined in namespace: http://www.microsoft.com/SoftwareDistribution.  

 <s:complexType name="UpdateIdentity">  

   <s:sequence>  

     <s:element minOccurs="1" maxOccurs="1" nam e="UpdateID"  
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        type="s2:guid" />  

     <s:element minOccurs="1" maxOccurs="1" name="RevisionNumber"  

        type="s:int" />  

   </s:sequence>  

 </s:complexType>  

UpdateID:  A GUID that identifies an update.  

RevisionNumber:  A 32 -bit number that uniquely ident ifies a specific version of an update. These 
types are specified in the Abstract Data Model  (section  3.1.1) . 

2.2.3.7  ArrayOfBase64Binary  

An array of binary values encoded in base 64.  

Defined in nam espace: http://www.microsoft.com/SoftwareDistribution.  

 <s:complexType name="ArrayOfBase64Binary">  

   <s:sequence>  

     <s:element minOccurs="0" maxOccurs="unbounded"  

                name="base64Binary" nillable="true"  

                                    type ="s:base64Binary" />  

   </s:sequence>  

 </s:complexType>  

2.2.4  Simple Types  

The following sections define the common simple types that are used in this protocol.  

2.2.4.1  Guid  

Simple type corresponding to a GUID  or uniqueidentifier.  

Defined in namespace: http://www.microsoft.com/SoftwareDistribution.  

   <s:simpleType name="guid">  

     <s:restriction base="s:string">  

       <s:pattern value="[0 - 9a- fA - F]{8} - [0 - 9a- fA - F]{4} - [0 - 9a- fA - F]{4} - [0 - 9a- fA - F]{4} - [0 - 9a- fA -

F]{12}" />  

     </s:restriction>  

   </s:simpleType>  
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3  Protocol Details  

This protocol operates between a client (the initiator) and a server (the responder).  

The protocol incorporates mechanisms to enable stateless server operation wherever possible. In 
particular, a server generates an encrypted cookie that encapsulates the server's protocol state with 
respect to each client, and the server re quires the client to retain that cookie on its behalf. The client 
presents its cookie when invoking methods against the server, and the server updates the cookie as 

appropriate over the course of its communication with the client.  

3.1  Server Details  

3.1.1  Abstract D ata Model  

This section describes a conceptual m odel and possible data organization that an implementation 
maintains to participate in this protocol. The described organization is provided to facilitate the 

explanation of how the protocol behaves. This document does not mandate that implementations 
adhe re to this model as long as the external behavior is consistent with that described in this 

document.  

In the following illustration, each table specifies a type of entity in the model, and each arrow specifies 
that one type of entity always contains a refe rence to another.  

 

Figure 2 : Server abstract data model  
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Revision Table:  A collection of entries corresponding to the revisions available on the server. Each 
entry is uniquely identified by an UpdateID and RevisionNumber, and is al so independently identified 

uniquely by a RevisionID. Each entry includes the following elements:  

Á RevisionID:  A server -assigned revision identifier . Because it is more compact than the globally 

unique (UpdateID, RevisionNumber) pair, the RevisionID is used as the revision identifier during 
client/server communications to minimize network traffic.  

Á UpdateID:  A GUID  that is the same for all revisions of an update.  

Á RevisionNumber:  Used in conjunction with the UpdateID to uniquely identify the revision.  

Á UpdateType:  Specifies whether the update is a Driver, Software, Category, or Detectoid. The 
SyncUpdates  (section  2.2.2.2.4)  method treats Drivers and non -drivers differently, as specified in 
section 3.1.5.7 . 

This ADM element cont ains data that overlaps with the Revision Table specified in [MS -WSUSSS]  
section 3.1.1.  

Driver Table:  A collection of entries corresponding to the revisions available on the s erver with an 
UpdateType of "Driver". Each entry is uniquely identified by a RevisionID. Each entry includes the 
following elements:  

Á RevisionID:  A reference to the revision of the driver.  

Á HardwareID:  A value that identifies the device hardware supported by  the driver.  

Á DriverVerDate:  The release date of the driver.  

Á DriverVerVersion:  The software version of the driver.  

Á Class:  The device function class of the driver.  

Á Manufacturer:  The company that created the driver.  

Á Provider:  The company providing the driver.  

Á Model:  The model of hardware that the driver targets.  

Á WhqlDriverID:  The ID assigned to this driver as part of the driver certification process. A higher 
number means the driver was submitted to the Microsoft Update live service more recently.  

Driver Featu reScore Table : A collection of entries corresponding to the various feature score values 
for a driver revision per operating system (the same driver can have different feature scores on 
different operating system versions). FeatureScore is an additional me tadata element used to rank 
drivers.  

Á OperatingSystem : A string that defines the specific architecture and operating system for a 

particular feature score. The format is [Arch].[OSMajorVersion].[OSMinorVersion]. <34>  

Á FeatureScore : An integer value from 0 -255 that represents the feature score of the driver. A 
lower feature score value is considered better.  

Á RevisionID : A reference to a specific driver revision.  

Á HardwareID : A value that identifies  the device to which the feature score applies.  

Driver Distribution ComputerHardwareID Table : A collection of entries corresponding to the 

distribution - targeted ComputerHardwareID values for a specific driver revision. A driver can be 
targeted to a particu lar computer HardwareId at the distribution level within the service or at the INF 
level within the driver package.  

%5bMS-WSUSSS%5d.pdf#Section_f49f0c3ea4264b4bb4019aeb2892815c
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Á DistributionComputerHardwareId : A GUID that represents a set of computer systems to which 
this driver revision is distribution - targeted for a specific device HardwareId.  

Á RevisionID : A reference to a specific driver revision.  

Á HardwareID : A value that identifies the device to which this distribution computer HardwareId 

applies.  

Driver Target ComputerHardwareID Table : A collection of entries corresponding to the INF -
targeted ComputerHardwareID values for a specific driver revision.  

Á TargetComputerHardwareId : A GUID that represents a set of targeted computer systems that 
this driver revision is INF - targeted to for a specific device HardwareId.  

Á RevisionID : A reference to a specific driver revision.  

Á HardwareID : A value that identifies the device to which this distribution computer HardwareId 

applies.  

Metadata Table:  A collection of metadata fragments, which are derived from the revision metadata, 
as specified in section 3.1.1.1 . Each entry is uniquely identified by the combination of its RevisionID, 
FragmentType, and locale . Each  entry includes the following elements:  

Á RevisionID:  A reference to the revision that this fragment was derived from.  

Á XmlFragment:  The metadata fragment.  

Á FragmentType:  The type of fragment: Core, Extended, LocalizedProperties, or Eula.  

Á Locale:  For entries w ith FragmentType of LocalizedProperties or Eula, specifies the locale of the 
entry. NULL for entries of other FragmentTypes.  

Prerequisite Table:  A collection of relationships between updates. An update's prerequisites are 
specified in conjunctive normal form (CNF) ; for example, (U6 OR U8) AND (U2) AND (U5 OR U3). 
A client does not treat a revision as requiring installation unless its prerequisites are satisfied (that is, 

at least one update in ea ch CNF disjunctive clause is installed on the client). Each entry is uniquely 

identified by the combination of its RevisionID, PrerequisiteUpdateID, and ClauseID. Each entry 
includes the following elements:  

Á RevisionID:  A reference to a revision that has a prerequisite relationship on other updates.  

Á PrerequisiteUpdateID:  A reference to a revision that is a prerequisite. Only the UpdateID is 
declared, but the reference implicitly refers to the revision with the highest RevisionNumber that 
has the specified Up dateID.  

Á ClauseID:  Specifies the CNF "AND clause" in which the prerequisite appears. The ClauseID is 

used to group each disjunctive clause. In the above example, U6 and U8 have the same ClauseID 
in this table.  

Á IsCategory:  Specifies whether the prerequisite is an update category .  

Bundle Table:  A collection of relationships between updates. Bundled updates are specified in CNF 
form; for example, (R6 OR R8) AND (R2) AND (R5 OR R3). Each entry is uniq uely identified by the 
combination of its RevisionID, BundledRevisionID, and ClauseID. Each entry includes the following 

elements:  

Á RevisionID:  A reference to a revision that bundles other revisions.  

Á BundledRevisionID:  A reference to a bundled revision.  
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Á ClauseID:  Specifies the CNF "AND clause" in which the bundled revision appears. The ClauseID is 
used to group each disjunctive clause. In the above example, R6 and R8 have the same ClauseID 

in this table.  

TargetGroup Table:  A collection of named groups of clients. Each entry is uniquely identified by a 

TargetGroupName, the only element in each entry.  

This ADM element contains data that overlaps with the TargetGroup Table specified in [MS -WSUSSS] 
section 3.1.1.  

Client Table:  A collection of clients. Each ent ry is uniquely identified by a ComputerID. Each entry 
includes the following elements:  

Á ComputerID:  A unique identifier for the client. The server SHOULD use ComputerID to identify 
clients. A suitable unique identifier is the clientID  parameter passed to th e 

GetAuthorizationCookie  (section  2.2.2.1.1)  method.  

Á TargetGroupName:  A reference to the target group  to which this client belongs.  

This ADM element contains data that overlaps with the Client computer table specified in [MS -
WSUSSS] section 3.1.1.  

Deployment Table:  A collection of administrator -defined specifications that state that specific 
revisions will be made available to specific  clients. Each entry is uniquely identified by the combination 

of its RevisionID and TargetGroupName. Each entry includes the following elements.  

Á RevisionID:  A reference to the deployed revision.  

Á TargetGroupName:  A reference to the target group to which th e revision is deployed.  

Á Action:  The action that clients in the specified target group will perform on this revision: 
OptionalInstall, Install, Uninstall, PreDeploymentCheck (which means that clients will not offer the 
update, just report back on the status ), Block (which means that the update will not be deployed, 
and is used to override another deployment  ), Evaluate (which means that clients will not offer 

the update and will not report back on  the status), or Bundle (which means that clients will not 

offer the update for install; it is only deployed because it is bundled by some other explicitly 
deployed update).  

Á LastChangeTime:  The time the deployment was last modified.  

Á DownloadPriority:  Speci fies whether the client will download the revision's content as high - , 
medium - , or low -priority relative to other content needed by the client.  

Á Deadline:  An optionally specified time by which clients SHOULD perform the deployment action.  

This ADM element c ontains data that overlaps with the Deployment Table specified in [MS -
WSUSSS] section 3.1.1.  

3.1.1.1  Populating the Data Model  

The server implementation  extracts information for the data model from the update metadata. Except 

as specified below, the update metadata does not need to be interpreted by the server. Because the 
metadata is well - formed XML, the properties specified below can all be extracted us ing XPATH queries, 
as specified in [XPATH] . The manner in which the server obtains the update metadata is specified in 
[MS -WSUSSS]  (section 3.1.4.6, GetUpdateData).  

Revision Table  

https://go.microsoft.com/fwlink/?LinkId=90611
%5bMS-WSUSSS%5d.pdf#Section_f49f0c3ea4264b4bb4019aeb2892815c
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There is one entry in the revision table for each metadata revision in the server. The RevisionID 
element is populated with a unique server -assigned value. The remaining elements are po pulated from 

the revision metadata using the following unqualified XPATHs.  

Property  XPATH  

UpdateID  /Update/UpdateIdentity/@UpdateID  

RevisionNumber  /Update/UpdateIdentity/@RevisionNumber  

UpdateType  /Update/Properties/@UpdateType  

Driver Table  

There is at least one entry in the driver table for each entry in the revision table with 
UpdateType=Driver. The RevisionID  element is populated with a reference to the associated entry in 
the revision table. The remaining elements are populated from the r evision metadata using the 

following unqualified XPATHs.  

Property  XPATH  

HardwareID  /Update/ApplicabilityRules/Metadata/WindowsDriverMetaData/@HardwareID  

DriverVerDate  /Update/ApplicabilityRules/Metadata/WindowsDriverMetaData/@DriverVerDate  

DriverVerVersion  /Update/ApplicabilityRules/Metadata/WindowsDriverMetaData/@DriverVerVersion  

Class /Update/ApplicabilityRules/Metadata/WindowsDriverMetaData/@Class  

Manufacturer  /Update/ApplicabilityRules/Metadata/WindowsDriverMetaData/@Manufacturer  

Prov ider  /Update/ApplicabilityRules/Metadata/WindowsDriverMetaData/@Provider  

Model  /Update/ApplicabilityRules/Metadata/WindowsDriverMetaData/@Model  

WhqlDriverID  /Update/ApplicabilityRules/Metadata/WindowsDriverMetaData/@WhqlDriverID  

Driver FeatureScore Table  

There can be anywhere from 0 to an unlimited number of FeatureScore entries per 
RevisionID/HardwareID. The RevisionID  element is populated with a reference to the associated 

entry in the revision table. The remaining elements are  populated from the revision metadata using 
the following unqualified XPATHs.  

Property  XPATH  

HardwareID  /Update/ApplicabilityRules/Metadata/WindowsDriverMetaData/@HardwareID  

OperatingSystem  /Update/ApplicabilityRules/Metadata/WindowsDriverMetaData/FeatureScore/@OperatingSystem  

FeatureScore  /Update/ApplicabilityRules/Metadata/WindowsDriverMetaData/FeatureScore/@FeatureScore  

Driver Distribution ComputerHardwareID Table  

There can be anywhere from 0 to an unlimited number of Distribution ComputerHardwareID entries 
per RevisionID/HardwareID. The RevisionID  element is populated with a reference to the associated 
entry in the revision table. The remaining elements are populated from the revision m etadata using 
the following unqualified XPATHs.  
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Property  XPATH  

HardwareID  /Update/ApplicabilityRules/Metadata/WindowsDriverMetaData/@HardwareID  

DistributionComputerHardwareId  /Update/ApplicabilityRules/Metadata/WindowsDriverMetaData/  

DistributionComputerHardwareId/text()  

Driver Target ComputerHardwareID Table  

There can be anywhere from 0 to an unlimited number of Target ComputerHardwareID entries per 

RevisionID/HardwareID. The RevisionID  element is populated with a reference to the a ssociated 
entry in the revision table. The remaining elements are populated from the revision metadata using 
the following unqualified XPATHs.  

Property  XPATH  

HardwareID  /Update/ApplicabilityRules/Metadata/WindowsDriverMetaData/@HardwareID  

TargetComputerH ardwareId  /Update/ApplicabilityRules/Metadata/WindowsDriverMetaData/  

TargetComputerHardwareId/text()  

 

Prerequisite Table  

There is one entry in the prerequisite table for each prerequisite relationship declared in the revision 
metadata. The RevisionID  element is populated with a reference to an entry in the revision table 
corresponding to the revision metadata declaring the prerequisite relationship. The 
PrerequisiteUpdateID  element is populated by using one of the following unqualified XPATHs.  

Propert y  XPATH  

PrerequisiteUpdateID  /Update/Relationships/Prerequisites/AtLeastOne/UpdateIdentity/@UpdateID  

PrerequisiteUpdateID  /Update/Relationships/Prerequisites/UpdateIdentity/@UpdateID  

The server -assigned ClauseID  element is the same between different entries in the table if and only 

if:  

Á The entries have the same RevisionID  element, and  

Á The entries were populated from the same AtLeastOne XML element from the revision metadata 
as defined by the following XPATH: 
/Upd ate/Relationships/Prerequisites/AtLeastOne/UpdateIdentity/@UpdateID.  

If the PrerequisiteUpdateID  element was populated with the first XPATH query in the preceding 
table, then the IsCategory  element is populated using the following XPATH query:  

/Update/Rel ationships/Prerequisites/AtLeastOne/@IsCategory  

Otherwise, the IsCategory  element is populated with FALSE.  

Bundle Table  

There is one entry in the bundle table for each bundle relationship declared in the revision metadata. 
Each entry has the RevisionID  element populated with a reference to the entry in the revision table 
corresponding to the revision metadata that declares the prerequisite relationship.  

There is one entry in the table for each node returned from the following XPATH query:  



68  / 185  

[MS -WUSP] -  v20220429  
Windows Update Services: Client -Server Protocol  
Copyright © 2022 Microsoft Corporation  
Release: April 29, 2022  

/Update/Relationsh ips/BundledUpdates/AtLeastOne/UpdateIdentity  

The entry has the following elements:  

RevisionID : Set to the RevisionID of the metadata declaring the bundle relationship.  

BundledRevisionID : Set to the RevisionID of the entry in the revision table whose Update ID and 

RevisionNumber match the values in the XPATH query above.  

ClauseID : This server -assigned element is the same between different entries in the table if and only 
if:  

Á The entries have the same RevisionID  element, and  

Á The entries were populated from the  same AtLeastOne XML element from the revision 
metadata as defined by the following XPATH: /Update/Relationships/ 
BundledUpdates/AtLeastOne/UpdateIdentity.  

Metadata Table  

The metadata table is populated with metadata fragments generated from the original m etadata. For 
each revision, the server generates the following entries in the metadata table.  

Core: There is exactly one "Core" entry created from the revisions metadata.  

RevisionID: References the entry in the revision table for the revisions metadata.  

Fr agmentType: Core.  

Locale: NULL.  

XmlFragment: MUST be derived from the original metadata by:  

Á Collecting the following XmlNodes:  

Á The XmlNode identified by XPATH /Update/UpdateIdentity  

Á The XmlNode identified by XPATH /Update/Properties, all attributes removed  except: 
UpdateType, ExplicitlyDeployable, AutoSelectOnWebSites, OSUpgrade, and EulaID  

Á The XmlNode identified by XPATH /Update/Relationships  

Á The XmlNode identified by XPATH /Update/ApplicabilityRules  

Á Then, for each XmlNode, it MUST transform element names as follows:  

Á Prepend "b." to any element in namespace 
http://schemas.microsoft.com/msus/2002/12/BaseApplicabilityRules  

Á Prepend "m." to any element in namespace 
http://schemas.microsoft.com/msus/2002/12/MsiApplicabilityRules  

Á Prepend "d." to any element in namespace 

http://schemas.microsoft.com/msus/2002/12/UpdateHandlers/WindowsDriver <35>  

Á Next, strip all namespace definitions.  

Note   The resulting fragment is no t well - formed XML.  

Extended: There is exactly one "Extended" entry created from the revisions metadata.  

RevisionID: References the entry in the revision table for the revisions metadata.  
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FragmentType: Extended.  

Locale: NULL.  

XmlFragment: MUST be derived fr om the original metadata by concatenating the following 
strings together after removing all XML namespace definitions from each string (the result of 

which is not well - formed XML):  

Á The XmlNode identified by XPATH /Update/Properties, with the following attr ibutes 
removed: UpdateType, ExplicitlyDeployable, AutoSelectOnWebSites, EulaID, 
PublicationState, PublisherID, CreationDate, IsPublic, LegacyName, DetectoidType, 
OSUpgrade.  

Á The XmlNode identified by XPATH /Update/Files.  

Á The XmlNode identified by XPATH /Upd ate/HandlerSpecificData.  

LocalizedProperties: There are one or more "LocalizedProperties" entries that are created from the 
revision's metadata: one for each XmlNode, N, with unqualified XPATH 

/Update/LocalizedPropertiesCollection/LocalizedProperties.  

Rev isionID: References the entry in the revision table for the revisions metadata.  

FragmentType: LocalizedProperties.  

XmlFragment: Strip namespaces from the XmlNode.  

Locale: The "Language" sub -element of the XmlNode.  

Eula: There are zero or more "Eula" entries created from the revision's metadata: one for each 
XmlNode, N, with unqualified XPATH /Update/LocalizedPropertiesCollection/EulaFile.  

RevisionID: References the entry in the revision table for the revision's metadata.  

FragmentType: Eula.  

XmlFragment: Strip namespaces from the XmlNode.  

Locale: The "Language" attribute of the XmlNode.  

GeoId : Specifies the geographic region for which the end user license agreement (EULA) XML 
fragment is intended, if any. No GeoId  or an em pty GeoId  indicates that the EULA is a ñRest of 
Worldò EULA with no region-specific targeting, as specified in the [ISO -3166]  three - letter region 
codes. <36>  

Note   Clients don't use the EULA fragments obtained from a Windows Server Update Services 
(WSUS)  server (this fragment is only used by clients talking to the WSUS ). Instead, a WSUS server 
administrator MUST accept EULAs on behalf of clients. <37>  

Client Table  

This protocol does not mandate a specific mechanism for populating this table. Implementations can 

do so via administrative configuration , at runtime, or by other means. <38>  

Target Group Table  

This protocol does not mandate a specific mechanism for populating this tab le. Implementations can 
do so by implementation -specific <39>  means.  

Deployment Table  

https://go.microsoft.com/fwlink/?LinkId=89917
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This protocol does not mandate a specific mechanism for populating this table. Implementations can 
do so by implementation -specific <40>  means.  

3.1.2  Timers  

None. All protocol requests are initiated by the client.  

3.1.3  In itialization  

The following initialization steps MUST be performed.  

1.  All tables in the abstract data model contain persistent data that MUST  be retrieved from 
persistent storage at initialization time.  

2.  Each web service  within the server MUST begin listening for requests at the respective URL 
addresses given in the message transport (as specified in section 2.1 ).  

3.  The update content directory  and self - upd ate content directory  MUST be made available at 

the URL address given in the message transport (as specified in section 2.1).  

3.1.4  Higher -Layer Triggered Events  

There are no higher - layer triggered events. All protocol requests are initiated by the client.  

3.1.5  Message Processing Events and Sequencing Rules  

The following high - level sequence diagram illustrates the operation of the protocol.  
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Figure 3 : Message processing sequence of this protocol  

Self - update , authorization, and metadata sync MUST always be performed in the sequence illustrated 
in this diagram, although specific steps in the sequence can be omitted as an optimization. Many of 
the web method calls in the sequence produce an output that is needed as input to the next web 

method call, therefore the overall ordering of the web method ca lls need to be maintained. Content 
download and event reporting SHOULD be performed asynchronously from other operations. Each of 
these operations is specified in more detail in the following sections.  

3.1.5.1  Self -Update  

At the start of the protocol, a client that implements the self -update protocol SHOULD <41>  check if it 

needs to self - update . Client/server communications can fail if the server does not expose the self -
update content directory , as specified in this section.  

As specified in section 2, the server implementation MUST expose the self -update content directory as 
a virtual director y . Clients that support the self -update protocol issue HTTP GET requests (as 
specified in [RFC2616]  section 9.3) to obtain files from the self -update content directory; therefore, 

the server MUST support HTTP requests on this virtual directory to support these clients. The files that 
the client accesses in the self -update directory, and the way in which the client uses them, are 
implementation -specific <42>  

https://go.microsoft.com/fwlink/?LinkId=90372
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3.1.5.2  GetConfig  

Synopsis:  

This method returns configuration information on the server. It MUST be the initial method ca lled by 

the client when connecting to the server. The client SHOULD cache the results of this call and only call 
it again if the server throws a SoapFault with one of the following ErrorCodes: InvalidCookie, 
ServerChanged, or ConfigChanged.  

Request Validation:  

 Parameter   Validation Conditions   ErrorCode  

protocolVersion  MUST be a non -NULL two -part version 
string (for example, "1.0").  

If the validation conditions are not met, the server 
MAY return InvalidParameters.  

Results:  

If no faults occur during the operation, the server MUST return a GetConfigResponse message in 
response to the client.  

3.1.5.3  GetAuthorizationCookie  

Synopsis:  

This method provides a mechanism for the server to authenticate and authorize client access to the 
client Web service.  

The client SHOULD only call this method to renew its cookie, either because the cookie expire d or 
because the server has thrown a SoapFault with one of the following ErrorCodes: InvalidCookie, 
ServerChanged, ConfigChanged, or CookieExpired. If this method is called in response to one of these 
errors, it MUST be called in the sequence specified for  the error in section 2.2.2.4 . 

Request Validation:  

 
Parameter   Validation Conditions   Error Code  

clientID  MUST be a non -NULL Clien tIdString . InvalidParameters or 
InternalServerError <43>  

dnsName  MUST be a non -NULL string consistent with DNS 
naming requirements.  

InvalidParameters or 
InternalServerError <44>  

Data processing:  

As a result of this request, the server SHOULD persist the provided client information and add the 
client to the requested target group , if supported. Alternatively, the client MAY disregard the 
provided client information (if the server does not need this information to implement the desired 
levels of reporting) and/or the provided target group (if the server does not support target groups or 

uses another method of assigning client computers to target groups).  

Results:  

If no faults occur during the operation, the server MUST return a GetAuthorizationCookieResponse 
message to the client.  
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3.1.5.4  GetCookie  

Synopsis:  

This method is called by the client during the initial dialog between the client and the server. It MUST 

be called after GetConfig  (section  3.1.5.2)  and GetAuthorizationCookie  (section  3.1.5.3) , but before 
calling any other operation. The cookie returned by t he method MUST be passed to all subsequent 
operations in the client Web service. The client SHOULD cache the cookie and call this method only to 
renew the cached cookie, either because the cookie expired or because the server has thrown a 
SoapFault with on e of the following ErrorCodes: InvalidCookie, ServerChanged, ConfigChanged, or 
CookieExpired. If this method is called in response to one of these errors, it MUST be called in the 
sequence specified for the error in section 2.2.2.4 . 

Request Validation:  

Parameter  Validation Conditions  Error Code  

authCookies  MUST contain exactly one Authorization Cookie ðthe one 
returned from GetAuthorizationCookie  (section  3.1.5.3).  

InvalidAuthorizationCookie  

oldCookie  MUST either be NULL or contain a valid cookie issued by this 
server (typically an expired cookie).  

InvalidCookie or 
ServerChanged  

lastChange  MUST be the same as the last time the configuration changed on 
the server (although this check can be do ne in 
SyncUpdates  (section  3.1.5.7)  instead).  

ConfigChanged  

protocolVersion  SHOULD be a non -NULL two -part version string (for example, 
"1.0").  

InvalidParameters  

Data Processing:  

The returned coo kie SHOULD contain opaque authorization, authentication, and state information for 
use by the server. This information can include the following:  

Á Client identity and target group  membership (as extracted from the cookie returned by the 
SimpleAuth Web service ).  

Á Cookie expiration time (enabling the server to determine whether the cookie has expired).  

Á Server identity (enabling the server to verify that it issued the cookie).  

Á Client protocol version (enabling the server to implement version -specific behavior).  

Á Configuration "lastChange" time (enabling the server to determine whether to force the client to 
call GetConfig  (section  3.1.5.2) ag ain).  

Á The client's last synchronization time.  

The server SHOULD copy state information from the oldCookie element to the new cookie it returns 

from this method, providing the oldCookie was obtained from the same server. Alternatively, the client 

MAY disregard the oldCookie's state information and generate new state information as if the client 
had passed an oldCookie value of NULL.  

Results:  

If no faults occur during the operation, the server MUST return a GetCookieResponse message to the 
client.  
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3.1.5.5  Regis terComputer  

Synopsis:  

The client calls this method to pass information about itself to the server. The client MUST call this 

method if the server has returned IsRegistrationRequired=true from the client's most recent preceding 
call to GetConfig  (section  3.1.5.2) . The client SHOULD only call this method again if any of its 
registration information has changed, or if the server has requested it be called again by throwing a 
RegistrationRequired ErrorCode while processing a subsequent method invocation.  

Request Validation:  

Parameter  Validation Conditions  Error Code  

cookie  MUST be a valid cookie, issued by this server, that 
has not expired.  

InvalidCookie, ServerChanged, or 
CookieExpired  

computerInfo  MAY perform validation of these fields.  InvalidParameters  

Note   Validation of the computerInfo data is optional, because this data is purely informational and is 
not used anywhere else in the client/server protocol.  

Data Processing:  

The server SHOULD store client reg istration info on the server so that administrators can see the 
types of computers that are getting updates from the server. This is not required because the cookie 
is created and maintained through the GetCookie  method (section 3.1.5.4 ), and the computerInfo is 
purely informational and is not used anywhere else in the client/server protocol. If the server does not 

store this information, then the server will generally take no action in response to  this method (other 
than validating parameters and returning a result). A server that does not store client registration 
information could include IsRegistrationRequired=false in its response to GetConfig  (section 3.1.5.2), 
to inform the client that a call  to the RegisterComputer  method is not needed.  

Results:  

If no faults occur during the operation, the server MUST return a RegisterComputerResponse message 

to the client.  

3.1.5.6  StartCategoryScan  

Synopsis:  

Clients can perform update synchronization that is limited to a set of update categories by using the 

SyncUp dates  operation. The StartCategoryScan  method enables the client to obtain the preferred set 
of categories that the server expects as part of the SyncUpdates method parameters. It also allows 
the client to obtain any requested categories that are not recognized by the server.  

When a client is performing limited update synchronization of a category, it MUST call the 
StartCategoryScan method before calling the SyncUpdates method. The client MUST NOT call this 
method if the "ProtocolVersion" ConfigurationProperty from the GetConfig  response (section 2.2.2.2.1) 

is less than "3.2". This method SHOULD NOT exist on servers that return a "ProtocolV ersion" less than 

"3.2".  

Request Validation:  

Parameter  Validation conditions  Error code  

requestedCategories  MUST be present  InvalidParameters  
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The server SHOULD limit the number of categories being requested as an optimization. <45>  

Data Processing:  

The input to this method is an array of CategoryRelationship  elements as specified in section 
2.2.2.2.8.  

The server MUST follow the rules specified below to compute the PreferredCategoryList and ErrorList:  

1.  For each C ategoryRelationship  element, if the server does not recognize the category identified 
by the CategoryId GUID , it places that CategoryID in the Erro rList. In addition, the group of 
CategoryRelationship elements that are identified by the same IndexOfAndGroup value is removed 
from the input.  

2.  For each of the remaining CategoryRelationship groups:  

Á If the group contains one CategoryID that identifies a pr oduct category, that CategoryID is 

added to the PreferredCategoryList.  

Á If the group contains two CategoryIDs, one of which identifies a product category and the 
other identifies an update  classi fication category, only the CategoryID of the product category 
is added to the PreferredCategoryList.  

Á All other cases are not allowed, in which case, the PreferredCategoryList is cleared of any 
existing entries and processing stops.  

Results:  

If no faults o ccur during this operation, the server MUST return a StartCategoryScanResponse 
message to the client (section 2.2.2.2.8). It MUST generate the response as follows:  

StartCategoryScanResponse.preferredCategoryIds:  This MUST be populated with the list of 
cate gory GUIDs from the PreferredCategoryList, which is computed as specified previously.  

StartCategoryScanResponse.requestedCategoryIdsInError:  This MUST be populated with the 

category GUIDs from the ErrorList, which is computed as specified previously.  

3.1.5.7  SyncU pdates  

Synopsis:  

This is the main operation that supports the synchronization of update metadata to client computers 

(2) . It is invoked to perform both software and driver metadata synchronization. Software update 
synchronization SHOULD be performed first, using a sequence of calls to this method as described 
below. Driver syn chronization SHOULD then be performed using a single call to the method.  

During the Software update synchronization phase, the client MUST call the SyncUpdates method with 
the SkipSoftwareSync  field in the SyncUpdateParameters  input parameter set to false.  The client 
MUST make multiple calls to this method to retrieve all applicable software updates from the server. 
The client MUST follow the below rules to determine the input parameters for each call in the 

sequence and to determine when to stop:  

The clien t MUST  

1.  First call SyncUpdates with InstalledNonLeafUpdateIDs  field set to empty.  

2.  Check if the NewUpdates  element in the result is empty. If it is empty, then the software update 
synchronization is complete.  
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3.  Otherwise, evaluate the applicability of updates in the result of the call and collect applicable 
updates into a list. The applicability evaluation is performed using the metadata contained in the 

XmlFragments provided by the server and is implementation -specific. <46>  

4.  From the list compiled in step 3, select those updates that evaluated as installed and which are 

marked with the IsLeaf  field as false in the UpdateInfo  structure and append their IDs to the 
InstalledNonLeafUpdateIDs sent in the last call to SyncUpdates . From the remaining updates in 
the list, select those that are drivers and append their IDs to  the CachedDriverIDs sent in the last 
call to SyncUpdates. For the remaining updates in the list, append their IDs to the 
OtherCachedUpdateIDs sent in the last call to SyncUpdates. Call SyncUpdates again and continue 
from step 2.  

Request Validation:  

Parame ter  Validation conditions  Error code  

cookie  MUST be a valid cookie, issued by this server, that has 
not expired.  

InvalidCookie, ServerChanged, or 
CookieExpired  

Parameters  MUST be specified.  InvalidParameters  

Additional checks the server MUST perform:  

Á If Parameters.SystemSpec  is present and Parameters.SkipSoftwareSync  is FALSE, throw an 
InvalidParameters ErrorCode.  

Data Processing:  

The data processing specified in this section references most of the elements of the abstract data 
model, as specified in section 3.1.1 . 

The server MUST check whether the configuration data returned from GetConfig  (section  3.1.5.2)  has 
changed since the last  time the client synchronized and, if so, throw a ConfigChanged ErrorCode fault.  

The server checks whether client registration is required but the client is not yet registered. If so, it 

SHOULD throw a RegistrationRequired ErrorCode.  

The following rules fo r driver matching are implemented by the server. Given any two drivers in the 

driver table as specified in the Abstract Data Model (section 3.1.1), the server MUST conclude that one 
of the two is a better match for a device listed in the system specificati on if one of the following rules 
applies:  

Á It is targeted to a more specific Computer HardwareId match for the client system that is listed 
earlier in the ComputerHardwareIDs section of the system spec XML.  

Á Both Computer HardwareId matches are the same spec ificity, but it has a better feature score, 
meaning the feature score value was lower.  

Á ComputerHardwareIDs and FeatureScores are the same, but it has a better HardwareID match: 
the one driver HardwareID matches on a device HardwareID or CompatibleID that i s listed earlier 
in the device XML.  

Á ComputerHardwareIDs, FeatureScores, and HardwareIDs are equal matches, but the one driver 
has a more recent DriverVerDate.  

Á ComputerHardwareIDs, FeatureScores, HardwareIDs, and DriverVerDate are the same, but the 
one driv er has a higher DriverVerVersion (after converting the four -part version string to a 64 -bit 

integer.  
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Given a collection of drivers and a particular device listed in the system spec, the "best" driver for that 
device is determined by applying the above rule s repeatedly to each pair -wise combination of drivers, 

discarding any driver not deemed "better" in a given pair -wise combination. The last remaining driver 
is the "best" match.  

Given the above rules, the next step is for the server to compute the NeededRe visions list for the 
client. The server MUST do so as follows:  

1.  Restrict the set of revisions to those that are deployed to the client computer's target group , 
combined with any dependencies (pre requisite or bundle) of such updates.  

2.  Restrict the resulting set further to those revisions whose prerequisites are satisfied by the 
updates whose revision IDs  are specified in Parameters.Instal ledNonLeafUpdateIDs .  

3.  Restrict the resulting set further to either:  

Á If performing software update synchronization (SkipSoftwareSync = false): revisions with 
UpdateType = Software.  

Á If performing driver synchronization (SkipSoftwareSync = true): revisions for  which all the 
following conditions hold:  

Á UpdateType = Driver, and  

Á The revision has an entry in the driver table that MUST be the "best" match for one of the 

devices in the system spec, and  

Á If there is already a driver installed on the device:  

Á The revision  has an entry in the driver table that MUST be a "better" match than the 
installed driver, and  

Á If the installed driver is a printer (Class='Printer'), then the revision MUST have an 
entry in the driver table which matches the Provider and Manufacturer for the installed 
driver.  

Next, the server MUST generate the list of CachedRevisions for the client as follows:  

Á If performing software synchronization (SkipSoftwareSync = false), take the union of revisions in 
Parameters.InstalledNonLeafUpdateIDs  and Parameter s.OtherCachedUpdateIDs .  

Á If performing driver synchronization (SkipSoftwareSync = true), take the revisions listed in 
Parameters.CachedDriverIDs.  

Results:  

If no faults occur during the operation, the server MUST return a SyncUpdatesResponse message to 

the client. It MUST generate the response as follows:  

Á SyncUpdatesResponse.NewUpdates:  Populated with entries for revision in the 
NeededRevisions list that are not in the CachedRevisions list:  

Á ID:  The revision ID.  

Á Deployment:  

Information about the deployment  to this revision. If this revision was not itself explicitly 

deployed to the client by an administrator (for example, it was included in the 
NeededRevisions list because it was a dependency of an explicitly deployed revision), the 
DeploymentAction MUST be set to "Evaluate". For driver updates (UpdateType = driver), when 
the client reports a protocolVersion of "1.6" or higher in the GetCookie call, the server 
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SHOULD include all the HardwareIDs assoc iated with this revision from the driver table that 
are selected as "best" matches. <47>  

Á IsLeaf:  Specifies whether the revision is a leaf on the prerequisite graph  or not. In 
particular, that there are no entries in the abstract data model Prerequisite table (as specified 

in section 3.1.1) that have this revisions UpdateID specified as a PrerequisiteUpdateID.  

Á Xml:  The revision's ass ociated "core" metadata (FragmentType = "Core").  

Note: The server implementation MUST send no more than one revision for a given Update. It is 
recommended that the implementation SHOULD, in the event of multiple matches, select only the 
latest revision (t he one with the highest revision number).  

Á SyncUpdatesResponse.OutOfScopeRevisionIDs:  Populated with the IDs of revision that are in 
the CachedRevisions list that are not in the NeededRevisions list.  

Á SyncUpdatesResponse.ChangedUpdates:  Populated with entrie s for revisions in the 
NeededRevisions list that are also in the CachedRevisions list, but for which Deployment or IsLeaf 
data has changed since the last time the client synchronized with the server. The fields of these 

entries are populated according to t he server's abstract data model (as specified in section 3.1.1) 
as follows:  

Á Deployment : The entry in the deployment table that specifies how the revision is deployed to 

the client's target group.  

Á IsLeaf:  The entry in the Revision table that specifies wheth er the revision is a leaf in the 
prerequisite graph.  

Á SyncUpdatesResponse.Truncated:  The server MAY choose to return a subset of the 
updates that would normally be returned in the <NewUpdates> collection, in order to reduce 
the processing overhead incurred by a single call to the server. In such cases, the server 
MUST set Truncated = true. <48>  

Á SyncUpdatesResponse.NewCookie:  The server MUST return a new cookie for the client to 
use on subsequen t SyncUpdates calls. The server SHOULD update the cookie with the highest 

(most recent) LastChangeTime stored in the deployment table. This allows the server to 
determine, on future calls to SyncUpdates, if a revision that stays in scope for the client nee ds 
to have its deployment returned in the ChangedUpdates list; if the current deployment's 
LastChangeTime is less than the value stored in this cookie, then the deployment need not be 
returned in the ChangedUpdates list, since the deployment data will alre ady be cached on the 

client.  

3.1.5.8  RefreshCache  

Synopsis:  

This method is called by the client to refresh the revision IDs  it uses to reference its cache revisions 
when it initiates synchronization with a new server.  

This protocol uses revision IDs to identify revisions. Because revision IDs  are generated by each 

server, the client MUST invoked this method to update the revision ID identifiers for each revision in 
its cache whenever it changes servers. This method MUST only be called by the client in response to 
the server throwing a ServerCh anged or InvalidCookie ErrorCode and it MUST be called in the 
sequence specified for the error in section 2.2.2.4 . 

Request Validation:  
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Parameter  Validation conditions  Error code  

cookie  MUST be  a valid cookie, issued by this server, that has 
not expired.  

InvalidCookie, ServerChanged, or 
CookieExpired  

globalIDs  MUST be present.  InvalidParameters  

Results:  

If no faults occur during the operation, the server MUST return a RefreshCacheResponse mess age to 

the client.  

The response consists of an array of RefreshCacheResult  elements. There MUST be one element for 
each GlobalID  parameter for which an entry exists in the deployment table from that update to the 
client's target group . Each such element MUST contain:  

RevisionID:  The revision ID referenced by the entry in the deployment .  

GlobalID:  The GlobalID  parameter.  

IsLeaf:  The IsL eaf  element in the revision table referenced by the revision ID.  

Deployment:  The entry in the deployment table that specifies the revision ID and the client's 
TargetGroupName.  

3.1.5.9  GetExtendedUpdateInfo  

Synopsis:  

To optimize client/server communications, the SyncUpdates  (section  3.1.5.7)  method only downloads 
the "Core" metadata associated with an update revision. Additional metadata and the URLs of the 
revision content MUST be obtained by using this method.  

Request Validation:  

Parameter  Validation Conditions  Error Code  

cookie  MUST be a valid cookie, issued by this server, that has not 
expired.  

InvalidCookie, ServerChanged, 
or CookieExpired  

revisionIDs  MUST be smaller than the maximum request value that the 
server specified in the return value of GetConfig().  

InvalidParameter  

infoT ypes  MUST be present.  InvalidParameters  

locales  MUST be present, if the infoTypes parameter contains either 
the Eula or the LocalizedProperties element.  

InvalidParameters  

Response:  

Upon successful completion, the server MUST return a GetExtendedUpdateInfoResponse message to 

the client. The message MUST be composed as follows:  

Á OutOfScopeRevisionIDs:  The IDs of requested revisions that are not deployed to the client.  

Á Updates:  Metadata fragments associated with the requested revision that  match one of the 
requested infoTypes.  
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Á FileLocations:  For each requested revision that is deployed to the client, the URLs (in the update 
content directory) of the updates -associated content. The structure of the content directory is 

implementation -specifi c.<49>  

3.1.5.10  GetFileLocations  

Synopsis:  

This method is  called when the client needs to update its cached FileLocation information. A client 
MUST invoke this method when another method returns a FileLocationsChanged ErrorCode. A client 

MAY invoke GetFileLocations at other times when it has a valid cookie  and a  valid list of fileDigests . 

Request Validation:  

Parameter  Validation Conditions  Error Code  

cookie  MUST be a valid cookie, issued by this server, that has 
not expired.  

InvalidCookie, ServerChanged, or 
CookieExpired  

fileDigests  MUST be present. Each element within this array MUST 
be 20 bytes in length.  

InvalidParameters  

Response:  

Upon successful completion, the server MUST return a GetFileLocationsResponse message to the 
client. The message MUST include file locations for content matching the specifi ed SHA1 hashes, 

although the file location itself is implementation -specific. <50>  

3.1.5.11  ReportEventBatch  

Synopsis:  

This web method is invoked by clients to report events to the server.  

Request Validation:  

Parameter  Validation Conditions  Error Code  

cookie  MUST be a valid cookie, issued by this server, that  has 
not expired.  

InvalidCookie, ServerChanged, or 
CookieExpired  

clientTime  MUST be present.  The server MAY return InvalidParameters  

eventBatch  MUST be present.  The server MAY return 
InvalidParameters.  

Data Processing:  

All processing of reported events is implementation -specific.  

Response:  

If no faults occur during the operation, the server MUST return a ReportEventBatchResponse message 
to the client.  

3.1.5.12  SyncPrinterCatalog  

Synopsis :  
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This call supports the synchronization of printer driver update metadata to client computers (2)  and 
is used only by the Add Printer Wizard on the client.  

Request Validation :  

Parameter  Validation conditions  Error code  

cookie  MUST be a valid cookie, issued by this server, that has 
not expired.  

InvalidCookie, ServerChanged, or 
CookieExpired  

Data Proc essing :  

The data processing specified in this section references most of the elements of the abstract data 

model, as specified in section 3.1.1 . 

The server MUST check whether the configuration dat a returned from GetConfig  (section  3.1.5.2)  has 
changed since the last time the client synchronized and, if so, throw a ConfigChanged ErrorCode fault.  

The server SHOULD check whether client regist ration is required but the client is not yet registered. If 
so, it SHOULD throw a RegistrationRequired ErrorCode.  

The next step is for the server to compute the NeededRevisions list for the client. The server MUST do 

so as follows:  

1.  Restrict the set of revisions to those that are deployed to the client computer's target group, 
combined with any dependencies (prerequisite or bundle) of such updates.  

2.  Restrict the resulting set further to those revisions whose prerequisites are satisfied by the 
updates whos e revision IDs are specified in Parameters.InstalledNonLeafUpdateIDs.  

3.  Restrict the resulting set further to either:  

Á Revisions for which all the following conditions hold:  

Á UpdateType = Driver  

Á DriverClass = Printer  

Á If there is already a driver installed on the device:  

Á The revision has an entry in the driver table that MUST be a "better" match than the 
installed driver.  

Á The revision MUST have an entry in the driver table that matches the Provider and 
Manufacturer for the installed driver.  

Next, the server MUS T generate the list of CachedRevisions by accepting the revisions listed in 
Parameters.CachedDriverIDs.  

Results :  

If no faults occur during the operation, the server MUST return a SyncPrinterCatalogResponse 
message to the client. It MUST generate the respon se as follows:  

Á SyncPrinterCatalogResponse.NewUpdates : Populated with entries for revision in the 

NeededRevisions list that are not in the CachedRevisions list:  

Á ID: The revision ID.  

Á Deployment : Information about the deployment to this revision. If this revi sion was not 
explicitly deployed to the client by an administrator (for example, it was included in the 
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NeededRevisions list because it was a dependency of an explicitly deployed revision), the 
DeploymentAction MUST be set to "Evaluate". For driver updates  (UpdateType = driver), when 

the client reports a protocolVersion of "1.6" or higher in the GetCookie call, the server 
SHOULD include all the HardwareIDs that are selected as "best" matches associated with this 

revision from the driver table. <51>  

Á IsLeaf : Specifies whether the revision is a leaf on the prerequisite graph. That is, no entries 
in the abstract data model prerequisite table (as specified in section 3.1.1 ) have this revision's 
Upda teID specified as a PrerequisiteUpdateID.  

Á Xml : The "core" metadata (FragmentType = "Core") associated with the revision.  

Note: The server implementation MUST send no more than one revision for a given Update. It is 
recommended that the implementation SHOUL D, in the event of multiple matches, select only the 

latest revision (the one with the highest revision number).  

Á SyncPrinterCatalogResponse.OutOfScopeRevisionIDs : Populated with the revision's IDs in 
the CachedRevisions list that are not in the NeededRevis ions list.  

Á SyncPrinterCatalogResponse.ChangedUpdates : Populated with entries for revisions in the 
NeededRevisions list that are also in the CachedRevisions list, but for which Deployment or IsLeaf 
data has changed since the last time the client synchronize d with the server. The fields of these 

entries are populated according to the server's abstract data model (as specified in section 3.1.1) 
as follows:  

Á Deployment : The entry in the deployment table that specifies how the revision is deployed to the 
client's  target group.  

Á IsLeaf : The entry in the Revision table that specifies whether the revision is a leaf in the 
prerequisite graph.  

Á SyncPrinterCatalogResponse.Truncated : The server MAY choose to return a subset of the 

updates that would normally be returned in  the <NewUpdates> collection to reduce the processing 
overhead incurred by a single call to the server. In such cases, the server MUST set Truncated = 
TRUE.<52>  

Á SyncPrinterCatalogResponse.Ne wCookie : The server MUST return a new cookie for the client 
to use on subsequent SyncUpdates calls. The server SHOULD update the cookie with the highest 
(most recent) LastChangeTime stored in the deployment table. This allows the server to 
determine, on fu ture calls to SyncUpdates, whether a revision that stays in scope for the client 

needs to have its deployment returned in the ChangedUpdates list; if the current deployment's 
LastChangeTime is less than the value stored in this cookie, then the deployment need not be 
returned in the ChangedUpdates list, because the deployment data will already be cached on the 
client.  

3.1.6  Timer Events  

None.  

3.1.7  Other Local Events  

None.  

3.2  Client Details  

This section describes the logical structure, components, and event handlers of this protocol.  
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3.2.1  Abstract Data Model  

This section describes a conceptual model and possible data organization that an implementation 
maintains to participate in this protocol. The described organization is provided to facilitate the 

explanation of how the prot ocol behaves. This document does not mandate that implementations 
adhere to this model as long as the external behavior is consistent with that described in this 
document.  

 

Figure 4 : Client abstract data model  

Prerequisite table : Has the same definition as specified in section 3.1.1 . 

Bundle table: Has the same definition as specified in section 3.1.1.  

Metadata table: Has the same definition as specified in section 3.1.1.  

Deployment table: Has the same definition as specified in section 3.1.1, but adds the following 
additional elements:  

DeploymentAction: Has the same definition as the Deployment table's Action element as 

specified in section 3.1.1.  

DeploymentDeadline: Has th e same definition as the Deployment table's Deadline element as 
specified in section 3.1.1.  

DeploymentDownloadPriority: Has the same definition as the Deployment table's 
DownloadPriority element as specified in section 3.1.1.  

IsLeaf: Specifies whether this  revision is a leaf in the server's prerequisite graph . This value is 

returned to the client in the SyncUpdates  (section  3.1.5.7)  meth od.  
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ApplicabilityState: The client evaluates whether the revision is needed, installed, or not 
applicable during metadata synchronization. The client does this by evaluating the applicability 

rules in the core metadata fragment (although the format of the applicability rules is opaque to 
the client -server protocol). The client obtains the core revision metadata from the server's 

SyncUpdates  (section  3.1.5.7) method. The client reevaluates the applicability state of all 
revisions before each sync. The applic ability state of the revisions affects how the client passes 
the parameters to the SyncUpdates  (section  3.1.5.7) method.  

Revision Table: A collection of entries corresponding to the revisions available on the server. Each 
entry is uniquely identified by an  update ID and revision's number, and is also independently 
uniquely identified by a revision ID . Each entry includes the following elements:  

RevisionID: A server -assigned revision identifier. B ecause it is more compact than the globally 

unique (UpdateID, RevisionNumber) pair, the RevisionID is used as the revision identifier 
during client -server communications in order to minimize network traffic.  

UpdateID: A globally unique identifier (GUID)  that is the same for all revisions of an update.  

RevisionNumber: Used in conjunction with the UpdateID to uniquely identify the revision.  

UpdateType: Specifies wh ether the update is a Driver, Software, Category, or Detectoid. The 
SyncUpdates  (section  3.1.5.7) method treats drivers and non -drivers differently as specified in 

section 3.1.5.7.  

Properties Table: Persistently stored properties used by the client. There is exactly one entry, which 
includes the following element.  

ClientID: A ClientIdString  that the client generates to uniquely identify itself to the server.  

CachedConfig table: The client caches the return value from GetConfig  (section  3.1.5.2)  so that it 
can avoid calling this method on every sync. The GetConfigResult  structure (section 2.2.2.2.1 ) 
describes the individual elements.  

CachedCookie table: The cookie returned from GetCookie  (section  3.1.5.4) , 
SyncUpdates  (section  3.1.5.7), or GetFileLocations  (section  3.1.5.10) . There is at most one entry, 

which includes the following elements:  

Expiration: A clear - text copy of the time the cookie expires.  

EncryptedData: An opaque sequenc e of one or more bytes containing server - implementation ï
specific authorization, authentication, and protocol state information.  

CachedRegistrationInfo Table: The last set of parameters passed to the server's 

RegisterComputer  (section  3.1.5.5)  method. There is at most one entry, which includes one 
element for each parameter passed to the RegisterComputer method. The complete list of 
parameters are described as part of the computerInfo  structure whic h is specified in section 
2.2.2.2.3  

Configuration Table: A set of properties that configure client behavior. Storage of these properties is 
implementation -dependent. <53>  There is exactly one entry, which includes the following 

elements:  

Update server: The server against which this protocol is performed.  

Target groups: Unordered set of target group s to which the client belongs. When calling 
GetAuthorizationCookie , the client SHOULD read this value from its configuration store and 
use it to populate the targetGroupName  parameter.  

DetectionFrequency: If the client automatically performs periodic protocol exchanges, this is the 
interval in hours for which the client waits between such exchanges.   
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3.2.2  Timers  

If the client automatically p erforms periodic protocol exchanges on the interval defined by the 
DetectionFrequency  setting of the Configuration Table  ADM element, it SHOULD use a timer for 

the next protocol exchange time. <54>  

All other timers are implementation -specific. <55>  

3.2.3  Initialization  

On its first initialization, each client MUST assign itself a ClientIdString . The resulting value MUST be 

stored as the ClientID property in a persistent storage location for use in subsequent p rotocol 
operations. The algorithm used by the client to create the ClientID is implementation -specific. <56>  

Before initiating any protocol communication with a server, the client SHOULD read  the Update 
Server  element of the Configuration Table  to determine the server to communicate with.  

3.2.4  Higher -Layer Triggered Events  

The only higher - layer triggered events required by the protocol are the generation of the reporting 
events as specified in the EventID table of ReportEventBatch  (section  2.2.2.3.1) . The cli ent SHOULD 
send these events up after a small random delay in order to allow events to be batched together, 
which improves network, client, and server performance. <57>  

Other higher - layer tri ggers are up to the implementation.  

3.2.5  Message Processing Events and Sequencing Rules  

The "metadata sync" portion of this protocol conforms to the figure as specified in section 3.1.5 . 

Self - update , authorization, and metadata sync MUST be performed in the sequence shown in the 

figure as specified in section 3.1.5, although, as an optimization, certain steps MAY be omitted under 
the conditions specified below. In particular, the client MAY perform the following optimizations.  

Á The result of GetConfig  (section  3.1.5.2)  SHOULD be cached on the client. Subsequent 
synchronizat ions MAY omit this method invocation unless the server throws a ConfigChanged 
ErrorCode.  

Á The cookie returned from GetCookie  (section  3.1.5.4)  or SyncUpdates  (section  3.1.5.7)  SHOULD 
be cached on the client. Subsequent synchronizations SHOULD omit the call to 

GetAuthorizationCookie  (section  3.1.5.3)  and GetCookie unless the server throws a CookieExpired 
ErrorCode, or unless the client determines that the clear - text copy of the cookie expiration time 
shows the cookie to be expired.  

Á The registration information sent to the server SHOULD be cached on the client.  

Subsequent synchroniza tions SHOULD omit the call to RegisterComputer  (section  3.1.5.5) , unless 
the registration information has changed on the client, or unless the server throws a 
RegistrationRequired exception.  

In addition to the standard sync path specified above, the client MUST also perform special recovery 
steps when the server returns certain application - level faults, as specified in section 2.2.2.4 . 

In addition to metadata sync, the client also initiates content download for applicable updates, 
installation of those updates after the download completes, and generation of events to report to the 
server. It is implementation -specific as to when these are performed. Content is downloaded using 
HTTP (as specified in [RFC2616] . Optionally, content can be downloaded using HTTP in a restartable 

(progressive) manner using the BITS Upload Protoc ol [MC -BUP] . 

https://go.microsoft.com/fwlink/?LinkId=90372
%5bMC-BUP%5d.pdf#Section_2c2fe5e1f1054264b80b1f31e9e5dc6b
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3.2.6  Timer Events  

There are no  timer events required by this protocol. <58>  

3.2.7  Other Local Events  

If, at the start of metadata synchronization, the client determines that the registration information it 
last sent to the server has changed, it SHOULD call the Registe rComputer  (section  3.1.5.5)  method 
during metadata synchronization, as specified in section 3.1.5.5.  
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4  Protocol Examples  

  

 <! --  S A M P L E   C L I E N T -  S E R V E R  C O N V E R S A T I O N -- > 

  
 <! --  AUTHORIZATION PHASE: GetConfig() Reques t  -- > 

 <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"  

  xmlns:xsi="http://www.w3.org/2001/XMLSchema - instance"  

  xmlns:xsd="http://www.w3.org/2001/XMLSchema"  

  xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/">  

 <soap:Body>  

 <GetConfig xmlns="http://www.microsoft.com/SoftwareDistribution/  

       Server/ClientWebService">  

 <protocolVersion>1.0</protocolVersion>  

 </GetConfig>  

 </soap:Body>  

 </soap:Envelope>  

  
 <! --  AUTHORIZATION PHASE: GetConfig() Response -  Success  -- > 

 <soap:Envelope xmlns :soap="http://schemas.xmlsoap.org/soap/envelope/"  

 xmlns:xsi="http://www.w3.org/2001/XMLSchema - instance"  

 xmlns:xsd="http://www.w3.org/2001/XMLSchema">  

   <soap:Body>  

     <GetConfigResponse xmlns="http://www.microsoft.com/SoftwareDistribut  

 ion/Server/ClientWebService">  

       <GetConfigResult>  

         <LastChange>2007 - 01- 31T04:16:35.24Z</LastChange>  

         <IsRegistrationRequired>true</IsRegistrationRequired>  

         <AuthInfo>  

           <AuthPlugInInfo>  

             <PlugInID>SimpleTargeti ng</PlugInID>  

  
 <ServiceUrl>SimpleAuthWebService/SimpleAuth.asmx</ServiceUrl>  

             <Parameter />  

           </AuthPlugInInfo>  

         </AuthInfo>  

         <Properties>  

           <ConfigurationProperty>  

             <Name>MaxExtendedUpdatesPerRequest</ Name>  

             <Value>50</Value>  

           </ConfigurationProperty>  

           <ConfigurationProperty>  

             <Name>PackageServerShare</Name>  

             <Value> \ \ microsof -  

 cd0710.redmond.corp.microsoft.com \ UpdateServicesPackages</Value>  

           </ConfigurationProperty>  

           <ConfigurationProperty>  

             <Name>ProtocolVersion</Name>  

             <Value>3.0</Value>  

           </ConfigurationProperty>  

           <ConfigurationProperty>  

             <Name>IsInventoryRequired</Name>   

             <Value>0</Value>  

           </ConfigurationProperty>  

           <ConfigurationProperty>  

             <Name>ClientReportingLevel</Name>  

             <Value>2</Value>  

           </ConfigurationProperty>  

         </Properties>  

       </GetConfigResult>  

     </GetConfigResponse>  

   </soap:Body>  

 </soap:Envelope>  

  
 <! --  AUTHORIZATION PHASE: GetAuthorizationCookie() Request  -- > 

 <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"  
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  xmlns:xsi="http://www.w3.org/2001/XMLSchema - i nstance"  

  xmlns:xsd="http://www.w3.org/2001/XMLSchema"  

  xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/">  

 <soap:Body>  

 <GetAuthorizationCookie  

  xmlns="http://www.microsoft.com/SoftwareDistribution/Server/SimpleAuthWebService">  

 <clientId>5c7f4f80 - 3896- 4d10 - 8a38 - 469286a0febc</clientId>  

 <targetGroupName />  

 <dnsName>microsof - cd0710.redmond.corp.microsoft.com</dnsName>  

 </GetAuthorizationCookie>  

 </soap:Body>  

 </soap:Envelope>  

  
 <! --  AUTHORIZATION PHASE: GetAuthorizationCookie() Response -  Success  -- > 

 <soap :Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"  

  xmlns:xsi="http://www.w3.org/2001/XMLSchema - instance"  

  xmlns:xsd="http://www.w3.org/2001/XMLSchema">  

 <soap:Body>  

 <GetAuthorizationCookieResponse xmlns="http://www.microsoft.com/SoftwareDistribut  

      ion/Server/SimpleAuthWebService">  

 <GetAuthorizationCookieResult>  

 <PlugInId>SimpleTargeting</PlugInId>  

 <CookieData>cXwHhVfNGxd/aJZ9ZqE4zwDbISp2BEDW1uTJ9CUX5N5adk8+If+RLCCC9hq335lESmH  

     aHAmAkAgTr53kDAHesvDrgOtT39tzQjbqwBE+d+WI1bCisLMcxIzXyvZIONiAYcEnb0xNkximY6b4Cs  

     rVkXqd6cFdMvWlEg70++f2CEgck23j3jW+ak5LE4Yjf/WnbwUFuYkZvUF3xedDVclrSj2xorvdcPMnX  

     ieg0zMnCT1hzWACmSNDYR1kgDu4t9/ScE/Y8AwIBZS9d/+OzNUA/Ae0LeQtuqSQMHB+XEHu5bN255tt  

     f2Lwib8qE0DkD9gVDqS IYeChI5i/17zIc+9ZDsITO+evN30wR3d48yLZkj5PkubRh5K0Ni5ugehov2e  

     FSGO24t5o5miYBiLC6HR/Urmr9m4EuJvyCRfT95voBXnWS4JtbKz/Dcn614SpMemZF8KMlFgRwDe+kG  

     rSmnrHqoKvxyR/km/HRt1FN2NuLOO+VxwxSQ0Ion9hQ9E346qR4dAU9TcdOxBlaOJw5y44o+0q+WRlI  

     if7fzGXsvy7ibvW9Rnn4LmL pMZT4haAPxM7qPdFQU+AMJK9IniOVHTm+26WaTSd6Ezhe6WcJPU6ymEA 

     8T10FYNkuULLllTL2HD44TbhMzLsXTsjtl2zVcTk7eEOnN/o+0kZX+oCnkHxtS8k6kqqQPBYJu34uVw  

     pjuW6</CookieData>  

 </GetAuthorizationCookieResult>  

 </GetAuthorizationCookieResponse>  

 </soap:Body>  

 </soap:Envelope>  

  
 <! --  AUTHORIZATION PHASE: GetCookie() Request  -- > 

 <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"  

  xmlns:xsi="http://www.w3.org/2001/XMLSchema - instance" xmlns:xsd="http://www.w3.org  

  /2001/XMLSchema" xmlns:soapenc="h ttp://schemas.xmlsoap.org/soap/encoding/">  

 <soap:Body>  

 <GetCookie xmlns="http://www.microsoft.com/SoftwareDistribution/Server/ClientWebS  

     ervice">  

 <authCookies xmlns:q1="http://www.microsoft.com/SoftwareDistribution/Server/Clie  

      ntWebService" soapenc:arrayType="q1:AuthorizationCookie[1]">  

 <AuthorizationCookie>  

 <PlugInId>SimpleTargeting</PlugInId>  

 <CookieData>cXwHhVfNGxd/aJZ9ZqE4zwDbISp2BEDW1uTJ9CUX5N5adk8+If+RLCCC9hq335lESm  

      HaHAmAkAgT r53kDAHesvDrgOtT39tzQjbqwBE+d+WI1bCi sLMcxIzXyvZIONiAYcEnb0xNkximY6b  

      4CsrVkXqd 6cFdMvWlEg70++f2CEgck23j3jW+ak5LE4Yjf/WnbwUFuYkZvUF3xedDVclrSj2xorvd  

      cPMnXieg 0zMnCT1hzWACmSNDYR1kgDu4t9/ScE/Y8AwIBZS9d/+OzNUA/Ae0LeQtuqSQMHB+XEHu5  

      bN255tt f2Lwib8qE0DkD9gVDqSIYeChI5i/17zIc+9ZDsITO+e vN30wR3d48yLZkj5PkubRh5K0Ni  

      5ugeho v2eFSGO24t5o5miYBiLC6HR/Urmr9m4EuJvyCRfT95voBXnWS4JtbKz/Dcn614SpMemZF8K  

      MlFgR wDe+kGrSmnrHqoKvxyR/km/HRt1FN2NuLOO+VxwxSQ0Ion9hQ9E346qR4dAU9TcdOxBlaOJw  

      5y44 o+0q+WRlIif7fzGXsvy7ibvW9Rnn4LmLpMZT4haAPxM7qPdFQU +AMJK9IniOVHTm+26WaTSd6 

      Ezh e6WcJPU6ymEA8T10FYNkuULLllTL2HD44TbhMzLsXTsjtl2zVcTk7eEOnN/o+0kZX+oCnkHxtS  

      8k 6kqqQPBYJu34uVwpjuW6</CookieData>  

 </AuthorizationCookie>  

 </authCookies>  

 <oldCookie>  

 <Expiration>2006 - 05- 16T18:54:28.85Z</Expiration>  

 <Encryp tedData xsi:nil="1" />  

 </oldCookie>  

 <lastChange>2006 - 05- 16T18:54:28.85Z</lastChange>  

 <currentTime>2006 - 05- 17T16:16:38Z</currentTime>  

 <protocolVersion>1.8</protocolVersion>  

 </GetCookie>  

 </soap:Body>  
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 </soap:Envelope>  

  
 <! --  AUTHORIZATION PHASE: GetCookie() Re sponse -  Success  -- > 

 <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="http  

 ://www.w3.org/2001/XMLSchema - instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema">  

 <soap:Body>  

 <GetCookieResponse xmlns="http://www.microsoft.com/SoftwareDistribution/Server/Clie  

     ntWebService">  

 <GetCookieResult>  

 <Expiration>2006 - 05- 26T16:58:01.8749472Z</Expiration>  

 <EncryptedData>Y41m+GJEYODokhVx8U56ON1R7zAaKLtLMykG5g5pOveyMPUJ4XKTUm/XPSrLz/OxDe  

      AH2/ZVi2HMzl/ dclPbemJzsa3NymBvcBW1XBAJNCmMIwt80Bo2prJoCG1tj2k1XMFf0kXWBueYaBmJdd  

      09PQ/upwDElfGSaqVA0zfxpZ0nmLPfkq199+HP8l2eOjtY0N3aYlOUbJg09UecBkKhH0TpiAT50m4Jey  

      ChR2DVdxGFgsYW0M7ToiElMkeh4lbErkrYBTczYiHKyapXZbk5pg==  

 </EncryptedData>  

 </GetCookieResult>  

 </GetCookieResponse>  

 </soap:Body>  

 </soap:Envelope>  

  
 <! --  AUTHORIZATION PHASE: GetCookie() Response -  SOAP Fault -  ConfigChanged  -- > 

 <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi=  

 "http://www.w3.org/2001/XMLSchema - instance"  xmlns:xsd="http://www.w3.org/2001/X  

  MLSchema"> 

 <soap:Body>  

 <soap:Fault>  

 <faultcode>soap:Client</faultcode>  

 <faultstring>System.Web.Services.Protocols.SoapException: Fault occurred at M  

     icrosoft.UpdateServices.Internal.SoapUtilities.ThrowException(Err orCode erro  

     rCode, String message) at Microsoft.UpdateServices.Internal.ClientImplementa  

     tion.GetCookie(AuthorizationCookie[] authCookies, Cookie oldCookie, DateTime  

      lastChange, DateTime currentClientTime, String protocolVersion) at Microsof  

     t.UpdateServices.Internal.Client.GetCookie(AuthorizationCookie[] authCookies  

     , Cookie oldCookie, DateTime lastChange, DateTime currentTime, String protoc  

     olVersion)</faultstring>  

 <faultactor>http://hemantn - srv:8530/ClientWebService/client.asmx< /faultactor>  

 <detail>  

 <ErrorCode>ConfigChanged</ErrorCode>  

 <Message />  

 <ID>2587c8c1 - 4f54 - 4033 - 9f1a - 3a195bf0495d</ID>  

 <Method>"http://www.microsoft.com/SoftwareDistribution/Server/  

         ClientWebService/GetCookie"</Method>  

 </detail>  

 </soap:Fault>  

 </soap: Body>  

 </soap:Envelope>  

  
 <! --  AUTHORIZATION PHASE: GetCookie() Response -  SOAP Fault -  InvalidCookie  -- > 

 <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi=  

 "http://www.w3.org/2001/XMLSchema - instance" xmlns:xsd="http://www.w3.o rg/2001/XM  

 LSchema">  

 <soap:Body>  

 <soap:Fault>  

 <faultcode>soap:Client</faultcode>  

 <faultstring>System.Web.Services.Protocols.SoapException: Fault occurred at M  

     icrosoft.UpdateServices.Internal.SoapUtilities.ThrowException(ErrorCode erro  

     rCode, Strin g message) at Microsoft.UpdateServices.Internal.Authorization.Au  

     thorizationManager.DecryptOldCookie(Cookie oldCookie) at Microsoft.UpdateSer  

     vices.Internal.Authorization.AuthorizationManager.GetCookie(AuthorizationCoo  

     kie[] authCookies, Cookie  oldCookie, DateTime lastChange, DateTime currentCl  

     ientTime, String clientProtocolVersion) at Microsoft.UpdateServices.Internal  

     .ClientImplementation.GetCookie(AuthorizationCookie[] authCookies, Cookie ol  

     dCookie, DateTime lastChange, DateTime currentClientTime, String protocolVer  

     sion) at Microsoft.UpdateServices.Internal.Client.GetCookie(AuthorizationCoo  

     kie[] authCookies, Cookie oldCookie, DateTime lastChange, DateTime currentTi  

     me, Strin g protocolVersion)</faultstring>  

 <faultactor>http://MyUpdateServer:8530/ClientWebService/  

       client.asmx</faultactor>  

 <detail>  
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 <ErrorCode>InvalidCookie</ErrorCode>  

 <Message />  

 <ID>34f57c46 - 0f67 - 45ed - b3d5 - 90bd2e8a1e87</ID>  

 <Method> "http://www.microsoft.com/SoftwareDistribution/Server/ClientWebServi  

      ce/GetCookie"</Method>  

 </detail>  

 </soap:Fault>  

 </soap:Body>  

 </soap:Envelope>  

  
 <! --  AUTHORIZATION PHASE: RegisterComputer() Request  -- > 

 <soap:Envelope xmlns:soap="http://schemas.xmls oap.org/soap/envelope/" xmlns:xsi="  

  http://www.w3.org/2001/XMLSchema - instance" xmlns:xsd="http://www.w3.org/2001/XML  

  Schema" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/">  

   <soap:Body>  

     <RegisterComputer  

 xmlns="http://www.microsoft.com/S oftwareDistribution/Server/ClientWebService">  

       <cookie>  

         <Expiration>2007 - 02- 06T03:08:47.9843753Z</Expiration>  

          

 <EncryptedData>QNmzcgoarx4NjlUDjxZmtwZBqxczAszEMbYFOI3Ud/zeFNc1RZ2L/HXS  

 H7VdVYAgo0+svC7MwMplSsU14c7nkbStGb91OV5fuLWMdPGATzRNO2Z6P8wXwVpX129YSpg 

 0n9kiRG17RL+S+uUdgByFCKT+TUvxCbUSvsDwym3+wcHoips2CPnqRDJLXPjDbGzDvFGIRo  

 27f4HETOVHGuHNErOQj0miMYCRGDX42mQklvNgDiYaJSC1tikOFfHTnG6mVweI4A+cmgmg0 

 cer8yasZA==</EncryptedData>  

       </cookie>  

       <computerInfo>  

         <DnsName>microsof - cd0710.redmond.corp.microsoft.com</DnsName>  

         <OSMajorVersion>10</OSMajorVersion>  

         <OSMinorVersion>0</OSMinorVersion>  

         <OSBuildNumber>3790</OSBuildNumber>  

         <OSServicePackMajorNumber>1</OSServicePackMajorNumber>  

         <OSServicePackMinorNumber>0</OSServicePackMinorNumber>  

         <OSLocale>en - US</OSLocale>  

         <ComputerManufacturer>Microsoft  

 Corporation</ComputerManufacturer>  

         <ComputerModel>Virtual Machine</ComputerModel>  

         <BiosVersion>080002< /BiosVersion>  

         <BiosName>BIOS Date: 08/14/03 19:41:02 Ver: 08.00.02</BiosName>  

         <BiosReleaseDate>2003 - 08- 14T00:00:00Z</BiosReleaseDate>  

         <ProcessorArchitecture>x86</ProcessorArchitecture>  

         <SuiteMask>272</SuiteMask>  

         <OldProductType>3</OldProductType>  

         <NewProductType>0</NewProductType>  

         <SystemMetrics>0</SystemMetrics>  

         <ClientVersionMajorNumber>7</ClientVersionMajorNumber>  

         <ClientVersionMinorNumber>0</ClientVersionMinorNumber>  

         <ClientVersionBuildNumber>6000</ClientVersionBuildNumber>  

         <ClientVersionQfeNumber>317</ClientVersionQfeNumber>  

         <OSDescription>Windows 10 Enterprise Technical Preview</OSDescription>  

         <OEM>Microsoft Corporation</OEM>  

         <DeviceType>Virtual Machine</DeviceType>  

         <FirmwareVersion>090006</FirmwareVersion>  

       </computerInfo>  

     </RegisterComputer>  

   </soap:Body>  

 </soap:Envelope>  

  
 <! --  AUTHORIZATION PHASE: RegisterComputer() Response  -- > 

  
  
 <! --  AUTHORIZATION PHASE: RefreshCache() Request ==> After getting an InvalidCoo  

  kie SOAP Fault on GetCookie, new auth phase followed by this  -- > 

 <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi=  

 "http://www.w3.org/2001/XMLSchema - instance" xmlns:xsd ="http://www.w3.org/2001/XM  

 LSchema" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/">  

 <soap:Body>  

 <RefreshCache xmlns="http://www.microsoft.com/SoftwareDistribution/Server/Clie  

    ntWebService">  
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 <cookie>  

 <Expiration>2006 - 05- 23T03:18:56Z</Expirati on> 

 <EncryptedData>JTaRKKkZAjLUqC8SaVvfYrrNigA8ICtNu1po4umDm6aXpgEo91QPg5wa8u9+q  

      ecS3SkW42bZnI6nSw9j/r4SEeA4nD4IyZbpqSNTeBEbdQbfkS8ZfbqkzPzVcWZ16QY4Mq2JBhJ  

      exvqAv711twO5bZjFyb57rG7eSnFIas2J06tvCnQ9l1x+nJWtlFO+gU70BuZNfaviHvCj3ByaD  

      9M33eLPaq0cZzKNYt/F mvAW9ddl5L6a9GTL4+eV1raIY/sb7ABevwIX4jOsnXSd9Mt8cw==  

 </EncryptedData>  

 </cookie>  

 <globalIDs xmlns:q1="http://www.microsoft.com/SoftwareDistribution/Server/Cli  

     entWebService" soapenc:arrayType="q1:UpdateIdentity[7]">  

 <UpdateIdentity>  

 <UpdateID> 0a4c6c73 - 8887 - 4d7f - 9cbe - d08fa8fa9d1e</UpdateID>  

 <RevisionNumber>50</RevisionNumber>  

 </UpdateIdentity>  

 <UpdateIdentity>  

 <UpdateID>352f9494 - d516 - 4b40 - a21a - cd2416098982</UpdateID>  

 <RevisionNumber>51</RevisionNumber>  

 </UpdateIdentity>  

 <UpdateIdentity>  

 <UpdateI D>5c9376ab - 8ce6 - 464a - b136 - 22113dd69801</UpdateID>  

 <RevisionNumber>1</RevisionNumber>  

 </UpdateIdentity>  

 <UpdateIdentity>  

 <UpdateID>7c40e8c2 - 01ae - 47f5 - 9af2 - 6e75a0582518</UpdateID>  

 <RevisionNumber>1</RevisionNumber>  

 </UpdateIdentity>  

 <UpdateIdentity>  

 <UpdateI D>a4bedb1d - a809 - 4f63 - 9b49 - 3fe31967b6d0</UpdateID>  

 <RevisionNumber>100</RevisionNumber>  

 </UpdateIdentity>  

 <UpdateIdentity>  

 <UpdateID>7145181b - 9556 - 4b11 - b659 - 0162fa9df11f</UpdateID>  

 <RevisionNumber>50</RevisionNumber>  

 </UpdateIdentity>  

 <UpdateIdentity>  

 <UpdateID>5cc25303 - 143f - 40f3 - a2ff - 803a1db69955</UpdateID>  

 <RevisionNumber>1</RevisionNumber>  

 </UpdateIdentity>  

 </globalIDs>  

 </RefreshCache>  

 </soap:Body>  

 </soap:Envelope>  

  
 <! --  AUTHORIZATION PHASE: RefreshCache() Response  -- > 

  
  
 <! --  AUTHORIZATION PHASE: GetFileLocations() Request  -- > 

 <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="  

  http://www.w3.org/2001/XMLSchema - instance" xmlns:xsd="http://www.w3.org/2001/XML  

  Schema" xmlns:soapenc="http://schemas.xmlsoap.org/soap/enco ding/">  

 <soap:Body>  

 <GetFileLocations xmlns="http://www.microsoft.com/SoftwareDistribution/Server/C  

    lientWebService">  

 <cookie>  

 <Expiration>2006 - 05- 23T03:18:56Z</Expiration>  

 <EncryptedData>JTaRKKkZAjLUqC8SaVvfYrrNigA8ICtNu1po4umDm6aXpgEo91QPg5wa8u9+qe  

      cS3SkW42bZnI6nSw9j/r4SEeA4nD4IyZbpqSNTeBEbdQbfkS8ZfbqkzPzVcWZ16QY4Mq2JBhJex  

      vqAv711twO5bZjFyb57rG7eSnFIas2J06tvCnQ9l1x+nJWtlFO+gU70BuZNfaviHvCj3ByaD9M3  

      3eLPaq0cZzKNYt/F mvAW9ddl5L6a9GTL4+eV1raIY/sb7ABevwIX4jOsnXSd9Mt8cw==  

 </EncryptedData>  

 </co okie>  

 <fileDigests soapenc:arrayType="xsd:base64Binary[1]">  

 <base64Binary>AAAAAAAAAAAAAAAAAAAAAAAAAAA=</base64Binary>  

 </fileDigests>  

 </GetFileLocations>  

 </soap:Body>  

 </soap:Envelope>  

  
 <! --  AUTHORIZATION PHASE: GetFileLocations() Response  -- > 
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 <! --  AUTHORIZATION PHASE: SyncUpdates() Request -  Very First from WinXP  -- > 

 <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="  

  http://www.w3.org/2001/XMLSchema - instance" xmlns:xsd="http://www.w3.org/2001/XML  

  Schema" xmlns:soape nc="http://schemas.xmlsoap.org/soap/encoding/">  

 <soap:Body>  

 <SyncUpdates xmlns="http://www.microsoft.com/SoftwareDistribution/Server/Client  

    WebService">  

 <cookie>  

 <Expiration>2006 - 05- 23T04:06:32.9843746</Expiration>  

 <EncryptedData>vS39KAEKKzRInaR4GVchjea j4kJ3GEFqsmQE6fQGdxntnGxs+PPNTGQqqnBrJT  

      JTgSlQl3aZsax5I/bpT+u017LSMUnuR68LyMQXmk9EikRsYbZto2NEVowAXMRe5B8bmlTXFKj4v  

      gVYqhyq7Yas57FPWjTOAjtLMUVB9vdoWeqwq7PDwwZJNqhhvqmYU3z0aSnK6G1rQ4zv765bmqb5 

      Mti9Dp/16ODVZEic4Q8IzX0V2Rb7BOk7PA7RMdXMbBDbZ6ZTU0eMebi6tzVp+Qu0eA==  

 </EncryptedData>  

 </cookie>  

 <parameters>  

 <ExpressQuery>false</ExpressQuery>  

 <InstalledNonLeafUpdateIDs xsi:nil="1" />  

 <OtherCachedUpdateIDs xsi:nil="1" />  

 <SystemSpec xsi:nil="1" />  

 <CachedDriverIDs xsi:nil="1" />  

 <SkipSoftwareSync>false </SkipSoftwareSync>  

 </parameters>  

 </SyncUpdates>  

 </soap:Body>  

 </soap:Envelope>  

  
 <! --  AUTHORIZATION PHASE: SyncUpdates() Request -  Second Request from WinXP after R  

  esponse from the previous one  -- > 

 <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="ht  

  tp://www.w3.org/2001/XMLSchema - instance" xmlns:xsd="http://www.w3.org/2001/XMLSche  

  ma" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/">  

 <soap:Body>  

 <SyncUpdates xmlns="http:// www.microsoft.com/SoftwareDistribution/Server/ClientWe  

    bService">  

 <cookie>  

 <Expiration>2006 - 05- 23T04:06:32.9843746Z</Expiration>  

 <EncryptedData>aOEIdlPlPHBDVMJgwkbRuDeInZcJr/v272AcY/kDqTghmncGveoB80UQI9jzAQY6  

      N9Hio13440BbUAtx640sUkvw8lFh+0rupjSFg/K Wq4CSpUoESWlfKItW+RnYS5bc7T/5ORSr+7BOf  

      8Xy6SP3EkuRqDm2Y/AXphfLoJhSXW1AifcyLuzQf5VOBoyYjIL7elkKt1JKMHCfyAeiHEy3Si6a0r  

      gu/2endOWn5CLxgmlDlfsmmewhk/omaKr2Lk8rnBMf5Qiid76jvMwnbO7PeA==  

 </EncryptedData>  

 </cookie>  

 <parameters>  

 <ExpressQuery>false</Expre ssQuery>  

 <InstalledNonLeafUpdateIDs soapenc:arrayType="xsd:int[1]">  

 <int>109</int>  

 </InstalledNonLeafUpdateIDs>  

 <OtherCachedUpdateIDs soapenc:arrayType="xsd:int[29]">  

 <int>101</int>  

 <int>102</int>  

 <int>103</int>  

 <int>104</int>  

 <int>105</int>  

 <int>106</int>  

 <int>107</int>  

 <int>108</int>  

 <int>110</int>  

 <int>111</int>  

 <int>112</int>  

 <int>113</int>  

 <int>114</int>  

 <int>115</int>  

 <int>378</int>  

 <int>379</int>  

 <int>380</int>  

 <int>381</int>  
























































































































































































