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3.1.4.99.1.2 ApiRemotingSoap_ExecuteSPDeclineSupersededUpdates Output
MESSAGE 1 uiitiii ittt 342
3.1.4.99.2  ElemMENTS couiitiiit it e 343
3.1.4.99.2.1  ExecuteSPDeclineSupersededUpdates...........cccviviiiiiiiiiiiininnnnn. 343
3.1.4.99.2.2 ExecuteSPDeclineSupersededUpdatesResponse .........ccoevvviviininnnns 343
3.1.4.99.3  COMPIEX TYPES tutiuintiniitiiit ittt e st s e e s e se e saearaeaaanens 343
3.1.4.99.3.1 ExecuteSPDeclineSupersededUpdatesRequestBody ............ccvvvvnenns 344
3.1.4.99.3.2 ExecuteSPDeclineSupersededUpdatesResponseBody .............ccvunns 344
3.1.4.100 ExecuteSPDeclineExpiredUpdates.........ccvuviiiiiiiiiiiiiiiiiire e 344
3.1.4.100.1 MESSAUTES 1.uiuuiiutintititiateiataie ittt s 344
3.1.4.100.1.1 ApiRemotingSoap_ExecuteSPDeclineExpiredUpdates Input Message 345
3.1.4.100.1.2 ApiRemotingSoap_ExecuteSPDeclineExpiredUpdates Output Message
.............................................................................................. 345
3.1.4.100.2  ElemMENtS cuuitiiitiiietirt ittt s r e 345
3.1.4.100.2.1 ExecuteSPDeclineExpiredUpdates.........c.cooeiiiiiiiiiiiiiiiiiieineenn 345
3.1.4.100.2.2 ExecuteSPDeclineExpiredUpdatesResponse ..........cocvveivviiinineinnnnnn. 346
G 7 I 0[O TR T @ 1 ¢ o1 [ D IV o 1= T O 346
3.1.4.100.3.1 ExecuteSPDeclineExpiredUpdatesRequestBody ..........c.ccvvvnvnennnnnn. 346
3.1.4.100.3.2 ExecuteSPDeclineExpiredUpdatesResponseBody ........ccccvvvviiieinnnns 346
3.1.4.101 ExecuteSPCountObsoleteUpdatesToCleanup ......c..cccevvvieiiiiiiiiiiiiiiiieieeenenss 347
T 0 I A === T | 347
3.1.4.101.1.1 ApiRemotingSoap_ExecuteSPCountObsoleteUpdatesToCleanup Input
MG SAGE 1 ettt 347
3.1.4.101.1.2 ApiRemotingSoap_ExecuteSPCountObsoleteUpdatesToCleanup Output
MG SAGE 1 ettt 347
3.1.4.101.2  ElemMENtS cuuiitiiie ittt ettt 348
3.1.4.101.2.1 ExecuteSPCountObsoleteUpdatesToCleanup ........ccocvveiivieininennnnnnn. 348
3.1.4.101.2.2 ExecuteSPCountObsoleteUpdatesToCleanupResponse..............c...... 348
3.1.4.102 ExecuteSPGetObsoleteUpdatesToCleanup.....ccvovviiiiiiiiiiiiiiiiiiiiie e 349
3.1.4.102.1 MESSATES +.uiueiueneinintinet ittt ettt et aaeas 349
3.1.4.102.1.1 ApiRemotingSoap_ExecuteSPGetObsoleteUpdatesToCleanup Input
MBS SAGE 1 ettt ittt 349
3.1.4.102.1.2 ApiRemotingSoap_ExecuteSPGetObsoleteUpdatesToCleanup Output
TS T < 349
3.1.4.102.2  ElemMENtS cuuiitiiit ittt et 350
3.1.4.102.2.1 ExecuteSPGetObsoleteUpdatesToCleanup .........cocveveiniiiiiininenenne. 350
3.1.4.102.2.2 ExecuteSPGetObsoleteUpdatesToCleanupResponse ..........cccevvevuenns 350
3.1.4.102.3 COmMPIEX TYPES uitititiniiiiiit ettt st e e e e e e e e 350
3.1.4.102.3.1 ExecuteSPGetObsoleteUpdatesToCleanupRequestBody .................. 350
3.1.4.102.3.2 ExecuteSPGetObsoleteUpdatesToCleanupResponseBody ................ 351
3.1.4.103 ExecuteSPCountUpdatesSTOCOMPIESS . .ouviuiuiieiiitiieinaieataerneneeenereaeanenenes 351
3.1.4.103.1 MESSAUGES t.uiuriiutiutintitite ittt s 351
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3.1.4.103.1.1 ApiRemotingSoap_ExecuteSPCountUpdatesToCompress Input Message

.............................................................................................. 351
3.1.4.103.1.2 ApiRemotingSoap_ExecuteSPCountUpdatesToCompress Output Message
.............................................................................................. 352
3.1.4.103.2  ElemMENTS oottt 352
3.1.4.103.2.1 ExecuteSPCountUpdatesSTOCOMPreSS .....cuvvviuiiiiiiiiiiiiiieieeanenenns 352
3.1.4.103.2.2 ExecuteSPCountUpdatesToCompressSRESPONSE .....cvvvvivvviniiniininnnns 352
3.1.4.104 ExecuteSPGetUpdateSTOCOMPIESS ...civiuiiiiuiiiiiiiiiiaiiriee e raeees 353
I 0 0 R N ==Y T 1= P 353
3.1.4.104.1.1 ApiRemotingSoap_ExecuteSPGetUpdatesToCompress Input Message353
3.1.4.104.1.2 ApiRemotingSoap_ExecuteSPGetUpdatesToCompress Output Message
.............................................................................................. 354
3.1.4.104.2 ElemMentS oot e 354
3.1.4.104.2.1 ExecuteSPGetUpdatesTOCOMPIeESS c.vvviiriiiiiiiiiiitiieiniiie i iieeieanaans 354
3.1.4.104.2.2 ExecuteSPGetUpdatesToCompressResponse.........cocvvevviiiinineinnnnnn. 354
G I 0 N T @] 0 0] o] (D IV o 1= T P 354
3.1.4.104.3.1 ExecuteSPGetUpdatesToCompressRequestBody ...........cccevvvnennnene. 355
3.1.4.104.3.2 ExecuteSPGetUpdatesToCompressResponseBody.........ccvvvvvinnnnnns 355
3.1.4.105 ExecuteSPCompPressUpdate ....cciiiiiiiiiiiii i 355
3.1.4.105.1 MESSAGES . uiutinineinitineit ittt 355
3.1.4.105.1.1 ApiRemotingSoap_ExecuteSPCompressUpdate Input Message......... 356
3.1.4.105.1.2 ApiRemotingSoap_ExecuteSPCompressUpdate Output Message...... 356
3.1.4.105.2  ElmMENtS oottt e 356
3.1.4.105.2.1 ExecuteSPCompressUpdate.......ccoviiiiiiiiiiiiiiir e 356
3.1.4.105.2.2 ExecuteSPCompressUpdateRespoNnse........ccvvieiiiiiiiiiiiiiiiiineienens 356
3.1.4.106 ExecuteSPDeleteUpdateByUpdateID .......c.ciiiiiiiiiiiiiiiiiiiiiiiici e 357
3.1.4.106.1 MESSAUTES .+ uiuuiuineinintinet ittt ettt ettt ettt 357
3.1.4.106.1.1 ApiRemotingSoap_ExecuteSPDeleteUpdateByUpdatelD Input Message
.............................................................................................. 357
3.1.4.106.1.2 ApiRemotingSoap_ExecuteSPDeleteUpdateByUpdateID Output Message
.............................................................................................. 358
3.1.4.106.2 ElemMentS ot e 358
3.1.4.106.2.1 ExecuteSPDeleteUpdateByUpdateID........ccooiiiiiiiiiiiiiiiiiiiiiiiieans 358
3.1.4.106.2.2 ExecuteSPDeleteUpdateByUpdateIDReESpONSe........covvevvneinineinnnnn. 358
3.1.4.107 ExecuteSPDeleteUpdate....cccuiiiiiiiiiii i 358
T I 0 R === T 1= PP 359
3.1.4.107.1.1 ApiRemotingSoap_ExecuteSPDeleteUpdate Input Message............. 359
3.1.4.107.1.2 ApiRemotingSoap_ExecuteSPDeleteUpdate Output Message........... 359
3.1.4.107.2 ElemMentS ottt 359
3.1.4.107.2.1 ExecuteSPDeleteUpdate......cciiiiiiiiiiiiiiii i 360
3.1.4.107.2.2 ExecuteSPDeleteUpdateResponSe .......ccoviiiiiiiiiiiiiiiiiii e 360
3.1.4.108 ExecuteSPCleanupObsoleteCoOmMPULEIS .. .cicviiiiiiii i e 360
3.1.4.108.1 MESSAGES +.uiueinineinineineit ittt ettt et aeas 361
3.1.4.108.1.1 ApiRemotingSoap_ExecuteSPCleanupObsoleteComputers Input Message
.............................................................................................. 361
3.1.4.108.1.2 ApiRemotingSoap_ExecuteSPCleanupObsoleteComputers Output
=TT Y= T < 361
3.1.4.108.2 ElemMentS it e 361
3.1.4.108.2.1 ExecuteSPCleanupObsoleteComputers.........ccovveiiieieiiiiiiiiieenene, 362
3.1.4.108.2.2 ExecuteSPCleanupObsoleteComputersResponse.........c.ccevvvvennenn. 362
3.1.4.109 ExecuteSPCleanupUnneededContentFiles2 .........ccocveiiiiiiiiiiiiiiiiiiiieeeeans 362
3.1.4.109.1  MESSAUTES t.uiutiuintinintinetinisiae sttt 362
3.1.4.109.1.1 ApiRemotingSoap_ExecuteSPCleanupUnneededContentFiles2 Input
MESSAGE vttt 363
3.1.4.109.1.2 ApiRemotingSoap_ExecuteSPCleanupUnneededContentFiles2 Output
MESSAGE L vttt e 363
3.1.4.109.2 ElemMentS ittt 363
3.1.4.109.2.1 ExecuteSPCleanupUnneededContentFiles2 ...........cocvviiiiiiiiinnnenn. 364
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3.1.4.109.2.2 ExecuteSPCleanupUnneededContentFiles2Response ...................... 364
3.1.4.109.3  COMPIEX TYPES ttiutiutiitiireintate ittt tattaneatettane st aateaerareateaeaeraeaneeanenes 364
3.1.4.109.3.1 ExecuteSPCleanupUnneededContentFiles2RequestBody ................. 364
3.1.4.109.3.2 ExecuteSPCleanupUnneededContentFiles2ResponseBody ............... 364
3.1.4.110 StOPW SUS S OIVIC . uiiiiiiiiti it it i et a et s aa s s e e e e e sa e e aneanneaaneans 365
0 I O R === T 1= P 365
3.1.4.110.1.1 ApiRemotingSoap_StopWSUSService Input Message ..........cccvvuennns 365
3.1.4.110.1.2 ApiRemotingSoap_StopWSUSService Output Message................... 365
I I O =T o 1= X PP 366
3.1.4.110.2.1 StOPWSUSSEIVICE . uiuiiiiiiiiiiieiiiri e e e e 366
3.1.4.110.2.2 StopWSUSSErViCERESPONSE ...ttt ittt ittt i rite e e e aaneaaneans 366
3.1.4.111 StartWSUS SEIVICE. ..ttt e s e s 366
s A === T 1= P 367
3.1.4.111.1.1 ApiRemotingSoap_StartWSUSService Input Message..................... 367
3.1.4.111.1.2 ApiRemotingSoap_StartWSUSService Output Message .................. 367
I I I R =T o 1= PP 367
3.1.4.111.2.1 StartWSUSSEIVICE ...uiiiiiiiiiiiiiiii e e 368
3.1.4.111.2.2 StartWSUSSErViCERESPONSE .. ..uiviiiiiiiiiiii i 368
T R B I 1< S =T V=T V=T (=] [0 o 368
T s 0 R === T 1= PP 368
3.1.4.112.1.1 ApiRemotingSoap_GetServerVersion Input Message...............cvuevne 368
3.1.4.112.1.2 ApiRemotingSoap_GetServerVersion Output Message.................... 369
T I I 0 ] 1= o o 1= PP 369
3.1.4.112.2.1  GetSerVerVerSIiON . ittt ittt st e aerarean s s sane e aeeanannans 369
3.1.4.112.2.2 GetServerVersioNRESPONSE .....iuiiiiuiieiiiiii ittt e raeees 369
G 7 I I 70 T @ 0 ¢ o] [ D 1Y/ o 1= T O 369
3.1.4.112.3.1 GetServerVersionRequestBody .......c.cooviiiiiiiiiiiiiiii e 370
3.1.4.112.3.2 GetServerVersionResponseBody .......cccoiiiiiiiiiiiiiiiiiiiiciii e 370
3.1.4.113 GetServerProtoCOIVErSION. .. ...ciu i e 370
3.1.4.113.1  MESSAUTES t.uitiintintitiitiate ittt e et 370
3.1.4.113.1.1 ApiRemotingSoap_GetServerProtocolVersion Input Message........... 370
3.1.4.113.1.2 ApiRemotingSoap_GetServerProtocolVersion Output Message ........ 371
T I I G 0 ] 1= 5 o 1= = PP 371
3.1.4.113.2.1 GetServerProtoCoIVersion ......c.cviiiiiiiiii e 371
3.1.4.113.2.2 GetServerProtocolVersionRESPONSE ....cvviiiiiiiiiiiiii e 371
3.1.4.113.3  COMPIEX TYPES tueuitiniit ittt ettt e et e s e s e e e e aneaaanens 372
3.1.4.113.3.1 GetServerProtocolVersionRequestBody ..........ccvviiiiiiiiiiiiiiiiiiiinnns 372
3.1.4.113.3.2 GetServerProtocolVersionResponseBody ........ccoceviiiiiiiiiiiiiiininns 372
3.1.4.114 GetDatabaseConfiguration.........ccouiiiiiiiiiii i 372
T O I I === T | 372
3.1.4.114.1.1 ApiRemotingSoap_GetDatabaseConfiguration Input Message.......... 373
3.1.4.114.1.2 ApiRemotingSoap_GetDatabaseConfiguration Output Message ....... 373
3.1.4.114.2 ElementS it e 373
3.1.4.114.2.1 GetDatabaseConfiguration ........cccoiiiiiiiiiiiii e 373
3.1.4.114.2.2 GetDatabaseConfigurationResponse .........ccvevviiiiiiiiiiiiiiiiiieen, 374
3.1.4.114.3  COMPIEX TYPES tutiuintiniitiiie ittt ettt e et s e e e e e se e eeaaaeaaanens 374
3.1.4.114.3.1 GetDatabaseConfigurationRequestBody .........ccovviiiiiiiiiiiiiniininnnn. 374
3.1.4.114.3.2 GetDatabaseConfigurationResponseBody ........c.ccccvviiiiiiiiiienninnnn. 374
3.1.4.115 ExecuteSPGetEmailNotificationConfiguration..........c.cocooiiiiiiiiiiiininns 374
3.1.4.115.1  MESSAGES t.uiuriintintintitiate ittt s 375
3.1.4.115.1.1 ApiRemotingSoap_ExecuteSPGetEmailNotificationConfiguration Input
MESSAGE L vttt e 375
3.1.4.115.1.2 ApiRemotingSoap_ExecuteSPGetEmailNotificationConfiguration Output
MESSAGE vttt 375
3.1.4.115.2 ElemMentS it 376
3.1.4.115.2.1 ExecuteSPGetEmailNotificationConfiguration ...............c.coeviiinenene. 376
3.1.4.115.2.2 ExecuteSPGetEmailNotificationConfigurationResponse ................... 376
3.1.4.115.3  COMPIEX TYPES tutiuitiniitiiaeieit ettt et e et s e s e e ee e eaeananeaaanens 376
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3.1.4.115.3.1 ExecuteSPGetEmailNotificationConfigurationRequestBody .............. 377
3.1.4.115.3.2 ExecuteSPGetEmailNotificationConfigurationResponseBody ............ 377
3.1.4.116 ExecuteSPGetEmailNotificationRecipients .........ccoeieiiiiiiiiiieees 377
0 0 i I T R N ==Y T 1= P 377
3.1.4.116.1.1 ApiRemotingSoap_ExecuteSPGetEmailNotificationRecipients Input
MESSAGE 1 vttt 378
3.1.4.116.1.2 ApiRemotingSoap_ExecuteSPGetEmailNotificationRecipients Output
MESSAGE 1 vttt 378
I I G ] =T o o 1= PP PP 378
3.1.4.116.2.1 ExecuteSPGetEmailNotificationRecipients ........c.coceveiiiiiiiiiiieenne. 379
3.1.4.116.2.2 ExecuteSPGetEmailNotificationRecipientsResponse...........c.cccvvevnnnns 379
G I I ST T ] 0 0 o] (=D IV o 1= T P 379
3.1.4.116.3.1 ExecuteSPGetEmailNotificationRecipientsRequestBody................... 379
3.1.4.116.3.2 ExecuteSPGetEmailNotificationRecipientsResponseBody................. 379
3.1.4.117 SendTestEmail.. ..o e 380
T 0 S s R N ==Y T 1= 380
3.1.4.117.1.1 ApiRemotingSoap_SendTestEmail Input Message..............cocevvvnene. 380
3.1.4.117.1.2 ApiRemotingSoap_SendTestEmail Output Message................c..uueee. 380
T I I A ] 1= o o 1= L PP 381
3.1.4.117.2.1  SendTeStEMail...cciiriiiii i s 381
3.1.4.117.2.2 SendTesStEMailRESPONSE . .iiuiiiiiiiiiii i e aaas 381
3.1.4.117.3 COMPIEX TYPES tutiuitinieiiit ettt e et sae s e ase e saeasaeraanens 381
3.1.4.117.3.1 SendTestEmailRequestBody .......ccciiiiiiiiiiiiiiiiiii e 381
3.1.4.117.3.2 SendTestEmailResponseBody .........cocoviiiiiiiiiiii e 382
3.1.4.118 CatalogSiteGetMetadataAndImPport.......ccoviiiiiiii e 382
3.1.4.118.1 MESSAUTES t.uiuiiniintitiitiate ittt e 382
3.1.4.118.1.1 ApiRemotingSoap_CatalogSiteGetMetadataAndImport Input Message
.............................................................................................. 383
3.1.4.118.1.2 ApiRemotingSoap_CatalogSiteGetMetadataAndImport Output Message
.............................................................................................. 383
3.1.4.118.2 ElemMentS ittt 383
3.1.4.118.2.1 CatalogSiteGetMetadataAndImport ........cooeiiiiiiiiiiiii e 383
3.1.4.118.2.2 CatalogSiteGetMetadataAndIMpOrtRESPONSE .. .cvvvviviiirineinineinenenn, 384
3.1.4.118.3 COMPIEX TYPES tueiuitiniitiiie ittt sttt e et s et s e ee e eaeanaeaaanens 384
3.1.4.118.3.1 ArrayOfBaseb4Binary ......ccoceiiiiiiiiiiiiic i 384
3.1.4.118.3.2 CatalogSiteGetMetadataAndImportRequestBody ...........ccevvvennnnnnn. 384
3.1.4.118.3.3 CatalogSiteGetMetadataAndImportResponseBody ...........cocvvvirnnenn. 385
R s I T = o T PP 385
T I I A A === T 1= PP 385
3.1.4.119.1.1 ApiRemotingSoap_Ping Input Message ..........ccvviiiiiiiiiiiiiiiiiennns 385
3.1.4.119.1.2 ApiRemotingSoap_Ping Output Message .........c.coevviiiiiiiiiienninnnn. 386
3.1.4.119.2  ElemMENtS cuuiitiiit ittt 386
I e I L e O 1 ' 386
3.1.4.119.2.2 PiNGRESPONSE 1.ttt ittt e et e e e e e aaans 386
G0 I I L TR T @ 0 ¢ o £ D IV o 1= 387
3.1.4.119.3.1 MonitoredServiCESRESPONSE ......ccoviuiieiiiiiiiiii e 387
3.1.4.120 GetCurrentUSEIROIE . .cviiiiiii i e e e e e es 388
T 1 O R === T 1= PP 389
3.1.4.120.1.1 ApiRemotingSoap_GetCurrentUserRole Input Message .................. 389
3.1.4.120.1.2 ApiRemotingSoap_GetCurrentUserRole Output Message ................ 389
3.1.4.120.2  ElemMENtS cuuiitiiit ettt ettt 389
3.1.4.120.2.1 GetCurrentUSErROIE .....iiiuiiiiiiee i e e 390
3.1.4.120.2.2 GetCurrentUsSerROIERESPONSE ......viuiiviiiiiiiiii e e ees 390
3.1.4.121 ExecuteSPGetConfiguration .........ccoeieieiiiiiiiiir e 390
3.1.4.121.1  MESSAUGES 1 uuiurtintintintitite ittt s 391
3.1.4.121.1.1 ApiRemotingSoap_ExecuteSPGetConfiguration Input Message......... 391
3.1.4.121.1.2 ApiRemotingSoap_ExecuteSPGetConfiguration Output Message...... 391
3.1.4.121.2 ElemMentS ittt e 391
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3.1.4.121.2.1 ExecuteSPGetConfiguration ..........couiuiiiiiiiiiiii e 392
3.1.4.121.2.2 ExecuteSPGetConfigurationReSpoNSe......ccvvvviiiiiiiiiiiiiiiiiiieaeas 392
3.1.4.121.3 COMPIEX TYPES tutiuintinitinitiiit ittt ettt se s e s e seaaaeraanens 392
3.1.4.121.3.1 AllConfigurationTableROWS ........ciiiiiiiiii e 392
3.1.4.121.3.2 ArrayOfAuthorizationPlugInTableROW.......ccovviiiiiiiiiiiiiii e 393
3.1.4.121.3.3 ArrayOfGroupAuthorizationTableROW ...........ccoeiiiiiiiiiiiiieeene 393
3.1.4.121.3.4 AuthorizationPlugInTableROW .......ccoiiiiiiiiiiiiii s 393
3.1.4.121.3.5 ExecuteSPGetConfigurationRequestBody.........cccovereininiiininnenennns. 394
3.1.4.121.3.6 ExecuteSPGetConfigurationResponseBody.........ccovvvviiiiiiiiiiniinnnns 394
3.1.4.121.3.7 GroupAuthorizationTableROW.........ccvviiiiiiiiii e 394
3.1.4.122 GetResetStateMachineNeededFlag......c.covviiiiiiiiiiiiiiic e 395
I O S A s R\ ==Y T 1= P 395
3.1.4.122.1.1 ApiRemotingSoap_GetResetStateMachineNeededFlag Input Message395
3.1.4.122.1.2 ApiRemotingSoap_GetResetStateMachineNeededFlag Output Message
.............................................................................................. 396
T o I ] 1= o o 1= PP 396
3.1.4.122.2.1 GetResetStateMachineNeededFlag ...........cooiviiiiiiiiiiiiie, 396
3.1.4.122.2.2 GetResetStateMachineNeededFlagResponse ...........cccvvviiiiiiniinenn. 396
3.1.4.123 ExecuteSPSetRollupConfiguration.......c.coiiiiiiiiiiiiiici e 397
T 2 A R === T 1= P 397
3.1.4.123.1.1 ApiRemotingSoap_ExecuteSPSetRollupConfiguration Input Message397
3.1.4.123.1.2 ApiRemotingSoap_ExecuteSPSetRollupConfiguration Output Message
.............................................................................................. 397
3.1.4.123.2 ElemMentS ot e 398
3.1.4.123.2.1 ExecuteSPSetRollupConfiguration............cccviiiiiiiiiiiiiiiieieieeene 398
3.1.4.123.2.2 ExecuteSPSetRollupConfigurationResponse ........cccovvvviiiiiiiiiiinnnnnns 398
3.1.4.124  SetProXYyPasSSWOId .. ..uciuiiiiiieiiitie ittt e e e 398
3.1.4.124.1 MESSAUTES t.viuriintintitiitiate ittt et 399
3.1.4.124.1.1 ApiRemotingSoap_SetProxyPassword Input Message..................... 399
3.1.4.124.1.2 ApiRemotingSoap_SetProxyPassword Output Message................... 399
3.1.4.124.2 ElemMentS it 399
3.1.4.124.2.1 SetProXyPassSWOrd......i.iiiuiiieiiiiiiiiae ettt eas 400
3.1.4.124.2.2 SetProxyPassWOrdRESPONSE ....uiiiiiiiiiiiiii i i aeaeaas 400
3.1.4.124.3  COMPIEX TYPES tutiuintiniit ittt ettt e et ae e e eae e eaearaeaaanens 400
3.1.4.124.3.1 SetProxyPasswordRequestBody .......c.ccvieiiiiiiiiiiiiiiiiiiii i eienaeas 400
3.1.4.124.3.2 SetProxyPasswordResponseBody .........c.cooiiiiiiiiiiiiiiiiee 400
3.1.4.125 HaSProXyPassSWoOrd .....coceiiiiiiiiiii it 401
T 1 I =T T | 401
3.1.4.125.1.1 ApiRemotingSoap_HasProxyPassword Input Message .................... 401
3.1.4.125.1.2 ApiRemotingSoap_HasProxyPassword Output Message .................. 401
3.1.4.125.2 ElemMentS it 401
3.1.4.125.2.1 HasProXyPassSWOrd ......ceiiiiiiiiiiiiiiiiieie it ie it na e naee e e e eaeaaans 402
3.1.4.125.2.2 HasProxyPasswOrdRESPONSE.........iiiuiiiiiiiiiiiii e 402
3.1.4.126 ExecuteSPSetConfiguration .......cviiiiiiiiiiiiiei e 402
3.1.4.126.1 MESSAUTES 1.uiuiiutiutitiit ittt et 402
3.1.4.126.1.1 ApiRemotingSoap_ExecuteSPSetConfiguration Input Message ........ 403
3.1.4.126.1.2 ApiRemotingSoap_ExecuteSPSetConfiguration Output Message ...... 403
3.1.4.126.2 ElemMentS oot 403
3.1.4.126.2.1 ExecuteSPSetConfiguration ........c.coieiiiiiiiiii e 403
3.1.4.126.2.2 ExecuteSPSetConfigurationReSPONSE .......ccvvviiiiiiiiiiiiiiiiiieeen, 404
3.1.4.126.3 COmMPIEX TYPES 1ottt ittt e e e e 404
3.1.4.126.3.1 ArrayOfProgramkKey ......c.iuiiiiiiiieieieiiee e 404
3.1.4.126.3.2 ExecuteSPSetConfigurationRequestBody .........c.covevvvieiiiiiininennnnnnn. 404
3.1.4.126.3.3 ExecuteSPSetConfigurationResponseBody .........cccovviviiiiiniiinenene. 405
3.1.4.126.3.4 ProgramKeY ..cuceeeieieititieeeieaeatre et 405
3.1.4.127 ExecuteSPGetAllLanguagesWithEnabledState.........c.cocoiiiiiiiiiiiininnns 405
3.1.4.127.1 MESSAUGES tuuiurtintiutintitite ittt s 406
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3.1.4.127.1.1 ApiRemotingSoap_ExecuteSPGetAllLanguagesWithEnabledState Input

1LY =3= T =P 406
3.1.4.127.1.2 ApiRemotingSoap_ExecuteSPGetAllLanguagesWithEnabledState Output
1 FSTY 1= T = PP 406
3.1.4.127.2  ElmMENtS oottt 407
3.1.4.127.2.1 ExecuteSPGetAllLanguagesWithEnabledState ............c.cociiiiinnn, 407
3.1.4.127.2.2 ExecuteSPGetAllLanguagesWithEnabledStateResponse .................. 407
3.1.4.127.3 COMPIEX TYPES tutiuintiniitiitie ittt sttt s et s s se e seaaaeraanens 407
3.1.4.127.3.1 ExecuteSPGetAllLanguagesWithEnabledStateRequestBody ............. 407
3.1.4.127.3.2 ExecuteSPGetAllLanguagesWithEnabledStateResponseBody ........... 408
3.1.4.128 EXecuteSPGetProgramKeys ...ovviiiiiiii i i e 408
I 0 T 4 & T R N 1= ==Y T 1= P 409
3.1.4.128.1.1 ApiRemotingSoap_ExecuteSPGetProgramKeys Input Message ........ 409
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1 Introduction

The Windows Server Update Services: Administrative API Remoting Protocol (WSUSAR) enables
communication between the Windows Server Update Services (WSUS) management API and a WSUS
server. WSUS provides updates for Windows and its installed components.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

1.1 Glossary

This document uses the following terms:

base64 encoding: A binary-to-text encoding scheme whereby an arbitrary sequence of bytes is
converted to a sequence of printable ASCII characters, as described in [RFC4648].

category: A logical grouping of updates identified by a GUID and described by metadata. A
category can be treated as an update with no associated content.

certificate: A certificate is a collection of attributes (1) and extensions that can be stored
persistently. The set of attributes in a certificate can vary depending on the intended usage of

the certificate. A certificate securely binds a public key to the entity that holds the corresponding

private key. A certificate is commonly used for authentication (2) and secure exchange of
information on open networks, such as the Internet, extranets, and intranets. Certificates are
digitally signed by the issuing certification authority (CA) and can be issued for a user, a

computer, or a service. The most widely accepted format for certificates is defined by the ITU-T
X.509 version 3 international standards. For more information about attributes and extensions,

see [RFC3280] and [X509] sections 7 and 8.

client computer: A computer that gets its updates from an update server. A client can be a
desktop computer, a server, or the update server. For more information, see [MS-WUSP] and

MS-WSUSSS].

Common Information Model (CIM): The Distributed Management Task Force (DMTF) model that

describes how to represent real-world computer and network objects. CIM uses an object-
oriented paradigm, where managed objects are modeled using the concepts of classes and
instances. See [DMTF-DSP0004].

Coordinated Universal Time (UTC): A high-precision atomic time standard that approximately
tracks Universal Time (UT). It is the basis for legal, civil time all over the Earth. Time zones

around the world are expressed as positive and negative offsets from UTC. In this role, it is also

referred to as Zulu time (Z) and Greenwich Mean Time (GMT). In these specifications, all
references to UTC refer to the time at UTC-0 (or GMT).

deployment: An administratively specified decision to make a specific update revision available

to a specific target group.

Distinguished Encoding Rules (DER): A method for encoding a data object based on Basic
Encoding Rules (BER) encoding but with additional constraints. DER is used to encode X.509
certificates that need to be digitally signed or to have their signatures verified.

downstream server (DSS): An update server that synchronizes its updates from another
update server.

End User License Agreement (EULA): A textual description of the terms that a user or
administrator accepts before an update is installed. Each EULA is identified by a GUID, and
each update revision might be associated with a EULA.
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fully qualified domain name (FQDN): An unambiguous domain name (2) that gives an absolute
location in the Domain Name System's (DNS) hierarchy tree, as defined in [REC1035] section
3.1 and [RFC2181] section 11.

globally unique identifier (GUID): A term used interchangeably with universally unique
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of
these terms does not imply or require a specific algorithm or mechanism to generate the value.
Specifically, the use of this term does not imply or require that the algorithms described in
[RFC4122] or [C706] must be used for generating the GUID. See also universally unique
identifier (UUID).

Hypertext Transfer Protocol (HTTP): An application-level protocol for distributed, collaborative,
hypermedia information systems (text, graphic images, sound, video, and other multimedia
files) on the World Wide Web.

Hypertext Transfer Protocol Secure (HTTPS): An extension of HTTP that securely encrypts and
decrypts web page requests. In some older protocols, "Hypertext Transfer Protocol over Secure
Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information,
see [SSL3] and [RFC5246].

Internet Protocol version 4 (IPv4): An Internet protocol that has 32-bit source and destination
addresses. IPv4 is the predecessor of IPv6.

Internet Protocol version 6 (IPv6): A revised version of the Internet Protocol (IP) designed to
address growth on the Internet. Improvements include a 128-bit IP address size, expanded
routing capabilities, and support for authentication (2) and privacy.

man in the middle (MITM): An attack that deceives a server or client into accepting an
unauthorized upstream host as the actual legitimate host. Instead, the upstream host is an
attacker's host that is manipulating the network so that the attacker's host appears to be the
desired destination. This enables the attacker to decrypt and access all network traffic that
would go to the legitimate host. The attacker is able to read, insert, and modify at-will messages
between two hosts without either party knowing that the link between them is compromised.

Microsoft Update: A Microsoft-hosted website located at http://update.microsoft.com.

PKCS #12: The Personal Information Exchange Syntax Standard developed and maintained by
RSA Data Security, Inc. This syntax standard specifies a portable format for storing or
transporting a user's private keys, and secrets.

revision: A specific version of an update that is identified by a combination of an UpdateID GUID
and a 32-bit revision number.

revision ID: A compact, server-assigned, 32-bit identifier for a revision that is used to identify
the revision during client/server communication.

Secure Sockets Layer (SSL): A security protocol that supports confidentiality and integrity of
messages in client and server applications that communicate over open networks. SSL uses two
keys to encrypt data-a public key known to everyone and a private or secret key known only to
the recipient of the message. SSL supports server and, optionally, client authentication (2) using
X.509 certificates. For more information, see [X509]. The SSL protocol is precursor to
Transport Layer Security (TLS). The TLS version 1.0 specification is based on SSL version 3.0
[SSL3].

security identifier (SID): An identifier for security principals in Windows that is used to identify
an account or a group. Conceptually, the SID is composed of an account authority portion
(typically a domain) and a smaller integer representing an identity relative to the account
authority, termed the relative identifier (RID). The SID format is specified in [MS-DTYP] section
2.4.2; a string representation of SIDs is specified in [MS-DTYP] section 2.4.2 and [MS-AZOD
section 1.1.1.2.
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signing certificates: The certificate that represents the identity of an entity (for example, a
certification authority (CA), a web server or an S/MIME mail author) and is used to verify
signatures made by the private key of that entity. For more information, see [RFC3280].

SOAP: A lightweight protocol for exchanging structured information in a decentralized, distributed
environment. SOAP uses XML technologies to define an extensible messaging framework, which
provides a message construct that can be exchanged over a variety of underlying protocols. The
framework has been designed to be independent of any particular programming model and
other implementation-specific semantics. SOAP 1.2 supersedes SOAP 1.1. See [SOAP1.2-
1/2003].

SOAP action: The HTTP request header field used to indicate the intent of the SOAP request,
using a URI value. See [SOAP1.1] section 6.1.1 for more information.

SOAP fault: A container for error and status information within a SOAP message. See [SOAP1.2-
1/2007] section 5.4 for more information.

target group: A named collection of client computers whose members are defined
administratively.

update: The combination of metadata and associated content for a software update. An update is
identified by a GUID.

update server: A computer that implements the Windows Update Services: Server-Server
Protocol or the Windows Server Update Services: Client-Server Protocol to provide updates to
client computers and other update servers.

upstream server (USS): An update server that provides updates to other update servers.

UTF-8: A byte-oriented standard for encoding Unicode characters, defined in the Unicode standard.
Unless specified otherwise, this term refers to the UTF-8 encoding form specified in
[UNICODE5.0.0/2007] section 3.9.

web service: A software system designed to support interoperable machine-to-machine
interaction over a network, using XML-based standards and open transport protocols.

Web Services Description Language (WSDL): An XML format for describing network services
as a set of endpoints that operate on messages that contain either document-oriented or
procedure-oriented information. The operations and messages are described abstractly and are
bound to a concrete network protocol and message format in order to define an endpoint.
Related concrete endpoints are combined into abstract endpoints, which describe a network
service. WSDL is extensible, which allows the description of endpoints and their messages
regardless of the message formats or network protocols that are used.

Windows Update Agent (WUA): A component originally introduced in the Windows 2000 Server
operating system Service Pack 3 (SP3) operating system that enables a computer to operate as
a client of an update server.

WSDL message: An abstract, typed definition of the data that is communicated during a WSDL
operation [WSDL]. Also, an element that describes the data being exchanged between web
service providers and clients.

WSDL operation: A single action or function of a web service. The execution of a WSDL operation
typically requires the exchange of messages between the service requestor and the service
provider.

X.509: An ITU-T standard for public key infrastructure subsequently adapted by the IETF, as
specified in [RFC3280].
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MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [REC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[ISO/IEC-9075-2-2008] ISO/IEC, "Information technology - Database Languages - SQL - Part 2:
Foundation (SQL/Foundation)", INCITS/ISO/IEC 9075-2-2008, January 2009,
http://webstore.ansi.org/RecordDetail.aspx?sku=INCITS%2fISO%2fIEC+9075-2-2008

Note There is a charge to download the specification.

[MS-LCID] Microsoft Corporation, "Windows Language Code Identifier (LCID) Reference".

[MS-WSUSSS] Microsoft Corporation, "Windows Update Services: Server-Server Protocol".

[MS-WUSP] Microsoft Corporation, "Windows Update Services: Client-Server Protocol".

[RFC1766] Alvestrand, H., "Tags for the Identification of Languages", RFC 1766, March 1995,
http://www.ietf.org/rfc/rfc1766.txt

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.rfc-editor.org/rfc/rfc2616.txt

[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.rfc-
editor.org/rfc/rfc2818.txt

[SOAP1.2-1/2003] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 1:
Messaging Framework", W3C Recommendation, June 2003, http://www.w3.0rg/TR/2003/REC-soap12-
part1-20030624

[SOAP1.2-2/2003] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 2:
Adjuncts", W3C Recommendation, June 2003, http://www.w3.0rg/TR/2003/REC-soapl2-part2-
20030624

[WSAWSDL] World Wide Web Consortium, "Web Services Addressing 1.0 - WSDL Binding", May 2006,
http://www.w3.0rg/TR/2006/CR-ws-addr-wsd|-20060529/

[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description
Language (WSDL) 1.1", W3C Note, March 2001, http://www.w3.0rg/TR/2001/NOTE-wsdI-20010315

[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)",
W3C Recommendation, December 2009, http://www.w3.0rg/TR/2009/REC-xml-names-20091208/
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%5bMS-WSUSSS%5d.pdf#Section_f49f0c3ea4264b4bb4019aeb2892815c
%5bMS-WUSP%5d.pdf#Section_b8a2ad1d11c44b64a2cc12771fcb079b
http://go.microsoft.com/fwlink/?LinkId=120475
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[XMLSCHEMA1] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema Part
1: Structures", W3C Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-xmlschema-1-
20010502/

[XMLSCHEMAZ2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes", W3C
Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-xmlschema-2-20010502/

[XMLSCHEMA] World Wide Web Consortium, "XML Schema", September 2005,
http://www.w3.0rg/2001/XMLSchema

1.2.2 Informative References

[MS-WSUSOD] Microsoft Corporation, "Windows Server Update Services Protocols Overview".

[MSDN-CABFF] Microsoft Corporation, "File Cabinet Format",
http://msdnstage.redmond.corp.microsoft.com/en-us/library/jj633113.aspx

[MSDN-CreateUpdateMetadata] Microsoft Corporation, "Creating Update Metadata",
http://msdn.microsoft.com/en-us/library/bb902486(v=vs.85).aspx

[MSDN-TSQL-Ref] Microsoft Corporation, "Transact-SQL Reference", SQL Server 2005 Books Online
(November 2008), http://msdn.microsoft.com/en-us/library/ms189826(SQL.90).aspx

1.3 Protocol Overview (Synopsis)

This specification defines the Windows Server Update Services: Administrative API Remoting Protocol
(WSUSAR), which enables communication between the WSUS management API and a WSUS server to
remotely manage the WSDL operations for WSUS specified in section 3.1.4.

For an overview of the WSUS protocols, see [MS-WSUSOD].

1.4 Relationship to Other Protocols

WSUSAR uses SOAP over HTTP, as described in [RFC2616], and SOAP over HTTPS, as described in
RFC2818], and as shown in the following layering diagram.

Windows Server Update Services: .
Administrative API Remoting Protocol (WSUSAR) This protocol
<
SOAP
HTTP [RFC2616] HTTPS [RFC2818] > Industry standard
TCP [/ IP
y

Figure 1: Relationship to other protocols

Although WSUSAR defines how updates and update metadata are managed and assigned to target
groups, it does not define how those updates and update metadata are added to the update server.
That is specified Windows Update Services Server-Server Protocol [MS-WSUSSS].

WSUSAR also does not specify how computers are discovered. That is defined in Windows Update
Services: Client-Server Protocol [MS-WUSP].
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1.5 Prerequisites/Preconditions
WSUSAR imposes the following requirements on client implementations:

= A client implementation is required to have an implementation-specific way of obtaining the fully
qualified domain name (FQDN) or IP address and the TCP/IP port of the update server.

= This protocol does not require the use of HTTPS. However, when an update server is configured to
require HTTPS, the client implementation is required to have an implementation-specific way of
learning the root X.509 certificate used for verifying the server.

= The protocol requires client authentication, but the actual manner in which the authentication is
performed is implementation specific. The client implementation needs an implementation-specific
way of obtaining the authentication scheme to use, as well as the identity information to be
passed to the update server for authenticating the client.

WSUSAR imposes the following initialization requirements on the protocol server:

= Metadata synchronization for the protocol server is performed as defined in [MS-WSUSSS], and
according to the specific requirements of the implementation.

= Server-to-server synchronization is performed as defined in [MS-WSUSSS], and according to the
specific requirements of the implementation.

= The client computer is registered with the protocol server as defined in [MS-WUSP], and
according to the specific requirements of the implementation.

1.6 Applicability Statement

WSUSAR is applicable in environments where update servers are managed remotely.

1.7 Versioning and Capability Negotiation

None.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assighments

None.
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2 Messages

2.1 Transport

WSUSAR is a client-to-server protocol that consists of a SOAP-based web service.
WSUSAR operates over the following web service transports:

= SOAP over HTTP over TCP/IP [RFC2616

=  SOAP over HTTPS over TCP/IP [RFC2818

2.2 Common Message Syntax

This section contains common definitions used by this protocol. The syntax of the definitions uses the
XML schema as defined in [XMLSCHEMA1] and [XMLSCHEMAZ2], and the Web Services Description
Language (WSDL) as defined in [WSDL].

2.2.1 Namespaces

This specification defines and references various XML namespaces by using the mechanisms specified
in [XMLNS]. Although this specification associates a specific XML namespace prefix for each XML
namespace that is used, the choice of any particular XML namespace prefix is implementation-specific
and not significant for interoperability.

Prefixes and XML namespaces used in this specification are as follows:

Prefix | Namespace URI Reference

ql http://schemas.datacontract.org/2004/07/ n/a

q2 http://www.microsoft.com/SoftwareDistribution/Server/IMonitorable

soapl2 | http://schemas.xmlsoap.org/wsdl/soap12/ [SOAP1.2-1/2003],
[SOAP1.2-2/2003]

tns http://www.microsoft.com/SoftwareDistribution/Server/ApiRemotingWebService | This specification

wsaw http://www.w3.0rg/2006/05/addressing/wsdl WSAWSDL

wsdl http://schemas.xmlsoap.org/wsdl/ WSDL

xsd http://www.w3.0rg/2001/XMLSchema XMLSCHEMA

2.2.2 Messages

This specification does not define any common WSDL message definitions.

2.2.3 Elements

This specification defines the following common XML schema element definitions.
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2.2.3.1 UpdateSearch Element

The UpdateSearch element is the top level node for the update search scope XML fragment that is
used to filter a search query for updates based on a set of criteria. This element MUST be present. It
MUST occur only once.

<UpdateScope
ApprovedStates="[integer]"
FromArrivalDate="[datetime]"
ToArrivalDate="[datetime]"
UpdateTypes="[integer]"
IncludedInstallationStates="[integer]"
ExcludedInstallationStates="[integer]'
TextIncludes="[string]"
TextNotIncludes="[string]"
IsWsusInfrastructureUpdate="[bool]"
Categories="[string]"
Classifications="[string]"
FromCreationDate="[datetime]"
ToCreationDate="[datetime]"
UpdateApprovalActions="[integer]"
ApprovedComputerTargetGroups="[string]"
UpdateTypes="[integer]"
ExcludeOptionalUpdates="[bool]" >
<UpdateApprovalScope>..</UpdateApprovalScope>
</UpdateScope>

2.2.3.1.1 ApprovedStates Attribute

If specified, this attribute contains an integer value representing a bitmask that specifies for which
update approval state to filter the list of updates. The possible values are as follows:

Possible value | Meaning

OxFFFFFFFF Filter for updates with any approval state.

0Ox1 Include updates for which the latest revision has been approved.

0x2 Include updates that have an approval on a revision that is not the latest revision.
0x4 Include updates that have not been approved or declined.

0x8 Include updates that have been declined.

2.2.3.1.2 FromArrivalDate Attribute

This attribute denotes the lower boundary on the date when the latest revision of an update was
synchronized with the update server. If specified, an update is included if it has been synchronized
either at the specified time and date or at a later point in time.

2.2.3.1.3 ToArrivalDate Attribute
This attribute denotes the upper boundary on the date when the latest revision of an update was

synchronized with the update server. If specified, an update is included if it has been synchronized
either at the specified time and date or at an earlier point in time.

2.2.3.1.4 UpdateTypes Attribute 1
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If specified, this attribute contains an integer value representing a bitmask that specifies for which
update types to include in the list of updates. The possible values are as follows:

Possible value | Meaning

Ox1 Include driver updates.

0x2 Include software updates.

0x4 Include application software.

OxFFFFFFFF Include any of the options (0x1, 0x2, 0x4).

2.2.3.1.5 IncludedInstallationStates Attribute

If specified, this attribute contains an integer value representing a bit mask that specifies which
update installation states are to be included in the resulting list of updates. The possible values are as
follows:

Possible

value Meaning

Ox1 Include updates for which UpdateInstallationState is Unknown.

0x2 Include updates for which UpdateInstallationState is NotApplicable.

0x4 Include updates for which UpdateInstallationState is NotInstalled.

0x8 Include updates for which UpdateInstallationState is Downloaded.

0x10 Include updates for which UpdateInstallationState is Installed.

0x20 Include updates for which UpdateInstallationState is Failed.

0x40 Include updates for which UpdateInstallationState is InstalledPendingReboot.

OxFFFFFFFF Include updates for which UpdateInstallationState is any of the options (0x1, 0x2, 0x4, 0x8,
0x10, 0x20, 0x40).

The UpdatelnstallationState enumeration is defined in section 2.2.5.1.

2.2.3.1.6 ExcludedInstallationStates Attribute
If specified, this attribute contains an integer value representing a bitmask that specifies which update

installation states MUST NOT be included in the resulting list of updates. Possible values for this
attribute are defined in section 2.2.3.2.8.

2.2.3.1.7 TextIncludes Attribute

If specified, this attribute represents a search string. An update is included only if its title, description,
KB Article ID, or Security Bulletin ID contains the search string specified by this attribute.

2.2.3.1.8 TextNotIncludes Attribute

If specified, this attribute represents a search string. An update is excluded only if its title, description,
KB Article ID, or Security Bulletin ID contains the search string specified by this attribute.

2.2.3.1.9 IsWsusInfrastructureUpdate Attribute
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If present, this attribute specifies whether or not to filter for mandatory updates. If 0, an update is
included regardless of whether or not it is mandatory. If 1, an update is included only if the update is
mandatory.

2.2.3.1.10 Categories Attribute

If present, this attribute specifies a list of category GUID. An update is included only if it is associated
with one of the categories specified. If the attribute is absent, the update can be associated with any
category.

The list of allowable categories is defined as a string of an XML fragment:

'<root><CategoryID>CATEGORY ID</CategoryID>...</root>'

Because this is an attribute, the XML fragment has to be escaped, for example:

Categories="g&lt;root&gt; &lt;CategoryID&gt; CATEGORY ID&lt;/CategoryID&gt;&lt;/roots&gt;"

2.2.3.1.11 Classifications Attribute

If present, this attribute specifies a list of classification GUIDs. An update is included only if it is
associated with one of the classifications specified. If the attribute is absent, the update can be
associated with any classification. The format of the string is defined in section 2.2.4.12.1.1.

2.2.3.1.12 FromCreationDate Attribute

If present, this attribute denotes the lower boundary on the date when the latest revision of an update
was created. If specified an update is included if it has been created either at the specified time and
date or at a later point in time.

Note that while the arrival date can vary among various downstream update servers, the creation time
is the same on all machines.

2.2.3.1.13 ToCreationDate Attribute

If present, this attribute denotes the upper boundary on the date when the latest revision of an
update was created. If specified, an update is included if it has been created either at the specified
time and date, or at an earlier point in time.

Note that while the arrival date can vary among various downstream update servers, the creation time
is the same on all machines.

2.2.3.1.14 UpdateApprovalActions Attribute

If specified, this attribute contains an integer value representing a bitmask that defines what update
approval actions are to be included in the search. An update MUST be included if it is approved by at
least one target group for at least one of the specified actions. The possible approval actions are as
follows:

Possible value | Meaning

Ox1 Include updates that are approved for installation.

0x2 Include updates that are approved for uninstallation.

45/672

[MS-WSUSAR] - v20160714

Windows Server Update Services: Administrative API Remoting Protocol (WSUSAR)
Copyright © 2016 Microsoft Corporation

Release: July 14, 2016



Possible value | Meaning

OxFFFFFFFF Include updates that are approved for any of the other actions (0x1, 0x2).

2.2.3.1.15 ApprovedComputerTargetGroups Attribute

If present, this attribute specifies a list of target group GUIDs. An update is included only if it is
approved for either installation or uninstallation to at least one of the target groups specified. If the
attribute is absent, the update can be associated with any target group.

The list of allowable target groups is defined as a string of an XML fragment:

'<root><TargetGroupID>GUID</TargetGroupID>...</root>"'

Because this is an attribute, the XML fragment has to be escaped, for example:

ApprovedComputerTargetGroups = "&lt;root&gt; &lt; TargetGroupID &gt;GUIDID&lt;/TargetGroupID
&gt;&lt;/root&gt;"

2.2.3.1.16 UpdateTypes Attribute 2

If specified, this attribute contains an integer value representing a bitmask that describes what update
types are to be included in the search. If the attribute is absent, no filtering is done based on the
update type. The possible bit values are as follows:

Possible value | Meaning

0Ox1 Include updates that were published by Microsoft.

0x2 Include updates that were published by a source other than Microsoft.
OxFFFFFFFF Include updates that were published by any of the other sources (0x1, 0x2).

2.2.3.1.17 ExcludeOptionalUpdates Attribute

If present, this attribute contains a Boolean value that indicates whether or not to exclude updates
which have an optional approval for any revision to any target group.

2.2.3.1.18 UpdateApprovalScope Element

The UpdateApprovalScope element defines a list of target groups to which an update has been
approved for installation. If specified, it MUST occur at the most one time.

<UpdateApprovalScope>
<ComputerTargetGroups>...</ComputerTargetGroups>
</UpdatelApprovalScope>

2.2.3.1.18.1 ComputerTargetGroups Element
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The ComputerTargetGroups element specifies a list of target group GUIDs. It MUST occur only once.

<ComputerTargetGroups>
<TargetGroupID>...</TargetGroupID>
</ComputerTargetGroups>

2.2.3.1.18.1.1 TargetGroupID Element

The TargetGroupID element can be specified zero or more times. It contains the GUID of a target
group as text node.

<TargetGroupID>Some GUID</TargetGroupID>

2.2.3.2 ComputerTargetScope Element
The ComputerTargetScope element is the top level node for the computer search scope XML fragment

that is used to search for computers based on a set of criteria. This element MUST be present. It
MUST occur only one time.

<ComputerTargetScope

NameIncludes = "[string]"
RequestedTargetGroupNames = "[string]"
FromLastSyncTime = "[datetime]"
ToLastSyncTime = "[datetime]"
FromLastReportedStatusTime = "[datetime]"
ToLastReportedStatusTime = "[datetime]"
IncludedInstallationStates = "[integer]"
ExcludedInstallationStates = "[integer]"
ComputerTargetGroups = "[string]"
IncludeSubgroups "[bool]"
IncludeDownstreamComputerTargets = "[bool]" />

2.2.3.2.1 Namelncludes Attribute

If this attribute is present, a computer MUST be included in the results of the search, if the specified
string is contained in the FQDN of that computer. If the string is empty or NULL, no filtering MUST be
done based on the computer's FQDN.

2.2.3.2.2 RequestedTargetGroupNames Attribute

If this attribute is present, it specifies a list of target group names. A computer MUST be included in
the results of a search, if that computer has requested to be associated with one of the target groups
specified. If the attributes value is empty or NULL, or the attribute is absent, no filtering MUST be
done based on the computer’s requested target group name.

The list of allowable requested target groups is defined as a string of an XML fragment:

'<root><RequestedTargetGroup Name="Target Group Name" />...</root>'

Because this is an attribute, the XML fragment has to be escaped, for example:
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RequestedTargetGroupNames = "&lt;rooté&gt; &lt;RequestedTargetGroup Name=&quot; Target Group
Nameé&lt; /RequestedTargetGroupé&gt;..&lt; /root&gt; "

Note that this is not filtering based on which target groups the computer belongs to. Rather, it is
filtering based on what target group names the computer has claimed to belong. The names cannot
correspond to any real target group.

2.2.3.2.3 FromLastSyncTime Attribute

If present, this attribute denotes the lower boundary on the date when a client computer last
synchronized with the update server. If specified, a computer is included if it has been synchronized
with the update server either at the specified time and date or at a later point in time.

2.2.3.2.4 TolLastSyncTime Attribute

If present, this attribute denotes the upper boundary on the date when a client computer last
synchronized with the update server. If specified, a computer is included if it has been synchronized
with the update server either at the specified time and date or at an earlier point in time.

2.2.3.2.5 FromLastReportedStatusTime Attribute

If present, this attribute denotes the lower boundary on the date when a client computer last reported
back its status with the update server. If specified, a computer is included if it has been reported the
status with the update server either at the specified time and date or at a later point in time.

2.2.3.2.6 ToLastReportedStatusTime Attribute

If present, this attribute denotes the upper boundary on the date when a client computer last reported
its status with the update server. If specified, a client computer is included if it has reported its status
with the update server either at the specified time and date or at an earlier point in time.

2.2.3.2.7 IncludedInstallationStates Attribute

If present, this attribute contains an integer value representing a bitmask that describes what values
of the UpdatelnstallationState Enumeration (section 2.2.5.1) are to be included in the search. A
computer MUST be included if it has at least one update (out of all of the updates) in at least one of
the specified states. The value can be a combination of any number of the following values.

Possible

value Meaning

Ox1 Include a computer, if the installation status of at least one update is Unknown.

0x2 Include a computer, if the installation status of at least one update is NotApplicable.

0x4 Include a computer, if the installation status of at least one update is NotInstalled.

0x8 Include a computer, if the installation status of at least one update is Downloaded.

0x10 Include a computer, if the installation status of at least one update is Installed.

0x20 Include a computer, if the installation status of at least one update is Failed.

0x40 Include a computer, if the installation status of at least one update is InstalledPendingReboot.

OXFFFFFFFF Include a computer, if the installation status of associated updates is any of the other options
(0x1, 0x2, 0x4, 0x8, 0x10, 0x20, 0x40).

48/ 672

[MS-WSUSAR] - v20160714

Windows Server Update Services: Administrative API Remoting Protocol (WSUSAR)
Copyright © 2016 Microsoft Corporation

Release: July 14, 2016



The UpdatelnstallationState enumeration is defined in section 2.2.5.1.

2.2.3.2.8 ExcludedInstallationStates Attribute

If specified, this attribute contains an integer value representing a bitmask that identifies which values
of the UpdatelnstallationState Enumeration (section 2.2.5.1) MUST NOT be included in the search.
Possible values for the attribute are defined in section 2.2.3.2.7 with one exception: the bitmask
0x00000000 MUST be used to denote that computers can have any state.

2.2.3.2.9 ComputerTargetGroups Attribute

If present, this attribute specifies a list of target group GUIDs. If the IncludeSubgroups

attribute (section 2.2.3.2.10) is set to FALSE, a computer is included only if it is a direct (explicit)
member of at least one of these groups. If the IncludeSubgroups attribute is set to TRUE, then a

computer is included if it is a direct or indirect member of one of these groups. If the attribute is

absent or empty, no filtering MUST be done based on target groups.

The list of allowable target groups is defined as a string of an XML fragment.

'<root><TargetGroupID>GUID</TargetGroupID>...</root>"

Because this is an attribute, the XML fragment has to be escaped, for example:

ComputerTargetGroups = "&lt;root&gt; &lt;TargetGroupID &gt;GUIDID&1t;/TargetGroupID
&gt;&lt;/root&gt;"

2.2.3.2.10 IncludeSubgroups Attribute

If present, this attribute specifies whether or not to consider target subgroups when filtering for
computers that are associated with a specific group. If this attribute is absent, the protocol server
MUST only return computers that are assigned to one of the target groups specified in the
ComputerTargetGroups attribute (section 2.2.3.2.9).

2.2.3.2.11 IncludeDownstreamComputerTargets Attribute

If present, this attribute specifies whether or not to include computers rolled up from downstream
servers. If the value is set to FALSE, only computers that synchronize directly with this update server
are included. If the value is set to TRUE, then all computers are included.

2.2.4 Complex Types

The following table summarizes the common XML schema complex type definitions that are defined by
this specification.

Complex type Description
ArrayOfAnyType Defines an array in which each item can have a different type.
ArrayOfArrayOfGenericReadableRow Defines an array of arrays of type

GenericReadableRow (section 2.2.4.12).

ArrayOfGenericReadableRow Defines an array of type GenericReadableRow (section 2.2.4.12).

ArrayOfGuid Defines an array of GUIDs.
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Complex type

Description

ArrayOfInt

Defines an array of integers.

ArrayOfString

Defines an array of strings.

AutomaticUpdateApprovalRuleTableRow

Defines a row of AutomaticUpdateApprovalRuleTableRow Complex
Type (section 2.2.4.7).

CompleteAutomaticUpdateApprovalRule

Defines a row of CompleteAutomaticUpdateApprovalRule Complex
Type (section 2.2.4.8).

CompleteUpdates

Defines a CompleteUpdates Complex Type (section 2.2.4.9).

ConfigurationTableRow

Defines a row of ConfigurationTableRow Complex
Type (section 2.2.4.10).

EmailNotificationConfigurationRow

Defines a row of EmailNotificationConfigurationRow Complex
Type (section 2.2.4.11).

GenericReadableRow

Contains exactly one instance of type ArrayOfAnyType (section 2.2.4.1)
and therefore semantically implements the same type as
ArrayOfAnyType.

ServerSyncLanguageData

Defines a ServerSynclLanguageData Complex Type (section 2.2.4.13).

SubscriptionTableRow

Defines a row of SubscriptionTableRow Complex
Type (section 2.2.4.14).

UpdateRevisionId

Describes a particular update revision.

2.2.4.1 ArrayOfAnyType

Defines an array in which each item can have a different type.

<xsd:complexType name="ArrayOfAnyType">

<xsd:sequence>

<xsd:element minOccurs="0" maxOccurs="unbounded" name="anyType" nillable="true"/>

</xsd:sequence>
</xsd:complexType>

anyType: This element contains data of arbitrary type. The actual content depends on the context of
the WSDL operation that is using this type. For more information, see
GenericReadableRow (section 2.2.4.12).

2.2.4.2 ArrayOfArrayOfGenericReadableRow

Defines an array of arrays of type GenericReadableRow (section 2.2.4.12).

<xsd:complexType name="ArrayOfArrayOfGenericReadableRow">

<xsd:sequence>

<xsd:element minOccurs="0" maxOccurs="unbounded" name="ArrayOfGenericReadableRow"
nillable="true" type="tns:ArrayOfGenericReadableRow"/>

</xsd:sequence>
</xsd:complexType>

[MS-WSUSAR] - v20160714
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ArrayOfGenericReadableRow: This element denotes one particular item in the array of
ArrayOfGenericReadableRow (section 2.2.4.3) items.

2.2.4.2.1 Instances of ArrayOfArrayOfGenericReadableRow

2.2.4.2.1.1 ClientComputerCollection

ClientComputerCollection is an instance of an ArrayOfArrayOfGenericReadableRow (section 2.2.4.2)
that represents information about an arbitrary number of client computers that are recognized by the
update server. An instance of this type contains the following information.

Index | Field name Type Description

0 Computers ComputerTargetCollection | Contains information about the client computers
that are part of the collection. This field MUST
NOT be empty.

1 RequestedTargetGroups | RequestedTargetGroup Denotes the target groups requested by the
Relationship client computers specified in the Computers field.
This field can be empty.
2 AssignedTargetGroups AssignedTargetGroup Denotes the target groups to which the client
Relationship computers specified in the Computers field have

been assigned.

2.2.4.3 ArrayOfGenericReadableRow

Defines an array of type GenericReadableRow (section 2.2.4.12).

<xsd:complexType name="ArrayOfGenericReadableRow">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="unbounded" name="GenericReadableRow"
nillable="true" type="tns:GenericReadableRow"/>
</xsd:sequence>
</xsd:complexType>

GenericReadableRow: This element contains a particular item in the array of GenericReadableRow
items. Instances of this type are defined in section 2.2.4.3.1.

2.2.4.3.1 Instances of ArrayOfGenericReadableRow

2.2.4.3.1.1 UpdatelnstallationInformationCollection

UpdatelnstallationInformationCollection is an instance of

ArrayOfGenericReadableRow (section 2.2.4.3) that represents a list of
UpdatelnstallationInformation (section 2.2.4.12.1.3) items. The instance is used to retrieve
information about the installation status for an arbitrary number of updates.

2.2.4.3.1.2 ComputerTargetCollection

ComputerTargetCollection is an instance of an ArrayOfGenericReadableRow (section 2.2.4.3) that
represents a number of ComputerTarget (section 2.2.4.12.1.4) entries.

2.2.4.3.1.3 RequestedTargetGroupRelationship
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RequestedTargetGroupRelationship is an instance of an ArrayOfGenericReadableRow (section 2.2.4.3)
that represents an n-to-m relationship that identifies the target groups requested by the client
computers. Each entry in the array of the instance is of type

RequestedTargetGroupEntry (section 2.2.4.12.1.5).

2.2.4.3.1.4 AssignedTargetGroupRelationship

AssignedTargetGroupRelationship is an instance of an ArrayOfGenericReadableRow (section 2.2.4.3)
that represents an n-to-m relationship that specifies the computers (n) associated with target groups
(m). Each entry in the array of the instance is of type

AssignedTargetGroupRelationshipEntry (section 2.2.4.12.1.6).

2.2.4.3.1.5 UpdateApprovalCollection

This complex type is based on the ArrayOfGenericReadableRow (section 2.2.4.3) type. Each
GenericReadableRow item has the following format.

Index | Name Type Description

0 DeploymentTime String Describes the date and time when the approval became effective.
The date is specified in Coordinated Universal Time (UTC). The
format of the string is defined in [MSDN-TSQL-Ref].

1 DeploymentStatus String This value MUST be set to 1, if the approval is active. If the
approval is pending, it MUST be set to 0.

2 ActionId Integer | Contains the deployment action ID to use.

3 GolLiveTime String This field MUST NOT be NULL. It describes when the update will be

available for client computers to apply. The date is specified in UTC.
The format of the string is defined in [MSDN-TSQL-Ref].

4 Deadline String This field MUST NOT be NULL. It describes the time at which that
the specified approval type MUST be completed by client
computers. After this time, client computers will no longer have a
choice about whether to apply the date; AU will automatically
download and apply the update. The format of the string is defined
in [MSDN-TSQL-Ref].

5 AdminName String Contains administrator name in DOMAIN\NAME format.
6 DeploymentGuid Integer | Contains the GUID of the deployment.
7 IsAssigned Boolean | This field MUST be 1, if the approval is available for Windows

Automatic Update. Otherwise, the approval action has to be
performed manually on the targeted client computer.

8 Updateld String This field contains the GUID of the update that has been approved.

9 UpdateRevisionNumber | Integer | This field contains the revision number of the update that has been
approved. This field in combination with the Updateld field
comprises the revision of the update.

10 TargetGroupld String This field contains the GUID of the target group to which this
approval applies.

2.2.4.3.1.6 UpdateFileInfoCollection

This complex type is based on the ArrayOfGenericReadableRow Complex Type (section 2.2.4.3).

Each GenericReadableRow item has the following format.
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Index | Name Type Description

0 Revisionld Integer This entry contains the locally unique identifier for the update revision.
1 FileName String This entry contains the name of the file.
2 Modified Datetime | This entry specifies the date and time when the file information was last

modified in Datetime format.

3 HostedOnMU | Boolean This entry specifies whether the update is hosted on Microsoft Update
(MU).

4 Size String This entry contains the total size of the update in bytes.

5 FileSize Integer This entry MUST be present. It contains the total size of the file in bytes.

6 PatchingType | Integer This entry MUST be present. It contains an enumeration value that specifies

the type of the associated file. For the list of possible values, see the
description of the PatchingType in section 3.1.4.96.3.2.

7 IsEula Boolean This entry MUST be present. If set, it indicates that the associated file
contains End User License Agreement (EULA).

2.2.4.3.1.7 UpdateMetadataCollection

This complex type is based on the ArrayOfGenericReadableRow (section 2.2.4.3). Each
GenericReadableRow item has the following format.

Index | Name Type Description

0 UpdatelD Integer | This entry contains the GUID of the update.

1 RevisionNumber | Integer | This entry contains the revision number of the update revision.

2 RevisionID Integer | This entry contains the locally unique Id of the update revision.

3 XML String This entry contains the metadata for the latest revision of this update.

4 XML String If the XML entry is not set, this entry MUST be set. It contains the

Compressed compressed XML metadata for the update. The metadata is compressed

using in-memory CAB files as defined in [MSDN-CABFF]. The binary data is
encoded as a Base64 string.

5 LocalUpdateld Integer | This entry MUST NOT be NULL. It contains the revision Id for the matching
category or classification.

2.2.4.3.1.8 MinimalUpdatePropertiesCollection

This complex type is based on the ArrayOfGenericReadableRow Complex Type (section 2.2.4.3). Each
GenericReadableRow item in the array is of type MinimalUpdateProperties (section 2.2.4.12.1.7).

2.2.4.4 ArrayOfGuid

An array of globally unique identifiers (GUIDs) used in messages within this protocol.

<xsd:complexType name="ArrayOfGuid">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="unbounded" name="guid" nillable="true"
type="xsd:string"/>
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</xsd:sequence>
</xsd:complexType>

guid: A GUID of an object or entity within the protocol. For example, each update has a unique ID
that is a GUID.

2.2.4.5 ArrayOfint

An array of integers used in messages within the protocol.

<xsd:complexType name="ArrayOfInt">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="unbounded" name="int" type="xsd:int"/>
</xsd:sequence>
</xsd:complexType>

int: This field MUST be present. It contains an arbitrary integer value.

2.2.4.6 ArrayOfString

An array of strings used in messages within this protocol.

<xsd:complexType name="ArrayOfString">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="unbounded" name="string" nillable="true"
type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>

string: A string is a sequential collection of Unicode characters that represents text. A String object is
a sequential collection of System.Char objects that represents a string.

2.2.4.7 AutomaticUpdateApprovalRuleTableRow

This complex type specifies the metadata for an automatic approval rule. An automatic approval rule
can be used to automatically assign updates to a set of target groups. Information specified in this
complex type is complemented by information from the CompleteAutomaticUpdateApprovalRule
Complex Type (section 2.2.4.8) to comprise the actual rule.

<xsd:complexType name="AutomaticUpdateApprovalRuleTableRow">

<xsd:sequence>

<xsd:element minOccurs="1" maxOccurs="1" name="Id" type="xsd:int"/>

<xsd:element minOccurs="1" maxOccurs="1" name="Enabled" type="xsd:boolean"/>
<xsd:element minOccurs="1" maxOccurs="1" name="Action" type="xsd:int"/>

<xsd:element minOccurs="0" maxOccurs="1" name="Name" nillable="true" type="xsd:string"/>
<xsd:element minOccurs="1" maxOccurs="1" name="DateOffset" nillable="true"

type="xsd:short"/>
<xsd:element minOccurs="1"
type="xsd:short"/>
</xsd:sequence>
</xsd:complexType>

maxOccurs="1"

name="MinutesAfterMidnight" nillable="true"
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Id: This field MUST be present. It gets or sets the ID for the rule.

Enabled: This field MUST be present. It specifies whether or not this rule is enabled. If it is set to
TRUE, the update server MUST apply the rule.

Action: This field MUST be present. This field MUST be set to 3, which means that any update
referenced by this rule MUST be installed by update clients.

Name: This field MUST be present. It gets or sets the name of the rule.

DateOffset: This field MUST be present. It specifies the number of days after which an update
referenced by this rule MUST be installed by a client computer. The value specified offsets the
time of arrival of an update at the update server. This value is used in combination with the
MinutesAfterMidnight field to form a deadline to install an update. If this field is set to zero, no
deadline is enforced.

MinutesAfterMidnight: This field MUST be present. It gets or sets the number of minutes after
midnight to set as the deadline for installing an update referenced by this rule. A deadline is only
enforced when the DateOffset field contains a nonzero value.

2.2.4.8 CompleteAutomaticUpdateApprovalRule

This complex type contains information about an instance of an automatic approval rule, which can be
used to automatically install updates that belong to a specified category or classification to a specified
target group.

<xsd:complexType name="CompleteAutomaticUpdateApprovalRule">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="1" name="RuleRow" nillable="true"
type="tns:AutomaticUpdateApprovalRuleTableRow" />
<xsd:element minOccurs="0" maxOccurs="1" name="UpdateClassificationTableRows"
nillable="true" type="tns:ArrayOfGenericReadableRow"/>
<xsd:element minOccurs="0" maxOccurs="1" name="CategoryTableRows" nillable="true"
type="tns:ArrayOfGenericReadableRow" />
<xsd:element minOccurs="0" maxOccurs="1" name="TargetGroupTableRows" nillable="true"
type="tns:ArrayOfGenericReadableRow" />
</xsd:sequence>
</xsd:complexType>

RuleRow: This field MUST be present. It contains the metadata for the approval rule as specified in
section 2.2.4.7.

UpdatecClassificationTableRows: This field MUST be present. It contains update classification row
information. For more information, see the table in section 2.2.4.12.1.1.

CategoryTableRows: This field MUST be present. It contains the row of category information. For
more information, see the table in section 2.2.4.12.1.1.

TargetGroupTableRows: This field MUST be present. It contains the row for the Target Group
information as shown in the following table.

Data
Index | Name type Description
0 Name String This field MUST NOT be NULL. It contains the name of the target
group.
1 TargetGroupID | Integer This field MUST NOT be NULL. It contains a unique identifier for the
target group.
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Data
Index | Name type Description
2 OrderValue Integer This field MUST be present. The field is reserved and MUST be set to
zero.
3 GroupPriority Integer This field MUST NOT be NULL. The default value is 1.

2.2.4.9 CompleteUpdates

Defines the Complete Update complex type.

<xsd:complexType name="CompleteUpdates">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="1" name="minimalProperties" nillable="true"
type="tns:ArrayOfGenericReadableRow" />
<xsd:element minOccurs="0" maxOccurs="1" name="localizedCategoryTitleRows"
nillable="true" type="tns:ArrayOfGenericReadableRow"/>
<xsd:element minOccurs="0" maxOccurs="1" name="kbArticles" nillable="true"
type="tns:ArrayOfGenericReadableRow" />
<xsd:element minOccurs="0" maxOccurs="1" name="bulletins" nillable="true"
type="tns:ArrayOfGenericReadableRow" />
<xsd:element minOccurs="0" maxOccurs="1" name="infoUrls" nillable="true"
type="tns:ArrayOfGenericReadableRow" />
</xsd:sequence>
</xsd:complexType>

minimalProperties: This field MUST be present. It contains a
MinimalUpdatePropertiesCollection (section 2.2.4.3.1.8).

localizedCategoryTitleRows: This field MUST be present. It contains localized information about the
categories and classifications that this update belongs to. The ArrayOfGenericReadableRow data
type is specified in 2.2.4.3. Each item in that array contains the following items:

Data
Index | Name type Description
0 Revisionld Integer This field MUST be present. It contains the revision ID of this update.
1 CategoryType | String This field MUST be present. It contains the nonlocalized name of the
type of the category. The value is implementation specific.
2 CategoryTitle | String This field MUST be present. It contains the localized name of the
category or classification.

kbArticles: This field MUST be present. It gets or sets the array of KB article numbers.

bulletins: This field MUST be present. Each item in the array is a string representing a Microsoft
Security Bulletin number associated with this update. This field MUST be empty if no bulletin
number is associated with the update.

infoUrls: This field MUST be present. It gets or sets the array of Additional Information URLs.

2.2.4.10 ConfigurationTableRow

The ConfigurationTableRow contains information about the current configuration state of the update
server.
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<xsd:complexType name="ConfigurationTableRow">

<xsd:sequence>
<xsd:element minOccurs="1"
<xsd:element minOccurs="1"
type="xsd:long"/>
<xsd:element minOccurs="1"
type="xsd:long"/>
<xsd:element minOccurs="1"
type="xsd:long"/>
<xsd:element minOccurs="1"
type="xsd:long"/>
<xsd:element minOccurs="1"
type="xsd:long"/>
<xsd:element minOccurs="1"
type="xsd:long"/>
<xsd:element minOccurs="1"
type="xsd:long"/>
<xsd:element minOccurs="1"
type="xsd:long"/>
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:long"/>
<xsd:element
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:long"/>
<xsd:element minOccurs="1"
<xsd:element minOccurs="1"
<xsd:element minOccurs="1"
type="xsd:boolean"/>
<xsd:element minOccurs="1"
type="xsd:boolean"/>
<xsd:element minOccurs="0"
type="xsd:string"/>
<xsd:element minOccurs="1"
type="xsd:string"/>
<xsd:element minOccurs="1"
<xsd:element minOccurs="1"
<xsd:element minOccurs="0"
type="xsd:string"/>
<xsd:element minOccurs="1"
<xsd:element minOccurs="1"
<xsd:element minOccurs="1"
type="xsd:int"/>
<xsd:element minOccurs="1"

minOccurs="1"

minOccurs="1"

minOccurs="1"

minOccurs="1"
minOccurs="1"

minOccurs="1"

minOccurs="1"

maxOccurs="1"
maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"
maxOccurs="1"

maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

name="maxDeltaSyncPeriod" type="xsd:int"/>
name="anonymousCookieExpirationTime"

name="simpleTargetingCookieExpirationTime"
name="maximumServerCookieExpirationTime"
name="dssTargetingCookieExpirationTime"
name="subscriptionFailureWaitBetweenRetriesTime"
name="dispatchManagerPollingInterval"
name="stateMachineTransitionErrorCaptureLength"
name="eventLogFloodProtectTime"
name="autoPurgeClientEventAgeThreshold"
name="autoPurgeServerEventAgeThreshold"
name="bitsHealthScanningInterval"

name="autoPurgeDetectionPeriod" type="xsd:int"/>
name="revisionDeletionTimeThreshold"

name="computerDeletionTimeThreshold"
name="configurationChangeNumber"
name="detectConfigChange" type="xsd:boolean"/>
name="LastConfigChange" type="xsd:dateTime"/>
name="DssAnonymousTargeting"
name="IsRegistrationRequired"
name="ReportingServiceUrl" nillable="true"
name="ServerId" nillable="true"
name="ServerTargeting" type="xsd:boolean"/>
name="SyncToMU" type="xsd:boolean"/>
name="UpstreamServerName" nillable="true"
name="RedirectorChangeNumber" type="xsd:long"/>

name="MaxCoreUpdatesPerRequest" type="xsd:int"/>
name="MaxExtendedUpdatesPerRequest"

name="MaxUpdatesPerRequestInGetUpdateDecryptionData" type="xsd:int"/>
<xsd:element minOccurs="0" maxOccurs="1" name="DownloadRegulationUrl" nillable="true"

type="xsd:string"/>
<xsd:element minOccurs="0"

maxOccurs="1"

nillable="true" type="xsd:string"/>

<xsd:element minOccurs="1"
<xsd:element minOccurs="0"
type="xsd:string"/>
<xsd:element minOccurs="1"
type="xsd:boolean"/>
<xsd:element minOccurs="1"
type="xsd:int"/>
<xsd:element minOccurs="1"
<xsd:element minOccurs="0"
type="xsd:string"/>
<xsd:element minOccurs="1"
<xsd:element minOccurs="1"
type="xsd:boolean"/>

maxOccurs="1"
maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"
maxOccurs="1"

maxOccurs="1"
maxOccurs="1"

name="DownloadRegulationWebServiceUrl"

name="LoadOdfLocally" type="xsd:boolean"/>
name="0dfFilePath" nillable="true"

name="DoServerSyncCompression"
name="MaxNumberOfIdsToRequestDataFromUss"

name="WsusInstallType" type="xsd:int"/>
name="ServerString" nillable="true"

name="AutoDeployMandatory" type="xsd:boolean"/>
name="UseClientIPHttpHeader"
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<xsd:element minOccurs="0"
type="xsd:string"/>

<xsd:element minOccurs="1"
<xsd:element minOccurs="0"
<xsd:element minOccurs="1"
<xsd:element minOccurs="1"
<xsd:element minOccurs="1"
<xsd:element minOccurs="0"

type="xsd:string"/>
<xsd:element minOccurs="1"
<xsd:element minOccurs="1"
type="xsd:boolean"/>
<xsd:element minOccurs="0"
type="xsd:string"/>
<xsd:element minOccurs="1"
<xsd:element minOccurs="1"
<xsd:element minOccurs="0"
type="xsd:string"/>
<xsd:element minOccurs="0"
type="xsd:string"/>
<xsd:element minOccurs="1"
type="xsd:boolean"/>
<xsd:element minOccurs="1"
type="xsd:boolean"/>
<xsd:element minOccurs="1"
type="xsd:boolean"/>
<xsd:element minOccurs="1"
<xsd:element minOccurs="0"
type="xsd:string"/>
<xsd:element minOccurs="1"
<xsd:element minOccurs="1"
type="xsd:boolean"/>
<xsd:element minOccurs="0"
type="xsd:string"/>
<xsd:element minOccurs="1"
type="xsd:boolean"/>
<xsd:element minOccurs="1"
type="xsd:boolean"/>
<xsd:element minOccurs="1"
type="xsd:boolean"/>
<xsd:element minOccurs="1"
type="xsd:int"/>
<xsd:element minOccurs="1"
type="xsd:boolean"/>
<xsd:element minOccurs="0"
type="xsd:base64Binary"/>
<xsd:element minOccurs="1"
type="xsd:int"/>
<xsd:element minOccurs="0"
type="xsd:string"/>
<xsd:element minOccurs="1"
type="xsd:int"/>
<xsd:element
<xsd:element
<xsd:element
<xsd:element
type="xsd:int"/>
<xsd:element

minOccurs="1"
minOccurs="1"
minOccurs="1"
minOccurs="1"

minOccurs="1"
<xsd:element minOccurs="1"
<xsd:element minOccurs="1"
type="xsd:boolean"/>
<xsd:element minOccurs="1"
type="xsd:boolean"/>
<xsd:element minOccurs="1"
<xsd:element minOccurs="1"
type="xsd:boolean"/>
<xsd:element minOccurs="1"
<xsd:element minOccurs="1"
type="xsd:string"/>

maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"

maxOccurs="1"
maxOccurs="1"

maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"

maxOccurs="1"

maxOccurs="1"
maxOccurs="1"

maxOccurs="1"
maxOccurs="1"

maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"

maxOccurs="1"

maxOccurs="1"
maxOccurs="1"

maxOccurs="1"
maxOccurs="1"

name="ClientIPHttpHeader" nillable="true"
name="OobeInitialized" type="xsd:boolean"/>
name="MUUrl" nillable="true" type="xsd:string"/>
name="ServerPortNumber" type="xsd:int"/>
name="UpstreamServerUseSsl" type="xsd:boolean"/>
name="UseProxy" type="xsd:boolean"/>
name="ProxyName" nillable="true"

name="ProxyServerPort" type="xsd:int"/>
name="UseSeparateProxyForSsl1l"

name="SslProxyName" nillable="true"
name="SslProxyServerPort" type="xsd:int"/>
name="AnonymousProxyAccess" type="xsd:boolean"/>
name="ProxyUserName" nillable="true"
name="ProxyUserDomain" nillable="true"
name="AllowProxyCredentialsOverNonSsl"
name="ServerSupportsAllLanguages"

name="ServerSupportsAllAvailableLanguages"

name="HostOnMu" type="xsd:boolean"/>
name="LocalContentCacheLocation” nillable="true"

name="LazySync" type="xsd:boolean"/>
name="DownloadExpressPackages"

name="ImportLocalPath" nillable="true"
name="AutoRefreshDeployments"
name="AutoRefreshDeploymentsDeclineExpired"
name="StateMachineTransitionLoggingEnabled"
name="MaxSimultaneousFileDownloads"
name="BitsDownloadPriorityForeground"
name="EncryptionKey" nillable="true"
name="SubscriptionFailureNumberOfRetries"
name="StatsDotNetWebServiceUri" nillable="true"
name="StatsDotNetMaximumBatchSize"
name="QueueFlushTimeInMS" type="xsd:int"/>
name="QueueFlushCount" type="xsd:int"/>
name="QueueRejectCount" type="xsd:int"/>
name="DispatchMaximumSimultaneousHandlerCalls"
name="SleepTimeAfterErrorInMS" type="xsd:int"/>
name="UseCookieValidation" type="xsd:boolean"/>
name="DoReportingDataValidation"

name="DoReportingSummarization"

name="ClientReportingLevel" type="xsd:int"/>
name="CollectClientInventory"

name="DoDetailedRollup" type="xsd:boolean"/>
name="RollupResetGuid" nillable="true"
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<xsd:element
<xsd:element
<xsd:element

minOccurs="1"
minOccurs="1"
minOccurs="1"

type="xsd:boolean"/>

<xsd:element
<xsd:element

minOccurs="1"
minOccurs="1"

type="xsd:boolean"/>

<xsd:element
<xsd:element
type="xsd:int"/>
<xsd:element
<xsd:element
<xsd:element
<xsd:element
type="xsd:int"/>
<xsd:element

minOccurs="1"
minOccurs="1"

minOccurs="1"
minOccurs="1"
minOccurs="1"
minOccurs="1"

minOccurs="1"

maxOccurs="1"
maxOccurs="1"
maxOccurs="1"

maxOccurs="1"
maxOccurs="1"

maxOccurs="1"
maxOccurs="1"

maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"

maxOccurs="1"

name="MURollupOptin" type="xsd:boolean"/>
name="DssRollupChunkSize" type="xsd:int"/>
name="DisableSyncPrinterCatalog"

name="DisableSyncDrivers" type="xsd:boolean"/>

name="DisableNonCriticalDrivers"

name="MaxXmlPerRequest" type="xsd:int"/>
name="MaxXmlPerRequestInServerSync"

name="DeploymentChangeDeferral" type="xsd:int"/>

name="MaxTargetComputers" type="xsd:int"/>
name="MaxEventInstances" type="xsd:int"/>
name="MaxConcurrentDatabaseCalls"

name="CategoryScanRequestTrackingReportingInterval" type="xsd:int"/>

<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:int"/>
<xsd:element
<xsd:element

minOccurs="1"

minOccurs="1"

minOccurs="1"
minOccurs="1"

type="xsd:boolean"/>

<xsd:element
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:int"/>
<xsd:element
<xsd:element
type="xsd:int"/>
<xsd:element
type="xsd:int"/>
<xsd:element
<xsd:element
<xsd:element
<xsd:element

minOccurs="1"
minOccurs="1"

minOccurs="1"

minOccurs="1"

minOccurs="1"

minOccurs="1"

minOccurs="1"

minOccurs="1"

minOccurs="1"

minOccurs="1"

minOccurs="1"

minOccurs="1"

minOccurs="1"

minOccurs="1"

minOccurs="1"
minOccurs="1"

minOccurs="1"

minOccurs="1"
minOccurs="1"
minOccurs="1"
minOccurs="1"

type="xsd:unsignedInt"/>

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"
maxOccurs="1"

maxOccurs="1"
maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"

maxOccurs="1"
maxOccurs="1"

maxOccurs="1"

maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"

name="CategoryScanRequestTrackingMaxEntries"
name="RevisionDeletionSizeThreshold"

name="ReplicaMode" type="xsd:boolean"/>
name="UssSupportsAllLanguages"

name="GetContentFromMU" type="xsd:boolean"/>
name="LocalPublishingMaxCabSize"

name="HmDetectIntervalInSeconds"
name="HmRefreshIntervalInSeconds"
name="HmCoreDiskSpaceGreenMegabytes"
name="HmCoreDiskSpaceRedMegabytes"
name="HmCoreCatalogSyncIntervalInDays"
name="HmClientsInstallUpdatesGreenPercent"
name="HmClientsInstallUpdatesRedPercent"
name="HmClientsInventoryGreenPercent"
name="HmClientsInventoryRedPercent"
name="HmClientsInventoryScanDiffInHours"
name="HmClientsSilentGreenPercent"
name="HmClientsSilentRedPercent"

name="HmClientsSilentDays" type="xsd:int"/>
name="HmClientsTooManyGreenPercent"

name="HmClientsTooManyRedPercent"

name="HmCoreFlags" type="xsd:unsignedInt"/>

name="HmClientsFlags" type="xsd:unsignedInt"/>
name="HmDatabaseFlags" type="xsd:unsignedInt"/>

name="HmWebServicesFlags"

</xsd:sequence>
</xsd:complexType>

All of the following fields MUST be present.
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maxDeltaSyncPeriod: It specifies the maximum period between server to server synchronizations.

anonymousCookieExpirationTime: It specifies the period of time before an Anonymous cookie
expires.

simpleTargetingCookieExpirationTime: It specifies the period of time before a simple targeting
cookie expires.

maximumsServerCookieExpirationTime: It specifies the maximum allowable period of time before a
server cookie expires.

dssTargetingCookieExpirationTime: It specifies the maximum allowable period of time before a
Dss targeting cookie expires.

subscriptionFailureWaitBetweenRetriesTime: It specifies the nhumber of retries to attempt on a
failed server to server synchronization.

dispatchManagerPollingInterval: This field MUST be present. It specifies the time interval in
seconds for the update server to check event changes in the database.

stateMachineTransitionErrorCaptureLength: This field is implementation-specific.<1>

eventLogFloodProtectTime: It gets or sets the time period that SHOULD elapse before an error is
written a subsequent time into the NT Event Log.

autoPurgeClientEventAgeThreshold: It gets or sets the amount of time that client events are
retained before being removed from the database.

autoPurgeServerEventAgeThreshold: It gets or sets the amount of time that server events are
retained before being removed from the database.

bitsHealthScanningInterval: It specifies the time interval in milliseconds between the health
monitoring system to check the state of the update server.

autoPurgeDetectionPeriod: It gets or sets the period of time between scans for events to purge on
the server.

revisionDeletionTimeThreshold: This field specifies the amount of time in days after which a
superseded update revision can be removed from the update server.

computerDeletionTimeThreshold: It specifies the amount of time that has elapsed since the last
time the computer was synchronized from the server before it can be deleted using the cleanup
wizard.

configurationChangeNumber: This field contain a number that represents a logical version of the
configuration contained in an instance of this complex type.

detectConfigChange: If set to TRUE, the update server MUST reject an update to the configuration
when the configurationChangeNumber field does not match the version at the update server.

LastConfigChange: It specifies the last time that the configuration information was changed.

DssAnonymousTargeting: If set to TRUE, the update server MUST synchronize the update with any
downstream server. If set to FALSE, the update server MUST only allow authenticated servers to
synchronize updates with the update server.

IsRegistrationRequired: It specifies whether client computers MUST send registration information
about their computer to the update server. If set to FALSE, no registration information is
necessary.

ReportingServiceUrl: It specifies the URL of the reporting web service. It MUST be an HTTPS URL.
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ServerlId: It specifies the Id of the server.
ServerTargeting: It specifies if targeting is in client (FALSE) or server (TRUE) mode.

SyncToMU: It specifies if synchronization is being performed to the MU (TRUE) or an upstream server
(FALSE).

UpstreamServerName: It specifies the name of the upstream server.

RedirectorChangeNumber: It specifies the redirector change number, which is an opaque number
that is used to control update server redirection.

MaxCoreUpdatesPerRequest: This field defines the maximum number of new updates to be
returned when a client computer is synchronizing updates through the Windows Update Services:
Client-Server Protocol [MS-WUSP].

MaxExtendedUpdatesPerRequest: This field defines the maximum number of update revisions the
server MUST return when executing the GetExtendedUpdatelnfo method specified in [MS-WUSP]
section 2.2.2.2.6.

DownloadRegulationUrl: This field is reserved.
DownloadRegulationWebServiceUrl: This field is reserved.
LoadOdfLocally: This field is reserved.

OdfFilePath: This field is reserved.

DoServerSyncCompression: If this field is set to TRUE, the server MUST enable compression when
performing the server-server synchronization protocol specified in [MS-WSUSSS].

MaxNumberOfIidsToRequestDataFromUss: This field specifies the maximum number of updates
that a downstream server will request from its upstream server while performing server-to-server
synchronization as specified in [MS-WSUSSS]. The downstream server MUST NOT request more
updates than the value specified.

WsuslInstallType: This field MUST be set to 0.

ServerString: This field contains a descriptive name of the respective update server
implementation.<2>

AutoDeployMandatory: It gets or sets whether synchronized-down mandatory updates are
automatically deployed. If this field is set to TRUE, mandatory updates MUST be approved
automatically. If set to FALSE, mandatory updates MUST be approved manually.

UseClientIPHttpHeader: This field MUST be set to FALSE.

ClientIPHttpHeader: This field MUST be set to an empty string.
Oobelnitialized: This field is implementation-specific.<3>

MUUTrI: It specifies the default URL to use for MU communications.
ServerPortNumber: It specifies the port number used for server communications.
UpstreamServerUseSsil: It specifies whether the upstream server uses SSL.
UseProxy: It specifies whether the server uses a proxy.

ProxyName: It specifies the name of the proxy.

ProxyServerPort: It specifies the port humber of the proxy.
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UseSeparateProxyForSsl: It specifies whether the server uses a separate proxy for SSL traffic.
SsIProxyName: It specifies the name of the proxy for SSL traffic.
SsIProxyServerPort: It specifies the port number of the proxy for SSL traffic.

AnonymousProxyAccess: It specifies whether the server connects to the proxy anonymously. If set
to TRUE, the update server MUST connect to the proxy server without specifying credentials. If set
to FALSE, the update server MUST authenticate against the proxy server using the credentials
provided by the ProxyUserName and ProxyUserDomain fields.

ProxyUserName: It specifies the user name for the proxy server.
ProxyUserDomain: It specifies the user domain name for the proxy server.

AllowProxyCredentialsOverNonSsil: It specifies whether proxy credentials SHOULD be allowed over
SSL connections that do not support SSL. If set to TRUE, this field specifies that credentials are
sent to the proxy server, even though a nonSSL connection is used.

ServerSupportsAllLanguages: It specifies that the server supports all possible languages. The set
of possible languages is a superset of the available languages at the update source. For example,
an update can be available in some but not all languages.

ServerSupportsAllAvailableLanguages: It specifies that the server supports all available languages
at the update source.

HostOnMu: This field specifies whether updates are stored on the update server. If this field is set to
TRUE, the update server MUST NOT download updates and provide URLs to the original location
for client computers to download updates. If set to FALSE, the update server MUST download
updates and MUST make them available for client computers to download the updates from the
update server. Note that update metadata is always stored on the update server.

LocalContentCachelLocation: This field specifies the file system location, where the update server
stores the binary files associated with updates.

LazySync: This field specifies when updates are downloaded to the updates server. If this field is set
to TRUE, the update server MUST NOT download updates before they have been approved for a
target group. If set to FALSE, the update server MUST download the updates right after the
metadata of these updates is added to the update server, regardless of whether or not any of the
updates are approved.

DownloadExpressPackages: This field specifies whether or not to download updates for which the
PatchingType is set to Express (see section 3.1.4.97.3.2. If set to TRUE, the update server MUST
download these files. If set to FALSE, the server MUST NOT download files of that type.

ImportLocalPath: It specifies the base directory where locally published content is placed to enable
the content synchronization process to retrieve it. The length of the string MUST NOT be longer
than 256 characters.

AutoRefreshDeployments: This field specifies whether or not to update existing update
deployments. If this field is set to TRUE, the update server MUST update deployments that contain
an update for which a new revision is available. Otherwise, the update server MUST NOT update
existing approvals.

Note Updates that require EULA acceptance are exempt from this rule.

AutoRefreshDeploymentsDeclineExpired: This field specifies whether or not an update is
automatically declined. If set to TRUE, the update server MUST decline updates if a new update
revision declares the update to be expired. This setting only applies if the
AutoRefreshDeployments field is set to TRUE.
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StateMachineTransitionLoggingEnabled: This field is reserved.

MaxSimultaneousFileDownloads: This field specifies the maximum number of concurrent update
downloads. The update server MUST NOT simultaneously download more files than specified by
this field.

BitsDownloadPriorityForeground: This field specifies whether or not updates are downloaded with
a higher priority. If this field is set to TRUE, updates are downloaded with a high priority. If set to
FALSE, updates are downloaded with a lower priority.

EncryptionKey: It gets or sets the encryption key.

SubscriptionFailureNumberOfRetries: It specifies the number of retries to attempt on a failed
server to server synchronization.

StatsDotNetWebServiceUri: This field specifies the URI endpoint of the reporting web service.

StatsDotNetMaximumBatchSize: This field specifies the maximum number of reporting events that
are sent to the reporting web service at a single time.

QueueFlushTimeInMS: This field specifies the maximum time period in milliseconds between queue
flushes on the reporting server.

QueueFlushCount: It specifies the maximum queue size before a flush is triggered.

QueueRejectCount: This field specifies the maximum queue size which, when reached, triggers the
web service to begin rejecting incoming reporting requests.

DispatchMaximumSimultaneousHandlerCalls: It gets or sets the maximum number of allowable
simultaneous handler calls.

SleepTimeAfterErrorInMS: It specifies the number of milliseconds that the event queue MUST wait
after an error occurs during processing before trying again.

UseCookieValidation: This field is reserved.

DoReportingDataValidation: If set to TRUE, this field defines that the server MUST validate any
reporting data that is sent by a client. If set to FALSE, the server SHOULD NOT validate reporting
events.

DoReportingSummarization: It gets or sets whether the server MUST perform summarization
reporting.

ClientReportinglLevel: It gets or sets the events that the client MUST report to the server.
CollectClientInventory: It determines whether clients MUST report inventory data.

DoDetailedRollup: It determines whether DSS MUST rollup detailed computer and update status
information.

RollupResetGuid: This field specifies the GUID that is used when the update server performs a
server rollup to the reporting service. The GUID is reset each time the rollup is reported.

MURollupOptin: It enables roll up of server summary information and client update activity to MU.

DssRollupChunkSize: It specifies the amount of data that is rolled up in a single web service call.
The size of the rollup data is computed by adding 100 for each server, 5 for each client OS
configuration, and 1 for each update. The value MUST be between 1 and 10,000.

DisableSyncPrinterCatalog: If this flag is set to TRUE, the update server MUST NOT synchronize
updates from the printer catalog.
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DisableSyncDrivers: If this flag is set to TRUE, the update server MUST NOT synchronize updates for
drivers as part of the synchronization process.

DisableNonCriticalDrivers: It specifies whether the synchronization of updates for drivers MUST
only return critical drivers.

MaxXmlPerRequest: Specifies the maximum value (in bytes) that can be returned for XML data.<4>

MaxXmlPerRequestInServerSync: Specifies the maximum value (in bytes) that can be returned for
XML data.<5>

DeploymentChangeDeferral: It specifies the deferral value in seconds when a deployment change
event happens.

MaxTargetComputers: It specifies the maximum number of target computers that can be registered.

MaxEventInstances: It specifies the maximum number of event instances to save. If the limit is
exceeded, the server deletes events to make room for new events.

MaxConcurrentDatabasecCalls: It specifies the maximum number of database calls allowed at a
single time.

CategoryScanRequestTrackingReportingInterval: It specifies the time interval in milliseconds for
the client web service to flush accumulated results for category scan requests. When the value is
less than one minute, request tracking MUST be disabled. The default value is one hour.

CategoryScanRequestTrackingMaxEntries: It specifies the maximum number of category scan
request types to track. The default value is 1,000.

RevisionDeletionSizeThreshold: This field is implementation-specific.<6>
ReplicaMode: It gets or sets whether the server is in replica mode.
UssSupportsAllLanguages: It gets or sets whether USS supports all languages.

GetContentFromMU: It gets or sets whether update binaries are downloaded from MU or from the
upstream server.

LocalPublishingMaxCabSize: It specifies the maximum cab size that Local Publishing will create.
HmbDetectIntervalInSeconds: It specifies the frequency of the detect cycle in health monitoring.
HmRefreshIntervalInSeconds: It specifies the frequency of the refresh cycle in health monitoring.
HmCoreDiskSpaceGreenMegabytes: It specifies the recommended free disk space for content.
HmCoreDiskSpaceRedMegabytes: It specifies the minimum acceptable free disk space for content.

HmCoreCatalogSyncIntervalInDays: It specifies the recommended catalogue synchronization
interval.

HmClientsInstallUpdatesGreenPercent: It specifies the acceptable percentage of clients failing to
install updates.

HmClientsInstallUpdatesRedPercent: It specifies the maximum acceptable percentage of clients
failing to install updates.

HmClientsInventoryGreenPercent: It specifies the acceptable percentage of clients with inventory
problems.

HmClientsInventoryRedPercent: It specifies the maximum acceptable percentage of clients with
inventory problems.
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HmClientsInventoryScanDiffInHours: It specifies the usual maximum interval that clients can wait
between inventory reporting and synchronization.

HmClientsSilentGreenPercent: It specifies the acceptable percentage of clients that are not
communicating with the server.

HmClientsSilentRedPercent: It specifies the maximum acceptable percentage of clients that are not
communicating with the server.

HmClientsSilentDays: It specifies the interval in days that a client is allowed to remain silent before
the administrator MUST be informed.

HmClientsTooManyGreenPercent: This field specifies the acceptable percentage of the total
number of clients connected to the update server.

HmClientsTooManyRedPercent: This field specifies the upper boundary of the acceptable
percentage of the total number of clients. If there are more clients connected, the update server
MUST issue a warning.

HmCoreFlags: It specifies the health monitoring flags for core tests.
HmClientsFlags: It specifies the health monitoring flags for client tests.
HmDatabaseFlags: It specifies the health monitoring flags for database tests.
HmWebServicesFlags: It specifies the health monitoring flags for web services tests.

MaxUpdatesPerRequestInGetUpdateDecryptionData: This field defines the maximum number of
revision IDs that the DSS is allowed to submit in the GetUpdateDecryptionData method as specified
in [MS-WSUSSS] section 3.1.4.18.

2.2.4.11 EmailNotificationConfigurationRow

This complex type contains information about an email notification that is sent to a specified user
using the specified SMTP settings when new updates are available on the update server
(EmailNeedToSendNewSyncNotification field), new status information is available
(EmailNeedToSendStatusNotification field), or both.

<xsd: name="EmailNotificationConfigurationRow">
<xsd:sequence>

<xsd:element minOccurs="1" maxOccurs="1" name="statusNotificationTimeOfDay"
type="xsd:long"/>

<xsd:element minOccurs="1" maxOccurs="1" name="EmailNeedToSendNewSyncNotification"
type="xsd:boolean"/>

<xsd:element minOccurs="1" maxOccurs="1" name="EmailNeedToSendStatusNotification"
type="xsd:boolean"/>

<xsd:element minOccurs="1" maxOccurs="1" name="StatusNotification" nillable="true"
type="tns:EmailStatusNotificationFrequency"/>

<xsd:element minOccurs="1" maxOccurs="1" name="SmtpServerRequireAuthentication"
type="xsd:boolean"/>

<xsd:element minOccurs="0" maxOccurs="1" name="SmtpHostName" nillable="true"
type="xsd:string"/>

<xsd:element minOccurs="1" maxOccurs="1" name="SmtpPort" type="xsd:int"/>

<xsd:element minOccurs="0" maxOccurs="1" name="SmtpUserName" nillable="true"
type="xsd:string"/>

<xsd:element minOccurs="0" maxOccurs="1" name="SmtpUserDisplayName" nillable="true"
type="xsd:string"/>

<xsd:element minOccurs="0" maxOccurs="1" name="SmtpUserMailAddress" nillable="true"
type="xsd:string"/>

<xsd:element minOccurs="0" maxOccurs="1" name="EmailLanguage" nillable="true"
type="xsd:string"/>

<xsd:element minOccurs="1" maxOccurs="1" name="LastModifiedTime" type="xsd:dateTime"/>
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<xsd:element minOccurs="0" maxOccurs="1" name="LastModifiedBy" nillable="true"
type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>

statusNotificationTimeOfDay: This field gets or sets the time of the day to send the email
notification.

EmailNeedToSendNewSyncNotification: If set to TRUE, the update server MUST send an email
notification about new updates after each synchronization.

EmailNeedToSendStatusNotification: If this field is set to TRUE, the update server MUST
periodically send email notification with a summary status about the synchronization process.

StatusNotification: This field specifies the update server's EmailNotificationType (section 2.2.5.6).

SmtpServerRequireAuthentication: This field gets or sets whether the email server requries
authentication. If set to TRUE, the SMTP server requires authentication.

SmtpHostName: This field gets or sets the email SMTP server name.

SmtpPort: This field gets or sets the email SMTP port number.

SmtpUserName: This field gets or sets the account name of the sender of the email.
SmtpUserDisplayName: This field gets or sets the display name.

SmtpUserMailAddress: This field gets or sets the email address of the sender of the email.
EmailLanguage: This field gets or sets the language setting for the email.

LastModifiedTime: This field gets or sets the last time the email configuration settings were updated.

LastModifiedBy: This field gets or sets the name of the user name that last modified the email
notification configuration.

2.2.4.12 GenericReadableRow

A complex type that defines an array of arbitrary length, where each item can have a different type.

<xsd:complexType name="GenericReadableRow">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="1" name="Values" nillable="true"
type="tns:ArrayOfAnyType"/>
</xsd:sequence>
</xsd:complexType>

Values: Contains different values and value types that are used to initialize a new
GenericReadableRow. Instances of this array are defined in the following sections.

2.2.4.12.1 Instances of GenericReadableRow

2.2.4.12.1.1 UpdateCategoryProperties / UpdateClassificationProperties

UpdateCategoryProperties and UpdateClassificationProperties are instances of
GenericReadableRow (section 2.2.4.12) that contain properties of an update category or classification,
respectively. The entries in these arrays SHOULD be interpreted as follows:
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Data

Index | Name type Description

0 LocalUpdateld Integer MUST NOT be NULL. This is the revision ID for the matched
category or classification.

1 UpdatelD GUID MUST NOT be NULL. This is the GUID for the category or
classification.

2 CategoryType String MUST NOT be NULL. For update classifications, the CategoryType
MUST be "UpdateClassification".

3 ProhibitsSubcategories | Bool MUST NOT be NULL. Denotes whether or not this category can
have subcategories. For classifications, this value MUST be set to
1.

4 ProhibitsUpdates Bool MUST NOT be NULL. Denotes whether or not a category contains

updates. A value of 1 means that the category can only have
other categories as child elements.

5 CategoryIndex Integer MUST NOT be NULL. Contains the local key identifier in the
database of the category or classification.

6 DisplayOrder Integer Provides a recommended order for displaying multiple categories.
This value can be NULL.

7 Title String MUST NOT be NULL. Contains the title of the category in the
preferred language, if available. Otherwise, it contains the title of
the category in the default language, English.

8 Description String Can be NULL. Contains a description of the category or
classification, if available. If the description is not available in the
requested preferred language, the default language is used.

9 ReleaseNotes String Can be NULL. Contains release notes for the category or
classification. Release notes are returned in the preferred
language, if available. Otherwise, the default language is used.

10 ArrivalDate DateTime | MUST NOT be NULL. Denotes the date and time when the first
revision of the category or classification was synchronized to the
WSUS server.

11 UpdateSource Bool This value MUST be 1 if a category or classification has been
created locally. When a category or classification is synchronized
from an upstream server (such as Microsoft Update), the value
MUST be zero.

2.2.4.12.1.2 Approvallnformation

The following table specifies the Approvallnformation instance of a

GenericReadableRow (section 2.2.4.12) for cases when information about an approval is returned. In
the WSUS context, an approval of an update is a deployment of that update for a specified computer
target group.

Index | Name Type Description

0 DeploymentTime String Describes the date and time when the approval took effect. The
date is specified in UTC and the format of the string is defined in
[ISO/IEC-9075-2-2008].

1 DeploymentStatus Integer | If the approval is active, this value MUST be 1. Otherwise, the value
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Index

Name Type

Description

MUST be 0 to indicate that the approval is pending.

DeploymentAction Integer

Describes the type of the approval and MUST be one of the values
specified in section 2.2.5.3.

GolLiveTime String

This field MUST NOT be NULL. It describes when the update will be
available for client computers to apply. The date is specified in UTC
and the format of the string is defined in [ISO/IEC-9075-2-2008].

Deadline String

This field MUST NOT be NULL. Describes the time that the specified
approval type MUST be completed by client computers. The format
of the string is defined in [ISO/IEC-9075-2-2008].

AdminName String

This field MUST NOT be NULL. It contains the name of the
administrator who approved the specified action. The name SHOULD
follow the <domain>\<user name> format.

ID String

This field MUST NOT be NULL. It contains the string representation
of a GUID that identifies this approval in the database.

IsAssigned Bool

If this field has the value of 1, client computers will automatically
perform the action specified by DeploymentAction (at Index 2).
Otherwise, the approval action has to be performed manually on the
targeted client computer.

Updateld String

This field contains the GUID of the update that has been approved.

UpdateRevisionNumber | Integer

This field contains the revision number of the update that has been
approved. This field in combination with Updateld (at Index 8)
comprises the revision of the update.

10

TargetGrouplId String

This field contains the GUID of the target group to which this
approval applies.

2.2.4.12.1.3 UpdatelnstallationInformation

UpdatelnstallationInformation is an instance of GenericReadableRow (section 2.2.4.12) that
describes the state of an update on a specific client computer.

Index | Name Type Description

0 Updateld GUID Identifies the update.

1 Computerld String Identifies the computer as a
value of the ComputerId
simple type (section 2.2.5.4).

2 SummarizationState UpdatelnstallationState Describes the

enumeration (section 2.2.5.1) UpdatelnstallationState of the
update.

3 EffectiveDeploymentAction DeploymentAction Describes the

enumeration (section 2.2.5.3) DeploymentAction that is
currently in effect for this
update.

4 EffectiveDeploymentTargetGroupld | GUID Describes the target group to

which the specified client
computer is currently
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Index

Name

Type Description

assigned.

2.2.4.12.1.4 ComputerTarget

ComputerTarget is an instance of GenericReadableRow (section 2.2.4.12) that represents information
about a client computer.

Index

Name

Type

Description

0

ID

String

This field MUST NOT be NULL. It contains the unique name of
the computer.

LastSyncTime

Datetime

This field can be NULL. It contains the time at which the
computer was synchronized against the WSUS server, if at all.
The time is specified in UTC. The format in which date and time
are encoded is defined in [ISO/IEC-9075-2-2008].

LastReportedStatus

Datetime

This field can be NULL. It represent the time and date when this
computer last reported its status back to the WSUS server, if at
all. The time is specified in UTC. The format in which date and
time are encoded is defined in [ISO/IEC-9075-2-2008].

IpAddress

String

This field can be NULL. It contains the IP address the computer
used when it contacted the WSUS server. The IP address MUST
be either an IPv4 or an IPv6 address.

DomainName

String

This field can be NULL. It contains the name of the domain to
which the computer belongs.

OsMajorVersion

Integer

This field can be NULL. It contains the major version number of
the operating system installed on the computer.

OsMinorVersion

Integer

This field can be NULL. It contains the minor version number of
the operating system installed on the computer.

OsBuildNumber

Integer

This field can be NULL. It contains the build humber of the
operating system installed on the computer.

ServicePackMajorNumber

Integer

This field can be NULL. It contains the major service pack
version number of the Service Pack installed on the computer, if
any.

ServicePackMinorNumber

Integer

This field can be NULL. It contains the minor service pack
version number of the Service Pack installed on the computer, if
any.

10

OslLocale

String

This field can be NULL. It contains the language code of the
locale that is installed on the computer. The locale format is

defined in [RFC1766].

11

Make

String

This field can be NULL. It contains the name of the
manufacturer of the computer, if any.

12

Model

String

This field can be NULL. It contains the name of the computer
model, if any.

13

BiosVersion

String

This field can be NULL. It contains the BIOS manufacturer
specific version number.
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Index | Name Type Description

14 BiosName String This field can be NULL. It contains the name of the BIOS
manufacturer.
15 BiosReleaseDate Datetime | This field can be NULL. It contains the release date of the

computer. The time is specified in UTC. The format in which
date and time are encoded is defined in [ISO/IEC-9075-2-
2008].

16 ProcessorArchitecture String This field can be NULL. It represents the processor architecture
on which the computer is running.

17 RequestTargetGroup String This field can be NULL. It contains the name of the target group
of which the computer claims to be part.

18 LastInventoryTime Datetime | This field can be NULL. It represents the time and date when the
computer last reported its inventory to the WSUS server, if at
all. The time is specified in UTC. The format in which date and
time are encoded is defined in [ISO/IEC-9075-2-2008].

19 Serverld GUID This field can be NULL. It contains the GUID of the WSUS server
to which the computer was last synchronized.

20 LastSyncResult Integer This field MUST be present. It contains the status of the last
synchronization operation of the computer with its WSUS server.
The values are defined as follows:

Never executed (0)
Succeeded (1)
Failed (2)
Canceled (3)
Unknown (4)

21 SuiteMask Integer This field MUST be present. It contains a bit mask representing
a set of product suites available on the computer. The value
range SHOULD follow the one defined in [MS-WUSP] section
2.2.2.2.3.

22 OldProductType Integer This field MUST be present. It describes a property of the
operating system that helps the server identify the name of the
operating system. The value range SHOULD follow the one
defined in [MS-WUSP] section 2.2.2.2.3.

23 NewProductType Integer This field MUST be present. It describes a property of the
operating system that helps the server identify the name of the
operating system. The value range SHOULD follow the one
defined in [MS-WUSP] section 2.2.2.2.3.

24 SystemMetrics Integer This field MUST be present. It describes a property of the
operating system that the server can use to identify the name of
the operating system. The value range SHOULD follow the one
defined in [MS-WUSP] section 2.2.2.2.3.

25 ClientVersion String This field SHOULD be present. It represents the version of the
Windows Update Agent (WUA) installed on that computer.

26 OsFamily String This field MUST be present. It contains the name of the family of
the operating system on the computer. The default family name
is "Windows".

27 OsDescription String This field can be NULL. It contains a description about the

operating system installed on the computer, if any.
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2.2.4.12.1.5 RequestedTargetGroupEntry

An instance of GenericReadableRow (section 2.2.4.12) that represents the target group to which a
specific computer requested to be part.

Index | Name Type | Description

0 Computerld String | This field MUST NOT be NULL. The ComputerId simple type is defined in
section 2.2.5.4.

1 TargetGroupName | String | This field MUST NOT be NULL. It contains the name of the target group to
which the computer identified by ComputerId claims to be part.

2.2.4.12.1.6 AssignedTargetGroupRelationshipEntry

An instance of GenericReadableRow (section 2.2.4.12) that contains information about the specific
target group to which a client computer is associated.

Index | Name Type | Description

0 Computerld String | This field MUST NOT be NULL. It contains the unique name of the computer.
The Computerld simple type is defined in section 2.2.5.4.

1 TargetGroupld | GUID | This field MUST NOT be NULL. It contains the GUID of the target group to
which the computer specified at index 0 is associated. Each computer can be a
member of multiple target groups.

2.2.4.12.1.7 MinimalUpdateProperties

MinimalUpdateProperties is an instance of a GenericReadableRow Complex Type (section 2.2.4.12)
that contains minimal information about an update revision.

Index | Name Type Description

0 Updateld GUID This field MUST NOT be
NULL. It contains the GUID of
the update.

1 RevisionNumber Integer This field MUST be present. It

contains the revision number
of the update.

2 LocalUpdateld Integer This field MUST be present. It
contains a number that
uniquely identifies this
update at a particular update
server.

3 IsLeaf Boolean This field MUST be present.
This field is set to TRUE if the
update does not reference
any child updates; otherwise
FALSE.

4 InstallationSupported Boolean This field MUST be present. It
is set to TRUE, if the update
can be installed on a target
computer; otherwise FALSE.
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Index

Name

Type

Description

InstallationImpact

InstallationImpact

This field MUST be present. It
MUST be ignored, if the
InstallationSupported field
(at index 4) is set to FALSE.
See section 2.2.5.8.

InstallationRebootBehavior

InstallationRebootBehavior

This field MUST be present. It
MUST be ignored, if the
InstallationSupported field
(at index 4) is set to FALSE.
The value is defined in
section 2.2.5.9.

InstallationRequiresNetworkConnectivity

Boolean

This field MUST be present. It
MUST be ignored if the
InstallationSupported field
(at index 4) is set to FALSE.
If set to TRUE, the
installation of the update
requires network
connectivity; otherwise
FALSE.

InstallationCanRequestUserInput

Boolean

This field MUST be present. It
MUST be ignored if the
InstallationSupported field
(at index 4) is set to FALSE.
If set to TRUE, it means that
installing the update can
require user input.

UninstallationSupported

Boolean

This field MUST be present. If
set to TRUE, the update
support uninstallation;
otherwise FALSE.

10

UninstallationImpact

InstallationImpact

This field MUST be present. It
MUST be ignored, if the
UninstallationSupported field
(at index 9) is set to FALSE.
It specifies the impact of
uninstalling the update from
a target computer. The
values are defined in section
2.2.5.8.

11

UninstallationRebootBehavior

InstallationRebootBehavior

This field MUST be present. It
MUST be ignored, if the
UninstallationSupported field
(at index 9) is set to FALSE.
The values are defined in
section 2.2.5.9.

12

UninstallationRequiresNetworkConnectivity

Boolean

This field MUST be present. It
MUST be ignored if the
UninstallationSupported field
(at index 9) is set to FALSE.
If set to TRUE, the
uninstallation of the update
requires network
connectivity.
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Index | Name

Type

Description

13 UninstallationCanRequestUserInput

Boolean

This field MUST be present. It
MUST be ignored if the
UninstallationSupported field
(at index 9) is set to FALSE.
If set to TRUE, it means that
uninstalling the update can
require user input.

14 UpdateType

UpdateType

This field MUST be present. It
identifies the type of the
update, as specified in
section 2.2.5.10.

15 PublicationState

PublicationState

This field MUST be present. It
specifies the publication
status of the update, as
specified in section 2.2.5.2.

16 CreationDate

DateTime

This field MUST be present. It
specifies when this update
was originally created.

17 State

UpdateState

This field MUST be present. It
specifies that status of the
update, as specified in
section 2.2.5.11.

18 Eulald

GUID

This field MUST be present. If
the update is associated with
a license agreement, this
field contains the GUID of
that agreement. Otherwise it
contains an empty GUID.

19 RequiresEulaAcceptance

Boolean

This field MUST be present. If
set to TRUE, the update
requires acceptance of the
associated license
agreement; otherwise FALSE.

20 Declined

Boolean

This field MUST be present. It
MUST be set to TRUE if the
update has been declined.

21 HasStaleDeployments

Boolean

This field MUST be present. It
MUST be set to TRUE, if
there are any deployments of
older revisions of this update.
It MUST be set to FALSE if
there are only deployments
of the latest revision.

22 IsLatestRevision

Boolean

This field MUST be present. It
MUST be set to TRUE, if this
revision is the latest revision
of the update.

23 ReceivedFromCreatorService

DateTime

This field MUST be present. It
specifies the date and time
when the update was
received at the update
server.
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24 HasSupersededUpdates Boolean

This field MUST be present. It
MUST be set to TRUE if this
update supersedes other
updates.

25 AlternativeName String

This field MUST be present. It
contains an alternative name
of the update. This field
MUST be set to the empty
string (""), if the revision
does not have an alternative
name.

26 MsrcSeverity MsrcSeverity

This field MUST be present. It
specifies the severity of the
update, from a security point
of view, as issued by the
Microsoft Security Response
Center, if applicable. The
possible values are defined in
section 2.2.5.12.

27 HasEarlierRevisions Boolean

This field MUST be present. It
MUST be set to TRUE if there
are older revisions of this
update.

28 IsMandatory Boolean

This field MUST be present.
The value is implementation-
specific.<7>

29 IsSuperseded Boolean

This field MUST be present. It
MUST be set to TRUE, if the
update is superseded by
another update.

30 IsEditable Boolean

This field MUST be present. It
is reserved.

31 EffectiveArrivalTime DateTime

This field MUST be present. It
contains either the date and
time when the update was
added to the update server,
or, if this update had been
declined, the date and time it
was re-enabled, whichever is
newer.

32 UpdateSource Integer

This field MUST be present. It
MUST be set to 0, if the
update was created by
Microsoft; 1 otherwise.

2.2.4.12.1.8 DynamicCategory

DynamicCategory is an instance of a GenericReadableRow Complex Type (section 2.2.4.12) that

represents a dynamic category.<8>
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Index | Name Type Description

0 Id GUID This field MUST be present. It contains the identifier of the
dynamic category.

1 Name String This field MUST be present. It contains the name of the
dynamic category. The length of the string MUST NOT be
greater than 200 characters.

2 Type DynamicCategoryType | This field MUST be present and specifies the type of the
dynamic category. The values are defined in section 2.2.5.13.

3 Origin OriginType This field MUST be present and specifies the origin of the
dynamic category. The values are defined in section 2.2.5.14.

4 Enabled Boolean This field MUST be present. If set to TRUE, it indicates that
this dynamic category MUST be considered for update
synchronization.

5 DiscoveryTime | DateTime This field MUST be present and specifies the time and data in
UTC when the dynamic category was added or modified at the
update server.

2.2.4.13 ServerSyncLanguageData

This complex type defines properties that describe a language in which updates are released.

<xsd:complexType name="ServerSyncLanguageData">
<xsd:sequence>
<xsd:element minOccurs="1" maxOccurs="1" name="LanguageID" type="xsd:int"/>
<xsd:element minOccurs="0" maxOccurs="1" name="ShortLanguage" nillable="true"
type="xsd:string"/>
<xsd:element minOccurs="0" maxOccurs="1" name="LongLanguage" nillable="true"
type="xsd:string"/>
<xsd:element minOccurs="1" maxOccurs="1" name="Enabled" type="xsd:boolean"/>
</xsd:sequence>
</xsd:complexType>

LanguagelD: Identifies the language corresponding to this entry. This MUST be set to 0 (which is a
special value that refers to all languages) or to a language ID that corresponds to a specific
language, as specified in [MS-LCID].

ShortLanguage: This field MUST be present. It provides a short name for the language. The value
"all" refers to "All languages". All other language short names are as specified in [MS-LCID].

LongLanguage: This field MUST be present. It provides a long name for the language. The value "all"
refers to "All languages". All other language long names are as specified in [MS-LCID].

Enabled: If the USS currently supports updates in the specified language, this field MUST be set to
TRUE; otherwise, it MUST be set to FALSE.

2.2.4.14 SubscriptionTableRow

This complex type defines the properties that contain information about the currently configured
synchronization (or subscription) between the update server and its upstream server.

<xsd:complexType name="SubscriptionTableRow">

75/672

[MS-WSUSAR] - v20160714

Windows Server Update Services: Administrative API Remoting Protocol (WSUSAR)
Copyright © 2016 Microsoft Corporation

Release: July 14, 2016


%5bMS-LCID%5d.pdf#Section_70feba9f294e491eb6eb56532684c37f

<xsd:sequence>
<xsd:element minOccurs="1" maxOccurs="1" name="synchronizeAutomaticallyTimeOfDay"
type="xsd:long"/>
<xsd:element minOccurs="0" maxOccurs="1" name="LastModifiedBy" nillable="true"
type="xsd:string"/>
<xsd:element minOccurs="1" maxOccurs="1" name="LastModifiedTime" type="xsd:dateTime"/>
<xsd:element minOccurs="1" maxOccurs="1" name="LastSynchronizationTime"
type="xsd:dateTime" />
<xsd:element minOccurs="1" maxOccurs="1" name="SynchronizeAutomatically"
type="xsd:boolean"/>
<xsd:element minOccurs="0" maxOccurs="1" name="Anchor" nillable="true"
type="xsd:string"/>
<xsd:element minOccurs="0" maxOccurs="1" name="DeploymentAnchor" nillable="true"
type="xsd:string"/>
<xsd:element minOccurs="1" maxOccurs="1" name="NumberOfSynchronizationsPerDay"
type="xsd:int"/>
<xsd:element minOccurs="1" maxOccurs="1" name="IsCategoryOnly" type="xsd:boolean"/>
</xsd:sequence>
</xsd:complexType>

synchronizeAutomaticallyTimeOfDay: Specifies the time of day (in seconds) when the subscription
will automatically synchronize.

LastModifiedBy: Specifies who last modified the update synchronization configuration. The string
used to identify the user SHOULD follow the "<domain>\<username>" syntax.

LastModifiedTime: Specifies when the update synchronization configuration was last modified.
LastSynchronizationTime: Gets or sets the LastCompletedSynchronizationTime.

SynchronizeAutomatically: If set to TRUE, the update server MUST perform an update
synchronization automatically. If set to FALSE, an administrator MUST manually trigger update
synchronization.

Anchor: Specifies an anchor that persists the updates that were synchronized during a previous
server-to-server synchronization. The synchronization anchor is defined in [MS-WSUSSS] section
3.1.4.5.

DeploymentAnchor: Identifies when the last GetDeployments operation completed successfully. This
operation is specified in [MS-WSUSSS] section 3.1.4.10.

NumberOfSynchronizationsPerDay: Specifies how many automatic synchronizations are to be
performed per day, starting at the time of day specified by the
synchronizeAutomaticallyTimeOfDay field. The minimum interval between two automatic
synchronizations MUST be one hour. This value MUST NOT be greater than 24.

IsCategoryOnly: Gets or sets the IsCategoryOnly flag for server-to-server synchronization.

2.2.4.15 UpdateRevisionld

This complex type identifies a particular revision of an update.

<xsd:complexType name="UpdateRevisionId">
<xsd:sequence>
<xsd:element minOccurs="1" maxOccurs="1" name="UpdateId" nillable="true"
type="xsd:string"/>
<xsd:element minOccurs="1" maxOccurs="1" name="RevisionNumber" type="xsd:int"/>
</xsd:sequence>
</xsd:complexType>
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Updateld: This field specifies the revision ID GUID of the update.

RevisionNumber: This field describes the revision number of the update. The revision number

monotonically increases, but can be sparse.

2.2.5 Simple Types

The following table summarizes the set of common XML schema simple type definitions that are

defined by this specification.

Simple Type

Description

UpdatelnstallationState

An enumeration defined in section 2.2.5.1 that denotes the installation status
of an update on a particular client computer.

PublicationState

An enumeration defined in section 2.2.5.2 that denotes the publication state
of an update at the update server.

DeploymentAction

An enumeration defined in section 2.2.5.3 that represents the action of a
deployment for a particular update.

ComputerId

A simple type defined in section 2.2.5.4 that denotes the ID of a client
computer.

PreferredCulture

A simple type defined in section 2.2.5.5 that denotes a string format to
express languages.

EmailNotificationType

An enumeration defined in section 2.2.5.6 that denotes the type of the email
notification.

EmailStatusNotificationFrequency

An enumeration defined in section 2.2.5.7 that denotes the frequency of the
email status notification.

InstallationImpact

An enumeration defined in section 2.2.5.8 that denotes the impact of the
installation of an update.

InstallationRebootBehavior

An enumeration defined in section 2.2.5.9 that denotes the reboot behavior
of the installation of an update.

UpdateType A simple type defined in section 2.2.5.10 that denotes the type of an update.
UpdateState A simple type defined in section 2.2.5.11 that denotes the state of an update.
MsrcSeverity A simple type defined in section 2.2.5.12 that denotes the severity of a

security related update.

DynamicCategoryType

A simple type defined in section 2.2.5.13 that denotes the type of a dynamic
category.

OriginType

A simple type defined in section 2.2.5.14 that denotes the origin of a dynamic
category.

2.2.5.1 UpdatelnstallationState

The UpdatelnstallationState enumeration defines the state of an update. It is used implicitly

throughout the protocol and is called out as such where applicable.
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Status/Value

Description

Unknown
0

The update is in an unknown state on the client computer.

NotApplicable
1

The update is not applicable for the client computer.

NotInstalled
2

The update is applicable but not yet installed on or downloaded to the client computer.

Downloaded
3

The update is applicable and downloaded on the client computer but not yet installed.

Installed
4

The update is installed on the client computer.

Failed
5

The client computer reported a failure for this update.

InstalledPendingReboot
6

The updated is installed on the client computer, but a reboot is required before the
update takes effect.

2.2.5.2 PublicationState

The PublicationState enumeration represents the publication state of an update. It contains the

following values:

Status/Value | Description

Published The update is published.

0

Expired The update is expired.

1

InTesting This option is available only for local publishing. It describes the state of a locally published
2 update that is undergoing testing.

Any The update is in any of the other three states (0, 1, 2).

2147483647

2.2.5.3 DeploymentAction

The DeploymentAction enumeration specifies the action of a deployment for a particular update.

Status/Value

Description

Install The update can be installed on a client computer. If a deadline is specified for an update

0 with this state, and the deadline is reached, the client computer MUST install the update,
if applicable.

Uninstall The update can be uninstalled, if possible.
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Status/Value Description

1

PreDeploymentCheck | The client computer MUST report if the update is applicable, but the update MUST NOT be

2 installed.

NotApproved The client computer MUST NOT install the update or make it available.

3

Evaluate The update is made available to client computers to evaluate applicability. The result is

4 used as a prerequisite by the client computer and/or the update server to find other
updates that are applicable to the client computer.

Bundle The update is bundled to another update which has been approved. The client MUST act

5 on this update based on the action for which the parent bundle is approved.

2.2.5.4 Computerld

The Computerld simple type is based on type string and contains a name that uniquely identifies a
client computer. The name of the computer MUST NOT be longer than 256 characters.

2.2.5.5 PreferredCulture

The PreferredCulture simple type is based on type string. It denotes a language identifier as defined

in [RFC1766].

2.2.5.6 EmailNotificationType

The EmailNotificationType enumeration identifies the type of an email notification.

syncType | Value Description

1 Test A test email message.

2 NewSync | An email alert when new updates are synchronized.
3 Summary | Periodic summary emails.

2.2.5.7 EmailStatusNotificationFrequency

The EmailStatusNotificationFrequency enumeration identifies the frequency of when email
notifications are sent.

Index | Value Description
0 Daily Send the email notification on a daily basis.
1 Weekly | Send the email notification on a weekly basis.
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2.2.5.8 InstallationImpact

The InstallationImpact enumeration identifies the impact that installing an update has on a target
computer.

Value | Name Description

0 Normal Specifies that installing or uninstalling the update will result in an impact to
the target computer that is typical for most updates. The update does not
qualify for the special impact ratings defined below.

1 Minor Specifies that the update qualifies as a "zero service interruption" (ZSI)
update. Installing or uninstalling a ZSI update results in a negligible impact
on the system. This is the desired behavior for all updates. The update
MUST meet stringent requirements to qualify for this rating, including but
not limited to the following:

= The update does not perform or require a reboot.
=  The update does not display a user interface.

=  The update installs/uninstalls successfully even if it affects an
application or service that is currently in use.

2 RequiresExclusiveHandling | Specifies that installing or uninstalling the update has such a high impact to
the system that it is required to be installed "exclusively". This means the
update MUST be installed/uninstalled without combining it with other
updates.

2.2.5.9 InstallationRebootBehavior

The InstallationRebootBehavior enumeration specifies the boot behavior of a target computer after
installing an update.

Value | Name Description

0 NeverReboots Specifies that the update never needs a reboot during or after
installation/uninstallation. This is the desired behavior for all updates.

1 AlwaysRequiresReboot | Specifies that the target computer will reboot after successfully completing
installation/uninstallation of the update.

2 CanRequestReboot Specifies that the target computer can reboot after successfully completing
installation/uninstallation of the update.

2.2.5.10 UpdateType

The UpdateType enumeration specifies the type of an update.

Value | Name Description
0 Any Any update, regardless of type.
1 Software Software update.
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Value | Name Description
2 Driver Driver update.
3 Detectoid This type of update is reserved.
4 Category The update is either an update category or classification.
5 Application | This type of update is reserved.
2.2.5.11 UpdateState

The UpdateState enumeration specifies the status of an update revision.

Value | Name Description

1 LicenseAgreementNotReady | The license agreement for this update has not been obtained and installed
on the update server.

2 InstallationImpossible The update cannot be installed.

3 NotNeeded The update is available to be approved for installation, but it is not yet
needed.

4 NotReady The update is approved for installation but one or more required update
files are not yet downloaded or child updates are not yet ready.

5 Ready The update is approved for installation and all files and child updates are
ready.

6 Cancelled The update is approved for installation, but either this update, one of its
child updates, or its parent update was cancelled by the administrator.

7 Failed The update is approved for installation, except for one of the following:
= The download of at least one required file failed.
=  One of the child updates failed.

8 LicenseAgreementFailed The update has a license agreement file associated with it, but the license
agreement failed to download.

2.2.5.12 MsrcSeverity

The MsrcSeverity enumeration specifies the severity of an update as defined by the Microsoft Security
Response Center, if applicable.

Value | Name Description

0 Unspecified | No severity specified.
1 Low Low severity

2 Moderate Moderate severity

3 Important Important severity

4 Critical Critical severity
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2.2.5.13

DynamicCategoryType

The DynamicCategoryType enumeration SHOULD<9> specify the type of a dynamic category.

Value | Name Description

1 ComputerModel | A dynamic category of this type denotes a class of computing devices.

2 Device A dynamic category of this type denotes a specific device of a computer system.
4 Reserved This dynamic category type is reserved for future use.

Oxff Any The type of the dynamic category is any of the above types (1, 2, 4).
2.2.5.14 OriginType

The OriginType enumeration SHOULD<10> specify the origin of a dynamic category.

Value | Name Description

1 Automatic | Indicates that the dynamic category was discovered automatically.

2 Manual Indicates that the dynamic category was added manually.

Oxff Any Indicates that the origin of the dynamic category is any of the above (1, 2).

2.2.6 Attributes

This specification does not define any common XML schema attribute definitions.

2.2.7 Groups

This specification does not define any common XML schema group definitions.

2.2.8 Attribute Groups

This specification does not define any common XML schema attribute group definitions.
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3 Protocol Details
3.1 ApiRemotingSoap Server Details

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this Windows Server Update Services (WSUS): Administrative API Remoting
Protocol. The described organization is provided to facilitate the explanation of how the Windows
Server Update Services (WSUS): Administrative API Remoting Protocol behaves. This specification
does not mandate that implementations adhere to this model as long as their external behavior is
consistent with that described in this specification.

This protocol includes the following abstract data model (ADM) elements, which are directly accessed
from the Windows Update Services: Server-Server Protocol as specified in [MS-WSUSSS] section
3.1.1:

= TargetGroup Table

= DSS Table

= Client computers table

= Update Status Table

= Client computer activity summary table
= Categories Table

= Update Classifications Table

= Revision Table

» EULAs Table

» Deployment Table

3.1.2 Timers

None.

3.1.3 Initialization

This specification defines no additional initialization instructions other than those specified in [MS-
WSUSSS].

3.1.4 Message Processing Events and Sequencing Rules

This specification defines 14 functional categories of WSDL operations for WSUS:

Client computer: This category provides support for managing client computers that are connected
to the protocol server implementation. Operations include retrieving computers based on specified
parameters, gathering data and summary statistics about specified computers, deleting
computers, and cleaning up computer data.

Update: This category enables managing updates that are on the protocol server implementation.
Operations include retrieving updates based on specified parameters such as Id or revision
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number, gathering data and summary statistics about specified updates, declining and deleting
updates, and cleaning up update data.

Target Group: A target group is a named collection of client computers to which updates are
assigned. Each client computer is part of at least one target group. This category provides support
for creating and managing target groups, adding and removing client computers to and from
target groups, and querying update-related statistics about target groups.

Deployment: A deployment represents the assignment of an update to a target group. An
assignment is associated with an action to be performed when a client computer receives the
update by means of the Windows Update Services: Client-Server Protocol [MS-WUSP]. This
category enables creating, deleting, modifying, and retrieving deployments.

End User License Agreement (EULA): An update can be subject to the acceptance of a specific
EULA, where those updates cannot be installed on a Windows computer unless the EULA has first
been acknowledged and accepted. This category provides support for retrieving, approving, and
accepting EULAs.

Update Category and Classification: Updates are grouped into categories, usually representing the
product names to which the updates apply. In addition, all updates are classified into update
types; for example, critical updates, security updates, and so on. Categories and classifications are
mandated by the infrastructure and are populated by means of Windows Update Services: Server-
Server Protocol [MS-WSUSSS]. This category enables retrieving categories and classifications from
a WSUS server.

Subscription: A subscription is a process performed by the protocol server implementation where
updates that belong to specified categories and classifications from the upstream server are
synchronized. This category enables management of the synchronization process.

Content: This category provides support for managing content files that are associated with updates.
Operations include retrieving information about downloads and cleaning up files no longer needed
after a download completes.

Downstream Server: The Windows Update Services: Server-Server Protocol [MS-WSUSSS] defines a
hierarchy of downstream and upstream servers. This category enables managing downstream
servers that synchronize updates from the upstream server. Operations include querying for
downstream servers, removing downstream servers from target groups, and gathering summary
data.

Local Publishing: Local publishing is the process of adding third-party updates to a WSUS server for
distribution among client computers in the managed network. This category supports the local
publishing process and provides operations related to signing certificates, importing updates,
and invoking the signing service on the WSUS server.

Configuration: This category enables inspecting and modifying the configuration of the protocol
server implementation. Operations include retrieving configuration data, specifying configuration
settings, such as for email notification, and working with the proxy and SMTP passwords.

Reporting: Reporting events are sent by client computers as part of the Windows Update Services:
Client-Server Protocol [MS-WUSP]. This category provides support for managing the reporting
events. Operations include setting event attributes, querying event history, and purging event
instances.

Dynamic Category: A dynamic category represents a property that is shared by a number of
connected client computers. For example, a property could be a device or a computing device
model that is present among client computers. A protocol server implementation can track these
to more effectively filter the number of updates that need to be synchronized by using the
Windows Update Services: Server-Server Protocol [MS-WSUSSS]. This category provides support
for managing dynamic categories.
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Miscellaneous: All remaining operations are grouped into the Miscellaneous category which supports
various management tasks for the WSUS server. Operations include starting/stopping the WSUS
service, retrieving protocol and server versions, working with frontend servers, program keys,
export data, and various agents, and setting the preferred language for returning results.

This protocol is stateless, which means that unless noted otherwise, WSDL operations can be called at
any time, without adhering to a specific sequence of preceding operations.

Client computer

All operations in the client computer category are called as required by the implementation. No
particular call sequence order is specified for the implementation.

WSDL operation

Description

ExecuteSPCleanupObsoleteComputers

Removes client computers from the database that
have not reported to the Downstream server for a
certain amount of time.

ExecuteSPDeleteComputer

Deletes a registered computer.

ExecuteSPGetAllComputers

Retrieves information about all computers stored in
the database.

ExecuteSPGetClientsWithRecentNameChange

Retrieves the last known, FQDN for each client
computer that appears to change their domain
name frequently.

ExecuteSPGetComputerByld

Retrieves information about the specified computer.

ExecuteSPGetComputerCount

Returns the number of computers registered to the
server that match the specified search criteria.

ExecuteSPGetComputersHavingInventoryltem

Returns information about computers that reported
the specified inventory item.

ExecuteSPGetComputersinTargetGroup

Retrieves information about all computers
associated with the specified target group.

ExecuteSPGetComputersNotContactedSinceCount

Returns the number of client computers that have
not reported back to the WSUS server since a
specified date.

ExecuteSPGetComputerSummariesForCategory

Returns summary information about the installation
status of updates associated with the specified
category. The result is grouped by client computers.

ExecuteSPGetComputerSummariesForTargetGroup

Retrieves the installation status per client computer
for a specified target group.

ExecuteSPGetComputerTargetByName

Retrieves information about a client computer that
matches the specified FQDN.

ExecuteSPGetSummariesPerComputer

Retrieves per-computer summary information for
each of the specified computers, summed across all
of the specified updates.

ExecuteSPGetTargetGroupsForComputer

Returns information about all computer target
groups that are associated with a specified
computer.

ExecuteSPGetTotalSummaryForComputer

Retrieves summary information about the
installation state for the specif