[MS-WSTEP-Diff]:
WS-Trust X.509v3 Token Enroliment Extensions

Intellectual Property Rights Notice for Open Specifications Documentation

Technical Documentation. Microsoft publishes Open Specifications documentation (“this
documentation”) for protocols, file formats, data portability, computer languages, and standards
support. Additionally, overview documents cover inter-protocol relationships and interactions.
Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you can make copies of it in order to develop implementations of the technologies
that are described in this documentation and can distribute portions of it in your implementations
that use these technologies or in your documentation as necessary to properly document the
implementation. You can also distribute in your implementation, with or without modification, any
schemas, IDLs, or code samples that are included in the documentation. This permission also
applies to any documents that are referenced in the Open Specifications documentation.

No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.
Patents. Microsoft has patents that might cover your implementations of the technologies
described in the Open Specifications documentation. Neither this notice nor Microsoft's delivery of
this documentation grants any licenses under those patents or any other Microsoft patents.
However, a given Open Specifications document might be covered by the Microsoft Open
Specifications Promise or the Microsoft Community Promise. If you would prefer a written license,
or if the technologies described in this documentation are not covered by the Open Specifications
Promise or Community Promise, as applicable, patent licenses are available by contacting
iplg@microsoft.com.

License Programs. To see all of the protocols in scope under a specific license program and the
associated patents, visit the Patent Map.

Trademarks. The names of companies and products contained in this documentation might be
covered by trademarks or similar intellectual property rights. This notice does not grant any
licenses under those rights. For a list of Microsoft trademarks, visit
www.microsoft.com/trademarks.

Fictitious Names. The example companies, organizations, products, domain names, email
addresses, logos, people, places, and events that are depicted in this documentation are fictitious.
No association with any real company, organization, product, domain name, email address, logo,
person, place, or event is intended or should be inferred.

Reservation of Rights. All other rights are reserved, and this notice does not grant any rights other
than as specifically described above, whether by implication, estoppel, or otherwise.

Tools. The Open Specifications documentation does not require the use of Microsoft programming
tools or programming environments in order for you to develop an implementation. If you have access
to Microsoft programming tools and environments, you are free to take advantage of them. Certain
Open Specifications documents are intended for use in conjunction with publicly available standards
specifications and network programming art and, as such, assume that the reader either is familiar
with the aforementioned material or has immediate access to it.

Support. For questions and support, please contact dochelp@microsoft.com.

1/45

[MS-WSTEP-DIff] - v20240423

WS-Trust X.509v3 Token Enrollment Extensions
Copyright © 2024 Microsoft Corporation
Release: April 23, 2024


https://go.microsoft.com/fwlink/?LinkId=214445
https://go.microsoft.com/fwlink/?LinkId=214445
https://go.microsoft.com/fwlink/?LinkId=214448
mailto:iplg@microsoft.com
https://aka.ms/AA9ufj8
https://www.microsoft.com/trademarks
mailto:dochelp@microsoft.com

Revision Summary

Revision Revision

Date History Class Comments

12/5/2008 0.1 Major Initial Availability

1/16/2009 0.1.1 Editorial Changed language and formatting in the technical content.

2/27/2009 0.1.2 Editorial Changed language and formatting in the technical content.

4/10/2009 0.1.3 Editorial Changed language and formatting in the technical content.

5/22/2009 0.2 Minor Clarified the meaning of the technical content.

7/2/2009 1.0 Major Updated and revised the technical content.

8/14/2009 1.1 Minor Clarified the meaning of the technical content.

9/25/2009 2.0 Major Updated and revised the technical content.

11/6/2009 3.0 Major Updated and revised the technical content.

12/18/2009 | 4.0 Major Updated and revised the technical content.

1/29/2010 5.0 Major Updated and revised the technical content.

3/12/2010 5.1 Minor Clarified the meaning of the technical content.

4/23/2010 5.1.1 Editorial Changed language and formatting in the technical content.

6/4/2010 5.1.2 Editorial Changed language and formatting in the technical content.

7/16/2010 6.0 Major Updated and revised the technical content.

8/27/2010 6.0 None No chfanges to the meaning, language, or formatting of the
technical content.

10/8/2010 6.0 None No ch_anges to the meaning, language, or formatting of the
technical content.
No changes to the meaning, language, or formatting of the

11/19/2010 | 6.0 None technical content.

1/7/2011 6.0 None No chgnges to the meaning, language, or formatting of the
technical content.

2/11/2011 6.0 None No chfanges to the meaning, language, or formatting of the
technical content.

3/25/2011 6.0 None No chfanges to the meaning, language, or formatting of the
technical content.

5/6/2011 6.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

6/17/2011 6.1 Minor Clarified the meaning of the technical content.

9/23/2011 6.1 None No chfanges to the meaning, language, or formatting of the
technical content.

12/16/2011 | 7.0 Major Updated and revised the technical content.

3/30/2012 7.0 None No chfanges to the meaning, language, or formatting of the
technical content.

2/45

[MS-WSTEP-DIff] - v20240423

WS-Trust X.509v3 Token Enrollment Extensions
Copyright © 2024 Microsoft Corporation
Release: April 23, 2024



Revision Revision

Date History Class Comments

7/12/2012 7.1 Minor Clarified the meaning of the technical content.

10/25/2012 | 7.2 Minor Clarified the meaning of the technical content.

1/31/2013 72 None No ch_anges to the meaning, language, or formatting of the
technical content.

8/8/2013 8.0 Major Updated and revised the technical content.

11/14/2013 | 8.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

2/13/2014 8.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

5/15/2014 8.1 Minor Clarified the meaning of the technical content.

6/30/2015 9.0 Major Significantly changed the technical content.

10/16/2015 | 9.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

7/14/2016 9.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

6/1/2017 10.0 Major Significantly changed the technical content.

9/15/2017 11.0 Major Significantly changed the technical content.
No changes to the meaning, language, or formatting of the

12/1/2017 11.0 None technical content.

9/12/2018 12.0 Major Significantly changed the technical content.

4/7/2021 13.0 Major Significantly changed the technical content.

6/25/2021 14.0 Major Significantly changed the technical content.

4/23/20248 015 .0 [Majon Significantly changed the technical content.

3/45

[MS-WSTEP-DIff] - v20240423

WS-Trust X.509v3 Token Enrollment Extensions
Copyright © 2024 Microsoft Corporation
Release: April 23, 2024



Table of Contents

B N 12 1o T L1 ot of ' Y 1 6
1.1 (8] o)s =1 0=Te IST=ToluTo) o) I 1 Lo 11=T-1 VPP 6
1.2 ] =] =] g ol PP 7

1.2.1 (Updated Section) Normative ReferenCes......coviiiiiiiiiiiiiiiiici i 7

1.2.2 INfOrmMative REFEIENCES .. vttt e e e e ae e 8
1.3 L Y] Y 8
1.4 Relationship to Other ProtoCoIS ..uvuiirii i e e 11
1.5 Prerequisites/Preconditions ........ovieiiiiiiii e 12
1.6 Applicability StatemMENt ... e 12
1.7 Versioning and Capability Negotiation ..o 12
1.8 Vendor-EXtensible Fields ....o.viieiiiiii i e e 12
1.9 Standards ASSIGNMENTS. ... . 12

A 1 [T =T T o 1= 13
2.1 I r= 1 .17 oo ] o o PP 13
2.2 CommON MESSAGE SYNTAX .iuuiuiitiiitiiiti ittt a e e st e 13

2.2.1 NN F= T g g =TS o= [ ol =T PP 13
2.2.2 TS T = 13
2.2.3 1] 0 0= o | = PP 13
2.2.4 (00T g¥ o] 1=t QN NV 0T PP, 13
2.2.5 1 L] o] TSI 1Y 5= P, 13
2.2.6 AT UL S vt 14
2.2.7 L] (o 11 o 1= PP 14
2.2.8 AL DULE GrOUPDS v 14

3 Protocol Details ...ciiciiiammmimmimie s sra s sssssas s ssa s sransassassanssassassassansassansansnnsnnsnnsnnnsa 15

3.1 SecurityTokenService Server DetailS......oiviiiiii i e 15
3.1.1 AbStract Data MOdel.....c.viiiiiii i 16
3.1.1.1 AUTNENTICAtION L. e s 16
3.1.1.1.1 Kerberos Authentication .......cvvviiiiiii e 16
3.1.1.1.2 X.509v3 Certificate Authentication..........cooiiiiiiiiii s 16
3.1.1.1.3 Username and Password Authentication ........ccoeiiiiiiiiiiiiiciiin e 16
3.1.1.1.4 No (Anonymous) Authentication .........cooviiiiiiiic e 16
3.1.2 LI L. L= 1= PP 16
3.1.3 | T = | = T ] o PPN 16
3.1.4 Message Processing Events and Sequencing Rules .........c.cooviiiiiiiiiiiineene, 17
3.1.4.1 WStIRequestSecUrity TOKENZ ... e e 17
3.1.4.1.1 MBS SAGES Lttt 17
3.14.1.1.1 wst:RequestSecurityTOKENMSG ..ouvvviriiiiiiiiii i eaeenens 17
3.1.4.1.1.2 wst:RequestSecurityTokenResponseCollectionMsg..........coevvviniennnns 17
3.1.4.1.2 B MBS et 17
3.1.4.1.2.1 wstep: CertificateEnrollmentWSDetail........cooviiiiiiiiiiiiiiiiicns 17
3.1.4.1.2.2 DispOSItiONMESSAgE .. it e 18
3.1.4.1.2.3 WSE:KEYEXChaNGETOKEN ...vieiiiieiii e e e s 18
3.1.4.1.2.4 REQUESEID ...t e 18
3.1.4.1.2.5 Wst:RequestSecurity TOKEN ..o 18
3.1.4.1.2.6 RequestSecurityTokenResponseCollection .......c.ccvveviiviiiiiiiiineinnnnnns 18
3.1.4.1.2.7 WSEIREQUESETYPE 1iviiiiiiiiiiii e 18
3.1.4.1.2.8 WS TOKENTY PO et 19
3.1.4.1.3 (@00]0 0] o115 G IV 1= PP 19
3.1.4.1.3.1 DispositioNMesSageTyPe ...uuiviuiiiiiiiiiiiir e 19
3.1.4.1.3.2 (Updated Section) wst:RequestedSecurityTokenType .......ccvvvnennnnn. 19
3.1.4.1.3.3 wst:RequestSecurityTOKeNTYPE ... 20
3.1.4.1.3.4 wst:RequestSecurityTOKENRESPONSETYPE ...viviiiiiiiiiiiiieieieeeans 21
3.1.4.1.3.5 wst:RequestSecurityTokenResponseCollectionType ........cccvvenennnnnn. 22
3.1.4.1.3.6 WSt:ReqUESETYPEENUM ..uiiiiii e 23
3.1.4.1.3.7 wstep:CertificateEnrollmentWSDetailType.....ccoovveiiiiiiiiciiiiins 23
4/45

[MS-WSTEP-DIff] - v20240423

WS-Trust X.509v3 Token Enrollment Extensions
Copyright © 2024 Microsoft Corporation
Release: April 23, 2024



3.1.4.1.4 AL DULES .ttt e 24
3.1.4.2 ProcesSiNg RUIES ....viiiii i e e e e neas 24
3.1.4.2.1 WSTEP Action: Request Security Token Processing Rules.............cooevves 24
3.1.4.2.1.1 New and Renewal Request Processing .......ccooviiiiiiiiiiiiiiiiiinieineanens 24
3.1.4.2.1.2 QueryTokenStatus Request Processing ......oovvevviviiiiiiiiiiiiiniennenns, 25
3.1.4.2.2 KET Action: Request Security Token Processing Rules .............c.coceevnene. 25
3.1.4.2.2.1 Key Exchange Token Request ProCessing .....cccvvvviiiiiiiiiiiiiiinininennns 25
3.1.5 LT =T == ) = 26
3.1.6 (0o =T ol o Yot= Y I V=T o | = PP 26
4 Protocol EXamples ..cciciiiarimmrimmsimsessss s s s s s s s s s s s sa s n s a i nnnns 27
4.1 RequestSecurityToken Request/Response Message SEqUENCE .....c.vvvvviiiviiiiineinennens 27
4.1.1 Standard Certificate REQUEST.....c.v it e 27
4.1.1.1 RequestSecurityToken Message (Issue Request) ......ccovvvviiiiiiiniiiiniiennnnens, 27
4.1.1.2 Server RequestSecurityTOKEN RESPONSE...iuiiiiiiiiiiiiiiiii e 28
4.1.2 Key Exchange Token ReqUESE........ouiiiiiiiiiiiiii e 30
4.1.2.1 Client Exchange Token ReqUESE .....cciiiiiiiiiiii i e 30
4.1.2.2 Server Key Exchange Token RESPONSE.......cccvviiiiiiiiiniiiiiini e 31
4.1.3 Retrieval of a previously pended certificate request with Query Token Status..... 32
4.1.3.1 ClienNt REQUESE .ot e 32
4.1.4 Message exchange with a server fault ..o 32
4.1.4.1 ClienNt REQUESE .ot e 32
4.1.4.2 Server Fault RESPONSE .. .. 32
4.1.5 Certificate RENEWAI ... e e 33
4.1.5.1 Client Renewal ReqQUESTE ....cviiiiiii e 33
4.1.5.2 Server Request Security Token RESPONSE......c.vviiiiiiiiiiiiiiiiii e 35
L = oL 1 3 2 38
5.1 Security Considerations for IMpIemMENtErs .. ... e e e 38
5.2 Index of SecuUrity Parameters ..o e 38
6 Appendix A: FUll WSDL .....coccieiimirsie s snsse s sasss s sas s sasansas s sansnsnnsnsnnsnsnnsnnnns 39
7 (Updated Section) Appendix B: Product Behavior........cvcrvererimmersmsasimssssasassassssasansns 40
< J 1 3 - 1 4 T« [ I = Lol ] o T 41
£ T 1 3 e 1= T 42
5/45

[MS-WSTEP-DIff] - v20240423

WS-Trust X.509v3 Token Enrollment Extensions
Copyright © 2024 Microsoft Corporation
Release: April 23, 2024



1 Introduction

The WS-Trust X.509v3 Token Enrollment Extensions are extensions of WS-Trust that are used by a
system to request that a certificate be issued.

The communication is initiated by a requesting client who requests a new certificate, retrieval of an
issued certificate, or retrieval of a server certificate. The server processes the request and generates a
response based on the request type.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

1.1 (Updated Section) Glossary
This document uses the following terms:

Abstract Syntax Notation One (ASN.1): A notation to define complex data types to carry a
message, without concern for their binary representation, across a network. ASN.1 defines an
encoding to specify the data types with a notation that does not necessarily determine the
representation of each value. ASN.1 encoding rules are sets of rules used to transform data that
is specified in the ASN.1 language into a standard format that can be decoded on any system
that has a decoder based on the same set of rules. ASN.1 and its encoding rules were once part
of the same standard. They have since been separated, but it is still common for the terms
ASN.1 and Basic Encoding Rules (BER) to be used to mean the same thing, though this is not
the case. Different encoding rules can be applied to a given ASN.1 definition. The choice of
encoding rules used is an option of the protocol designer. ASN.1 is described in the following
specifications: [ITUX660] for general procedures; [ITUX680] for syntax specification; [ITUX690]
for the Basic Encoding Rules (BER), Canonical Encoding Rules (CER), and Distinguished
Encoding Rules (DER) encoding rules; and [ITUX691] for the Packed Encoding Rules (PER).
Further background information on ASN.1 is also available in [DUBUISSON].

certificate: When referring to X.509v3 certificates, that information consists of a public key, a
distinguished name (DN) of some entity assumed to have control over the private key
corresponding to the public key in the certificate, and some number of other attributes and
extensions assumed to relate to the entity thus referenced. Other forms of certificates can bind
other pieces of information.

Certificate Management Messages over CMS (CMC): An internet standard for transport
mechanisms for CMS [RFC2797].

certification authority (CA): A third party that issues public key certificates. Certificates serve to
bind public keys to a user identity. Each user and certification authority (CA) can decide whether
to trust another user or CA for a specific purpose, and whether this trust m be
transitive. For more information, see [RFC3280].

Hypertext Transfer Protocol Secure (HTTPS): An extension of HTTP that securely encrypts and
decrypts web page requests. In some older protocols, "Hypertext Transfer Protocol over Secure
Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information,
see [SSL3] and [RFC5246].

Public Key Cryptography Standards (PKCS): A group of Public Key Cryptography Standards
published by RSA Laboratories.

security token service (STS): A special type of server defined in WS-Trust [WSTrust1.3].

SOAP action: The HTTP request header field used to indicate the intent of the SOAP request, using
a URI value. See [SOAP1.1] section 6.1.1 for more information.
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SOAP fault: A container for error and status information within a SOAP message. See [SOAP1.2-
1/2007] section 5.4 for more information.

SOAP message: An XML document consisting of a mandatory SOAP envelope, an optional SOAP
header, and a mandatory SOAP body. See [SOAP1.2-1/2007] section 5 for more information.

Unicode: A character encoding standard developed by the Unicode Consortium that represents
almost all of the written languages of the world. The Unicode standard [UNICODE5.0.0/2007]
provides three forms (UTF-8, UTF-16, and UTF-32) and seven schemes (UTF-8, UTF-16, UTF-16
BE, UTF-16 LE, UTF-32, UTF-32 LE, and UTF-32 BE).

Web Services Description Language (WSDL): An XML format for describing network services
as a set of endpoints that operate on messages that contain either document-oriented or
procedure-oriented information. The operations and messages are described abstractly and are
bound to a concrete network protocol and message format in order to define an endpoint.
Related concrete endpoints are combined into abstract endpoints, which describe a network
service. WSDL is extensible, which allows the description of endpoints and their messages
regardless of the message formats or network protocols that are used.

X.509: An ITU-T standard for public key infrastructure subsequently adapted by the IETF, as
specified in [RFC3280].

XML: The Extensible Markup Language, as described in [XML1.0].

XML namespace: A collection of nhames that is used to identify elements, types, and attributes in
XML documents identified in a URI reference [RFC3986]. A combination of XML namespace and
local name allows XML documents to use elements, types, and attributes that have the same
names but come from different sources. For more information, see [XMLNS-2ED].

XML Schema (XSD): A language that defines the elements, attributes, namespaces, and data
types for XML documents as defined by [XMLSCHEMA1/2] and [XMLSCHEMAZ2/2] standards. An
XML schema uses XML syntax for its language.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.

1.2.1 (Updated Section) Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[MS-WCCE] Microsoft Corporation, "Windows Client Certificate Enrollment Protocol".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, (jiass L://www.rfc-editor.org/rfc2119,m5

[RFC2797] Myers, M., Liu, X., Schaad, J., and Weinstein, J., "Certificate Management Messages Over
CMS", RFC 2797, April 2000, http://www.[S3iaiem={e |16} .org/@/rfc2797ﬁ

[RFC2986] Nystrom, M. and Kaliski, B., "PKCS#10: Certificate Request Syntax Specification", RFC

2986, November 2000, http://www.@.org/@/rfcm%@
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[RFC3066] Alvestrand, H., "Tags for the Identification of Languages", BCP 47, RFC 3066, January
2001, BITEnner: //www IR T e remeleeys.org/Maaatanie/ rfc306 6

RFC3852] Housley, R., "Cryptographic Message Syntax (CMS)", RFC 3852, July 2004,
mL!ﬂs httpsHIR AR e trfc-editorkesel] rfc385252%:

[RFC5246] Dierks, T., and Rescorla, E., "The Transport Layer Security (TLS) Protocol Version 1.2",
RFC 5246, August 2008, ietfrfc-edito .org/@/rfc5246w

Certificate and Certificate Revocation List
editor.org/info/rfc5280
[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description

Language (WSDL) 1.1", W3C Note, March 2001, isssialaess: //www.w3.0rg/TR/2001/NOTE-wsdl-
20010315

[WSSUTP] OASIS, "Web Services Security UsernameToken Profile 1.0", OASIS Standard, March 2004,
http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-username-token-profile-1.0.pdf

[WSS] OASIS, "Web Services Security: SOAP Message Security 1.1 (WS-Security 2004)", February
2006, igiaazalnels: //www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-o0s-
SOAPMessageSecurity.pdf

[WSTrustl.3Schema] OASIS Standard, "WS-Trust 1.3", http://docs.oasis-open.org/ws-sx/ws-
trust/200512/ws-trust-1.3.xsd

[WSTrust1.3! Lawrence, K., Kaler, C., Nadalin, A., et al., "WS-Trust 1.3", [0JASIEERS = aleElgeBMarch
2007, isiaszaludels: //docs.oasis-open.org/ws-sx/ws-trust/200512/ws-trust-1.3-0s.html

[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)",
W3C Recommendation, December 2009, M://www.w3.org/TR/2009/REC—xmI—names—
20091208/

[XMLSCHEMA1] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema Part
1: Structures", W3C Recommendation, May 2001, |giagsialadels: //www.w3.0rg/TR/2001/REC-xmlschema-
1-20010502/

[XMLSCHEMAZ2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes", W3C
Recommendation, May 2001, m://www.WB.org/TR/2001/REC-meschema-2-20010502/
1.2.2 Informative References

[DUBUISSON] Dubuisson, 0., "ASN.1 Communication between Heterogeneous Systems", Morgan
Kaufmann, October 2000, ISBN: 0126333610.

[SCEP] Nourse, A., and Vilhuber, J. Ed., "Cisco Systems' Simple Certificate Enrollment Protocol", April
2009, http://tools.ietf.org/html/draft-nourse-scep-19
1.3 Overview

The WS-Trust X.509v3 Token Enrollment Extensions (WSTEP) defines the token enrollment profile for
WS-Trust [WSTrust1.3] to allow a client to request X.509v3 certificates.

Existing certificate authorities (CAs) support Abstract Syntax Notation One (ASN.1) formats such as
PKCS#10 ([RFC2986]), PKCS#7 ([RFC3852]), or CMC ([RFC2797]) to encode a certificate request,
and those requests are carried in an existing protocol, such as Windows Client Certificate Enrollment
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Protocol [MS-WCCE] or Cisco's SCEP ([SCEP]). WSTEP also carries those requests from the client to
the issuer.

WSTEP provides for issuance, renewal, and delayed-issuance scenarios for X.509v3 digital certificates.
The server is known in WS-Trust [WSTrust1.3] terminology as a Security Token Service (STS).

The WS-Trust protocol [WSTrust1.3] definition provides the framework for the STS and for enrollment
profile extensions. A typical client interacts with a STS with a request security token (RST) message.
The STS responds to a client request security token message with a request security token response
(RSTR) or a SOAP fault.

Certificate

Client Server Authority

Requas LSe
CLr t'P'TDkEn f i<
SUE)

' snONSE =
4'Ftem1e‘5t5e:um~.,r‘rﬁkenﬁe P

Figure 1: Typical sequence for certificate enroliment

The following figure shows a scenario in which a request cannot be satisfied immediately. In this
scenario, the client makes a request, and the server reply indicates that the request is pending some
other action. The client then queries the request at a later time, presumably after any conditions for
its satisfaction have been met, and receives a reply that the request was issued, rejected, or is still
pending.
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Certificate

Client Server Authority
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Request e
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e vestSecurity Tokep

{Que
¥ Status, Request my 77— B
equest{ﬂequast 1D)
-_-_-_‘_'_h"

Response e ;
-
nse ——":

tSecurityToken
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Figure 2: Typical sequence for a pended certificate enroliment request

In some circumstances, the client request could be rejected. In these instances, the STS responds
with a SOAP fault. The following figure shows the typical sequence.

Client Server

SOAP Fault —
-

Figure 3: Typical sequence for a rejected certificate renewal request

The following figure is an example of a message exchange for a renewal request. A renewal request
uses an existing certificate and requests a new lifespan. From the point of view of the WSTEP protocol,
this is the same as an issue request, as the message format is unchanged.
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. Certificate
Client Server Authority

—
Req uestSecurr‘thnkenf H 55ug)
-‘_-_'_h'

. RESPQ‘HSE I
(SecurityToken
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Figure 4: Typical sequence for a certificate renewal request

1.4 Relationship to Other Protocols
The following figure shows the WSTEP Protocol stack diagram.
!

WSTEP
}- This Pratocol

WS-Trust

A

WS-Security

SOAP

HTTPS }- Industry Standard

TCP

IF

Figure 5: WSTEP Protocol stack diagram

The WSTEP protocol specification is a profile of the WS-Trust Protocol [WSTrustl.3] and makes use of
the SOAP and Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS) protocols for messaging
and security.
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1.5 Prerequisites/Preconditions
The WSTEP protocol specification facilitates the issuance of X.509v3 certificates. A server

implementation of the protocol requires the functionality of a certificate authority, capable of

interpreting requests in at least one of PKCS#7, PKCS#10, or Certificate Management Messages over
CMS (CMCQ).

1.6 Applicability Statement

The WSTEP protocol specification is applicable only for requests for X.509v3 certificates.

1.7 Versioning and Capability Negotiation

The WSTEP protocol specification does not include versioning and capability negotiation.

1.8 Vendor-Extensible Fields

The WSTEP protocol specification does not include any vendor-extensible fields. WSTEP adheres to
the WS-Trust 1.3 [WSTrust1.3] provided extension points.

1.9 Standards Assignments

None.
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2 Messages

2.1 Transport

SOAP version 1.2 MUST be used for messaging for the WSTEP protocol. HTTPS protocol MUST be used
as the transport.

2.2 Common Message Syntax

This section contains common definitions used by this protocol. The syntax of the definitions uses the
XML schema as defined in [XMLSCHEMA1] and [XMLSCHEMAZ2], and the Web Services Description
Language (WSDL) as defined in [WSDL].

2.2.1 Namespaces

This specification defines and references various XML namespaces, using the mechanisms specified in
[XMLNS]. Although this specification associates a specific XML namespace prefix for each XML
namespace that is used, the choice of any particular XML namespace prefix is implementation-specific
and not significant for interoperability.

Prefixes and XML namespaces used in this specification are as follows.

Prefix | Namespace URI Reference
XS http://www.w3.0rg/2001/XMLSchema [XMLSCHEMA1]
wst http://docs.oasis-open.org/ws-sx/ws-trust/200512 [WSTrust1.3]
auth http://schemas.xmlsoap.org/ws/2006/12/authorization [XMLSCHEMA1]
wsu http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity-utility-

1.0.xsd
wsse http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-

1.0.xsd
wstep http://schemas.microsoft.com/windows/pki/2009/01/enrollment This document

2.2.2 Messages

None.

2.2.3 Elements

This specification does not define any common XML schema element definitions.

2.2.4 Complex Types

This specification does not define any common XML schema complex type definitions.

2.2.5 Simple Types

The WSTEP protocol specification does not define any common XML schema simple type definitions.
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2.2.6 Attributes

The WSTEP protocol specification does not define any common XML schema attribute definitions.

2.2.7 Groups

The WSTEP protocol specification does not define any common XML schema group definitions.

2.2.8 Attribute Groups

The WSTEP protocol specification does not define any common XML schema attribute group
definitions.
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3 Protocol Details

The client side of this protocol is a simple pass-through. No additional timers or other state is required
on the client side of this protocol. Calls made by the higher-layer protocol or application are passed
directly to the transport layer, and the results returned by the transport are passed directly back to
the higher-layer protocol or application.

This section addresses the message processing model for the protocol. It includes related information
required by an implementation to successfully send and consume protocol messages.

3.1 SecurityTokenService Server Details

The SecurityTokenService hosts a message endpoint that receives RequestSecurityToken
messages. When received, the server processes the client request and sends it to the certificate
authority. Upon receiving a response from the certificate authority, a response is generated, and the
server sends either a RequestSecurityTokenResponse message or a SOAP fault. When the
message has been sent to the client, the server returns to the waiting state.

Waiting for message

ReguestSecurityToken message received

(Pru-c:essing Request Hessagej

Frocessing complete

Send to
Certificate Authority

Response from Certificate Authority

v

[Generate and send resp-unseJ

Response Message sent

Waiting for message

Figure 6: Security token service state model

The items of information that are communicated between the server and the certificate authority are
specified in this section, but the method of communication used, including timeout and error handling
(local API, local remote procedure call (RPC), or some other protocol) is not specified.

The certificate authority MAY have additional requirements that MUST be met in order to issue an
X.509v3 certificate, such as manager approval, payment processing, or validation of request
information. In these instances, a certificate authority response indicating the issuance is pending.
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3.1.1 Abstract Data Model

A server supporting the WSTEP protocol maintains a relationship to an issuer which processes
messages submitted by the server. When communicating with requestors, a server can support a
variety of languages.

Issuer: An address of a certificate authority (CA). The format of the stored address is specific to the
implementation and to the form of communication used between the Issuer and the Server.

SupportedLanguages: A list of language identifiers supported by the server. The set of languages
are of type xml:lang and defined in [RFC3066].

DefaultLanguage: The default language for the server. DefaultLanguage is of type xml:lang, and the
set of supported languages is defined in [RFC3066].

3.1.1.1 Authentication

The WS-Trust X.509v3 Token Enrollment Extensions use the authentication provisions in WS-Security
([WSS]) for the X.509v3 Security Token issuer to authenticate the X.509v3 Security Token requestor.
This section defines the schema used to express the credential descriptor for each supported
credential type.

3.1.1.1.1 Kerberos Authentication

Authentication using Kerberos is done at the transport layer.

3.1.1.1.2 X.509v3 Certificate Authentication

Authentication using X.509v3 certificates is done at the transport level using Transport Level Security
(TLS) 1.2 as defined in [RFC5246].

3.1.1.1.3 Username and Password Authentication

The username and password credential is provided in a request message using the WS-Security
Username Token Profile 1.0. The username is provided as defined in section 3.1 of the Ws-Security
document [WSSUTP].

3.1.1.1.4 No (Anonymous) Authentication

If no authentication is provided at either the transport layer or the message layer, the request is
considered to be anonymous. Anonymous authentication is supported only for renewal requests,
where the signature from the existing certificate on the request object serves as authentication for the
X.509v3 Security Token requestor.

3.1.2 Timers

None.

3.1.3 Initialization

The SupportedLanguages object MUST be initialized with the set of languages that the server
supports.

The DefaultLanguage parameter MUST be initialized with the language that is to be used by the server
when a request does not define a language preference, or the preference is not in
SupportedLanguages.<1>
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3.1.4 Message Processing Events and Sequencing Rules

Operation Description

wst:RequestSecurityToken2 | The wst:RequestSecurityToken2 operation is the sole operation in the WSTEP
protocol. It provides the mechanism for certificate enrollment requests, retrieval
of pending certificate status, and the request of the server key exchange
certificate. The wst:RequestSecurityToken2 operation is defined in WS-Trust 1.3
[WSTrust1.3].

3.1.4.1 wst:RequestSecurityToken2

The wst:RequestSecurityToken2 operation provides the mechanism for certificate enrollment requests,
retrieval of pending certificate status, and the request of the server key exchange certificate. The
wst:SecurityTokenService port and wst:RequestSecurityToken2 operation are defined in the
[WSTrust1.3] WSDL wsdl:portType definition.

<wsdl:operation name="RequestSecurityToken2">
<wsdl:input message="wst:RequestSecurityTokenMsg" />
<wsdl:output message="wst:RequestSecurityTokenResponseCollectionMsg" />
</wsdl:operation>

WSTEP makes use of the wst:RequestSecurityToken2 operation. The wst:RequestSecurityToken
operation defined in the SecurityTokenService operation is not used. The
wst:RequestSecurityTokenMsg message consists of a single object definition: the client request.
The client request is made using the acceptable SOAP actions as defined in section 3.1.4.2 and
RequestType values, as defined in section 3.1.4.1.2.7.

3.1.4.1.1 Messages

The following WSDL message definitions are specific to this operation.

3.1.4.1.1.1 wst:RequestSecurityTokenMsg

The wst:RequestSecurityTokenMsg is an incoming message, and is defined in WS-Trust 1.3
[WSTrust1.3] WSDL.

wst:RequestSecurityToken: An instance of a wst:RequestSecurityTokenType complex type as
defined in section 3.1.4.1.3.3. The wst:RequestSecurityToken element defines the client
request and the required information for it to be processed.

3.1.4.1.1.2 wst:RequestSecurityTokenResponseCollectionMsg

The wst:RequestSecurityTokenResponseCollectionMsg is an outgoing message, and is defined in WS-
Trust 1.3 [WSTrust1.3] WSDL.

wst:RequestSecurityTokenResponseCollectionMsg: An instance of a
wst:RequestSecurityTokenResponseCollection element as defined in section 3.1.4.1.2.6. This
element contains the results of the client request.

3.1.4.1.2 Elements

3.1.4.1.2.1 wstep:CertificateEnrolimentWSDetail
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The wstep:CertificateEnrolilmentWSDetail element is used to convey additional information to a
client as part of the SOAP fault structure when a server returns a SOAP fault.

<xs:element name="CertificateEnrollmentWSDetail" nillable="true"
type="wstep:CertificateEnrollmentWSDetailType" />

wstep:CertificateEnrollmentWSDetail: An instance of a
<wstep:CertificateEnrollmentWSDetailType> as defined in section 3.1.4.1.3.7. If there is no
additional information, the wstep:CertificateEnrolimentWSDetail SHOULD be omitted in the
SOAP fault.

3.1.4.1.2.2 DispositionMessage

<xs:element name="DispositionMessage"
type="wstep:DispositionMessageType" nillable="true" />

DispositionMessage: An instance of a DispositionMessageType object as defined in section
3.1.4.1.3.1.

3.1.4.1.2.3 wst:KeyExchangeToken
The <wst:KeyExchangeToken> element is defined in WS-Trust 1.3 [WSTrust1.3] section 8.4.

wst:KeyExchangeToken: The wst:KeyExchangeToken element provides a key exchange token that
can be used in certificate enroliment requests that include the private key.

3.1.4.1.2.4 RequestID

<xs:element name="RequestID"
type="xs:string" nillable="true"/>

RequestID: A string identifier used to identify a request.

3.1.4.1.2.5 wst:RequestSecurityToken
The <wst:RequestSecurityToken> element is defined in WS-Trust 1.3 [WSTrust1.3], section 3.1.

wst:RequestSecurityToken: An instance of a wst:RequestSecurityTokenType object as specified
in section 3.1.4.1.3.3.

3.1.4.1.2.6 RequestSecurityTokenResponseCollection
The RequestSecurityTokenResponseCollection is defined in WS-Trust 1.3 [WSTrustl1.3], section 3.2.

RequestSecurityTokenResponseCollection: An instance of a
wst:RequestSecurityTokenResponseCollectionType object as specified in section 3.1.4.1.3.5.

3.1.4.1.2.7 wst:RequestType
The <wst:RequestType> element is defined in [WSTrustl1.3] section 3.1.

wst:RequestType: An instance of a <wst:RequestTypeOpenEnum> object as defined in
[WSTrust1.3] XML schema definition (XSD).

The <wst:RequestType> MUST have one of the following values:
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"http://docs.oasis-open.org/ws-sx/ws-trust/200512/Issue"
"http://schemas.microsoft.com/windows/pki/2009/01/enrollment/QueryTokenStatus"
"http://docs.oasis-open.org/ws-sx/ws—-trust/200512/KET"

If the <wst:RequestType> has any other value, the server MUST respond with a SOAP fault.

3.1.4.1.2.8 wst:TokenType
The <TokenType> element is defined in [WSTrust1.3], section 3.1.

wst:TokenType: For the X.509v3 enrollment extension to WS-Trust, the <wst:tokentype> element
MUST be http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509v3.

3.1.4.1.3 Complex Types

The following XML schema complex type definitions are specific to this operation.

3.1.4.1.3.1 DispositionMessageType

The DispositionMessageType is an extension to the string type that allows an attribute definition of the
language for the string. The DispositionMessageType is used to provide additional information about
the server processing.

<xs:complexType name="DispositionMessageType">
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute ref="xml:lang" wuse="optional" />
</xs:extension>
</xs:simpleContent>
</xs:complexType>

xs:string: The string element contains the literal string disposition message returned from the server.
The string element contains an xml:lang attribute that defines the language for the string. The
language SHOULD be provided for each string element instance.

xml:lang: The language reference xml:lang, indicating the natural or formal language the string
element content is written in.

3.1.4.1.3.2 (Updated Section) wst:RequestedSecurityTokenType

The wst:RequestedSecurityTokenType is defined in WS-Trust XML schema definition (XSD)
[WSTrustl.3Schemal].

<xs:complexType name="RequestedSecurityTokenType">
<xs:sequence>
<xs:any namespace="##any" processContents="lax" />
</xs:sequence>
</xs:complexType>

mWSTEP extends [[iwst: RequestedSecurityTokenType with two additional elementslEE

<xs:element ref="wsse:BinarySecurityToken" />
<xs:element ref="wsse:SecurityTokenReference" />
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wsse:SecurityTokenReference: A URI reference used to indicate where a pended Certificate
Request can be retrieved. The server MUST provide its own URI as the value of the
<wsse:BinarySecurityTokenReference:Reference> element as specified in [WSTrust1.3] section
4.2.

3.1.4.1.3.3 wst:RequestSecurityTokenType

The wst:RequestSecurityTokenType complex type contains the elements for the security token
request in the RequestSecurityTokenMsg message. It is the client-provided object for a certificate
enrollment request. wst:RequestSecurityTokenType is defined in the WS-Trust [WSTrust1.3] XML
schema definition (XSD).

<xs:complexType name="RequestSecurityTokenType">
<xs:annotation>
<xs:documentation>
Actual content model is non-deterministic, hence wildcard. The following shows intended
content model:
<xs:element ref='wst:TokenType' minOccurs='0"' />
<xs:element ref='wst:RequestType' />
<xs:element ref='wsp:AppliesTo' minOccurs='0"' />
<xs:element ref='wst:Claims' minOccurs='0"' />
<xs:element ref='wst:Entropy' minOccurs='0"' />
<xs:element ref='wst:Lifetime' minOccurs='0"' />
<xs:element ref='wst:AllowPostdating' minOccurs='0"' />
<xs:element ref='wst:Renewing' minOccurs='0"' />
<xs:element ref='wst:0nBehalfOf' minOccurs='0"' />
<xs:element ref='wst:Issuer' minOccurs='0"' />
<xs:element ref='wst:AuthenticationType' minOccurs='0"' />
<xs:element ref='wst:KeyType' minOccurs='0"' />
<xs:element ref='wst:KeySize' minOccurs='0"' />
<xs:element ref='wst:SignatureAlgorithm' minOccurs='0"' />
<xs:element ref='wst:Encryption' minOccurs='0"' />
<xs:element ref='wst:EncryptionAlgorithm' minOccurs='0"' />
<xs:element ref='wst:CanonicalizationAlgorithm' minOccurs='0"' />
<xs:element ref='wst:ProofEncryption' minOccurs='0"' />
<xs:element ref='wst:UseKey' minOccurs='0' />
<xs:element ref='wst:SignWith' minOccurs='0"' />
<xs:element ref='wst:EncryptWith' minOccurs='0"' />
<xs:element ref='wst:DelegateTo' minOccurs='0"' />
<xs:element ref='wst:Forwardable' minOccurs='0"' />
<xs:element ref='wst:Delegatable' minOccurs='0"' />
<xs:element ref='wsp:Policy' minOccurs='0"' />
<xs:element ref='wsp:PolicyReference' minOccurs='0"' />
<xs:any namespace='##other' processContents='lax' minOccurs='0' maxOccurs='unbounded'’
/>
</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="Context" type="xs:anyURI" use="optional" />
<xs:anyAttribute namespace="#f#other" processContents="lax" />
</xs:complexType>

WSTEP extends <wst:RequestSecurityTokenType> with the following elements:
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<xs:element ref="wsse:BinarySecurityToken" minOccurs="0"
maxOccurs="1" />

<xs:element ref="auth:AdditionalContext" minOccurs="0"
maxOccurs="1" />

<xs:element ref="wst:RequestKET" minOccurs="0" maxOccurs="1" />
<xs:element ref="wstep:RequestID" minOccurs="0" maxOccurs="1" />

Only the elements specified below are used in WSTEP. Any element received that is not specified
below SHOULD be ignored.

wst:TokenType: Refers to the wst:TokenType definition in section 3.1.4.1.2.8.

wst:RequestType: Refers to the wst:RequestType definition in section 3.1.4.1.2.7. The
wst:RequestType is used to identify the type of the security token request.

wst:RequestKET: Used when requesting a key exchange token as defined in [WSTrust1.3] section
8.4.

wsse:BinarySecurityToken: Provides the DER ASN.1 representation of the certificate request. The
type of token is defined by the wst:TokenType element. For the X.509v3 enrollment extension the
wst:TokenType MUST be specified as in section 3.1.4.1.2.8. The certificate request follows the
formatting from [MS-WCCE] section 2.2.2.6. The EncodingType attribute of the
wsse:BinarySecurityToken element MUST be set to base64Binary.

auth:AdditionalContext: The auth:AdditionalContext element is used to provide extra information in
a wst:RequestSecurityToken message. It is an optional element, and SHOULD be omitted if there
is no extra information to be passed.

wstep:RequestID: An instance of wstep:RequestID as specified in section 3.1.4.1.2.4.

3.1.4.1.3.4 wst:RequestSecurityTokenResponseType

The wst:RequestSecurityTokenResponseType contains the elements that are part of a server response
to a wst:RequestSecurityToken message. wst:RequestSecurityTokenResponseType is defined in the
WS-Trust [WSTrust1.3] XML schema definition (XSD).

<xs:complexType name="RequestSecurityTokenResponseType">
<xs:annotation>
<xs:documentation>

Actual content model is non-deterministic, hence wildcard. The following shows intended

content model:
<xs:element ref='wst:TokenType' minOccurs='0"' />
<xs:element ref='wst:RequestType' />
<xs:element ref='wst:RequestedSecurityToken' minOccurs='0"' />
<xs:element ref='wsp:AppliesTo' minOccurs='0"' />
<xs:element ref='wst:RequestedAttachedReference' minOccurs='0"' />
<xs:element ref='wst:RequestedUnattachedReference' minOccurs='0"' />
<xs:element ref='wst:RequestedProofToken' minOccurs='0"' />
<xs:element ref='wst:Entropy' minOccurs='0"' />
<xs:element ref='wst:Lifetime' minOccurs='0"' />
<xs:element ref='wst:Status' minOccurs='0' />
<xs:element ref='wst:AllowPostdating' minOccurs='0"' />
<xs:element ref='wst:Renewing' minOccurs='0"' />
<xs:element ref='wst:0nBehalfOf' minOccurs='0"' />
<xs:element ref='wst:Issuer' minOccurs='0' />
<xs:element ref='wst:AuthenticationType' minOccurs='0"' />
<xs:element ref='wst:Authenticator' minOccurs='0"' />
<xs:element ref='wst:KeyType' minOccurs='0"' />
<xs:element ref='wst:KeySize' minOccurs='0"' />
<xs:element ref='wst:SignatureAlgorithm' minOccurs='0"' />
<xs:element ref='wst:Encryption' minOccurs='0"' />
<xs:element ref='wst:EncryptionAlgorithm' minOccurs='0"' />
<xs:element ref='wst:CanonicalizationAlgorithm' minOccurs='0"' />
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<xs:element ref='wst:ProofEncryption' minOccurs='0"' />
<xs:element ref='wst:UseKey' minOccurs='0"' />
<xs:element ref='wst:SignWith' minOccurs='0"' />
<xs:element ref='wst:EncryptWith' minOccurs='0"' />
<xs:element ref='wst:DelegateTo' minOccurs='0"' />
<xs:element ref='wst:Forwardable' minOccurs='0"' />
<xs:element ref='wst:Delegatable' minOccurs='0"' />
<xs:element ref='wsp:Policy' minOccurs='0' />
<xs:element ref='wsp:PolicyReference' minOccurs='0"' />
<xs:any namespace='"##other' processContents='lax' minOccurs='0"' maxOccurs="'unbounded'
/>
</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="Context" type="xs:anyURI" use="optional" />
<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>

WSTEP extends the wst:RequestSecurityTokenResponseType with the following elements:

<xs:element ref="wstep:DispositionMessage" />
<xs:element ref="wsse:BinarySecurityToken" minOccurs="0" maxOccurs="1" />
<xs:element ref="wstep:RequestID" minOccurs="0" maxOccurs="1"

<xs:element ref="wst:KeyExchangeToken" minOccurs="0" maxOccurs="1" />

/>

Only the elements documented as follows are used by WSTEP. Any element received that is not
documented as follows SHOULD be ignored.

wst:TokenType: Refers to the TokenType definition in section 3.1.4.1.2.8.

wstep:DispositionMessage: Refers to the definition in section 3.1.4.1.2.2. The
wstep:DispositionMessage element is used to convey any additional server disposition information
as part of the response message.

wsse:BinarySecurityToken: Refers to the wsse:BinarySecurityToken definition in section
3.1.4.1.3.2.

wst: KeyExchangeToken: Refers to the wst:KeyExchangeToken definition in section 3.1.4.1.2.3.

wst:RequestedSecurityToken: An instance of a wst:RequestedSecurityTokenType object as defined
in section 3.1.4.1.3.2.

wstep:RequestID: An instance of a wstep:RequestID as defined in section 3.1.4.1.2.4 that
conveys the request identifier of the originating request.

3.1.4.1.3.5 wst:RequestSecurityTokenResponseCollectionType

The <wst:RequestSecurityTokenResponseCollectionType> is defined in the [WSTrust1.3] XML schema
definition (XSD) as a collection of one or more <wst:RequestSecurityTokenResponse> elements. The
WS-Trust X.509v3 Token Enrollment Extensions further constrain the [WSTrust1.3] definition and the
<wst:RequestSecurityTokenResponseCollection> collection MUST contain at most one
<wst:RequestSecurityTokenResponse> element.

<xs:complexType name="RequestSecurityTokenResponseCollectionType">
<xs:annotation>
<xs:documentation>
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The <wst:RequestSecurityTokenResponseCollection> element (RSTRC) MUST be used to return a
security token or response to a security token request on the final
response.</xs:documentation>

</xs:annotation>

<xs:sequence>

<xs:element ref="wst:RequestSecurityTokenResponse" minOccurs="1" maxOccurs="unbounded" />

</xs:sequence>

<xs:anyAttribute namespace="##other" processContents="lax" />

</xs:complexType>

wst:RequestSecurityTokenResponse: An instance of a wst:RequestSecurityTokenResponseType
object. The <wst:RequestSecurityTokenResponseCollectionType> MUST contain only one
<RequestSecurityTokenResponse> element.

3.1.4.1.3.6 wst:RequestTypeEnum

The <wst:RequestTypeEnum> is defined in WS-Trust [WSTrust1.3] XML schema definition (XSD).
WSTEP defines the following values for <wst:RequestTypeEnum>.

"http://schemas.microsoft.com/windows/pki/2009/01/enrollment/QueryTokenStatus"

WSTEP makes use of the Key Exchange Token request type defined in [WSTrust1.3] section 10:

"http://docs.oasis-open.org/ws-sx/ws-trust/200512/KET"

and the issue request type defined in [WSTrust1.3] XML schema definition (XSD):

"http://docs.oasis-open.org/ws-sx/ws-trust/200512/Issue"

3.1.4.1.3.7 wstep:CertificateEnrolilmentWSDetailType

The <wstep:CertificateEnrollmentWSDetailType> contains additional information pertaining to error
conditions.

<xs:complexType name="CertificateEnrollmentWSDetailType">
<xs:sequence>
<xs:element minOccurs="0" maxOccurs="1" name="BinaryResponse" nillable="true"
type="xs:string" />
<xs:element minOccurs="0" maxOccurs="1" name="ErrorCode" nillable="true" type="xs:int"
/>
<xs:element minOccurs="0" maxOccurs="1" name="InvalidRequest" nillable="true"
type="xs:boolean" />
<xs:element minOccurs="0" maxOccurs="1" name="RequestID" type="xs:string"
nillable="true" />
</xs:sequence>
</xs:complexType>

wstep:BinaryResponse: The wstep:BinaryResponse element is used to provide a response if the
Issuer generates one. If there is no response to provide, the wstep:BinaryResponse element MUST
be nil.

wstep:ErrorCode: An integer value representing a server error. If there is no error to provide,
wstep:ErrorCode MUST be specified as nil.
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wstep:InvalidRequest: If the request is denied by the Issuer the server MUST return true. For other
errors the wstep:InvalidRequest SHOULD be false.

wstep:RequestID: If the Issuer provides a wstep:RequestID to the server, it MUST be provided to a
client. If no wstep:RequestID is provided by the Issuer, the wstep:RequestID element must be
specified as nil.

3.1.4.1.4 Attributes

There are no attributes that are specific to this operation.

3.1.4.2 Processing Rules

An incoming SOAP message MUST be processed to evaluate the SOAP actions and authentication
information.

If the user is authenticated successfully using the provided authentication information, message
processing MUST continue, and the authentication information SHOULD be provided to the Issuer. If
the authentication fails, the server MUST respond with a SOAP fault.

If the SOAP action is "http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RST/wstep"
the server must follow the Request Security Token Processing Rules per section 3.1.4.2.1.

If the SOAP action is "http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/KET" the server must
follow the Key Exchange Token Processing Rules per section 3.1.4.2.2.

If any other SOAP action is defined, the server SHOULD respond with a SOAP fault.

3.1.4.2.1 WSTEP Action: Request Security Token Processing Rules

A <wst:RequestSecurityTokenMsg> MUST contain a <wst:RequestType> element as defined in
section 3.1.4.1.2.7. If the <wst:RequestType> element is absent, nil, or undefined, the server MUST
respond with a SOAP fault.

If a wstep:PrefferedLanguage attribute is not present in a <RequestSecurityTokenType> object, or
the value is not in SupportedLanguages, the server SHOULD use DefaultLanguage.

If the <wst:RequestType> is "http://docs.oasis-open.org/ws-sx/ws-trust/200512/Issue", the server
MUST process the request per section 3.1.4.2.1.1.

If the <wst:RequestType> is
"http://schemas.microsoft.com/windows/pki/2009/01/enroliment/QueryTokenStatus" the server MUST
process the request per section 3.1.4.2.1.2.

If the <wst:RequestType> is any other value, the server MUST respond with a SOAP fault.

3.1.4.2.1.1 New and Renewal Request Processing

A wst:RequestSecurityToken message with a wst:RequestType value of "http://docs.oasis-
open.org/ws-sx/ws-trust/200512/Issue" is used for the purposes of issuing an X.509v3 certificate or
for renewal of an existing X.509v3 certificate.

For this type of message, a server has additional syntax constraints on the request message.

wsse:BinarySecurityToken: If the wsse:BinarySecurityToken element is absent or undefined, the
server MUST respond with a SOAP fault.

wstep:RequestID: If the wstep:RequestID element is present and defined, the server SHOULD
ignore it.
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The server MUST provide the wsse:BinarySecurityToken to the Issuer and SHOULD provide the
auth:AdditionalContext (see section 3.1.4.1.3.3) to the Issuer.

If the Issuer responds with an error, the server MUST respond with a SOAP fault. If the Issuer
indicates the issuance is pending, the server MUST use the Issuer response to generate a pending
wst:RequestSecurityTokenResponseCollectionMsg message. If the Issuer responds with an
issued certificate, the server MUST respond with a
wst:RequestSecurityTokenResponseCollectionMsg message providing the issued certificate.

3.1.4.2.1.2 QueryTokenStatus Request Processing

A wst:RequestSecurityToken message with a <wst:RequestType> of
"http://schemas.microsoft.com/windows/pki/2009/01/enroliment/QueryTokenStatus" is used to
retrieve an issued certificate or check the status of a certificate request that was pending.

For this type of message, the server has additional syntax constraints on the request message.

The wstep:RequestID element is a null-terminated Unicode string that contains a certificate request
identifier (as defined in section 3.1.4.1.2.4). If the <wstep:RequestID> element is absent, defined as
nil, or contains no value the server MUST return a SOAP fault.

The server MUST provide the wstep:RequestID to the Issuer.

If the Issuer responds with an error, the server MUST respond with a SOAP fault. If the Issuer
indicates the issuance is pending, the server MUST use the Issuer response to generate a pending
wst:RequestSecurityTokenResponseCollectionMsg message. If the Issuer responds with an
issued certificate, the server MUST respond with a
wst:RequestSecurityTokenResponseCollectionMsg message providing the issued certificate.

3.1.4.2.2 KET Action: Request Security Token Processing Rules

A wst:RequestSecurityTokenMsg MUST contain a <wst:RequestType> element as defined in
section 3.1.4.1.2.7. If the <wst:RequestType> element is absent, nil, or undefined, the server MUST
respond with a SOAP fault.

If the <wst:RequestType> is "http://docs.oasis-open.org/ws-sx/ws-trust/200512/KET" the server
MUST process the request per section 3.1.4.2.2.1.

If the <wst:RequestType> is any other value, the server MUST respond with a SOAP fault.

3.1.4.2.2.1 Key Exchange Token Request Processing

A RequestSecurityToken message of wst:RequestType of "http://docs.oasis-open.org/ws-sx/ws-
trust/200512/KET" is used to retrieve the Key Exchange Token.

For this type of message, a server has additional syntax constraints on the
wst:RequestSecurityTokenMsg message.

If the <wst:RequestKET> element is absent, the server MUST return a SOAP fault.

The server requests the Key Exchange Token from the issuer. If the issuer responds with an error, the
server MUST respond with a SOAP fault. Otherwise, the server uses the Issuer response to generate a
wst:RequestSecurityTokenResponseCollectionMsg message.

The <wst:RequestSecurityTokenResponse> element in the server response follows the [WSTrust1.3]
definition in section 8, but for key exchange in the WSTEP protocol, the <wst:KeyExchangeToken>
element MUST be present, and provides the key exchange token provided from the Issuer.
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3.1.5 Timer Events

None.

3.1.6 Other Local Events

None.
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4 Protocol Examples

4.1 RequestSecurityToken Request/Response Message Sequence

In the following message sequence, the username/password authentication headers have been

included in the message sequences for clarity.
4.1.1 Standard Certificate Request

4.1.1.1 RequestSecurityToken Message (Issue Request)

<s:Envelope xmlns:a="http://www.w3.0rg/2005/08/addressing"
xmlns:s="http://www.w3.0rg/2003/05/socap-envelope">

<s:Header>

<a:Action s:mustUnderstand="1">

http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RST/wstep</a:Action>
<a:MessageID>urn:uuid:b5d1a601-5091-4a7d-b34b-5204c18b5919</a:MessageID>

<a:ReplyTo>

<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>

</a:ReplyTo>

</s:Header>

<s:Body xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

<RequestSecurityToken xmlns="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<TokenType>http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-

1.0#X509v3</TokenType>

<RequestType>http://docs.oasis-open.org/ws-sx/ws-trust/200512/Issue</RequestType>
<BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/

0asis-200401-wss-wssecurity-secext-1.0.xsd#baseb64binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401l-wss-wssecurity-secext-1.0.xsd#PKCS7"

xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext—
1.0.xsd">MIIEDDCCAVQCAQAWADCCASIWDQYJK0ZIhveNAQEBBQADggEPADCCAQOCggEBANPk

/1AOEvYikbMJvabzapKyJkgLnaXWm2EFvnO6UNCtXWE 9SWchbbumLgkIas9BUcCMiSE
Eh4tVZNFugi3bahnjUjTGIMIVAZA3/COYfulX8y1l9mcIVIWZhyYZVwUeMh4GYS5ht
90NFZP0OvXb7c0brSRyvhvizg+kG7om24gMTZBgSIRsajcDVY+uGLdhixy4AtXNwS
pzzRdAS/1Q0BF1wsDT3C0bceWy2uej2hsLYolyGdd0fHkly/tOusoyjc3itw203P9]
k+bP4eDG2ukRjMMcjgxQ500Bze7ThXQf2hrNEJRTd6pPIOdAUb8HZz /DiPYaEY75XN
EQepcllnlmg2GQ9YghcCAWEARaCCACUWGgYKKwYBBAGCNwOCAZEMFgo2LjEuNzAL
My4yMGQGCSsGAQQBgjcVEDFXMFUCAQUMLzktMTM1IMUMWNDAL1QS5k0S0xMzUxQzA0
MDZBLm50dGVzdC5taWNyb3NvZnQuY29tDBJEOSO0xMzUxQzAOMDZBXGEF1iYnkMCON1
c1lR1c3QuZXh1MHQGCisGAQQBgjcNAgIxZjBkAgGEBHIWATQOBpAGMACgBVAHMAbwWBM
AHQAIABFAG4AaABhAG4AYWB1AGQAIABDAHIAeQBWAHOALWBNAHIAYOBWAGgAaQRB]
ACAAUABYAGB8AdgBPAGQOAZQBYACAAdgAXACAAMAMBADCByYgYJKoZ IThveNAQKOMYGS
MIG5MBcGCSsGAQQOBg]jcUAgGQKHggAVQOBzZAGUACJAPBgNVHSUEI JAgBgorBgEEAYI3
CgMEBggrBgEFBQCDBAY IKwYBBQUHAWIwDgYDVROPAQH /BAQDAGWGMEQGCSQGSTb3
DQOEJDwQ3MDUwDgYIKoZIhvcNAwWICAgCAMA4GCCgGSIb3DOMEAGIAGDAHBgUrDgMC
BzAKBggghkiG9w0DBzAdBgNVHQ4EFgQUavblZB20WG6vt+agd T4 ZMPFe30wDQYJ
KoZIThvcNAQEFBQADggEBAGIA8DvIgvCVNgnSHkNUuTiErtwlacv609MnMt2WxhnAj
zGQZZS4bZ9INH+CR49yswieFCS3zFiP5PxGL5CCogn2XHGs 7LCCzHtr1tAZBACTC
tzLF5Qcj0K1i/H5GRa4Q+2e1UrcM1cSnD52zY+V1vEXX1Xc2P5hTBObg8GhbZME /MW
84XE1sz75NgZeQ2vh0660zAMywMtC26Q+7DOfBaPMxXrWgMOBm6g0/Yjj3vDY /U8
T9rpJgGHHTG7E7E+/3EcgPeKNExxf0n+VXRwLO9C5w0S6Xy/INGfuipw+SzaRbPs
H5/6UiS+ugtSVzadmAOa9dvzxIQfgARCucr49wM3YUek=</BinarySecurityToken>
<RequestID xsi:nil="true"

xmlns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment" />

</RequestSecurityToken>
</s:Body>
</s:Envelope>
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4.1.1.2 Server RequestSecurityToken Response

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">

<s:Header>

<a:Action s:mustUnderstand="1">
http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RSTRC/wstep</a:Action>

<ActivityId CorrelationId="a0f23la3-ccf2-4b9c-99a6-bc353a59p5d0"
xmlns="http://schemas.microsoft.com/2004/09/ServiceModel/Diagnostics">
95427¢83-902¢c-48db-9529-£61ccld8c035</ActivityId>

<a:RelatesTo>urn:uuid:b5d1a601-5091-4a7d-b34b-5204c18b5919</a:RelatesTo>

</s:Header>

<s:Body>

<RequestSecurityTokenResponseCollection
xmlns="http://docs.oasis-open.org/ws-sx/ws—trust/200512">

<RequestSecurityTokenResponse>

<TokenType>http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-x509-token-profile-1.0#X509v3</TokenType>

<DispositionMessage xml:lang="en-US"
xmlns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment">
Issued</DispositionMessage>

<BinarySecurityToken
ValueType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401l-wss-wssecurity-secext-1.0.xsd#PKCS7"
EncodingType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-secext-1.0.xsd#baseb64binary"
xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext—
1.0.xsd">MITIRIAYJK0ZIhvcNAQcCoITRhTCCEYECAQMxCzAJBgUrDgMCGgUAMHOGCCsGAQUF
BwwDOHEEbzBtMGcwIQIBAQYIKwYBBQUHBWEXEJAQAGEAMAMCAQEMBk1zc3V1ZDBC
AgECBgorBgEEAYI3CgoBMTEwWLWIBADADAGEBMSUWIwYJKwYBBAGCNXURMRYEFFis
145+YbEalzssa0G63KkQOD6+OMAAWAKCCDOEwWggNPMIICQ6ADAGECAhAeqF9153Dz
n0o0G27H8w6RMAOGCSgGSIb3DOEBBQUAMDOxGZAZBgNVBASTEk1pY3Jvec2 9mdCBQ
S0kgVGVhbTEVMBMGA1UEAWWMRkKJfRW50UmM9vdENBMB4XDTASMDMwMzAZM ) QxM1oX
DTEOMDMwMzAzMzQOxMFowNDEbMBkGALIUECXMSTW1jcm9zb2Z0IFBLSSBUZWFtMRUwW
EwYDVQODDAxXGQ19FbnRSb29000EwggEiMAOGCSgGSIb3DOEBAQUAA4 IBDWAWGOEK
AOIBAQCINE1540d1KuJPZ8BoagVIsuE4BX9dXTskOBmBVb1P1YZzI1RWMONE1Zr40
Tdggz/Nv69kwCOzi0DOE058fHYZz3FAh6rwdo+ABpx9nFJ1Jj69DIH7IIQWsWATOe
nOxvW59vzotQfMz00T//1NCilX3aBMj6VijArX51fYLCgBr2Qgw9BmEkaivntwovd
1gvJTPNoyG79c2V2Mux+4M9dzIR1 7xw8Mx4LhJrXXKQPZ1YgwVeWdAXelS5aeoXG
LI2GIx15LtsUQzYxcelSVotVcfR4NM31Xkis5x679DtxMoB2gYqjUhkB1IhTLIQwWK
8V5v57)jjsuy7tXP5qIEpOq7B6NCZzAgMBAAGTaTBNnMBMGCSsGAQQBgj cUAgGQGHgOA
QwBBMA4GA1UdDWEB/wQEAwWIBhjAPBgNVHRMBAf8EBTADAQH/MBOGA1UdDgQWBBS 9
oNbJuWz 92vLuQSIJ1lDzamg3dVTAQBgkrBgEEAYI3FQEEAWIBADANBgkghkiGOw0B
AQUFAAOCAQEAVr8MMHZHcnUUyKGEFNBESgNPKIHI90DEee3jnChqO9wmKbEZV4701
+e3diDjiCI9FQlHHbuWxhKPjOnAtgXN48EIXLPzS/ezx/LwsEv5L1roioRBym8NbA
1dLINFgskrCOFAhefg9Jc4c91Q3uyGUijMb4Hoa9%2cgNIeMeRzV+L1oHOWVZpg9o
1800CIFX/WOETKBryiLnXPLybdQuOE7brTkyYmXJsGuFPgLzj6DVFOdblZMmEJNyY
60pr98dFJY¥YwcwnhjdVxOFtRTsXnU8epeAYOEHWICuUO1bWpcRPF6C6sJYOwmRaP7
10COGXhoF061cbLO8fztvGpUkyZfDoHg3DCCBUWWggQOOoAMCAQICCMEMENWAAAAA
AAIWDQYJKoZIhvcNAQEFBQAWNDEDMBkGAIUECXMSTW1jcm9zb2Z0IFBLSSBUZWEL
MRUWEwWYDVQQODDAXGQ19FbnRSb290Q0EwHhcNMDkwMzAzMDMyNjE2WhcNMTEwWMzAzZ
MDMzNjE2WjAzMRswGQYDVQQLExJINaWNyb3NvZnQgUEtJIFR1YWOxFDASBgNVBAMM
COZCXOVudFN1YkNBMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAZgtL
8VMe3t1durXs81O0RJWBWoxDQtTPJALYNQAqvS+H2HutrUNJviW/+vKOAMOib8GR3u
D8IT+Kk8TJvzSGOuQAKxYtzaqgjDt7Alc7UtsnelSiKDT5ZSf1lpmfUVASKA28)J4Y
B1SDJS1ImOyWqUZCnwwAWWOVXCrMk1lQnyGjr3Akg+p6Mgo/ZgaeFuj4o73JjI/em
BN5mMO1x00yjQF79b0bJagd0bidQkfSASDW3HAYyCcTcWuKEMEJF5vPMZgLWcaRjAS
v2tEn9urPDJv4AmhXrTz53ETuplkAOMA9ISBQULNLXXHreXImUkGacdPhdlhCWm9OKE
v1Q1lvsks9UUBfHUCKwWIDAQABO4ICXzCCAlswEAYJKwYBBAGCNXxUBBAMCAQAWHQYD
VROOBBYEFJ+33ZGC0QUJODHi1PfaXeoF15VzIMBkGCSsGAQOBgjcUAgGOMHgOAUWB1
AGIAQWBBMA4GA1UdDWEB/wQEAWIBh JAPBgNVHRMBAf8EBTADAQH/MB8GA1UAIWQY
MBaAFL2glsm5bP3a8u5BIgmUPNgaDd1VMIHsBgNVHR8EgeQwgeEwgd6ggduggdiG
gdVsZGFwOi8vLONOPUZCXOVUdFJIvb3RDOSxDTj05LTEzZNTEFDMDOWNKEsQ04 9Q0RQ
LENOPVB1YmxpYyUyMEt1eSUyMENlcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZp
Z3VyYXRpb24sREMOZDktMTM1IMUMwWNDA2QSxEQz1udHR1c3QsREMObW1jcm9zb2Z0
LERDPWNVDOT 9§ 2XJ0aWZpY2F0ZVJ1dm9i YXRpb25MaXNOP2Jhc2U/b2JqZWN0Q2xh
c3M9Y1JIMRG1zdHIpYnV0aW9uUGIpbnQwgdsGCCsGAQUFBWEBBIHOMIHLMIHIBggr
BgEFBQcwA0aBu2xkYXA6Ly8vQ049RkJEfRW50UMIVAENBLENOPUFJQSxDTj1QdWIs
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aWM1IMIBLZXk1IMIBTZXJ2aWN1lcyxDTj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aWw9u
LERDPWQ5LTEzNTFDMDQWNKESREM9bnROZXNOLERDPW1pY3Jvc29mdCxEQz13b20/
YOFDZXJ0aWZpY2F0ZT91YXN1P29iamVjdENSYXNzPWN1cnRpZmljYXRpb25BdXRo
b3JpdHkwDQYJK0Z IThveNAQEFBQADGGEBACUFJI£5b34y2bob4+rmjcIJ2F4MRRG8C3
v91ltkpaib8neRyC2tNUOC+hav5QZ2DjW8KWns+rRb1UW/5iRa/7uKhnHYyS14Yv0
I/LddT1v5Pf5uv5CK0YbmQiGx37aLLHjDngerh346N+2z75kJZ2J18eEVnUPZUQ/ZB
btgb7GAKcIRViJJI+9rspGRJIOIFJFIAUI7jThssGlzobaljyw4 IvMX0+VpGpr8zxM
ZfKOP4kr30u+TSVK1IHOCBSFy4SgkcSdxVEFkoyCEm7Pr4osxVHcFkC9JgiihYldil
xgt4U54nFAQUrTobHIB+JYJHLQYafPGCYEfBO9bR4M1/1jhV05F1V61zIwggaOMIIF
dgADAgECAgOY2dXTAAAAAAAIMAOGCSgGSIb3DQEBBQUAMDMxGZAZBgNVBASTEkK1p
Y3Jvc29mdCBQS0kgVGVhbTEUMBIGAlIUEAWWLRkIJfRW50U3ViQOEwWHhcNMDkwMzAl
MTgyNTQ1WhcNMTAWMZzA1MTgyNTQ1W CBvjETMBEGCgmMS JomT 81 xkARKWA2NVLTEZ
MBcGCgmSJomT81ixkARKWCW1pY3Jvc2 9ImdDEWMBOGComSJomT 81ixkARKWBmM50dGVz
dDEdMBsGCgmSJomT81xkARKWDWQS5LTEZzZNTFDMDOWNKExDjAMBgNVBAMTBVV ZZXJz
MQOwWCwYDVQQODEWRhYmJISMTYWNAYJKoZ ThveNAQkBFidhYmJI5QEQSLTE zZNTFDMDQw
NkEuT1RURVNULk1JQ1JPUO9GVCS5DTO00wggEiMAOGCSgGSIb3DQEBAQUAA4 IBDWAW
ggEKAOIBAQDTS5P5QDhL2IpGzChb2m82gSsiZKi5211pthb5zulDQrvin/VnIW27pi
6pCGrPQVHDIKhBIeLVWTRboIt220241I0xvTCLWGXd/WtGH711/MpfZnCFVmYcmG
VcFHjIeBmEuYbfdDRWTIL12+3NG60kcrdbls6vpBu6JtuKjE2QYEiELbGOo3A1WPrh
13YYscuALVzcOac80XUvIUARACLAOOwtG3Hlstrno9obC2KIchnXdHx5Ncv7TrrK
Mo3N4rcNgNz/Y5Pmz+HgxtrpEYzDHI6sU0dDgc3udV0OH%0azRCUU3eqTyDnQLm/B
8/w432GhGO+VzREHGXNAZy5qthkPWI IXAGMBAAG) ggMWMI IDEjBEBgkghkiG9w0B
CQ8ENzAIMA4GCCQGSTb3DOMCAgGTIAGDAOBggqhkiGOwODBATCATAWBWY FKw4DAgCW
CgYIKoZIhvcNAwcCwEwYJKwYBBAGCNXQCBAoeCABVAHMAZQBYMIHaBggrBgEFBQCB
AQSBzTCByjCBxwYIKwYBBQUHMAKGgbpsZGFwOi8vLONOPUZCXOVuUudEN1YkKkNBLENO
PUFJQSxDT31Q0dWJIsaWM1MjBLZXk1MIBTZXJ2aWN1cyxDTJ1TZXJ2aWN1cyxDT31D
b25maWdlcmF0aWOuLERDPWQSLTEZNTFDMDOWNKESREMObnROZXNOLERDPW1pY3Jv
c29mdCxEQz1jb20/YOFDZXJ0aWZpY2F0ZT91YXN1P29iamVjdENSYXNzPWN1cnRp
ZmljYXRpb25BdXRob3JpdHkwHQYDVROOBBYEFGr25WQdkFhur7fmoOE+I2TDxXt6
MA4GA1UJDWEB/wQEAWIFODBrBgNVHREEZDBioDcGCisGAQQOBg]cUAgGOgKQWnYWJ i
eUBkOS0xMzUxQzAOMDZBLM50dGVzdC5taWNyb3NvZnQuY29tgSdhYmJI5QEQSLTEZ
NTEDMDOwWNKEUT1RURVNULk1JQ1JPUO9GVC5DT00wgesGALUdHwSB4zCB4DCB3aCB
2gCB14aBl1GxkYXA6Ly8vQ049RkJEfRW50U3ViQO0EsQ0490S0xMzUxQzAOMDIBLENO
PUNEUCxDT1QdWJIsaWM1MjBLZXk1MIBTZXJ2aWN1cyxDTJ1TZXJ2aWN1cyxDTJ1D
b25maWdlcmFO0aWOuLERDPWQSLTEZNTFDMDOQWNKESREMObnROZXNOLERDPW1pY3Jv
c29mdCxEQz1jb20/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlzdD91iYXN1P29iamV]j
dENsYXNzPWNSTERpc3RyaWJ1dGlvb1lBvaW50MB8GALUdIwQYMBaAFJ+332GC0QUd
0DHiPfaXeoF15VzIMCkGALUdAJQQiMCAGCisGAQOBg ] cKAWQGCCsGAQUFBWMEBggT
BgEFBQcDAjANBgkghkiGIwOBAQUFAAOCAQEAWLNdycUwoaalU8itsOhThdSiImen
Iz£4Gz4f0IcwKuclORaHbeKDBp5e91x1Z6My+4£fbGn2058vBO0SwRMEYa31HIngO/
+C2W+9pO0xsPGXSfR8aqwfiYCpLou6aZC40G21TSkclpZvuCqcOED2CPaHoCcWIE20F
Z80Qyi+zFtNFY04B5TH219syCoOWivF4EsbamTLLbgTRAPLBJ2Vz+BB/nwTemZz1
vd7ZBw89C9gebI6QVb8udRi21x50LgQZUtJyiWpv/3zhpR6eL9DobsxIrhc4Np7r
ft2hfopnHulZLhwFRk2GXGRZgBabDN06kCelqV6X2gwlv6NbDRXc/OfFOTGCAakw
ggGlAgEBMEIWNDEDMBkGAIUECXMSTW1jcm9zb2Z0IFBLSSBUZWFtMRUWEWYDVQQD
DAxGQ19FbnRSb290Q0ECCMEMfNWAAAAAAATWCQYFKw4 DAhoFAKA+MBCcGCSgGSIb3
DQEJAZEKBggrBgEFBQcMAZzAJBgkghkiGI9wOBCQOxFgQUyY/W4vpjAGswElveyOirp
M+kawzEwDQYJKoZ IhvcNAQEBBQAEgGEAkKkQr0469R/EGRQaF4jdv1z/NGG+7WPnv8
SKKSOh3US5ZWkUPHjCtLKfA70JDgCMMAO26/VVN3nAwWCiFtA3ZCc+FASd+5rmUtUg
k25eeCTaBH/6NykvOddsgyKrt1Gzvi+uavgQOuNhQeZyWBINgW1O0QOIENXwcw4gE
I0500F8Td5Z2wACKunoU/xrvrWoPoS58TkSDGkd/BWg8R6ZzafdjAF26bGB7HIES
OMzCxn5Sd/AILozG3F99/wngijCxnsFPP6EYrVGs8gjDKfdualb+cywidX+wFZch2
DMryOkIN+6YDN60SNPgnHCMg+19P5IjX2aCk3EAyx3NWtf/BOu4KCw==</BinarySecurityToken>

<RequestedSecurityToken>

<BinarySecurityToken ValueType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-x509-token-profile-1.0#X509v3"
EncodingType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-secext-1.0.xsd#baseb64binary"
xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-
1.0.xsd">MIIG]jCCBXagAwIBAgGIKGNNVOwAAAAAAPTANBgkghkiGOwOBAQUFADAZMRSWGQYD
VOOLExJINaWNyb3NvZnQgUEtJIFRIYWOXFDASBgNVBAMMCOZCX0VUudFN1YkNBMB4X
DTA5MDMwNTE4MjUONVoXDTEwWMDMwNTE4MJUONVowgb4xEzARBgoJkiadk/ISZAEZ
FgNjb20xGTAXBgoJkiaJdk/IsZAEZFgltaWNyb3NvZnQxFjAUBgoJkiaJk/IsZAEZ
FgZudHR1c3QxHTAbBgoJkiadk/IsZAEZFglk0S0xMzUxQzAOMDZBMQ4wDAYDVQQD
EwVVc2VyczENMASGALUEAXMEYWJieTE2MDQGCSgGSIb3DOEJARYNYWJ1ieUBEOSOx
MzUxQzAOMDZBLk5UVEVTVC5NSUNSTINPRIQUQOONMIIBI JANBgkaghkiGOwOBAQEF
AAOCAQ8AMIIBCgKCAQEAQ+T+UA4S9iKRswm9pvNgkrImSoudpdabYW+c7pQ0K1dz
/1ZyFtu6YugQhgzO0FRwyJIQSHi1VkOW6CLAtgGeNSNMb0wi8B13f8LRh+4tfzKX2
ZwhVZmHJIh1XBR4yHgZhLmG33Q0Vk/S9dvt zRut JHK+G9bOr6QbuibbioxNkGBIhG
xgNwNVJj64Yt2GLHLgClc3DmnPNF1L/VAEXXCWNPcLRtx5bLa56PaGwtiiXIZ13R8
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eTXL+066yJKNzeK3Dajc/20T5s/h4Mba6RGMwxyOrFDnQ4HN7uFdB/aGs0Q1FN3g
k8g50C5vwfP80I%hoRjv1cORB61zXWcuarYZD1iCFwIDAQARBO4IDFjCCAXIWRAYJ
KoZTIhvcNAQkPBDcwNTAOBggghkiGOwODAgGICAIAWDgYIKoZ IhveNAWQCAgCAMACG
BSsOAwWIHMAOGCCOGSIb3DOMHMBcGCSsGAQOBg ) cUAgGOKHggAVOBZAGUAC)CB2gYI
KwYBBQUHAQEEgcOwgcowgccGCCsGAQUFBzAChoG6bGRhcDovLy9DTj1GQ19FbnRT
dWJDQSxDT1BSUESQ049UHVibG1ljITIwS2V5JITIwU2VydmljZXMsQ049U2Vydml j
ZXMsQ0490Q029uZmlndXJhdGlvbixEQz1k0S0xMzUxQzAOMDZBLERDPW50dGVzdCxE
0z1taWNyb3NvZnQsREMIY29tP2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFz
cz13ZXJ0aWZpY2F0aWwouQXvV0aG9yaXR5MBOGAL1UADgOWBBRgOUVkHZBYbg+35gDh
PiNkw8V7ejAOBgNVHQ8BAf8EBAMCBaAwawYDVRORBGOWYgA3BgorBgEEAYI3FAID
OCkMJ2FiYnl1AZDktMTM1IMUMwWNDA2QS5udHR1c3QubWljcm9zb2Z0LmNvbYENnYWJ 1
eUBEOS0xMzUxQzAOMDZBLk5UVEVTVCS5NSUNST1INPRIQuQOONMIHrBgNVHR8EgeMw
geAwgd299dgqggdeGgdRsZGFw0O18vLONOPUZCX0OVudFN1YkNBLENOPTktMTM1MUMw
NDA3QSxDTj1DRFAsQ049UHVibGLljIJTIwS2V5JITIwU2VydmljZXMsQ049U2Vydml
ZXMsQ0490Q029uZmlndXJhdGlvbixEQz1k0S0xMzUxQzAOMDZBLERDPW50dGVzdCxE
0z1taWNyb3NvZnQsREMIY29tP2N1lcnRpZmljYXR1UmMV2b2NhdGlvbkxpc3Q/YmEFz
ZT9vYmplY3RDbGFzcz1jUkxEaXNOcml idXRpb250b21udDAfBgNVHSMEGDAWGBS £
t42RgtEFHdAX473213gBdeVcyDAPpBgNVHSUEI JAgBgorBgEEAYI3CgMERggrBgEF
BQcDBAYIKwYBBQUHAWIWDQYJKoZIhvcNAQEFBQADggEBAMCS53cnFMKGmiFPIrbDo
U4XUoi1JInpyM3+Bs+HziHMCrnJdEWh23igwaeXvZcdWe jMvuH2xp9g0fLwdOcETH2
Gt9RyJ4Dv/gtlvvaTsbDx10n0fKsH4AmAQS 6LummQuNBt tUOpHJaWb7ggqnDhA9g]2
h6HFvX97hWfDkMovsxbTRWNOAeUx YovbMggDlorxeBLG2pkyy26k0XTywSdlc/gQ
f58E3pmc9b3e2QcPPQvanmyOkFW/LnUYtpceTi6kGVLScolgb/984alUeni/Q6G7M
SK4X0Dae637doX6KZx7pWS4cBUZNhlxkWagWmwzdOpAntalel 9oMIb+jWwOV3Pzn xTk=</BinarySecurityToken>

</RequestedSecurityToken>

<RequestID
xmlns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment">61</RequestID>

</RequestSecurityTokenResponse>

</RequestSecurityTokenResponseCollection>

</s:Body>

</s:Envelope>

4.1.2 Key Exchange Token Request
4.1.2.1 Client Exchange Token Request

<s:Envelope xmlns:a="http://www.w3.0rg/2005/08/addressing"
xmlns:s="http://www.w3.0rg/2003/05/socap-envelope">

<s:Header>

<a:Action s:mustUnderstand="1">
http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/KET</a:Action>

<a:MessageID>urn:uuid:c2884a79-b943-45c6-ac02-7256071de309</a:MessageID>

<a:ReplyTo>

<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>

</a:ReplyTo>

</s:Header>

<s:Body xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

<RequestSecurityToken xmlns="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<TokenType>http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509v3</TokenType>

<RequestType>http://docs.oasis-open.org/ws-sx/ws-trust/200512/KET</RequestType>

<RequestKET />

<RequestID xsi:nil="true"
xmlns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment" />

</RequestSecurityToken>

</s:Body>

</s:Envelope>
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4.1.2.2 Server Key Exchange Token Response

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">

<s:Header>

<a:Action s:mustUnderstand="1">
http://docs.oasis-open.org/ws-sx/ws—-trust/200512/RSTR/KETFinal</a:Action>

<ActivityId CorrelationId="45f6782a-fb93-4a48-b0bb-a21496balf3c"
xmlns="http://schemas.microsoft.com/2004/09/ServiceModel/Diagnostics">
17£6073c-c108-4268-9ced4-713ed86894b6</ActivityId>

<a:RelatesTo>urn:uuid:c2884a79-b943-45c6-ac02-7256071de309</a:RelatesTo>

</s:Header>

<s:Body>

<RequestSecurityTokenResponseCollection
xmlns="http://docs.oasis-open.org/ws-sx/ws—trust/200512">

<RequestSecurityTokenResponse>

<TokenType>http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-x509-token-profile-1.0#X509v3</TokenType>

<RequestedSecurityToken>

<KeyExchangeToken>

<BinarySecurityToken ValueType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-x509-token-profile-1.0#X509v3"
EncodingType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-secext-1.0.xsd#base64binary"
xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext—
1.0.xsd">MIIFojCCBIggAWIBAgIKGNNn1JQAAAAAAQDANBgkghkiGOwOBAQUFADAZMRsWGQYD
VOQOLExJINaWNyb3NvZnQgUEtJIFRIYWOXFDASBgNVBAMMCOZCXOVudEN1YkKNBMB4X
DTASMDMWNTE4M]YyM1oXDTASMDMxMjE4MzYyM1owODEDLMBkKkGALUECXMSTW1jcm9z
P2Z0IFBLSSBUZWFtMRkwFwYDVQQODDBBGQ19FbnRTAWIDQS1YY2hnMIIBI JANBgkg
hkiG9wOBAQEFAAOCAQ8AMIIBCgKCAQEAWaBSajsw24Kk106+39WQT87+hxaHSizX
BX0qJC1lcZOLjgrSkdc4KnUHV+XXohDOGETCI5vkXwIOThT6YWDgpno6GOPJ+h9S3
rmyzlEvXaXg4/eTnDygRVji5QgyXUWK5/BSJFDf160yG21L1lueeS7Eux13Rnl2m?2 I 3FQUwDgYDVROPAQH/BAQDAGUgMBWGCSSGAQQBG cV
CgQPMAOWCWYJKwYBBAGCNXUFMAOGCSgGSIb3DQEBBQUAA4IBAQDESVEY3wAl1iBjJ
PCWYC736HTLsu+90215XQviFvgswiayHQy6aRGvkoWE6qQcm8IJFp2fM/K290ovlo
KEdR1U/zC36TEL2jCxtJAwWY/bwASXEmIPh+TFBHIfocXFCS9FisFuudzdaL357el
WXBUkYDgzQXJcl+naKjC+74dKft/T7URUOe/8TRXOLFLxJG+7tECNEtSES5/0BMMo
yF+HNUMS § yoXMvZoHWB3J7/9ULMpI 61cOBrLVIKghMmCuIDkIuv67WQj/6NfGTuR
shiWg/QbRwuUEQk21s9D9dt ZwrN7XWgBbNAF6FnwZg7X9GqIDQ9%erb6sZPYWg5Gbiz
XVTXYIKj</BinarySecurityToken>

</KeyExchangeToken>

</RequestedSecurityToken>

</RequestSecurityTokenResponse>

</RequestSecurityTokenResponseCollection>

</s:Body>

</s:Envelope>
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4.1.3 Retrieval of a previously pended certificate request with Query Token Status

4.1.3.1 Client Request

<s:Envelope xmlns:a="http://www.w3.0rg/2005/08/addressing"
xmlns:s="http://www.w3.0rg/2003/05/soap-envelope">

<s:Header>

<a:Action s:mustUnderstand="1">
http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RST/wstep</a:Action>

<a:MessageID>urn:uuid:ce330bb2-0ca2-473b-a29%a-19e9264666ff</a:MessagelD>

<a:ReplyTo>

<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>

</a:ReplyTo>

</s:Header>

<s:Body xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

<RequestSecurityToken xmlns="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<TokenType>http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509v3</TokenType>

<RequestType>http://schemas.microsoft.com/windows/pki/2009/01/enrollment/QueryTokenStatus</

RequestType>
<RequestID
xmlns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment">65</RequestID>
</RequestSecurityToken>
</s:Body>
</s:Envelope>

4.1.4 Message exchange with a server fault

4.1.4.1 Client Request

See section 4.1.1.1 for an example of a client request.

4.1.4.2 Server Fault Response

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">

<s:Header>

<a:Action s:mustUnderstand="1">http://schemas.microsoft.com/net/2005/12/
windowscommunicationfoundation/dispatcher/fault</a:Action>

<a:RelatesTo>urn:uuid:ce330bb2-0ca2-473b-a29a-19e9264666ff</a:RelatesTo>

<ActivityId CorrelationId="4f0e4425-4883-41cl1-b704-771135d418£84"
xmlns="http://schemas.microsoft.com/2004/09/ServiceModel/Diagnostics">
eda7e63d-0c42-455d-9c4£f-47ab85803a50</ActivityId>

</s:Header>

<s:Body>

<s:Fault>

<s:Code>

<s:Value>s:Receiver</s:Value>

<s:Subcode>

<s:Value xmlns:a="http://schemas.microsoft.com/net/2005/12/windowscommunicationfoundation/

dispatcher">a:InternalServiceFault</s:Value>
</s:Subcode>
</s:Code>
<s:Reason>
<s:Text xml:lang="en-US">The server was unable to process the request
due to an internal error. For more information about the error, either turn
on IncludeExceptionDetailInFaults (either from ServiceBehaviorAttribute or
from the &lt;<serviceDebug>&gt; configuration behavior) on the server in order to
send the exception information back to the client, or turn on tracing as per
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the Microsoft .NET Framework 3.0 SDK documentation and inspect the server
trace logs.</s:Text>

</s:Reason>

</s:Fault>

</s:Body>

</s:Envelope>

4.1.5 Certificate Renewal
4.1.5.1 Client Renewal Request

<s:Envelope xmlns:a="http://www.w3.0rg/2005/08/addressing"
xmlns:s="http://www.w3.0rg/2003/05/socap-envelope">

<s:Header>

<a:Action s:mustUnderstand="1">http://schemas.microsoft.com/windows/pki/2009/
0l1/enrollment/RST/wstep</a:Action>

<a:MessageID>urn:uuid:b0a9p388-2581-451d-8c03-270d4£fe2928</a:MessageID>

<a:ReplyTo>

<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>

</a:ReplyTo>

</s:Header>

<s:Body xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

<RequestSecurityToken xmlns="http://docs.oasis-open.org/ws-sx/ws-trust/200512">

<TokenType>http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-x509-token-profile-1.0#X509v3</TokenType>

<RequestType>http://docs.oasis-open.org/ws-sx/ws-trust/200512/Issue</RequestType>

<BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-secext-1.0.xsd#base64binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-secext-1.0.xsd#PKCS7"
xmlns="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-secext-1.0.xsd">
MITUIAYJKOZIhvcNAQcCoIIUETCCFAOCAQEXCzAIJBgUrDgMCGgUAMIILI9wWYJKoOZI
hvceNAQCBOITIL6ASCC+QOwggvgMIIKyAIBADCBVIETMBEGCgmSJomT 81 xkARKWAZNY
bTEZMBcGCgmSJomT8ixkARKWCW1lpY3Jvc2 9mdDEWMBOGCgmSJomT 81ixkARKWBmMS0
dGVzdDEdMBsGCgmSJomT81ixkARKWDWQSLTE zNTEFDMDOwNkExDjAMBgNVBAMTBVV z
ZXJzMQOWCWYDVQODEWRhYmJISMTYWNAYJK0ZIhvcNAQkBFidhYmISQEQSLTEZNTED
MDOWNkEUT1RURVNULk1JQ1JPUO9GVCS5DTO0wggEiMAOGCSgGSIb3DOEBAQUAA4LTIB
DwAWgGEKAOIBAQDGTWYEMB)jr1iF0S4zEY2J2G7yTThp8cXI50LdYS0bwXILZWI 3
fmTD646r/0CeGKi0ogMJO7JUeMgb0F70fqmIH7GaXe6i+QGPY7DaTYYCtn94wPZQ
QGK6MrnrljPQyUU/1I0VQOxukjZnzTlly9E/XfPLogTm6p3F6GksLe0kTOMIgOxgX
V181Hh5mzR7ddrZ4YUjyQf200nlgNe233vHmiJbLTR1IWFn4a+onBSFAUINTyJXqu
NdDgza8eyNWeleJlJzxWbGtG]jPhXrjL8waqpgxOCS1VgOvdDEDU3mCoCaOLw4i5pU]j cUAgQKHggAVQBZAGUAC)APBgNVHSUEI jJAgBgorBgEE
AYI3CgMEBggrBgEFBQCcDBAYIKwYBBQUHAwWIwDgYDVROPAQH/BAQDAgGWgMBOGA1Ud
DgQWBBT2hT3VPgSMOVE7763YZRFhPYEZ0zCCBgEGCSSGAQOBG ) cNATGCBpIwggal
MITIFdgADAgECAgOY2d8GAAAAAAA+MAOGCSGSIb3DOQEBBQUAMDMXGZAZBgNVBAST
Ek1lpY3Jvc29mdCBOS0kgVGVhbTEUMBIGAIUEAWWLRkJfRW50U3ViQOEwWHhcNMDkw
MzAIMTgyNjE3WhcNMTAwWMzAIMTgyNjE3WjCBvjETMBEGCgmSJomT 8 i xkARKWA2Nv
PTEZMBcGCgmSJomT 81xkARKWCW1pY3Jvec2 9ImdDEWMBQGCgmSJomT 81 xkARKWBmMS0
dGVzdDEdMBsGCgmSJomT81ixkARKWDWQSLTE zNTEFDMDQOwNkExDjAMBgNVBAMTBVV z
ZXJzMQOWCWYDVQODEWRhYmMJISMTYWNAYJK0ZIhvcNAQkBFidhYmISQEQSLTEZNTED
MDQWNkKkEuUT1RURVNULk1JQ1JPUOSGVC5DT00wggEiMAOGCSgGSIb3DQERBAQUARAATR
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DwAWggEKAOIBAQCUIUF1eKRjXgCHjO0u01lmiL+GgluG85wgfsz2th+w0jM+BA+1KL
e57dbCc+FqzpZqdruPgGDSAEMP406Kk8roM/4kPEVSJYIBidnC3hRx2txSR7HrcS
Lo8/xhnxWY7m8WjpCfro2mBV/JbOnTT5KfU0Z+YSSCGZEVahJgN2Wj11z3VBZ8YC
J3BEUWY1UDYp33zDnPAMULKDPUPJ1IMXUm1X+pUL4vycfnmlon4iGwOkHHCgfM77L
NPYJFkDZSgeTFrD2gSPDfUeOurwoS8whyFvPe2LFTS5BRcAOF4dIaRK5DYSCP8yvl
xQ+62z/ygD+tZOWpROTC7gFi1xeHPrU3TpBg5AgMBAAG)ggMWMI IDEJBEBgkghkiG
9wOBCQ8ENZzAIMA4GCCOGSIb3DOMCAGIAGDAOBGgghkiGOwODBAICAIAWBWYFKw4D
AgcwCgYIKoZIhvcNAwWCwEwYJKwYBBAGCNXQCBA0OeCABVAHMAZQOBYMIHaBggrBgEF
BQOCBAQSBzTCByYjCBxwYIKwYBBQUHMAKGgbpsZGFwO18vLONOPUZCX0OVuUdEFN1YkKNB
LENOPUFJQSxDTJ10dWJIsaWMIMIBLZXk1MjBTZXJ2aWN1lcyxDTJ1TZXJ2aWN1lcyxD
Tj1Db25maWdlcmF0aWOuLERDPWQSLTEZNTFDMDQWNKESREMObnROZXNOLERDPW1p
Y3Jvc29mdCxEQz1jb20/YOFDZXJ0aWZpY2F0ZT91YXN1P291iamVjdENsYXNzPWN1
cnRpZml jYXRpb25BdXRob3JpdHkwHQYDVROOBBYEFA1BMzPGoRkGpoPN1ZHy7InY
I1G+MA4GA1UdDWEB/wWQEAWIFoDBrBgNVHREEZDBi0oDcGCisGAQQBRg]jcUAgOgKQwWn
YWJieUBkOSO0xMzUxQzAOMDZBLmM50dGVzdC5taWNyb3NvZnQuY29tgSdhYmI50QEQS
LTEzZNTFDMDQWNkEuT1RURVNULk1JQ1JPUO9GVCS5DT00wgesGAL1UdHwWSB4zCB4DCB
3aCB29CB14aB1GxkYXA6Ly8vQ049RkIJfRW50U3VIQOEsQ0490S0xMzUxQzAOMDdAB
LENOPUNEUCxDTJ 10dWJsaWM1IMIBLZXk1MjBTZXJ2aWN1lcyxDTJ1TZXJ2aWNlcyxD
Tj1Db25maWdlcmF0aWOuLERDPWQSLTEZNTFDMDQWNKESREMObnROZXNOLERDPW1p
Y3Jve29mdCxEQz1jb20/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlzdDIiYXN1P291
amVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MB8GA1UdIwWQYMBaAFJ+3jZGC
0QUAODHiPfaXeoF15VzIMCkGA1UdJQQiMCAGCisGAQQBg]cKAWQGCCSGAQUFBWME
BggrBgEFBQCDAjANBgkghkiGIwOBAQUFAAOCAQEAGeSW3XJ3766gGF8Y+r2YulGm
Q0cskpa7tgeZXwZW51skivei0SINPo67HNpO8+UFlyRpdghF+ZwtpnhCdTPieAVn
0Hmd1LvO+LxTGAl60VCixa3gRG1x2NUQLH7VzH34ugf/YEaJDpJd/9818TJhQQ71iP
Ti3j1u9e52rYmNLb450egdmVIhbKIIftpcQgbwZY7HP3tz1z£50dXhhzg3CGkOJT
WgSQPQQrKnUkvxCIvFIIOVrvNM3I1uGDjIu9E]jj1gE1ZSgA4Lixjko2M/hzhiWpe]
KnVAEV9eb+ppWh25jbIevk6WrYMgnwPgS9gRBB150g01ahPi6V]j5EOFx0e 99KTAN
BgkghkiG9wOBAQUFAAOCAQEAL8OMIFAUL4Bi2e/8KvIXY6r8CLESXVVUSNNv16rd
wPdkWeuGNteclvyufhxr3jNAEVwaechKQcIGKNz5cyd6fBEALDPP+fiTI4YwblbPU
gJVozQpJV532+dSux5T1JQYYeX1grQfG3ioz7m7WSOvoF1lmBomGp fUmHZMMdsVS]
xFvJ7DShQeO0JOmRKc5G1Xp705/W5X1i6bnd4TORTIGA6vtsbvAtalDJ/jais6urlvs
ygedfAJIE62BbbEWOVIOabwgqdhCL1UX11Pv3eZy5SsyZdDBwkbJsVEEhrOyivgéqg
OErEO0fcDm/WBgqOwHifUgJwIUF9IDtE7vykt7n043VZYQLTaCCBpIwggaOMIIFdgAD
AgECAgOY2d8GAAAAAAA+MAOGCSGSIb3DQEBBQUAMDMxGzAZBgNVBASTEkKk1pY3Jv
c29mdCBQOS0kgVGVhbTEUMBIGALUEAWWLRKJIJERW50U3ViQOEwHhcNMDkwMzA1IMTgy
NjE3WhcNMTAwMzAIMTgyNjE3WjCBviETMBEGCGMS JomT 81 xkARKWA2NVHTEZMBCG
CogmSJomT81ixkARKWCW1pY3Jvc29mdDEWMBOGComSJomT 81 xkARKWBmM50dGVzdDEd
MBsGCgmSJomT 81ixkARKWDWQSLTE zZNTFDMDQOWNkExDJAMBgGNVBAMTRVVZZXJzMQOwW
CwYDVQQODEWRhYmJI5MTYWNAYJKoZ IThveNAQkBFidhYmJI5QEQSLTEZNTFDMDQwNKEU
T1RURVNULk1JQ1JPUO9GVCS5DTO0wggEiMAOGCSgGSIb3DOEBAQUAA4 IBDWAWGOEK
AOIBAQCUIUF1eKRjXgCHj0u0lmiL+GgluG85wgfsz2th+w0jM+BA+1KLe57dbCc+
FgzpZgJruPgGDSAfMP406Kk8roM/4kPEVSJYIBidnC3hRx2txSR7HrcSLo8/xhnx
WY 7m8WjpCEfro2mBV/JbOnTT5KfU0Z+YSSCGzEVahJgN2Wj1l1z3VBZ8YCI3BEUWY 1
UDYp33zDnPAMULKDPUPJ1IMXUm1X+pUL4vycfnmlon4iGwOkHHCgfM7 7LNPYJFkDZ
SgeTFrD2gSPDfUeOurwoS8whyFvPe2 LFT5BRcAOF4dIaRK5DYSCP8yv1xQ+6z/vq
D+t Z9WpROTC7gFilxeHPrU3TpBg5AgMBAAG) ggMWMI IDEJBEBgkghkiGIw0OBCQSE
NzAIMA4GCCQGSTb3DOMCAgGIAGDAOBggqhkiGOwODBATCATAWBWYFKw4DAgCwCgYT
KoZIhvcNAwcwFwYJKwYBBAGCNxQCBAoeCABVAHMAZQBYMIHaBggrBgEFBOCBAQSB
zTCByjCBxwYIKwYBBQUHMAKGgbpsZGFwOi8vLONOPUZCXOVudEN1YkKNBLENOPUEFJ
0SxDTJ10dWIsaWM1MiBLZXk1MBTZXJ2aWN1cyxDT1TZXJI2aWN1cyxDTj1Db25m
aWdlcmF0aWOuLERDPWQSLTEzZNTFDMDOWNKESREMObnNROZXNOLERDPW1pY3Jve29m
dCxEQz1jb20/YOFDZXJ0aWZpY2F0ZT91YXN1P29iamVjdENsYXNzPWN1cnRpZmlj
YXRpb25BdXRob3JpdHkwHQYDVROOBBYEFA1BMzPGoRkGpoPN1ZHy7InYI1G+MA4G
A1UdDWEB/wWQEAWIFoDBrBgNVHREEZDBi0oDcGCisGAQQBg])cUAgOgKQwnYWJIieUBk
0S0xMzUxQzAOMDZBLmM50dGVzdC5taWNyb3NvZnQuY29tgSdhYmJIS5QEQS5LTEZNTED
MDOWNkEUT1RURVNULk1JQ1JPUO9GVCS5DTO00wgesGA1UdHwWSB4zCB4DCB3aCB2gCB
14aB1GxkYXA6Ly8vQ049RkJEfRW50U3ViQO0EsQ0490S0xMzUxQzAOMDABLENOPUNE
UCxDTJ10dWJIsaWM1MjBLZXk1MIBTZXJ2aWN1cyxDTj1TZXJ2aWN1cyxDTJ1Db25m
aWdlcmFO0aWOuLERDPWQSLTEZNTFDMDOWNKESREMObnNROZXNOLERDPW1pY3Jve29m
dCxEQz13b20/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlzdD91YXN1P29iamVidENs
YXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MB8GAIUdIWQYMBaAFJ+35ZGCOQUAODHL
PfaXeoF15VzIMCkGA1UAJQQiMCAGCisGAQQBg] cKAWQGCCsGAQUEFBWMEBggrBgEF
BQcDAJANBgkghkiGO9wOBAQUFAAOCAQEAgeSW3XJ37669gGE8Y+r2YulGmQ0cskpa’
tgeZXwZW51skiv6i0S1INPo67HNpO8+UF1lyRpdghF+ZwtpnhCdTPieAVNOHmd1LvO
+LxTGA160VCixa3qRG1x2NUQLH7VzH34ugf/YEaJDpJ/9818TJhQQ7iPTi3jlude
52r¥YmNLb450egdmVIhbKJIIftpcQgqbwZY7HP3tzizf50dXhhzg3CGkOIIWgGSQPQOr
KnUkvxCjvFIIOVrvNM3TI1uGD3Iu9Ejj1lgE1ZSqA4L1ixjko2M/hzhiWpejKnVAEV e
b+ppWh25jbIevk6WrYMgnwPgS9gRBB150g01ahPi6Vyi5EOFx0e 99KTGCAWgwggFk
AgEBMEEWMzEbMBkGAIUECxMSTW1jcm9zb2Z0IFBLSSBUZWFtMROWEgYDVQQDDALG
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Q19FbnRTAWIDQQIKGNnfBgAAAAAAPjAJBgUrDgMCGgUAMAOGCSgGSIb3DQEBAQUA
BIIBAFO6/80HTk6v4fX5rYijOEpz43tvLOQk/0SfXegdN1md7SAzgDzNSZ301jLJ
vZoBnz4E2vclITZsLYpMNOo4rxflZwc+2X7MtoYbnbmV11ZnTnQINDfbmIiXyi+L
zkjw+Z0TZUxgNYIXhevKru3P3nDhFENhhSm/gC5Wovg7igCsDh9XJ/G6Z2kQ8SEbL
vkBU21RjpOyKYaEUXz/Y0yViIxpYCPFrByDU50ngXhwOhBcbAcS5RIMhI8O7xE04W
YO13sBxWIlsFuxMsmzwQlTJrFauvjoPt96Hf10G96p9w8D1zKxt1lhgqCI+XgIlIqur
30aWtKmxTQTxG8uBCrczYAgfWGk=</BinarySecurityToken>

<RequestID xsi:nil="true"
xmlns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment" />

</RequestSecurityToken>

</s:Body>

</s:Envelope>

4.1.5.2 Server Request Security Token Response

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:a="http://www.w3.0rg/2005/08/addressing">

<s:Header>

<a:Action s:mustUnderstand="1">
http://schemas.microsoft.com/windows/pki/2009/01/enrollment/RSTRC/wstep</a:Action>

<ActivityId CorrelationId="bl7bfb40-747b-477a-a83c-175624e401laa"
xmlns="http://schemas.microsoft.com/2004/09/ServiceModel/Diagnostics">
0a9f1849-8211-489c-a2b7-6a07edle6832</ActivityId>

<a:RelatesTo>urn:uuid:b0a9bp388-2581-451d-8c03-270d4£ffe2928</a:RelatesTo>

</s:Header>

<s:Body>

<RequestSecurityTokenResponseCollection
xmlns="http://docs.oasis-open.org/ws-sx/ws—-trust/200512">

<RequestSecurityTokenResponse>

<TokenType>
http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-x509-token-profile-1.0#X509v3</TokenType>

<DispositionMessage xml:lang="en-US"
xmlns="http://schemas.microsoft.com/windows/pki/2009/01/
enrollment">Issued</DispositionMessage>

<BinarySecurityToken
ValueType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-secext-1.0.xsd#PKCS7"
EncodingType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-wssecurity-secext-1.0.xsd#base64binary"
xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-
1.0.xsd">MIIR1IAYJKOZIhvcNAQcCoITRhTCCEYECAQMxCzAJBgUrDgMCGgUAMHOGCCsGAQUF
BwwDOHEEbzBtMGcwIQIBAQY IKwYBBQUHBWEXEjAQAGEAMAMCAQEMBk1zc3V1ZDBC
AgECBgorBgEEAYI3CgoBMTEwWLwIBADADAGEBMSUwIwYJKwYBBAGCNXURMRYEFIog
XmwOBOuM1DF7AGxjuxgurDsiMAAWAKCCDOEwWggNbMIICQ6ADAGECAhAeqF91 53Dz
n000G27H8wW6RMAOGCSgGSIb3DQEBBQUAMDOxGZzAZBgNVBASTEk1pY3Jvc2 9mdCBO
S0kgVGVhbTEVMBMGA1UEAWWMRkJfRW50UmM9vdENBMB4XDTASMDMwMzAzZM ) QxM1oX
DTEOMDMwMzAzMzQxMFOowNDEbMBkGA1UECXMSTW1jcm9zb2Z0IFBLSSBUZWEtMRUwW
EwYDVQQDDAXGQ1 9FbnRSb290Q0EwggEiMAOGCSGGS Ib3DQEBAQUAAAL IBDWAWGYEK
AoIBAQCINE1540d1KuJPZ8BoaqVIsuE4BX9dXTsk0BmBVb1P1YzI1RWMONE1Zr40
TdggZ/Nv69kwCOzi0DOE0S58fHYz3FAh6rw4o+ABpxInFJ1Jj69DIHTIIQWSWATOe
nQxviW59vzotQfMz00T//1NCilX3aBMj6VjArx51fYLCgBr2Qgw9BmEkaivntwovd
1gvJTPNoyG79c2V2Mux+4M9dzIR1 7xw8Mx4LhJrXXKQPZ1YgwVeWdAXelS5aeo0XG
LI2GIx15LtsUQzY¥xcelSVotVcfR4NM31Xkis5x679DtxMoB2gYqjUhkB1hTLIQwK
8V5v53jisuy7tXP5qIEpOq7B6NCZzAgMBAAG]aTBNnMBMGCSsGAQQOBgj cUAgQGHgQA
QwWBBMA4GA1UdDWEB/wQEAwWIBhjAPBgNVHRMBAf8EBTADAQH/MBOGA1UADgQWBBS 9
oNbJuWz 92vLuQSIJ1lDzamg3dVTAQBgkrBgEEAY I 3FQEEAWIBADANBgkghkiGIOw0B
AQUFAAOCAQEAVIr8MMHZHcnUUYKGFNBESgNPKIHI 90DEee3jnChgO9wmKbEZV4701
+ejdiDjiCIFQIHHbUWXhKPJjOnAtgXN48E9XLPzS/ezx/LwsEv5L1roioRBym8NbA
1dLJINFgskrCOFAhefg9Jc4c91Q3uyGUjMb4Hoa%b2cgNIeMeRzV+L1oHOWVZpg9o
1800CIFX/wWOETKBryiLnXPLybdQuOE7brTkyYmXJsGuFPgLzj6DVFOdbl ZMmEJINyY
60pr98dFJYwcwnhjdVxOFtRTsXnU8epeAYOEHWICuUUO1bWpcRPF6C6sJYOwmRaP7
i0COGXhoF061cbLO8fztvGpUkyZfDoHg3DCCBUWWggQOO0AMCAQICCMEMENWAAAAA
AAIwWDQYJKoZIhvcNAQEFBQAWNDELMBKGALIUECXMSTW1jcm9zb2Z0IFBLSSBUZWEt
MRUwWEwWYDVQQDDAxXGQ19FbnRSb290Q0EwHhcNMDkwMzAzZMDMyNJE2WhcNMTEWMzAzZ
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MDMzNJE2WjAzMRswGQYDVQQOLExIJNaWNyb3NvZnQgUEtJIFR1IYWOxXxFDASBgNVBAMM
C0ZCX0VudFN1YKNBMIIBIjANBgkghkiGOwOBAQEFAAOCAQS8AMI IBCgKCAQEAZgtE L 9Q0RQ
LENOPVB1lYmxpYyUyMEt1leSUyMFN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZp
Z3VyYXRpb24sREMOZDktMTM1IMUMWNDA2QSxEQz1udHR1c3QsREMObW1jcm9zb220
LERDPWNVDLT 9§ 2XJ0aWZpY2F0ZVJ1dm9i YXRpb25MaXNOP2Jhc2U/b2JqZWN0Q2xh
c3M9Y1JIMRG1zdHIpYnV0aWouUG9pbnQwgdsGCCsGAQUFBWEBBIHOMIHLMIHIBggr
BgEFBQCcwA0aBu2xkYXA6Ly8vQ049RkJEfRW50UMIVAENBLENOPUFJQSxDTj1QdWIs
aWMIMIBLZXk1IMIBTZXJ2aWN1lcyxDTj1TZXJ2aWN1cyxDTj1Db25maWdlcmF0aw9u
LERDPWQSLTEzZNTFDMDQWNkESREMO9bNROZXNOLERDPW1pY3Jvc29mdCxEQz17b20/
YOFDZXJ0aWZpY2F0ZT91YXN1P29iamVjdENSYXNzPWN1cnRpZmljYXRpb25BdXRo
b3JpdHkwDQYJKoZ IhvcNAQEFBOADggERBACUFJf£5b34y2bob4+rmjcJ2F4MRRg8C3
v91ltkpai68neRyC2tNUOC+hav5QZ2DjW8KWns+rRb1UW/5iRa/7uKhnHYyS14Yv0
I/LddT1v5Pf5uv5CK0YbmQiGx37aLLHjDngerh346N+2z75kJZ2J18eEVnUPZUQ/ZB
btgb7GAKCIRViJJ+9rspGRIOIFIFIAUI7iThssGlzobaljywd TvMX0+VpGpr8zxM
ZfKOP4kr30u+TSVK1HOcBSFy4SgkcSdxVFkoyCEm7Pr4osxVHcFkC9JgiihYldil
xgt4U54nFAgUrTobHIB+JYJHLQYafPGCYfBO9bR4M1/1jJhV05F1V61zIwggaOMIIF
dgADAGECAgOY2eyOAAAAAAA /MAOGCSAGS Ib3DQEBBQUAMDMXGZAZBGNVBASTEKLD
Y3Jvc29mdCBOSO0kgVGVhbTEUMBIGALUEAWWLRKJIJERW50U3ViQOEwHhcNMDkwMzAl
MTgyNj IxWhcNMTAwMzAIMTgyNj IxWjCBviETMBEGCgMSJomT 81 xkARKWA2NVLTEZ
MBcGCgmSJomT81ixkARKWCW1pY3Jvc29mdDEWMBOGComSJomT 81 xkARKWBmM50dGVz
dDEdMBsGCgmSJomT 81 xkARKWDWQS5LTEZzZNTFDMDOWNKExDjAMBgNVBAMTBVV ZZXJz
MQOWCwWYDVQQODEWRhYmJISMTYWNAYJKoZ IThveNAQkBFidhYmJI5QEQSLTE zZNTFDMDQwW
NkEuT1RURVNULk1JQ1JPUO9GVCS5DTO0wggEiMAOGCSgGSIb3DOEBAQUAA4 IBDWAW
ggEKAOIBAQDGTWYEMB] jr1iF0S4zEY2JZG7yTThp8cXI50LdYS0bwXJLZWI3fmTD
646r/0CeGKi0ogMJO7JUeMgb0F70fgqmIH7GaXe6i+QGPY7DaTYYCtn94wPZQQGK6
MrnrljPQyUU/1I0VQOxukjznzT1lly9E/XfPLogqTmép3F6GksLeO0kTOMIgOxgXV181l
Hh5mzR7ddrZz4YUjyQf200n1gNe233vHmiJbLTR1IWFn4a+onBSFAUiINTyJXquNdDg
za8eyNWeleJlJzxWbGtG)PhXrjL8wgpgxOCS1VgOvdDEDU3mCoCaOLw4i5pURRN]
6RN8VemOIVQSb/XR7si3Xfi5waukNC6rAgMBAAGIggMWMIIDE JBEBgkghkiG9w0B
CQ8ENzAIMA4GCCQGSTb3DOMCAgGIAGDAOBggqhkiGOwODBATCATAWBWYFKw4DAgCW
CgYIKoZIhvcNAwcwEwYJKwYBBAGCNxQCBAoeCABVAHMAZQBYyMIHaBggrBgEFBQCB
AQSBzTCByjCBxwYIKwYBBQUHMAKGgbpsZGFwOi8vLONOPUZCXOVudEFN1YkKkNBLENO
PUFJQSxDT31Q0dWJIsaWM1MjBLZXk1MIBTZXJ2aWN1cyxDTJ1TZXJ2aWN1cyxDT31D
p25maWdlcmFO0aWSuLERDPWQSLTEZNTFDMDOWNKESREM9bnNROZXNOLERDPW1pY3Jv
c29mdCxEQz1jb20/YOFDZXJ0aWZpY2F0ZT91YXN1P29iamVjdENsYXNzPWN1cnRp
ZmljYXRpb25BdXRob3JpdHkwHQYDVROOBBYEFPaFPAU+BIw69/vvrdhlF+E9gRnT
MA4GA1UdDWEB/wQEAWIFoDBrBgNVHREEZDBioDcGCisGAQQBg])cUAgGOgKQwWnYWJ1
eUBkOS0xMzUxQzAOMDZBLm50dGVzdC5taWNyb3NvZnQuY29tgSdhYmJIS5QEQSLTEZ
NTEDMDOwWNKEUT1RURVNULk1JQ1JPUO9GVC5DT00wgesGALUdHwWSB4zCB4DCB3aCB
2gCB14aBl1GxkYXA6Ly8vQ049RkJEfRW50U3ViQOEsQ0490S0xMzUxQzAOMDIBLENO
PUNEUCxDT1QdWJIsaWM1MjBLZXk1MIBTZXJ2aWN1cyxDTJ1TZXJ2aWN1cyxDT31D
b25maWdlcmF0aWOuLERDPWQSLTEZNTFDMDOQWNKkESREMObnROZXNOLERDPW1pY3Jv
c29mdCxEQz1jb20/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlzdD9iYXN1P29iamVj
dENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MB8GALUdIwQYMBaAFJ+332GC0QUd
O0DHiPfaXeoF15VzIMCkGAL1UAJQQiMCAGC1isGAQQBg)cKAWQGCCsGAQUFBWMERBggr
BgEFBQcDAJANBgkghkiGIwOBAQUFAAOCAQEAOCZEiIMPDULBVaA9GIOi/Y4S4ENIx6C
MpbZ6krcUPEL2bRy1J7XJIxxmg5VD6FdS90jdTHkLNng4USTtW6B1cjC55J1aUsQM]
Etyr8/b08Xvbg4dpRE6MDLHIOShxQSCxNOubX4hjKyG9gudbTau9zLVVziHO7YXzYE
AJ95NiQKwG+bIks/uLnFOHjOGgINE2q6CEDpduP3X4N3X6WjDuzL8aj42GipNIPW
9emOn2fwhQzO5VT4KIM6y+PJc93B8k3wayStolsGKHChb80Trj6jFLUR7TRENSLUN
TMnnUA1B/xsEP/T4iaFSYaPmpLikarJEwqJAvkQ/g7pmGrYNJ2I0Xww/4jGCRakw
ggGlAgEBMEIWNDEBMBkGAIUECxMSTW1jcm9zb2Z0IFBLSSBUZWFtMRUWEWYDVQQD
DAxXGQ19FbnRSb290Q0ECCMEM{NwWAAAAAAATWCQYFKw4DAhoFAKA+MBCcGCSgGSIb3
DOEJAZEKBggrBgEFBQCcMAZAIBgkghkiGOwOBCOOxFgQUOOWV5P4v001TW1 71 ZHHO
acJ3I2QwDQYJKoZ IhvcNAQERBBQAEgGgEANOUXGUWC1iZM9zOIFJt50AkL82/DHk43t
PE1klvP4s3s/7EtKn04gbfVvVv4//HYWpcXz24dJ/SWZSTAPWIKEfKIY6Y67nL/dsn
swYSeBWxhzp6ZIYk8klepCR+ebR8Nr1G9Z2Tow7yE0e9NZW/ORII1ifwvPf8EMIBO/
6kXZaY/Ppz30N1jXfVmuAipYHNn033A8PqR21i2/fjO+z2MC5grmkFOHxd4Sg901inQ
deT0818ksQ+a0/LsbEShmK/qWmHNNnQ45Z28bWxkpvt 7TELtxpYGwQiZzt61U200Qt /UYL
hZBPEYQC1KpgCTMmVuzk6NdEim2z7RXUMIFBmjDTAh6MIFdLMMKQDw==</BinarySecurityToken>
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<RequestedSecurityToken>

<BinarySecurityToken
ValueType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401-wss-x509-token-profile-1.0#X509v3"
EncodingType="http://docs.oasis-open.org/wss/2004/01/
0asis-200401l-wss-wssecurity-secext-1.0.xsd#base64binary"
xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext—
1.0.xsd">MIIGjjCCBXagAwIBAGIKGNNnsjgAAAAAAPZANBgkghkiGOwOBAQUFADAZMRSWGQYD
VQOLExJNaWNyb3NvZnQgUEtJIFR1IYWOxXxFDASBgNVBAMMCOZCX0VudFN1YkNBMB4X
DTAS5MDMwNTE4MjYyMVoXDTEWMDMwNTE4M] Y yMVowgb4xEzARBgoJkiadk/IsZAEZ
FgNjb20xGTAXBgoJdkiaJdk/IsZAEZFgltaWNyb3NvZnQxFjAUBgoJkiadk/ISZAEZ
FgZudHR1c3QxHTAbBgoJkiaJk/IsZAEZFglk0S0xMzUxQzAOMDZBMQ4wDAYDVQQD
EwVVc2VyczENMASGAIUEAXMEYWJ1ieTE2MDQGCSqGSIb3DQEJARYNYWJI1ieUBEOSOx
MzUxQzAOMDZBLk5UVEVTVC5NSUNSTINPRIQUQOONMIIBI JANBgkghkiGOwOBAQEF
AAOCAQ8AMIIBCgKCAQEAxUlshJgY469YhdEUMXGNiWRU8k04afHFyOTi3WELG8Fy
S2Vid35kw+u0qg/6AnhiotKIDCTuyVH])IG9Be9H6piR+xml3uovkB]j20w2k2GArzZ/
eMD2UEBiujK569Yz0M1FP9SD1UMbpI2Z2809dcvRP13zy6Kk5ugqdxehpLC3tJEIDC
KtMallzZfJR4eZs0e3Xa2eGFIB8kHIJtJ9%ajXtt97x50iWy00dVhZ+GvgIwUhQFIjU
81V6rjXQ4M2vHsjVnpXiZSc8VmxrRoz4V64y/MKgasTgkpVYDr3Q0xAINS5ggAmii8
OIuaVEUZ4+kTfFXpjiFUEmM/10e7It134ucGrijQuqwIDAQABO4IDFjCCAXIWRAYJ
KoZIhvcNAQkPBDcwWNTAOBggghkiGOwODAgICAIAWDgYIKoZ IhveNAWQCAgCAMACG
BSsOAWIHMAOGCCOGSIb3DOMHMBCGCSsGAQOBg ) cUAGOKHggAVOBZAGUAC)CB2gYT
KwYBBQUHAQEEgcOwgcowgccGCCsGAQUFBzZAChoG6bGRhcDovLy9DTj1GQ19FbnRT
dWJIDQSxDTj1BSUEsQO049UHVibGljITIwS2V5JTIwU2VydmljZXMsQ049U2Vydml]j
ZXMsQ049029uZmlndXJhdGlvbixEQz1kOS0xMzUxQzAOMDZBLERDPW50dGVzdCxXE
Qz1taWNyb3NvZnQsREMIY29tP2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFz
cz1jZXJ0aWZpY2F0awouQxXv0aG9yaXR5MBOGALUADgOWBBT2hT3VPgSMOvET7763Y
ZREfhPYEZ0zAOBgNVHQ8BAf8EBAMCBaAwawYDVRORBGOWYgA3BgorBgEEAYI3FAID
oCkMJ2F1¥YnlAZDktMTMIMUMWNDA2QS5udHR1c3QubWljcm9zb2Z0LmNvhbYENYWJ i
eUBEOS0xMzUxQzAOMDZBLk5UVEVTVCS5NSUNST1INPR1IQuQOSNMIHrBgNVHR8EgeMw
geAwgd2g99dgqggdeGgdRs ZGFw0O18vLONOPUZCX0OVudFN1YkNBLENOPTktMTM1MUMw
NDA3QSxDT31DRFAsQ049UHVibG1jITIwS2VSITIwU2Vydml §ZXMsQ04 9U2Vydml j
ZXMsQ049029uZmlndXJhdGlvbixEQz1kOS0xMzUxQzAOMDZBLERDPW50dGVzdCxXE
0z1taWNyb3NvZnQsREMIY29tP2N1lcnRpzZmljYXR1UmV2b2NhdGlvbkxpc3Q/YmFz
ZT9vYmplY3RDbGFzcz1jUkxEaXNOcml idXRpb250b21udDAfBgNVHSMEGDAWGBS £
t42RgtEFHdAXx473213gBdeVcyDAPpBgNVHSUEI JAgBgorBgEEAYI3CgMERggrBgEF
BOcDBAYIKwYBBQUHAWIWDQYJKoZ IhvcNAQEFBOADggEBAKGRIjDwlCwVWvRiDov2
OEuBDfcegjKW2epK3FDxCImOcpSelyccZquVQ+hXUvTo3Ux5C540F0U7VugdXIwu
eSYm1LEDIxLcqg/P29PF7240KUejAyxyDuYcUEgSTTrml+IYyshvYLiW02rvecylVe
4hzu2F82BACfeTYkCsBvmyJLP715xdB4zhgqvTRNqughA6Xbj91+Dd1l+1low7mS/Go
+NhoqTfT1vXpipIn8IUMzuvVU+CiDOsv]yXPdwfIN8GskradbBihwoW/NE64+0oxS1
Ee0bTeS7jezJ51AJQf8bBD/ 0+ ImhUmG] 5qS4pGqyRMKiQLSEP406Z2hg2DSdiNFSM
P+I=</BinarySecurityToken>

</RequestedSecurityToken>

<RequestID
xmlns="http://schemas.microsoft.com/windows/pki/2009/01/enrollment">63</RequestID>

</RequestSecurityTokenResponse>

</RequestSecurityTokenResponseCollection>

</s:Body>

</s:Envelope>
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5 Security

5.1 Security Considerations for Implementers

None.

5.2 Index of Security Parameters

None.
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6 Appendix A: Full WSDL

The WSTEP protocol is a profile extension of WS-Trust1.3. As such, it does not have a WSDL.

WS-Trust 1.3 WSDL: The full WSDL for WS-Trust can be found at: http://docs.oasis-open.org/ws-

sx/ws-trust/200512/ws-trust-1.3.wsdl.

WSTEP XML Schema: For the convenience of implementation, the XML Schema is provided here.

<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:wstep="http://schemas.microsoft.com/windows/pki/2009/01/enrollment"

targetNamespace="http://schemas.microsoft.com/windows/pki/2009/01/enrollment"

elementFormDefault="qualified">

<xs:import namespace="http://www.w3.0rg/XML/1998/namespace"
schemaLocation="http://www.w3.0rg/2001/xml.xsd" />

<xs:element name="DispositionMessage" type="wstep:DispositionMessageType" nillable="true"

/>
<xs:complexType name="DispositionMessageType">
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute ref="xml:lang" use="optional" />
</xs:extension>
</xs:simpleContent>
</xs:complexType>
<xs:element name="CertificateEnrollmentWSDetail" nillable="true"
type="wstep:CertificateEnrollmentWSDetailType" />
<xs:complexType name="CertificateEnrollmentWSDetailType">
<xs:sequence>
<xs:element minOccurs="0" maxOccurs="1" name="BinaryResponse" nillable="true"
type="xs:string" />

<xs:element minOccurs="0" maxOccurs="1" name="ErrorCode" nillable="true" type="xs:int"
/>
<xs:element minOccurs="0" maxOccurs="1" name="InvalidRequest" nillable="true"
type="xs:boolean" />
<xs:element minOccurs="0" maxOccurs="1" name="RequestID" type="xs:string"
nillable="true" />
</xs:sequence>
</xs:complexType>
<xs:element name="RequestID" type="xs:string" nillable="true" />
</xs:schema>
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7 (Updated Section) Appendix B: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include updates to those products.

The following table shows the relationships between Microsoft product versions or supplemental
software and the roles they perform.

Windows Releases Server Role Client Role
Windows 7 operating system No Yes
Z\;isrmtcé?]qws Server 2008 R2 operating Yes Yes
Windows 8 operating system No Yes
Windows Server 2012 operating system | Yes Yes
Windows 8.1 operating system No Yes
\Sl\)//i:t(;%ws Server 2012 R2 operating Yes Yes
Windows 10 operating system No Yes
Windows Server 2016 operating system | Yes Yes
Windows Server operating system Yes Yes
Windows Server 2019 operating system | Yes Yes
Windows Server 2022 operating system | Yes Yes
Windows 11 operating system No Yes
= =

Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base
(KB) number appears with a product name, the behavior changed in that update. The new behavior
also applies to subsequent updates unless otherwise specified. If a product edition appears with the
product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the
SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the
product does not follow the prescription.

<1> Section 3.1.3: Applicable Windows Server releases set the DefaultLanguage parameter to the
installed language.

the RequestedSecurit Token
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8 Change Tracking

This section identifies changes that were made to this document since the last release. Changes are

classified as Major, Minor, or None.

The revision class Major means that the technical content in the document was significantly revised.
Major changes affect protocol interoperability or implementation. Examples of major changes are:

= A document revision that incorporates changes to interoperability requirements.
= A document revision that captures changes to protocol functionality.

The revision class Minor means that the meaning of the technical content was clarified. Minor changes
do not affect protocol interoperability or implementation. Examples of minor changes are updates to
clarify ambiguity at the sentence, paragraph, or table level.

The revision class None means that no new technical changes were introduced. Minor editorial and
formatting changes may have been made, but the relevant technical content is identical to the last

released version.

The changes made to this document are listed in the following table. For more information, please

contact dochelp@microsoft.com.

[MS-WSTEP-DIff] - v20240423

WS-Trust X.509v3 Token Enrollment Extensions

Copyright © 2024 Microsoft Corporation
Release: April 23, 2024

Section Description R
class

11199 : Updated to clarify the use of

3.1.4.1.3.2 RequestSecurityTokenResponseCollection and

w.st.' R.e.u.estedSecurit TokenTvpe RequestedSecurityToken response together with each Major

-Req Y yp containing the issued certificate; and clarified the return

types for the BinarySecurityToken.

7 Appendix B: Product Behavior Added Windows Server 2025 to the list of applicable Major
products.
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