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[bookmark: section_4f5cf7fbf47a4bb281301b14ec8b397f][bookmark: _Toc432488217]Introduction
The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension specifies the use of NTLM authentication (as specified in [MS-NLMP]) by the Simple Mail Transfer Protocol (SMTP) to facilitate client authentication to a Windows SMTP server. SMTP specifies a protocol for reliable and efficient transmission of email. A detailed definition of SMTP is specified in [RFC5321] and [RFC5322].
The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension uses the SMTP-AUTH command (as specified in [RFC2554] section 4) and SMTP response codes to negotiate NTLM authentication and send authentication data.
Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD, MUST, MUST NOT, and SHOULD NOT as defined in [RFC2119]. Sections 1.5 and 1.9 are also normative but do not contain those terms. All other sections and examples in this specification are informative.
[bookmark: section_560a512f4cf14a82ad0de113452c604c][bookmark: _Toc432488218]Glossary
The following terms are specific to this document:
[bookmark: gt_5ffd40b3-a475-4728-b2fc-c92256cbbc60]AUTH command: A Simple Mail Transfer Protocol (SMTP) command that is used to send authentication information, as specified in [RFC2554]. The structure of the AUTH command (as used in the NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension) is as follows: “AUTH NTLM<CR><LF>”. Or, optionally, it is as follows: “AUTH NTLM [initial-response]<CR><LF>”. Both command forms are accepted, as required by the RFC.
[bookmark: gt_179b9392-9019-45a3-880b-26f6890522b7]base64 encoding: A binary-to-text encoding scheme whereby an arbitrary sequence of bytes is converted to a sequence of printable ASCII characters, as described in [RFC4648].
[bookmark: gt_1592a818-fab2-4475-9fb3-d723f5f8febc]challenge/response authentication: A common authentication technique in which a principal is prompted (the challenge) to provide some private information (the response) to facilitate authentication.
[bookmark: gt_20afe5a9-373c-48dd-b72d-db21a3eb27cc]connection-oriented NTLM: A particular variant of NTLM designed to be used with connection-oriented remote procedure call (RPC), as described in [MS-NLMP].
[bookmark: gt_fff710f9-e3d1-4991-99a2-009768d57585]NT LAN Manager (NTLM) Authentication Protocol: A protocol using a challenge-response mechanism for authentication (2) in which clients are able to verify their identities without sending a password to the server. It consists of three messages, commonly referred to as Type 1 (negotiation), Type 2 (challenge) and Type 3 (authentication). For more information, see [MS-NLMP].
[bookmark: gt_3b122a7a-17ce-4841-825c-d5a0305400fe]NTLM AUTHENTICATE_MESSAGE: The NTLM AUTHENTICATE_MESSAGE packet defines an NTLM authenticate message that is sent from the client to the server after the NTLM CHALLENGE_MESSAGE is processed by the client. Message structure and other details of this packet are specified in [MS-NLMP].
[bookmark: gt_ed451cac-56dd-46ad-9faf-42fcb84c309b]NTLM CHALLENGE_MESSAGE: The NTLM CHALLENGE_MESSAGE packet defines an NTLM challenge message that is sent from the server to the client. NTLM CHALLENGE_MESSAGE is generated by the local NTLM software and passed to the application that supports embedded NTLM authentication. This message is used by the server to challenge the client to prove its identity. Message structure and other details of this packet are specified in [MS-NLMP].
[bookmark: gt_eaf704a8-2fc3-49bf-a8cc-d4939eca8ed6]NTLM message: A message that carries authentication (2) information. Its payload data is passed to the application that supports embedded NTLM authentication by the NTLM software installed on the local computer. NTLM messages are transmitted between the client and server embedded within the application protocol that is using NTLM authentication. There are three types of NTLM messages: NTLM NEGOTIATE_MESSAGE, NTLM CHALLENGE_MESSAGE, and NTLM AUTHENTICATE_MESSAGE.
[bookmark: gt_cbb2455a-d5f7-4fb4-8c96-b39ee38b04d0]NTLM NEGOTIATE_MESSAGE: The NEGOTIATE_MESSAGE packet defines an NTLM negotiate message that is sent from the client to the server. The NTLM NEGOTIATE_MESSAGE is generated by the local NTLM software and passed to the application that supports embedded NTLM authentication. This message allows the client to specify its supported NTLM options to the server. Message structure and other details are specified in [MS-NLMP].
[bookmark: gt_9541561c-564a-498c-9d50-21e930225aaa]NTLM software: Software that implements the NT LAN Manager (NTLM) Authentication Protocol.
[bookmark: gt_92d19873-ca51-489a-9d6c-e4a2afc66df5]SASL: The Simple Authentication and Security Layer, as described in [RFC2222]. This is an authentication (2) mechanism used by the Lightweight Directory Access Protocol (LDAP).
[bookmark: gt_0678be67-e739-4e33-97fe-2b03b903a379]Simple Mail Transfer Protocol (SMTP): A member of the TCP/IP suite of protocols that is used to transport Internet messages, as described in [RFC5321].
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_7544b183e2eb4690850a6424d6f67c7c][bookmark: _Toc432488219]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_82bc351c7bdb4b8cb67a920546c98f0e][bookmark: _Toc432488220]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[MS-NLMP] Microsoft Corporation, "NT LAN Manager (NTLM) Authentication Protocol".
[RFC1521] Borenstein, N., and Freed, N., "MIME (Multipurpose Internet Mail Extensions) Part One: Mechanisms for Specifying and Describing the Format of Internet Message Bodies", RFC 1521, September, 1993, http://www.rfc-editor.org/rfc/rfc1521.txt
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[RFC2554] Myers, J., "SMTP Service Extension for Authentication", RFC 2554, March, 1999, http://www.rfc-editor.org/rfc/rfc2554.txt
[RFC2821] Klensin, J., "Simple Mail Transfer Protocol", RFC 2821, April 2001, http://www.ietf.org/rfc/rfc2821.txt
[RFC4234] Crocker, D., Ed., and Overell, P., "Augmented BNF for Syntax Specifications: ABNF", RFC 4234, October 2005, http://www.rfc-editor.org/rfc/rfc4234.txt
[RFC5321] Klensin, J., "Simple Mail Transfer Protocol", RFC 5321, October 2008, http://rfc-editor.org/rfc/rfc5321.txt
[RFC5322] Resnick, P., Ed., "Internet Message Format", RFC 5322, October 2008, http://www.rfc-editor.org/rfc/rfc5322.txt
[bookmark: section_3ca9d2047711429facdc917ac18d9251][bookmark: _Toc432488221]Informative References
[MSKB-163846] Microsoft Corporation, "SID Values For Default Windows NT Installations", Version 2.1, November 2006, http://support.microsoft.com/kb/163846
[SSPI] Microsoft Corporation, "SSPI", http://msdn.microsoft.com/en-us/library/aa380493.aspx
[bookmark: section_4c7e2b52c6634c08b1e87bdd9e400bec][bookmark: _Toc432488222]Overview
Client applications that connect to the Simple Mail Transfer Protocol (SMTP) service on supported operating systems (see section 6) can use NT LAN Manager Protocol (NTLM) authentication, as specified in [MS-NLMP].
The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension specifies how an SMTP client and SMTP server can use the NTLM Authentication Protocol, as specified in [MS-NLMP], so that the SMTP server can authenticate the SMTP client. The NTLM Authentication Protocol, as specified in [MS-NLMP], is a challenge/response authentication protocol that depends on the application layer protocols to transport NTLM packets from client to server and from server to client.
The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension defines how SMTP is extended to perform authentication using the NTLM Authentication Protocol, as specified in [MS-NLMP]. The SMTP standard defines an extensibility mechanism for arbitrary authentication protocols to be plugged in to the core protocol. This mechanism is the SMTP-AUTH mechanism.
The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension is an embedded protocol in which NTLM authentication data is first transformed into a base64 representation (as specified in [RFC1521]) and then formatted by padding with SMTP status codes and SMTP keywords, as defined by the AUTH mechanism. The base64 encoding and the formatting are very rudimentary and solely intended to make the NTLM data look like other SMTP commands and responses. The following diagram illustrates the sequence of transformations performed on an NTLM message to produce a message that can be sent over SMTP.
[image: MS-SMTPNTLM_pict5170c640-74be-4e07-b757-7ba400ca54bd.png]
Figure 1: Relationship between NTLM message and SMTP (NTLM Authentication Protocol message)
The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension is a pass-through protocol that does not specify the structure of NTLM information. Instead, the protocol relies on the software that implements the NTLM Authentication Protocol (as specified in [MS-NLMP]) to process each NTLM message to be sent or received.
The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension defines both server and client roles.
When SMTP requests NTLM authentication, it interacts with the NTLM software appropriately. An overview of this interaction follows:
If acting as an SMTP client:
1. The NTLM software returns the first NTLM message to the client to be sent to the server.
2. The client should apply both the base64 encoding and SMTP padding transformations mentioned earlier (and described in detail later in this document) to produce an SMTP message, and then send this message to the server.
3. The client should wait for a response from the server. When the response is received, the client determines whether the response indicates either the end of authentication (success or failure) or the continuation of authentication.
4. If the authentication is continuing, the response message is stripped of the SMTP padding, is base64 decoded, and is passed into the NTLM software, on which the NTLM software may return another NTLM message that needs to be sent to the server. Steps 2 through 4 are repeated until authentication succeeds or fails.
If acting as an SMTP server:
1. The server waits to receive the first SMTP authentication message from the client.
2. When an SMTP message is received from the client, the SMTP padding is removed, the message is base64-decoded, and the resulting NTLM message is passed into the NTLM software.
3. The NTLM software will return a status indicating whether authentication completed successfully, failed, or more NTLM messages need to be exchanged to complete the authentication.
4. If the authentication is continuing, the NTLM software will return an NTLM message that needs to be sent to the client. This message is base64-encoded, and the SMTP padding is applied and sent to the client. Steps 2 through 4 are repeated until authentication succeeds or fails.
The sequence that follows shows the typical flow of packets between a client and server once NTLM authentication has been selected:
1. The SMTP client sends an NTLM NEGOTIATE_MESSAGE embedded in an SMTP_AUTH_NTLM_BLOB_Command packet to the server. 
2. On receiving the SMTP packet with NTLM NEGOTIATE_MESSAGE, the server sends an NTLM CHALLENGE_MESSAGE embedded in an SMTP packet to the client.
3. In response, the SMTP client sends an NTLM AUTHENTICATE_MESSAGE embedded in an SMTP packet. 
4. The server then sends an SMTP response to the client to successfully complete the authentication process. 
The NTLM NEGOTIATE_MESSAGE, NTLM CHALLENGE_MESSAGE, and NTLM AUTHENTICATE_MESSAGE packets contain NTLM authentication data that must be processed by the NTLM software installed on the local computer. How to retrieve and process NTLM messages is specified in [MS-NLMP]. 
Implementers of the NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension must possess a working knowledge of the following:
· Simple Mail Transfer Protocol (SMTP), as specified in [RFC5321] and [RFC5322]
· Multipurpose Internet Mail Extensions (MIME) base64 encoding method, as specified in [RFC1521]
·  NTLM Authentication Protocol, as specified in [MS-NLMP]
[bookmark: section_9357fc5942494192a2e1dce12c55efe9][bookmark: _Toc432488223]Relationship to Other Protocols
The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension uses the SMTP-AUTH extension mechanism, as specified in [RFC2554], and is an embedded protocol. Unlike stand-alone application protocols, such as Telnet or Hypertext Transfer Protocol (HTTP), NTLM Authentication: SMTP Extension packets are embedded in Simple Mail Transfer Protocol (SMTP) commands and server responses.
SMTP specifies only the sequence in which an SMTP server and an SMTP client must exchange NTLM messages to successfully authenticate the client to the server. It does not specify how the client obtains NTLM messages from the local NTLM software or how the SMTP server should process NTLM messages. The SMTP client and SMTP server implementations depend on the availability of an implementation of the NTLM Authentication Protocol (as specified in [MS-NLMP]) to obtain and process NTLM messages and on the availability of the base64 encoding and decoding mechanisms (as specified in [RFC1521]) to encode and decode the NTLM messages embedded in SMTP packets.
[bookmark: section_7a125732c6874f87b15095ff10a92b37][bookmark: _Toc432488224]Prerequisites/Preconditions
[bookmark: Appendix_A_Target_1]Because the NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension depends on NTLM to authenticate the client to the server, both server and client must have access to an implementation of the NTLM Authentication Protocol (as specified in [MS-NLMP]) that is capable of supporting connection-oriented NTLM.<1>
[bookmark: section_7637e6036db840caa5f077b3ded7a040][bookmark: _Toc432488225]Applicability Statement
The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension must be used by an SMTP client and an SMTP server when the SMTP client authenticates to the SMTP server by using NTLM authentication.
[bookmark: section_4cb3726c90464a98af43afec94a90d03][bookmark: _Toc432488226]Versioning and Capability Negotiation
This document covers versioning issues in the following areas:
· Security and Authentication Methods: The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension supports the NTLM version 1 and NTLM version 2 authentication methods, as specified in [MS-NLMP]. 
· Capability Negotiation: The NTLM Authentication: SMTP Extension does not support negotiation of the NTLM Authentication Protocol (as specified in [MS-NLMP]) version to use. Instead, the NTLM Authentication Protocol (as specified in [MS-NLMP]) version must be configured on both the client and the server prior to authentication. NTLM Authentication Protocol (as specified in [MS-NLMP]) version mismatches are handled by the NTLM Authentication Protocol (as specified in [MS-NLMP]) implementation, and not by SMTP.
The SMTP Service Extension for Authentication (as specified in [RFC2554]) does document the framework within which SMTP clients may discover (and SMTP servers may advertise) the capability to perform any given authentication mechanism, including (in particular) NTLM.
The client discovers if the server supports NTLM AUTH through the SMTP-EHLO, at which time the server responds with a standard EHLO response, as specified in [RFC2821]. The EHLO keyword that is advertised if NTLM authentication is supported is "NTLM ". NTLM is an SASL mechanism (as defined in [RFC2554] section 3 bullet 3). The messages involved are formally specified in other sections of this document.
[bookmark: section_5bafa445ab91480a8eb465cff108d0ec][bookmark: _Toc432488227]Vendor-Extensible Fields
None.
[bookmark: section_a88c0955d6f94e16910a4c4ee21474bb][bookmark: _Toc432488228]Standards Assignments
None.
[bookmark: section_305c898ab35f4c92bd4b5e8a328f3a81][bookmark: _Toc432488229]Messages
[bookmark: section_f8c870d908c2406b96b876997e3371ba][bookmark: _Toc432488230]Transport
The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension does not establish transport connections. Instead, its messages are encapsulated in SMTP commands and responses. How NTLM Authentication: SMTP Extension messages must be encapsulated in SMTP commands is specified in section 2.2. 
[bookmark: section_d3d49b0f85f744189cb3352605f9db5a][bookmark: _Toc432488231]Message Syntax
NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension messages are divided into two categories, depending on whether the message is sent by the server or the client.
The formal syntax of messages is provided in Augmented Backus-Naur Form (ABNF), as specified in [RFC4234].
[bookmark: section_34d40f79e4474e1fb39516d8583966a7][bookmark: _Toc432488232]SMTP AUTH Extensions
The first category of SMTP messages is within the SMTP-AUTH extensibility framework. These messages are defined in [RFC2554]. The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension introduces the following messages, as specified in sections 2.2.1.1 through 2.2.1.9.
The client can receive any one of the following responses during authentication: 
· SMTP_AUTH_NTLM_BLOB_Response
· SMTP_AUTH_Fail_Response
· SMTP_AUTH_Other_Failure_Response
· SMTP_AUTH_NTLM_Succeeded_Response
Note that the syntax and meaning of these messages are completely defined by [RFC2554] except for the SMTP_AUTH_NTLM_BLOB_Response message, for which [RFC2554] does not define the data encapsulated within the SMTP message and leaves the definition and processing of that data to the extension mechanism. This specification will focus on precisely defining that data.
[bookmark: section_46473b1a393741fc88c4d3dd6b19e259][bookmark: _Toc432488233]SMTP_AUTH_NTLM_Initiation_Command Message
The SMTP_AUTH_NTLM_Initiation_Command message initiates the NTLM authentication process for SMTP.
[RFC2554] section 4 defines the syntax of the SMTP AUTH command and related commands (for example, EHLO) to initiate authentication. The mechanism name for NTLM authentication is defined to be the string "NTLM" for the NTLM Authentication: SMTP Extension. 
[bookmark: section_336a93b8208c457ca21fbcc78476a1e0][bookmark: _Toc432488234]SMTP_NTLM_Supported_Response Message
The SMTP_NTLM_Supported_Response message indicates that the server supports NTLM authentication for SMTP.
If the [initial-response] string is not supplied in the client SMTP_AUTH_NTLM_Initiation_Command message, and NTLM is supported, the SMTP server will respond with an SMTP message prefixed with a status code of 334 to indicate that NTLM is supported. The only data in this message that is useful is the status code 334. The remaining data is a human-readable ASCII string whose contents are constrained by the specifications in section 4.5.3 in [RFC2821]. This data has no bearing on the authentication. The syntax of this command is shown as follows.
334 <human-readable-string><CR><LF>
A human-readable-string is formally defined in ABNF as follows.
human-readable-string = *CHAR

Note  CHAR is the US-ASCII character set, excluding NULL.
[bookmark: section_4085b14127e94cd495742e6bd6bf5be6][bookmark: _Toc432488235]SMTP_AUTH_NTLM_BLOB_Response Message
The SMTP_AUTH_NTLM_BLOB_Response message is defined as follows. This message is partially defined in [RFC2554] section 4 as a "server challenge response". The 334 status code indicates ongoing authentication and indicates that the <base64-encoded-NTLM-message> is to be processed by the authentication subsystem. 
334 <base64-encoded-NTLM-message><CR><LF>
Note that status code 334 is also returned by the SMTP_NTLM_Supported_Response message.
[bookmark: section_62888982a91140fab58750b5c69f7334][bookmark: _Toc432488236]SMTP_AUTH_Fail_Response Message
SMTP_AUTH_Fail_Response is defined as follows. This message, identified by the 535 status code, is defined in [RFC2554] section 4, and indicates that the authentication has terminated unsuccessfully because the user name or password is incorrect.
 535 5.7.3 <human-readable-string><CR><LF>
[bookmark: section_a55eebc4d91440bbad61779aeea85a60][bookmark: _Toc432488237]SMTP_AUTH_Other_Failure_Response Message
The SMTP_AUTH_Other_Failure_Response message is defined as follows. This is actually a class of messages whose syntax and interpretation are defined in [RFC2821] section 4.2 and [RFC2554] sections 4 and 6. They indicate an abnormal termination of the NTLM authentication negotiation, which may occur for various reasons such as software errors, lack of system resources, and so on. For the purposes of this document, SMTP_AUTH_Other_Failure_Response is defined as any SMTP message other than SMTP_AUTH_NTLM_Succeeded_Response, SMTP_AUTH_Fail_Response, and SMTP_AUTH_NTLM_BLOB_Response. The interpretation of SMTP_AUTH_Other_Failure_Response, and the suggested client action when receiving such a message, is defined in [RFC2821] section 4.3. This message represents an exit from AUTH and, as such, is not really a part of AUTH negotiation.
[bookmark: section_eff04588227b4f7fb86c73393bfe6a99][bookmark: _Toc432488238]SMTP_AUTH_NTLM_Succeeded_Response Message
The SMTP_AUTH_NTLM_Succeeded_Response message is defined as follows. This message is defined in [RFC2554] section 4 and indicates that the authentication negotiation has completed with the client successfully authenticating to the server.
      235 <human-readable-string><CR><LF>
[bookmark: section_7a13cea70bbc48a4a65dbbfd0f6ac7d8][bookmark: _Toc432488239]SMTP_AUTH_NTLM_BLOB_Command Message
NTLM messages encapsulated by the client and sent to the server are referred to as SMTP_AUTH_NTLM_BLOB_Command messages in this document. They have the following syntax defined and conform to the prescription of [RFC2554] section 4.
<base64-encoded-NTLM-message><CR><LF>
[bookmark: section_f8e7684beccd4ca4a3717d0f2d20f92b][bookmark: _Toc432488240]SMTP_NTLM_Not_Supported_Response Message
 The SMTP_NTLM_Not_Supported_Response_Message is defined as follows. This message is defined in [RFC2554] section 4 and indicates that the authentication mechanism is not supported by the server. The server rejects the AUTH command with the following message.
504 <human-readable-string><CR><LF>
[bookmark: section_aec66e55685e4a74ab080a57019ce682][bookmark: _Toc432488241]EHLO Discovery Message
The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension also supports the discovery of supported authentication procedures.
When the EHLO command is sent to the SMTP server, the SMTP server will list available authentication mechanisms using the syntax defined in [RFC2821] section 4.1.1.1. The NTLM mechanism is indicated by using the "NTLM" EHLO keyword value if NTLM authentication is enabled for the SMTP server. An example of such an advertisement of supported authentication procedures by the server can be found in [RFC2554] section 4. The line "S: 250 AUTH CRAM-MD5 DIGEST-MD5" in the conversation indicates that the server advertises the supported authentication procedures as CRAM-MD5, DIGEST-MD5.
The server responds with an EHLO-Response (including the EHLO-keyword AUTH) when the client sends the EHLO command with or without an argument.
[RFC2821] section 4.1.1.1 states that clients SHOULD send EHLO with an argument. The definition of SHOULD in [RFC2119] allows the client to exclude the EHLO argument in exceptional circumstances. The SMTP server MUST support such clients.
[bookmark: section_1d53c0b9173a4a42a33492ed5c855d1b][bookmark: _Toc432488242]SMTP Server Messages
This section defines the creation of SMTP_AUTH_NTLM_BLOB_Response messages. These are NTLM messages that are sent by the server, and MUST be encapsulated as follows to conform to syntax specified by the SMTP-AUTH mechanism:
1. Encode the NTLM message data as base64 (as specified in [RFC1521]). This is required because NTLM messages contain data outside the ASCII character range whereas SMTP only supports the sending of ASCII characters within the context of SMTP-AUTH.
2. To the base64-encoded string, prefix the SMTP response code "334 " (that is, the numerals 334 followed by the ASCII space character 0x20).
3. Suffix the <CR> and <LF> characters (ASCII values 0x0D and 0x0A), as required by SMTP.
The definition of a server message is as follows:
        334 <base64-encoded-NTLM-message><CR><LF>
De-encapsulation of these messages by the client follows the reverse logic:
1. Remove the <CR> and <LF> characters (ASCII values 0x0D and 0x0A).
2. Remove the SMTP response code "334" (that is, the numerals 334 followed by the ASCII space character 0x20).
3. base64 decode the SMTP data to produce the original NTLM message data.
[bookmark: section_658e220e17ee4d46b01c2bd3490b47be][bookmark: _Toc432488243]SMTP Client Messages
This section defines the creation of SMTP_AUTH_NTLM_BLOB_Command messages. These NTLM messages sent by the client are encapsulated as follows to conform to the SMTP-AUTH mechanism:
1. base64-encode (as specified in [RFC1521]) the NTLM message data. This is required because NTLM messages contain data outside the ASCII character range whereas SMTP only supports ASCII characters to be sent within the context of SMTP-AUTH.
2. Suffix the <CR> and <LF> characters (ASCII values 0x0D and 0x0A), as required by SMTP.
The definition of a client message is as follows:
 <base64-encoded-NTLM-message><CR><LF>
De-encapsulation of these messages by the server follows the reverse logic:
1. Remove the <CR> and <LF> characters (ASCII values 0x0D and 0x0A).
2. base64 decode the SMTP data to produce the original NTLM message data.
[bookmark: section_b52df04098d147d797ed692fc7d83f12][bookmark: _Toc432488244]Protocol Details
[bookmark: section_e04fd72ff8da4b6b8aa330d3522e2fe7][bookmark: _Toc432488245]Client Details
This section specifies details of the SMTP client role. An implementation of the Simple Mail Transfer Protocol (SMTP) Extension SHOULD support the client role.
[bookmark: section_e7f000837bc146a0a202a5bae34c50dc][bookmark: _Toc432488246]Abstract Data Model
[bookmark: section_f029f58f524b421596164887cf746101][bookmark: _Toc432488247]SMTP State Model
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Figure 2: SMTP NTLM authentication client state model
The abstract data model for the NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension has the following states:
1.  start
This is the state of the client before the SMTP_AUTH_NTLM_Initiation_Command message has been sent.
2.  sent_authentication_request
This is the state of the client after the SMTP_AUTH_NTLM_Initiation_Command message has been sent. 
3. received_response
This is the state entered by the client after it has received an SMTP_NTLM_Supported_Response message, or when the client receives an SMTP_AUTH_NTLM_BLOB_Response message.
When the client enters this state after receiving a SMTP_NTLM_Supported_Response message, the client invokes the NTLM software to get the NTLM_NEGOTIATE_MESSAGE and sends it to the server embedded inside the first SMTP_AUTH_NTLM Blob_Command. The client transitions the state to sent_command after it sends the SMTP_AUTH_NTLM Blob_Command.
The client returns to this state from the sent_command state after it receives SMTP_AUTH_NTLM_BLOB_Response from the server.
The client transitions the state to completed_authentication if it encounters an NTLM software error.
4. sent_command
This is the state entered by the client after it has sent an SMTP_AUTH_NTLM_Initiation_Command message with NTLM_NEGOTIATE_MESSAGE. During this state the client waits for a response from the server. When SMTP_AUTH_NTLM_BLOB_Response is received, the client transitions the state to received_response.
The client returns to this state from the received_response state after it sends the SMTP_AUTH_NTLM Blob_Command to the server.
The client transitions to completed_authentication if it receives SMTP_AUTH_FAIL_Response, SMTP_AUTH_Other_Failure_Response, or SMTP_AUTH_NTLM_Succeeded_Response.
5.  completed_authentication
This is the state of the client on completion of authentication (successful or otherwise).. Section 3.1.5 defines the rules for how this state is reached. The completed_authentication represents the end state of the authentication protocol.
This document does not address the behavior of SMTP in this state.
[bookmark: section_da025c3fac5542d0bab6b43f93faf84a][bookmark: _Toc432488248]Timers
None.
[bookmark: section_f5d9fdbae7d042b18c88470ce71826d1][bookmark: _Toc432488249]Initialization
None.
[bookmark: section_9d24433fb85d4ca086f32651ab9767c0][bookmark: _Toc432488250]Higher-Layer Triggered Events
[bookmark: section_72b99e28738844ab86cdb4c6c56a7bd3][bookmark: _Toc432488251]Sending an SMTP_AUTH_NTLM_Initiation_Command Message
[bookmark: Appendix_A_Target_2]This section defines the creation of SMTP_AUTH_NTLM_Initiation_Command messages. These NTLM messages are sent by the client when the state equals start. They SHOULD<2> contain an NTLM NEGOTIATE_MESSAGE encapsulated in the [initial response]. The encapsulation of this message is as specified in section 2.2.3.
[bookmark: section_e01715a1b8594a65bdd93f379f40c58c][bookmark: _Toc432488252]Sending an SMTP_AUTH_NTLM_BLOB_Command Message
This section defines the creation of SMTP_AUTH_NTLM_BLOB_Command messages. These NTLM messages are sent by the client when the state equals received_response and are encapsulated as specified in section 2.2.3 to conform to the SMTP-AUTH mechanism.
[bookmark: section_89767f4c57a84551a4891b46fae6c470][bookmark: _Toc432488253]Message Processing Events and Sequencing Rules
The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension is driven by a series of message exchanges between an SMTP server and an SMTP client. The rules governing the sequencing of commands and the internal states of the client and server are defined by a combination of [RFC2554] and [MS-NLMP]. Section 3.1.1 completely defines how the rules specified in [RFC2554] and [MS-NLMP] govern SMTP authentication.
[bookmark: section_4e886351c7bc465296d0c9edff8cb4f1][bookmark: _Toc432488254]Receiving an SMTP_NTLM_Supported_Response Message
When the client state equals sent_authentication_request and on receiving this message, a client MUST generate the first NTLM message by calling the NTLM software. The NTLM software then generates NTLM NEGOTIATE_MESSAGE, as specified in [MS-NLMP]. The client MUST then encapsulate the NTLM message, as defined in section 2.2.3, and send it to the server.
Note  The server will send the SMTP_NTLM_Supported_Response message only if the client did not embed an NTLM NEGOTIATE_MESSAGE in the SMTP_AUTH_NTLM_Initiation_Command [initial-response] optional parameter.
The state of the client MUST be changed to received_response.
The command sent by the client determines whether the server response is interpreted as an SMTP_NTLM_Supported_Response or an SMTP_AUTH_NTLM_BLOB_Response. Based on ABNF syntax alone, SMTP_NTLM_Supported_Response and SMTP_AUTH_NTLM_BLOB_Response messages appear identical, making a successful distinction between the two impossible. Therefore, the parser MUST distinguish between these messages as follows:
· If the client previously sent an SMTP_AUTH_NTLM_Initiation_Command without an [initial-response], the server response MUST be parsed as an SMTP_NTLM_Supported_Response message with a human-readable-string. The human-readable-string SHOULD be ignored by the client, except to facilitate troubleshooting and debugging. This string has no consequence on the operation of the protocol.
· If the client previously sent an SMTP_AUTH_NTLM_Initiation_Command with an [initial-response], the server response MUST be parsed as an SMTP_AUTH_NTLM_BLOB_Response message with a base64-encoded string. The client MUST NOT ignore the base64-encoded string and it MUST be processed by the NTLM software, as described in this document.
Note  Status code 334 is also returned by the SMTP_AUTH_NTLM_BLOB_Response message.
[bookmark: section_6a4f4e2fc91d44b1b98a2bea4707064e][bookmark: _Toc432488255]Receiving an SMTP_NTLM_Not_Supported_Response Message
When the client state equals sent_authentication_request, the SMTP client MUST change its internal state to completed_authentication and consider that the authentication has failed. The client can then take any appropriate action. This document does not mandate any specific course of action.
Note  This response MUST be interpreted using the rules specified in [RFC2821]. These rules include the use of the three-digit status code to infer whether the failure is permanent or temporary, whether or not to generate non-delivery notifications for messages queued on the client, and so on. As implemented, this will be an exception code: 504, which indicates a permanent error.
[bookmark: section_6242771971254967b57c0e6efe4d8c7d][bookmark: _Toc432488256]Receiving an SMTP_AUTH_NTLM_BLOB_Response Message
When the client state equals sent_command and on receiving this message, a client MUST change its internal state to received_response, de-encapsulate it to obtain the embedded NTLM message, and then pass it to the NTLM software for processing. The NTLM software then extracts the NTLM CHALLENGE_MESSAGE and produces an NTLM AUTHENTICATE_MESSAGE response. The client MUST then encapsulate the NTLM message, as defined in section 3.1.4.2, send it to the server, and transition to the sent_command state.
[bookmark: section_10264bfa3ca1477483e77425c5df467e][bookmark: _Toc432488257]Error from NTLM
If the NTLM software reports an error, the implementation of this extension MUST change its internal state to completed_authentication and fail the authentication. Handling of failures is specified in [RFC2554], section 4.
[bookmark: section_2b8aa024578747a9a9deb29c748d5aaa][bookmark: _Toc432488258]NTLM Reports Success and Returns an NTLM Message
The NTLM message MUST be encapsulated and sent to the server. A change MUST NOT occur in the state of the client.
[bookmark: section_2cbc6a827d804e1990936a929fcfc628][bookmark: _Toc432488259]Receiving an SMTP_AUTH_NTLM_Succeeded_Response Message
When this message is received and the client state equals sent_command, the SMTP client MUST change its internal state to completed_authentication and consider that the authentication has succeeded. The client then takes any action it considers appropriate. This document does not mandate any specific course of action.
[bookmark: section_2c5c76fdbfde4afe90ed70674b837824][bookmark: _Toc432488260]Receiving an SMTP_AUTH_Fail_Response Message
When this message is received and the client state equals sent_command, the SMTP client MUST change its internal state to completed_authentication and consider that the authentication has failed. The client then takes any action it considers appropriate. This document does not mandate any specific course of action.
[bookmark: section_e11a404fa42b466cb318affb77c78a40][bookmark: _Toc432488261]Receiving an SMTP_AUTH_Other_Failure_Response Message
When this message is received and the client state equals sent_command, the SMTP client MUST change its internal state to completed_authentication and consider that the authentication has failed. The client then takes any action it considers appropriate. This document does not mandate any specific course of action.
Note  This response MUST be interpreted using the rules specified in [RFC2821]. These rules include using the three-digit status code to infer whether the failure is permanent or temporary, whether or not to generate non-delivery notifications for messages queued on the client, and so on.
[bookmark: section_1260533e64e241f5b84fe9d07b1241cf][bookmark: _Toc432488262]Timer Events
None.
[bookmark: section_2a3d729f8f64482f80643d63b0a6026a][bookmark: _Toc432488263]Other Local Events
None.
[bookmark: section_236b7f82961f4ea1a13e11d7575a57fd][bookmark: _Toc432488264]Server Details
[bookmark: Appendix_A_Target_3]This section specifies details of the SMTP server role. An implementation of the Simple Mail Transfer Protocol (SMTP) Extension MAY<3> support the server role.
[bookmark: section_73b6fdb425cb4393939cbd9382c1e456][bookmark: _Toc432488265]Abstract Data Model
The SMTP state model is described in this section. A state machine is created and maintained for each client connection to the server.
[bookmark: section_c6f2ebcef68d41bdb07b1aa83ea66311][bookmark: _Toc432488266]SMTP State Model
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Figure 3: SMTP NTLM authentication server state model
The abstract data model for the NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension has the following states:
1. start
This is the state of the server before the SMTP_AUTH_NTLM_Initiation_Command (section 2.2.1.1) message has been received.
2. received_authentication_request
This is the state of the server after the SMTP_AUTH_NTLM_Initiation_Command message has been received.
3. sent_response
This is the state entered by the server after it has sent an SMTP_NTLM_Supported_Response (section 2.2.1.2) or SMTP_AUTH_NTLM_BLOB_Response (section 2.2.1.3) message.
During this state the server waits for SMTP_AUTH_NTLM_BLOB_Command (section 2.2.1.7) from the client and transition the state to received_response after receiving the SMTP_AUTH_NTLM_BLOB_Command.
The server comes back to this state after it has sent SMTP_AUTH_NTLM_BLOB_Response to the client.
4. received_command
This is the state entered by the server after it has received the SMTP_AUTH_NTLM_Initiation_Command with NTLM_NEGOTIATE_MESSAGE or SMTP_AUTH_NTLM_BLOB_Command.
During this state the server passes the SMTP_AUTH_NTLM_Initiation_Command with NTLM_NEGOTIATE_MESSAGE or SMTP_AUTH_NTLM_BLOB_Command to the NTLM software. If the NTLM software returns SMTP_AUTH_NTLM_BLOB_Response message the server sends it back to the client.
The server transitions the state to sent_response after it sends the SMTP_AUTH_NTLM_BLOB_Response.
The server comes back to this state after receiving SMTP_AUTH_NTLM_BLOB_Command.
The server MUST transition the state to completed_authentication when it sends SMTP_AUTH_NTLM_Succeeded_Response (section 2.2.1.6) or SMTP_AUTH_Fail_Response (section 2.2.1.4) or SMTP_AUTH_Other_Failure_Response (section 2.2.1.5) to the client.
5. completed_authentication
This is the state of the server upon successfully or unsuccessfully completing authentication. Section 3.1.5 defines the rules for how this state is reached. The completed_authentication represents the end state of the authentication protocol.
This document does not address the behavior of SMTP in this state.
[bookmark: section_771fc011c49742c9b6f3a983210e1a29][bookmark: _Toc432488267]Timers
None.
[bookmark: section_527e9a5d3b544d2b858c8f2a243d1a06][bookmark: _Toc432488268]Initialization
None.
[bookmark: section_1414513cf64e443fbb2913ac3ce43d9e][bookmark: _Toc432488269]Higher-Layer Triggered Events
None.
[bookmark: section_7a85d718d9414913a1cb5b9e1f464331][bookmark: _Toc432488270]Message Processing Events and Sequencing Rules
The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension is driven by a series of message exchanges between an SMTP server and an SMTP client. The rules governing the sequencing of commands and the internal states of the client and server are defined by a combination of [RFC2554] and [MS-NLMP]. Section 3.2.1 completely defines how the rules specified in [RFC2554] and [MS-NLMP] govern SMTP authentication. 
[bookmark: section_15dfa8a94f024b98a163a00d997e7605][bookmark: _Toc432488271]Receiving an SMTP_AUTH_NTLM_Initiation_Command Message
When this message is received and the server state equals start, the server examines the received message to determine if the [initial-response] parameter is present in the message.
De-encapsulation of these messages by the server follows the logic:
1. Remove the <CR> and <LF> characters (ASCII values 0x0D and 0x0A).
2. base64 decode the SMTP data to produce the original NTLM message data.
There are two actions possible, depending on whether or not the client has included the [initial-response] parameter in this message:
1. If the client has included the [initial-response] parameter, the server MUST change its internal state to received_command and de-encapsulate the NTLM NEGOTIATE_MESSAGE embedded within the [initial-response] and pass it to the NTLM software with the GSS_Accept_sec_context call, as specified in [MS-NLMP] section 3.2.4. Further, the NTLM Authentication Protocol is used with the connection-oriented NTLM negotiation option.
The NTLM software does one of the following, as specified in [MS-NLMP]:
· Report success in processing the message. The server MUST send a SMTP_AUTH_NTLM_BLOB_Response message to the client and change its internal state to sent_response.
· Report that the authentication failed, which could be due to some other software error or message corruption. The server MUST change its state to completed_authentication and return an SMTP_AUTH_Other_Failure_Response message.
2. If the client has not included the [initial-response] parameter, the server MUST change its state to received_authenticaton_request and reply with the SMTP_NTLM_Supported_Response message if it supports NTLM and change its state to the sent_response state.
[bookmark: section_1d16136d76c14d77a63dd0e99b8a9f5b][bookmark: _Toc432488272]Receiving an SMTP_AUTH_NTLM_BLOB_Command Message
Expected state is sent_response.
When the server state equals sent_response and on receiving this message, a server MUST change its internal state to received_command, de-encapsulate the message, obtain the embedded NTLM message, and pass it to the NTLM software with the GSS_Accept_sec_context call, as specified in [MS-NLMP] section 3.2.4. 
De-encapsulation of these messages by the server follows the logic:
1. Remove the <CR> and <LF> characters (ASCII values 0x0D and 0x0A).
2. base64 decode the SMTP data to produce the original NTLM message data.
Once the message has been obtained, the NTLM software does one of the following, as specified in [MS-NLMP]:
· Report success in processing the message and return an NTLM message to continue the authentication.
· Report that authentication completed successfully.
· Report that the authentication failed due to a bad user name or password, as specified in [MS-NLMP].
· Report that the authentication failed, which could be due to some other software error or message corruption.
For an overview of SMTP server authentication, see the SMTP server state model specified in section 3.2.1.1.
[bookmark: section_908aeb00140c4acbba9c758e64f9b4a4][bookmark: _Toc432488273]NTLM Returns Success, Returning an NTLM Message
When this message is received and the server state equals received_command, the server MUST encapsulate the NTLM message, send it to the client, and change its internal state to sent_response. 
[bookmark: section_c5a96b3dfe144cd9bbfd35c6000de24f][bookmark: _Toc432488274]NTLM Returns Success, Indicating that the Authentication Completed Successfully
[bookmark: Appendix_A_Target_4]When this message is received and the server state equals received_command, the server MUST return the SMTP_AUTH_NTLM_Succeeded_Response message and change its internal state to completed_authentication.<4>
[bookmark: section_b78871a6418c4ef1b6d52e53324dca1a][bookmark: _Toc432488275]NTLM Returns Status, Indicating that the User Name or Password Is Incorrect
When this message is received and the server state equals received_command, the server MUST return the SMTP_AUTH_Fail_Response message and change its internal state to completed_authentication.
[bookmark: section_91ac54ec75b54b079ffec8f9ea294495][bookmark: _Toc432488276]NTLM Returns a Failure Status, Indicating Any Other Error
When this message is received and the server state equals received_command, the server MUST return the SMTP_AUTH_Other_Failure_Response message and change its internal state to completed_authentication.
[bookmark: section_e323ee22036a4ef2a7f53b96e7df7d47][bookmark: _Toc432488277]Timer Events
None.
[bookmark: section_49dabea34993437eb91b4b39e9c6b45e][bookmark: _Toc432488278]Other Local Events
None.
[bookmark: section_f3618bb9f9834600bbe67c35fc05a6b0][bookmark: _Toc432488279]Protocol Examples
[bookmark: section_a048c79f7597401bbcb4521d682de765][bookmark: _Toc432488280]SMTP Client Successfully Authenticating to an SMTP Server
This section illustrates the NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension with an example scenario in which an SMTP client successfully authenticates to an SMTP server using NTLM.
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Figure 4: SMTP client successfully authenticating to SMTP server
1. The client sends an EHLO to the server. This command is specified in [RFC2821]. 
EHLO test.com
2. The server responds with an EHLO-Response (including the EHLO-keyword AUTH) to indicate that the authentication is supported. Among the parameters to the AUTH EHLO-response keyword is the keyword "NTLM", indicating that NTLM authentication is available.
250-exch-cli-66 Hello [127.0.0.1]
250-AUTH GSSAPI NTLM
250-TURN
250-SIZE 2097152
250-ETRN
250-PIPELINING
250-DSN
250-ENHANCEDSTATUSCODES
250-8bitmime
250-BINARYMIME
250-CHUNKING
250-VRFY
250 OK

3. The client then sends the SMTP AUTH command, SMTP_AUTH_NTLM_Initiation_Command, initiating auth. In this example, the AUTH command being sent is without the optional [initial-response] data.
AUTH NTLM
4. The server sends the SMTP_NTLM_Supported_Response message, indicating that it can perform NTLM authentication.
334 ntlm supported
5. The client sends an SMTP_AUTH_NTLM_BLOB_Command message containing a base64-encoded NTLM NEGOTIATE_MESSAGE.
TlRMTVNTUAABAAAAt4II4gAAAAAAAAAAAAAAAAAAAAAFAs4OAAAADw==
6. The server sends an SMTP_AUTH_NTLM_BLOB_Response message containing a base64-encoded NTLM CHALLENGE_MESSAGE.
334 TlRMTVNTUAACAAAAFgAWADgAAAA1goriZt7rI6Uq/ccAAAAAAAAAAGwAbABOAAA
ABQLODgAAAA9FAFgAQwBIAC0AQwBMAEkALQA2ADYAAgAWAEUAWABDAEgALQBDAEwASQ
AtADYANgABABYARQBYAEMASAAtAEMATABJAC0ANgA2AAQAFgBlAHgAYwBoAC0AYwBsA
GkALQA2ADYAAwAWAGUAeABjAGgALQBjAGwAaQAtADYANgAAAAAA

7. The client sends an SMTP_AUTH_NTLM_BLOB_Command message containing a base64-encoded NTLM AUTHENTICATE_MESSAGE.
TlRMTVNTUAADAAAAGAAYAHwAAAAYABgAlAAAABYAFgBIAAAACAAIAF4AAAAWABYAZgA
AABAAEACsAAAANYKI4gUCzg4AAAAPZQB4AGMAaAAtAGMAbABpAC0ANgA2AHQAZQBzAH
QARQBYAEMASAAtAEMATABJAC0ANgA2AAZKkK42dvN2AAAAAAAAAAAAAAAAAAAAABvqC
ZdJZ0NxuuMaNT5PPn5aZ6imuk9cPZkPUjEYNIRezkCGmTwS5G0=
8. The server sends an SMTP_AUTH_NTLM_Succeeded_Response message.
235 2.7.0 Authentication successful
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This section illustrates the NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension with an example scenario in which an SMTP client attempts NTLM authentication to an SMTP server, and the authentication fails. 
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Figure 5: SMTP client unsuccessfully attempts authentication to SMTP server
1. As described in the previous example for unsuccessful AUTH, the SMTP client determines if the server supports NTLM authentication by sending the EHLO command and parsing the EHLO response.
2. The client sends an SMTP_AUTH_NTLM_Initiation_Command to the server.
AUTH NTLM
3. The server sends the SMTP_NTLM_Supported_Response message, indicating that it can perform NTLM authentication.
334 ntlm supported
4. The client sends an SMTP_AUTH_NTLM_BLOB_Command message.
TlRMTVNTUAABAAAAt4II4gAAAAAAAAAAAAAAAAAAAAAFAs4OAAAADw==
5. The server responds with an SMTP_AUTH_NTLM_BLOB_Response message.
334 TlRMTVNTUAACAAAAFgAWADgAAAA1goriYo7ENUsXagIAAAAAAAAAAGwAbABOAAA
ABQLODgAAAA9FAFgAQwBIAC0AQwBMAEkALQA2ADYAAgAWAEUAWABDAEgALQBDAEwASQ
AtADYANgABABYARQBYAEMASAAtAEMATABJAC0ANgA2AAQAFgBlAHgAYwBoAC0AYwBsA
GkALQA2ADYAAwAWAGUAeABjAGgALQBjAGwAaQAtADYANgAAAAAA

6. The client then sends an SMTP_AUTH_NTLM_BLOB_Command message. 
TlRMTVNTUAADAAAAGAAYAHwAAAAYABgAlAAAABYAFgBIAAAACAAIAF4AAAAWABYAZgAAABAAEACsAAAANYKI4gUCzg4AAAAPZQB4AGMAaAAtAGMAbABpAC0ANgA2AHQAZQBzAHQARQBYAEMASAAtAEMATABJAC0ANgA2AIqeV65hhASwAAAAAAAAAAAAAAAAAAAAAHZHDVfwTU5ci0RY04eRmWy0/VWZfIfjsqdUu2WmxYUKy83PyyxzbA8=
7. The server sends an SMTP_AUTH_Fail_Response message.
535 5.7.3 Authentication unsuccessful
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Implementers of the NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension should be aware of the security considerations of using NTLM authentication (see [MS-NLMP] section 5.1).
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[bookmark: section_af2ce9b1963044cc8066d088feb9c83a][bookmark: _Toc432488285]Appendix A: Product Behavior
The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include released service packs.
This document specifies version-specific details in the Microsoft .NET Framework. For information about which versions of .NET Framework are available in each released Windows product or as supplemental software, see [MS-NETOD] section 4.
Note: Some of the information in this section is subject to change because it applies to a preliminary product version, and thus may differ from the final version of the software when released. All behavior notes that pertain to the preliminary product version contain specific references to it as an aid to the reader.
· Microsoft .NET Framework 2.0
· Microsoft .NET Framework 3.0
· Microsoft .NET Framework 3.5
· Microsoft .NET Framework 4.0
· Microsoft .NET Framework 4.5
· Microsoft .NET Framework 4.6
· Windows 2000 operating system
· Windows XP operating system
· Windows Server 2003 operating system
· Windows Vista operating system
· Windows Server 2008 operating system
· Windows 7 operating system
· Windows Server 2008 R2 operating system
· Windows 8 operating system
· Windows Server 2012 operating system
· Windows 8.1 operating system
· Windows Server 2012 R2 operating system
· Windows 10 operating system
· Windows Server 2016 Technical Preview operating system
Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number appears with the product version, behavior changed in that service pack or QFE. The new behavior also applies to subsequent service packs of the product unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product does not follow the prescription.
<1> Section 1.5:  A Windows SMTP server and SMTP client use Security Support Provider Interface (SSPI) to obtain and process NTLM messages. For more information on SSPI, see [SSPI].
<2> Section 3.1.4.1: Windows-based email clients that use the ISMTPTransport interface, Microsoft Office Outlook 2003, Microsoft Office Outlook 2007, Microsoft Outlook 2010, and Microsoft Outlook 2013 do not send the NTLM_NEGOTIATE_MESSAGE with the SMTP_AUTH_NTLM_Initiation_Command message.
<3> Section 3.2: Windows 2000, Windows XP, Windows Server 2003, Windows Server 2008, Windows Server 2008 R2, Windows Server 2012, Windows Server 2012 R2, and Windows Server 2016 Technical Preview support the server role.
<4> Section 3.2.5.2.2: A Windows SMTP server does not permit a client to authenticate using credentials for the user identified as the "BUILTIN\Administrator" account, for security reasons. Internally, the NTLM software reports to the SMTP server that the authentication succeeded, but Windows SMTP then checks the user credentials and fails the authentication, sending the SMTP_AUTH_Fail_Response message even though NTLM actually succeeded the authentication.
For additional information on built-in accounts and groups, see "SID Values For Default Windows NT Installations", [MSKB-163846].
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