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1  Introduction  

The Server and File Management Web APIs Protocol is designed to enable access to and management 
of the server. It also allows users to access files through Web APIs over the I nternet or intranet.  

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in 
this specification are informative.  

1.1  Glossary  

This document uses the following terms:  

base64 encoding : A binary - to - text encoding scheme whereby an arbitrary sequence of bytes is 
converted to a sequence of printable ASCII characters, as described in [RFC4648] . 

Distributed File System (DFS) : A f ile system that logically groups physical shared folders located 
on different servers by transparently connecting them to one or more hierarchical namespaces. 

DFS  also provides fault - tolerance a nd load -sharing capabilities.  

globally unique identifier (GUID) : A term used interchangeably with universally unique 
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of 
these terms does not imply or require a speci fic algorithm or mechanism to generate the value. 
Specifically, the use of this term does not imply or require that the algorithms described in 

[RFC4122]  or [C706]  must be used for generating the GUID . See also universally unique 
identifier (UUID).  

Hypertext Transfer Protocol Secure (HTTPS) : An extension of HTTP that s ecurely encrypts and 
decrypts web page requests. In some older protocols, "Hypertext Transfer Protocol over Secure 
Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information, 
see [SSL3]  and [RFC5246] . 

Secure Sockets Layer (SSL) : A security protocol that supports confidentiality and integrity of 

messages in client and server applications that co mmunicate over open networks. SSL supports 

server and, optionally, client authentication using X.509 certificates [X509]  and [RFC5280] . SSL 
is superseded by Transport Layer Security (TLS). TLS version 1.0 is based on SSL version 3.0 
[SSL3].  

security identifier (SID) : An identifier for security principals that is used to identify an account 
or a group. Conceptually, the SID  is composed of an account authority portion (typically a 

domain) and a smaller integer representing an identity relative to the account authority, termed 
the relative identifier (RID). The SID  format is specified in [MS -DTYP]  section 2.4.2; a string 
representation of SIDs  is specified in [MS -DTYP] section 2.4.2 and [MS -AZOD]  section 1.1.1.2.  

Uniform Resource Identifier (URI) : A string that identifies a resource. The U RI is an addressing 
mechanism defined in Internet Engineering Task Force (IETF) Uniform Resource Identifier (URI): 
Generic Syntax [RFC3986] . 

user principal name (UPN) : A user account name (so metimes referred to as the user logon 

name) and a domain name that identifies the domain in which the user account is located. This 

is the standard usage for logging on to a Windows domain. The format is: 
someone@example.com (in the form of an email addres s). In Active Directory, the 
userPrincipalName attribute of the account object, as described in [MS -ADTS] . 

XML : The Extensible Markup Language, as described in [XML1.0] .  

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT:  These terms (in all caps) are used as defined 
in [RFC2119] . All statements of optional behav ior use either MAY, SHOULD, or SHOULD NOT.  

https://go.microsoft.com/fwlink/?LinkId=90487
https://go.microsoft.com/fwlink/?LinkId=90460
https://go.microsoft.com/fwlink/?LinkId=89824
https://go.microsoft.com/fwlink/?LinkId=90534
https://go.microsoft.com/fwlink/?LinkId=129803
https://go.microsoft.com/fwlink/?LinkId=90590
https://go.microsoft.com/fwlink/?LinkId=131034
%5bMS-DTYP%5d.pdf#Section_cca2742956894a16b2b49325d93e4ba2
%5bMS-AZOD%5d.pdf#Section_5a0a0a3ec7a742e1b5f2cc8d8bd9739e
https://go.microsoft.com/fwlink/?LinkId=90453
%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
https://go.microsoft.com/fwlink/?LinkId=90599
https://go.microsoft.com/fwlink/?LinkId=90317
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1.2  References  

Links to a document in the Microsoft Open Specifications library point to the correct section in the 
most recently published version of the referenced document. However, because individual documents 

in the library are not updated at the same time, the section numbers in the documents may not 
match. You can confirm the correct section numbering by checking the Errata .   

1.2.1  Normative References  

We conduct frequent surveys of the normative references to assure their continued availability. If you 

have any issue with finding a normative reference, please contact dochelp@microsoft.com . We will 
assist you in finding the relevant information.  

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 
2119, March 1997, http://www.rfc -editor.org/rfc/rfc2119.txt  

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol --  HTTP/1.1", RFC 
2616, June 1999, http://www.rfc -editor.org/rfc/rfc2616.txt  

[RFC4346] Dierks, T., and Rescorla, E., "The Transport Layer Security (TLS) Protocol Version 1.1", 
RFC 4346, April 2006, http://www.ietf.org/rfc/rfc4 346.txt  

[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description 
Language (WSDL) 1.1", W3C Note, March 2001, http://www.w3.org/TR/2001/NOTE -wsdl -20010 315  

[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)", 

W3C Recommendation, December 2009, http://www.w3.org/TR/2009/REC -xml -names -20091208/  

[ XMLSCHEMA1] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema Part 
1: Structures", W3C Recommendation, May 2001, http://www.w3.org/TR/2001/REC -xmlschema -1-
20010502/  

[XMLSCHEMA2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes", W3C 

Recommendation, May 2001, http://www.w3.org/TR/2001/REC -xmlschema -2-20010502/  

1.2.2  Informative References  

None.  

1.3  Overview  

The Server and File Management Web APIs Protocol is used to access a REST -based server and for file 
management over the HTTPS  transports.  

The protocol exposes a set of built - in web services for third -party developers to build applications on 
different devices that can access files and manage the server remotely. The protocol also allows third -
party developers to add their own we b services without the need to handle authentication.  

1.4  Relationship to Other Protocols  

The following figure shows the relationship of this protocol to industry -standard protocol s. 

https://go.microsoft.com/fwlink/?linkid=850906
mailto:dochelp@microsoft.com
https://go.microsoft.com/fwlink/?LinkId=90317
https://go.microsoft.com/fwlink/?LinkId=90372
https://go.microsoft.com/fwlink/?LinkId=90474
https://go.microsoft.com/fwlink/?LinkId=90577
https://go.microsoft.com/fwlink/?LinkId=191840
https://go.microsoft.com/fwlink/?LinkId=90608
https://go.microsoft.com/fwlink/?LinkId=90608
https://go.microsoft.com/fwlink/?LinkId=90610
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Figure 1 : Relationship of Server and File Management Web APIs Protocol to industry -

standard protocols  

1.5  Prerequisites/Preconditions  

All web se rvices that are exposed in this protocol are hosted in Internet Information Services (IIS) 7.0 
so that a user can call web services by using the Hypertext Transfer Protocol over Secure 
Sockets L ayer (HTTPS)  protocol. Secure Sockets Layer (SSL)  is required for secure 
communication.  

1.6  Applicability Statement  

This protocol defines a set of server and file management REST APIs. This protocol is applicable to 
both Internet and intranet client -server scenarios.   

1.7  Versioning and Capability Negotiation  

This protocol does not provide any mechanism for capability negotiation.  

1.8  Vendor -Extensible Fields  

None.  

1.9  Standards Assignments  

None.  
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2  Messages  

2.1  Transport  

This protocol consists of a set of RESTful ( representational state transfer) web services.  

HTTPS over TCP/IP, as specified in [RFC2616] . 

All client messages to the server MUST use HTTPS.  

Protocol messages MUST be formatted as specified  either in XML  or in Javascript Object Notation 
(JSON). Protocol server faults MUST be returned by using HTTP status codes as specified in 
[RFC2616], section 10, "Status Code Definitions".  

2.2  Commo n Data Types  

This section contains common definitions that are used by this protocol. The syntax of the definitions 

uses an XML Schema, as specified in [XMLSCHEMA1]  and [XMLSCHEMA2] , and WSDL, as specified in 
[WSDL] . 

2.2.1  Namespaces  

This specification defines and references various XML namespaces by using the mechanisms specified 
in [XMLNS] . Although this specification associates a specific XML name space prefix for each XML 
namespace that is used, the choice of any particular XML namespace prefix is implementation -specific 
and not significant for interoperability.  

Prefix  NameSpaces URI  Reference  

xs http://www.w3.org/2001/XMLSchema  [XMLSCHEM
A]  

tns1  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi   

tns2  http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.Storage   

tns4  http://schemas.microsoft.com/2003/10/Serialization/Arrays   

tns5  http://schemas.microsoft.com/2003/10/Serialization/   

tns6  http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADO
bjectModel  

 

tns7  http://schemas.datacontract.org/2004/07/System.Collections.ObjectModel   

tns8  http://schemas.datac ontract.org/2004/07/Microsoft.WindowsServerSolutions.WebApi.M
anagement.Storage  

 

tns9  http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.O365Inte
gration  

 

tns10  http://schemas.microsoft.com/Message   

 

2.2.2  HTTP Headers  

The following table summarizes the set of HTTP headers defined by this protocol.  

https://go.microsoft.com/fwlink/?LinkId=90372
https://go.microsoft.com/fwlink/?LinkId=90608
https://go.microsoft.com/fwlink/?LinkId=90610
https://go.microsoft.com/fwlink/?LinkId=90577
https://go.microsoft.com/fwlink/?LinkId=191840
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The client MUST either pass Canary header or pass AppName, AppPublisherName, AppVersion, and 
Authorization to a server when the client calls an API that needs authentication information.  

Header  Description  

Accept  Specifies the acceptable data format for the response. See section 2.2.2.6  

AppName  Defines the client application name. See section 2.2.2.1  

AppPublisherName  Defines the client application publisher name. See section 2.2.2.2  

AppVersion  Defines the client application ve rsion. See section 2.2.2.3  

Authorization  Defines the user authorization. See section 2.2.2.4  

Canary  Defines a user token returned in the Login response header. See section 2.2.2.5  

Range  Defines the client request only part of an entity. Bytes are numbered from 0. See section 
2.2.2.7 . 

 

2.2.2.1  AppName  

The AppName header defines the client application name.  

 String = *(%x20 - 7E)  

 AppName = String  

  

2.2.2.2  AppPublisherName  

The AppPublisherName header defines the client application publisher name.  

 String = *(%x20 - 7E)  

 AppPublisherName = String  

  

2.2.2.3  AppVersion  

The AppVersion header defines the client application version.  

 String = *(%x20 - 7E)  

 AppVersion = String  

  

2.2.2.4  Authorization  

The Authorization header specifies the user authorization credentials. The client sends re quests with 
an authorization header, the value of which starts with "Basic", followed by a blank space and a 
base64  encoded string that represents the user name and password separated by a colon . 

 String = *(%x20 - 7E)  

 Authorization = String  
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2.2.2.5  Canary  

The Canary header is a user token that is returned in the Login response header. The client MUST 
either pass this header or pass AppName, AppPublisherName, AppVersion, and Authorization to the 

server.   

 String = *(%x20 - 7E)  

 Canary = String  

  

2.2.2.6  Accept  

The Accept request -header field defines the data format that is acceptable for the response.  

The format of the Accept header is as follows:  

Accept: "application/json" / "application/xml"  

 String = *(%x20 - 7E)  

 Accep t = String  

  

2.2.2.7  Range  

Defines the client request only part of an entity. Bytes are numbered from 0.  

This is a standard http header defined in [RFC2616] , section 14.35.1, "Byte Ranges"  

 String = *(%x20 - 7E)  

 Range = String  

  

2.2.3  Common URI Parameters  

The following table summarizes the set of Common URI  parameters defined by this protocol.  

URI parameters are not case sensitive.  

URI parameter  Description  

alertkey  See section 2.2.3.1  

amount  See section 2.2.3.2  

ascending  See section 2.2.3.3  

containerpath  See section 2.2.3.4  

count  See section 2.2.3.5  

deletec ontents  See section 2.2.3.6  

description  See section 2.2.3.7  

deviceid  See section 2.2.3.8  

email  See section 2.2.3.9  

https://go.microsoft.com/fwlink/?LinkId=90372


23  / 260  

[MS -SFMWA] -  v20210407  
Server and File Management Web APIs Protocol  
Copyright © 2021 Microsoft Corporation  
Release: April 7, 2021  

URI parameter  Description  

emails  See section 2.2.3.10  

filter  See section 2.2.3.11  

firstname  See section 2.2.3.12  

groupguid  See section 2.2.3.13  

grou pingdata  See section 2.2.3.14  

groupingmethoddata  See section 2.2.3.15  

heightdata  See section 2.2.3.16  

id  See section 2.2.3.17  

index  See section 2.2.3.18  

isoriginaldata  See section 2.2.3.19  

keywords  See section 2.2.3.20  

language  See section 2.2.3.21  

lastna me  See section 2.2.3.22  

localusername  See section 2.2.3.23  

mediatypedata  See section 2.2.3.24  

name  See section 2.2.3.25  

newname  See section 2.2.3.26  

newpath  See section 2.2.3.27  

onlineusername  See section 2.2.3.28  

originalpath  See section 2.2.3.29  

overwrite  See section 2.2.3.30  

overwritepermissions  See section 2.2.3.31  

path  See section 2.2.3.32  

permission  See section 2.2.3.33  

query  See section 2.2.3.34  

remotewebaccess  See section 2.2.3.35  

requestedcountdata  See section 2.2.3.36  

scope  See section 2.2.3.37  

servername  See section 2.2.3.38  

shallowdata  See section 2.2.3.39  

sharename  See section 2.2.3.40  

sizedata  See section 2.2.3.41  
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URI parameter  Description  

sortbyfield  See section 2.2.3.42  

sortorderdata  See section 2.2.3.43  

sortpropertydata  See section 2.2.3.44  

startingindex  See section 2.2 .3.45  

startingindexdata  See section 2.2.3.46  

timeoutseconds  See section 2.2.3.47  

titleonlydata  See section 2.2.3.48  

usergroups  See section 2.2.3.49  

userid  See section 2.2.3.50  

username  See section 2.2.3.51  

usersid  See section 2.2.3.52  

vpnaccess  See section 2.2.3.53  

widthdata  See section 2.2.3.54  

 

2.2.3.1  alertkey  

The key of an Alert instance. This parameter MUST be included in alert instance operation.  

 String = *(%x20 - 7E)  

 alertkey = String  

  

2.2.3.2  amount  

The amount  parameter defines the number of items to be retrieved. It SHOULD be a string that can be 
converted to a positive integer.  

 String = *(%x20 - 7E)  

 amount = String  

  

2.2.3.3  ascending  

The ascending  parameter is a Boolean value that indicates whether the sorting is ascending.  

 String = *(%x20 - 7E)  

 ascending = String  
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2.2.3.4  containerpath  

The containerpath  parameter describes the path to the container. To specify the root container, leave 
this parameter empty.   

 String = *(%x20 - 7E)  

 containerpath = String  

  

2.2.3.5  count  

The count  parameter describes the number of items to be retrieved.  

 String = *(%x20 - 7E)  

 count = String  

  

2.2.3.6  deletecontents  

This is a flag that indicates whether the contents of the shared folder have been deleted when the 
folder is no longer shared.  

Set the flag to TRUE to end sharing the folder and to delete the folder contents. Set the flag to FALSE 

to end sharing the folde r without deleting its contents.  

 String = *(%x20 - 7E)  

 deletecontents = String  

  

2.2.3.7  description  

The description  parameter defines user - friendly description information.  

 String = *(%x20 - 7E)  

 description = String  

  

2.2.3.8  deviceid  

The deviceid  parameter defines the ID of d evice. It SHOULD be the security identifier (SID)  of the 
device.  

 String = *(%x20 - 7E)  

 deviceid = String  

  

2.2.3.9  email  

The email  parameter defines the user's email address.  

 String = *(%x20 - 7E)  

 email = String  
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2.2.3.10  emails  

This parameter defines an array of email addresses.  

 String = *(%x20 - 7E)  

 emails = String  

  

2.2.3.11  filter  

This parameter defines the type of the files to be retrieved. It MUST be All, Multimedia, or Document.  

 String = *(%x20 - 7E)  

 filter = String  

  

2.2.3.12  first name  

Defines the first name of the user.  

 String = *(%x20 - 7E)  

 firstname = String  

  

2.2.3.13  groupguid  

Defines the he GUID  of the Group, which is specified in section 2.2.5.2 .  

 String = *(%x20 - 7E)  

 groupguid = String  

  

2.2.3.14  groupingdata  

The groupingdata  parameter describes the container path. To specify the root container, leave this 

parameter empty.  

 String = *(%x20 - 7E)  

 groupingdata = String  

  

2.2.3.15  groupingmethoddata  

The groupingmethoddata  parameter describes the grouping method. Choose from one of the following 
values.  
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Grouping Method Value  Applicable Media Types  Meaning  

album  music  Group by album.  

albumartist  music  Group by album artist.  

all  music, photo, or video  Group by media type.  

artist  music  Group by artist.  

date  photo  Group by date.  

folder  photo or video  Group by folder.  

genre  music  Group by musical genre (style).  

playlist  music  Group by playlist.  

rating  music  Group by rating.  

 String = *(%x20 - 7E)  

 groupingmethoddata = String  

             

2.2.3.16  heightdata  

The heightdata  parameter describes the height of an image.  

 String = *(%x20 - 7E)  

 heightdata = String  

  

2.2.3.17  id  

The id  parameter describes the identifier of the item.  

 String = *(%x20 - 7E)  

 id = String  

  

2.2.3.18  index  

The index  parameter defines the numerical position of the first item to be retrieved.  

 String = *(%x20 - 7E)  

 index = String  

  

2.2.3.19  isoriginaldata  

The isoriginaldata  parameter describes whether to return the orginal data. If this parameter is set, the 
widthdata  and heightdata  parameters will not take effect, although they are still required in the 
request.  

 String = *(%x20 - 7E)  

 isoriginaldata = String  
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2.2.3.20  keywords  

The keywords  parameter describes a space -separated list of keywords to search for.  

 String = *( %x20- 7E)  

 keywords = String  

  

2.2.3.21  language  

This parameter defines the language/region code (such as en -us) of the new folder name.  

 String = *(%x20 - 7E)  

 language = String  

  

2.2.3.22  lastname  

This parameter defines the last name of the user.  

 String = *(%x20 - 7E)  

 lastname = St ring  

  

2.2.3.23  localusername  

This parameter defines the local name of the user.  

 String = *(%x20 - 7E)  

 localusername = String  

  

2.2.3.24  mediatypedata  

The mediatypedata  parameter describes the media type. Choose from one of the following values.  

Media Type Value  Meaning  

music  Audio clips.  

photo  Photos.  

video  Video clips.  

 String = *(%x20 - 7E)  

 mediatypedata = String  
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2.2.3.25  name  

This parameter describes the name of item.  

 String = *(%x20 - 7E)  

 name = String  

  

2.2.3.26  newname  

The newname  parameter describes the new name of the item.  

 String = *(%x20 - 7E)  

 newname = String  

  

2.2.3.27  newpath  

The newpath  parameter describes the network path that begins with the server name, in the format 
/ServerName/FolderPath.  

 String = *(%x20 - 7E)  

 newpath = String  

  

2.2.3.28  onlineusername  

This parameter defines the online us erôs name. 

 String = *(%x20 - 7E)  

 onlineusername = String  

  

2.2.3.29  originalpath  

The originalpath  parameter is a network path that begins with the server name, in the format 
/ServerName/FolderPath.  

 String = *(%x20 - 7E)  

 originalpath = String  

  

2.2.3.30  overwrite  

The overwrite  fla g indicates whether to overwrite the item. It SHOULD be either TRUE or FALSE.  

 overwrite = TRUE | FALSE  
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2.2.3.31  overwritepermissions  

This is a flag that indicates whether to overwrite the descriptions on the server folder. It SHOULD be a 
string of TRUE or FALSE.  

 overwritepermissions = TRUE | FALSE  

  

2.2.3.32  path  

This parameter is the path of directory or file.  

If it is a network path that begins with the server name, it is in this format:  

\ \ ServerName \ FolderPath  

If it is a local path, the format is as follows:  

C: \ folderName \ ItemName  

 String = *(%x20 - 7E)  

 path = String  

  

2.2.3.33  permission  

The permissions  parameter defines the user access permissions on a shared folder.  

The value SHOULD be a string that can be converted to one of following integers:  

Á 0: None, no access.  

Á 1: R eadOnly, read -only access.  

Á 2: Full, read/write access.  

Á 3: Other, unknown or unspecified access.  

 String = *(%x20 - 7E)  

 permission = String  

  

2.2.3.34  query  

This parameter defines the string to search for within the names of the files and folders.  

 String = *(%x20 - 7E)  

 query = String  

  

2.2.3.35  remotewebaccess  

This flag indicates whether to allow the user to have remote web access. It SHOULD be either TRUE 
(to allow the user to have remote web access) or FALSE.  
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 String = *(%x20 - 7E)  

 remotewebaccess = String  

  

2.2.3.36  requestedcountdata  

The requestedcountdata  parameter describes the requested number of media items to be retrieved.  

 String = *(%x20 - 7E)  

 requestedcountdata = String  

  

2.2.3.37  scope  

This is the UNC path of the folder in which the search is performed.  

 String = *(%x20 - 7E)  

 scope = String  

  

2.2.3.38  serv ername  

This parameter identifies the server name.  

 String = *(%x20 - 7E)  

 servername = String  

  

2.2.3.39  shallowdata  

The shallowdata  parameter describes whether the search is shallow or deep.  

 String = *(%x20 - 7E)  

 shallowdata = String  

  

2.2.3.40  sharename  

This is the name of the sh ared folder. It cannot contain the following characters:  

Á < (less than)  

Á >(greater than)  

Á : (colon)  

Á " (double quote)  

Á / (forward slash)  

Á \  (backslash)  

Á | (vertical bar or pipe)  
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Á ? (question mark)  

Á * (asterisk)  

 String = *(%x20 - 7E)  

 sharename = String  

  

2.2.3.41  sizedata  

The sizedata  parameter describes the size of the test data to be retrieved.  

 String = *(%x20 - 7E)  

 sizedata = String  

  

2.2.3.42  sortbyfield  

This is the field of the file item property by which file items are sorted.  

 String = *(%x20 - 7E)  

 sortbyfield = String  

  

2.2.3.43  sortorderdata  

The sortorderdata  parameter describes the sort order. The following values are allowed.  

Sort Order Value  Meaning  

ASC Sort in ascending order.  

default  Sort in the default sort order.  

DESC Sort in descending order.  

 String = *(%x20 - 7E)  

 sortorderdata = String  

             

2.2.3.44  sortpropertydata  

The sortpropertydata  parameter describes the metadata property on which to sort the media items. 
The following values are allowed.  

Metadata Property Type  Meaning  

date  Sort by date.  

default  Sort by the default metadata property type in the web service.  

title  Sort by title.  

 String = *(%x20 - 7E)  

 sortpropertydata = String  
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2.2.3.45  startingindex  

The startingindex  parameter is the numerical position of the first item to be retrieved. It SHOULD be a 
string that can be conv erted to a positive integer.  

 String = *(%x20 - 7E)  

 startingindex = String  

  

2.2.3.46  startingindexdata  

The startingindexdata  parameter describes the numerical position of the first media item to be 
retrieved.  

 String = *(%x20 - 7E)  

 startingindexdata = String  

  

2.2.3.47  timeoutseco nds  

The timeoutseconds  parameter defines the number of seconds after which the request times out.  

 String = *(%x20 - 7E)  

 timeoutseconds = String  

  

2.2.3.48  titleonlydata  

The titleonlydata  parameter describes whether the search is performed on the title only. If this 

parameter is not specified, the default value is  FALSE. 

 String = *(%x20 - 7E)  

 titleonlydata = String  

  

2.2.3.49  usergroups  

The usergroups  parameter is a list of the group GUIDs separated b y commas, as specified in section 
2.2.5.2 . 

 String = *(%x20 - 7E)  

 usergroups = String  

  

2.2.3.50  userid  

The userid  identifies the user. It SHOULD be a SID .  
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 String = *(%x20 - 7E)  

 userid = String  

  

2.2.3.51  username  

The username parameter defines the user name and SHOULD be the logon name of the user.  

 String = *(%x20 - 7E)  

 username = String  

  

2.2.3.52  usersid  

This parame ter defines the security identifier (SID)  of a user.  

 String = *(%x20 - 7E)  

 usersid = String  

  

2.2.3.53  vpnaccess  

This is a flag that indicates whether to allow the user to have access to a virtual private network 
(VPN). It is set to TRUE to allow a user to have access to a VPN; otherwise, it is set to FALSE.  

 String = *(%x20 - 7E)  

 vpnaccess = String  

  

2.2.3.54  widthdata  

The widthdata  parameter describes the width of an image.  

 String = *(%x20 - 7E)  

 widthdata = String  

  

2.2.4  Comp lex Types  

The following table summarizes the set of common XML Schema complex type definitions defined by 
this specification.  

Complex Type  Description  

AlertInfo  The AlertInfo type contains informational data about a 
Network Health Alert.  

ArrayOfAlertInfo  This type describes an array of AlertInfo.  

ArrayOfConnectionInfo  This type describes an array of ConnectionInfo.  

ArrayOfDeviceInfo  This type describes an array of DeviceInfo.  
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Complex Type  Description  

ArrayOfDriveInfo  This type describes an array of DriveInfo.  

ArrayOfFolderInfo  This type describes an array of FolderInfo.  

ArrayOfGroupInfo  This type describes an array of GroupInfo.  

ArrayOfItemInfo  This type describes an array of ItemInfo.  

ArrayOfLink  This type describes an array of Link.  

ArrayOfMailbox  This type describes an array of Mailbox.  

ArrayOfMetadataBase  This type describes an array of MetadataBase.  

ArrayOfMetadataItemStream  This type describes an array of MetadataItemStream.  

ArrayOfMSODomain  This type describes an array of MSODomain.  

ArrayOfMSOLi cense  This type describes an array of MSOLicense.  

ArrayOfMSOLicenseService  This type describes an array of MSOLisenseService.  

ArrayOfMSOLicenseSubscription  This type describes an array of 
MSOLicenseSubscription.  

ArrayOfMSOLicenseSuite  This type contains  the license suite information for the 
online service.  

ArrayOfMSOUser  This type describes an array of MSOUser.  

ArrayOfStorageDriveInfo  This type describes an array of StorageDriveInfo.  

ArrayOfStorageServerInfo  This type describes an array of StorageServerInfo.  

ArrayOfstring  This type describes an array of string.  

ArrayOfUserInfo  This type describes an array of UserInfo.  

ArrayOfWebApiProvider  This type describes an array of WebApiProvider.  

CompanyAddress  The CompanyAddress type contains the  address of 
the company.  

ConnectionClientInfo  The ConnectionClientInfo type contains client 
information of the connection instance.  

ConnectionInfo  The ConnectionInfo type contains user connection 
data information.  

CustomizationInfo  The CustomizationInfo  type contains customization 
data information.  

DeviceInfo  The DeviceInfo type contains informational data about 
the device that is managed byWindows.  

DriveInfo  The DriveInfo type contains informational data about 
the server drive.  

FolderInfo  The FolderI nfo type contains informational data about 
the folder that is managed by the server.  

GroupInfo  The GroupInfo type contains informational data about 
the group.  
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Complex Type  Description  

ItemInfo  The file item metadata.  

ItemList  The collection of the file item metadata.  

ItemThumbnail  The ItemThumbnail type contains informational data 
about Thumbnail.  

Link  The Link type contains informational data about the 
customization link.  

Mailbox  The Mailbox type contains information about the 
mailbox.  

MetadataBase  The MetadataBase  type is the base type for all the 
metadata of all the media content.  

MetadataContainer  The MetadataContainer type describes the container 
for media content.  

MetadataDetailResult  The MetadataDetailResult describes the detail 
information for the metadata container.  

MetadataItem  The MetadataItem type contains the definition of the 
specific media item.  

MetadataItemStream  The MetadataItemStream type describes the stream 
information of the media item.  

MetadataResult  The MetadataResult type contains a list of media 
items and media containers, together with the total 
number that matches the query request.  

MetadataStreamResult  The MetadataStreamResult type contains a list of 
media stream items, together with the count number 
of streams for the specified media  items.  

Office365Mailbox  The Office365Mailbox type contains the information 
about the Office 365 mailbox.  

ExchangeServerMailbox  The ExchangeServerMailbox type contains the 
information about the Exchange mailbox.  

HostedMailbox  The HostedMailbox type cont ains the information 
about the hosted mailbox.  

MSODomain  The MSODomain type contains the domain 
information for the online service.  

MSOLicense  The MSOLicense type contains the license information 
for the online service  

MSOLicenseService  The MSOLicenseSe rvice type contains the license type 
information for the online service  

MSOLicenseSubscription  The MSOLicenseSubscription type contains the license 
subscription information for the online service.  

MSOLicenseSuite  The MSOLicenseSuite type contains the license suite 
information for the online service.  

MSOTenantInformation  The MSOTenantInformation type contains the tenant 
information for the online service.  
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Complex Type  Description  

MSOUser  The MSOUser type contains the user information for 
the online service.  

PartialCollection _Of_AlertInfo  This type describes a partial collection of AlertInfo.  

PartialCollection_Of_ConnectionInfo  This type describes a partial collection of 
ConnectionInfo.  

PartialCollection_Of_DeviceInfo  This type describes a partial collection of DeviceInfo.  

PartialCollection_Of_DriveInfo  This type describes a partial collection of DriveInfo.  

PartialCollection_Of_FolderInfo  This type describes a partial collection of FolderInfo.  

PartialCollection_Of_UserInfo  This type describes a partial collection of UserInfo.  

ReadOnlyCollectionOfGroupInfoEV6sb80H  This type describes a read -only connection of 
GroupInfo.  

ReadOnlyCollectionOfMSOLicensepPGX_Pb6b  This type describes a read -only connection of 
MSOLicense.  

ReadOnlyCollectionOfMSOLicenseServicepPGX_Pb6b  This type describes a read -only connection of 
MSOLicenseService.  

ReadOnlyCollectionOfMSOLicenseSubscriptionpPGX_Pb6b  This type describes a read -only connection of 
MSOLicenseSubscription.  

ReadOnlyCollectionOfMSOLicenseSuitepPGX_Pb6b  This type describes a rea d-only collection of 
MSOLicenseSuite as specified in section 2.2.4.51 . 

RemoteConnectionUserInfo  The RemoteConnectionUserInfo type contains user 
information about the remote connection.  

SearchIte mList  The collection of searched file item metadata.  

ServerInfo  The ServerInfo type contains informational data about 
the server.  

SharePointSiteAddressCollection  The SharePointSiteAddressCollection type contains 
the SharePoint site addresses.  

StorageDriveInfo  This type contains information about the drive used to 
create the storage folder (see section 2.2.4.30 ).  

StorageServerInfo  This type contains information about the server used 
to  create the storage folder.  

UserInfo  The UserInfo type contains informational data about 
the user.  

WebApiProvider  The WebApiProvider type contains informational data 
about the WebApi provider.  

 

2.2.4.1  AlertInfo  

The AlertInfo type contains informational data ab out a Network Health Alert.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  
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 <xs:complexType name="AlertInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="CanRepair" type="xs:boolean"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="DateAndTime" type="xs:dateTime"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Description" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="IsSuppressed" type="xs:boolea n"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Key" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="MachineName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Severity" nil lable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Title" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="TroubleshootingSteps" nillable="true" 

type="xs:string"/>  

   </xs:sequence>  

 </xs:complexType>  

CanRepair:  If the alert is repairable, this is set to TRUE; otherwise, FALSE.  

DateAndTime:  The date and time when the alert was raised.  

Description:  The description of the alert.  

IsSuppressed:  If the alert is suppressed, this is set to TRU E; otherwise, FALSE.  

Key:  The key of the alert.  

MachineName:  The name of the machine on which the alert is raised.  

Severity:  The health status.  

Title:  The name of the feature definition for which the alert is raised.  

TroubleshootingSteps:  The troubleshooti ng steps of the alert.  

2.2.4.2  ArrayOfAlertInfo  

This type describes an array of AlertInfo.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ArrayOfAlertInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOc curs="unbounded" name="AlertInfo" nillable="true" 

type="tns1:AlertInfo"/>  

   </xs:sequence>  

 </xs:complexType>  

AlertInfo:  The instance of AlertInfo. See section 2.2.4.1  

2.2.4.3  ArrayOfConnectionInfo  

This type describes an array of ConnectionInfo.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ArrayOfConnectionInfo">  

   <xs:sequence>  
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     <xs:element minOccurs="0" maxOccurs="unbounded" name="ConnectionIn fo" nillable="true" 

type="tns1:ConnectionInfo"/>  

   </xs:sequence>  

 </xs:complexType>  

ConnectionInfo:  The connection information instance.  

2.2.4.4  ArrayOfDeviceInfo  

This type describes an array of DeviceInfo.  

Namespace:  http://contracts.microsoft.com/WindowsServerEs sentials/2011/09/WebApi  

 <xs:complexType name="ArrayOfDeviceInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="DeviceInfo" nillable="true" 

type="tns1:DeviceInfo"/>  

   </xs:sequence>  

 </xs:complexType>  

DeviceInfo:  The instance of DeviceInfo, as specified in section 2.2.4.28 . 

2.2.4.5  ArrayOfDriveInfo  

This type describes an array of DriveInfo.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09 /WebApi  

 <xs:complexType name="ArrayOfDriveInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="DriveInfo" nillable="true" 

type="tns1:DriveInfo"/>  

   </xs:sequence>  

 </xs:complexType>  

DriveInfo:  The instance of DriveInfo, as specif ied in section 2.2.4.29 . 

2.2.4.6  ArrayOfFolderInfo  

This type describes an array of FolderInfo.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ArrayOfFolderInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="FolderInfo" nillable="true" 

type="tns1:FolderInfo"/>  

   </xs:sequence>  

 </xs:complexType>  

FolderInfo:  The instance of FolderInfo, as specified in section 2.2.4.30 . 

2.2.4.7  ArrayOfGroupInfo  

This type describes an array of GroupInfo.  
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Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ArrayOfGroupInfo">  

   <xs:se quence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="GroupInfo" nillable="true" 

type="tns1:GroupInfo"/>  

   </xs:sequence>  

 </xs:complexType>  

GroupInfo:  The instance of Group, as specified in section 2.2.4.31 . 

2.2.4.8  ArrayOfItemInfo  

This type describes an array of ItemInfo.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ArrayOfItemInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccu rs="unbounded" name="ItemInfo" nillable="true" 

type="tns1:ItemInfo"/>  

   </xs:sequence>  

 </xs:complexType>  

ItemInfo:  The instance of ItemInfo as specified in section 2.2.4.32 . 

2.2.4.9  ArrayOfLink  

This type describes an array of Link.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ArrayOfLink">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="Link" nillable="true" 

type="tns1:Link"/>  

   </xs:sequence>  

 </xs:complexType>  

Link:  The instance of Link type represents the customization link information, as specified in section 
2.2.4.35 . 

2.2.4.10  ArrayOfMailbox  

This type describes an array of Mailbox.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ArrayOfMailbox">  

   <xs:sequence>  

     <xs:element mi nOccurs="0" maxOccurs="unbounded" name="Mailbox" nillable="true" 

type="tns1:Mailbox"/>  

   </xs:sequence>  

 </xs:complexType>  

Mailbox:  The instance of Mailbox, as specified in section 2.2.4.36 . 
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2.2.4.11  ArrayO fMetadataBase  

This type describes an array of MetadataBase. <1>  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ArrayOfMetadataBase">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="MetadataBase" nillable="true" 

type="tns1:MetadataBase"/>  

   </xs:sequence>  

 </xs:complexType>  

MetadataBase:  The instance of Metadata, as specified in section 2.2.4.40 . 

2.2.4.12  ArrayOfMetadataItemStream  

This type describes an array of MetadataItemStream as specified in section 2.2.4.44 .<2>  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ArrayOfMetadataItemStream">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="MetadataItemStream" nillable="true" 

type="tns1:MetadataItemStream"/>  

   </xs:sequence>  

 </xs:complexType>  

MetadataItemStream:  Describes the stream information of the media item.  

2.2.4.13  ArrayOfMSODomain  

This type describes an array of MSODomain, specified in section 2.2.4.47 . 

Namespace:  
http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObjectModel  

 <xs:complexType name="ArrayOf MSODomain"> 

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="MSODomain" nillable="true" 

type="tns6:MSODomain"/>  

   </xs:sequence>  

 </xs:complexType>  

MSODomain:  An instance of MSODomain.  

2.2.4.14  ArrayOfMSOLicense  

This type describes an array of MSOLicense, specified in section 2.2.4.48 . 

Namespace:  
http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObjectModel  

 <xs:complexType name="ArrayOfMSOLicense">  

   <xs :sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="MSOLicense" nillable="true" 

type="tns6:MSOLicense"/>  
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   </xs:sequence>  

 </xs:complexType>  

MSOLicense:  The instance of MSOLicense.  

2.2.4.15  ArrayOfMSOLicenseService  

This type describes an array of MS OLicenseService specified in section 2.2.4.49 . 

Namespace:  
http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObjectModel  

 <xs:complexType name="ArrayOfMSOLicenseService ">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="MSOLicenseService" nillable="true" 

type="tns6:MSOLicenseService"/>  

   </xs:sequence>  

 </xs:complexType>  

MSOLicenseService:  The instance of MSOLicenseService.  

2.2.4.16  ArrayOfMSOLicenseSubscription  

This type describes an array of MSOLicenseSubscription, specified in section 2.2.4.50 . 

Namespace:  
http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolut ions.AzureADObjectModel  

 <xs:complexType name="ArrayOfMSOLicenseSubscription">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="MSOLicenseSubscription" 

nillable="true" type="tns6:MSOLicenseSubscription"/>  

   </xs:sequence>  

 </xs:compl exType>  

MSOLicenseSubscription:  The instance of MSOLicenseSubscription.  

2.2.4.17  ArrayOfMSOLicenseSuite  

This type describes an array of MSOLicenseSuite, specified in section 2.2.4.51 . 

Namespace:  
http://sch emas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObjectModel  

 <xs:complexType name="ArrayOfMSOLicenseSuite">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="MSOLicenseSuite" nillable="true" 

type="tns6:MSOLicens eSuite"/>  

   </xs:sequence>  

 </xs:complexType>  

MSOLicenseSuite:  The instance of MSOLicenseSuite.  
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2.2.4.18  ArrayOfMSOUser  

This type describes an array of MSOUser, specified in section 2.2.4.53 . 

Namespace:  

htt p://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObjectModel  

 <xs:complexType name="ArrayOfMSOUser">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="MSOUser" nillable="true" 

type="tns6:MSOUser"/>  

   </xs: sequence>  

 </xs:complexType>  

MSOUser:  The instance of MSOUser.  

2.2.4.19  ArrayOfStorageDriveInfo  

This type describes an array of StorageDriveInfo.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ArrayOfStorageDriveInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="StorageDriveInfo" nillable="true" 

type="tns1:StorageDriveInfo"/>  

   </xs:sequence>  

 </xs:complexType>  

StorageDriveInfo:  The instance of StorageDriveInfo. See section 2.2.4.69  

2.2.4.20  ArrayOfStorageServerInfo  

This type describes an array of storageServerInfo.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssential s/2011/09/WebApi  

 <xs:complexType name="ArrayOfStorageServerInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="StorageServerInfo" nillable="true" 

type="tns1:StorageServerInfo"/>  

   </xs:sequence>  

 </xs:complexType>  

StorageServerI nfo:  The instance of StorageServerInfo. See section 2.2.4.70  

2.2.4.21  ArrayOfstring  

This type describes an array of string.  

Namespace:  http://schemas.microsoft.com/2003/10/Serialization/Arrays  

 <xs:complexT ype name="ArrayOfstring">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="string" nillable="true" 

type="xs:string"/>  

   </xs:sequence>  
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 </xs:complexType>  

string:  The instance of string.  

2.2.4.22  ArrayOfUserInfo  

This type describes an array of UserInfo.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ArrayOfUserInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="UserInfo" nillable="true" 

type="tns1:UserInfo"/>  

   </xs:sequence>  

 </xs:complexType>  

UserInfo:  The instance of UserInfo. See section 2.2.4.71  

2.2.4.23  ArrayOfWebApiProvider  

This type describes an array of WebApiProvider, as specified in section 2.2.4.72 . 

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ArrayOfWebApiProvider">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="unbounded" name="WebApiProvider" nillable="true" 

type="tns1:WebApiProvider"/>  

   </xs:sequence>  

 </xs:complexType>  

WebApiProvider:  The instance of WebApiProvider. See section 2.2.4.72  

2.2.4.24  CompanyAddress  

This type describes the address of a company.  

Namespace:  
http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObjectModel  

 <xs:complexType name="CompanyAddress">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="City" nillable="true" type="xs:string"/>  

     <xs:element m inOccurs="0" maxOccurs="1" name="Country" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="PostalCode" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="State" nillable="true" type="xs: string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Street" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="TelephoneNumber" nillable="true" 

type="xs:string"/>  

   </xs:sequence>  

 </xs:complexType>  

City:  The city of the company.  
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Country:  The country of the company.  

PostalCode:  The postal code of the company.  

State:  The state of the company.  

Street:  The street of the company.  

TelephoneNumber:  The telephone number of the company.  

2.2.4.25  ConnectionClientInfo  

The Co nnectionClientInfo type contains client information of the connection instance.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ConnectionClientInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxO ccurs="1" name="ClientApplicationName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ClientApplicationPublisher" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ClientApplicationVe rsion" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ClientHostname" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ClientIPAddress" nillable="true" 

type="xs:string"/>  

   </xs:sequ ence>  

 </xs:complexType>  

ClientApplicationName:  The client application name.  

ClientApplicationPublisher:  The client application publisher information.  

ClientApplicationVersion:  The client application version.  

ClientHostname:  The client host name.  

ClientIPAd dress:  The client IP address.  

2.2.4.26  ConnectionInfo  

The ConnectionInfo type contains user connection data information.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ConnectionInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="ClientInfo" nillable="true" 

type="tns1:ConnectionClientInfo"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="EndTime" type="xs:dateTime"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ServiceType" nilla ble="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="StartTime" type="xs:dateTime"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="UserInfo" nillable="true" 

type="tns1:RemoteConnectionUserInfo"/>  

   </xs:sequence>  

 </xs:complex Type>  

ClientInfo:  The client information of the connection. See section 2.2.4.25 . 



46  / 260  

[MS -SFMWA] -  v20210407  
Server and File Management Web APIs Protocol  
Copyright © 2021 Microsoft Corporation  
Release: April 7, 2021  

EndTime:  The end time of the connection.  

ServiceType:  The service type of the connection.  

StartTime:  The start tim e of the connection.  

UserInfo:  The user information of the connection. See section 2.2.4.65 . 

2.2.4.27  CustomizationInfo  

The CustomizationInfo type contains customization data information.  

Namespace:  http:/ /contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="CustomizationInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="BackgroundImage" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" ma xOccurs="1" name="Links" nillable="true" 

type="tns1:ArrayOfLink"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Logo" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Title" nillable="true" type="xs:string"/>  

   </xs :sequence>  

 </xs:complexType>  

BackgroundImage:  The URI  of the background image.  

Links:  An array that contains customization links.  

Logo:  The URI of the logo.  

Title:  The URI of the title.  

2.2.4.28  DeviceIn fo  

The DeviceInfo type contains informational data about a device that is managed by the server.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="DeviceInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="AntiSpywareStatus" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="AntiVirusStatus" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Backu pProgress" type="xs:int"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="BackupStatus" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="CanBackup" type="xs:boolean"/>  

     <xs:element minOccurs="0" maxOccurs="1" name= "DeviceDescription" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="DeviceName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="DeviceType" nillable="true" 

type="xs:string"/>  

     <xs :element minOccurs="0" maxOccurs="1" name="FirewallStatus" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Key" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="OSFamily" nillable="tr ue" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="OSName" nillable="true" type="xs:string"/>  
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     <xs:element minOccurs="0" maxOccurs="1" name="OSServicePack" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs= "1" name="OnlineStatus" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="SecurityCenterStatus" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="SystemType" nillable="true" 

type="xs:str ing"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="UpdateDetailStatus" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="UpdateStatus" nillable="true" 

type="xs:string"/>  

   </xs:sequence>  

 </xs:complexType>  

AntiSpywar eStatus:  The antispyware status of the device.  

AntiVirusStatus:  The antivirus status of the device.  

BackupProgress:  The backup process if the backup status is InProcess.  

BackupStatus:  The backup status of devices. It SHOULD one of these values:  

Á Unknown  

Á Configured  

Á Successful  

Á Failed  

Á Incomplete  

Á InProgress  

Á NotConfigured  

Á InQueue  

Á PreparingForBackup  

Á FinalizingBackup  

Á RecoveryInProgress  

CanBackup:  A flag that indicates whether the device can start backup.  

DeviceDescription:  The description of the device.  

DeviceN ame:  The name of the device.  

DeviceType:  The type of device, which SHOULD be one of these values:  

Á Unknown  

Á ArchivedClient  

Á Client  

Á SolutionServer  

FirewallStatus:  The firewall status of the device.  
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Key:  The key of the device.  

OnlineStatus:  The online status of the device, which SHOULD be one of these values:  

Á Unknown  

Á Online  

Á Offline  

OSFamily:  The operating system information, which SHOULD one of these values:  

Á Unknown  

Á WindowsSeverity  

Á Macintosh  

OSName:  The name of the operating system of the device.  

OSServicePack:  The operating system service pack version of the device.  

SecurityCenterStatus:  The security center status of the device.  

SystemType:  The system type of the device, which SHOULD be one of these  values:  

Á Unknown  

Á X86  

Á AMD64  

UpdateDetailStatus:  The Windows update detail information of the device.  

UpdateStatus:  The Windows update status of the device.  

2.2.4.29  DriveInfo  

The DriveInfo type contains informational data about the server drive.  

Namespace:  http://co ntracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="DriveInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="Capacity" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name=" DataStatus" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="DiskID" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="DriveGuid" nillable="true" 

type="xs:string"/>  

     <xs:element minO ccurs="0" maxOccurs="1" name="FileSystemType" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ID" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="MountPoint" nillable="true" 

type="xs :string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Name" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="NextSnapshotTime" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="S napshotsEnabled" type="xs:boolean"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Status" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="SystemDrive" type="xs:boolean"/>  

     <xs:element minOccurs="0" maxOccurs="1"  name="UsedSpace" nillable="true" 

type="xs:string"/>  
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   </xs:sequence>  

 </xs:complexType>  

Capacity:  The total capacity of this drive in bytes.  

DataStatus:  The data status of this drive.  

DiskID:  The unique ID of the parent disk.  

DriveGuid:  The drive GUID , which persists across reboots.  

FileSystemType:  The file system on this drive, which SHOULD be one of the following:  

Á Unknown  

Á Raw 

Á FAT 

Á FAT32  

Á NTFS 

Á CDFS 

Á UDF 

Á EXFAT 

Á CSVFS 

Á REFS 

ID:  The unique ID of the drive.  

MountPoint:  The mount point of the drive.  

Name:  The user - friendly name of the drive.  

NextSnapshotTime:  The time at which the drive takes the next snapshot.  

SnapshotsEnabled:  A flag that indicates whether snapshots are enabled for this drive.  

St atus:  The status of this drive.  

SystemDrive:  A flag that indicates whether the drive is a system drive.  

UsedSpace:  The total used space on this drive in bytes.  

2.2.4.30  FolderInfo  

The FolderInfo type contains informational data about the folder that is managed by the server.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="FolderInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="AccessPermission" nillable="true" 

xmlns:q9="http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.Storage" 

type="q9:Permission"/>  
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     <xs:element minOccurs="0" maxOccurs="1" name="CurrentStatu s" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Description" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="DriveFreeSpace" nillable="true" 

type="xs:string"/>  

     <xs:element min Occurs="0" maxOccurs="1" name="DriveID" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="FolderType" nillable="true" 

xmlns:q10="http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.WebApi.Ma

nagement.S torage" type="q10:ServerFolderType"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ID" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Name" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccur s="1" name="Path" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="SharePath" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Shared" type="xs:boolean"/>  

     <xs:element minOccurs="0"  maxOccurs="1" name="UncPath" nillable="true" type="xs:string"/>  

   </xs:sequence>  

 </xs:complexType>  

AccessPermission:  The user access permission on this folder, as specified in section 2.2.5.5 . 

CurrentStatus:  The folder status.  

Description:  The user - friendly description of the folder.  

DriveFreeSpace:  The free space of the parent drive.  

DriveID:  The ID of the drive this folder is on.  

FolderType:  The folder type. It SHOULD be one of ServerFolderTyp e, see section 2.2.5.6 . 

ID:  The unique ID of the folder.  

Name:  The folder name.  

Path:  The local path of the folder.  

Shared:  A flag that indicates whether the folder is shared.  

SharePath:  The share  path of this folder. If the folder is not shared, this is NULL.  

UncPath:  The Universal Naming Convention (UNC) path of the folder.  

2.2.4.31  GroupInfo  

The GroupInfo type contains informational data about the group.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="GroupInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="CurrentSid" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccur s="1" name="GroupName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Guid" nillable="true" 

xmlns:q12="http://schemas.microsoft.com/2003/10/Serialization/" type="q12:guid"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="RemoteWebAccess" type="xs:boolean"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="VpnAccess" type="xs:boolean"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="WindowsAccount" nillable="true" 

type="xs:string"/>  

   </xs:sequence>  
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 </xs:complexTy pe> 

CurrentSid:  The SID  of the group.  

GroupName:  The name of the group.  

Guid:  The Guid of the group.  

RemoteWebAccess:  A flag that indicates whether the group has remote web access permission.  

Vp nAccess:  A flag that indicates whether the group has VPN access permission.  

WindowsAccount:  The Windows account of the group.  

2.2.4.32  ItemInfo  

This is the file item metadata.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ItemInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="AccessPermission" nillable="true" 

xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.Storage" 

type="q1:Permission"/>  

     <xs:e lement minOccurs="0" maxOccurs="1" name="CreateTime" type="xs:dateTime"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="CreateTimeUtc" type="xs:dateTime"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="IsDirectory" type="xs:boolean"/>  

     <xs:eleme nt minOccurs="0" maxOccurs="1" name="ModifiedTime" type="xs:dateTime"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ModifiedTimeUtc" type="xs:dateTime"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Name" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Path" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Size" type="xs:long"/>  

   </xs:sequence>  

 </xs:complexType>  

AccessPermission:  This is a number that represents the current  user's access permission to the file 
item. It MUST be one of the following: 0 (no access), 1 (read -only access), 2 (read/write access), 
or 3 (unknown or unspecific access).  

CreateTime:  The time that the file is created.  

CreateTimeUtc:  The UTC time that t he file is created.  

IsDirectory:  A Boolean value that indicates whether the file item is a directory.  

ModifiedTime:  The last modified time of the file item.  

ModifiedTimeUtc:  The last modified UTC time of the file item.  

Name:  The name of the file item.  

Path :  The UNC path of the file item.  

Size:  The size (in bytes) of the file item.  

2.2.4.33  ItemList  

The collection of file item metadata.  
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Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ItemList">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="Items" nillable="true" 

type="tns1:ArrayOfItemInfo"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="TotalCount" type="xs:int"/>  

   </xs:sequence>  

 </xs:complexType>  

Items:  The collection of file item metadat a.  

TotalCount:  The total count of the matched file items regardless of index and count parameter.  

2.2.4.34  ItemThumbnail  

The ItemThumbnail type contains informational data about the Thumbnail.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/0 9/WebApi  

 <xs:complexType name="ItemThumbnail">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="Buffer" nillable="true" 

type="xs:base64Binary"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Format" nillable="true" 

type="tns1:ThumbnailFormat"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Height" type="xs:int"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Width" type="xs:int"/>  

   </xs:sequence>  

 </xs:complexType>  

Buffer:  The raw image buffer.  

Format:  The image format.  

Height:  The image height.  

Width:  The image width.  

2.2.4.35  Link  

The Link type contains informational data about the link that can be customized by the administrator.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="Link">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="Address" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" nam e="Title" nillable="true" type="xs:string"/>  

   </xs:sequence>  

 </xs:complexType>  

Address:  The URI of the customizable link.  

Title:  The title of the customizable link.  
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2.2.4.36  Mailbox  

The Mailbox type contains the information about the mailbox.  

Namespace:  http://con tracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="Mailbox">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="Email" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="UserNa me" nillable="true" 

type="xs:string"/>  

   </xs:sequence>  

 </xs:complexType>  

Email:  The email address.  

UserName:  The local user name.  

2.2.4.37  Office365Mailbox  

The Office365Mailbox type contains the information about the Office 365 mailbox.  

Namespace : http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

    <xs:complexType name="Office365Mailbox">  

      <xs:complexContent mixed="false">  

        <xs:extension base="tns1:Mailbox">  

          <xs:sequence>  

            <xs:element minOccurs="0" n ame="Activated" type="xs:boolean" />  

          </xs:sequence>  

        </xs:extension>  

      </xs:complexContent>  

    </xs:complexType>  

Activated : A flag that indicates whether the mailbox is activated.  

2.2.4.38  ExchangeServerMailbox  

The ExchangeServerMailbox type contains the information about the Exchange mailbox.  

Namespace : http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

    <xs:complexType name="ExchangeServerMailbox">  

      <xs:complexContent mixed="false">  

        <xs:extension base="tns1:Ma ilbox">  

          <xs:sequence>  

            <xs:element minOccurs="0" name="Quota" type="xs:double" />  

            <xs:element minOccurs="0" name="QuotaEnforced" type="xs:boolean" />  

          </xs:sequence>  

        </xs:extension>  

      </xs:complexContent>  

    </xs:complexType>  

Quota : The quota of the mailbox in gigabytes.  

QuotaEnforced : A flag that indicates whether the quota is enforced.  
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2.2.4.39  HostedMailbox  

The HostedMailbox type contains the information about the hosted mailbox.  

Namespace : http://contracts.microsof t.com/WindowsServerEssentials/2011/09/WebApi  

    <xs:complexType name="HostedMailbox">  

      <xs:complexContent mixed="false">  

        <xs:extension base="tns1:Mailbox">  

          <xs:sequence>  

            <xs:element minOccurs="0" name="Enabled" type="xs:boole an" />  

          </xs:sequence>  

        </xs:extension>  

      </xs:complexContent>  

    </xs:complexType>  

Enabled : A flag that indicates whether the mailbox is enabled.  

2.2.4.40  MetadataBase  

This is the base type for all the metadata of all the media content, including each specific item and 
container. <3>  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="MetadataBase">  

   <xs:sequence>  

     <xs:element minOc curs="0" maxOccurs="1" name="Date" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Id" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Title" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="TypeName" nillable="true" 

type="xs:string"/>  

   </xs:sequence>  

 </xs:complexType>  

Date:  The date of the item.  

Id:  The ID of the item.  

Title:  The title of the item.  

TypeName:  The type name of the item.  

2.2.4.41  MetadataContainer  

The MetadataContainer type describes the container for media content. <4>  According to different 

grouping methods used for browsing, the meaning of the container will be diffe rent. For example, if it 
is grouped by Music Album, then the media item in each container will be the music from the same 
album. If it is grouped by the folder, then it can be a regular file, and the media item in each container 

will be the media in the sa me folder.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="MetadataContainer">  

   <xs:complexContent mixed="false">  

     <xs:extension base="tns1:MetadataBase">  

       <xs:sequence>  

         <xs:element mi nOccurs="0" maxOccurs="1" name="AllCount" type="xs:int"/>  

         <xs:element minOccurs="0" maxOccurs="1" name="AllDuration" type="xs:long"/>  
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         <xs:element minOccurs="0" maxOccurs="1" name="AllSize" type="xs:long"/>  

         <xs:element minOccurs="0" maxOccurs="1" name="CalculationDone" type="xs:boolean"/>  

         <xs:element minOccurs="0" maxOccurs="1" name="ContainerType" nillable="true" 

type="tns1:ContainerType"/>  

         <xs:element minOccurs="0" maxOccurs="1" name="Count" nillable="true" 

type="xs: string"/>  

         <xs:element minOccurs="0" maxOccurs="1" name="FullPath" nillable="true" 

type="xs:string"/>  

       </xs:sequence>  

     </xs:extension>  

   </xs:complexContent>  

 </xs:complexType>  

AllCount:  The count of subcontainers and subitems (recursive).  

Al lDuration:  Total duration of subcontainers and subitems (recursive).  

AllSize:  Total size of subcontainers and subtems (recursive).  

CalculationDone:  A flag indicating whether the detail information is available.  

ContainerType:  The type of container.  

Count:  The count of subcontainers and sub - items (nonrecursive).  

FullPath:  The full path for the container when grouping by folder.  

2.2.4.42  MetadataDetailResult  

The MetadataDetailResult type describes the detail information for the metadata container. <5>  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="MetadataDetailResult">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="Result" nillable="true" 

type="tns1:MetadataContainer"/>  

   </xs:sequence>  

 </xs:complexType>  

Result:  The result of MetadataDetail.  

2.2.4.43  MetadataItem  

The MetadataItem type contains the definition of the specific media i tem. <6>  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="MetadataItem">  

   <xs:complexContent mixed="false">  

     <xs:extension base="tns1:MetadataBase">  

       <xs:sequence>  

         <xs:element minOccurs="0" maxOccurs="1" name="Album" nillable="true" 

type="xs:string"/>  

         <xs:element minOccurs="0" maxOccurs="1" name="AlbumArtist" nillable="true" 

type="xs:string"/>  

         <xs:element minOccurs="0" maxOccurs="1" name="Duration" nillable="true" 

type="xs:string"/>  

         <xs:element minOccurs="0" maxOccurs="1" name="ParentFullPath" nillable="true" 

type="xs:string"/>  
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         <xs:element minOccurs="0" maxOccurs="1" nam e="Rating" nillable="true" 

type="xs:string"/>  

         <xs:element minOccurs="0" maxOccurs="1" name="Resolution" nillable="true" 

type="xs:string"/>  

         <xs:element minOccurs="0" maxOccurs="1" name="Size" nillable="true" 

type="xs:string"/>  

         <xs:el ement minOccurs="0" maxOccurs="1" name="Tags" nillable="true" 

type="xs:string"/>  

       </xs:sequence>  

     </xs:extension>  

   </xs:complexContent>  

 </xs:complexType>  

Album:  The album of the media item.  

AlbumArtist:  The album artist of the media item.  

Duration :  The duration of the media item.  

ParentFullPath:  The full path of the media item's parent container.  

Rating:  The rating of the media item.  

Resolution:  The resolution of the media item.  

Size:  The size of the media item.  

Tags:  The tags of the media item.  

2.2.4.44  MetadataItemStream  

The MetadataItemStream type describes the stream information of the media item. <7>  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:compl exType name="MetadataItemStream">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="Bitrate" type="xs:int"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Height" type="xs:int"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="MimeTyp e" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Profile" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="RelativePath" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs ="0" maxOccurs="1" name="RequiresTranscoding" type="xs:boolean"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Width" type="xs:int"/>  

   </xs:sequence>  

 </xs:complexType>  

Bitrate:  The bitrate of the media stream.  

Height:  The height of the media stream.  

MimeType:  The Multipurpose Internet Mail Exchange (MIME) type of the media stream.  

Profile:  The profile of the media stream.  

RelativePath:  The relative path of the media stream, which can be used to generate the full path of 
the media stream.  

RequiresTrans coding:  Indicates whether this media stream requires transcoding on the server side.  
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Width:  The width of the media stream.  

2.2.4.45  MetadataResult  

The MetadataResult type contains a list of media items and media containers, together with the total 
number that match es the query request. <8>  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="MetadataResult">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="Result" nillable="true" 

type="tns1:ArrayOfMetadataBase"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="TotalMatches" type="xs:unsignedInt"/>  

   </xs:sequence>  

 </xs:complexType>  

Result:  A list of media items and media containers.  

TotalMatches:  The total number that matches the query request.  

2.2.4.46  MetadataStreamResult  

The MetadataStreamResult type contains a list of media stream items, together with the number of 
streams for the specified media items. <9>  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="MetadataStreamResult">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="Result" nil lable="true" 

type="tns1:ArrayOfMetadataItemStream"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="TotalMatches" type="xs:unsignedInt"/>  

   </xs:sequence>  

 </xs:complexType>  

Result:  A list of media stream items.  

TotalMatches:  The count number of streams for the specified media items.  

2.2.4.47  MSODomain  

The MSODomain type contains the domain information for the online service.  

Namespace:  
http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObjectModel  

 <xs:complexType name="MSODomain">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="CapabilityType" nillable="true" 

type="tns6:MSODomainTypes"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="IsPrimary" type="xs:boolean"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="IsVerified" type="xs:boolean"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Name" nillable="true" type="xs:string"/>  

   </xs:sequence>  

 </xs:complexType>  

CapabilityType:  The domain type.  



58  / 260  

[MS -SFMWA] -  v20210407  
Server and File Management Web APIs Protocol  
Copyright © 2021 Microsoft Corporation  
Release: April 7, 2021  

IsPrimary:  A flag that indicates whether this domain is primary.  

IsVerified:  A flag that indicates whether this domain is verified.  

Name:  The domain name.  

2.2.4.48  MSOLicense  

The MSOLicense type contains the license information for the online service.  

Namespace:  
http://schem as.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObjectModel  

 <xs:complexType name="MSOLicense">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="AccountName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs=" 0" maxOccurs="1" name="Services" nillable="true" 

xmlns:q3="http://schemas.datacontract.org/2004/07/System.Collections.ObjectModel" 

type="q3:ReadOnlyCollectionOfMSOLicenseServicepPGX_Pb6b"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="SkuId" nillable= "true" type="xs:string"/>  

   </xs:sequence>  

 </xs:complexType>  

AccountName:  The account name of the license.  

Services:  The service of the license.  

SkuId:  The SKU ID of the license.  

2.2.4.49  MSOLicenseService  

The MSOLicenseService type contains the license type inform ation for the online service.  

Namespace:  
http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObjectModel  

 <xs:complexType name="MSOLicenseService">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="Activated" type ="xs:boolean"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Description" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ServicePlan" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ServiceType" 

type="tns6:MSOLicenseServiceTypes"/>  

   </xs:sequence>  

 </xs:complexType>  

Activated:  A flag that indicates whether the service is activated.  

Description:  The description of the license.  

ServicePlan:  The service plan for the license.  

ServiceType:  The service type for the license.  
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2.2.4.50  MSOLicenseSubscription  

The MSOLicenseSubscription type contains the license subscription information for the online service.  

Namespace:  

http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions. AzureADObjectModel  

 <xs:complexType name="MSOLicenseSubscription">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="BillingExpirationTime" type="xs:dateTime"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Expired" type="xs:boolean"/>  

   </xs:sequence>  

 </xs:complexType>  

BillingExpirationTime:   The billing expiration time of the subscription.  

Expired:  A flag that indicates whether the subscription is expired.  

2.2.4.51  MSOLicenseSuite  

The MSOLicenseSuite type contains the license suite information for the online service.  

Namespace:  
http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObjectModel  

 <xs:complexType name="MSOLicenseSuite">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="ConsumedLicenses" type= "xs:int"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Description" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="License" nillable="true" 

type="tns6:MSOLicense"/>  

     <xs:element minOccurs="0" maxOccurs="1" nam e="Subscriptions" nillable="true" 

xmlns:q5="http://schemas.datacontract.org/2004/07/System.Collections.ObjectModel" 

type="q5:ReadOnlyCollectionOfMSOLicenseSubscriptionpPGX_Pb6b"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="TotalLicenses" type="xs:in t"/>  

   </xs:sequence>  

 </xs:complexType>  

ConsumedLicenses:  The number of consumed licenses.  

Description:  The description of the license.  

License:  The license type included in the license suite.  

Subscriptions:  The collection of the subscriptions for the license suite.  

TotalLicenses:  The total license number of licenses.  

2.2.4.52  MSOTenantInformation  

The MSOTenantInformation type contains the tenant information for the online service.  

Namespace:  

http://schemas.datacontra ct.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObjectModel  

 <xs:complexType name="MSOTenantInformation">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="Activated" type="xs:boolean"/>  
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     <xs:element minOccurs="0" maxOccurs="1" nam e="Address" nillable="true" 

type="tns6:CompanyAddress"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="CompanyName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="InitialDomain" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="LicenseSuite" nillable="true" 

xmlns:q4="http://schemas.datacontract.org/2004/07/System.Collections.ObjectModel" 

type="q4:ReadOnlyCollectionOfMSOLicenseSuitepPGX_Pb6b"/>  

     <xs:element minOccurs="0" maxOccur s="1" name="PrimaryDomain" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="TechnicalContact" nillable="true" 

type="xs:string"/>  

   </xs:sequence>  

 </xs:complexType>  

Activated:  A flag that indicates whether the online acco unt is activated for this tenant.  

Address:  The address of the company.  

CompanyName:  The name of the company.  

InitialDomain:  The initial domain.  

LicenseSuite:  The license suite.  

PrimaryDomain:  The primary domain.  

TechnicalContact:  The technical contact information.  

2.2.4.53  MSOUser  

The MSOUser type contains the user information for the online service.  

Namespace:  

http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObjectModel  

 <xs:complexType name="MSOUser">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="Activated" type="xs:boolean"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="FirstName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="LastName" nillab le="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Licenses" nillable="true" 

xmlns:q1="http://schemas.datacontract.org/2004/07/System.Collections.ObjectModel" 

type="q1:ReadOnlyCollectionOfMSOLicensepPGX_Pb6b"/>  

     <xs:element m inOccurs="0" maxOccurs="1" name="LocalUserName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ObjectId" nillable="true" 

xmlns:q2="http://schemas.microsoft.com/2003/10/Serialization/" type="q2:guid"/>  

     <xs:element m inOccurs="0" maxOccurs="1" name="UserPrincipalName" nillable="true" 

type="xs:string"/>  

   </xs:sequence>  

 </xs:complexType>  

Activated:  A flag that indicates whether the user is activated.  

FirstName:  The first name of the local user.  

LastName:  The last name o f the local user.  
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Licenses:  The licenses assigned to the online user.  

LocalUserName:  The local user name.  

ObjectId:  The object ID of the online user.  

UserPrincipalName:  The principle name for the user.  

2.2.4.54  PartialCollection_Of_AlertInfo  

This type describes a p artial collection of AlertInfo (section 2.2.4.1 ). If CollectionSize  is less than 
zero, the collection is not available and the CollectionChunk  field SHOULD be ignored.  

Namespace:  http://contracts. microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="PartialCollection_Of_AlertInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="CollectionChunk" nillable="true" 

type="tns1:ArrayOfAlertInfo"/>  

     <xs:element mi nOccurs="0" maxOccurs="1" name="CollectionModified" type="xs:dateTime"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="CollectionSize" type="xs:int"/>  

   </xs:sequence>  

 </xs:complexType>  

CollectionChunk:  The items retrieved from the overall collection.  

CollectionModified:  The date and time the collection was last changed.  

CollectionSize:  The total number of items in the complete collection.  

2.2.4.55  PartialCollection_Of_ConnectionInfo  

This type describes a partial collection of ConnectionInfo (section 2.2.4.26 ). If CollectionSize  is less 

than zero, the collection is not available and the CollectionChunk  field SHOULD be ignored.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/201 1/09/WebApi  

 <xs:complexType name="PartialCollection_Of_ConnectionInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="CollectionChunk" nillable="true" 

type="tns1:ArrayOfConnectionInfo"/>  

     <xs:element minOccurs="0" maxOccurs="1" name= "CollectionModified" type="xs:dateTime"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="CollectionSize" type="xs:int"/>  

   </xs:sequence>  

 </xs:complexType>  

CollectionChunk:  The items retrieved from the overall collection.  

CollectionModified:  The date an d time the collection last changed.  

CollectionSize:  The total number of items in the complete collection.  

2.2.4.56  PartialCollection_Of_DeviceInfo  

This type describes a partial collection of DeviceInfo (section 2.2.4.28 ). If CollectionSize  is less than 
zero, the collection is not available and the CollectionChunk  field SHOULD be ignored.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  
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 <xs:complexType name="PartialCollection_ Of_DeviceInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="CollectionChunk" nillable="true" 

type="tns1:ArrayOfDeviceInfo"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="CollectionModified" type="xs:dateTime"/>  

     <xs:element mi nOccurs="0" maxOccurs="1" name="CollectionSize" type="xs:int"/>  

   </xs:sequence>  

 </xs:complexType>  

CollectionChunk:  The items retrieved from the overall collection.  

CollectionModified:  The date and time the collection last changed.  

CollectionSize:  The tota l number of items in the complete collection.  

2.2.4.57  PartialCollection_Of_DriveInfo  

This type describes a partial collection of DriveInfo (section 2.2.4.29 ). If CollectionSize  is less than 

zero, the coll ection is not available and the CollectionChunk  field SHOULD be ignored.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="PartialCollection_Of_DriveInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="CollectionChunk" nillable="true" 

type="tns1:ArrayOfDriveInfo"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="CollectionModified" type="xs:dateTime"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="CollectionSize" type="xs:int"/>  

   </xs:sequence>  

 </xs:complexType>  

CollectionChunk:  Items retrieved from the overall collection.  

CollectionModified:  Date and time the collection last changed.  

CollectionSize:  The  total number of items in the complete collection.  

2.2.4.58  PartialCollection_Of_FolderInfo  

This Type describes a partial collection of FolderInfo (section 2.2.4.30 ). If CollectionSize  is less than 
zero, t he collection is not available and the CollectionChunk  field SHOULD be ignored.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="PartialCollection_Of_FolderInfo">  

   <xs:sequence>  

     <xs:element minOccu rs="0" maxOccurs="1" name="CollectionChunk" nillable="true" 

type="tns1:ArrayOfFolderInfo"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="CollectionModified" type="xs:dateTime"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="CollectionSize" type="x s:int"/>  

   </xs:sequence>  

 </xs:complexType>  

CollectionChunk:  The items retrieved from the overall collection.  

CollectionModified:  The date and time the collection last changed.  

CollectionSize:  The total number of items in the complete collection.  
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2.2.4.59  PartialCo llection_Of_UserInfo  

This type describes an partial collection of UserInfo (section 2.2.4.71 ). If CollectionSize  is less than 
zero, the collection is not available and the CollectionChunk  field SH OULD be ignored.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="PartialCollection_Of_UserInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="CollectionChunk" nillable="true" 

type="tns1:ArrayOfUserInfo"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="CollectionModified" type="xs:dateTime"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Collect ionSize" type="xs:int"/>  

   </xs:sequence>  

 </xs:complexType>  

CollectionChunk:  The items retrieved from the overall collection.  

CollectionModified:  The date and time the collection changed lastly.  

CollectionSize:  The total number of items in the complete col lection.  

2.2.4.60  ReadOnlyCollectionOfGroupInfoEV6sb80H  

This type describes a read -only collection of GroupInfo (section 2.2.4.31 ).  

Namespace:  http://schemas.datacontract.org/2004/07/System.Collections.ObjectModel  

 <xs:complexType name="ReadOnlyCollectionOfGroupInfoEV6sb80H">  

   <xs:sequence>  

     <xs:element minOccurs="1" maxOccurs="1" name="list" nillable="true" 

xmlns:q5="http://contracts.microso ft.com/WindowsServerEssentials/2011/09/WebApi" 

type="q5:ArrayOfGroupInfo"/>  

   </xs:sequence>  

 </xs:complexType>  

list:  The content of the read -only collection, it contains the list of GroupInfo instances.  

2.2.4.61  ReadOnlyCollectionOfMSOLicensepPGX_Pb6b  

This type des cribes a read -only collection of MSOLicense (section 2.2.4.48 ).  

Namespace:  http://schemas.datacontract.org/2004/07/System.Collections.ObjectModel  

 <xs:complexType name="ReadOnlyCollectionOfMSOLicen sepPGX_Pb6b">  

   <xs:sequence>  

     <xs:element minOccurs="1" maxOccurs="1" name="list" nillable="true" 

xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObj

ectModel" type="q1:ArrayOfMSOLicense"/>  

   </xs:sequence>  

 </xs :complexType>  

list:  The content of the read -only collection; it contains the list of MSOLicense instances.  

2.2.4.62  ReadOnlyCollectionOfMSOLicenseServicepPGX_Pb6b  

This type describes a read -only collection of MSOLicenseService (section 2.2.4.49 ).  
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Namespace:  http://schemas.datacontract.org/2004/07/System.Collections.ObjectModel  

 <xs:complexType name="ReadOnlyCollectionOfMSOLicenseServicepPGX_Pb6b">  

   <xs:sequence>  

     <xs:element minOccurs="1" maxOccurs="1" name="list" nillable="true" 

xmlns:q2="http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObj

ectModel" type="q2:ArrayOfMSOLicenseService"/>  

   </xs:sequence>  

 </xs:complexType>  

list:  The cont ent of the read -only collection; it contains the list of MSOLicenseService instances.  

2.2.4.63  ReadOnlyCollectionOfMSOLicenseSubscriptionpPGX_Pb6b  

This type describes a read -only collection of MSOLicenseSubscription (section 2.2.4.50 ).  

Namespace:  http://schemas.datacontract.org/2004/07/System.Collections.ObjectModel  

 <xs:complexType name="ReadOnlyCollectionOfMSOLicenseSubscriptionpPGX_Pb6b">  

   <xs:sequence>  

     <xs:element minOccurs="1" maxOccurs="1" name="l ist" nillable="true" 

xmlns:q4="http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObj

ectModel" type="q4:ArrayOfMSOLicenseSubscription"/>  

   </xs:sequence>  

 </xs:complexType>  

list:  The content of the read -only collection; it contains the list of MSOLicenseSubscription instances.  

2.2.4.64  ReadOnlyCollectionOfMSOLicenseSuitepPGX_Pb6b  

This type describes a read -only collection of MSOLicenseSuite as specified in section 2.2.4.51 . 

Namespace:  http://schemas.datacontract.org/2004/07/System.Collections.ObjectModel  

 <xs:complexType name="ReadOnlyCollectionOfMSOLicenseSuitepPGX_Pb6b">  

   <xs:sequence>  

     <xs:element minOccurs="1" maxOccurs="1" name="list" nillable="true" 

xmlns:q3="http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObj

ectModel" type="q3:ArrayOfMSOLicenseSuite"/>  

   </xs:sequence>  

 </xs:complexType>  

list:  The content of the read -only collection; it conta ins the list of MSOLicenseSuite instances.  

2.2.4.65  RemoteConnectionUserInfo  

The RemoteConnectionUserInfo type contains user information for a remote connection (see section 

2.2.4.26 ).  

Namespace:  http://co ntracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="RemoteConnectionUserInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="AccountName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="FirstName" nillable="true" 

type="xs:string"/>  
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     <xs:element minOccurs="0" maxOccurs="1" name="LastName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="SidValue" nillable=" true" 

type="xs:string"/>  

   </xs:sequence>  

 </xs:complexType>  

AccountName:  The account name of the user.  

FirstName:  The first name of the user.  

LastName:  The last name of the user.  

SidValue:  The SID  of the user.  

2.2.4.66  SearchItemList  

The SearchItemList type is a collection of metadata from the search results.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="SearchItemList">  

   <xs:complexContent mixed=" false">  

     <xs:extension base="tns1:ItemList">  

       <xs:sequence>  

         <xs:element minOccurs="0" maxOccurs="1" name="UnsearchedShares" nillable="true" 

xmlns:q2="http://schemas.microsoft.com/2003/10/Serialization/Arrays" 

type="q2:ArrayOfstring"/>  

       </xs:sequence>  

     </xs:extension>  

   </xs:complexContent>  

 </xs:complexType>  

UnsearchedShares:  A collection of top - level shared folder names that were not successfully 

searched.  

2.2.4.67  ServerInfo  

The ServerInfo type contains informational data about the server.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="ServerInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="IsMediaStreamingServiceAvailable" 

type="xs:boolean"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="IsTsGatewayEnabled" type="xs:boolean"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ServerDomainGuid" nillable="true" 

xmlns:q7="http://schemas.microsoft.com/2003/10/Serialization/" type="q7:guid"/>  

     <xs :element minOccurs="0" maxOccurs="1" name="ServerGuid" nillable="true" 

xmlns:q8="http://schemas.microsoft.com/2003/10/Serialization/" type="q8:guid"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ServerInternetDomainName" nillable="true" 

type="xs:stri ng"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ServerName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ServerSku" type="xs:int"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ServerUtcNow" type="xs:dat eTime"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ServerVersion" nillable="true" 

type="xs:string"/>  

   </xs:sequence>  
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 </xs:complexType>  

IsMediaStreamingServiceAvailable:  A flag that indicates whether the media streaming service is 
available on the server.  

IsTsGatewayEnabled:  A flag that indicates whether the TsGateway service is available on the 
server.  

ServerDomainGuid:  The globally unique identifier (GUID)  of the domain to which the ser ver 
belongs.  

ServerGuid:  The GUID of the server.  

ServerInternetDomainName:  The Internet domain name of the server.  

ServerName:  The NetBIOS name of the server.  

ServerSku:  The Product Type of the hosting server.  

ServerUtcNow:  The current date and time on t he server in coordinated universal time (UTC).  

ServerVersion:  The version of the server.  

2.2.4.68  SharePointSiteAddressCollection  

The SharePointSiteAddressCollection type contains the SharePoint site address information.  

Namespace:  
http://schemas.datacontract.org/2 004/07/Microsoft.WindowsServerSolutions.O365Integration  

 <xs:complexType name="SharePointSiteAddressCollection">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="MySiteAddress" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0 " maxOccurs="1" name="TeamSiteAddress" nillable="true" 

type="xs:string"/>  

   </xs:sequence>  

 </xs:complexType>  

MySiteAddress:  The My Site address.  

TeamSiteAddress:  The SharePoint team site address.  

2.2.4.69  StorageDriveInfo  

The StorageDriveInfo type contains informational data about the drive to be used to create a storage 

folder (see section 2.2.4.30 ).  

Namespace:  http://contracts.microsoft.com/WindowsServerEssential s/2011/09/WebApi  

 <xs:complexType name="StorageDriveInfo">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="DeviceName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="FileSystem" nillable="true" 

type="x s:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ShortName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="Size" type="xs:unsignedLong"/>  
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     <xs:element minOccurs="0" maxOccurs="1" name="SizeRemaining" ty pe="xs:unsignedLong"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="VolumeName" nillable="true" 

type="xs:string"/>  

   </xs:sequence>  

 </xs:complexType>  

DeviceName:  The name of the device to which the drive belongs.  

FileSystem:  The file system of the dri ve.  

ShortName:  The short name of the drive.  

Size:  The total size of the drive.  

SizeRemaining:  The free space of the drive.  

VolumeName:  The volume name of the drive.  

2.2.4.70  StorageServerInfo  

The StorageServerInfo type contains informational data about the server t hat can be used to create a 
storage folder (see section 2.2.4.30 ).  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="StorageServerInfo">  

   <xs: sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="DeviceName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="DfsNameSpace" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="DfsPhysicalPath" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="IsSecondServer" type="xs:boolean"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="OperatingSystemName" ni llable="true" 

type="xs:string"/>  

   </xs:sequence>  

 </xs:complexType>  

DeviceName:  The name of the server.  

DfsNameSpace:  The DFS  namespace of server. This SHOULD be NULL if the server is the second  

server.  

DfsPhysicalPath:  The DFS physical path of server. It SHOULD be NULL if the server is the second 
server.  

IsSecondServer:  A flag that indicates whether the server is second server.  

OperatingSystemName:  The name of the operating system of the server.  

2.2.4.71  UserInfo  

The UserInfo type contains informational data about the user.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:complexType name="UserInfo">  

   <xs:sequence>  
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     <xs:element minOccurs="0" maxOccurs="1" name="Acce ssLevel" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="CanChangePassword" type="xs:boolean"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="FirstName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs=" 0" maxOccurs="1" name="Key" nillable="true" type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="LastName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="RemoteWebAccess" type="xs:boolean"/>  

     <xs:ele ment minOccurs="0" maxOccurs="1" name="UserGroups" nillable="true" 

type="tns1:ArrayOfGroupInfo"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="UserGuid" nillable="true" 

xmlns:q11="http://schemas.microsoft.com/2003/10/Serialization/" type="q11:guid"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="UserName" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="UserStatus" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="VpnAccess" typ e="xs:boolean"/>  

   </xs:sequence>  

 </xs:complexType>  

AccessLevel:  The access level for the current user account, which SHOULD be one of the following 

values:  

Á Unknown  

Á Guest  

Á User  

Á Administrator  

CanChangePassword:  A flag that indicates whether the user's password can be changed.  

FirstName:  The first name of the user that is associated with the user account.  

Key:  The unique key of the user.  

LastName:  The last name of the user that is associated with the user account .  

RemoteWebAccess:  A flag that indicates whether the user has remote web access permission.  

UserGroups:  The list of groups to which the user belongs.  

UserGuid:   The GUID  of the user.  

UserName:  The name of the user account.  

UserStatus:   The user status, which SHOULD be one of the following values:  

Á Disabled  

Á Enabled  

Á Error  

VpnAccess:  A flag that indicates whether the user has VPN access permission.  

2.2.4.72  WebApiProvider  

The WebApiProvider type contains informational data about the WebApi provider.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  



69  / 260  

[MS -SFMWA] -  v20210407  
Server and File Management Web APIs Protocol  
Copyright © 2021 Microsoft Corporation  
Release: April 7, 2021  

 <xs:complexType name="WebApiProvider">  

   <xs:sequence>  

     <xs:element minOccurs="0" maxOccurs="1" name="ContractName" nillable=" true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="ContractNameSpace" nillable="true" 

type="xs:string"/>  

     <xs:element minOccurs="0" maxOccurs="1" name="RelativeLocation" type="xs:anyURI"/>  

   </xs:sequence>  

 </xs:complexType>  

ContractName:  The name of the provider.  

ContractNameSpace:  The namespace of the provider.  

RelativeLocation:  The location of the provider relative to the application root.  

2.2.5  Simple Types  

The following table summarizes the set of common XML schema simple type  definitions defined by this 
specification.  

Simple Type  Description  

ContainerType  Describes the type of media container.  

guid  Represents a GUID . 

MSODomainTypes  Indicates the type of the domai n for the online services.  

MSOLicenseServiceTypes  Indicates the type of the license services.  

Permission  Describes the user access permissions on a folder.  

ServerFolderType  Describes the server folder type.  

ThumbnailFormat  A class that specifies the preferred thumbnail image format.  

StreamBody  A base64 encoded stream of data.  

char  The char simple type represents a Unicode character.  

duration  The duration simple type represents a duration.  

 

2.2.5.1  ContainerType  

The ContainerType describes the type of medi a container. <10>  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:simpleType name="ContainerType">  

   <xs:restriction base="xs:string">  

     <xs:enumeration value="Album"/>  

     <xs:enumeration value="Artist"/>  

     <xs:enumeration value="Playlist"/>  

     <xs:enumeration value="Rating"/>  

     <xs:enumeration value="Genre"/>  

     <xs:enumeration value="Folder"/>  

     <xs:enumeration value="Date"/>  

   </ xs:restriction>  
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 </xs:simpleType>  

The following table specifies the allowable values for ContainerType .  

Value  Meaning  

Album  The type of the media container is "Album".  

Artist  The type of the media container is "Artist".  

Playlist  The type of the media container is "Playlist".  

Rating  The type of the media container is "Rating".  

Genre  The type of the media container is "Genre".  

Folder  The type of the media container is "Folder".  

Date  The type of the media container is "Date".  

 

2.2.5.2  guid  

This represents a GUID .  

Namespace:  http://schemas.microsoft.com/2003/10/Serialization/  

 <xs:simpleType name="guid">  

   <xs:restriction base="xs:string">  

     <xs:pattern value="[ \ da- fA - F]{8} - [ \ da- fA - F]{4} - [ \ da- fA - F]{4} - [ \ da- fA - F]{4} - [ \ da- fA -

F]{12}"/>  

   </xs:restriction>  

 </xs:simpleType>  

2.2.5.3  MSODomainTypes  

Indicates the type of the domain for the online services.  

Namespace:  
http://schemas.datacontract.org/2004/07/Mic rosoft.WindowsServerSolutions.AzureADObjectModel  

 <xs:simpleType name="MSODomainTypes">  

   <xs:restriction base="xs:string">  

     <xs:enumeration value="None"/>  

     <xs:enumeration value="Email"/>  

     <xs:enumeration value="SharePoint"/>  

   </xs:restriction>  

 </xs:simpleType>  

The following table specifies the allowable values for MSODomainTypes . 

Value  Meaning  

None  The type of the domain is None.  

Email  The type of the domain is email.  
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Value  Meaning  

SharePoint  The type of the domain is SharePoint.  

 

2.2.5.4  MSOLicenseServiceTypes  

Indicates the type of the license services.  

Namespace:  
http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObjectModel  

 <xs:simpleType name="MSOLicenseServiceTypes">  

   <xs:list>  

     <xs:simpleType>  

       <xs:restriction base="xs: string">  

         <xs:enumeration value="None"/>  

         <xs:enumeration value="Unknown"/>  

         <xs:enumeration value="ExchangeOnline"/>  

         <xs:enumeration value="SharePointOnline"/>  

         <xs:enumeration value="LyncOnline"/>  

         <xs:enumerati on value="IntuneOnline"/>  

       </xs:restriction>  

     </xs:simpleType>  

   </xs:list>  

 </xs:simpleType>  

The following table specifies the allowable values for MSOLicenseServiceTypes . 

Value  Meaning  

None  The type of the license service is "None".  

Unknown  The type of the license service is "Unknown".  

ExchangeOnline  The type of the license service is "ExchangeOnline".  

SharePointOnline  The type of the license service is "SharePointOnline".  

LyncOnline  The type of the license service is "LyncOnline".  

IntuneOnline  The type of the license service is "IntuneOnline".  

 

2.2.5.5  Permission  

This class describes the user access permissions on a folder.  

Namespace:  http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.Storage  

 <xs:simpleType name="Permission">  

   <xs:restriction base="xs:string">  

     <xs:enumeration value="None"/>  

     <xs:enumeration value="ReadOnly"/>  

     <xs:enumeration value="Full"/>  

     <xs:enumeration value="Other"/>  

     <xs:enumeration value="ReadPermissions"/>  

   </xs:res triction>  
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 </xs:simpleType>  

The following table specifies the allowable values for Permission . 

Value  Meaning  

None  No access permission.  

ReadOnly  User has read -only permission on the server.  

Full  User has full permission on the server.  

Other  User has customized permission on the server.  

ReadPermissions  User has a set of read permissions.  

 

2.2.5.6  ServerFolderType  

This class describes the server folder type.  

Namespace:  
http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.WebApi.Management.St
orage  

 <xs:simpleType name="ServerFolderType">  

   <xs:restriction base="xs:string">  

     <xs:enumeration value="NonPredefinedType"/>  

     <xs:enumeration value="Music Type"/>  

     <xs:enumeration value="PicturesType"/>  

     <xs:enumeration value="DocumentsType"/>  

     <xs:enumeration value="VideosType"/>  

     <xs:enumeration value="BackupsType"/>  

     <xs:enumeration value="FileBackupsType"/>  

     <xs:enumeration value="Folde rRedirectionType"/>  

     <xs:enumeration value="CompanyType"/>  

     <xs:enumeration value="UserType"/>  

     <xs:enumeration value="OtherType"/>  

   </xs:restriction>  

 </xs:simpleType>  

The following table specifies the allowable values for ServerFolderType .  

Value  Meaning  

NonPredefinedType  Non -predefined folder type.  

MusicType  Music folder type.  

PicturesType  Pictures folder type.  

DocumentsType  Documents folder type.  

VideosType  Videos folder type.  

BackupsType  Backups folder type.  

FileBackupsType  File backups folder type.  
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Value  Meaning  

FolderRedirectionType  Folder redirection folder type.  

CompanyType  Company folder type.  

UserType  User folder type.  

OtherType  System or special use folders type.  

 

2.2.5.7  ThumbnailFormat  

A class that specifies the preferred thumbnail image format.  

Namespace:  http://contracts.microsoft.com/WindowsServerEssentials/2011/09/WebApi  

 <xs:simpleType name="ThumbnailFormat">  

   <xs:restriction base="xs:string">  

     <xs:enumeration value="Jpeg"/>  

     <xs:enumeration value="Png"/>  

   </xs:restriction>  

 </xs:simple Type>  

The following table specifies the allowable values for ThumbnailFormat .  

Value  Meaning  

Jpeg The thumbnail that presents as .jpg file.  

Png The thumbnail which presents as .png file.  

 

2.2.5.8  StreamBody  

A base64 encoded stream of data.  

Namespace : http://schemas.microsoft.com/Message  

  <xs:simpleType name="StreamBody">  

    <xs:restriction base="xs:base64Binary"/>  

  </xs:simpleType>  

  

2.2.5.9  char  

The char simple type represents a Unicode character.  

Namespace : http://schemas.microsoft.com/2003/10/Serialization  

  <xs:simpleType name="char">  

    <xs:restriction base="xs:int" />  

  </xs:simpleType>  
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2.2.5.10  duration  

The duration simple type represents a duration.  

Namespace : http://schemas.microsoft.com/2003/10/Serialization  

  <xs:simpleType name="duration" xmlns:xs="http://www.w3.org/2001/XMLSchema">  

    <xs:restriction base="xs:duration">  

      <xs:pattern value=" \ - ?P( \ d*D)?(T( \ d*H)?( \ d*M)?( \ d*( \ . \ d*)?S)?)?"/>  

      <xs:minInclusive value=" - P10675199DT2H48M5.4775808S"/>  

      <xs:maxInclusive value="P10675199DT 2H48M5.4775807S"/>  

    </xs:restriction>  

  </xs:simpleType>  
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3  Protocol Details  

3.1  SessionService Server Details  

3.1.1  Abstract Data Model  

This section describes a conceptual service contract that an implementation main tains to participate in 
this protocol. The described operations of the service contract are provided to facilitate the 
explanation of how the protocol behaves. This document does not mandate that implementations 

adhere to this service contract as long as t heir external behavior is consistent with how it is described 
in this document.  

3.1.1.1  SessionId  

The login call creates a session and generates a SessionId . This SessionId  is returned to the client 

in a response cookie.  

The logout call ends the session specified by the SessionId in the request cookie.  

3.1.1.2  Canary  

The login call creates a Canary  to indicate the user identity; it will be saved on the server. This 
Canary  will be returned to the client in a response header.  

The logout call disposes of the Canary token and  removes it from the server.  

3.1.2  Timers  

None.  

3.1.3  Initialization  

At initialization, the protocol server MUST begin listening for requests at the respective URL addresses 
given in the  message transport (as specified in section 2.1 ).  

3.1.4  Higher -Layer Triggered Events  

None.  

3.1.5  Message Processing Events and Sequencing Rules  

To call a web service, the client MUST perform these steps:  

1.  Add the caller's credential in an HTTP header field. The caller's credential is encoded text that is 
based on the user  name and the password.  

2.  Add Appname (section 2.2.2.1 ), Apppublisher (section 2.2.2.2 ), and Appversion (section 2.2.2.3 ) 

values in the HTTP header fields. These values are also required to log on.  

3.  Call the logon method to retrieve the authenticated user token that is issued by the server.  

4.  Send subsequent web service requests with the user token in the header.  
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Resource  Description  

login  Generates a valid user token for a valid user.  

logout  Invalidates the session and user token.  

The responses to all the operations can result in the following status codes.  

Status code  Reason phrase  Description  

200  OK Operation successfully completed.  

401  Unauthorized  Invalid user name or password.  

 

3.1.5.1  login  

Generates a valid user token for a valid user.  

HTTP method  Description  

GET Generates a valid user token for a valid user.  

 

3.1.5.1.1  GET 

Generates  a valid user token for a valid user.  

This operation is transported by an HTTP GET.  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/session.svc/login  

The request message for this operation contains the followin g HTTP headers.  

Request header  Usage  Value  

Authorization   The caller's credential is encoded text that is based on user name and password.  

AppName   The application name.  

AppVersion   The application version.  

AppPublisherName   The publisher of the application.  

The response message for this operation contains the following HTTP header.  

Response header  Usage  Value  

Canary   The user token.  

The response message for this operation can result in the following status codes.  
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Status code  Description  

200  Operation successfully completed.  

401  Invalid user name or password.  

 

3.1.5.1.1.1  Request Body  

None.  

3.1.5.1.1.2  Response Body  

None.  

3.1.5.1.1.3  Processing Details  

1.  The server MUST only respond to requests that have established TLS 1.1 server authentication as 
specified in [RFC4346] . 

2.  The client MUST send requests with an authorization header, the value of which starts with "Basic" 
followed by a blank space and a base64  encoded string of user name and password separated by 
a colon.  

3.  The server MUST start a session and generate a user Canary token, as specified in section 2.2.2.5 , 
for the client.  

4.  The user Canary token MUST be returned to client in Response header.  

3.1.5.2  logout  

Invalidate the session and user token.  

HTTP method  Description  

GET Invalidate the session and user token.  

 

3.1.5.2.1  GET 

Invalidate the session and user token.  

This operation is transported by an HTTP GET.  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/Session.svc/logout  

The request message for this operation contains the following HTTP header.  

Request header  Usage  Value  

Canary   The user token.  

The response message for this operation can result in the following status codes.  

https://go.microsoft.com/fwlink/?LinkId=90474
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Status code  Description  

200  Operation successfully completed.  

401  Invalid user token.  

 

3.1.5.2.1.1  Request Body  

None.  

3.1.5.2.1.2  Response Body  

None.  

3.1.5.2.1.3  Processing Details  

The server MUST only respond to requests that have established TLS 1.1 server authentication 
[RFC4346] . 

The user SHOULD log out of the API explicitly when the application e xits for security purposes. The 
server ends the session specified in the request.  

3.1.6  Timer Events  

None.  

3.1.7  Other Local Events  

None.  

3.2  IFileContentAccessService Server Detai ls  

3.2.1  Abstract Data Model  

None.  

3.2.2  Timers  

None.  

3.2.3  Initialization  

At initialization time, the protoc ol server MUST begin listening for requests at the respective URL 

addresses given in the message transport (as specified in section 2.1 ).  

The storage provider MUST be initialized and configured correctly.  

3.2.4  Higher -Layer Triggered Events  

None.  

https://go.microsoft.com/fwlink/?LinkId=90474
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3.2.5  Message Processing Events and Sequencing Rules  

Res ource  Description  

filecontent?path={path}  The file resource can be downloaded.  

filecontent?path={path}&overwrite={overwrite}  The file resource will be used to upload.  

itemthumbnail?path={path}  The thumbnail of the file item.  

The responses to all the op erations can result in the following status codes.  

Status 
code  

Reason 
phrase  Description  

200  OK The operation completed successfully.  

400  Bad Request  Bad request, the path too long or missing, or the path contains unsupported 
characters.  

401  Unauthorized  Access denied to requested resource.  

404  Not Found  The requested resource does not exist.  

201  Created  File uploading successfully completed.  

409  Conflict  Attempted to create a resource that already exists.  

 

3.2.5.1  filecontent?path={path}  

Retrieves the binary content of a file in bytes.  

path:  This is the description of the parameter path.  

HTTP method  Description  

GET Retrieves the binary content of a file in bytes.  

 

3.2.5.1.1  GET 

This API retrieves the binary content of a file in bytes. The caller reads the response stream. The API 
supports retrieving partial content of the file range that is specified by the Range header in an HTTP 
request.  

This operation is transported by an HTTP GET.  

The operation can be invoked through the following URI:  

 https:/ /<ServerName>/services/builtin/FileContentAccessService.svc/filecontent?path={path}  

The request message for this operation contains the following HTTP headers.  
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Request header  Usage  Value  

Range  Optional  Request only part of an entity, as specified in secti on 2.2.2.7 . 

Canary  Optional  The user token, as specified in section 2.2.2.5 . Client MUST either pass this 
header to server or pass all of the following headers to the server.   

Authorization  Optional  The caller's credentials, which are encoded text that is based on the user name 
and password as specified in section 2.2.2.4 . 

AppName  Optional  The client application name, as specified in section 2.2.2.1 . 

AppVersion  Optional  The client application version, as specified in section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name, as specified in section 2.2.2.2 . 

The response message for this operation can result in one of the following status codes.  

Status code  Description  

200  Download operation successfully completed.  

400  Input parameters are invalid.  

401  User is not allowed to access resource.  

404  Requested resource does not exist.  

 

3.2.5.1.1.1  Request Body  

None.  

3.2.5.1.1.2  Response Body  

The response body is encoded in the following XML format.  

 <xs:element name="Stream" nillable="true" type="xs:base64Binary"/>  

3.2.5.1.1.3  Processing Details  

This operation downloads a file in the form of a file stream from the location specified by the path .  

3.2.5.2  filecontent?path={path}&overwrite={overwrite}  

Uploads a file to a location for which the user has access permissions.  

path:  The path of the file.  

overwrit e:  This flag indicates whether to overwrite the file if it exists on server. See section 2.2.3.30 . 

HTTP method  Description  

POST Uploads a file to a location where the user has access permissions.  
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3.2.5.2.1  POST  

The file content SHOULD be put into the HTTP request. The protocol does not support resuming 
uploads.  

By default, the maximum size of a file that can be uploaded is 100 MB.  

This operation is transported by an HTTP POST.  

The operation can be invoked  through the following URI:  

 https://<ServerName>/services/builtin/FileContentAccessService.svc/filecontent?path={path}&ov

erwrite={overwrite}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Opti onal  The value returned in the logon Response Canary header.  

The client MUST either pass this header to the server or pass all of the following 
headers to the client.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on a user name and 
password. For more details, refer to section 2.2.2.4 . 

AppName  Optional  The application name, as specified in section 2.2.2.1 . 

AppVersion  Optional  The application version, as specified in section 2.2.2.3 . 

AppPublisherName  Optional  The application publisher name, as specified in section 2.2.2.2 . 

The response message for this operation can result in one of the following status codes.  

Status code  Desc ription  

201  File uploading successfully completed.  

401  User is not allowed to access resource.  

404  The specific resource does not exist.  

409  An item already exists with the requested new name.  

 

3.2.5.2.1.1  Request Body  

The request body is a binary stream.  

3.2.5.2.1.2  Response Body  

None.  

3.2.5.2.1.3  Processing Details  

This operation uploads a file to the location specified by the path .  
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3.2.5.3  itemthumbnail?path={path}  

Retrieves a thumbnail of a single item.  

path:  

HTTP method  Description  

GET Retrieves a thumbnail of a single item.  

 

3.2.5.3.1  GET 

Retrieves a thumbnail of a single item. This method supports most image formats.  

This operation is transported by an HTTP GET.  

The operation can be invoked through the following URI:  

 https://<servername>/services/builtin/FileContentAccessService.svc/itemth umbnail?path={path}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in logon Response canary header.  

Client MUST either pass this header to server or pass all of the following headers 
to the client.  For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded  text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  The application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  The application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  The application publisher name. For more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation suc cessfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The path does not exist.  

 

3.2.5.3.1.1  Request Body  

None.  

3.2.5.3.1.2  Response Body  
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The response body is encoded in either XML format or JSON format. The format is controlled by the 
Accept header defined in section 2.2.2.6 . For the detailed definition of response body, refer to s ection 

2.2.4.34 . 

 <xs:element name="ItemThumbnail" nillable="true" type="tns1:ItemThumbnail"/>  

3.2.5.3.1.3  Processing Details  

This call will return the item thumbnail to the client.  

The server MUST construct a  response in either XML or JSON format based on the value of the Accept 

header (section 2.2.2.6 ), or in XML format if the Accept header is not present. The response MUST 
include all of the complex  types defined in section 2.2.4.34 . 

3.2.6  Timer Events  

None.  

3.2.7  Other Local Events  

None.  

3.3  IF ileOperationService Server Details  

3.3.1  Abstract Data Model  

None.  

3.3.2  Timers  

None.  

3.3.3  Initialization  

At initialization time, the protocol server MUST begin listening for requests at the respective URL 
addresses given in the message transport (as specified in section 2.1 ).  

The storage provider MUST be initialized and configured correctly.  

3.3.4  Higher -Layer Triggered Events  

None.  

3.3.5  Message Processing Events and Sequencing Rules  

Resource  
Descript
ion  

items/index/{index}/count/{count}?path={path}&filter={filter}&sortbyfield={sortbyfield}&ascendin
g={ascending}  

ItemList 
object 
that 
represen
ts a 
collectio
n of file 
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Resource  
Descript
ion  

items in 
the 
specified 
folder.  

items/index/{in dex}/count/{count}/search?query={query}&sortbyfield={sortbyfield}&ascending={a
scending}&scope={scope}&timeoutseconds={timeoutseconds}  

SearchIt
emList 
object 
that 
represen
ts a 
collectio
n of file 
items 
that 
match 
the 
specified 
keyword.  

folder/newsubfoldernam e?path={path}&language={language}  Default 
available 
new 
folder 
name in 
specified 
language
. 

itemmetadata?path={path}  ItemInfo 
object 
that 
represen
ts the 
specified 
file item.  

folder?path={path}  Folder 
being 
created.  

item/rename?path={path}& newname={newname}  File 
being 
renamed
. 

item/delete?path={path}  File item 
being 
deleted.  

accessuri?path={path}  Tempora
ry URI 
that can 
be used 
to 
downloa
d a file.  

item/move?newpath={newpath}&originalpath={originalpath}  File item 
being 
moved 
from 
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Resource  
Descript
ion  

another 
location.  

item/copy?newpath={newpath}&originalpath={originalpath}  File item 
being 
copied 
from 
another 
location.  

The responses to all the operations can result in the following status codes.  

Status 
code  Reason phrase  Description  

200  OK The operation successfully completed.  

400  Bad Request  One or more parameters are not valid.  

401  Unauthorized  Access to the requested resource is denied.  

404  Not Found  The path does not exist.  

501  Not Implemented  The server does not have the functionality to support the requested 
operation.  

503  Service 
Unavailable  

The server is currently unable to handle the request.  

504  Gateway Timeout  The request does not finish within a given time interval.  

201  Created  The request resource is created.  

409  Conflict  The request fails due to a conflict with the current resource.  

 

3.3.5.1  items/index/{index}/count/{count}?path={path}&filter={filter}&sortbyfiel

d={sortbyfield}&ascending={ascending}  

The URI is an ItemList object that represents a collection of file items within the specified  folder.  

index:  The numerical position of the first item to be retrieved (see section 2.2.3.18 ).  

count:  The number of items to be retrieved (see section 2.2.3.5 ).  

path:  The UNC path of the folder (see section 2.2.3.32 ).  

filter:  The type of files to be retrieved (see section 2.2.3.11 ). All file types will be retrieved if this 

parameter is ignored.  

sortbyfield:  The field of the file item property by which file items are sorted (see section 2.2.3.42 ).  

ascending:  A Bo olean value that indicates whether the sorting is ascending (see section 2.2.3.3 ). 

Ascending sorting is performed if this parameter is ignored.  
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HTTP method  Description  

GET Retrieves the metadata information of items in a folder.  

 

3.3.5.1.1  GET 

The GET method retrieves the metadata information of items under a folder. The metadata includes 
basic information such as the creation time, item type, modification time, name, path, and size.  

This operation is tran sported by an HTTP GET .  

The operation can be invoked through the following URI:  

 https://<ServerName>/services/builtin/fileoperationservice.svc/items/index/{index}/count/{cou

nt}?path={path}&filter={filter}&sortbyfield={sortbyfield}&ascending={ascending}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

The client MUST either pass this header to the server or pass all of following 
head ers to the client.  For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  The application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  The application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  The name of the application publisher. For more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  The operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The path does not exist.  

 

3.3.5.1.1.1  Request Body  

None.  

3.3.5.1.1.2  Response Body  

The response body is encoded in XML or JSON format according to the ACCEPT header of the request.  
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 <xs:element name="ItemList" nillable="true" type="tns1:ItemList"/>  

3.3.5.1.1.3  Processing Details  

This operation enumerates the file items in the specified folder and returns a collection of metadata 
that fulfils the specified parameters.  

3.3.5.2  items/index/{index}/count/{count}/search?query={query}&sortbyfield={s

ortbyfield}&ascending={asce nding}&scope={scope}&timeoutseconds={time

outseconds}  

This URI represents a search method that returns a SearchItemList object. The SearchItemList object 
represents a collection of file items that match the specified keyword.  

index:  The numerical position o f the first item to be retrieved (see section 2.2.3.18 ).  

count:  The number of items to be retrieved (see section 2.2.3.5 ).  

query:  The st art string to search for within the names of the files and folders. The asterisk (*) and 
question mark (?) wildcard characters are supported (see section 2.2.3.34 ).  

sortbyfield:  The field of the file item property by which file items are sorted (see section 2.2.3.42 ).  

ascending:  A Boolean value that indicates whether the sorting is ascending (see section 2.2.3.3 ). If 
this parameter is ignored, ascending sorting is applied.  

scope:  The UNC path of the folder where the search is performed (see section 2.2.3 .37 ). All shared 
folders are searched if this parameter is ignored.  

timeoutseconds:  The number of seconds after which the request times out (see section 2.2.3.47 ). 
Timeout interval is set to 10 se conds if this parameter is ignored.  

HTTP method  Description  

GET Retrieves the metadata information for search results.  

 

3.3.5.2.1  GET 

The GET method retrieves the metadata information for search results. The metadata includes basic 
information such as the creation  time, item type, modification time, name, path, and size. The search 
occurs across all share folders that users have access to.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 https://<ServerName>/serv ices/builtin/fileoperationservice.svc/items/index/{index}/count/{cou

nt}/search?query={query}&sortbyfield={sortbyfield}&ascending={ascending}&scope={scope}&timeou

tseconds={timeoutseconds}  

The request message for this operation contains the following HTTP he aders.  
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Request header  Usage  Value  

Canary  Optional  The value returned in login Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the client.  For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  Application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, see section 2.2.2.2 . 

The response message for this oper ation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

501  Windows search service is not available.  

503  Windows search service failed to perform the search.  

504  Search does not finish within the specified timeout interval.  

 

3.3.5.2.1.1  Request Body  

None.  

3.3.5.2.1.2  Response Body  

The response body is encoded in XML or JSON format according to the ACCEPT header of the request.  

 <xs :element name="SearchItemList" nillable="true" type="tns1:SearchItemList"/>  

3.3.5.2.1.3  Processing Details  

This operation searches file items in the specified folder and returns the collection of metadata that 
fulfills the specified parameters.  

3.3.5.3  folder/newsubfoldername?path={path}&language={language}  

This URI represents the unique name to use for a new folder.  

path:  The UNC path (specified in section 2.2.3.32 ) for the new folder.  

langua ge:  The language/region code (such as en -us) (specified in section 2.2.3.21 ) of the new folder.  
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HTTP method  Description  

GET Generates an unused name to use for a new folder.  

 

3.3.5.3.1  GET 

The GET operat ion generates a unique name to use for a new folder.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 https://<ServerName>/services/builtin/fileoperationservice.svc/folder/newsubfoldername?path={

path}&la nguage={language}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the client.  For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is enc oded text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  Application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  Folder specified by the path does not exist.  

 

3.3.5.3.1.1  Request Body  

None.  

3.3.5.3.1.2  Response Body  

The response body is encoded in XML or JSON format according to the ACCEPT header of the request.  

 <xs:element name="strin g" nillable="true" type="xs:string"/>  
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3.3.5.3.1.3  Processing Details  

This operation retrieves the next available new folder name with the predefined pattern in the 
specified folder.  

3.3.5.4  itemmetadata?path={path}  

This URI represents the basic metadata of a single item.  

path :  The UNC path (section 2.2.3.32 ) of the file item.  

HTTP method  Description  

GET Retrieves the basic metadata of a single item.  

 

3.3.5.4.1  GET 

The GET operation retrieves the basic metadata of a single item.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 https://<ServerName>/services/builtin/fileoperationservice.svc/itemmetadata?path={path}  

The request message for this operation contains the followin g HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the client.  For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  Application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The path does not exist.  
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3.3.5.4.1.1  Request Body  

None.  

3.3.5.4.1.2  Response Body  

The response  body is encoded in XML or JSON format according to ACCEPT header of the request.  

 <xs:element name="ItemInfo" nillable="true" type="tns1:ItemInfo"/>  

3.3.5.4.1.3  Processing Details  

This operation returns the metadata of the specified file item.  

3.3.5.5  folder?path={path}  

This URI represents a new folder in a path where the user has the required permissions.  

path: The UNC path (section 2.2.3.32 ) of the new folder.  

HTTP method  Description  

POST Creates a new folder in a path where the user has the required permissions.  

 

3.3.5.5.1  POST  

The POST operation creates a new folder in a path where the user has the required permissions.  

This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 https://<ServerName>/services/builtin/fileoperationservice.svc/folder?path={path}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the client.  For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is en coded text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  Application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  
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Status code  Description  

201  The folder is created.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

409  File item with the new name exists.  

 

3.3.5.5.1.1  Request Body  

None.  

3.3.5.5.1.2  Response Body  

The response body is encoded in XML or JSON format according to the ACCEPT header of the request.  

3.3.5.5.1.3  Processing Details  

This operation crea tes a new folder with the given name in the specified folder.  

3.3.5.6  item/rename?path={path}&newname={newname}  

This URI represents the name of an existing item.  

path:  UNC path of the file item to be renamed (see section 2.2.3.32 ).  

newname:  The new name of the item (see section 2.2.3.26 ).  

HTTP method  Description  

POST Changes the name of an existing item.  

 

3.3.5.6.1  POST  

The POST operation changes the name  of an existing item.  

This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 https://<ServerName>/services/builtin/fileoperationservice.svc/item/rename?path={path}&newnam

e={newname}  

The request message for th is operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, see section 2.2.2.5 . 
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Request header  Usage  Value  

Authorization  Optional  The caller's credential is enco ded text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  Application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation success fully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The path does not exist.  

409  File item with the new name exists.  

 

3.3.5.6.1.1  Request Body  

None.  

3.3.5.6.1.2  Response Body  

None.  

3.3.5.6.1.3  Processing Details  

This operation changes name of the specified file item.  

3.3.5.7  item/delete?path={path}  

This URI represents an existing item in a path where the user has the required permissions to delete.  

path:  UNC path of the file to be deleted (see section 2.2.3.32 ).  

HTTP 
method  Description  

POST Deletes an existing item in a path where the user has the required permissions. If the path is a 
folder, the method also removes all items in the folder.  

 

3.3.5.7.1  POST  

The POST method deletes an existing item in a path where the user has the required permissions. If 
the path is a folder, the method also removes all items in the folder.  

This operation is transported by an HTTP POST .  
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The operation can be invoked through the following URI:  

 https://< ServerName>/services/builtin/fileoperationservice.svc/item/delete?path={path}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is enco ded text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  Application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, see section 2.2.2.2 . 

 

3.3.5.7.1.1  Request Body  

None.  

3.3.5.7.1.2  Response Body  

None.  

3.3.5.7.1.3  Processing Details  

This operation deletes the specified file item.  

3.3.5.8  accessuri?path={path}  

This URI represents a temporary URL for a file.  

path:  The U NC path of the file (see section 2.2.3.32 ).  

HTTP method  Description  

GET Retrieves a temporary URL for a file.  

 

3.3.5.8.1  GET 

The GET  method retrieves a temporary URL for a file. The URL can be accessed only twice and only 
within 30 seconds after retrieval.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  
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 https://<ServerName>/services /builtin/fileoperationservice.svc/accessuri?path={path}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  Application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. F or more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The path does not exist.  

 

3.3.5.8.1.1  Request Body  

None.  

3.3.5.8.1.2  Response Body  

The response body is encoded in XML or JSON format according to the ACCEPT header of the request.  

 <xs:element n ame="anyURI" type="xs:anyURI"/>  

3.3.5.8.1.3  Processing Details  

This operation retrieves a temporary URL for a file. The URL can be accessed only twice and only 
within 30 seconds after retrieval.  

3.3.5.9  item/move?newpath={newpath}&originalpath={originalpath}  

This URI represents a file item that can be moved to another location.  

originalpath:  UNC path of the file item (see section 2.2.3.29 ).  

newpath:  The new UNC path of the file item (see section 2.2.3.27 ).  
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HTTP method  Description  

POST Move a file item to another location.  

 

3.3.5.9.1  POST  

The POST method moves a file item to another location.  

This operation is transported by an HTTP POST.  

The operation can be i nvoked through the following URI:  

 https://<ServerName>/services/builtin/fileoperationservice.svc/item/move?newpath={newpath}&or

iginalpath={originalpath}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  Application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Descr iption  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The path does not exist.  

409  File item with the new path exists.  

 

3.3.5.9.1.1  Request Body  

None.  

3.3.5.9.1.2  Response Body  

None.  
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3.3.5.9.1.3  Processing Details  

This operation moves a file item to another location.  

3.3.5.10  item/copy?newpath={newpath}&originalpath={originalpath}  

This URI represents a file item that can be copied to another location.  

originalpath:  UNC path of the file item (see section 2.2.3.29 ).  

newpath:  The new UNC path of the file item (see section 2.2.3.27 ).  

HTTP method  Description  

POST Copy a file item to another location.  

 

3.3.5.10.1  POST  

The POST  method copies a file item to another location.  

This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 https://<ServerName>/services/builtin/fileoperationservice.svc/item/copy?newpath ={newpath}&or

iginalpath={originalpath}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is enco ded text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  Application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The path does not exist.  



98  / 260  

[MS -SFMWA] -  v20210407  
Server and File Management Web APIs Protocol  
Copyright © 2021 Microsoft Corporation  
Release: April 7, 2021  

Status code  Description  

409  File item with the new path has existed.  

 

3.3.5.10.1.1  Request Body  

None.  

3.3.5.10.1.2  Response Body  

None.  

3.3.5.10.1.3  Processing Details  

This operation copies the file item to another location.  

3.3.6  Timer Events  

None.  

3.3.7  Other Local Events  

None.  

3.4  IAzureADManagement Server Details  

3.4.1  Abstract Data Model  

This secti on describes a conceptual service contract that an implementation maintains in order to 

participate in this protocol. The described operations of the service contract are provided to facilitate 
the explanation of how the protocol behaves. This document doe s not mandate that implementations 

adhere to this service contract as long as their external behavior is consistent with how it is described 
in this document.  

3.4.1.1  MSOUser  

The data model uses the full complex types defined in section 2.2.4.53 . 

3.4.1.2  MSOTenantInformation  

The data model uses the full complex types defined in section 2.2.4.52 . 

3.4.1.3  ArrayOfMSODomain  

The data model use s the full complex types defined in section 2.2.4.13 . 

3.4.2  Timers  

None.  
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3.4.3  Initialization  

None.  

3.4.4  Higher -Layer Trigg ered Events  

None.  

3.4.5  Message Processing Events and Sequencing Rules  

Resource  Description  

msouser?localusername={l ocalusername}  Get the mapped 
Microsoft online user's 
information.  

msousers  Get all Microsoft online 
users.  

msouser/create?localusername={localusername}&onlineusername={onlineusername}  Create a Microsoft 
online user.  

msouser/assign?localusername={localusername}&onlineusername={onlineusername}  Assign a Microsoft online 
user to local user.  

msouser/unassign?localusername={localusername}  Un-assign the Microsoft 
online user from local 
user.  

msouser/enable?localusername={l ocalusername}  Enable the Microsoft 
online user.  

msouser/disable?localusername={localusername}  Disable the Microsoft 
online user.  

msouser/delete?localusername={localusername}  Delete the Microsoft 
online user.  

msodomains  Get all accepted 
Microsoft online 

domains.  

msosubscriptioninfo  Get Microsoft online 
subscription 
information.  

msolicense/set?localusername={localusername}  Set Microsoft online 
account license.  

The responses to all the operations can result in the following status codes.  

Status code  Reason phrase  Description  

200  OK The operation successfully completed.  

400  Bad Request  Invalid parameter.  

401  Unauthorized  The user is not authorized for web access.  

404  Not Found  Cannot find the local user or online user.  

500  Internal server error  An internal server error occurred.  
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Status code  Reason phrase  Description  

409  Conflict  The operation failed because of the status conflict.  

501  Not Implemented  The operation is not supported.  

403  Forbidden  The operation is forbidden.  

 

3.4.5.1  msouser?localusername={localusername}  

Retrieves the mapped  online user.  

localusername : Local user name.  

HTTP method  Description  

GET Retrieve the mapped online user.  

 

3.4.5.1.1  GET 

This API retrieves the online user mapped to the local user.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/AzureADManagement.svc/msouser?localusername={localusern

ame}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user to ken. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Descriptio n  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  



101  / 260  

[MS -SFMWA] -  v20210407  
Server and File Management Web APIs Protocol  
Copyright © 2021 Microsoft Corporation  
Release: April 7, 2021  

Status code  Descriptio n  

404  Cannot find the local user or online user.  

500  Internal server error.  

 

3.4.5.1.1.1  Request Body  

None.  

3.4.5.1.1.2  Response Body  

The response body is encoded in either XML or JSON format. The format is controlled by the Accept 
header specified in section 2.2.4.53 . 

 <xs:element name="MSOUser" nillable="true" 

xmlns:q3="http:// schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObj

ectModel" type="q3:MSOUser"/>  

3.4.5.1.1.3  Processing Details  

This call returns the information of the online user. See section 2.2.4 .53 . 

The server MUST construct a response in either XML or JSON format based on the value of the Accept 

header (section 2.2.2.6 ), or in XML format if the Accept header is not present.  

3.4.5.2  msousers  

Ret rieves all of the online users.  

HTTP method  Description  

GET Retrieves all of the online users.  

 

3.4.5.2.1  GET 

This API retrieves all of the online users.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 https:// <serverName>/services/builtin/AzureADManagement.svc/msousers  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass a ll of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
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Request header  Usage  Value  

For  more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section  2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is  not authorized for web access.  

500  Internal server error.  

 

3.4.5.2.1.1  Request Body  

None.  

3.4.5.2.1.2  Response Body  

The response body is encoded in either XML or JSON format. The format is controlled by the Accept 
header defined in section 2.2.4.18 . 

 <xs:element name="ArrayOfMSOUser" nillable="true" 

xmlns:q4="http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObj

ectModel" type="q4:ArrayOfMSOUser"/>  

3.4.5.2.1.3  Processing Details  

This call returns the in formation of all the online users. See section 2.2.4.18 . 

The server MUST construct a response in either XML or JSON format based on the value of the Accept 
header (section 2.2.2.6 ), or in XML format if the Accept header is not present.  

3.4.5.3  msouser/create?localusername={localusername}&onlineusername={onlineu

sername}  

Creates an online user and assigns to the local user.  

localusername:  Local user name.  

onlineusername:  Online user name, recommended to be a UPN . 

HTTP method  Description  

POST Create an online user and assign to the local user.  
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3.4.5.3.1  POST  

This API creates an online user and assigns to the local user.  

This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/AzureADManagement.svc/msouser/create?localusername={loc

alusername}&onlineuserna me={onlineusername}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is  encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  Application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

404  Cannot find the local user or online user.  

409  Operation failed because of the status conflict.  

500  Internal server error.  

 

3.4.5.3.1.1  Request Body  

The request body is encoded in XML format or JSON format based on the value of the Accept header 
(section 2.2.2.6 ), or in XML format if the Accept header is not present.  

3.4.5.3.1.2  Response Body  

None.  

3.4.5.3.1.3  Proces sing Details  

This API creates an online user and assigns to the local user.  
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3.4.5.4  msouser/assign?localusername={localusername}&onlineusername={onlineu

sername}  

This API assigns the online user to the local user.  

localusername:  Local user name.  

onlineusername:  Onl ine user name.  

HTTP method  Description  

POST This API will assign the online user to the local user.  

 

3.4.5.4.1  POST  

This API assigns the online user to the local user.  

This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/AzureADManagement.svc/msouser/assign?localusername={loc

alusername}&onlineusername={onlineusername}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  Application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

404  Cannot find the local user or online user.  

409  Operation failed because of the status conflict.  

500  Internal server error.  
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Status code  Description  

501  Operation is not supported.  

 

3.4.5.4.1.1  Request Body  

None.  

3.4.5.4.1.2  Response Body  

None.  

3.4.5.4.1.3  Processing Details  

This API reassigns the online user to the local user.  

3.4.5.5  msouser/unassign?localusername={localusername}  

This API reassigns the online user to the local user.  

localusername :  

HTTP method  Description  

POST This API reassigns the online user to the local user.  

 

3.4.5.5.1  POST  

This API reassigns the online user to the local user.  

This operation is transported by an HTTP POST.  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/AzureADManagement.svc/msouser/unassign?localusername={l

ocalusername}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, refer to section 2.2.2.5 . 

Aut horization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  Application name. For more detail s, refer to section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, refer to section 2.2.2.2 . 
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The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

404  Cannot find the local user or online user.  

409  Operation failed because of the status conflict.  

500  Internal server error.  

501  Operation is not supported.  

 

3.4.5.5.1.1  Request Body  

None.  

3.4.5.5.1.2  Response Body  

None.  

3.4.5.5.1.3  Processing Details  

This API reassigns the online user to the local user.  

3.4.5.6  msouser/enable?localusername={localusername}  

This API enables the online user, which is mapped to the local user.  

localusername: local user name  

HTTP method  Description  

POST This API enables the online user, which is mapped to the local user.  

 

3.4.5.6.1  POST  

This API enables the online user, which is mapped to the local user.  

This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/AzureADManagement.svc/msouser/enable?localusername={loc

alusername}  

The request message for this operation contains the following HTTP headers.  
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Request header  Usage  Va lue  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  Application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this  operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

404  Cannot find the local user or online user.  

500  Internal server  error.  

501  Operation is not supported.  

 

3.4.5.6.1.1  Request Body  

None.  

3.4.5.6.1.2  Response Body  

None.  

3.4.5.6.1.3  Processing Details  

This API enables the online user, which is mapped to the local user.  

3.4.5.7  msouser/disable?localusername={localusername}  

This API disables the online user, which  is mapped to the local user.  

localusername:  Local user name.  

HTTP method  Description  

POST This API disables the online user, which is mapped to the local user.  

 

3.4.5.7.1  POST  
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This API disables the online user, which is mapped to the local user.  

This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/AzureADManagement.svc/msouser/disable?localusername={lo

calusername}  

The request message for this operation contains  the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is  encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  Application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation su ccessfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

403  Operation is forbidden.  

404  Cannot find the local user or online user.  

500  Internal server error.  

501  Operation is not supported.  

 

3.4.5.7.1.1  Request Body  

None.  

3.4.5.7.1.2  Response Body  

None.  

3.4.5.7.1.3  Processing Details  

This API disables the online user, which is mapped to the local user.  
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3.4.5.8  msouser/delete?localusername={localusername}  

This API deletes the online user, which is mapped to the local user.  

localusername:  

HTTP method  Description  

POST This API deletes the online user, which is mapped to the local user.  

 

3.4.5.8.1  POST  

This API deletes the online user, which is mapped to the local user.  

This operation is transported by an HTTP POST .  

The operation can be invoked through the follo wing URI:  

 https://<serverName>/services/builtin/AzureADManagement.svc/msouser/delete?localusername={loc

alusername}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in  the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  Application name. For more details, refer to  section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation su ccessfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

403  Operation is forbidden.  

404  Cannot find the local user or online user.  

500  Internal server error.  

 

3.4.5.8.1.1  Request Body  
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None.  

3.4.5.8.1.2  Response Body  

None.  

3.4.5.8.1.3  Processing Details  

This API deletes the online user, which is mapped to the local user.  

3.4.5.9  msodomains  

This API retrieves all the accepted online domains.  

HTTP method  Description  

GET This API retrieves all the accepted online domains.  

 

3.4.5.9.1  GET 

This API retrieves  all the accepted online domains.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/AzureADManagement.svc/msodomains  

The request message for this operation contains t he following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is  encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  Application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation su ccessfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

500  Internal server error.  
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3.4.5.9.1.1  Request Body  

None.  

3.4.5.9.1.2  Response Body  

The response body is encoded in either XML or JSON format. The format is controlled by the Accept 
header defined in section 2.2.4.13 . 

 <xs:element name="ArrayOfMSODomain" nillable="true" 

xmlns:q5=" http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObj

ectModel" type="q5:ArrayOfMSODomain"/>  

3.4.5.9.1.3  Processing Details  

This call returns the information of the accepted online domains. See section 2.2.4.13 . 

The server MUST construct a response in either XML or JSON format based on the value of the Accept 
header (section 2.2.2.6 ), or in XML format if the Accept header is not present.  

3.4.5.10  msosubscriptioninfo  

This API retrieves the online subscription information.  

HTTP method  Description  

GET This API retrieves the online subscription information.  

 

3.4.5.10.1  GET 

This API retrieves the online subscription information.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/AzureADManagement.svc/msosubscriptioninfo  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is  encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  Application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, refer to section 2.2.2.3 . 
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Request header  Usage  Value  

AppPublisherName  Optional  Application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

500  Internal server error.  

 

3.4.5.10.1.1  Request Body  

None.  

3.4.5.10.1.2  Response Body  

The response body is encoded in either XML or JSON format. The format is controlled by the Accept 
header defined in section 2.2.4.52 . 

 <xs:element name="MSOTenantInformation" nillable="true" 

xmlns: q6="http://schemas.datacontract.org/2004/07/Microsoft.WindowsServerSolutions.AzureADObj

ectModel" type="q6:MSOTenantInformation"/>  

3.4.5.10.1.3  Processing Details  

This call returns the information of the online subscription. See section 2.2.4.52 . 

The server MUST construct a response in either XML or JSON format based on the value of the Accept 
header (section 2.2.2.6 ), or in XML format if the Accept hea der is not present.  

3.4.5.11  msolicense/set?localusername={localusername}  

This API sets the license to the online user, which is mapped to the local user.  

localusername:  Local user name.  

HTTP method  Description  

POST This API sets the license to the online user, which is mapped to the local user.  

 

3.4.5.11.1  POST  

This API sets the license to the online user, which is mapped to the local user.  

This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  
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 https://<serverName>/services/ builtin/AzureADManagement.svc/msolicense/set?localusername={loc

alusername}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is  encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  Application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation su ccessfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

404  Cannot find the local user or online user.  

500  Internal server error.  

 

3.4.5.11.1.1  Request Body  

The request body is encoded in XML format.  

 <xs:element name="ArrayOfMSOLicense" nillable="true" type="tns6:ArrayOfMSOLicense"/>  

3.4.5.11.1.2  Response Body  

None.  

3.4.5.11.1.3  Processing Details  

This API sets the license to the online user, which is mapped to the local user.  

3.4.6  Timer Events  

None.  
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3.4.7  Other Local Events  

None.  

3.5  IMailboxManagement Server Details  

3.5.1  Abstract Data Model  

This section describes a conceptual service contract that an imp lementation maintains to participate in 
this protocol. The described operations of the service contract are provided to facilitate the 
explanation of how the protocol behaves. This document does not mandate that implementations 
adhere to this service contr act as long as their external behavior is consistent with how it is described 
in this document.  

3.5.1.1  Mailbox  

The data model uses full complex types defined in section 2.2.4.36 . 

3.5.1.2  ArrayOfMailbox  

The data model uses full complex types defined in section 2.2.4.10 . 

3.5.2  Timers  

None.  

3.5.3  Initialization  

None.  

3.5.4  High er -Layer Triggered Events  

None.  

3.5.5  Message Processing Events and Sequencing Rules  

Resource  Description  

mailbox?us ername={username}  Retrieve the user's mailbox information.  

mailbox/create?username={username}&email={email}  Create a mailbox for a user by using the 
default profile.  

mailbox/set?username={username}&email={email}  Assign an existing mailbox to a user.  

mailbox/unset?username={username}  Detach the mailbox from the user.  

mailbox/disable?username={username}  Disable the mailbox.  

mailbox/delete?username={username}  Delete the mailbox.  

mailbox/enable?username={username}  Enable the mailbox.  

mailboxes  Get all  mailboxes.  

domains  Get all accepted domains.  
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Resource  Description  

mailbox/getemailaddresses?username={username}  Get all email addresses.  

mailbox/setemailaddresses?username={username}&emails={emails}  Set all email addresses.  

The responses to all the operations can result in the following status codes.  

Status code  Reason phrase  Description  

200  OK The operation successfully completed.  

400  Bad request  Invalid parameter.  

401  Unauthorized  The user is not authorized for web access.  

404  Not Found  Cannot find the local user or  online user.  

500  Internal Server Error  An internal server error occurred.  

409  Conflict  The operation failed because of the status conflict.  

501  Not Implemented  The operation is not supported.  

403  Forbidden  The operation is forbidden.  

402  Payment Required  No available licenses.  

 

3.5.5.1  mailbox?username={username}  

Retrieves the mailbox assigned to the local user.  

username:  Local user name.  

HTTP method  Description  

GET Retrieves the mailbox assigned to the local user.  

 

3.5.5.1.1  GET 

Retrieves the mailbox assigned to the local user.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/MailboxManagement.svc/mailbox?username={username}  

The request message for this operation contains  the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 
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Request header  Usage  Value  

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  The client applic ation version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

404  Cannot find the local user or online user.  

500  Internal server error.  

 

3.5.5.1.1.1  Request Body  

None.  

3.5.5.1.1.2  Response Body  

The response body is encoded in either XML or JSON format. The format is controlled by the Accept 

header defined in section 2.2.4.36 . 

 <xs:element name="Mailbox" nillable="true" type="tns1:Mailbox"/>  

3.5.5.1.1.3  Processing Details  

This call returns the information of the mailbox. See section 2.2.4.36 . 

The server MUST construct a response in either XML or JSON format based on the value of the Accept 
header (section 2.2.2.6 ), or in XML format if the Accept header is not present.  

3.5.5.2  mailbox/create?username={username}&email={email}  

Create a mailbox and assign to the local user.  

username:  Local user name.  

email:  Email address to create.  

HTTP method  Description  

POST Create a mailbox and  assign to the local user.  
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3.5.5.2.1  POST  

This operation is transported by an HTTP POST.  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/MailboxManagement.svc/mailbox/create?username={username

}&email={email}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, ref er to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

404  Cannot find the local user or online user.  

409  Operation failed because of the status conflict.  

500  Internal server error.  

 

3.5.5.2.1.1  Request Body  

The request body is encoded in XML format or JSON format based on the value of t he Accept header 
(section 2.2.2.6 ), or in XML format if the Accept header is not present.  

3.5.5.2.1.2  Response Body  

The response body is encoded in either XML or JSON format. The format is controlled by the A ccept 
header defined in section 2.2.4.36 . 

3.5.5.2.1.3  Processing Details  

This API creates a mailbox and assigns it to the local user.  
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3.5.5.3  mailbox/set?username={username}&email={email}  

Assign the mailbox to the local user.  

username:  Local user name.  

email:  Email address to assign to the local user.  

HTTP method  Description  

POST Assign the mailbox to the local user.  

 

3.5.5.3.1  POST  

This operation is transported by an HTTP POST .  

The operation can be invoked through the foll owing URI:  

 https://<serverName>/services/builtin/MailboxManagement.svc/mailbox/set?username={username}&e

mail={email}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The calle r's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to sectio n 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

404  Cannot find the local user or online user.  

409  Operation failed because of the status conflict.  

500  Internal server error.  

501  Operation is not  supported.  
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3.5.5.3.1.1  Request Body  

None.  

3.5.5.3.1.2  Response Body  

None.  

3.5.5.3.1.3  Processing Details  

This API assigns the mailbox to the local user.  

3.5.5.4  mailbox/unset?username={username}  

Detach the mailbox from the local user.  

username:  Local user name.  

HTTP method  Description  

POST Detach the mailbox from the local user.  

 

3.5.5.4.1  POST  

This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/MailboxManagement.svc/mailbox/unset?username={username}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The calle r's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to sectio n 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  



120  / 260  

[MS -SFMWA] -  v20210407  
Server and File Management Web APIs Protocol  
Copyright © 2021 Microsoft Corporation  
Release: April 7, 2021  

Status code  Description  

404  Cannot find the local user or online user.  

409  Operation failed because of the status conflict.  

500  Internal server error.  

501  Operation is not supported.  

 

3.5.5.4.1.1  Request Body  

None.  

3.5.5.4.1.2  Response Body  

None.  

3.5.5.4.1.3  Processing Details  

This API detaches the mailbox from the local user.  

3.5.5.5  mailbox/disable?username={username}  

Disables the mailbox that is assigned to the local user.  

username:  Local user name.  

HTTP method  Description  

POST Disable the mailbox that is assigned to the local user.  

 

3.5.5.5.1  POST  

This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/MailboxManagement.svc/mailb ox/disable?username={usernam

e}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to section 2.2.2.1 . 
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Request header  Usage  Value  

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

403  Operation is forbidden.  

404  Cannot find the local user or online user.  

500  Internal server error.  

501  Operation is not supported.  

 

3.5.5.5.1.1  Request Body  

None.  

3.5.5.5.1.2  Response Body  

None.  

3.5.5.5.1.3  Processing Details  

This API disables the mailbox that is assigned to the local user.  

3.5.5.6  mailbox/delete?username={username}  

Delete the mailbox that is assigned to the local user.  

username:  Local user name.  

HTTP method  Description  

POST Delete the mailbox that is assigned to the local user.  

 

3.5.5.6.1  POST  

This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 https://<serverName> /services/builtin/MailboxManagement.svc/mailbox/delete?username={username

}  



122  / 260  

[MS -SFMWA] -  v20210407  
Server and File Management Web APIs Protocol  
Copyright © 2021 Microsoft Corporation  
Release: April 7, 2021  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The calle r's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to sectio n 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

403  Operation is forbidden.  

404  Cannot find the local user or online user.  

500  Internal server error.  

 

3.5.5.6.1.1  Request Body  

The request body is encoded in XML format.  

3.5.5.6.1.2  Response Body  

None.  

3.5.5.6.1.3  Processing Details  

None.  

3.5.5.7  mailbox/enable?username={username}  

Enable the mailbox that is assigned to the local user.  

username:  Local user name.  

HTTP method  Description  

POST Enable the mailbox that is assigned to the local user.  

 

3.5.5.7.1  POST  
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This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/MailboxManagement.svc/mailbox/enable?username={username

}  

The request message for this operation contai ns the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to secti on 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

404  Cannot find the local user or online user.  

500  Internal server error.  

501  Operation is not supported.  

 

3.5.5.7.1.1  Request Body  

None.  

3.5.5.7.1.2  Response Body  

None.  

3.5.5.7.1.3  Processing Details  

This API enables the mailbox that is assigned to the local user.  

3.5.5.8  mailboxes  

Retrieve all the mailboxes.  
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HTTP method  Description  

GET Retrieve all the mailboxes  

 

3.5.5.8.1  GET 

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/MailboxManagement.svc/mailboxes  

The request message for this operation contains the  following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  The client applic ation version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is no t authorized for web access.  

500  Internal server error.  

 

3.5.5.8.1.1  Request Body  

None.  

3.5.5.8.1.2  Response Body  

The response body is encoded in either XML or JSON format. The format is controlled by the Accept 
header defined in section 2.2.4.10 . 

 <xs:element name="ArrayOfMailbox" nillable="true" type="tns1:ArrayOfMailbox"/>  

3.5.5.8.1.3  Processing Details  
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This call returns the information of all the mailboxes. See section 2.2.4.10 . 

The server MUST construct a response in either XML or JSON format based on the value of the Accept 

header (section 2.2.2.6 ), or in XML format if the  Accept header is not present.  

3.5.5.9  domains  

Retrieve all the accepted domains.  

HTTP method  Description  

GET Retrieve all the accepted domains.  

 

3.5.5.9.1  GET 

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 https://< serverName>/services/builtin/MailboxManagement.svc/domains  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all  of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Descriptio n  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

500  Internal server error.  

 

3.5.5.9.1.1  Request Body  

None.  

3.5.5.9.1.2  Response Body  
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The response body is encoded in either XML or JSON format. The format is controlled by the Accept 
header defined in section 2.2.4.21 . 

 <xs:element name="ArrayOfstring" nillable="true" type="tns4:Ar rayOfstring"/>  

3.5.5.9.1.3  Processing Details  

This call returns the information of the SharePoint site. See section 2.2.4.21 . 

The server MUST construct a response in either XML or JSON format based on the value of the Accept 
header (section 2.2.2.6 ), or in XML format if the Accept header is not present.  

3.5.5.10  mailbox/getemaila ddresses?username={username}  

Retrieve all the email addresses that are assigned to the user.  

username :  

HTTP method  Description  

GET Retrieve all the email addresses that are assigned to the user.  

 

3.5.5.10.1  GET 

This operation is transported by an HTTP GET .  

The oper ation can be invoked through the following URI:  

 https://<serverName>/services/builtin/MailboxManagement.svc/mailbox/getemailaddresses?usernam

e={username}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response messa ge for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  Invalid parameter.  
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Status code  Description  

401  The user is not authorized for web access.  

404  Cannot find the local user or online user.  

500  Internal server error.  

501  Operation is not supported.  

 

3.5.5.10.1.1  Request Body  

None.  

3.5.5.10.1.2  Response Body  

The response body is encoded in either XML or JSON format. The format is controlled by the Accept 
header defined in section 2.2.4.21 . 

3.5.5.10.1.3  Processing Details  

This call returns the information of the email addresses. See section 2.2.4.21 . 

The server MUST construct a response in either XML or JSON format ba sed on the value of the Accept 
header (section 2.2.2.6 ), or in XML format if the Accept header is not present.  

3.5.5.11  mailbox/setemailaddresses?username={username}&emails={emails}  

Set the email addresses  for the user.  

username:  Local user name.  

emails:  Email addresses.  

HTTP method  Description  

POST Set the email addresses for the user.  

 

3.5.5.11.1  POST  

This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 https://<se rverName>/services/builtin/MailboxManagement.svc/mailbox/setemailaddresses?usernam

e={username}&emails={emails}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 
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Request header  Usage  Value  

Authorization  Optional  The calle r's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to sectio n 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  Invalid parameter.  

401  The user is not authorized for web access.  

402  No available licenses.  

404  Cannot find the local user or online user.  

500  Internal server error.  

501  Operation is not supported.  

 

3.5.5.11.1.1  Request Body  

None.  

3.5.5.11.1.2  Response Body  

None.  

3.5.5.11.1.3  Processing Details  

This API sets the email addresses for the user.  

3.5.6  Timer Events  

None.  

3.5.7  Other Local Events  

None.  

3.6  IAlertManagement Server Details  

3.6.1  Abstract Data Model  

This section describes a conceptual service contract that an implementation maintains to participate in 
this protocol. The described operations of the s ervice contract are provided to facilitate the 

explanation of how the protocol behaves. This document does not mandate that implementations 
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adhere to this service contract as long as their external behavior is consistent with how it is described 
in this do cument.  

3.6.1.1  AlertInfo  

The AlertInfo data model has a full complex type defined in section 2.2.4.1 . 

Severity: The health status:  

OK : There is no existing alert.  

Information : Informational alert.  

Warnin g : Warning alert.  

Critical : Critical alert.  

Report : An alert that collects information from the client.  

3.6.2  Timers  

None.  

3.6.3  Initialization  

None.  

3.6.4  Higher -Layer Triggered Events  

None.  

3.6.5  Message Processing Events and Sequencing Rules  

Resource  Description  

alerts/index/{startingindex}/count/{amount}  Retrieves all health alerts in the network.  

alert/enable?alertkey={alertkey}  Enables an ignored alert.  

alert/disable?alertkey={alertkey}  Disables an alert.  

alert/clear?alertkey={alertkey}  Clears an alert.  

ale rt/repair?alertkey={alertkey}  Attempts to repair an alert.  

The responses to all the operations can result in the following status codes.  

Status code  Reason phrase  Description  

200  OK Operation successfully completed.  

400  Bad Request  One or more parameters are not valid.  

401  Unauthorized  Access to the requested resource is denied.  

404  Not Found  The specific resource does not exist.  
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3.6.5.1  alerts/index/{startingindex}/count/{amount}  

Retrieves all health alerts in the network.  

startingindex:  The numerical position of the first item to be retrieved. See section 2.2.3.45 . 

amount:  The number of items to be retrieved. See section 2.2.3.2 . 

HTTP method  Description  

GET Retrieves all health alerts in the network.  

 

3.6.5.1.1  GET 

Retrieves all health alerts in the network.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 alerts/index/{startingindex}/count/{amount}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the followi ng headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, re fer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

 

3.6.5.1.1.1  Request Body  

None.  

3.6.5.1.1.2  Response Body  
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The response body is encoded in either XML or JSON format. The format is controlled by the Accept 
header defined in section 2.2.2.6 . 

 <xs:element name="PartialCollection_Of_AlertInfo" nillable="true" 

type="tns1:PartialCollection_Of_AlertInfo"/>  

3.6.5.1.1.3  Processing Details  

This call returns the PartialCollection, which contains the instances of AlertInfo specified by 
startingIndex and amo unt.  

The server MUST construct a response in either XML or JSON format based on the value of the Accept 
header (section 2.2.2.6 ), or in XML format if the Accept header is not present.  

3.6.5.2  alert/enabl e?alertkey={alertkey}  

This API enables an ignored alert that is identified by the alert key.  

alertkey:  The key of the alert. See section 2.2.3.1 . 

HTTP method  Description  

POST Enables an ignored alert.  

 

3.6.5.2.1  POST  

This API enables an ignored alert. The alert is identified by the alert key.   

This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 https://<serverName>/services/builtin/AlertManagement.svc/al ert/enable?alertkey={alertkey}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The calle r's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to sectio n 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  The operation successfully completed.  
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Status code  Description  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The alert specified by the alert key does not exist.  

 

3.6.5.2.1.1  Request Body  

None.  

3.6.5.2.1.2  Response Body  

None.  

3.6.5.2.1.3  Processing Details  

This call  enables a network health alert.  

3.6.5.3  alert/disable?alertkey={alertkey}  

This API is for disabling an alert.  

alertkey:  The key of the alert. See section 2.2.3.1 . 

HTTP method  Description  

POST Disables an alert.  

 

3.6.5.3.1  POST  

This operation disables an alert and is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 https://<ServerName>/services/builtin/AlertManagement.svc/alert/alert/disable?alertkey={alert

key}  

The request mess age for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  The client application  version. For more details, see section 2.2.2.3 . 
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Request header  Usage  Value  

AppPublisherName  Optional  The client application publisher name. For more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The alert specified by the alert key does not exist.  

 

3.6.5.3.1.1  Request Body  

None.  

3.6.5.3.1.2  Response Body  

None.  

3.6.5.3.1.3  Processing Details  

This call disables a network health alert.  

3.6.5.4  alert/clear?alertkey={alertkey}  

This API clears an alert given the key of the alert.  

alertkey:  The key of the alert. See section 2.2.3.1 . 

HTTP method  Description  

POST Clears an alert.  

 

3.6.5.4.1  POST  

This operation clears an alert and is transported by an HTTP POST.  

The operation can be invoked through the following URI:  

 https://<ServerName>/services/builtin/AlertManagement.svc/alert/clear?alertkey={alertkey}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 



134  / 260  

[MS -SFMWA] -  v20210407  
Server and File Management Web APIs Protocol  
Copyright © 2021 Microsoft Corporation  
Release: April 7, 2021  

Request header  Usage  Value  

Authorization  Optional  The calle r's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to sectio n 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The alert specified by the alert key does not exist.  

 

3.6.5.4.1.1  Request Body  

None.  

3.6.5.4.1.2  Response Body  

None.  

3.6.5.4.1.3  Processing Details  

This call clears a network health alert.  

3.6.5.5  alert/repair?alertkey={alertkey}  

This API attempts to repair an alert if the alert is reparable.  

alertkey:  The key of the alert. See section 2.2.3.1 . 

HTTP method  Des cription  

POST Attempts to repair an alert.  

 

3.6.5.5.1  POST  

This operation attempts to repair an alert. It is transported by an HTTP POST.  

The operation can be invoked through the following URI:  

 https://<ServerName> /services/builtin/AlertManagement.svc/alert/repair?alertkey={alertkey}  
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The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The calle r's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to sectio n 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The alert specified by the alert key does not exist.  

 

3.6.5.5.1.1  Request Body  

None.  

3.6.5.5.1.2  Response Body  

None.  

3.6.5.5.1.3  Processing Details  

This call attempts to repair a network health alert.  

3.6.6  Timer Events  

None.  

3.6.7  Other Local Events  

None.  

3.7  IDeviceManagement Server Details  

3.7.1  Abstract Data Model  

This section describes a conceptual service contract that an implementation maintains to participate in 
this protocol. The described operations of the service contract are provided to facilitate the 
explanation of how the p rotocol behaves. This document does not mandate that implementations 
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adhere to this service contract as long as their external behavior is consistent with how it is described 
in this document.  

3.7.1.1  DeviceInfo  

The DeviceInfo data model has a full complex type de fined in section 2.2.4.28 . 

3.7.2  Timers  

None.  

3.7.3  Initialization  

None.  

3.7.4  Higher -Layer Triggered Events  

None.  

3.7.5  Message Processing Events and Sequencing Rules  

Resource  Description  

devices/index/{startingindex}/count/{ amount}  Retrieves a list of devices that are managed by the server.  

device/{deviceid}/startbackup  Starts to back up a device that is managed by the server.  

device/{deviceid}/stopbackup  Stops the backup of a device that is managed by the server.  

The responses to all the operations can result in the following status codes.  

Status code  Reason phrase  Description  

200  OK The operation successfully completed.  

400  Bad Request  One or more parameters are not valid.  

401  Unauthorized  Access to the requested resource is denied.  

404  Not Found  Resource not found.  

403  Forbidden  The operation is forbidden.  

 

3.7.5.1  devices/index/{startingindex}/count/{amount}  

Retrieves a list of devices that are managed by the server.  

startingindex:  The numerical position of the first item to be retrieved. It SHOULD be a string that 
can be converted to a positive integer. See section 2.2.3.45 . 

amount:  The number of items to be retrieved. It SHOULD be a string that can be converted to a 
positive integer. See section 2.2.3.2 . 
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HTTP 
method  Description  

GET Retrieves a list of devices that are managed by the server, or the devices that th e current 
standard user has remote access permission to.  

 

3.7.5.1.1  GET 

Retrieves a list of devices that are managed by the server. <11>  

This operation is transported by an HTTP GET .  

The operation can  be invoked through the following URI:  

 https://<ServerName>/services/builtin/DeviceManagement.svc/devices/index/{startingindex}/coun

t/{amount}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Descriptio n  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The requested resource does not exist.  

 

3.7.5.1.1.1  Request Body  

None.  

3.7.5.1.1.2  Response Body  

The response body is encoded in either XML or JSON format. The format is controlled by the Accept 
header defined in section 2.2.2.6 . 
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 <xs:element name="PartialCollection_Of_DeviceInfo" nillable="true" 

type="tns1:PartialCollection_Of_DeviceInfo"/>  

3.7.5.1.1.3  Processing Details  

This call returns the PartialCollection, which contains the instances of DeviceInfo specified by 
startingIndex and amount.  

The server MUST construct a response in either XML or JSON format based on the value of the Accept 
header (section 2.2.2.6 ), or in XML format if the Accept header is not present.  

3.7.5.2  device/{deviceid }/startbackup  

Starts to back up a device that is managed by the server.  

deviceid:  The ID of the device; see section 2.2.3.8 . 

HTTP method  Description  

POST Starts to back up a device that is manage d by the server.  

 

3.7.5.2.1  POST  

Starts to back up a device that is managed by the server.  

This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 https://<ServerName> /services/builtin/DeviceManagement.svc/device/{deviceid}/startbackup  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server o r pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and passw ord. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to section 2.2.2 .1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  
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Status code  Description  

401  Access to the requested resource is denied. This API only supports Administrator calls.  

403  Another backup is already in progress.  

404  The device specified by DeviceId does not exist.  

 

3.7.5.2.1.1  Request Body  

None.  

3.7.5.2.1.2  Response Body  

None.  

3.7.5.2.1.3  Processing Details  

The server MUST enable the backup feature to support backup.  

This call starts to backup the specific device.  

3.7.5.3  device/{deviceid}/stopbackup  

Stops the backup of a device that is managed by  the server.  

deviceid:  The ID of the device; see section 2.2.3.8 . 

HTTP method  Description  

POST Stops the backup of a device that is managed by the server.  

 

3.7.5.3.1  POST  

Stops the backup of a device that  is managed by the server.  

This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 Https://<ServerName>/services/builtin/DeviceManagement.svc/device/{deviceid}/stopbackup  

The request message for this operation  contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 

For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to section 2.2.2.1 . 
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Request header  Usage  Value  

AppVersion  Optional  The client application version. For more details, refer to secti on 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied. This API only supports Administr ator calls.  

403  The backup has already been stopped.  

404  The device specified by DeviceId does not exist.  

 

3.7.5.3.1.1  Request Body  

None.  

3.7.5.3.1.2  Response Body  

None.  

3.7.5.3.1.3  Processing Details  

Server MUST enable the backup feature to support backup.  

This call stops the processing backup for the specific device.  

3.7.6  Timer Events  

None.  

3.7.7  Other Local Events  

None.  

3.8  IServiceManagement Server Details  

3.8.1  Abstract Data Model  

This section describes a conceptual service contract that an implementation maintains to participate in 
this protocol. The described operations of the service contract are provided to facilitate the 
explanation of how the protocol behaves. This document does not mandate that implementations 
adhere to this service contract as long as their external behavior is consistent with how it is described 

in this document.  
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3.8.1.1  WebApiProvider  

The WebApiProvider data model has a full complex type defined in section 2.2.4.72 . 

3.8.2  Timers  

None.  

3.8.3  Initialization  

None.  

3.8.4  Higher -Layer Triggered Events  

None.  

3.8.5  Message Processing Events and Sequencing Rules  

Resource  Descript ion  

permittedbuiltinservices  Retrieves the other services that the current logged - in user has access to.  

The responses to all the operations can result in the following status codes.  

Status code  Reason phrase  Description  

200  OK The operation successfully completed.  

401  Unauthorized  Access to the requested resource is denied.  

 

3.8.5.1  permittedbuiltinservices  

HTTP method  Description  

GET Retrieves the other services that the current logged - in user has access to.  

 

3.8.5.1.1  GET 

Retrieves the other services that the current logged - in user has access to.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 https://<ServerName>/services/builtin/servicemanagement.svc/permittedbuiltinservices  

The request message fo r this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
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Request header  Usage  Value  

the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to secti on 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

401  Access to the requested resource is denied.  

 

3.8.5.1.1.1  Request Body  

None.  

3.8.5.1.1.2  Response Body  

The response body is encoded in either XML or JSON format. The format is controlled by the Accept 
header defined in section 2.2.2.6 . 

 <xs:element name="ArrayOfWebApiProvider" nillable="true" type=" tns1:ArrayOfWebApiProvider"/>  

3.8.5.1.1.3  Processing Details  

This call returns a list of other WebApi provider services that the current logged - in user has 
permission to access.  

The server MUST construct a response in either XML or JSON format based on the value of t he Accept 
header (section 2.2.2.6 ), or in XML format if the Accept header is not present.  

3.8.6  Timer Events  

None.  

3.8.7  Other Local Events  

None.  

3.9  IServerManagement Server Details  

3.9.1  Abstract Data Model  

This section describes a conceptual service contract that an implementation maintains to p articipate in 
this protocol. The described operations of the service contract are provided to facilitate the 
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explanation of how the protocol behaves. This document does not mandate that implementations 
adhere to this service contract as long as their exter nal behavior is consistent with how it is described 

in this document.  

3.9.1.1  WebApiProvider  

The WebApiProvider data model has a full complex type defined in section 2.2.4.67 . 

3.9.2  Timers  

None.  

3.9.3  Initialization  

None.  

3.9.4  Higher -Layer Triggered Events  

None.  

3.9.5  Message Processing Events and Sequencing Rules  

Resource  Description  

serverinformation  Retrieves the basic server information to the client, such as the server name and the server 
SKU.  

The responses to all the operations can result in the  following status codes.  

Status code  Reason phrase  Description  

200  OK The operation successfully completed.  

401  Unauthorized  Access to the requested resource is denied.  

The request MUST contain the authentication information.  

3.9.5.1  serverinformation  

HTTP 
method  Description  

GET Retrieves the basic server information to the client, such as the server name and the server 
SKU.  

 

3.9.5.1.1  GET 

Retrieves the basic server information to the client, such as the server name and the server SKU.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  
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 https://<ServerName>/services/builtin/servermanagement.svc/serverinformation  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

401  Access to the requested resource is denied.  

 

3.9.5.1.1.1  Request Body  

None.  

3.9.5.1.1.2  Response Body  

The response body is encoded in either XML or JSON format. The format is controlled by the Accept 
header defined in section 2.2.2.6 . 

 <xs:element name="ServerInfo" nillable="true" type="tns1:Server Info"/>  

3.9.5.1.1.3  Processing Details  

This call returns an instance of complex type of ServerInfo; see section 2.2.4.67 . 

The server MUST construct a response in either XML or JSON format based on the value of the Accept 

header (section 2.2.2.6 ), or in XML format if the Accept header is not present.  

3.9.6  Timer Events  

None.  

3.9.7  Other Local Events  

None.  
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3.10  ICustomizationManagement Server Details  

3.10.1  Abstract Data Model  

This sectio n describes a conceptual service contract that an implementation maintains to participate in 
this protocol. The described operations of the service contract are provided to facilitate the 
explanation of how the protocol behaves. This document does not mand ate that implementations 
adhere to this service contract as long as their external behavior is consistent with how it is described 
in this document.  

3.10.1.1  CustomizationInfo  

The data model uses full complex types defined in section 2.2.4.27 , section 2.2.4.9 , and section 
2.2.4.35 . 

3.10.2  Timers  

None.  

3.10.3  Initialization  

None.  

3.10.4  Higher -Layer Triggered Events  

None.  

3.10.5  Message Processing Events and Sequencing Rules  

Retrieves the customization information.  

Resource  Description  

customizationinformation  Retrieves the customization information.  

The responses to all the operations can result in the follo wing status codes.  

Status code  Reason phrase  Description  

200  OK Operation successfully completed.  

404  Not Found  Cannot find the customization information from the server.  

 

3.10.5.1  customizationinformation  

Retrieves the customization information.  

HTTP method  Description  

GET Retrieves the customization information.  
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3.10.5.1.1  GET 

Retrieves the customization information.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 https://<ServerName> /services/builtin/CustomizationManagement.svc/CustomizationInformation  

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

404  Cannot found the customization information from server.  

 

3.10.5.1.1.1  Request Body  

None.  

3.10.5.1.1.2  Response Body  

The response body is encoded in either XML or JSON format. The format is controlled by the Accept 

header defined in section 2.2.2.6 . 

 <xs :element name="CustomizationInfo" nillable="true" type="tns1:CustomizationInfo"/>  

3.10.5.1.1.3  Processing Details  

1.  This call returns an instance of the complex type CustomizationInfo; see section 2.2.4.27 . 

2.  The server MUST construct a response in either XML or JSON format based on the value of the 
Accept header (section 2.2.2.6 ), or in XML format if the Accept header is not present.  

3.  The server initialize s the customization information.  

3.10.6  Timer Events  

None.  

3.10.7  Other Local Events  

None.  

3.11  IMediaManagement Server Details  

3.11.1  Abstract Data Model  

None.  
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3.11.2  Timers  

None.  

3.11.3  Initialization  

At initialization time, the protocol server MUST begin listening for requests at the respective URL 
addresses given in the message transport, as specified in section 2.1 . 

Media feature MUST be ini tialized on the server. <12>  

3.11.4  Higher -Layer Triggered Events  

None.  

3.11.5  Message Processing Events and Sequencing Rules  

Resource  

Desc
ripti
on  

metadata/item/mediatype/{mediatypedata}/groupingmethod/{groupingmethoddata}/sortproperty/{sort
propertydata}/sortorder/{sortorderdata}/index/{startingindexdata}/count/{reque stedcountdata}?groupi
ng={groupingdata}  

The 
meta
data 
of 
medi
a 
items 
of a 
certai
n 
medi
a 
type 
with 
the 
speci
fied 
sortin
g and 
grou
ping 
optio
ns.  

metadata/container/mediatype/{mediatypedata}/groupingmethod/{groupingmethoddata}?path={contai
nerpath}  

Detai
led 
info r
matio
n 
about 
a 

meta
data 
conta
iner.  

search/mediatype/{mediatypedata}/groupingmethod/{groupingmethoddata}/index/{startingindexdata}/
count/{requestedcountdata}?keywords={keywords}&grouping={groupingdata}&titleonly={titleonlydata
}&shallow={shallowdata}  

Searc
h 
result 
for 
medi
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Resource  

Desc
ripti
on  

a 
items 
that 
conta
in 
certai
n 
keyw
ords.  

photo/{id}/isoriginal/{isoriginaldata}/width/{widthdata}/height/{heightdata}  A 
photo 
with 
a 
certai
n 
size.  

thumbnail/mediatype/{mediatypedata}/id/{id}/width/{widthdata}/height/{heightdata}  The 
thum
bnail 
of 
pictu
re, 
video
, and 
albu
m art 
of 
the 
musi
c 
with 
a 
certai
n 
size.  

testdata?sizedata={sizedata}  Data 
of a 
certai
n 

size 
to be 
sent 
to 
the 
client 
to 
help 
calcul
ate 
the 
avail
able 
band
width
. 

metadata/streams/mediatype/{mediatypedata}/id/{id}/index/{ startingindexdata}/count/{requestedcou Infor
matio
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Resource  

Desc
ripti
on  

ntdata}  n 
about 
the 
avail
able 
strea
ms 
for 
an 
audio 
or 
video 
item.  

The responses to all the operations can result in the following status codes.  

Status code  Reason phrase  Description  

200  OK The operation successfully completed.  

400  Bad Request  One or more parameters are not valid.  

401  Unauthorized  Access to the requested resource is denied.  

404  Not Found  The path does not exist.  

 

3.11.5.1  metadata/item/mediatype/{mediatypedata}/groupingmethod/{groupi

ngmethoddat a}/sortproperty/{sortpropertydata}/sortorder/{sortorderdata}

/index/{startingindexdata}/count/{requestedcountdata}?grouping={groupi

ngdata}  

This method retrieves the metadata of media items of a certain media type with the specified sorting 
and grouping options.  

mediatypedata:  The media type. See section 2.2.3.24 . 

groupingmethoddata:  The grouping method. See section 2.2.3.15 . 

groupingdata:  The container path. See section 2.2.3.14 . 

startingindexdata:  The numerical position of the first media item to be retrieved. See section 
2.2.3.46 . 

requestedcountdata:  The requested number of media items to be retrieved. See section 2.2.3.36 . 

sortpropertydata:  The metadata property on which to sort the media items. Se e section 2.2.3.44 . 

sortorderdata:  The sort order. See section 2.2.3.43 . 

HTTP 
method  Description  

GET Retrieves the metadata of media it ems of a certain media type with the specified sorting and 
grouping options.  
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3.11.5.1.1  GET 

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 metadata/item/mediatype/{mediatypedata}/groupingmethod/{groupingmethoddata}/sortproperty/{sor

tpropertydata}/sortorder/{sortorderdata}/index/{startingindexdata}/count/{requestedcountdata}

?grouping={groupingdata}  

The request message for this operation contai ns the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, see s ection 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  Application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The path does not exist.  

 

3.11.5.1.1.1  Request Body  

None.  

3.11.5.1.1.2  Response Body  

The response body is encoded in either XML or JSON format.  The format is controlled by the Accept 
header.  

 <xs:element name="MetadataResult" nillable="true" type="tns1:MetadataResult"/>  

3.11.5.1.1.3  Proce ssing Details  
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1.  The server MUST only respond to requests that have established TLS 1.1 server authentication 
[RFC4346] . 

2.  The server MUST construct a response in either XML or JSON format based o n the value of the 
Accept header or XML if the Accept header was not present.  

3.  The server MUST retrieve the metadata of media items of a certain media type with the specified 
sorting and grouping options, and fill the response body with type MetadataResult  defined in 
section 2.2.4.45 . 

3.11.5.2  metadata/container/mediatype/{mediatypedata}/groupingmethod/{gr

oupingmethoddata}?path={containerpath}  

Retrieves detailed information about a metadata container.  

mediatypedata:  The media type. See section 2.2.3.24 . 

groupingmethoddata:  The grouping method. See section 2.2.3.15 . 

containerpath:  The path to the container. See section 2.2.3.4 . 

HTTP method  Description  

GET Retrieves detailed information about a metadata container.  

 

3.11.5.2.1  GET 

Retrieves detailed information about a metadata conta iner.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 metadata/container/mediatype/{mediatypedata}/groupingmethod/{groupingmethoddata}?path={contai

nerpath}  

The request message for this operation contain s the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is enco ded text that is based on user name and password. 

For more details, see section 2.2.2.4 . 

AppName  Optional  Application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

https://go.microsoft.com/fwlink/?LinkId=90474


152  / 260  

[MS -SFMWA] -  v20210407  
Server and File Management Web APIs Protocol  
Copyright © 2021 Microsoft Corporation  
Release: April 7, 2021  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The path does not exist.  

 

3.11.5.2.1.1  Request Body  

None.  

3.11.5.2.1.2  Response Body  

The response body is encoded in either Xml or JSON format.  The format is controlled by the Accept 
header.  

 <xs:element name="MetadataDetailRes ult" nillable="true" type="tns1:MetadataDetailResult"/>  

3.11.5.2.1.3  Processing Details  

1.  The server MUST only respond to requests that have established TLS 1.1 server authentication 
[RFC4346] . 

2.   The server MUST construct a response in either XML or JSON format based on the value of the 
Accept header or XML if the Accept header was not present.  

3.  The server MUST retrieve the metadata of media items of a certain media type with the specified 

sorting and groupin g options, and fill the response body with type MetadataDetailResult defined in 

section 2.2.4.42 . 

3.11.5.3  search/mediatype/{mediatypedata}/groupingmethod/{groupingmetho

ddata}/index/{startingindexdata}/cou nt/{requestedcountdata}?keywords=

{keywords}&grouping={groupingdata}&titleonly={titleonlydata}&shallow=

{shallowdata}  

Get the sub - item count for certain container. This API is deprecated.  

mediatypedata:  The media type. See section 2.2.3.24 . 

groupingmethoddata:  The grouping method. See section 2.2.3.15 . 

groupingdata:  The path to the container. See section 2.2.3.14 . 

keywords:  A space -separated list of keywords to search for. See section 2.2.3.20 . 

startingindexdata:  The numerical position of the first media item to be retrieved. See section 
2.2.3.46 . 

requestedcountdata:  The requested number of media items to be retrieved. See section 2.2.3.36 . 

titleonlydata:  Whether the search is performed on title only. See section 2.2.3.48 . 

shallowdata:  Whether the search is shallow or deep. See section 2.2.3.39 . 
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HTTP method  Description  

GET Searches for media items that contain certain keywords.  

 

3.11.5.3.1  GET 

Searches for media items that contain certain keywords.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 search/mediatype/{mediatypedata}/groupingmethod/{groupingmethoddata}/index/{startingindexdata

}/count/{requestedcountdata}?keywords={keywords}&grouping={groupingdata}&titleonly={titleonly

data}& shallow={shallowdata}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more  details, see section 2.2.2.4 . 

AppName  Optional  Application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The path does not exist.  

 

3.11.5.3.1.1  Request Body  

None.  

3.11.5.3.1.2  Response Body  

The response body is encoded in Xml format.  

3.11.5.3.1.3  Processing Details  
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The server MUST only respond to requests that have established TLS 1.1 server authentication as 
specified in [RFC4346] . 

The server MUST construct a response in either XML or JSON format based on the value of the Accept 
header or Xml if the Accept header was not present.  

The server MUST searches for media items that c ontain certain keywords, and fill the response body 
with type MetadataResult defined in section 2.2.4.45 . 

3.11.5.4  photo/{id}/isoriginal/{isoriginaldata}/width/{widthdata}/height/{hei

ghtdata}  

This method r etrieves a photo of a certain size.  

id:  The photo identifier. See section 2.2.3.17 . 

isoriginaldata:  Specify whether to return the original data. If yes, widthdata  and heightdata  will 
not take effe ct, but theyôre still required in the request. See section 2.2.3.19 . 

widthdata:  The width of an image. This value is required, but it is ignored if  isoriginaldata  is TRUE. 

See section 2.2.3.54 . 

heightdata:  The width of the photo. This value is required, but it is ignored if  isoriginaldata  
is TRUE. See section 2.2.3.16 . 

HTTP method  Description  

GET Retrieve a photo of a certain size.  

 

3.11.5.4.1  GET 

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 photo/{id}/isoriginal/{isoriginaldata}/width/{widthdata}/height/{heightdata}  

The req uest message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is enco ded text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  Application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  
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Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The path does not exist.  

 

3.11.5.4.1.1  Request Body  

None.  

3.11.5.4.1.2  Response Body  

The response body is a binary stream.  

3.11.5.4.1.3  Processing Details  

1.  The server MUST only respond to requests that have established TLS 1.1 server authentication 
[RFC4346] . 

2.  The server MUST retrieve a photo of a certain size, and fill the response body with a b inary 
stream.  

3.11.5.5  thumbnail/mediatype/{mediatypedata}/id/{id}/width/{widthdata}/h

eight/{heightdata}  

Retrieves the thumbnail of a specified size of the picture, video, and album art of the music.  

mediatypedata:  The media type. See section 2.2.3.24 . 

id:  The identifier of the media item. See section 2.2.3.17 . 

widthdata:  The desired width of an image.  

heightdata:  The desired height of an image.  

HT TP method  Description  

GET Retrieves the thumbnail of a specified size of the picture, video, and album art of the music.  

 

3.11.5.5.1  GET 

Retrieves the thumbnail of a specified size of the picture, video, and album art of the music.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 thumbnail/mediatype/{mediatypedata}/id/{id}/width/{widthdata}/height/{heightdata}  
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The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  Application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The path does not exist.  

 

3.11.5.5.1.1  Request Body  

None.  

3.11.5.5.1.2  Response Body  

The response  body is a binary stream.  

3.11.5.5.1.3  Processing Details  

1.  The server MUST only respond to requests that have established TLS 1.1 server authentication 
[RFC4346] . 

2.  The server MUST retrieve the thumbnail of a specified size of the picture, video, and album art of 
the music, and fill the response body with a binary stream.  

3.11.5.6  testdata?sizedata={sizedata}  

Requests data of a certain size to be sent to the client to help calculate the available bandwidth.  

sizedata:  The size of the test data to be retrieved. See section 2.2.3.41 . 

HTTP method  Description  

POST Requests data of a certain size to be sent to the client to help calculate the available 
bandwidth.  
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3.11.5.6.1  POST  

Requests data of a certain size to be sent to the client to help calculate the available bandwidth.  

This operation is transported by an HTTP POST .  

The operation can be invoked through the following URI:  

 testdata?sizedata={sizedata}  

The request messag e for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is enco ded text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  Application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The path does not exist.  

 

3.11.5.6.1.1  Request Body  

The request body contains sample data that can be used to calculate the available bandwidth. The 
request body can be empty.  

 <xs:element name="input" nillable="true" type="xs:base64Binary"/>  

3.11.5.6.1.2  Response Body  

The response body is a binary stream with a certain size specified in the request URI.  

3.11.5.6.1.3  Processing Details  

The server MUST only respond to requests that have established TLS 1.1 server authentication 
[RFC4346] . 

The server MUST generate a binary stream of a certain size and fill the response body with it.  
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3.11.5.7  metadata/streams/mediatype/{mediatypedata}/id/{id}/index/{starti

ngindexdata}/count/{re questedcountdata}  

Retrieves information about the available streams for an audio or video item.  

mediatypedata:  The media type. See section 2.2.3.24 . Only "music" or "video" is valid here.  

id:  The identifier of the media item. See section 2.2.3.17 . 

startingindexdata:  The numerical position of the first stream to be retrieved. See section 2.2.3.46 . 

requestedcountdata:  The requested number of streams to be retrieved. See section 2.2.3.36 . 

HTTP method  Description  

GET Retrieves information about the available streams for an audio or video item.  

 

3.11.5.7.1  GET 

Retrieves information about the available streams for an audio or video item.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 metadata/streams/mediatype/{mediatypedata}/id/{id }/index/{startingindexdata}/count/{requested

countdata}  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The value returned in the logon Response Canary header.  

Client MUST either pass this header to the server or pass all of the following 
headers to the server. For more details, see section 2.2.2.5 . 

Authorization  Optional  The caller's credential is enco ded text that is based on user name and password. 
For more details, see section 2.2.2.4 . 

AppName  Optional  Application name. For more details, see section 2.2.2.1 . 

AppVersion  Optional  Application version. For more details, see section 2.2.2.3 . 

AppPublisherName  Optional  Application publisher name. For more details, see section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied.  

404  The path does not exist.  
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3.11.5.7.1.1  Request Body  

None.  

3.11.5.7.1.2  Response Body  

The response body is encoded in XML format.  

 <xs:element name="MetadataStreamResult" nillable="true" type="tns1:MetadataStreamResult"/>  

3.11.5.7.1.3  Processing Details  

The server MUST only respond to requests that have established TLS 1.1 server authentication 
[RFC4346] . 

The server MUST construct a response in either Xml or JSON format ba sed on the value of the Accept 
header or XML if the Accept header was not present.  

The server MUST retrieve information about the available streams for an audio or video item, and fill 

the response body with type MetadataStreamResult defined in section 2.2.4.46 . 

3.11.6  Timer Events  

None.  

3.11.7  Other Local Events  

None.  

3.12  IStorageManagement Server Details  

3.12.1  Abstract Data Model  

This section describes a conceptual service contract that an implementation maintains to participate in 

this protocol. The described operations of the service contract are provided to facilitate t he 
explanation of how the protocol behaves. This document does not mandate that implementations 
adhere to this service contract as long as their external behavior is consistent with how it is described 
in this document.  

3.12.1.1  FolderInfo  

FolderInfo represents the server folder managed by the server.  

The FolderInfo data model has a full complex type defined in section 2.2.4.30 . 

3.12.1.2  StorageDriveInfo  

StorageDriveInfo represents the driv e info of storage server, which can be used to create the server 
folder managed by the primary server.  

The StorageDriveInfo data model has a full complex type defined in section 2.2.4.69 . 
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3.12.1.3  StorageS erverInfo  

StorageServerInfo represents the storage server, which can be used to create the server folder 
managed by the primary server.  

The StorageServerInfo data model has a full complex type defined in section 2.2.4.70 . 

3.12.2  Timers  

None.  

3.12.3  Initialization  

None.  

3.12.4  Higher -Layer Triggered Events  

None.  

3.12.5  Message Processing Events and Sequencing Rules  

Resource  
Descri
ption  

servers  Retriev
es 
storage 
servers' 
informa
tion.  

storagedriveinfo?servername={servername}  Retriev
es the 
drives 
informa
tion of 
storage 
server.  

serverdrives/index/{index}/count/{count}  Retriev
es a list 
of 
drives 
on the 
server.  

serverfolders/index/{index}/count/{count}?username={username}  Retriev
es a list 
of 
shared 
folders 
manage
d by 
the 
server.  

serverfolder /create/overwritepermissions/{overwritepermissions}?sharename={sharename}&path={p
ath}&description={description}&servername={servername}  

Creates 
a 
shared 
folder 
on 
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Resource  
Descri
ption  

specific 
storage 
server.  

serverfolder/{id}/delete/deletecontents/{deletecontents}  Remov
es or  
ends 
the 
sharing 
of a 
shared 
folder 
manage
d by 
the 
server.  

serverfolder/{id}/rename?newname={newname}  Renam
es a 
shared 
folder 
manage
d by 
the 
server.  

serverfolder/{id}/modify/permission/{permission}?username={username}&name={name}&descriptio
n={descriptio n}  

Modifie
s the 
access 
permiss
ions of 
a user 
on a 
shared 
folder 
by 
specifyi
ng a 
user 
name.  

serverfolder/{id}/modify/usersid/{usersid}/permission/{permission}?name={name}&description={de
scription}  

Modifie
s the 
access 
permiss
ions of 
a user 
on a 
shared 
folde r 
by 
specifyi
ng a 
security 
identifie
r.  

The responses to all the operations can result in the following status codes.  
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Status code  Reason phrase  Description  

200  OK The operation successfully completed.  

401  Unauthorized  Access to the requested resource is denied.  

400  Bad Request  One or more parameters are not valid.  

404  Not Found  The specific resource does not exist.  

403  Forbidden  The operation is forbidden.  

409  Conflict  Server folder with the new path already exists.  

 

3.12.5.1  servers  

Retrieves the information  of the storage servers.  

HTTP method  Description  

GET Retrieves the storage servers' information.  

 

3.12.5.1.1  GET 

Retrieves the storage servers' information.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 https://<ServerName>/services/builtin/StorageManagement.svc/Servers  

The request message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The calle r's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to sectio n 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  
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Status code  Description  

401  Access to the requested resource is denied. This API only supports Administrator calls.  

 

3.12.5.1.1.1  Request Body  

None.  

3.12.5.1.1.2  Response Body  

The response body is encoded in either XML or JSON format. The format is controlled by the Accept 
header defined in section 2.2.2.6 . 

 <xs:element name="ArrayOfStorageServerInfo" nillable="true" 

typ e="tns1:ArrayOfStorageServerInfo"/>  

3.12.5.1.1.3  Processing Details  

This call returns the storage server's information (section 2.2.4.20 ).  

The server MUST construct a response in either XML or JSON format bas ed on the value of the Accept 
header (section 2.2.2.6 ), or in XML format if the Accept header is not present.  

3.12.5.2  storagedriveinfo?servername={servername}  

Retrieves the information about the drives on  a specific server.  

servername:  The storage server name.  

HTTP method  Description  

GET Retrieves the information about the drives on a specific server.  

 

3.12.5.2.1  GET 

Retrieves the information about the drives on a specific server.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 https://<ServerName>/services/builtin/StorageManagement.svc/storagedriveinfo?servername={serv

ername}  

The request message for this operation contains the f ollowing HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The caller's credential is encoded text that is based on user name and password. 
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Request header  Usage  Value  

For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to section 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response messa ge for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied. This API only supports Administrator calls.  

404  The specific resource does not exist.  

 

3.12.5.2.1.1  Request Body  

None.  

3.12.5.2.1.2  Response Body  

The response body is encoded in either XML or JSON format. The format is controlled by the Accept 
header defined in section 2.2.2.6 . 

 <xs:element name="ArrayOfStorageDriveInfo" nillable="true" 

type="tns1:ArrayOfStorageDriveInfo"/>  

3.12.5.2.1.3  Processing Details  

This call returns the information of drives that belong to a specific storage server (section 2.2.4.19 ).  

The server MUST construct a response in either XML or JSON format based on the value of the Accept 
header (section 2.2.2.6 ), or in XML format if the Accept header is not present.  

3.12.5.3  serverdrives/index/{index}/count/{count}  

Retrieves the information about the drives on the server.  

index:  The index in the collection to start retrieving data. See section 2.2.3.18 . 

count:  The maximum count of items to return. See section 2.2.3.5 . 

HTTP method  Description  

GET Retrieves the information about the drives on the server.  

 

3.12.5.3.1  GET 
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Retrieves the information about the drives on the server.  

This operation is transported by an HTTP GET .  

The operation can be invoked through the following URI:  

 https://<ServerName>/services/builtin/StorageManagement.svc/serverdrives/index/{index}/count/

{count}  

The reque st message for this operation contains the following HTTP headers.  

Request header  Usage  Value  

Canary  Optional  The user token. Client MUST either pass this header to the server or pass all of 
the following headers to the server.  For more details, refer to section 2.2.2.5 . 

Authorization  Optional  The calle r's credential is encoded text that is based on user name and password. 
For more details, refer to section 2.2.2.4 . 

AppName  Optional  The client application name. For more details, refer to sectio n 2.2.2.1 . 

AppVersion  Optional  The client application version. For more details, refer to section 2.2.2.3 . 

AppPublisherName  Optional  The client application publisher name. For more details, refer to section 2.2.2.2 . 

The response message for this operation can result in the following status codes.  

Status code  Description  

200  Operation successfully completed.  

400  One or more parameters are not valid.  

401  Access to the requested resource is denied. This API only supports Administrator calls.  

404  The specific resource does not exist.  

 

3.12.5.3.1.1  Request Body  

None.  

3.12.5.3.1.2  Response Body  

The response body is encoded in either XML or JSON format. The format is controlled by the Accept 
header defined in section 2.2.2.6 . 

 <xs:element name="PartialCollection_Of_DriveInfo" nillable="tru e" 

type="tns1:PartialCollection_Of_DriveInfo"/>  

3.12.5.3.1.3  Processing Details  

This call returns the information about the drives on a specific storage server (section 2.2.4.57 ).  

The server MUST construct a r esponse in either XML or JSON format based on the value of the Accept 
header (section 2.2.2.6 ), or in XML format if the Accept header is not present.  






























































































































































































