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1 Introduction

This document specifies the Remote Session Monitoring and Control Protocol, which enables
monitoring and control of Windows sessions over a network by using the SOAP, HTTP, and HTTPS
protocols.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

1.1 Glossary
This document uses the following terms:
administrator: A user who has complete and unrestricted access to the computer or domain.

enhanced key usage (EKU): An extension that is a collection of object identifiers (OIDs) that
indicate the applications that use the key.

fully qualified domain name (FQDN): An unambiguous domain name that gives an absolute
location in the Domain Name System's (DNS) hierarchy tree, as defined in [RFC1035] section
3.1 and [RFC2181] section 11.

globally unique identifier (GUID): A term used interchangeably with universally unique
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of
these terms does not imply or require a specific algorithm or mechanism to generate the value.
Specifically, the use of this term does not imply or require that the algorithms described in
[RFC4122] or [C706] must be used for generating the GUID. See also universally unique
identifier (UUID).

graphics processing unit (GPU): A component of a computer or device that renders graphics
display efficiently and rapidly and that can be implemented via software or hardware.

Hypertext Transfer Protocol (HTTP): An application-level protocol for distributed, collaborative,
hypermedia information systems (text, graphic images, sound, video, and other multimedia
files) on the World Wide Web.

Hypertext Transfer Protocol Secure (HTTPS): An extension of HTTP that securely encrypts and
decrypts web page requests. In some older protocols, "Hypertext Transfer Protocol over Secure
Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information,
see [SSL3] and [RFC5246].

MultiPoint Station: A pairing of input/output hardware that is composed of a USB hub, a USB
keyboard, and a monitor attached to a server and running a Remote Desktop Protocol (RDP)
session. Multiple stations can be attached to a single server, each providing a separate
workstation experience to the end user.

partition: In the context of hard disks, a logical region of a hard disk. A hard disk may be
subdivided into one or more partitions.

Remote Desktop Protocol (RDP): A multi-channel protocol that allows a user to connect to a
computer running Microsoft Terminal Services (TS). RDP enables the exchange of client and
server settings and also enables negotiation of common settings to use for the duration of the
connection, so that input, graphics, and other data can be exchanged and processed between
client and server.

Secure Sockets Layer (SSL): A security protocol that supports confidentiality and integrity of
messages in client and server applications that communicate over open networks. SSL uses two
keys to encrypt data-a public key known to everyone and a private or secret key known only to
the recipient of the message. SSL supports server and, optionally, client authentication using
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X.509 certificates. For more information, see [X509]. The SSL protocol is precursor to Transport
Layer Security (TLS). The TLS version 1.0 specification is based on SSL version 3.0 [SSL3].

server authentication: The act of proving the identity of a server to a client, while providing key
material that binds the identity to subsequent communications.

SOAP: A lightweight protocol for exchanging structured information in a decentralized, distributed
environment. SOAP uses XML technologies to define an extensible messaging framework, which
provides a message construct that can be exchanged over a variety of underlying protocols. The
framework has been designed to be independent of any particular programming model and
other implementation-specific semantics. SOAP 1.2 supersedes SOAP 1.1. See [SOAP1.2-
1/2003].

SOAP action: The HTTP request header field used to indicate the intent of the SOAP request, using
a URI value. See [SOAP1.1] section 6.1.1 for more information.

thumbprint: A hash value computed over a datum.

Transport Layer Security (TLS): A security protocol that supports confidentiality and integrity of
messages in client and server applications communicating over open networks. TLS supports
server and, optionally, client authentication by using X.509 certificates (as specified in [X509]).
TLS is standardized in the IETF TLS working group.

Trusted Root Certification Authorities store: A set of public CAs that has met the requirements
of the Microsoft Root Certificate Program. For more information, see [MSDN-RootCert].

universal serial bus (USB): An external bus that supports Plug and Play installation. It allows
devices to be connected and disconnected without shutting down or restarting the computer.

web service: A unit of application logic that provides data and services to other applications and
can be called by using standard Internet transport protocols such as HTTP, Simple Mail Transfer
Protocol (SMTP), or File Transfer Protocol (FTP). Web services can perform functions that range
from simple requests to complicated business processes.

Web Services Description Language (WSDL): An XML format for describing network services
as a set of endpoints that operate on messages that contain either document-oriented or
procedure-oriented information. The operations and messages are described abstractly and are
bound to a concrete network protocol and message format in order to define an endpoint.
Related concrete endpoints are combined into abstract endpoints, which describe a network
service. WSDL is extensible, which allows the description of endpoints and their messages
regardless of the message formats or network protocols that are used.

WmsControl password: A random password, generated by the server that is used to
authenticate all the SOAP requests that were not received via HTTP or on the
IMultiPointCredentialRequest endpoint, that requires non-elevated privileges.

WmsManagement password: A random password, generated by the server that is used to
authenticate all the SOAP requests that were not received via HTTP or on the
IMultiPointCredentialRequest endpoint, that requires either elevated privileges or non-elevated
privileges.

WSDL extension: Represents a requirement or a capability of a Web service, which is defined by
using the WSDL extensibility model.

WSDL message: An abstract, typed definition of the data that is communicated during a WSDL
operation [WSDL]. Also, an element that describes the data being exchanged between web
service providers and clients.
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WSDL operation: A single action or function of a web service. The execution of a WSDL operation
typically requires the exchange of messages between the service requestor and the service
provider.

X.509: An ITU-T standard for public key infrastructure subsequently adapted by the IETF, as
specified in [RFC3280].

XML namespace: A collection of nhames that is used to identify elements, types, and attributes in
XML documents identified in a URI reference [RFC3986]. A combination of XML namespace and
local name allows XML documents to use elements, types, and attributes that have the same
names but come from different sources. For more information, see [XMLNS-2ED].

XML Schema (XSD): A language that defines the elements, attributes, namespaces, and data
types for XML documents as defined by [XMLSCHEMA1/2] and [W3C-XSD] standards. An XML
schema uses XML syntax for its language.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC2246] Dierks, T., and Allen, C., "The TLS Protocol Version 1.0", RFC 2246, January 1999,
http://www.rfc-editor.org/rfc/rfc2246.txt

[RFC7230] Fielding, R., and Reschke, J., Eds., "Hypertext Transfer Protocol (HTTP/1.1): Message
Syntax and Routing", RFC 7230, June 2014, http://www.rfc-editor.org/rfc/rfc7230.txt

[SOAP1.2-1/2003] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 1:
Messaging Framework", W3C Recommendation, June 2003, http://www.w3.0rg/TR/2003/REC-soap12-
part1-20030624

[SOAP1.2-2/2003] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 2:
Adjuncts", W3C Recommendation, June 2003, http://www.w3.0rg/TR/2003/REC-soapl12-part2-
20030624

[WSAWSDL] World Wide Web Consortium, "Web Services Addressing 1.0 - WSDL Binding", May 2006,
http://www.w3.0rg/TR/2006/CR-ws-addr-wsdl-20060529/

[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description
Language (WSDL) 1.1", W3C Note, March 2001, http://www.w3.0rg/TR/2001/NOTE-wsdI-20010315

[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)",
W3C Recommendation, December 2009, http://www.w3.0rg/TR/2009/REC-xml-names-20091208/
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[XMLSCHEMA] World Wide Web Consortium, "XML Schema", September 2005,
http://www.w3.0rg/2001/XMLSchema

1.2.2 Informative References

[MSDN-WER] Microsoft Corporation, "Windows Error Reporting", http://msdn.microsoft.com/en-
us/library/bb513641(VS.85).aspx

[MSDN-WinStation] Microsoft Corporation, "Window Stations", https://msdn.microsoft.com/en-
us/library/windows/desktop/ms687096(v=vs.85).aspx

[MSDN-WUAAPI] Microsoft Corporation, "Windows Update Agent API", http://msdn.microsoft.com/en-
us/library/aa387099(VS.85).aspx

1.3 Overview

The Remote Session Monitoring and Control Protocol provides support for protocol clients to monitor
and manage Windows sessions on a protocol server. The client and server can reside on the same
machine or on different machines. Multiple clients can run on the same machine and can connect to
the same or to different servers. The protocol provides a set of web service APIs that are implemented
as a SOAP-based protocol that uses Hypertext Transfer Protocol (HTTP) and Hypertext Transfer
Protocol over Secure Sockets Layer (HTTPS) as its transport.

A server can be managed by more than one client at a time; however, each client machine has to be
bound to the server machine prior to the server accepting management requests from the client as
described in section 1.5.

The client machine is often referred to as a MultiPoint Station or a station in this specification.

1.4 Relationship to Other Protocols

This protocol uses SOAP over HTTP [RFC7230] and SOAP over Transport Layer Security (TLS)
[RFC2246].

1.5 Prerequisites/Preconditions

The Remote Session Monitoring and Control Protocol imposes the following requirements on server
implementations:

= An implementation-specific way of determining the fully qualified domain name (FQDN) or IP
address of the server to be managed.

= An implementation-specific way of determining the username and password of an account that has
administrator privileges on the server to be managed.

= An implementation-specific way for the server to generate a secure password used to authenticate
HTTPS requests.

= The protocol mandates the use of HTTP to obtain the server's identification certificate and protocol
version.

= The protocol mandates the use of HTTPS with username/password authentication for all operations
that do not involve obtaining the server's identification certificate or protocol version.

A binding between the client machine and the server machine has to be established before the server
accepts management requests from the client. The binding process is as follows:
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1. The client obtains in an implementation-specific way either the FQDN or IP address of the server
to be managed.

2. The client makes a web service request to the server using the HTTP protocol over TCP port 80 to
the endpoint IMultiPointCertificateRequest (section 3.1) in order to obtain the server's X.509
certificate and the TCP port number.

3. The client obtains in an implementation-specific way the username and password of an account on
the server that has administration privileges.

4. The client makes a web service request to the server using the HTTPS protocol over the TCP port
obtained in step 2 to the endpoint IMultiPointCredentialRequest (section 3.4) using the
credentials obtained in step 3 for authentication, in order to obtain the server's management
password and the server’s control password. These passwords are used to authenticate all
requests to the server and all event notifications from the server.

5. The client makes a web service request to the server using the HTTPS protocol over the TCP port
obtained in step 2 to the endpoint IMultiPointCredentialRequest (section 3.4) using the
credentials obtained in step 3 for authentication, and supplies the client's X.509 identification
certificate so that the server can send event notifications to the client.

Once this process is complete, the client machine is considered trusted by the server machine and
the client can make any of the management requests supported by the protocol.
1.6 Applicability Statement
The Remote Session Monitoring and Control Protocol is applicable in environments in which there is a
need to monitor and/or manage RDP sessions running on the server.
1.7 Versioning and Capability Negotiation

The protocol version can be determined by making a web service API call using HTTP, which returns
the protocol version.

Protocol Versions: There is only a single version of this protocol, which is version "1".

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assighments

None.
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2 Messages

2.1 Transport

The Remote Session Monitoring and Control Protocol operates over the following web service
transports:

= SOAP over HTTP over TCP/IP [RFC7230]

= SOAP over HTTP over TLS [RFC2246]

2.2 Common Message Syntax

2.2.1 Namespaces

This specification defines and references various XML namespaces using the mechanisms specified in
[XMLNS]. Although this specification associates a specific XML namespace prefix for each XML
namespace that is used, the choice of any particular XML namespace prefix is implementation-specific
and not significant for interoperability.

Prefix | NameSpaces URI Reference

soapl2 | http://schemas.xmlsoap.org/wsdl/soap12/ [SOAP1.2-1/2003], [SOAP1.2-
2/2003]

tns http://MultiPoint This specification

wsaw http://www.w3.0rg/2006/05/addressing/wsdl [WSAWSDL]

wsdl http://schemas.xmlsoap.org/wsdl/ [WSDL]

xsd http://www.w3.0rg/2001/XMLSchema [XMLSCHEMA]

2.2.2 Messages

This specification does not define any common WSDL message definitions.

2.2.3 Elements

The following table summarizes the set of common XML Schema element definitions defined by this
specification. XML Schema element definitions that are specific to a particular operation are described
with the operation.

Element

Description

<WmsFaultType> | Used to return specific internal server failure codes

2.2.3.1 WmsFaultType

<xsd:element name="WmsFaultType" type="tns:WmsFaultType"/>
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2.2.4 Complex Types

The following table summarizes the set of common XML Schema complex type definitions defined by
this specification. XML Schema complex type definitions that are specific to a particular operation are
described with the operation.

Element Description

<ArrayOfBytes> Array of 0 or more elements of type
xsd:unsignedByte.

<ArrayOfStrings> Array of 0 or more elements of type xsd:string.

<WmsFaultType> Used to return specific internal server failure code

2.2.4.1 ArrayOfBytes

The ArrayOfBytes complex type is an array of zero or more elements of type xsd:unsignedByte.

<xsd:complexType name="ArrayOfBytes">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="unbounded" name="prgData" type="xsd:unsignedByte
/>
</xsd:sequence>
</xsd:complexType>

"

prgData: A single byte member of the array.

2.2.4.2 ArrayOfStrings

The ArrayOfStrings complex type is an array of zero or more elements of type xsd:string.

<xsd:complexType name="ArrayOfStrings">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="unbounded" name="prgData" type="xsd:string" />
</xsd:sequence>

</xsd:complexType>

prgData: A single string member of the array.

2.2.4.3 WmsFaultType

The WmsFaultType element is the top level node.

<xsd:complexType name="WmsFaultType">
<xsd:sequence>
<xsd:element minOccurs="1" maxOccurs="1" name="hr" type="xsd:unsignedInt"/>
</xsd:sequence>
</xsd:complexType>

hr: Contains an unsigned 32-bit integer that specifies the server failure code.
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2.2.5 Simple Types

The following table summarizes the set of common XML Schema simple type definitions defined by this
specification. XML Schema simple type definitions that are specific to a particular operation are
described with the operation.

Element Description

<guid> Type representing a globally unique identifier.

2.2.5.1 Guid

The guid type represents a valid globally unique identifier (GUID).<1>

<xsd:simpleType name="guid">
<xsd:restriction base="xsd:string">
<xsd:pattern value="\{[0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[0-%9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-9a-
fA-F]{12}\}"/>
</xsd:restriction>
</xsd:simpleType>

2.2.6 Attributes
This specification does not define any common XML schema attribute definitions.

2.2.7 Groups

This specification does not define any common XML schema group definitions.

2.2.8 Attribute Groups

This specification does not define any common XML schema attribute group definitions.

2.2.9 Common Data Structures

This specification does not define any common data structures.

2.3 Directory Service Schema Elements

This specification does not define any directory service schema elements.
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3 Protocol Details

This protocol operates between a client machine and a server machine, where the server machine is
hosting one or more Windows sessions that the client machine monitors and/or controls. The client
machine initiates all communication with the server machine. The one exception is if the client
machine has requested the server machine to provide event notifications to the client machine. In this
case, the client machine provides the URL of the endpoint to which the server machine sends any
server event messages. The server continues to send event messages to the client machine until it is
requested to stop by the client, or it receives a web service error indicating that the client’s endpoint
has been shut down.

The protocol is intended to be stateless wherever possible. The only state information maintained is
related to a client machine registering/unregistering for server events.

3.1 IMultiPointCertificateRequest Server Details

This endpoint supports two methods that allows a client to retrieve either the version of MS-RSMC
that the server implements or the server’s X.509 certificate so that all future communications between
the client and the server can be secured. These requests are made using HTTP over port 80.

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this algorithm. The described organization is provided to facilitate the
explanation of how the algorithm behaves. This document does not mandate that implementations
adhere to this model, as long as their external behavior is consistent with that described in this
document.

The server MUST supply a X.509 certificate for the purpose of server identification and to be used by
the client and server to encrypt SOAP requests/responses.

3.1.2 Timers

None.

3.1.3 Initialization

None.

3.1.4 Message Processing Events and Sequencing Rules

This protocol includes the following WSDL operations.

Operation Description

GetProtocolVersion Requests that the server return the version of the Remote
Session Monitoring and Control Protocol that it implements.

RequestSsiCertificate | Requests that the server return its server-identification
certificate to be used to secure communication with the server.
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3.1.4.1 GetProtocolVersion Operation

The GetProtocolVersion operation requests that the server return which version of the Remote
Session Monitoring and Control Protocol it implements.

<wsdl:operation name="GetProtocolVersion">

<wsdl:input
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointCertificateRequest/GetProtocolVers
ion" name="IMultiPointCertificateRequest GetProtocolVersion InputMessage"
message="tns:IMultiPointCertificateRequest GetProtocolVersion InputMessage"/>

<wsdl:output
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointCertificateRequest/GetProtocolVers
ionResponse" name="IMultiPointCertificateRequest GetProtocolVersion OutputMessage"
message="tns:IMultiPointCertificateRequest GetProtocolVersion OutputMessage"/>

<wsdl:fault wsaw:Action="http://MultiPoint/RemoteManagement/WmsFault" name="WmsFaultType"
message="tns:IMultiPointCertificateRequest GetProtocolVersion WmsFaultType FaultMessage"/>
</wsdl:operation>

3.1.4.1.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Message Description

IMultiPointCertificateRequest_GetProtocolVersion_InputMessage This message requests the server’s
protocol version.

IMultiPointCertificateRequest_GetProtocolVersion_OutputMessage This message returns the server’s
protocol version.

IMultiPointCertificateRequest_GetProtocolVersion_WmsFaultType_Fa | This message contains the internal server
ultMessage failure status code, if one occurs.

3.1.4.1.1.1 IMultiPointCertificateRequest_GetProtocolVersion_InputMessage
Message

A WSDL message containing the request for the GetProtocolVersion WSDL operation.

The SOAP action value is as follows:

http://MultiPoint/RemoteManagement/IMultiPointCertificateRequest/GetProtocolVersion
<wsdl:message name="IMultiPointCertificateRequest GetProtocolVersion InputMessage">

<wsdl:part name="GetProtocolVersion" element="tns:GetProtocolVersion"/>
</wsdl:message>

3.1.4.1.1.2 IMultiPointCertificateRequest_GetProtocolVersion_OutputMessage
Message

A WSDL message containing the response for the GetProtocolVersion WSDL operation.

The SOAP action value is as follows:

http://MultiPoint/RemoteManagement/IMultiPointCertificateRequest/GetProtocolVersionResponse
<wsdl:message name="IMultiPointCertificateRequest GetProtocolVersion OutputMessage">
<wsdl:part name="GetProtocolVersionResponse" element="tns:GetProtocolVersionResponse"/>
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</wsdl:message>

3.1.4.1.1.3 IMultiPointCertificateRequest_GetProtocolVersion_WmsFaultType_Fauilt

Message Message

A WSDL message containing a fault for the GetProtocolVersion WSDL operation.

The SOAP action value is as follows:

http://MultiPoint/RemoteManagement/WmsFault

<wsdl:message

name="IMultiPointCertificateRequest GetProtocolVersion WmsFaultType FaultMessage">

<wsdl:part name="detail" element="tns:WmsFaultType"/>

</wsdl :message>

3.1.4.1.2 Elements

The following table summarizes the XML Schema element definitions that are specific to this operation.

Element Description

<GetProtocolVersion> An input parameter element

<GetProtocolVersionResponse> | An output data element

3.1.4.1.2.1 GetProtocolVersion

<xsd:element name="GetProtocolVersion"
type="qgl:GetProtocolVersionRequestBody"/>

3.1.4.1.2.2 GetProtocolVersionResponse

<xsd:element name="GetProtocolVersionResponse"
type="tns:GetProtocolVersionResponseBody"/>

3.1.4.1.3 Complex Types

The following table summarizes the XML Schema complex type definitions that are specific to this

operation.

Complex type

Description

<GetProtocolVersionRequestBody >

XML supplying the input parameters

<GetProtocolVersionResponseBody >

XML supplying the output parameters

3.1.4.1.3.1 GetProtocolVersionRequestBody

<xsd:complexType name="GetProtocolVersionRequestBody"/>

3.1.4.1.3.2 GetProtocolVersionResponseBody

[MS-RSMC-Diff] - v20171201

Remote Session Monitoring and Control Protocol

Copyright © 2017 Microsoft Corporation
Release: December 1, 2017

48/ 500



<xsd:complexType name="GetProtocolVersionResponseBody">
<xsd:sequence>
<xsd:element minOccurs="1" maxOccurs="1" name="pProtocolVersion" type="xsd:unsignedInt"/>
</xsd:sequence>
</xsd:complexType>

pProtocolVersion: Contains the version number. 0 = initial version.

3.1.4.2 RequestSsliCertificate Operation

The RequestSslCertificate operation is used to request the server identification certificate, which is
used to secure communication with the server.

<wsdl:operation name="RequestSslCertificate">

<wsdl:input
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointCertificateRequest/RequestSslCerti
ficate" name="IMultiPointCertificateRequest RequestSslCertificate InputMessage"
message="tns:IMultiPointCertificateRequest RequestSslCertificate InputMessage"/>

<wsdl:output
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointCertificateRequest/RequestSslCerti
ficateResponse" name="IMultiPointCertificateRequest RequestSslCertificate OutputMessage"
message="tns:IMultiPointCertificateRequest RequestSslCertificate OutputMessage"/>

<wsdl:fault wsaw:Action="http://MultiPoint/RemoteManagement/WmsFault" name="WmsFaultType"
message="tns:IMultiPointCertificateRequest RequestSslCertificate WmsFaultType FaultMessage"/>
</wsdl:operation>

3.1.4.2.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Message Description
IMultiPointCertificateRequest_RequestSslCertificate_InputMessage This message requests the server’s
certificate.

IMultiPointCertificateRequest_RequestSsiCertificate_OutputMessage | This message returns the server’s
certificate.

IMultiPointCertificateRequest_RequestSsiCertificate_ WmsFaultType_ | This message contains the internal server
FaultMessage failure status code, if one occurs.

3.1.4.2.1.1 IMultiPointCertificateRequest_RequestSsiCertificate_InputMessage
Message

A WSDL message containing the request for the RequestSsiCertificate WSDL operation.

The SOAP action value is as follows:

http://MultiPoint/RemoteManagement/IMultiPointCertificateRequest/RequestSslCertificate
<wsdl:message name="IMultiPointCertificateRequest RequestSslCertificate InputMessage">

<wsdl:part name="RequestSslCertificate" element="tns:RequestSslCertificate"/>
</wsdl:message>
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3.1.4.2.1.2 IMultiPointCertificateRequest_RequestSsiCertificate_ OutputMessage
Message

A WSDL message containing the response for the RequestSslCertificate WSDL operation.

The SOAP action value is as follows:

http://MultiPoint/RemoteManagement/IMultiPointCertificateRequest/RequestSslCertificateRespons

e

<wsdl:message name="IMultiPointCertificateRequest RequestSslCertificate OutputMessage">
<wsdl:part name="RequestSslCertificateResponse"

element="tns:RequestSslCertificateResponse"/>

</wsdl:message>

3.1.4.2.1.3 IMultiPointCertificateRequest_RequestSsiCertificate_ WmsFaultType_Fau
ItMessage Message

A WSDL message containing a fault for the RequestSslCertificate WSDL operation.

The SOAP action value is as follows:

http://MultiPoint/RemoteManagement/WmsFault

<wsdl:message

name="IMultiPointCertificateRequest RequestSslCertificate WmsFaultType FaultMessage">
<wsdl:part name="detail" element="tns:WmsFaultType"/>

</wsdl:message>

3.1.4.2.2 Elements

The following table summarizes the XML Schema element definitions that are specific to this operation.

Element Description

<RequestSsl|Certificate> An input parameter element

<RequestSs|CertificateResponse> | An output data element

3.1.4.2.2.1 RequestSsiCertificate

<xsd:element name="RequestSslCertificate"
type="gl:RequestSslCertificateRequestBody" />

3.1.4.2.2.2 RequestSsiCertificateResponse

<xsd:element name="RequestSslCertificateResponse"
type="tns:RequestSslCertificateResponseBody"/>
3.1.4.2.3 Complex Types

The following table summarizes the XML Schema complex type definitions that are specific to this
operation.
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Complex type Description

<RequestSslCertificateRequestBody > XML supplying the input parameters

<RequestSsiCertificateResponseBody > XML supplying the output parameters

3.1.4.2.3.1 RequestSsiCertificateRequestBody

<xsd:complexType name="RequestSslCertificateRequestBody"/>

3.1.4.2.3.2 RequestSsiCertificateResponseBody

<xsd:complexType name="RequestSslCertificateResponseBody">
<xsd:sequence>
<xsd:element minOccurs="1" maxOccurs="1" name="pSslPort" type="xsd:unsignedInt"/>
<xsd:element minOccurs="1" maxOccurs="1" name="pwsSslCertificateThumbprint"
type="xsd:string"/>
<xsd:element minOccurs="1" maxOccurs="1" name="ppSslCertificate"
type="tns:ArrayOfBytes"/>
</xsd:sequence>
</xsd:complexType>

pSslIPort: Contains the port number that the server listens on for secure requests.

pwsSslCertificateThumbprint: Contains the server's certificate thumbprint.

ppSslCertificate: Contains the server's binary X.509 certificate. Clients MUST verify that the subject
name of the certificate matches the host name of the server. Clients MUST also verify that the
certificate's enhanced key usage (EKU) supports only Server Authentication.

3.1.5 Timer Events

None.

3.1.6 Other Local Events

None.

3.2 IMultiPointChat Server Details

This endpoint supports the chat functionality, which allows a client and a server to establish a text
chat session and send text messages back and forth.

3.2.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this algorithm. The described organization is provided to facilitate the
explanation of how the algorithm behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

The server MUST supply an X.509 certificate for the purpose of server identification and to be used by
the client and server to encrypt SOAP requests/responses.
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The server MUST create and securely store a random password to be used to authenticate API

requests.

3.2.2 Timers

None.

3.2.3 Initialization

None.

3.2.4 Message Processing Events and Sequencing Rules

The following table summarizes the list of operations as defined by this protocol.

Operation Description

Connect Creates a chat connection.

Disconnect Destroys a chat connection.

GetChatld Gets the chat connection ID.

Ping Signals the chat partner.
SendError Sends an error code to the chat partner.
SendMsg Sends a text message to the chat partner.

3.2.4.1 Connect Operation

The Connect operation creates a chat connection. This operation MUST be authenticated by using
Notification Sink Management Credentials (section 3.4.1).

<wsdl:operation name="Connect">

<wsdl:input wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointChat/Connect"

name="IMultiPointChat Connect InputMessage"

message="tns:IMultiPointChat Connect InputMessage"/>

<wsdl:output

wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointChat/ConnectResponse"

name="IMultiPointChat Connect OutputMessage"

message="tns:IMultiPointChat Connect OutputMessage"/>
<wsdl:fault wsaw:Action="http://MultiPoint/RemoteManagement/WmsFault" name="WmsFaultType"
message="tns:IMultiPointChat Connect WmsFaultType FaultMessage"/>

</wsdl:operation>

3.2.4.1.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this

operation.

Message

Description

IMultiPointChat_Connect_InputMessage

This message requests the connection of a chat
session between the client and the server.
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Message Description

IMultiPointChat_Connect_OutputMessage Response message for the IMultiPointChat Connect

WSDL operation.

IMultiPointChat_Connect_WmsFaultType_FaultMessage This message contains the internal server failure

status code if one occurs.

3.2.4.1.1.1 IMultiPointChat_Connect_InputMessage Message
A WSDL message containing the request for the Connect WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointChat/Connect
<wsdl:message name="IMultiPointChat Connect InputMessage">

<wsdl:part name="Connect" element="tns:Connect"/>
</wsdl:message>

3.2.4.1.1.2 IMultiPointChat_Connect_OutputMessage Message

A WSDL message containing the response for the Connect WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointChat/ConnectResponse
<wsdl:message name="IMultiPointChat Connect OutputMessage">

<wsdl:part name="ConnectResponse" element="tns:ConnectResponse"/>
</wsdl:message>

3.2.4.1.1.3 IMultiPointChat_Connect_WmsFaultType_FaultMessage Message

A WSDL message containing a fault for the Connect WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/WmsFault

<wsdl:message name="IMultiPointChat Connect WmsFaultType FaultMessage">

<wsdl:part name="detail" element="tns:WmsFaultType"/>
</wsdl:message>

3.2.4.1.2 Elements

The following table summarizes the XML Schema element definitions that are specific to this operation.

Element Description

<Connect> Input parameters element

<ConnectResponse> | Output data element

3.2.4.1.2.1 Connect
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<xsd:element name="Connect"
type="tns:ConnectRequestBody" />

3.2.4.1.2.2 ConnectResponse

<xsd:element name="ConnectResponse"
type="gl:ConnectResponseBody" />
3.2.4.1.3 Complex Types

The following table summarizes the XML Schema complex type definitions that are specific to this
operation.

Complex type Description

<ConnectRequestBody > XML supplying the input parameters

<ConnectResponseBody > XML supplying the output parameters

3.2.4.1.3.1 ConnectRequestBody

<xsd:complexType name="ConnectRequestBody">
<xsd:sequence>
<xsd:element minOccurs="1" maxOccurs="1" name="wsTeacherUserName"
type="xsd:string"/>
<xsd:element minOccurs="1" maxOccurs="1" name="guidDestChatId"
type="tns:guid"/>
</xsd:sequence>
</xsd:complexType>

wsTeacherUserName: Contains the teacher's user name.

guidDestChatld: Contains the globally unique identifier (GUID) string ID of the chat destination.

3.2.4.1.3.2 ConnectResponseBody

<xsd:complexType name="ConnectResponseBody"/>

3.2.4.2 Disconnect Operation

The Disconnect operation destroys a chat connection. This operation MUST be authenticated by using
Notification Sink Management Credentials (section 3.4.1).

<wsdl:operation name="Disconnect">

<wsdl:input wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointChat/Disconnect"
name="IMultiPointChat Disconnect InputMessage"
message="tns:IMultiPointChat Disconnect InputMessage"/>

<wsdl:output
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointChat/DisconnectResponse"
name="IMultiPointChat Disconnect OutputMessage"
message="tns:IMultiPointChat Disconnect OutputMessage"/>

<wsdl:fault wsaw:Action="http://MultiPoint/RemoteManagement/WmsFault" name="WmsFaultType"
message="tns:IMultiPointChat Disconnect WmsFaultType FaultMessage"/>
</wsdl:operation>
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3.2.4.2.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Message Description
IMultiPointChat_Disconnect_InputMessage This message destroys a chat connection.
IMultiPointChat_Disconnect_OutputMessage Response message for the IMultiPointChat

Disconnect WSDL operation.

IMultiPointChat_Disconnect_WmsFaultType_FaultMessage | This message contains the internal server failure
status code if one occurs.

3.2.4.2.1.1 IMultiPointChat_Disconnect_InputMessage Message
A WSDL message containing the request for the Disconnect WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointChat/Disconnect
<wsdl:message name="IMultiPointChat Disconnect InputMessage">

<wsdl:part name="Disconnect" element="tns:Disconnect"/>
</wsdl:message>

3.2.4.2.1.2 IMultiPointChat_Disconnect_OutputMessage Message
A WSDL message containing the response for the Disconnect WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointChat/DisconnectResponse
<wsdl:message name="IMultiPointChat Disconnect OutputMessage">

<wsdl:part name="DisconnectResponse" element="tns:DisconnectResponse"/>
</wsdl:message>

3.2.4.2.1.3 IMultiPointChat_Disconnect_WmsFaultType_FaultMessage Message

A WSDL message containing a fault for the Disconnect WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/WmsFault

<wsdl:message name="IMultiPointChat Disconnect WmsFaultType FaultMessage">
<wsdl:part name="detail" element="tns:WmsFaultType"/>

</wsdl:message>

3.2.4.2.2 Elements

The following table summarizes the XML Schema element definitions that are specific to this operation.

Element Description

<Disconnect> Input parameters element
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Element Description

<DisconnectResponse> | Output data element

3.2.4.2.2.1 Disconnect

<xsd:element name="Disconnect"
type="tns:DisconnectRequestBody" />

3.2.4.2.2.2 DisconnectResponse

<xsd:element name="DisconnectResponse"
type="qgl:DisconnectResponseBody" />
3.2.4.2.3 Complex Types

The following table summarizes the XML Schema complex type definitions that are specific to this
operation.

Complex type Description

<DisconnectRequestBody> XML supplying the input parameters

<DisconnectResponseBody> | XML supplying the output parameters

3.2.4.2.3.1 DisconnectRequestBody

<xsd:complexType name="DisconnectRequestBody">
<xsd:sequence>
<xsd:element minOccurs="1" maxOccurs="1" name="guidDestChatId"
type="tns:guid"/>
</xsd:sequence>
</xsd:complexType>

guidDestChatld: Contains the GUID string ID of the chat destination.

3.2.4.2.3.2 DisconnectResponseBody

<xsd:complexType name="DisconnectResponseBody"/>

3.2.4.3 GetChatId Operation

The GetChatld operation gets the chat connection ID. This operation MUST be authenticated by using
Notification Sink Management Credentials (section 3.4.1).

<wsdl:operation name="GetChatId">

<wsdl:input wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointChat/GetChatId"
name="IMultiPointChat GetChatId InputMessage"
message="tns:IMultiPointChat GetChatId InputMessage"/>

<wsdl:output
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointChat/GetChatIdResponse"
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name="IMultiPointChat GetChatId OutputMessage"
message="tns:IMultiPointChat GetChatId OutputMessage"/>

<wsdl:fault wsaw:Action="http://MultiPoint/RemoteManagement/WmsFault" name="WmsFaultType"
message="tns:IMultiPointChat GetChatId WmsFaultType FaultMessage"/>
</wsdl:operation>

3.2.4.3.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Message Description
IMultiPointChat_GetChatld_InputMessage This message requests chat connection ID.
IMultiPointChat_GetChatld_OutputMessage Response message.

IMultiPointChat_GetChatIld_WmsFaultType_FaultMessage | This message contains the internal server failure
status code if one occurs.

3.2.4.3.1.1 IMultiPointChat_GetChatld_InputMessage Message
A WSDL message containing the request for the GetChatld WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointChat/GetChatId
<wsdl:message name="IMultiPointChat GetChatId InputMessage">

<wsdl:part name="GetChatId" element="tns:GetChatId"/>
</wsdl:message>

3.2.4.3.1.2 IMultiPointChat_GetChatId_OutputMessage Message

A WSDL message containing the response for the GetChatId WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointChat/GetChatIdResponse
<wsdl:message name="IMultiPointChat GetChatId OutputMessage">

<wsdl:part name="GetChatIdResponse" element="tns:GetChatIdResponse"/>
</wsdl:message>

3.2.4.3.1.3 IMultiPointChat_GetChatIld_WmsFaultType_FaultMessage Message
A WSDL message containing a fault for the GetChatId WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/WmsFault

<wsdl:message name="IMultiPointChat GetChatId WmsFaultType FaultMessage">
<wsdl:part name="detail" element="tns:WmsFaultType"/>

</wsdl:message>

3.2.4.3.2 Elements
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The following table summarizes the XML Schema element definitions that are specific to this operation.

Element Description
<GetChatld> Input parameters element
<GetChatIdResponse> | Output data element

3.2.4.3.2.1 GetChatld

<xsd:element name="GetChatId"
type="tns:GetChatIdRequestBody" />

3.2.4.3.2.2 GetChatIdResponse

<xsd:element name="GetChatIdResponse"
type="tns:GetChatIdResponseBody" />

3.2.4.3.3 Complex

Types

The following table summarizes the XML Schema complex type definitions that are specific to this

operation.

Complex type

Description

<GetChatldRequestBody>

XML supplying the input parameters

<GetChatldResponseBody>

XML supplying the output parameters

3.2.4.3.3.1 GetChatldRequestBody

<xsd:complexType
<xsd:sequence>
<xsd:element
<xsd:element
<xsd:element
<xsd:element

</xsd:sequence>

name="GetChatIdRequestBody">

minOccurs="1"
minOccurs="1"
minOccurs="1"
minOccurs="1"

</xsd:complexType>

maxOccurs="1"
maxOccurs="1"
maxOccurs="1"
maxOccurs="1"

name="wsTeacherServerName" type="xsd:string"/>
name="idTeacherSession" type="xsd:unsignedInt"/>
name="wsTeacherUserName" type="xsd:string"/>

name="idStudentSession" type="xsd:unsignedInt"/>

wsTeacherServerName: Contains the host name of the teacher.

idTeacherSession: Contains the remote desktop session of the teacher.

wsTeacherUserName: Contains the teacher's user name.

idStudentSession: Contains the remote desktop session ID of the student.

3.2.4.3.3.2 GetChatIdResponseBody

<xsd:complexType name="GetChatIdResponseBody">

<xsd:sequence>

<xsd:element minOccurs="0" maxOccurs="1" name="pguidStudentChat" type="tns:guid"/>

</xsd:sequence>
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</xsd:complexType>

pguidStudentChat: Contains the GUID string chat ID of the student.

3.2.4.4 Ping Operation

The Ping operation signals the chat partner. This operation MUST be authenticated by using
Notification Sink Management Credentials (section 3.4.1).

<wsdl:operation name="Ping">
<wsdl:input wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointChat/Ping"
name="IMultiPointChat Ping InputMessage" message="tns:IMultiPointChat Ping InputMessage"/>
<wsdl:output wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointChat/PingResponse"
name="IMultiPointChat Ping OutputMessage" message="tns:IMultiPointChat Ping OutputMessage"/>
<wsdl:fault wsaw:Action="http://MultiPoint/RemoteManagement/WmsFault" name="WmsFaultType"
message="tns:IMultiPointChat Ping WmsFaultType FaultMessage"/>
</wsdl:operation>

3.2.4.4.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Message Description
IMultiPointChat_Ping_InputMessage This message signals the chat partner.
IMultiPointChat_Ping_OutputMessage Response message for the IMultiPointChat Ping

WSDL operation.

IMultiPointChat_Ping_WmsFaultType_FaultMessage This message contains the internal server failure
status code if one occurs.

3.2.4.4.1.1 IMultiPointChat_Ping_InputMessage Message
A WSDL message containing the request for the Ping WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointChat/Ping
<wsdl:message name="IMultiPointChat Ping InputMessage">

<wsdl:part name="Ping" element="tns:Ping"/>
</wsdl:message>

3.2.4.4.1.2 IMultiPointChat_Ping_OutputMessage Message
A WSDL message containing the response the for Ping WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointChat/PingResponse
<wsdl:message name="IMultiPointChat Ping OutputMessage">

<wsdl:part name="PingResponse" element="tns:PingResponse"/>
</wsdl:message>
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3.2.4.4.1.3 IMultiPointChat_Ping_WmsFaultType_FaultMessage Message
A WSDL message containing a fault for the Ping WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/WmsFault

<wsdl:message name="IMultiPointChat Ping WmsFaultType FaultMessage">
<wsdl:part name="detail" element="tns:WmsFaultType"/>

</wsdl:message>

3.2.4.4.2 Elements

The following table summarizes the XML Schema element definitions that are specific to this operation.

Element Description

<Ping> Input parameters element

<PingResponse> | Output data element

3.2.4.4.2.1 Ping

<xsd:element name="Ping">
<xsd:complexType/>
</xsd:element>

3.2.4.4.2.2 PingResponse

<xsd:element name="PingResponse">
<xsd:complexType/>
</xsd:element>

3.2.4.4.3 Complex Types

None.

3.2.4.5 SendError Operation

The SendError operation sends a chat error message to the recipient. This operation MUST be
authenticated by using Notification Sink Management Credentials (section 3.4.1).

<wsdl:operation name="SendError">

<wsdl:input wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointChat/SendError"
name="IMultiPointChat SendError InputMessage"
message="tns:IMultiPointChat SendError InputMessage"/>

<wsdl:output
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointChat/SendErrorResponse"
name="IMultiPointChat_ SendError OutputMessage"
message="tns:IMultiPointChat SendError OutputMessage"/>

<wsdl:fault wsaw:Action="http://MultiPoint/RemoteManagement/WmsFault" name="WmsFaultType"
message="tns:IMultiPointChat SendError WmsFaultType FaultMessage"/>
</wsdl:operation>

3.2.4.5.1 Messages
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The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Message Description

IMultiPointChat_SendError_InputMessage This message is sent to pass a chat failure to the
remote party.

IMultiPointChat_SendError_OutputMessage Response message.

IMultiPointChat_SendError_WmsFaultType_FaultMessage | This message contains the internal server failure
status code if one occurs.

3.2.4.5.1.1 IMultiPointChat_SendError_InputMessage Message
A WSDL message containing the request for SendError WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointChat/SendError
<wsdl:message name="IMultiPointChat SendError InputMessage">

<wsdl:part name="SendError" element="tns:SendError"/>
</wsdl:message>

3.2.4.5.1.2 IMultiPointChat_SendError_OutputMessage Message

A WSDL message containing the response for SendError WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointChat/SendErrorResponse
<wsdl:message name="IMultiPointChat SendError OutputMessage">

<wsdl:part name="SendErrorResponse" element="tns:SendErrorResponse"/>
</wsdl:message>

3.2.4.5.1.3 IMultiPointChat_SendError_WmsFaultType_FaultMessage Message
A WSDL message containing a fault for the SendError WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/WmsFault

<wsdl:message name="IMultiPointChat SendError WmsFaultType FaultMessage">
<wsdl:part name="detail" element="tns:WmsFaultType"/>

</wsdl:message>

3.2.4.5.2 Elements

The following table summarizes the XML Schema element definitions that are specific to this operation.

Element Description

<SendError> Input parameters element

<SendErrorResponse> | Output data element
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3.2.4.5.2.1 SendError

<xsd:element name="SendError" type="tns:SendErrorRequestBody"/>

3.2.4.5.2.2 SendErrorResponse

<xsd:element name="SendErrorResponse" type="gl:SendErrorResponseBody"/>

3.2.4.5.3 Complex Types

The following table summarizes the XML Schema complex type definitions that are specific to this
operation.

Complex type Description

<SendErrorRequestBody> XML supplying the input parameters

<SendErrorResponseBody> | XML supplying the output parameters

3.2.4.5.3.1 SendErrorRequestBody

<xsd:complexType name="SendErrorRequestBody">
<xsd:sequence>
<xsd:element minOccurs="1" maxOccurs="1" name="guidDestChatId" type="tns:guid"/>
<xsd:element minOccurs="1" maxOccurs="1" name="hrError" type="xsd:unsignedInt"/>
<xsd:element minOccurs="1" maxOccurs="1" name="wsErrorMsg" type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>

guidDestChatlId: Contains the GUID string ID of the chat destination.
hrError: Contains the error code.

wsErrorMsg: Contains the error message.

3.2.4.5.3.2 SendErrorResponseBody

<xsd:complexType name="SendErrorResponseBody"/>

3.2.4.6 SendMsg Operation

The SendMsg operation sends the chat message to the recipient. This operation MUST be
authenticated by using Notification Sink Management Credentials (section 3.4.1).

<wsdl:operation name="SendMsg">

<wsdl:input wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointChat/SendMsg"
name="IMultiPointChat SendMsg InputMessage"
message="tns:IMultiPointChat SendMsg InputMessage"/>

<wsdl:output
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointChat/SendMsgResponse"
name="IMultiPointChat SendMsg OutputMessage"
message="tns:IMultiPointChat SendMsg OutputMessage"/>
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<wsdl:fault wsaw:Action="http://MultiPoint/RemoteManagement/WmsFault" name="WmsFaultType"
message="tns:IMultiPointChat SendMsg WmsFaultType FaultMessage"/>
</wsdl:operation>

3.2.4.6.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Message Description

IMultiPointChat_SendMsg_InputMessage This message is sent to pass a chat message to the
recipient.

IMultiPointChat_SendMsg_OutputMessage Response message.

IMultiPointChat_SendMsg_WmsFaultType_FaultMessage | This message contains the internal server failure
status code if one occurs.

3.2.4.6.1.1 IMultiPointChat_SendMsg_InputMessage Message
A WSDL message containing the request for the SendMsg WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointChat/SendMsg
<wsdl:message name="IMultiPointChat SendMsg InputMessage">

<wsdl:part name="SendMsg" element="tns:SendMsg"/>
</wsdl:message>

3.2.4.6.1.2 IMultiPointChat_SendMsg_OutputMessage Message

A WSDL message containing the response for the SendMsg WSDL operation .

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointChat/SendMsgResponse
<wsdl:message name="IMultiPointChat SendMsg OutputMessage">

<wsdl:part name="SendMsgResponse" element="tns:SendMsgResponse"/>
</wsdl:message>

3.2.4.6.1.3 IMultiPointChat_SendMsg_WmsFaultType_FaultMessage Message
A WSDL message containing a fault for the SendMsg WSDL operation .

The SOAP action value is:

http://MultiPoint/RemoteManagement/WmsFault

<wsdl:message name="IMultiPointChat SendMsg WmsFaultType FaultMessage">
<wsdl:part name="detail" element="tns:WmsFaultType"/>

</wsdl:message>

3.2.4.6.2 Elements

The following table summarizes the XML Schema element definitions that are specific to this operation.
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Element

Description

<SendMsg>

Input parameters element

<SendMsgResponse>

Output data element

3.2.4.6.2.1 SendMsg

<xsd:element name="SendMsg" type="tns:SendMsgRequestBody"/>

3.2.4.6.2.2 SendMsgResponse

<xsd:element name="SendMsgResponse" type="qgl:SendMsgResponseBody"/>

3.2.4.6.3 Complex Types

The following table summarizes the XML Schema complex type definitions that are specific to this

operation.

Complex type

Description

<SendMsgRequestBody > XML supplying the input parameters

<SendMsgResponseBody> | XML supplying the output parameters

3.2.4.6.3.1 SendMsgRequestBody

<xsd:complexType n
<xsd:sequence>

<xsd:element minOccurs="1" maxOccurs="1" name="wsMessage" type="xsd:string"/>
<xsd:element minOccurs="1" maxOccurs="1" name="guidDestChatId" type="tns:guid"/>

</xsd:sequence>
</xsd:complexType>

wsMessage: Contains

guidDestChatld: Contains the GUID string ID of the chat destination.

ame="SendMsgRequestBody">

the text of the chat message.

3.2.4.6.3.2 SendMsgResponseBody

<xsd:complexType n

ame="SendMsgResponseBody" />

3.2.5 Timer Events

None.

3.2.6 Other Local Events

None.
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3.3 IMultiPointCoreEventSink Server Details

The IMultiPointCoreEventSink is a web service implemented by the client for the purpose of receiving
asynchronous events from a server.

3.3.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this algorithm. The described organization is provided to facilitate the
explanation of how the algorithm behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

The server MUST supply an X.509 certificate for the purpose of server identification and to be used by
the client and server to encrypt SOAP requests/responses.

The server MUST create and securely store a random password to be used to authenticate API
requests.

3.3.2 Timers

None.

3.3.3 Initialization

None.

3.3.4 Message Processing Events and Sequencing Rules

The following table summarizes the list of WSDL operations that process when their associated events
occur as defined by this protocol.

Operation Description

OnAssociateSessionWithStation A specific remote desktop session is bound to a station.
OnBeginldentifySession The identify session process begins.
OnBeginldentifyStation The identify station process begins.
OnBootToConsoleModeChange The boot to console setting changes state.
OnConfigureStation A station’s configuration changes.
OnDesktopMonitoringChange The desktop monitoring configuration state changes.
OnDeviceAdded A new device is added.

OnDeviceRemoved An existing device is removed.
OnEndIdentifySession The identify session process completes.
OnEndIdentifyStation The identify station process completes.
OnEnterSplitScreen A display is split.

OnExitSplitScreen A display is no longer split.

OnManagedServerOffline A server managed by the client goes offline.
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Operation Description

OnManagedServerOnline A server managed by the client comes online.
OnPeerServerAdded A multipoint machine is added for management.
OnPeerServerDiscovered A multipoint machine is detected on the network.
OnPeerServerRemoved A multipoint machine is no longer managed.
OnProjectionStateChange The sharing state of a remote desktop session changes.
OnScheduledUpdateSettingsChanged The disk protection update schedule changes.
OnServiceControlSessionChange The remote desktop session state changes.
OnSessionAgentReady The session agent is ready.

OnSessionBlocked A session is blocked.

OnSessionConnecting A session is in the process of connecting.
OnSessionDisconnected A session is disconnected.

OnSessionUnblocked A session is unblocked.

OnStationAdded A new station is added.

OnStationAlert A station alert occurs.

OnStationRemoved An existing station is removed.

OnSystemAlert A system alert occurs.

OnSystemModeChange Server system mode changes.
OnVirtualDesktopNotification Reports virtual desktop configuration progress.
ShutdownNotification The server is shutting down.

OnUserCreated A new user account is created.

OnUserUpdated An existing user account is modified.
OnUserDeleted An existing user account is removed.
OnGroupUpdated A user group changes.

3.3.4.1 OnAssociateSessionWithStation Operation

The OnAssociateSessionWithStation operation event occurs when a station is associated with a
remote desktop session. This operation MUST be authenticated by using Notification Sink Management
Credentials (section 3.4.1).

<wsdl:operation name="OnAssociateSessionWithStation">
<wsdl:input
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnAssociateSessionWi
thStation" name="IMultiPointCoreEventSink OnAssociateSessionWithStation InputMessage"
message="tns:IMultiPointCoreEventSink OnAssociateSessionWithStation InputMessage"/>
<wsdl:output
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnAssociateSessionWi
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thStationResponse"

name="IMultiPointCoreEventSink OnAssociateSessionWithStation OutputMessage"

message="tns:IMultiPointCoreEventSink OnAssociateSessionWithStation OutputMessage"/>
<wsdl:fault wsaw:Action="http://MultiPoint/RemoteManagement/WmsFault" name="WmsFaultType"

message="tns:IMultiPointCoreEventSink OnAssociateSessionWithStation WmsFaultType FaultMessage

"/

</wsdl:operation>

3.3.4.1.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Message Description

IMultiPointCoreEventSink_OnAssociateSessionWithStation_InputMessage This message is sent when a
station is associated with a remote
desktop session.

IMultiPointCoreEventSink_OnAssociateSessionWithStation_OutputMessage | Response message.

IMultiPointCoreEventSink_OnAssociateSessionWithStation_WmsFaultType_ | This message contains the internal
FaultMessage server failure status code if one
occurs

3.3.4.1.1.1 IMultiPointCoreEventSink_OnAssociateSessionWithStation_InputMessag
e Message

A WSDL message containing the request for the OnAssociateSessionWithStation WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnAssociateSessionWithStation

<wsdl:message name="IMultiPointCoreEventSink OnAssociateSessionWithStation InputMessage">
<wsdl:part name="OnAssociateSessionWithStation"

element="tns:0nAssociateSessionWithStation"/>

</wsdl:message>

3.3.4.1.1.2 IMultiPointCoreEventSink_OnAssociateSessionWithStation_OutputMessa
ge Message

A WSDL message containing the response for the OnAssociateSessionWithStation WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnAssociateSessionWithStationResp

onse

<wsdl:message name="IMultiPointCoreEventSink OnAssociateSessionWithStation OutputMessage">
<wsdl:part name="OnAssociateSessionWithStationResponse"

element="tns:0nAssociateSessionWithStationResponse"/>

</wsdl:message>

3.3.4.1.1.3 IMultiPointCoreEventSink_OnAssociateSessionWithStation_ WmsFaultTy
pe_FaultMessage Message

A WSDL message containing a fault for the OnAssociateSessionWithStation WSDL operation.
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The SOAP action value is:

http://MultiPoint/RemoteManagement/WmsFault

<wsdl:message

name="IMultiPointCoreEventSink OnAssociateSessionWithStation WmsFaultType FaultMessage">
<wsdl:part name="detail" element="tns:WmsFaultType"/>

</wsdl:message>

3.3.4.1.2 Elements

The following table summarizes the XML Schema element definitions that are specific to this operation.

Element Description

<OnAssociateSessionWithStation> Input parameters element

<OnAssociateSessionWithStationResponse> Output data element

3.3.4.1.2.1 OnAssociateSessionWithStation

<xsd:element name="OnAssociateSessionWithStation">
<xsd:complexType>
<xsd:sequence>
<xsd:element minOccurs="1" maxOccurs="1" name="idStation" type="xsd:unsignedInt"/>
<xsd:element minOccurs="1" maxOccurs="1" name="idSession" type="xsd:unsignedInt"/>
<xsd:element minOccurs="1" maxOccurs="1" name="wsServerName" nillable="true"
type="xsd:string"/>
<xsd:element minOccurs="1" maxOccurs="1" name="wsVirtualMachineId" nillable="true"
type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

idStation: Contains the ID of the MultiPoint Station. This is an unsigned integer with a range of 1 - n,
where n is the number of stations currently available on the server.

idSession: Contains the ID of the remote desktop session being associated with the station.
wsServerName: Contains the name of the server hosting the session/station pair.

wsVirtualMachinelId: If the session is hosted inside a virtual machine, this is the ID of the hosting
virtual machine.

3.3.4.1.2.2 OnAssociateSessionWithStationResponse

<xsd:element name="OnAssociateSessionWithStationResponse">
<xsd:complexType/>
</xsd:element>

3.3.4.1.3 Complex Types

None.
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3.3.4.2 OnBeginldentifySession Operation

The OnBeginldentifySession operation event occurs when a session enters the identify session
mode. This operation MUST be authenticated by using Notification Sink Management Credentials
(section 3.4.1).

<wsdl:operation name="OnBeginIdentifySession">

<wsdl:input
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnBeginIdentifySessi
on" name="IMultiPointCoreEventSink OnBeginIdentifySession InputMessage"
message="tns:IMultiPointCoreEventSink OnBeginIdentifySession InputMessage"/>

<wsdl:output
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnBeginIdentifySessi
onResponse" name="IMultiPointCoreEventSink OnBeginIdentifySession OutputMessage"
message="tns:IMultiPointCoreEventSink OnBeginIdentifySession OutputMessage"/>

<wsdl:fault wsaw:Action="http://MultiPoint/RemoteManagement/WmsFault" name="WmsFaultType"
message="tns:IMultiPointCoreEventSink OnBeginIdentifySession WmsFaultType FaultMessage"/>
</wsdl:operation>

3.3.4.2.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Message Description

IMultiPointCoreEventSink_OnBeginIdentifySession_InputMessage This message is sent when a station
enters identify session mode.

IMultiPointCoreEventSink_OnBeginldentifySession_OutputMessage | Response message.

IMultiPointCoreEventSink_OnBeginldentifySession_WmsFaultType_ | This message contains the internal server
FaultMessage failure status code if one occurs.

3.3.4.2.1.1 IMultiPointCoreEventSink_OnBeginIdentifySession_InputMessage
Message

A WSDL message containing the request for the OnBeginIdentifySession WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnBeginIdentifySession
<wsdl:message name="IMultiPointCoreEventSink OnBeginIdentifySession InputMessage">

<wsdl:part name="OnBeginIdentifySession" element="tns:0nBeginIdentifySession"/>
</wsdl:message>

3.3.4.2.1.2 IMultiPointCoreEventSink_OnBeginIdentifySession_OutputMessage
Message

A WSDL message containing the response for the OnBeginIdentifySession WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnBeginIdentifySessionResponse
<wsdl:message name="IMultiPointCoreEventSink OnBeginIdentifySession OutputMessage">
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<wsdl:part name="OnBeginIdentifySessionResponse"
element="tns:0nBeginldentifySessionResponse"/>
</wsdl:message>

3.3.4.2.1.3 IMultiPointCoreEventSink_OnBeginIdentifySession_WmsFaultType_Fault
Message Message

A WSDL message containing a fault for the OnBeginldentifySession WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/WmsFault

<wsdl:message

name="IMultiPointCoreEventSink OnBeginIdentifySession WmsFaultType FaultMessage">
<wsdl:part name="detail" element="tns:WmsFaultType"/>

</wsdl:message>

3.3.4.2.2 Elements

The following table summarizes the XML Schema element definitions that are specific to this operation.

Element Description

<OnBeginldentifySession> Input parameters element

<OnBeginldentifySessionResponse> Output data element

3.3.4.2.2.1 OnBeginldentifySession

<xsd:element name="OnBeginIdentifySession">
<xsd:complexType>
<xsd:sequence>
<xsd:element minOccurs="1" maxOccurs="1" name="idSession" type="xsd:unsignedInt"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

idSession: Contains the ID of the remote desktop session being associated with the station.

3.3.4.2.2.2 OnBeginldentifySessionResponse

<xsd:element name="OnBeginIdentifySessionResponse">
<xsd:complexType/>
</xsd:element>

3.3.4.2.3 Complex Types

None.

3.3.4.3 OnBeginldentifyStation Operation

The OnBeginIdentifyStation operation event occurs when a station enters identify station mode.
This operation MUST be authenticated by using Notification Sink Management Credentials (section
3.4.1).
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<wsdl:operation name="OnBeginIdentifyStation">

<wsdl:input
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnBeginIdentifyStati
on" name="IMultiPointCoreEventSink OnBeginIdentifyStation InputMessage"
message="tns:IMultiPointCoreEventSink OnBeginIdentifyStation InputMessage"/>

<wsdl:output
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnBeginIdentifyStati
onResponse" name="IMultiPointCoreEventSink OnBeginIdentifyStation OutputMessage"
message="tns:IMultiPointCoreEventSink OnBeginIdentifyStation OutputMessage"/>

<wsdl:fault wsaw:Action="http://MultiPoint/RemoteManagement/WmsFault" name="WmsFaultType"
message="tns:IMultiPointCoreEventSink OnBeginIdentifyStation WmsFaultType FaultMessage"/>
</wsdl:operation>

3.3.4.3.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Message Description

IMultiPointCoreEventSink_OnBeginldentifyStation_InputMessage This message is sent when a station
enters identify station mode.

IMultiPointCoreEventSink_OnBeginldentifyStation_OutputMessage Response message.

IMultiPointCoreEventSink_OnBeginldentifyStation_WmsFaultType_ | This message contains the internal server
FaultMessage failure status code if one occurs.

3.3.4.3.1.1 IMultiPointCoreEventSink_OnBeginIdentifyStation_InputMessage
Message

A WSDL message containing the request for the OnBeginIdentifyStation WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnBeginIdentifyStation
<wsdl:message name="IMultiPointCoreEventSink OnBeginIdentifyStation InputMessage">

<wsdl:part name="OnBeginIdentifyStation" element="tns:0OnBeginIdentifyStation"/>
</wsdl:message>

3.3.4.3.1.2 IMultiPointCoreEventSink_OnBeginIdentifyStation_OutputMessage
Message

A WSDL message containing the response for the OnBeginIdentifyStation WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnBeginIdentifyStationResponse

<wsdl:message name="IMultiPointCoreEventSink OnBeginIdentifyStation OutputMessage">
<wsdl:part name="OnBeginIdentifyStationResponse"

element="tns:0nBeginldentifyStationResponse"/>

</wsdl:message>

3.3.4.3.1.3 IMultiPointCoreEventSink_OnBeginIdentifyStation_ WmsFaultType_Fault
Message Message
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A WSDL message containing a fault for the OnBeginlIdentifyStation WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/WmsFault

<wsdl:message

name="IMultiPointCoreEventSink OnBeginIdentifyStation WmsFaultType FaultMessage">
<wsdl:part name="detail" element="tns:WmsFaultType"/>

</wsdl:message>

3.3.4.3.2 Elements

The following table summarizes the XML Schema element definitions that are specific to this operation.

Element Description

<OnBeginldentifyStation> Input parameters element

<OnBeginldentifyStationResponse> Output data element

3.3.4.3.2.1 OnBeginldentifyStation

<xsd:element name="OnBeginIdentifyStation">
<xsd:complexType>
<xsd:sequence>
<xsd:element minOccurs="1" maxOccurs="1" name="idStation" type="xsd:unsignedInt"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

idStation: Contains the id of the MultiPoint Station. This is an unsigned integer with a range of 1 - n,
where n is the number of stations currently available on the server.

3.3.4.3.2.2 OnBeginldentifyStationResponse

<xsd:element name="OnBeginIdentifyStationResponse">
<xsd:complexType/>
</xsd:element>

3.3.4.3.3 Complex Types

None.

3.3.4.4 OnBootToConsoleModeChange Operation

The OnBootToConsoleModeChange operation event occurs when the server's boot-to-console mode
configuration changes. This operation MUST be authenticated by using Notification Sink Management
Credentials (section 3.4.1).

<wsdl:operation name="OnBootToConsoleModeChange">

<wsdl:input
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnBootToConsoleModeC
hange" name="IMultiPointCoreEventSink OnBootToConsoleModeChange InputMessage"
message="tns:IMultiPointCoreEventSink OnBootToConsoleModeChange InputMessage"/>

<wsdl:output
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnBootToConsoleModeC
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hangeResponse" name="IMultiPointCoreEventSink OnBootToConsoleModeChange OutputMessage"
message="tns:IMultiPointCoreEventSink OnBootToConsoleModeChange OutputMessage"/>

<wsdl:fault wsaw:Action="http://MultiPoint/RemoteManagement/WmsFault" name="WmsFaultType"
message="tns:IMultiPointCoreEventSink OnBootToConsoleModeChange WmsFaultType FaultMessage"/>
</wsdl:operation>

3.3.4.4.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Message Description

IMultiPointCoreEventSink_OnBootToConsoleModeChange_InputMessage This message is sent when the
server’s boot-to-console mode
configuration changes.

IMultiPointCoreEventSink_OnBootToConsoleModeChange_OutputMessage | Response message.

IMultiPointCoreEventSink_OnBootToConsoleModeChange_WmsFaultType_ | This message contains the internal
FaultMessage server failure status code if one
occurs.

3.3.4.4.1.1 IMultiPointCoreEventSink_OnBootToConsoleModeChange_InputMessage
Message

A WSDL message containing the request for the OnBootToConsoleModeChange WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnBootToConsoleModeChange
<wsdl:message name="IMultiPointCoreEventSink OnBootToConsoleModeChange InputMessage">

<wsdl:part name="OnBootToConsoleModeChange" element="tns:0nBootToConsoleModeChange"/>
</wsdl:message>

3.3.4.4.1.2 IMultiPointCoreEventSink_OnBootToConsoleModeChange_OutputMessag
e Message

A WSDL message containing the response for the OnBootToConsoleModeChange WSDL operation.

The SOAP action value is:

http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnBootToConsoleModeChangeResponse

<wsdl:message name="IMultiPointCoreEventSink OnBootToConsoleModeChange OutputMessage">
<wsdl:part name="OnBootToConsoleModeChangeResponse"

element="tns:0nBootToConsoleModeChangeResponse" />

</wsdl:message>

3.3.4.4.1.3 IMultiPointCoreEventSink_OnBootToConsoleModeChange_WmsFaultTyp
e_FaultMessage Message

A WSDL message containing a fault for the OnBootToConsoleModeChange WSDL operation.

The SOAP action value is:
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http://MultiPoint/RemoteManagement/WmsFault

<wsdl:message

name="IMultiPointCoreEventSink OnBootToConsoleModeChange WmsFaultType FaultMessage">
<wsdl:part name="detail" element="tns:WmsFaultType"/>

</wsdl:message>

3.3.4.4.2 Elements

The following table summarizes the XML Schema element definitions that are specific to this operation.

Element Description

<0OnBootToConsoleModeChange> Input parameters element

<OnBootToConsoleModeChangeResponse> Output data element

3.3.4.4.2.1 OnBootToConsoleModeChange

<xsd:element name="OnBootToConsoleModeChange">
<xsd:complexType>
<xsd:sequence>
<xsd:element minOccurs="1" maxOccurs="1" name="fBootToConsoleModeEnabled"
type="xsd:boolean"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

fBootToConsoleModeEnabled: Contains "true" if boot-to-console mode is enabled.

3.3.4.4.2.2 OnBootToConsoleModeChangeResponse

<xsd:element name="OnBootToConsoleModeChangeResponse">
<xsd:complexType/>
</xsd:element>

3.3.4.4.3 Complex Types

None.

3.3.4.5 OnConfigureStation Operation

The OnConfigureStation operation event occurs when a station’s configuration changes. This
operation MUST be authenticated by using Notification Sink Management Credentials (section 3.4.1).

<wsdl:operation name="OnConfigureStation">

<wsdl:input
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnConfigureStation"
name="IMultiPointCoreEventSink OnConfigureStation InputMessage"
message="tns:IMultiPointCoreEventSink OnConfigureStation InputMessage"/>

<wsdl:output
wsaw:Action="http://MultiPoint/RemoteManagement/IMultiPointCoreEventSink/OnConfigureStationRe
sponse" name="IMultiPointCoreEventSink OnConfigureStation OutputMessage"
message="tns:IMultiPointCoreEventSink OnConfigureSta