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1  Introduction  

The RMS: Client - to -Server Protocol is used to obtain and issue certificates  and licenses  used for 
creating and working with protected content . The RMS: Client - to -Server Protocol uses the SOAP 
messaging protocol for exchanging i nformation between a client and a server. It consists of five 
separate interfaces:  

Á Server Service  

Á Activation Service  

Á Certification Service  

Á Licensing Service  

Á Publishing Service  

The RMS: Client - to -Server Protocol depends on the proper use of these interfaces . In the case of the 

RMS 1.0 client, all five interfaces are used. Later client versions (RMS 1.0 SP1, RMS 1.0 SP2, and RMS 

2.0) use all but the Activation Service. This specification contains the proper use of all five interfaces.  

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in 
this specification are informative.  

1.1  Glossary  

This document uses the following terms:  

Active Directory : The Windows implementation of a general -purpose directo ry service, which uses 
LDAP  as its primary access protocol. Active Directory  stores information about a variety of 
objects in the ne twork such as user accounts, computer accounts, groups, and all related 
credential information used by Kerberos [MS -KILE] . Active Directory  is either deployed as 
Active Directory Domain Services (AD DS) or Active Directory Lightweight Directory Services 

(AD LDS), which are both described in [MS -ADOD] : Active Directory Protocols Overview.  

Advanced Encryption Standard (AES) : A block cipher that supersedes the Data Encryption 
Standar d (DES) . AES can be used to protect electronic data. The AES algorithm can be used to 
encrypt (encipher) and decrypt (decipher) information. Encryption converts data to an 
unintelligible form called ciphertext; decrypting the ciphertext converts the data b ack into its 
original form, called plaintext. AES is used in symmetric -key cryptography, meaning that the 
same key is used for the encryption and decryption operations. It is also a block cipher, 

meaning that it operates on fixed -size blocks of plaintext a nd ciphertext, and requires the size of 
the plaintext as well as the ciphertext to be an exact multiple of this block size. AES is also 
known as the Rijndael symmetric encryption algorithm [F IPS197] . 

ASCII : The American Standard Code for Information Interchange (ASCII) is an 8 -bit character -
encoding scheme based on the English alphabet. ASCII codes represent text in computers, 
communications equipment, and other devices that work with text. AS CII refers to a single 8 -bit 
ASCII character or an array of 8 -bit ASCII characters with the high bit of each character set to 

zero.  

certificate : As used in this document, certificates  are expres sed in [XRML] section 1.2.  

certificate chain : A sequence of certificates , where each certificate in the sequence is signed by 
the subsequent certificate. The last certificate in the chain is nor mally a self -signed certificate.  

certification authority (CA) : A third party that issues public key certificates . Certificates serve to 
bind public keys to a user identity. Each user and certification authority (CA) can decide whether 

%5bMS-KILE%5d.pdf#Section_2a32282edd484ad9a542609804b02cc9
%5bMS-ADOD%5d.pdf#Section_5ff67bf4c14548cb89cd4f5482d94664
https://go.microsoft.com/fwlink/?LinkId=89870


13  / 220  

[MS -RMPR] -  v20210407  
Rights Management Services (RMS): Client - to -Server Protocol  
Copyright © 2021 Microsoft Corporation  
Release: April 7, 2021  

to trust another user or CA for a specific purpose, and whether this trust should be transitive. 
For more information, see [RFC3280] . 

client licensor certificate (CLC) chain : An XrML 1.2 certificate chain  that contains an 
asymmetric signing key pair issued to a user account by an RMS publishing service and binds 

that user account to a specific computer. The CLC grants the role of a user who can publish 
protected content .  

cloud service : A set of one or more publicly available services that Microsoft operates.  

configuration naming context (config NC) : A specific type of naming context (NC), or an 
instance of that type, that contains configuration information. In Active Directory , a single 
config NC  is shared among all domain controllers (DCs) in the forest. A config NC  cann ot 
contain security principal objects.  

consumer : The user who uses protected content .  

content key : The symmetric key used to encrypt content.  

Coordinated Universal Time (UTC) : A high -precision atomic time standard that approximately 
tracks Universal Time (UT). It is the basis for legal, civil time all over the Earth. Time zones 
around the world are expressed as positive and negative offsets from UTC. In this role, it is also 
ref erred to as Zulu time (Z) and Greenwich Mean Time (GMT). In these specifications, all 

references to UTC refer to the time at UTC -0 (or GMT).  

creator : The user who creates protected content .  

Data  Encryption Standard (DES) : A specification for encryption of computer data that uses a 
56 -bit key developed by IBM and adopted by the U.S. government as a standard in 1976. For 
more information see [FIPS46 -3] . 

domain : A set of users and computers sharing a common namespace and management 
infrastructure. At least one computer member of the set must act as a domain controller (DC) 

and host a member list that identifies all members of the domain , as well as optionally hosting 
the Active Directory  service. The domain controller provides authentication of members, 

creating a unit of trust for its members. Each domain has an identifier th at is shared among its 
members. For more information, see [MS -AUTHSOD]  section 1.1.1.5 and [MS -ADTS] . 

domain account : A stored set of attributes representing a principal used to authenticate a user or 
machine to an Active Directory  domain.  

endpoint : A network -specific address of a remote procedure call (RPC) server process for remote 

procedure calls. The actual name and type of the endpoint depends on the RPC protocol 
sequence that is being used. For example, for RPC over TCP (RPC Protocol Sequence 
ncacn_ip_tcp), an endpoint might be TCP p ort 1025. For RPC over Server Message Block (RPC 
Protocol Sequence ncacn_np), an endpoint might be the name of a named pipe. For more 
information, see [C706] . 

forest : One or more domains  that share a common schema and trust each other transitively. An 

organization can have multiple forests . A forest  establishes the security and administrative 
boundary for all the objects that reside within the domains  that belong to the forest . In 

contrast, a domain  establishes the administrative boundary for managing objects, such as 
users, groups, and computers. In addition, each domain  has individual security policies and 
trust relationships with other domains . 

fully qualified domain name (FQDN) : An unambiguous domain name  that gives an absolute 
location in the Domain Name System's (DNS) hierarchy tree, as defined in [RFC1035]  section 

3.1 and [R FC2181]  section 11.  

https://go.microsoft.com/fwlink/?LinkId=90414
https://go.microsoft.com/fwlink/?LinkId=89872
%5bMS-AUTHSOD%5d.pdf#Section_953d700a57cb4cf7b0c3a64f34581cc9
%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
https://go.microsoft.com/fwlink/?LinkId=89824
https://go.microsoft.com/fwlink/?LinkId=90264
https://go.microsoft.com/fwlink/?LinkId=127732
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globally unique identifier (GUID) : A term used interchangeably with universally unique 
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of 

these terms does not imply or require a specific algori thm or mechanism to generate the value. 
Specifically, the use of this term does not imply or require that the algorithms described in 

[RFC4122]  or [C706] must be used for generating the GUID . See also universally unique 
identifier (UUID).  

hardware ID (HID) : A string usually derived from a fingerprint of an individual computer. The 
HID  is an identifier for a computer.  

hash : A fixed -size result that is obtained by applying a one -way mathematical function, which is 
sometimes referred to as a hash algorithm, to an arbitrary amount of data. If the input data 
changes, the hash a lso changes. The hash can be used in many operations, including 

authentication and digital signing.  

language code identifier (LCID) : A 32 -bit number that identifies the user interface human 
language dialect or variation that is supported by an application or a client computer.  

license : An XrML1.2 document that describes usage policy for protected content .  

license chain : Similar to a ce rtificate chain , but for a license . 

Lightweight Directory Access Protocol (LDAP) : The primary access protocol for Active 

Directory . Lightweight Directory Access Protocol (LDAP) is an industry -standard protocol, 
established by the Internet Engineering Task Force (IETF), which allows users to query and 
update information in a directory service (DS), as described in [MS -ADTS]. The Lightwe ight 
Directory Access Protocol can be either version 2 [RFC1777]  or version 3 [RFC3377] . 

little - endian : Multiple -byte values t hat are byte -ordered with the least significant byte stored in 
the memory location with the lowest address.  

NT LAN Manager (NTLM) : An authentication protocol that is based on a challenge - response 

sequence for authentication.  

NT LAN Manager (NTLM) Authentic ation Protocol : A protocol using a challenge - response 

mechanism for authentication in which clients are able to verify their identities without sending a 
password to the server. It consists of three messages, commonly referred to as Type 1 
(negotiation), T ype 2 (challenge) and Type 3 (authentication).  

offline publishing : The process of creating protected content  and signing the associated 
publishing license  using a previously acquired CLC.  

online publishing : The process of creating protected content  and contacting a serv er to have 
the publishing license  signed.  

Passport Unique ID (PUID) : A unique user name associated with a Microsoft Passport account.  

policy : The set of rules that govern the interaction between  a subject and an object or resource.  

protected content : Any content or information (file, email) that has an RMS usage policy 
assigned to it, and is encrypted according to that policy. Also known as "Protected Information".  

publishing license : An XrML 1.2 license that defines the usage policy for protected content and 
contains the content key with which that content is encrypted. The usage policy identifies all 
authorized users and the actions that they are authorized to take with the content, i n addition to 
any usage conditions. The publishing license tells a server which usage policies apply to a 
specific piece of content and grants a server the right to issue use licenses (ULs) based on that 
policy. The publishing license is created when conte nt is protected. Also referred to as "Issuance 
License (IL)."  

https://go.microsoft.com/fwlink/?LinkId=90460
https://go.microsoft.com/fwlink/?LinkId=90290
https://go.microsoft.com/fwlink/?LinkID=91337
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publishing license (PL) : An XrML 1.2 license  that defines usage policy for protected content  
and contains the content key with which that content is encrypted. The usage policy identifies all 

authorized users and the actions they are authorized to take with the content, along with any 
conditions on that usage. The publishing license  tells the server what usage policies apply to a 

given piece of content and grants the server the right to issue use license s (ULs)  based on 
that policy. The PL  is created when content is protected. Also known as an Issuance License 
(IL).  

rights policy template : An XrML 1.2 document that contains a predefined usage p olicy that is 
used to create the PL  when content is protected. Conceptually, a rights policy template  (or 
"template") is a blueprint  for a PL , identifying authorized users and the actions they are 
authorized to take with the content (along with any conditions on that usage). Unlike a PL , a 

template does not contain a content key or information about the content owner. The content 
key and information about the content owner are required to be added when the PL  for a given 
piece is created from the template. End users can use a template when protecting a document 
instead of defining the specifics of the usage policy themselves. When a document is published 
using a template, the template is used to generate the PL .  

RMS account certificate (RAC) : An XrML 1.2 certificate chain  that contains an asymmetric 

encryption key pair that is issued to a user account by an RMS Certification Service. The RAC  
binds that user account to a specific computer. The RAC  represents the identity of a user who 
can access protected content . Also known as a Group Identity Certificate (GIC).  

security identifier (SID) : An  identifier for security principals that is used to identify an account 
or a group. Conceptually, the SID  is composed of an account authority portion (typically a 
domain ) and a smaller integer representing an identity relative to the account authority, 
termed the relative identifier (RID). The SID  format is specified in [MS -DTYP]  section 2.4.2; a 

string representation of SIDs  is specified in [MS -DTYP] section 2.4.2 and [MS -AZOD]  section 
1.1.1.2.  

security processor : A trusted component on the client machine that enforces usage policy. It has 
exclusive access to the security processor certificate (SPC)  private key.  

security processor certificate (SPC) : An XrML 1.2 certificate chain  generated during 

activation that contains the public key corr esponding to the SPC  private key. The SPC  grants 
the role of a machine that can be used for working with protected content .  

security processor certificate (SPC) private key : A unique private key that is generated at 
activation time and issued to the machine, either by self -activation or by calling the Activate 
method.  

server  licensor certificate (SLC) : An XrML 1.2 certificate  that contains a public key issued to 
an RMS server by an RMS cloud service (RMS 1.0, RMS 1.0 SP1, and RMS 1.0 SP2) or Self 
Enrollment (RMS 2.0). The RMS client uses the RMS server's public key to encrypt the usage 

policy and content key in a publish licen se.  

service connection point (SCP) : An object stored in Active Directory  that specifies the location 
of an RMS server.  

SHA - 1 : An algorithm that generates a 160 -bit hash value from an arbitrary a mount of input data, 

as described in [RFC3174] . SHA -1 is used with the Digital Signature Algorithm (DSA) in the 
Digital Signature Standard (DSS), in addition to other algorithms and standards . 

SHA - 256 : An algorithm that generates a 256 -bit hash value from an arbitrary amount of input 

data.  

SOAP fault : A container for error and status information within a SOAP message. See [SOAP1. 2-
1/2007]  section 5.4 for more information.  

%5bMS-DTYP%5d.pdf#Section_cca2742956894a16b2b49325d93e4ba2
%5bMS-AZOD%5d.pdf#Section_5a0a0a3ec7a742e1b5f2cc8d8bd9739e
https://go.microsoft.com/fwlink/?LinkId=90408
https://go.microsoft.com/fwlink/?LinkId=94664
https://go.microsoft.com/fwlink/?LinkId=94664
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SOAP fault code : The algorithmic mechanism for identifying a SOAP fault . See [SOAP1.2 -
1/2007] section 5.6 for more information.  

Stock Keeping Unit (SK U) : A unique identifier for a distinct product or service that is used as a 
source of revenue. For example, a SKU can represent a retail product such as software that is 

sold through a channel, a subscription program, or an online service such as MSDN.  

Uni form Resource Locator (URL) : A string of characters in a standardized format that identifies 
a document or resource on the World Wide Web. The format is as specified in [RFC1738] . 

use license  (UL) : An XrML 1.2 license  that authorizes a user to access a given protected 
content  file and describes the usage policies that app ly. Also known as an "End -User License 
(EUL)".  

XrML : The eXtensible rights Markup Language [XRML]  is a general -purpose, XML -based 

specification grammar for expressing rights and conditions a ssociated with digital content, 
services, or any digital resource.  

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT:  These terms (in all caps) are used as defined 

in [RFC2119] . All statements of optio nal behavior use either MAY, SHOULD, or SHOULD NOT.  

1.2  References  

Links to a document in the Microsoft Open Specifications library point to the correct section in the 
most recently published version of the referenced document. However, beca use individual documents 
in the library are not updated at the same time, the section numbers in the documents may not 
match. You can confirm the correct section numbering by checking the Errat a.   

1.2.1  Normative References  

We conduct frequent surveys of the normative references to assure their continued availability. If you 
have any issue with finding a normative reference, please contact dochelp@microsoft.com . We will 
assist you in finding the relevant information.  

[DIME] Nielsen, H., Sanders, H., Christensen, E., and Huitema, C., "Direct Internet Message 
Encapsulation (DIME)", February 2002, http://xml.coverpages.org/draft -nielsen -dime -01.txt  

[FIPS180 -2] National Institute of Standards and Technology, "Secure Hash Standard", FIPS PUB 180 -
2, August 2002, http://csrc.nist.gov/publications/fips/fips180 -2/fips180 -2.pdf  

[MS -ADA1] Microsoft Corporation, " Active Directory Schema Attributes A -L".  

[MS -ADA2] Microsoft Corporation, " Active Directory Schema Attributes M ".  

[MS -ADA3] Microsoft Corporation, " Active Directory Schema Attributes N -Z".  

[MS -ADSC] Microsoft Corporation, " Active Directory Schema Classes ".  

[MS -DTYP] Microsoft Corporation, " Windows Data Types ".  

[MS -KILE] Microsoft Corporation, " Kerberos Protocol Extensions ".  

[MS -MWBE] Microsoft Corporation, " Microsoft Web Browser Federated Sign -On Protocol Extensions ".  

[MS -MWBF] Microsoft Corporation, " Micro soft Web Browser Federated Sign -On Protocol ".  

[MS -NLMP] Microsoft Corporation, " NT LAN Manager (NTLM) Authentication Protocol ".  

[MS -NTHT] Microsoft Corporation, " NTLM Over HTTP Protocol ".  

https://go.microsoft.com/fwlink/?LinkId=90287
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https://go.microsoft.com/fwlink/?LinkId=90317
https://go.microsoft.com/fwlink/?linkid=850906
mailto:dochelp@microsoft.com
https://go.microsoft.com/fwlink/?LinkId=89847
https://go.microsoft.com/fwlink/?LinkId=89868
%5bMS-ADA1%5d.pdf#Section_19528560f41e4623a406dabcfff0660f
%5bMS-ADA2%5d.pdf#Section_e20ebc4e528540bab3bdffcb81c2783e
%5bMS-ADA3%5d.pdf#Section_4517e8353ee644d4bb95a94b6966bfb0
%5bMS-ADSC%5d.pdf#Section_9abb5e97123d4da99557b353ab79b830
%5bMS-DTYP%5d.pdf#Section_cca2742956894a16b2b49325d93e4ba2
%5bMS-KILE%5d.pdf#Section_2a32282edd484ad9a542609804b02cc9
%5bMS-MWBE%5d.pdf#Section_8d778944728e4315a6e66191f2334815
%5bMS-MWBF%5d.pdf#Section_4c34a08381ec4a20b4fa4b2481cdb6f6
%5bMS-NLMP%5d.pdf#Section_b38c36ed28044868a9ff8dd3182128e4
%5bMS-NTHT%5d.pdf#Section_f09cf6e1529e403ba8a57368ee096a6a
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[MS -PAC] Microsoft Corporation, " Privilege Attribute Certificate Data Struc ture ".  

[MS -RMPRS] Microsoft Corporation, " Rights Management Services (RMS): Server - to -Server Protocol ".  

[MS -RMPR] Microsoft Corporation, " Rights Management Services (RMS): Client - to -Server Protocol ".  

[MS -RMSI] Microsoft Corporation, " Rights Management Services (RMS): ISV Ex tension Protocol ".  

[MS -WKST] Microsoft Corporation, " Workstation Service Remote Protocol ".  

[NTLM] Microsoft Corporation, "Microsoft NTLM", http://msdn.microsoft.com/en -

us/library/aa378749.aspx  

[PKCS1] RSA Laboratories, "PKCS #1: RSA Cryptography Standard", PKCS #1, Version 2.1, June 
2002, http://www.em c.com/emc -plus/rsa - labs/standards - initiatives/pkcs - rsa -cryptography -
standard.htm  

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 

2119, March 1997, http://www.rfc -editor.org/rfc/rfc2119.txt  

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol --  HTTP/1.1", RFC 

2616, June 1999, http://www.rfc -editor.org/r fc/rfc2616.txt  

[RFC2743] Linn, J., "Generic Security Service Application Program Interface Version 2, Update 1", RFC 
2743, January 2000, http://www.rfc -editor.org/rfc/rfc2743.txt  

[RFC3377] Ho dges, J. and Morgan, R., "Lightweight Directory Access Protocol (v3): Technical 
Specification", RFC 3377, September 2002, http://www.ietf.org/rfc/rfc3377.txt  

[RFC4178] Zhu, L., Leach, P., Jag anathan, K., and Ingersoll, W., "The Simple and Protected Generic 

Security Service Application Program Interface (GSS -API) Negotiation Mechanism", RFC 4178, October 
2005, https://www.rfc -edit or.org/rfc/rfc4178.txt  

[RFC4559] Jaganathan, K., Zhu, L., and Brezak, J., "SPNEGO -based Kerberos and NTLM HTTP 

Authentication in Microsoft Windows", RFC 4559, June 2006, http://www.rfc -editor .org/rfc/rfc4559.txt  

[RFC822] Crocker, D.H., "Standard for ARPA Internet Text Messages", STD 11, RFC 822, August 1982, 
http://www.ietf.org/rfc/rfc0822.txt  

[SOAP1.1] Box, D., Ehnebuske, D., Kakivaya, G., et al., "Simple Object Access Protocol (SOAP) 1.1", 

W3C Note, May 2000, http://www.w3.org/TR/2000/NOTE -SOAP-20000508/  

[SOAP1.2/1] Gudgin, M., H adley, M., Mendelsohn, N., Moreau, J., and Nielsen, H.F., "SOAP Version 
1.2 Part 1: Messaging Framework", W3C Recommendation, June 2003, 
http://www.w3.org/TR/2003/REC -soap12 -part1 -20030624  

[S OAP1.2/2] Gudgin, M., Hadley, M., Mendelsohn, N., Moreau, J., and Nielsen, H.F., "SOAP Version 
1.2 Part 2: Adjuncts", W3C Recommendation, June 2003, http://www.w3.org/TR/2003/REC -soap12 -
part2 -20030624  

[UNICODENORMFORMS] Davis, M., "Unicode Normalization Forms", November, 1999, 
https://www.unicode.org/reports/tr15/tr15 -18.html  

[WSDLExt] Nielsen, H.F., Christensen, E., and Farrell,  J., "WS -Attachments", June 2002, 
http://xml.coverpages.org/draft -nielsen -dime -soap -01.txt  

[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description 
Language (WSDL) 1.1", W3C Note, March 2001, http://www.w3.org/TR/2001/NOTE -wsdl -20010315  

%5bMS-PAC%5d.pdf#Section_166d8064c86341e19c23edaaa5f36962
%5bMS-RMPRS%5d.pdf#Section_4da0e9a3000f4441ba90bf955f0dae3b
%5bMS-RMPR%5d.pdf#Section_d8ed4b1ee6054668b1736312cba6977e
%5bMS-RMSI%5d.pdf#Section_b6ffdd1f6ea44d678aac8e2274dd55bb
%5bMS-WKST%5d.pdf#Section_5bb08058bc364d3cabebb132228281b7
https://go.microsoft.com/fwlink/?LinkId=90235
https://go.microsoft.com/fwlink/?LinkId=90235
https://go.microsoft.com/fwlink/?LinkId=90248
https://go.microsoft.com/fwlink/?LinkId=90248
https://go.microsoft.com/fwlink/?LinkId=90317
https://go.microsoft.com/fwlink/?LinkId=90372
https://go.microsoft.com/fwlink/?LinkId=90378
https://go.microsoft.com/fwlink/?LinkID=91337
https://go.microsoft.com/fwlink/?LinkId=90461
https://go.microsoft.com/fwlink/?LinkId=90483
https://go.microsoft.com/fwlink/?LinkId=90497
https://go.microsoft.com/fwlink/?LinkId=90520
https://go.microsoft.com/fwlink/?LinkId=90521
https://go.microsoft.com/fwlink/?LinkId=90522
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[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)", 
W3C Recommendation, December 2009, http://www.w3.org/TR/2009/REC -xml -names -20091208/  

[XMLS CHEMA1] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema Part 
1: Structures", W3C Recommendation, May 2001, http://www.w3.org/TR/2001/REC -xmlschema -1-
20010502/  

[XML SCHEMA2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes", W3C 

Recommendation, May 2001, http://www.w3.org/TR/2001/REC -xmlschema -2-20010502/  

[XRML] ContentGuard, Inc., " XrML: Extensible rights Markup Language Version 1.2", 2001, 
http://contentguard.com/contact -us 

Note Contact the owner of the XrML specification for more information.  

1.2.2  Informative References  

[ECMA -335] ECMA, "Common Language Infrastructure (CLI): Partitions I through VI", Standard ECMA -

335, http://www.ecma - international .org/publications/standards/Ecma -335.htm  

[MS -ADTS] Microsoft Corporation, " Active Directory Technical Specification ".  

[MS -LSAT] Microsoft Corporation, " Local Security Authority (Translation Methods) Remote Protocol ".  

[MSDN -TaskSch] Microsoft Corporation, "Task Scheduler", http://msdn.microsoft.com/en -
us/library/aa383614.aspx  

[RFC2251] Wahl, M., Howes, T., and Kille, S., "Lightweight Directory Access Protocol (v3)", RFC 2251, 
December 1997, http://www.ietf.org/ rfc/rfc2251.txt  

1.3  Overview  

The RMS: Client - to -Server Protocol provides support for information protection through content 

encryption and fine -grained po licy  definition and enforcement. In doing so, the RMS: Client - to -Server 
Protocol enables end users to create and access protected information. This specification defines the 
RMS: Client - to -Server Protocol, which is a SOAP -based protocol that uses HTTP 1.1 as its transport.  
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Figure 1 : Rights management roles  

The Rights Management Services (RMS) system involves four active entities: the creator , the 

consumer , the server, and the cloud service . 

The server is required to undergo a bootstrapping process to begin functioning in the RMS system. 
This process  results in a signed server licensor certificate (SLC)  for the server. In RMS 1.0, RMS 
1.0 SP1, and RMS 1.0 SP2 servers, this operation involves contacting the cloud service. In RMS 2.0, 
this op eration is done entirely offline. The creator and consumer contact the server for a bootstrapping 
process to acquire the RMS account certificate (RAC)  and client licensor certificate (CLC)  that 
are necessary to participate in the RMS system.  

The creator builds a document and chooses an access policy for that document, either by creating it 
directly or by using a rights policy template  to apply a predefined access policy. The creator then 
encrypts the document using a randomly generated content key  and binds both th is key and the 
access policy to that document in the form of a Publishing License (PL) . 

The consumer, upon receiving the document from the creator and opening it, supplies the server with 
the PL  and the RMS account certificate (RAC) that was acquired during bootstrapping. If the consumer 
is allowed access according to the access policy in the PL, the server issues the consumer a use 

li cense (UL)  that specifies the access policy for the consumer and binds the content decryption key 
to the consumer's RAC. The RAC key is encrypted by the key of a trusted software module called the 
security processor . When the consumer attempts to access the document, the security processor 
decides whether the requesting application on the consumer machine is capable of enforcing the 
access policy. If so, it supplies plain text of the document to the application along with the policy that 
the application is to enforce. If not, access to the content is denied.  

A client can play the role of a creator, a consumer, or both, depending on implementation. The client 
is responsible for requesting certificates , licenses , and policies from the server. It is further 
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responsible for enforcing authorization policies as they apply to protected information and encrypting 
or decrypting content as appropriate. The RMS 2.0 client also acquires rights policy templates from an 

RMS 2.0 server.  

The cloud service role in the RMS: Client - to -Server Protocol is responsible for providing enrollment  

services to RMS 1.0, RMS 1.0 SP1, and RMS 1.0 SP2 servers. Enrollment is a one - time bootstrapping 
process to begin functioning in the RMS system; the result of which is receiving a signed SLC for the 
server. RMS 2.0 servers perform self -enrollment and do not contact the cloud service. The cloud 
service also provides activation services to RMS 1.0 clients. This is accomplished by binding an 
encryption key pair to the machine by way of the security processor and its SPC . Activation in RMS 
1.0 SP1, RMS 1.0 SP2, and RMS 2.0 is performed by the client without contacting the cloud service. 
The cloud service role is not used in RMS 2.0.  

The server role in the RMS: Client - to -Server Protocol is responsibl e for issuing certifications, keys, and 
authorization policies, and for signing these issued certificates and policies with keys it holds in 
escrow. It is further responsible for evaluating and issuing authorization policies based upon identity 
credentials  the client provides in protocol requests.  

The RMS: Client - to -Server Protocol consists of a number of service endpoints , and each endpoint 
provides one or more remote procedures that are related  in function to each other. The web server 

implementation identifies and services the endpoints, and the web server describes the endpoint's 
interface using the Web Services Description Language ( [WSDL] ), which is analogous to a COM IDL.  

The remote procedures are called to:  

Á Acquire or exchange certificates.  

Á Request an authorization policy for protected information.  

Á Author an authorization policy for protected information.  

Á Discover information about the server or a user that is necessary for client operation.  

Á Manage the server remotely.  

The RMS: Client - to -Server Protocol is stateless, and the methods on the protocol can be called in any 
order.  

1.3.1  Server Enrollment  

Server enrollment is an initialization step that the server completes before it services any client 
requests.  

RMS 1.0, RMS 1.0 SP1, and RMS 1.0 SP2 servers make an enrollment request to the cloud service . 
During enrollment, the server generates its key pair and builds an enrollment request that includes 
the public key. The server makes the enrollment request to the RMS enrollment cloud service and 
receives a signed SLC  in return.  

On RMS 2.0 servers, the server enrollment operation occurs entirely offline.  

1.3.2  Client Bootstrapping  

Client bootstrapping is a set of initial ization steps that clients complete before moving on to either 
offline publishing  or licensing. Client bootstrapping is not a prerequisite for online publishing . 

During client boostrapping, the machine is activated and the user is certified for use in the RMS 
system. This involves various key/ certificate  generations and exch anges as explained in section 
3.8.4.1 . 

https://go.microsoft.com/fwlink/?LinkId=90577
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Client bootstrapping involves the following request and response methods: Activate, Certify, 
FindServiceLocationsForUser, and GetClientLicensorCert.  

1.3.3  Template Acquisition  

The RMS 2.0 client acquires rights policy templates  from an RMS 2.0 server (see section 3.8.4.2 ). 
The client makes an AcquireTemplateInformation request to the server. The server returns information 
about the available templates. The client makes a subsequent AcquireTemplates request to the server 
for outdated and missing templates, delet ing templates that are no longer present on the server from 

its local license  store. The client then places the newly obtained templates from the server in its local 
license store.  

The following  request and response methods are used for template acquisition: 
AcquireTemplateInformation and AcquireTemplates.  

1.3.4  Online Publishing  

When publishing, templates can be used to control the rights that a user o r group has on a particular 
piece of content. Online publishing  does not require completion of the client bootstrapping steps. 
When the client is used to protect content, it generates a PL  that contains the usage policy  and the 
content key , both of which are encry pted using the server's public key. The PL also contains a 
reference to a server that can be used to issue ULs  from the PL. During online publishing, the client 
acquires the SLC  of the server in order to encrypt the usage policy and content key to the server and 

build the PL chain.  

The following request and response methods are used for online publishing: GetLicensorCertificate and 
AcquireIssuanceLicense.  

1.3.5  Offline Publishing  

Offline publishing  does not make a call to the server. The client is required to have a valid CLC 
chain , RAC , and security processor certificate (SPC)  to publish offline. F or an overview of the 

bootstrapping process, see sections 1.3.1  and 1.3.2 . 

When the client is used to protect content, it generates a PL  that contains the usage policy  and the 
content key , both of which are  encrypted using the server's public key. The PL also contains a 
reference to a server that can be used to issue ULs  from the PL.  

During offline publishing, the usage policy and content key are encrypted using the server's public key 
from the issuer of the CLC. The PL is signed using the CLC private key, and the resultant signed PL 
chain includes the PL, CLC, and SLC  from the CLC chain . 

There are no request and response methods used for offline publishing.  

1.3.6  Licensing  

A UL  is required for a user to access protected content . The UL describes the usage policies that 
apply to the user while accessing a particular protected content file. It also contains the content key  

encrypted with the user' s RAC  public key.  

The client is required to possess a valid RAC and SPC  to access protected content. For an overview of 
the bootstra pping process, see section 1.3.1 . The client needs a valid PL  to acquire a UL for protected 

content. For more information about publis hing and PLs, see sections 1.3.4  and 1.3.5 . 

The following request and response method is used for licensing : AcquireLicense.  
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1.4  Relationship to Other Protocols  

The RMS: Client - to -Server Protocol uses the SOAP messaging protocol, as specified in [SOAP1.1] , for 
formatting requests and responses. It transmits these messages using the HTTP and/or HTTPS 

protocols. SOAP is considered the wire format used for messaging, and HTTP and HTTPS ar e the 
underlying transport protocols. The content files are downloaded using HTTP 1.1, as specified in 
[RFC2616] . 

The RMS: Client - to -Server Protocol user certification endpoint  uses authentication to determine the 
requesting user's identity.  

The RMS: Client - to -Server Protocol can use the Microsoft Web Browser Federated Sign -On Protocol, as 
specified in [MS -MWBF] , on requests to the licensing or user certification endpoints for providing user 

authentication. Its extensions are defined in the Microsoft Web Browser Federated Sign -on Protocol 
Extensions, as specified in [MS -MWBE] . 

The RMS: Client - to -Server Protocol is composed of Web services using SOAP [SOAP1.1] over HTTP or 
HTTPS [RFC2616], for communica tion.  

The following diagram shows the transport stack that the RMS: Client - to -Server Protocol uses.  

 

Figure 2 : RMS: Client - to - Server Protocol transport stack  

Content download is accomplished using HTTP 1.1 GET Byte Range requests,  as specified in 
[RFC2616] section 14.35.  

1.5  Prerequisites/Preconditions  

The RMS: Client - to -Server Protocol assumes that the client is able to discover the server, either by  
being able to access the appropriate Active Directory  object or by some other means.  

It is assumed that the protected information itself can be distributed in some way, because the RMS: 
Client - to -Server Protocol is not involved in content distribution.  

1.6  Applicability Statement  

The RMS: Client - to -Server Protocol is information -protection technology that uses content encryption 
and use restrictions to saf eguard digital information from unauthorized use. RMS is designed for 
organizations that need to protect sensitive and proprietary information such as financial reports, 
product specifications, customer data, and confidential email messages. The RMS: Clien t - to -Server 

Protocol can be used to help prevent sensitive information from intentionally or accidentally getting 
into the wrong hands.  

https://go.microsoft.com/fwlink/?LinkId=90520
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1.7  Versioning and Capability Negotiation  

This specification covers versioning issues in the following areas:  

Á Supported Transports: This protocol is implemented on top of HTTP and SOAP, as specified in 

section 2.1 . 

Á Protocol Versions: The RMS: Client - to -Server Protocol client and server have versions 1.0, 1.0 
SP1, 1.0 SP2, and 2.0. Version 2.0 introduced the Template Distribution service and WSDL port 
type.  

Á Security and Authentication Methods: The SOAP protocol passiv ely supports NT LAN Manager 
(NTLM)  authentication over HTTP or HTTPS, as specified in [NTLM] . 

Á Localization: The RMS: Client - to -Server Protocol has no localization -dependent behaviors.  

Á Capability Negotiation: The RMS: Client - to -Server Protocol supports limited capability negotiation 
via the VersionData type that is present on all protocol requests. On a request, the VersionData 
struc ture contains a MinimumVersion and MaximumVersion value indicating the range of versions 

the client is capable of understanding. On a response, the VersionData structure contains a 
MinimumVersion and MaximumVersion that the server is capable of understandi ng. <1>  

This protocol can be spread across multiple servers. To determine which servers are capable of 

specific methods, the client calls the FindServiceLocationsForUser  (section  3.7.4.2)  method in the 
Server Service  (section  3.7) . 

1.8  Vendor -Extensible Fields  

This protocol does not contain any vendor -extensible fields. All XML schema are considered 

nonextensible in the RMS: Client - to -Server Protocol.  

1.9  Standards Assignments  

The RMS: Client - to -Server Protocol has not been ratified by any standards body or organization.  

https://go.microsoft.com/fwlink/?LinkId=90235
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2  Messages  

2.1  Transport  

An RMS: Client - to -Serv er Protocol message MUST be formatted as specified in either [SOAP1.1]  or 

[SOAP1.2/1] .  

Each RMS Web service MUST support SOAP [SOAP1.1] over HTTP [RFC2616]  over TCP/IP. Each RMS 
Web service SHOULD <2>  support HTTPS for securing its communication with cli ents. Each RMS Web 
service MUST require HTTPS for communication with clients when making a request enabled by the 
Microsoft Web Browser Federated Sign -on Protocol [MS -MWBF]  to the Licensing or Certification Web 
services.  

The Uniform Resource Locators (URLs)  specified in section 3.1.4.2  MUST be exposed by the server 
as endpoints  for the HTTP and SOAP over HTTP transports.  

To optimize network bandwidth, the client implementation can request that the reply be compressed 

by speci fying the encoding format in the HTTP Accept -Encoding request -header field as specified in 
[RFC2616] section 14.3. The update server encodes the reply using the requested format.  

2.2  Common Message Syntax  

This section contains common definitions used by this protocol. The syntax of the definitions uses XML 
Schema as defined in [XM LSCHEMA1]  and [XMLSCHEMA2] , and Web Services Description Language as 
defined in [WSDL] . 

This protocol uses curly -braced GUID  strings, as specified in [MS -DTYP]  section 2.3.4.3.  

This protocol uses security identifier (SID)  string format syntax as specified in [MS -DTYP] section 

2.4.2.1.  

2.2.1  Namespaces  

This specification defines and references various XML namespaces using the mechanisms speci fied in 

[XMLNS] . Although this specification associates a specific XML namespace prefix for each XML 
namespace that is used, the choice of any particular XML namespace prefix is implementati on-specific 
and not significant for interoperability.  

Prefix  Namespace URI  Reference  

s http://microsoft.com/DRM/AdminService   

s http://microsoft.com/DRM/CertificationService   

s http://microsoft.com/DRM/EditIssuanceLicenseService   

s http://microsoft.com/DRM/LicensingService   

s http://microsoft.com/DRM/PublishingService   

s http://schemas.xmlsoap.org/wsdl/http/  [WSDL]  

s http://www.w3.org/2001/XMLSchema  [XMLSCHEMA1] , [XMLSCHEMA2]  

s http://schemas.xmlsoap.org/wsdl/soap/  [SOAP1.1]  

s http://schemas.xmlsoap.org/wsdl/soap12/  [SOAP1.2/1] , [SOAP1.2/2]  

s http://schemas.xmlsoap.org/soap/encoding/  [SOAP1.1]  

s http://schemas.xmlsoap.org/wsdl/  [WSDL]  

 

https://go.microsoft.com/fwlink/?LinkId=90520
https://go.microsoft.com/fwlink/?LinkId=90521
https://go.microsoft.com/fwlink/?LinkId=90372
%5bMS-MWBF%5d.pdf#Section_4c34a08381ec4a20b4fa4b2481cdb6f6
https://go.microsoft.com/fwlink/?LinkId=90608
https://go.microsoft.com/fwlink/?LinkId=90610
https://go.microsoft.com/fwlink/?LinkId=90577
%5bMS-DTYP%5d.pdf#Section_cca2742956894a16b2b49325d93e4ba2
https://go.microsoft.com/fwlink/?LinkId=191840
https://go.microsoft.com/fwlink/?LinkId=90577
https://go.microsoft.com/fwlink/?LinkId=90608
https://go.microsoft.com/fwlink/?LinkId=90610
https://go.microsoft.com/fwlink/?LinkId=90520
https://go.microsoft.com/fwlink/?LinkId=90521
https://go.microsoft.com/fwlink/?LinkId=90522
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2.2.2  Messages  

None.  

2.2.3  Elements  

The following table summarizes the set of common XML Schema element definitions defined by this 
specification. XML Schema element defini tions that are specific to a particular operation are described 
with the operation.  

Element  Description  

Certificate  Encloses any XrML  certificate  parameter that can be represented as a literal.  

CertificateChain  Contains an array of XML elements used to represent a certificate chain . 

VersionData  Contains versioning information that serves as a  declaration of the capability support 
necessary to understand and process the entire request or response.  

string  An extra XML wrapper for the string data type.  

MaximumVersion  Used to specify the maximum capability version requirement between client and server.  

MinimumVersion  Used to specify the minimum capability version requirement between client and server.  

URL Defines the use of the string data type to represent a URL . 

 

2.2.3.1  Certificate Element  

The Certificate (ArrayOfXmlNode) element encloses any eXtensible Rights Markup Language (as 
specified in [XRML] ) certificate  parameter that can be represented as a literal within an XML element 

on the protocol.  

 <xs:element name="Certificate">  

   <xs:complexType  

     mixed="tr ue"  

   > 

     <xs:sequence>  

       <xs:any  

         namespace=""  

        />  

     </xs:sequence>  

   </xs:complexType>  

 </xs:element>  

2.2.3.2  CertificateChain Element  

The CertificateChain (LicensorCertChain) element uses an array of XML elements to represent a 
certificate chain . This element MUST contain a valid certi ficate chain, as specified in 2.2.9 . 

 <xs:element name="CertificateChain"  

   type="ArrayOfXmlNode"  

  />  

2.2.3.3  VersionData Element  

The VersionData element contains versioning information that serves as a declaration of the capability 
support necessary to understand and process the entire request or response.  

 <xs :element name="VersionData"  

https://go.microsoft.com/fwlink/?LinkId=324306
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   type="VersionData"  

  />  

2.2.3.4  string Element  

The ArrayOfString element is an extra XML wrapper for the string data type. This elem ent helps define 
the ArrayOfString element as an array of ordinary XML strings. This element MUST contain only one 
literal string.  

 <xs:element name="string"  

   type="string"  

  />  

2.2.3.5  MaximumVersion Element  

The MaximumVersion (VersionData) element is used to specify the maximum capability version 
requirement of the RMS: Client - to -Server Protocol between client and server.  

 <xs:element name= "MaximumVersion"  

   type="string"  

  />  

2.2.3.6  MinimumVersion Element  

The MinimumVersion (VersionData) element is used to specify the minim um capability version 
requirement of the RMS: Client - to -Server Protocol between client and server.  

 <xs:element name="MinimumVersion"  

   type="string"  

  />  

2.2.3.7  URL Element  

The URL (ServiceLocationResponse) element defines the use of the string data type to represent a 
URL  in the RMS: Client - to -Server Protocol. This element MUST contain a literal string.  

 <xs:ele ment name="URL"  

   type="string"  

  />  

2.2.4  Complex Types  

The following table summarizes the set of common XML Schema complex type definitions defined by 

this specification. XML Schema complex type definitions that are specific to a particular operation are 
described with the operation.  

Complex Type  Description  

ArrayOfXmlNode  Contains an array of XML elements used exclusively f or exchanging XrML  certificates . 

VersionData  Represents the capability version of the client and server.  
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2.2.4.1  ArrayOfXmlNode Complex Type  

The ArrayOfXmlNode complex type con tains an array of XML elements. It is used exclusively for 
exchanging XrML  certificates , each of which MUST be represented as an XML  fragment. Each XML 

fragment is enclosed in the Certificate  element. For more information on XrML, see [XRML] . 

 <xs:complexType nam e="ArrayOfXmlNode">  

   <xs:sequence>  

     <xs:element name="Certificate"  

       minOccurs="0"  

       maxOccurs="unbounded"  

     > 

       <xs:complexType  

         mixed="true"  

       > 

         <xs:sequence>  

           <xs:any  

             namespace=""  

            />  

         </xs:sequence>  

       </xs:complexType>  

     </xs:element>  

   </xs:sequence>  

 </xs:complexType>  

  

2.2.4.2  VersionData Complex Type  

The VersionData complex type is used to represent the capability version of the client and server. The 
version data in this type MUST be represented by using a literal string and MUST conform to the 

format "a.b.c.d". Subversion value "a" MUST be the most major component of the version, value "b" 
MUST be the next most major, value "c" MUST be the next most major, and "d" MUST be the minor 
subversion value.  

When a client makes a request, it SHOULD specify "1.0.0.0" as both the MinimumVersion  parameter 

and as the MaximumVersion  parameter, unless otherwise specified.  

When the server receives a request, it SHOULD compare its capability version to the capability version 
range the client presents. The server SHOULD reject the request with a 

Micros oft.DigitalRightsManagement.Core.UnsupportedDataVersionException fault if the 
MaximumVersion  value presented by the client is higher than the highest capability version of the 
server.  

When the server responds to the client, including instances when the ser ver responds with an 
error <3> , it SHOULD specify the lowest capability version it can support as the value for the 
MinimumVersion  parameter. The server SHOULD specify the highest capability ve rsion it can support 
as the value for the MaximumVersion  parameter.  

 <xs:complexType name="VersionData">  

   <xs:sequence>  

     <xs:element name="MinimumVersion"  

       type="string"  

       minOccurs="0"  

       maxOccurs="1"  

      />  

     <xs:element name="MaximumV ersion"  

       type="string"  

       minOccurs="0"  

       maxOccurs="1"  

      />  

   </xs:sequence>  

 </xs:complexType>  

https://go.microsoft.com/fwlink/?LinkId=324306
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2.2.5  Simple Types  

None.  

2.2.6  Attributes  

None.  

2.2.7  Groups  

None.  

2.2.8  Attribute Groups  

None.  

2.2.9  Common Data Structures  

This section describes the way the RMS: Client - to -Server Protocol utilizes [XRML]  for certificates  and 
licenses . 

2.2.9.1  Common Certificate and License Structures  

This section describes in detail common elements of RMS  certificate  formats. All elements MUST 
follow the [XRML]  schema.  

2.2.9.1.1  ISSUEDTIME  

The ISSUEDTIME element specifies the time that a certificate  or license  was generated, expressed 
in Coo rdinated Universal Time (UTC) . ISSUEDTIME is specified in the XrML  Document Type 
Definition (DTD). All certificates and licenses MUST contain an ISSUEDTIME element.  

An ISSUEDTIME element MUST fo llow this template.  

 <ISSUEDTIME> 

    [[ -  issuedtime - ]]  

 </ISSUEDTIME>  

[[ -  issuedtime - ]] : The time at which the certificate or license was generated, expressed in UTC.  

2.2.9.1.2  VALIDITYTIME  

VALIDITYTIME  is an optional element that specifies the time period in which a certificate  or license  
can be used. The certificate or license MUS T be considered invalid outside this time period. The time 

period is a half -closed interval in which the start time is included in the set but the end time is not. A 
certificate or license SHOULD contain a VALIDITYTIME element.  

A VALIDITYTIME element MUST use the following template.  

 <VALIDITYTIME>  

    <FROM>[[ -  starttime - ]]</FROM>  

    <UNTIL>[[ -  endtime - ]]</UNTIL>  

https://go.microsoft.com/fwlink/?LinkId=324306
https://go.microsoft.com/fwlink/?LinkId=324306
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 </VALIDITYTIME>  

  

[[ -  starttime - ]] : The beginning of the time interval in which the certificate is allowed to be considered 
valid, expressed in UTC . 

[[ -  endtime - ]] : The end of the time interval in which the certificate is allowed to be considered valid, 
expressed in UTC.  

2.2.9.1.3  RANGETIME  

RANGETIME specifies a time condition on  the ability to exercise a right that is granted in a certificate  
or license . The time period is a half -closed interval in which the  start time is included in the set but 
the end time is not.  

The RANGETIME element MUST use the following template.  

 <RANGETIME> 

   <FROM>[[ -  starttime - ]]</FROM>  

   <UNTIL>[[ -  endtime - ]]</UNTIL>  

 </RANGETIME> 

  

[[ -  starttime - ]] : The beginning of the time peri od in which a right is allowed to be exercised, 
expressed in UTC . 

[[ -  endtime - ]] : The end of the time period in which a right is allowed to be exercised, expressed in 

UTC.  

2.2.9.1.4  DESCRIPTOR  

The DESCRIPTOR element identifies the certificate  or license  and describes its type. All certificates 

and licenses MUST con tain a DESCRIPTOR element.  

The DESCRIPTOR element MUST use the following template.  

 <DESCRIPTOR> 

   [[ -  object - ]]  

 </DESCRIPTOR> 

  

[[ -  object - ]] : An object that identifies the certificate or license. An object is specified in the XrML  
DTD. Specific content is defined for each certificate and license.  

2.2.9.1.5  ISSUER  

The ISSUER element describes the entity that issued or signed the certificate  or license . All 

certificates and licenses MUST contain an ISSUER element. The ISSUER element MUST contain an 
object element that identifies the issuer along with a PUBLICKEY (section  2.2.9.1.6)  element that 
contains the issuer's public key.  

An ISSUER element MUST use the following template.  

 <ISSUER> 

   [[ -  object - ]]  

   [[ -  publickey - ]]  
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   [[ -  optionalinfo - ]]  

 </ISSUER>  

  
  

[[ -  object - ]] : An object that identifies the issuer. An object is specified in the XrML  DTD. Specific 
content of the object depends on the certificate or lice nse.  

[[ -  publickey - ]] : The issuer's public key contained in a PUBLICKEY element.  

[[ -  optionalinfo - ]] : Optional information about the issuer. Specific content is defined for each 
certificate and license.  

2.2.9.1.6  PUBLICKEY  

A PUBLICKEY element cont ains an RSA public key. A PUBLICKEY element MUST use the following 
template.  

 <PUBLICKEY> 

    <ALGORITHM>RSA</ALGORITHM>  

    <PARAMETER name="public - exponent">  

       <VALUE encoding="integer32">  

          [[ -  exponent - ]]  

       </VALUE>  

    </PARAMETER> 

    <PARAMETER name="modulus">  

       <VALUE encoding="base64" size="[[ -  key length - ]]">  

          [[ -  modulus - ]]  

       </VALUE>  

    </PARAMETER> 

 </PUBLICKEY>  

  

[[ -  exponent - ]] : The exponent portion of the public key. This MUST be set to 65537.  

[[ -  key length - ]] : The length of the public key in bits, represented as a string. This MUST be a valid 
key length for the RSA algorithm.  

[[ -  modulus - ]] : The modulus portion of the public key. This MUST be a valid modulus for the RSA 
algorithm.  

2.2.9.1.7  DISTRIBUTIONPOINT  

A DISTRIBUTIONPOINT element is optional and describes an address or location for a particular 
service. A certificate  or license  can contain multiple DISTRIBUTIONPOINT elements.  

A DISTRIBUTIONPOINT element MUST use the following template.  

 <DISTRIBUTIONPOINT> 

    [[ -  object - ]]  

    [[ -  publickey - ]]  

 </DISTRIBUTIONPOINT>  

  

[[ -  object - ]] : An object that identifies t he DISTRIBUTIONPOINT. An object is specified in the XrML  
DTD. Specific content is defined for each certificate and license.  
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[[ -  publickey - ]] : This is present if the object element of the DISTRI BUTIONPOINT element is of type 
"Revocation". MUST NOT be present otherwise. If present, this MUST contain one 

PUBLICKEY (section  2.2.9.1.6)  element.  

2.2.9.1.8  NAME  

A NAME element contains a frie ndly name.  

A NAME element MUST use the following template.  

 <NAME> 

    [[ -  name - ]]  

 </NAME> 

[[ -  name - ]] : A string. The value of this placeholder depends on the specific application in a 
certifica te  or license  and is defined explicitly for each certificate and license format.  

2.2.9.1.9  ADDRESS  

An ADDRESS element contains a URL  address.  

An ADDRESS element MUST use the following template.  

 <ADDRESS type="[[ -  type - ]]">  

    [[ -  address - ]]  

 </ADDRESS> 

[[ -  type - ]] : A string containing a type of address that can take the value of "URL" or "email_alias". 
The value of this placehol der depends on the specific application in a certificate  or license  and is 
defined explicitly for each certificate and license  format.  

[[ -  address - ]] : A string containing the address. The value of this placeholder depends on the specific 

application in a certificate or license and is defined explicitly for each certificate and license 
format.  

2.2.9.1.10  SECURITYLEVEL  

A SECURITYLEVEL element contains additional information in a name/value pair. A SECURITYLEVEL 
element MUST follow the XrML  DTD.  

A SECURITYLEVEL element MUST use the following template.  

 <SECURITYLEVEL name="[[ -  name - ]]" value="[[ -  value - ]]"/>  

[[ -  name - ]] : An arbitrary string containing the name of the name/value pair. The value of this 
placeholder depends on the specific application in a certificate  or license  and is defined explicitly 

for each certificate and license format.  

[[ -  value - ]] : An arbitrary string containing the value of the name/value pair. The value of this 
placeholder depends on the specific application in a certificate or license and is defined explicitly 
for each certificate and license format.  

2.2.9.1.11  ISSUEDPRINCIPALS  

For a certi ficate , the ISSUEDPRINCIPALS element describes the role, identity, and key being issued 

by the certificate. For a license , the ISSUEDPRINCIPALS element describes the principal to which 
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rights ar e being granted. All certificates and licenses MUST contain an ISSUEDPRINCIPALS element. 
An ISSUEDPRINCIPALS element MUST contain exactly one principal.  

An ISSUEDPRINCIPALS element MUST use the following template.  

 <ISSUEDPRINCIPALS> 

    <PRINCIPAL internal - id="1">  

       [[ -  object - ]]  

       [[ -  publickey - ]]  

       [[ -  digest - ]]  

       [[ -  optionalinfo - ]]  

       [[ -  enablingbits - ]]  

    </PRINCIPAL>  

 </ISSUEDPRINCIPALS>  

  
  

[[ -  object - ]] : An object that identifies the principal. An object is specified in the XrML  DTD. The value 
of this placeholder depends on the specific application in a certificate or license and is defined 

explicitly for each certificate and license format.  

[[ -  publickey - ]] : The pub lic key of a principal contained in a PUBLICKEY element. For certificates, this 
is the public key being issued to the principal. For licenses, this is an existing public key that has 
already been issued to the principal.  

[[ -  digest - ]] : An SPC  MUST include a digest element containing a hardware ID (HID)  hash. All 
other certificates and licenses MUST NOT include a digest element here.  

[[ -  optionalinfo - ]] : Other information SHOULD be included in the form of SECURITYLEVEL elements.  

[[ -  enablingbits - ]] : A publishing license  MUST include an ENABLINGBITS  element that contains the 
encrypted rights data. All other certificates and licenses MUST NOT include an ENABLINGBITS 
element here.  

2.2.9.1.12  SIGNATURE  

The SIGNATURE element contains the cryptographic signature of a license  or certificate  and is 
appended to the end of each license or certificate. It is computed from the body element of the license 

or certificate that it is contained in, including the body tags, and follows the format specified by XrML .  

The hash SHOULD <4>  be a SHA - 256  hash of the body. The signature MUST be the hash encr ypted 
with the issuer's private key. The key length MUST be the bit length of the issuer's private key, which 
MUST match the length of the issuer's public key.  

A SIGNATURE element MUST use the following template.  

 <SIGNATURE> 

    <ALGORITHM>RSA PKCS#1- V1.5< /ALGORITHM> 

    <DIGEST> 

       <ALGORITHM>[[ -  hashalgorithm - ]]</ALGORITHM>  

       <PARAMETER name="codingtype">  

          <VALUE encoding="string">  

             surface - coding  

          </VALUE> 

       </PARAMETER> 

       <VALUE encoding="base64" size="[[ -  hashs ize - ]]">  

          [[ -  hash - ]]  

       </VALUE> 

    </DIGEST>  

    <VALUE encoding="base64" size="[[ -  size - ]]">  

       [[ -  signature - ]]  

    </VALUE> 
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 </SIGNATURE> 

  

[[ -  hashalgorithm - ]] : The name of the hash algorithm: SHA -1 or SHA -256.  

[[ -  hashsize - ]] : The size of the hash, in bits.  

[[ -  hash - ]] : The hash of the body element, base64 -encoded.  

[[ -  size - ]] : The size, in bits, of the issuer's private key that was used to compute the signature, 

represented as a string.  

[[ -  signature - ]] : The hash of the body ele ment, encrypted with the issuer's private key, base64 -
encoded.  

2.2.9.1.13  ENABLINGBITS  

An ENABLINGBITS element includes a key and a hash encrypted together in a license  or certificate . 

The format for ENABLINGBITS is as follows:  

1.  Enabling bits in XrML  license = Base64Encoded(RawEnablingBits)  

2.  RawEnablingBits = K Public (KeyHeader & K Session ) + K Session (EnablingBitsHeader + (KeyHeader & K) + 
Hash)  

Note   Notation: 'K(A)' means data 'A' encrypted with key 'K'.  

License  KPublic  K Hashed data  

PL  Licensor (RMS Server) public key  Symmetric content key  ISSUEDPRINCIPALS  element of PL  

UL  RAC  public key  Symmetric content key  ISSUER element of UL  

CLC Chain  RAC public key  CLC private key  ISSUER element of CLC  

RAC Security processor  public key  RAC private key  ISSUER element of RAC  

K varies depending upon the type of license . The preceding table describes what K and A are for each 
of the license types that contain enabling bits.  

The session key MUST be either a 56 -bit Data Encryption Standard (DES)  key or a 128 -bit , 192 -
bit, or 256 -bit Advanced Encryption Standard (AES)  key. The KeyHeader  for the session key 
describes the key type, size, and bloc k size. For more information about the KeyHeader, see section 
2.2.9.1.13.1.  

A new session key is randomly generated each time the client or server has to create enabling bits. 
The session key is encrypted with the public key (licensor public key, group ide ntity certificate (GIC) 
public key, or machine public key, depending upon the license type) and this forms the first 1,024 bits 

of the ENABLINGBITS, assuming a 1,024 -bit RSA key was used for the encryption. The size of this 
equals the size of the RSA key p air encrypting the symmetric key, and since during decryption the size 
of the private key is already known (from the prologue of the key bits), the size of the encrypted 
symmetric key is also known.  

The session key is used to encrypt the rest of the data i n the ENABLINGBITS. The rest of the data 
includes an enabling bits header, the key header and key, and the hash.  

The ENABLINGBITS header is defined as follows.  

 typedef struct _UDEBHeader  

 {  

     DWORD dwVersion;  

     DWORD dwcbSize;  
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     DWORD dwReserved1;  

     DWORD dwReserved2;  

 } UDEBHeader;  

The value of dwVersion is 0x00000001 for enabling bits of type "sealed -key" and 0x00000002 for 
enabling bits of type "sealed -key -v2". In either case, the value is a 32 -bit unsigned LE integer.  

The size of the header is 128 bits. The value of dwReserved1  and dwReserved2  MUST be 0. The 
dwcbSize indicates the combined size of the payload and hash. The format of the field is a 32 -bit 
unsigned LE integer.  

The key itself is either an RSA private key o r a 56 -bit DES or AES (128 -bit, 192 -bit, or 256 -bit) 
symmetric content key. The KeyHeader in front of the key specifies the key type, size, and algorithm 

block size.  

The hash is a hash of XrML data. The XrML data that is hashed depends on the type of XrML 
document, as described in the preceding table. The hash is a 160 -bit SHA - 1  hash for enabling bits of 

type "sealed -key" and a 256 -bit SHA - 256  hash for enabling bits of type "sealed -key -v2".  

The ENABLINGBITS header, the payload, and the hash are concatenated and then encrypted with the 
freshly generated symmetric key. The result of this encryption is then concatenated with the 

encrypted symmetric key, and the result of this is base64 -encoded and can be inserted into the XrML 
document. The encryption uses PKCS #1 padding for enabling bits of type "sealed -key" and OAEP 
padding for enabling bits of type "sealed -key -v2".  

The ENABLINGBITS elem ent contains the enabling bits in XrML. It MUST follow the XrML DTD and the 
following template.  

 <ENABLINGBITS type="[[ -  type - ]]">  

    <VALUE encoding="base64" size="[[ -  size - ]]">  

       [[ -  sealedkey - ]]  

    </VALUE>  

 </ENABLINGBITS>  

             

[[ -  type - ]] : The type of the enabling bits: "sealed -key" or "sealed -key -v2".  

[[ -  size - ]] : The length, in bits, of the enabling bits.  

[[ -  sealedkey - ]] : The enabling bits, base64 -encoded.  

2.2.9.1.13.1  KeyHeader  

The KeyHeader for the session key describe s the key type, size, and block size for the algorithm as 
detailed in the following table.  

0 1 2 3 4 5 6 7 8 9 
1 
0 1 2 3 4 5 6 7 8 9 

2 
0 1 2 3 4 5 6 7 8 9 

3 
0 1 

BlobSize  Reserved  

keySizeInBytes  blockSizeInBytes  

Flags  

BlobSize (2 bytes): A 16 -bit unsigned, little - endian  short integer value. The BlobSize field MUST be 
the size, in bytes, of the complete KeyHeader plus Key structure.  
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Reserved (2 bytes): The reserved bytes SHOULD b e set to one of the following values based on the 
cipher mode <5> . 

Cipher Mode  Value  

ECB 0xFFFF 

CBC4K No Padding  0xFFFE 

CBC4K With Padding  0xFFFD 

CBC512 No Padding  0xFFFC 

keySizeInBytes (2 bytes): A 16 -bit unsigned, little -endian short integer value. The keySizeInBytes 
field MUST be the symmetric key size in bits. For DES , this MUST be 56. For AES  (Rijndael) size 

MUST be either 128 (the default), 192, or 256 bits.  

blockSizeInBytes (2 bytes): A 16 -bit unsigned, little -endian short integer value. The 
blockSizeInBytes field is the key block size, which var ies depending on the cryptographic provider.  

Flags (4 bytes): The Flags field is a bit field with the following structure.  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 C E 0 0 0 0 0 0 0 0 0 0 0 A 

Where the bits are defined as:  

Value  Description  

E 
Electronic Code 
Book  

This bit MUST be set to 1 to indicate the Electronic Codebook (ECB) cipher mode. This 
bit MUST be set to 0 if Cipher Block Chaining (CBC) cipher mode is used.  

C 
Cipher Block 

Chaining  

When set to 1, this bit indicates the Cipher Block Chaining (CBC) cipher mode. This bit 
MUST be set to 0 when the KeyHeader  describes a session key.  

A 
Algorithm  

The Algorithm bit MUST be set to 0 if the key is a DES key. The Algorithm bit MUST be  
set to 1 if the key is an AES key.  

 

2.2.9.2  Certificate and License Chains  

A certificate  or license chain  shows the issuing and trust hierarchy for a given certificate or 
license . The following diagram shows the relationships between certificates.  
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Figure 3 : Relationships between certificates  

For version 1 clients, the SPC  chain starts at the SPC leaf node certificate, followed by the versio n 1 
security processor  Certification Authority (CA)  certificate, followed by the intermediate security 
processor CA certificate, and  terminates at the CA certificate. For version 1 SP1 and newer clients, the 
SPC chain starts at the SPC leaf node certificate, followed by the SPC Issuer certificate, followed by 
the security processor CA certificate, followed by the intermediate security processor CA certificate, 
and terminates at the CA certificate. Certificates in the SPC chain are acquired during client machine 
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activation and are never generated by the server. For more information on client machine activation, 
see 3.8.3.1 . 

The RAC  chain starts at the RAC leaf node certificate, followed by the SLC , followed by the Enrollment 
Service certificate, followed by the Enrollment CA certificate, terminating at the CA certificate. The 

CLC chain  starts at the CLC leaf node certificate, followed by  the SLC, followed by the Enrollment 
Service certificate, followed by the Enrollment CA certificate, and terminating at the CA certificate.  

Certificates in dark boxes (RAC and CLC) are issued by the server. Certificates from the SLC and below 
are acquired during server enrollment. For more information on server enrollment, see 3.6.4.2.1.1 . 

Certificates in dashed boxes (SLC, version 1 security processor CA certificate, SPC Issuer certificate, 
securi ty processor CA certificate, intermediate security processor CA certificate, CA certificate, 
Enrollment Service certificate, and Enrollment CA certificate) are issuing certificates and follow a 

similar format.  

The following diagram shows the relationships between licenses and the certificate in their chains.  
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Figure 4 : Relationships between licenses and certificates  

The UL  chain starts at the UL leaf node certificate, fo llowed by the SLC, followed by the Enrollment 
Service certificate, followed by the Enrollment CA certificate, terminating at the CA certificate.  

For content published online , the PL  chain starts at the PL leaf node certificate and terminates at 
the SLC. For content published offline , the PL chain starts at the PL leaf node c ertificate and 
terminates at the CLC.  

The rights policy template  is signed by the SLC, but exists as a single -node certificate.  

Licenses in dark boxes (UL and online PL) are issued by the server . The offline PL is issued by the 
client.  

Every license and certificate used in an RMS: Client - to -Server Protocol environment consists of a chain 

of certificates that leads back to a CA certificate. RMS servers provide two chains into which a license 
or ce rtificate can be nested: a pre -production certificate chain  and a production certificate chain. 
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During application development, the pre -production certificate is used to sign custom applications  into 
the pre -production RMS certificate hierarchy. Once an application is ready for production, a production 

certificate is used to sign the application into the production certificate hierarchy.  

RMS: Client - to -Server Protocol version 2.0 has a process ca lled self -enrollment in which a self -

enrollment certificate and private key are used to automatically create the SLC. <6>  

2.2.9.3  Issuing Certificates  

This section defines the format of issuing certificates . The SLC , version 1 security processor  CA  

certificate, SPC  issuer certificate, security proc essor CA certificate, intermediate security processor CA 
certificate, CA certificate, Enrollment Service certificate, and Enrollment CA certificate, are all Issuing 
certificates.  

Issuing certificates MUST use the following template.  

 <XrML xmlns="" version= "1.2">  

    <BODY type="LICENSE" version="3.0">  

       [[ -  issuedtime - ]]  

       [[ -  validitytime - ]]  

       [[ -  descriptor - ]]  

       [[ -  issuer - ]]  

       [[ -  issuedprincipals - ]]  

       <WORK> 

          [[ -  workobject - ]]  

          <RIGHTSGROUP name="Main- Rights" > 

             <RIGHTSLIST>  

                <RIGHT name="ISSUE">  

                   <CONDITIONLIST> 

                      <TIME> 

                         [[ -  rangetime - ]]  

                      </TIME>  

                      <ACCESS> 

                         <PRINCIPAL internal - id="1" />  

                      </ACCESS> 

                   </CONDITIONLIST>  

                </RIGHT>  

             </RIGHTSLIST>  

          </RIGHTSGROUP> 

       </WORK> 

       [[ -  conditionlist - ]]  

    </BODY> 

    [[ -  signature - ]]  

 </XrML>  

  

[[ -  issu edtime - ]] : MUST be an ISSUEDTIME  (section  2.2.9.1.1)  element containing the time the 
certificate was generated, in UTC . The time MUST  fall within the RANGETIME of the issuer's 

certificate.  

[[ -  validitytime - ]] : SHOULD be a VALIDITYTIME  (section  2.2.9.1.2)  element describing the period of 
validity for the certificate, in UTC. This element SHOULD be present but is optional.  

[[ -  descriptor - ]] : MUST be a DESCRIPTOR (section  2.2.9.3.1)  element describ ing the certificate.  

[[ -  issuer - ]] : MUST be an ISSUER (section  2.2.9.3.2)  element describing the issuer of the certificate.  

[[ -  issuedprincipals - ]] : MUST be an ISSUEDPRINCIPALS  (section  2.2.9.3.3)  element describing the 
principal and its public key.  
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[[ -  workobject - ]] : MUST be an OBJECT element that identifies the certificate. Copied verbatim from 
the OBJECT in the DESCRIPTOR  (section  2. 2.9.3.1) including the same GUID . This OBJECT is 

described in the DESCRIPTOR  (section  2.2.9.3.1) section.  

[[ -  rangetime - ]] : MUST be a RANGETIME  (section  2.2.9.1.3) element describing the period  during 

which the certificate can be used for issuance.  

[[ -  conditionlist - ]] : SHOULD be present in the SLC if alternate revocation information is included. 
MUST NOT be present in other issuing certificates. If present, this MUST be a 
CONDITIONLIST  (section  2.2.9.3.4)  element that specifies alternate revocation information.  

[[ -  signature - ]] : MUST be a SIGNATURE  (section  2.2.9.1.12)  elemen t containing the cryptographic 
signature of the body of the certificate, generated by the issuer of the certificate. The hash MUST 
be the hash of the body. The signature MUST be the hash encrypted with the issuer's private key. 

The key length MUST be the l ength of the issuer's private key, which MUST match the length of 
the issuer's public key.  

2.2.9.3.1  DESCRIPTOR  

The DESCRIPTOR element of Issuing certificates  describes the type of the certificate and MUST use 
the following template.  

 <DESCRIPTOR> 

    <OBJECT type="[[ -  type - ]]">  

       <ID type="MS - GUID">  

          [[ -  GUID - ]]  

       </ID>  

    </OBJECT> 

 </DESCRIPTOR> 

[[ -  type - ]] : MUST contain the literal string from the following table.  

Cer tificate  Literal String  

SLC  Server -Licensor -Certificate  

Enrollment Service Certificate  Server -Licensor -Certificate  

Enrollment CA certificate  DRM-CA-Certificate  

Version 1 security processor CA certificate  Server -Licensor -Certificate  

SPC  issuer certificate  Server -Licensor -Certificate  

Security processor CA certificate  DRM-CA-Certificate  

Intermediate Security Processor CA Certifica te  DRM-CA-Certificate  

CA certificate  DRM-CA-Certificate  

[[ -  GUID - ]] : MUST be a unique GUID  that identifies the certificate, represented as a literal ASCII  
string enclosed in braces.  

2.2.9.3.2  ISSUER  

The ISSUER element of issuing certificates  identifies the issuer of the certificate  and MUST use the 
following template. The contents are generally copied from the principal in the ISSUEDPRINCIPALS  

element of the issuer's certificates.  

 <ISSUER> 

    <OBJECT type="[[ -  objecttype - ] ]">  

       <ID type="[[ -  idtype - ]]">  

          [[ -  id - ]]  

       </ID>  

       [[ -  name - ]]  
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    </OBJECT> 

    [[ -  publickey - ]]  

    [[ -  cps - ]]  

 </ISSUER>  

             

[[ -  objecttype - ]] : MUST contain the literal string found in the following table, specifying the type of 
the issuer. This string SHOULD be considered case -sensitive by both the client and the server.  

Certificate  Literal string  

SLC  MS-DRM-Server  

Enrollment Service certificate  DRM-Certificate -Authority  

Enrollment CA certificate  DRM-Certificate -Authority  

Version 1 security processor CA certificate  DRM-Certificate -Authority  

SPC  issuer certificate  DRM-Desktop -Security -Processor -Certificate -Authority  

Security processor CA certificate  DRM-Certificate -Authority  

Intermediate security processor CA certificate  DRM-Certificate -Authority  

CA certificate  DRM-Certificate -Authority  

[[ -  idtype - ]] : MUST contain the literal stri ng found in the following table, specifying the type of 
identifier used to identify the issuer.  

Certificate  Literal string  

SLC MS-GUID  

Enrollment Service certificate  ascii - tag  

Enrollment CA certificate  ascii - tag  

Version 1 security processor CA certificate  ascii - tag  

SPC issuer certificate  MS-GUID  

Security processor CA certificate  ascii - tag  

Intermediate security processor CA certificate  ascii - tag  

CA certificate  ascii - tag  

[[ -  id - ]] : MUST contain the value or literal string from the following tables, identifying the issuer. The 
[[ -  GUID - ]]  placeholder is defined immediately following the two tables.  

This table is for RMS servers in the production hierarchy.  

Certificate  Literal strin g  

SLC [[ -  GUID - ]]  

Enrollment Service certificate  Microsoft DRM Production Server Enrollment CA  

Enrollment CA certificate  Microsoft DRM Production CA  

Version 1 security processor CA certificate  Microsoft DRM Production Machine Activation Server CA  

SPC issuer certificate  [[ -  GUID - ]]  

Security processor CA certificate  Microsoft DRM Production Machine Activation Server CA  

Intermediate security processor CA certificate  Microsoft DRM Production CA  

CA certificate  Microsoft DRM Production Root  

This table is for RMS servers in the pre -production hierarchy:  

Certificate  Literal string  

SLC [[ -  GUID - ]]  

Enrollment Service certificate  Microsoft DRM ISV Server Enrollment CA  
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Certificate  Literal string  

Enrollment CA certificate  Microsoft DRM ISV CA  

Version 1 security processor CA certificate  Microsoft DRM ISV Machine Activation Server CA  

SPC issuer certificate  [[ -  GUID - ]]  

Security processor CA certificate  Microsoft DRM ISV Machine Activation Server CA  

Intermediate security processor CA certificate  Microsoft DRM ISV CA  

CA certificate  Microsoft DRM ISV Root  

[[ -  GUID - ]] : A unique GUID  that identifies the issuer of the certificate, represented as a literal ASCII  
string enclosed in braces. MUST be taken from the object of the principal of the 
ISSUEDPRINCIPALS of the issuer's   certificate.  

[[ -  name - ]] : SHOULD be a name element containing the literal string from the following tables, 
specifying a name for the issuer.  

This table is for RMS servers in the production hierarchy:  

Certificate  Literal string  

SLC Microsoft DRM Server Enrollment Service  

Enrollment Service certificate  Microsoft DRM Production Server Enrollment CA  

Enrollment CA certificate  Microsoft DRM Production CA  

Version 1 security processor CA certificate  Microsoft DRM Production Machine Activation Server CA  

SPC issuer certificate  Microsoft DRM Production Machine Activation Desktop Security 
Processor CA  

Security processor CA certific ate  Microsoft DRM Production Machine Activation Server CA  

Intermediate security processor CA 
certificate  

Microsoft DRM Production CA  

CA certificate  Microsoft DRM Production Root  

If the RMS server has been self -enrolled, the name  element's value for the SLC MUST be 
"Microsoft DRM Server Self Enrollment Service".  

This table is for RMS servers in the pre -production hierarchy:  

Certificate  Literal string  

SLC Microsoft DRM ISV Server Enrollment Service  

Enrollment Service certificate  Microsoft DRM ISV Server Enrollment CA  

Enrollment CA certificate  Microsoft DRM ISV CA  

Version 1 security processor CA certificate  Microsoft DRM ISV Machine Activation Server CA  

SPC issuer certificate  Microsoft DRM ISV Machine Activation Desktop Security  
Processor CA  

Security processor CA certificate  Microsoft DRM ISV Machine Activation Server CA  

Intermediate security processor CA 
certificate  

Microsoft DRM ISV CA  

CA certificate  Microsoft DRM ISV Root  

[[ -  publickey - ]] : MUST be a PUBLICKEY element that contains the issuer's public key. Exponent MUST 
be set to 65537. Modulus MUST contain the modulus of the issuer's public key. Size MUST be 
specified in bits and MUST follow this table.  

Certificate  Literal string  

SLC 1024 or 2048  

Enrollment Service certificate  1024 or 2048  

Enrollment CA certificate  2048  
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Certificate  Literal string  

Version 1 security processor CA certificate  1024  

SPC issuer certificate  1024 or 2048  

Security processor CA certificate  1024 or 2048  

Intermediate security processor CA certificate  2048  

CA certificate  2048  

[[ -  cps - ]] : SHOULD be found in the SLC but MUST NOT be found in any other certificates. The SLC 
SHOULD contain a SECURITYLEVEL element with the name "Certificate Practice Statement" and 

value of a URL  pointing to a certificate practice statement.  

2.2.9.3.3  ISSUEDPRINCIPALS  

The ISSUEDPRINCIPALS elem ent of an issuing certificate  describes the role, identity, and key the 
certificate is issuing. It MUST use the following template.  

 <ISSUEDPRINCIPALS> 

    <PRINCIPAL internal - id="1">  

       <OBJECT type="[[ -  objecttype - ]]">  

          <ID type="[[ -  idtype - ]]">  

             [[ -  id - ]  

          </ID>  

          [[ -  name - ]]  

          [[ -  address - ]]  

       </OBJECT> 

       [[ -  publickey - ]]  

       [[ -  serverversion - ]]  

       [[ -  serversku - ]]  

    </PRINCIPAL>  

 </ISSUEDPRINCIPALS>  

             

[[ -  objecttype - ]] : MUST contain the literal string, as listed in the following table, specifying the type 

of principal the certificate is issuing.  

Certificate  Literal string  

SLC  MS-DRM-Server  

Enrollment Service certificate  MS-DRM-Server  

Enrollment CA certificate  DRM-Certificate -Authority  

Version 1 security processor CA certificate  MS-DRM-Server  

SPC  issuer certificate  MS-DRM-Desktop -Security -Processor  

Security processor CA certificate  DRM-Desktop -Security -Processor -Certificate -Authority  

Intermediate security processor CA certificate  DRM-Certificate -Authority  

CA certificate  DRM-Certificate -Autho rity  

[[ -  idtype - ]] : MUST contain the literal string, as listed in the following table, specifying the type of 
identifier used to identify the principal.  

Certificate  Literal string  

SLC MS-GUID  

Enrollment Service certificate  MS-GUID  

Enrollment CA certificate  ascii - tag  

Version 1 security processor CA certificate  MS-GUID  

SPC issuer certificate  MS-GUID  

Security processor CA certificate  MS-GUID  
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Certificate  Literal string  

Intermediate security processor CA certificate  ascii - tag  

CA certificate  ascii - tag  

[[ -  id - ]] : MUST contain the value or literal string, as listed in the following tables, identifying the 
principal. The [[ -  GUID - ]]  placeholder is defined immediately following the two tables.  

This table is for RMS servers in the production hierarchy:  

Certificate  String  

SLC [[ -  GUID - ]]  

Enrollment Service certificate  [[ -  GUID - ]]  

Enrollment CA certificate  Microsoft DRM Production Server Enrollment CA  

Version 1 security processor CA certificate  [[ -  GUID - ]]  

SPC issuer certificate  [[ -  GUID - ]]  

Security processor  CA certificate  [[ -  GUID - ]]  

Intermediate security processor CA certificate  Microsoft DRM Production Machine Activation Server CA  

CA certificate  Microsoft DRM Production CA  

This table is for RMS servers in the pre -production hierarchy:  

Certificate  String  

SLC [[ -  GUID - ]]  

Enrollment Service certificate  [[ -  GUID - ]]  

Enrollment CA certificate  Microsoft DRM ISV Server Enrollment CA  

Version 1 security processor CA certificate  [[ -  GUID - ]]  

SPC issuer certificate  [[ -  GUID - ]]  

Security processor CA certificate  [[ -  GUID - ]]  

Intermediate security processor CA certificate  Microsoft DRM ISV Machine Activation Server CA  

CA certificate  Microsoft DRM ISV CA  

[[ -  GUID - ]] : MUST be a unique GUID  that identifies the principal the certificate is issuing, 
represented as a literal ASCII  string enclosed in braces.  

[[ -  name - ]] : MUST be present in all issuing certificates except for the SLC. MUST NOT be present in 
the SLC, except when the server has been self -enrolled and the server name is used for the name  
element. MUST be a name  element containing the literal string, as listed in the following tables, 
specifying a name for the principal.  

This table is for RMS servers in the production hierarchy:  

Certificate  String  

Enrollment Service certificate  Microsoft DRM Server Enrollment Service  

Enrollment CA certificate  Microsoft DRM Production Server Enrollment CA  

Version 1 security processor CA certificate  Microsoft DRM Machine Activation Service  

SPC issuer certificate  Microsoft DRM Production Desktop Security Processor 
Activation Certificate  

Security processor CA certificate  Microsoft DRM Production Machine Activation Desktop Security 
Processo r CA  

Intermediate security processor CA 
certificate  

Microsoft DRM Production Machine Activation Server CA  

CA certificate  Microsoft DRM Production CA  
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If the RMS server has been self -enrolled, the name  element's value for the Enrollment Service 
certificate MUST be "Microsoft DRM Server Self Enrollment Service".  

This table is for RMS Servers in the Pre -Production hierarchy:  

Certificate  String  

Enrollment Service certificate  Microsoft DRM ISV Server Enrollment Service  

Enrollment CA certificate  Microsoft DRM ISV Server Enrollment CA  

Version 1 security processor CA certificate  Microsoft DRM Machine Activation Service  

SPC issuer certificate  Microsoft DRM ISV Desktop Security Processor Activation 
Certi ficate  

Security processor CA certificate  Microsoft DRM ISV Machine Activation Desktop Security 

Processor CA  

Intermediate security processor CA 
certificate  

Microsoft DRM ISV Machine Activation Server CA  

CA certificate  Microsoft DRM ISV CA  

[[ -  address - ]] : MUST be present in the SLC only. MUST NOT be present in other issuing certificates. 
MUST be an address element of type "URL" containing the URL  of the server.  

[[ -  publickey - ]] : MUST contai n the public key being issued. Exponent MUST be set to 65537. Modulus 
MUST contain the modulus of the public key. Size MUST be specified in bits, as indicated in the 
following table.  

Certificate  String  

SLC 1024 or 2048  

Enrollment Service certificate  1024  or 2048  

Enrollment CA certificate  1024 or 2048  

Version 1 security processor CA certificate  1024  

SPC issuer certificate  1024 or 2048  

Security processor CA certificate  1024 or 2048  

Intermediate security processor CA certificate  1024 or 2048  

CA certifi cate  2048  

[[ -  serverversion - ]] : SHOULD be present in the SLC only. MUST NOT be present in other issuing 
certificates. SHOULD be a SECURITYLEVEL element. The name attribute SHOULD be set to 
"Serv er -Version" and the value attribute MAY <7>  be set to a string containing additional version 
information of the server.  

[[ -  serversku - ]] : SHOULD be present in the SLC only. MUST NOT be present in other issuing 
certificates. SHOULD be a SECURITYLEVEL element. The name attribute SHOULD be set to 

"Server -SKU" and the value attribute MAY <8>  be set to a string containing additional version 
information of the server.  

2.2.9.3.4  CONDITIONLIST  

If the SLC  was issued with custom revocation authorities specified, it S HOULD contain a 
CONDITIONLIST element that describes one or more revocation authorities with its public key.  

The CONDITIONLIST element MUST use the following template.  

 <CONDITIONLIST> 

    <REFRESH> 

       [[ -  distributionpoint1 - ]]  

       [[ -  distributionpoin t2 - ]]  

       <INTERVALTIME />  

    </REFRESH> 
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 </CONDITIONLIST>  

[[ -  distributionpoint1 - ]] : MUST be a DISTRIBUTIONPOINT  (section  2.2.9.3.5)  element that contains 
the public key of the issuer of the S LC, as specified in DISTRIBUTIONPOINT.  

[[ -  distributionpoint2 - ]] : MUST contain at least one DISTRIBUTIONPOINT element that contains the 
public key of a third -party revocation authority that is allowed to revoke the SLC. If more than one 
third -party revoca tion authority is allowed to revoke the SLC, this includes additional 
DISTRIBUTIONPOINT elements as peers, with one element for each revocation authority, as 
specified in DISTRIBUTIONPOINT.  

2.2.9.3.5  DISTRIBUTIONPOINT  

The DISTRIBUTIONPOINT elements in the CONDITIONLIST  describe the public keys of revocation 
authorities who are authorized to revoke the SLC . The DISTRIBUTIO NPOINT elements MUST use the 
following template.  

 <DISTRIBUTIONPOINT> 

    <OBJECT type="Revocation">  

       <ID type="ascii - tag">  

          External revocation authority  

       </ID>  

    </OBJECT> 

    [[ -  publickey - ]]  

 </DISTRIBUTIONPOINT>  

[[ -  publickey - ]] : MUST  be a PUBLICKEY (section  2.2.9.1.6)  element that contains the public key of 

the revocation authority.  

2.2.9.4  Security Processor Certificate  

This section defines the format of the SPC . The SPC is acquired during client initialization and is never 

generated by the server (section 3.8.3.1 ).  

The SPC MUST use the following template.  

 <XrML version="1.2" xmlns="">  

    <BODY type="LICENSE" version="3.0">  

       [[ -  issuedtime - ]]  

       [[ -  descriptor - ]]  

       [[ -  issuer - ]]  

       [[ -  distributionpoint - ]]  

       [[ -  issuedprincipals - ]]  

    </BODY> 

    [[ -  signature - ]]  

 </XrML>  

  

[[ -  issuedtime - ]] : MUST be an ISSUEDTIME  (section  2.2.9.1.1)  element containing the time th e SPC 
was generated, in UTC .  

[[ -  descriptor - ]] : MUST be a DESCRIPTOR (section  2.2.9.4.1)  element describing the SPC.  

[[ -  issuer - ]] : MUST be an ISSUER (section  2.2.9.4.2)  element describing the issuer of the SPC.  

[[ -  distributionpoint - ]] : MUST be a DISTRIBUTIONPOINT  (section  2.2.9.4.3)  element describing the 
location of the issuer of the SPC.  
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[[ -  issuedprincipals - ]] : MUST be an ISSUEDPRINCIPALS  (section  2.2.9.4.4)  element describing the 
principal and the SPC public key.  

[[ -  signature - ]] : MUST be a SIGNATURE  (section  2.2.9.1.12)  element containing the cryptographic 
signature of the body of the certificate , generated by the issuer of the certificate.  

2.2.9.4.1  DESCRIPTOR  

The DESCRIPTOR element of the SPC  describes the type of certificate  and MUST use the following 
template.  

 <DESCRIPTOR> 

    <OBJECT type="Machine - Certificate">  

       <ID type="MS - GUID">  

          [[ -  GUID - ]]  

       </ID>  

       <NAME> 

          Microsoft Ma chine - Certificate  

       </NAME>  

    </OBJECT> 

 </DESCRIPTOR> 

[[ -  GUID - ]] : MUST be a unique GUID  that identifies the certificate, represented as a literal ASCII  

string enclosed in braces.  

2.2.9.4.2  ISSUER  

The ISSUER element of the SPC  identifies the issuer of the certificate . The contents of the ISSUER 
element MUST be copied verbatim from the contents of the principal element in the 
ISSUEDPRINCIPALS  element of the S PC issuer.  

The ISSUER element MUST use the following template.  

 <ISSUER> 

    <OBJECT type="[[ -  type - ]]">  

       <ID type="MS - GUID">  

          [[ -  GUID - ]]  

       </ID>  

       <NAME> 

          [[ -  name - ]]  

       </NAME> 

    </OBJECT> 

    [[ -  cps - ]]  

    [[ -  publicke y - ]]  

 </ISSUER>  

  

[[ -  type - ]] : Optional string that describes the type of the ISSUER. <9>  

[[ -  GUID - ]] : MUST be a unique GUID  that identifies the issuer of the certificate, represented as a 

literal ASCII  string enclosed in braces. MUST be taken from the OBJECT of the PRINCIPAL of the 
ISSUEDPRINCIPALS element belonging  to the issuer's certificate.  

[[ -  name - ]] : Optional string that describes the issuer. <10>  

[[ -  cps - ]] : Optional SECURITYLEVEL element. <11>  

[[ -  publickey - ]] : MUST contain the issuer's public key. Exponent MUST be set to 65537. The size 
attribute of the VALUE element MUST be set to the size of the issuer's public key. The modulus 

MUST contain the modulus of the issuer's public key.  
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2.2.9.4.3  DISTRIBUTIONPOINT  

The DISTRIBUTIONPOINT element of the SPC  describes the location of the issuer of the S PC.  

In the case of a version 1 client, the DISTRIBUTIONPOINT element of the SPC MUST point to the RMS 

Machine Activation cloud service . The URL  MUST be either "https://activation.drm.microsoft.com" or 
"http://activation.drm.microsoft.com". <12>  

 <DISTRIBUTIONPOINT> 

    <OBJECT type="Activation">  

       <ID type="MS - GUID">  

          {99F48562 - 703E- 4E7D- 9175 - DD69C66921B7}  

       </ID>  

       <NAME> 

          Microsoft Activation Server  

       </NAME>  

       <ADDRESS type="URL">  

          https://activation.drm.microsoft.com  

       </ADDRESS>  

    </OBJECT> 

 </DISTRIBUTIONPOINT>  

In the pre -production hierarchy, the URL MUST be either "https://activation.isv.drm.microsoft.com" or 
"http://activation.isv.drm.microsoft.com".  

In the case of a version 1 SP1, version 1 SP2 or version 2 client, this refers to the client itself. The 
elemen t MUST use the following XML, where [[activation_location]]  is a reference to the location 
where offline activation occurred. <13>  

 <DISTRIBUTIONPOINT> 

    <OBJECT type="Activation">  

       <ID type="MS - GUID">  

          {99F48562 - 703E- 4E7D- 9175 - DD69C66921B7}  

       </ID>  

       <NAME> 

          Microsoft Activation  

       </NAME>  

       <ADDRESS type="URL">  

          [[activation location]]  

       </ADDRESS>  

    </OBJECT> 

 </DISTRIBUTIONPOINT>  

2.2.9.4.4  ISSUEDPRI NCIPALS  

The ISSUEDPRINCIPALS element of the SPC  issues the SPC public key. It MUST use the following 

template.  

 <ISSUEDPRINCIPALS> 

    <PRINCIPAL>  

       <OBJECT type="Machine - Unique - Identifier">  

          <ID type="MS - GUID">  

             [[ -  GUID - ]]  

          </ID>  

          <NAME>Machine</NAME>  

       </OBJECT> 

       [[ -  publickey - ]]  

       <DIGEST> 

          <ALGORITHM>[[ -  hashalgorithm - ]]</ALGORITHM>  

          <PARAMETER name="codingtype">  

             <VALUE encoding="string">  

                surface - coding  
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             </VALUE>  

          </PARAMETER> 

          <VALUE encoding="base64" size="[[ -  hashsize - ]]">  

             [[ -  hash - ]]  

          </VALUE>  

       </DIGEST>  

       [[ -  platform - ]]  

       [[ -  manufacturer - ]]  

       [[ -  repository - ]]  

    </PRINCIPAL>  

 </ISSUEDPRINCIPALS>  

  

[[ -  GUID - ]] : MUST be a unique GUID  that identifies the principal the certificate  is issued to, 
represented as a literal ASCII  string enclosed in braces.  

[[ -  publickey - ]] : MUST contain the SPC public key . The exponent MUST be set to 65537. The size 
attribute of the VALUE element MUST be set to the size of the SPC public key. The modulus MUST 
contain the modulus of the SPC public key.  

[[ -  hashalgorithm - ]] : MUST contain the name of the hash algorithm: SHA - 1  or SHA - 256 .  

[[ -  hashsize - ]] : MUST contain the size of the hash, in bits.  

[[ -  hash - ]] : MUST contain a SHA -1 or SHA -256 hash of HID  information.  

[[ -  platform - ]] : MUST contain a SECURITYLEVEL element with the name "Platform" and the value of a 

string that contains the version of the client platform.  

[[ -  manufacturer - ]] : MUST contain a SECURITYLEVEL element with the name "Manufacturer" and the 
value of a string that contains identifying inform ation about the creator  of the security 
processor .  

[[ -  repository - ]] : MUST contain a SECURITYLEVEL element with the name "Repositor y" and the value 
of a string that contains the version of the security processor.  

2.2.9.5  RMS Account Certificate  

This section defines the format of the RAC . The server generates the RAC when it responds to a 
successful Certify request.  

The RAC MUST use the following template.  

 <XrML xmlns="" version="1.2">  

    <BODY type="LICENSE" version="3.0">  

       [[ -  issuedtime - ]]  

       [[ -  validitytime - ]]  

       [[ -  descriptor - ]]  

       [[ -  issuer - ]]  

       [[ -  distributionpoint - int - ]]  

       [[ -  distributionpoint - ext - ]]  

       [[ -  issuedprincipals - ]]  

       [[ -  federationprincipals - ]]  

    </BODY> 

    [[ -  signature - ]]  

 </XrML>  

  

[[ -  issuedtime - ]] : MUST be an ISSUEDTIME  (section  2.2.9.1.1)  element containing the time the RAC 
was generated, in UTC .  
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[[ -  validitytime - ]] : SHOULD be a VALIDITYTIME  (section  2.2.9.1.2)  element describing the period of 
validity for the RAC, in UTC.  

[[ -  descriptor - ]] : MUST be a DESCRIPTOR (section  2.2.9.5.1)  element describing the RAC.  

[[ -  issuer - ]] : MUST be an ISSUER (section  2.2.9.5.2)  element describing the issuer of the RAC.  

[[ -  distributionpoint - int - ]] : SHO ULD be a DISTRIBUTIONPOINT  (section  2.2.9.5.3)  element containing 
the intranet URL  address of the server that issued the RAC.  

[[ -  dis tributionpoint -ext - ]] : SHOULD be a DISTRIBUTIONPOINT  (section  2.2.9.5.3) element 
containing the external URL address of the server that issued the RAC.  

[[ -  issuedprincipals - ]] : MUST be an ISSUE DPRINCIPALS  (section  2.2.9.5.4)  element describing the 
principal and the RAC public key.  

[[ -  federationprincipals - ]] : MUST be a FEDERATIONPRINCIPALS  (section  2.2.9.5.5)  element that 

issues the R AC private key to the user account.  

[[ -  signature - ]] : MUST be a SIGNATURE  element containing the cryptographic signature of the body 
of the certificate , generated by the issuer of the certificate. The hash MUST be the hash of the 
body. The signature MUST be the hash encrypted with the issuer's private key. The key length 
MUST be the l ength of the issuer's private key, which MUST match the length of the issuer's public 
key.  

2.2.9.5.1  DESCRIPTOR  

The DESCRIPTOR element of the RAC  describes the type of the certificate  and MUST use the 
following template.  

 <DESCRIPTOR> 

    <OBJECT type="Group - Identity - Credential">  

       <ID type="MS - GUID">  

          [[ -  GUID - ]]  

       </ID>  

    </OBJECT> 

 </DESCRIPTOR> 

[[ -  GUID - ]] : MUST be a unique GUID  that identifies the certificate, represented as a literal ASCII  
string enclosed in braces.  

2.2.9.5.2  ISSUER  

The ISSUER element of the RAC  identifies the issuer of the certificate . The contents of the ISSUER 
element MUST be copied verbat im from the contents of the principal element in the 

ISSUEDPRINCIPALS  element of the issuing server's SLC . 

The ISSUER element MUST use  the following template.  

 <ISSUER> 

    <OBJECT type="MS - DRM- Server">  

       <ID type="MS - GUID">  

          [[ -  GUID - ]]  

       </ID>  

       [[ -  name - ]]  

       [[ -  address - ]]  

    </OBJECT> 

    [[ -  publickey - ]]  

    [[ -  serverversion - ]]  

    [[ -  serversku - ]]  
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 </ISSUER > 

[[ -  GUID - ]] : MUST be a unique GUID  that identifies the issuer of the certificate, represented as a 
literal ASCII  string enclosed in braces. MUST be taken from the object of the principal of the 
ISSUEDPRINCIPALS  of the issuer's certificate.  

[[ -  name - ]] : In RMS 2.0, this element SHOULD be a string that describes the server's  name. This 
element is not present in RMS 1.0.  

[[ -  address - ]] : SHOULD be an ADDRESS element of type "URL" containing the URL  of the server.  

[[ -  publickey - ]] : MUST contain the issuer's public key. The exponent MUST be set to 65537. The size 

attribute of the VALUE element MUST be set to the size of the issuer's public key. The modulus 
MUST contain the modulus of the issuer's pub lic key.  

[[ -  serverversion - ]] : SHOULD be a SECURITYLEVEL element. The name attribute SHOULD be set to 
"Server -Version" and the value attribute MAY <14>  be set to a string containing additional version 

information of the server.  

[[ -  serversku - ]] : SHOULD be a SECURITYLEVEL element. The name attribute SHOULD be set to 
"Server -SKU" and the value attribute MAY <15>  be set to a string containing additional version 

information of the server.  

2.2.9.5.3  DISTRIBUTIONPOINT  

The DISTRIBUTIONPOINT elements of the RAC  describe the location of the server that issued the RAC 
and MUST use the following template.  

 <DISTRIBUTIONPOINT> 

    <OBJECT type="[[ -  type - ]]">  

       <ID type="MS - GUID">  

          [[ -  GUID - ]]  

       </ID>  

       <NAME> 

          Microsoft Identity Certification Server  

       </NAME> 

       [[ -  address - ]]  

    </OBJECT> 

 </DISTRIBUTIONPOINT>  

[[ -  type - ]] : MUST be the type of the DISTRIBUTIONPOINT  address. For an intranet address, the type 
is "Activation". For an external address, the type is "Extranet -Activation".  

[[ -  GUID - ]] : MUST be a unique GUID  that identifies this DISTRIBUTIONPOIN T element, represented 

as a literal ASCII  string enclosed in braces. <16>  

[[ -  address - ]] : MUST be an ADDRESS element of type "URL" containing the URL  of the server. For an 
intranet address, this is the internal URL of the server that issued the RAC. For an extra net 
address, this SHOULD be the external URL of the server that issued the RAC using a fully 

qualified domain name (FQDN) . 

2.2.9.5.4  ISSUEDPRINCIPALS  

The ISSUEDPRINCIPALS element o f the RAC  issues the RAC public key to the user account.  

The ISSUEDPRINCIPALS element MUST use the following template.  

 <ISSUEDPRINCIPALS> 
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    <PRINCIPAL internal - id="1">  

       <OBJECT type="Group - Identity">  

          <ID type="[[ -  type - ]]">  

             [[ -  userid - ]]  

          </ID>  

          [[ -  emailaddress - ]]  

          [[ -  emailalias - ]]  

       </OBJECT> 

       [[ -  publickey - ]]  

       [[ -  RACtype - ]]  

       <SECURITYLEVEL name="Group - Identity - Type"  

          value="Group" />  

       <SECURITYLEVEL name="Group - Identity - Policy"  

          value="Group - Identity - Credential" />  

    </PRINCIPAL>  

 </ISSUEDPRINCIPALS>  

[[ -  type - ]] : MUST be the type of user account, determined by the authentication scheme. There are  
three types of authentication: "Windows", "Federation", and "Passport". For a RAC issued by a 

server that has authenticated the user by an Active Directory  account, the type MUST be 
"Windows". For a RAC issued by a server using the Microsoft Web Browser Federated Sign -On 
Authentication Protocol [MS -MWBF] , the type MUST be "Federat ion". <17>  

[[ -  userid - ]] : MUST be the identifier of the user. For a RAC issued to a user's Active Directory 
credentials, this MUST be the user's security identifier (SID) . For a RAC issued to a user's 
MWBF credentials, this MUST be a unique GUID . For a RAC issued to a user's Passport credentials, 

this MUST be the user's Passport Unique ID (PUID) . 

[[ -  emailaddress - ]] : A NAME element that MUST contain the primary email address associated with 
the user's  account.  

[[ -  emailalias - ]] : SHOULD contain an email alias for a Microsoft Web Browser Federated Sign -On 
Authentication Protocol [MS -MWBF] authenticated user. This is used for RACs of type "Federation" 
but not for RACs of type "Windows" or "Passport". If  present, this MUST be an ADDRESS element 
of type "email_alias" containing an email address. MAY have multiple elements as peers with one 

element for each email alias.  

[[ -  publickey - ]] : MUST con tain the RAC public key. The exponent MUST be set to 65537. The size 
attribute of the VALUE element MUST be set to the size of the RAC public key. The modulus MUST 
contain the modulus of the RAC public key.  

[[ -  RACtype - ]] : MUST describe whether the RAC i s considered persistent or temporary. The difference 
between persistent and temporary RACs is the validity time. The validity time of persistent and 
temporary RACs is implementation -specific. <18>  A SECURITYLEVEL element with the name 

"Group - Identity -Credential -Type" with a value of either "Persistent" or "Temporary".  

2.2.9.5.5  FEDERATIONPRINCIPALS  

The FEDERATIONPRI NCIPALS element of the RAC  issues the RAC private key to the user account and 
binds it to the machine by encrypting it with the SPC . It MUST use the following template.  

 <FEDERATIONPRINCIPALS> 

    <PRINCIPAL>  

       [[ -  machineobject - ]]  

       [[ -  enablingbits - ]]  

       [[ -  platform - ]]  

       [[ -  manufacturer - ]]  

       [[ -  repository - ]]  

    </PRINCIPAL>  

 </FEDERATIONPRINCIPALS> 

%5bMS-MWBF%5d.pdf#Section_4c34a08381ec4a20b4fa4b2481cdb6f6
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[[ -  machineobject - ]] : MUST be an object element that identifies the machine. MUST be copied 
verbatim from the object in the principal element in the ISSUEDPRINCIPALS  element of the SPC, 

including the  same GUID . 

[[ -  enablingbits - ]] : MUST be the RAC private key encrypted with the SPC public key, contained within 

an ENABLINGBITS  elem ent. The encryption method can be any public key algorithm.  

[[ -  platform - ]] : MUST be a SECURITYLEVEL element with the name "Platform" and the value of a 
string that contains the version of the cl ient platform. MUST be copied verbatim from the principal 
element in the ISSUEDPRINCIPALS element of the SPC.  

[[ -  manufacturer - ]] : MUST be a SECURITYLEVEL element with the name "Manufacturer" and the 
value of a string that contains identifying information  about the creator  of the security 
processor . MUST be copied verbatim from the principal element in the ISSUEDPRINCIPALS 

element of the SPC.  

[[ -  repository - ]] : MUST be a SECURITYLEVEL element with the name "Repository" and the value of a 
string that contains the version of the security processor. MUST be copied verbatim from the 

principal element in the ISSUEDPRINCIPALS element of the  SPC. 

2.2.9.6  Client Licensor Certificate  

This section defines the format of the CLC . The server generates the CLC when it responds to a 
successful GetClientLicensorCert  request.  

The CLC MUST use the following template.  

 <XrML xmlns="" version="1.2">  

    <BODY type="LICENSE" version="3.0">  

       [[ -  issuedtime - ]]  

       [[ -  descriptor - ]]  

       [[ -  issuer - ]]  

       [[ -  distributionpoint - int - ]]  

       [[ -  distributionpoint - ext - ]]  

       [[ -  issuedprincipals - ]]  

       <WORK> 

          [[ -  workobject - ]]  

          <RIGHTSGROUP name="Main- Rights">  

             <RIGHTSLIST>  

                <RIGHT name="ISSUE">  

                   <CONDITIONLIST> 

                      <TIME> 

                         [[ -  rangetime - ]]  

                      </TIME>  

                      <ACCESS> 

                         <PRINCIPAL internal - id="1">  

                            [[ -  enablingbits - ]]  

                         </PRINCIPAL>  

                      </ACCESS> 

                   </CONDITIONLIST>  

                </RIGHT>  

             </RIGHTSLIST>  

          </RIGHTSGROUP> 

       </WORK> 

    </BODY> 

    [[ -  signature - ]]  

 </XrML>  

[[ -  issuedtime - ]] : MUST be an ISSUEDTIME  (section  2.2.9.1.1)  element containing the time the CLC 
was generated, in UTC .  

[[ -  descriptor - ]] : MUST be a DESCRIPTOR (section  2.2.9.6.1)  element describing the CLC.  
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[[ -  issuer - ]] : MUST be an ISSUER (section  2.2.9.6.2)  element describing the issuer of the CLC.  

[[ -  distributionpoint - int - ]] : MUST be a DISTRIBUTIONPOINT  (section  2.2.9.6.3)  element containing 

the intranet URL  address of the server that issued the CLC. The server at this address will issue 
ULs  from content that is published using this CLC.  

[[ -  distributionpo int -ext - ]] : SHOULD be a DISTRIBUTIONPOINT  (section  2.2.9.6.3) element 
containing the external URL address of the server that issued the CLC, but this is optional. The 
server at this address will issue ULs from content that is published using this CLC.  

[[ -  issuedprincipals - ]] : MUST be an ISSUEDPRINCIPALS  (section  2.2.9.6.4)  element describing the 
principal and the CLC public key.  

[[ -  workobject - ]] : MUST be an object element that identifies the certificate . Copied verbatim from 
the object in the DESCRIPTOR  (section  2.2.9.6.1), including the same GUID . 

[[ -  rangetime - ]] : MUST  be a RANGETIME (section  2.2.9.1.3)  element describing the period during 
which the certificate can be used for issuance.  

[[ -  enablingbits - ]] : MUST be the CLC private key encrypted with the RAC  public key, contained within 
an ENABLINGBITS  (section  2.2.9.1.13)  element.  

[[ -  signature - ]] : MUST be a SIGNATURE  (section  2.2.9.1.12)  element containing the cryptographic 
signature of the body of the certificate, generated by the issuer of the certificate. The hash MUST 

be the hash of the BODY. The signature MUST be the hash encr ypted with the issuer's private key. 
The key length MUST be the length of the issuer's private key, which MUST match the length of 
the issuer's public key.  

2.2.9.6.1  DESCRIPTOR  

The DESCRIPTOR element of the CLC  describes the type of the certificate  and MUST use the 
following template.  

 <DESCRIPTOR> 

    <OBJECT type="Client - Licensor - Certificate">  

       <ID type="MS - GUID">  

          [[ -  GUID - ]]  

       </ID>  

    </OBJECT> 

 </DESCRIPTOR> 

[[ -  GUID - ]] : A unique GUID  that identifies the certificate, represented as a literal ASCII  string 
enclosed in braces.  

2.2.9.6.2  ISSUER  

The ISSUER element of the CLC  identifies the issuer of the certificate . The contents of the ISSUER 
element MUST be copied verbatim from the contents of the principal element in the 
ISSUEDPRINCIPA LS element of the SLC  of the issuing server.  

The ISSUER element MUST use the following template.  

 <ISSUER> 

    <OBJECT type="MS - DRM- Server">  

       <ID type="MS - GUID">  

          [[ -  GUID - ]]  

       </ID>  

       [[ -  name - ]]  

       [[ -  address - ]]  

    </OBJECT> 
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    [[ -  publickey - ]]  

    [[ -  serverversion - ]]  

    [[ -  serversku - ]]  

 </ISSUER>  

[[ -  GUID - ]] : MUST be a unique GUID  that identifies the issuer of the certificate, represented as a 
literal ASCII  string enclosed in braces. MUST be taken from the OBJECT of the PRINCIPAL of the 
ISSUEDPRINCIPALS element of the issuer's certificate.  

[ [ -  name - ]] : In RMS 2.0, this element SHOULD be a string that describes the server's name. This 
element is not present in RMS 1.0.  

[[ -  address - ]] : SHOULD be an ADDRESS element of type "URL" conta ining the URL  of the server.  

[[ -  publickey - ]] : MUST contain the issuer's public key. The exponent MUST be set to 65537. The size 
attribute of the VALUE element MUST be set to the size of the i ssuer's public key. The modulus 
MUST contain the modulus of the issuer's public key.  

[[ -  serverversion - ]] : SHOULD be a SECURITYLEVEL element. The name attribute SHOULD be set to 

"Server -Version",  and the value attribute MAY <19>  be set to a string containing additional version 
information of the server.  

[[ -  serversku - ]] : SHOULD be a SECURITYLEVEL element. The name attribute SHOULD b e set to 
"Server -SKU" and the value attribute MAY <20>  be set to a string containing additional version 
information of the server.  

2.2.9.6.3  DISTRIBUTIONPOINT  

The DISTRIBUTIONPOINT elements of the CLC  describe the location of the server that issued the CLC. 
The server at these addresses is used for issuing ULs  from content that is published using this CLC.  

The DISTRIBUTIONPOINT elements MUST use the following template.  

 <DISTRIBUTIONPOINT> 

    <OBJECT type="[[ -  type - ]]">  

       <ID type="MS - GUID">  

          [[ -  GUID - ]]  

       </ID>  

       <NAME> 

          DRM Server Cluster  

       </NAME>  

       [[ -  address - ]]  

    </OBJECT> 

 </DISTRIBUTIONPOINT>  

[[ -  type - ]] : MUST be the type of the DISTRIBUTIONPOINT address. For an intranet address, the type 
is "License -Acquisition -URL". For an external address, the  type is "Extranet -License -Acquisition -
URL".  

[[ -  GUID - ]] : MUST be a unique GUID  that identifies this DISTRIBUTIONPOINT element, represented 
as a literal ASCII  string enclosed in braces. <21>  

[[ -  address - ]] : MUST be an ADDRESS element of type "URL" containing t he URL  of the server. For an 
intranet address, this is the internal URL of the server that issued the CLC. For an extranet 
address, this is the external URL of the server that issued the CLC usi ng an FQDN . 

2.2.9.6.4  ISSUEDPRINCIPALS  

The ISSUEDPRINCIPALS element of the CLC  issues the CLC public key to the user a ccount.  
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The ISSUEDPRINCIPALS element MUST use the following template.  

 <ISSUEDPRINCIPALS> 

    <PRINCIPAL internal - id="1">  

       <OBJECT type="Group - Identity">  

          <ID type="[[ -  type - ]]">  

             [[ -  userid - ]]  

          </ID>  

          [[ -  emailaddress - ]]  

          [[ -  emailalias - ]]  

       </OBJECT> 

       [[ -  publickey - ]]  

    </PRINCIPAL>  

 </ISSUEDPRINCIPALS>  

[[ -  type - ]] : MUST be the type of user account, as determined by the authentication scheme. MUST be 

copied verbatim from the principal element in the ISSUEDPRINCIPALS  element of the RAC .  

[[ -  userid - ]] : MUST be the identifier of the user. MUST be copied verbatim from the principal element 

in the ISSUEDPRINCIPALS element of the RAC.  

[[ -  emailaddress - ]] : MUST be a NAME element that contains the primary email address associated 
with the user's account.  

[[ -  emailalias - ]] : SHOULD contain an email alias for a Microsoft Web Browser Federated Sign -On 
authenticated user [MS -MWBF] . MAY exist for CLCs issued to RACs of type "Federation". MUST 

NOT exist for CLCs issued to RACs of type "Windows" or "Passport". If present, this MUST be an 
ADDRESS element of type "email_alias" containing an email address. Multiple elements can be 
peers with one element for each email alias. MUST be copied verbatim from the principal element 
in the ISSUEDPRINCIPALS element of the RAC.  

[[ -  publickey - ]] : MUST contain the CLC public key. The exponent MUST be set to 65537. The size 
attribute of the VALUE element MUST be set to the size of the CLC public key. The modulus MUST 
contain the modulus of the CLC public key.  

2.2.9.7  Publishing License  

This section defines the format of the PL . PLs generated from offline publish ing  are built by the 
client and signed using the CLC . PLs generated from online publishing  are built by the client and 

signed by the  server.  

The PL SHOULD use the following template.  

 <XrML version="1.2" xmlns="">  

    <BODY type="Microsoft Rights Label" version="3.0">  

       [[ -  issuedtime - ]]  

       [[ -  descriptor - ]]  

       [[ -  issuer - ]]  

       [[ -  distributionpoint - int - ]]  

       [[ -  distributionpoint - ext - ]]  

       [[ -  issuedprincipals - ]]  

       [[ -  distributionpoint - ref - ]]  

       <WORK> 

          [[ -  workobject - ]]  

          <METADATA> 

             [[ -  owner - ]]  

          </METADATA> 

          [[ -  revocationpoint - ]]  

       </WORK> 

       [[ -  authenticateddata - ]]  

       [[ -  exclusionpolicy - ]]  

       [[ -  inclusionpolicy - ]]  

%5bMS-MWBF%5d.pdf#Section_4c34a08381ec4a20b4fa4b2481cdb6f6
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    </BODY> 

    [[ -  signature - ]]  

 </XrML>  

[[ -  issuedtime - ]] : MUST be an ISSUEDTIME  (section  2.2.9.1.1)  element containing the time the PL 
was generated, in UTC .  

[[ -  descriptor - ]] : An optional element describing the policy  in the PL.  If present, the descriptor  MUST 

be a DESCRIPTOR (section  2.2.9.7.1)  element.  

[[ -  issuer - ]] : MUST be an ISSUER (section  2.2.9.7.2)  elem ent describing the issuer of the PL.  

[[ -  distributionpoint - int - ]] : MUST be a DISTRIBUTIONPOINT  (section  2.2.9.7.3)  element containing 
the intranet URL  address of the server that will issue ULs  from this PL.  

[[ -  distributionpoint -ext - ]] : SHOULD be a DISTRIBUTIONPOINT  (section  2.2.9.7.3) element 
containing the external URL  address of the server that will issue ULs from this PL.  

[[ -  issuedprincipals - ]] : MUST be an ISSUEDPRINCIPALS  (section  2.2.9.7.4)  element describing the 

principal and the server public key.  

[[ -  distributionpoint - ref - ]] : An optional element containing the author's referral information. If 
present, MUST be a DISTRIBUTIONPOINT  (section  2.2.9.7.3) element of type "Referral - Info".  

[[ -  workobject - ]] : MUST be an object element that identifies the conte nt that the PL applies to. This 
object SHOULD be created by the application used to create the PL and, therefore, SHOULD 
contain application -specific information.  

[[ -  owner - ]] : MUST be an OWNER (section  2.2.9.7.5)  element that describes the author of the 

document.  

[[ -  revocationpoint - ]] : An optional field that specifies the location of a revocation list for the PL. If 
present, MUST be a CONDITIONLIST  (section  2.2.9.7.9)  element.  

[[ -  authenticateddata - ]] : MUST be an AUTHENTICATEDDATA  (section  2.2.9.7.6)  element that 
describes the usage policy issued by the author.  

[[ -  exclusionpo licy - ]] : MAY be a POLICYLIST element in an unsigned PL with type "exclusion" that 

identifies an exclusion policy list that applies to the PL and the information the PL protects. When 
the PL is signed, this is in the AUTHENTICATEDDATA element.  

[[ -  inclusio npolicy - ]] : MAY be a POLICYLIST element in an unsigned PL with type "inclusion" that 
identifies an inclusion policy list that applies to the PL and the information the PL protects. When 
the PL is signed, this is in the AUTHENTICATEDDATA element.  

[[ -  signa ture - ]] : MUST be a SIGNATURE  (section  2.2.9.1.12)  element containing the cryptographic 
signature of the body of the certificate , gene rated by the issuer of the certificate. The hash MUST 

be the hash of the body. The signature MUST be the hash encrypted with the issuer's private key. 
The key length MUST be the length of the issuer's private key, which MUST match the length of 

the issuer' s public key.  

2.2.9.7.1  DESCRIPTOR  

The DESCRIPTOR element of the PL  describes the type of license  and MUST use the following  
template.  

 <DESCRIPTOR>   

    <OBJECT> 
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       <ID type="MS - GUID">  

          [[ -  GUID - ]]  

       </ID>  

       [[ -  name - ]]  

    </OBJECT> 

 </DESCRIPTOR> 

[[ -  GUID - ]] : MUST be a unique GUID  that identifies the license, represented as a literal ASCII  string 
enclosed in braces.  

[[ -  name - ]] : MUST be a NAME element giving the name of the policy  described in the PL. The text of 

this element is structured as follows. One or more occurrences of the following structure MUST be 
present in each NAME ele ment, separated by a semicolon.  

 LCID [[ -  lcid - ]]:NAME [[ -  name2 - ]]:DESCRIPTION [[ -  description - ]];  

[[ -  lcid - ]] : MUST be the LCID  describing the language in which the name and description tha t follow 

it are encoded.  

[[ -  name2 - ]] : MUST be the name of the policy, encoded in the language defined by the [[ -  lcid - ]] .  

[[ -  description - ]] : MUST be the description of the policy, encoded in the language defined by the [[ -  
lcid - ]] . 

2.2.9.7.2  ISSUER  

The ISSUER element of the PL  identifies the issuer of the license . The object and PUBLICKEY 

elements of the ISSUER element MUST be copied verbatim from the principal element in the 
ISSUEDPRINCIPALS  element of the CLC  for offline publishing .  The SECURITYLEVEL element is also 
copied from the ISSUEDPRINCIPALS  element of the issuer, but the values are optional.  

The object and PUBLICKEY elements of the ISSUER element MUST also be copied verbatim from the 

principal element in the ISSUEDPRINCIPALS element of the SLC  by the server for online publishing .  

The ISSUER element MUST use the following template.  

 <ISSUER> 

    [[ -  object - ]]  

    [[ -  publickey - ]]  

    [[ -  securitylevel - ]]  

 </ISSUER>  

[[ -  object - ]] : MUST be the object element copied verbatim from the principal element in the 
ISSUEDPRINCIPALS  element of the issuer.  

[[ -  publickey - ]] : MUST con tain the issuer's public key. The exponent MUST be set to 65537. The size 

MUST be the size of the issuer's public key in bits. The modulus MUST contain the modulus of the 

issuer's public key.  

[[ -  securitylevel - ]] : SHOULD be the SECURITYLEVEL element copi ed verbatim from the principal  
element in the ISSUEDPRINCIPALS element of the issuer.  

2.2.9.7.3  DISTRIBUTIONPOINT  

The DISTRIBUTIONPOINT elements of the PL  describe the locations o f the server to be used for 

issuing ULs  based on the PL.  
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The DISTRIBUTIONPOINT elements MUST use the following template.  

 <DISTRIBUTIONPOINT> 

    <OBJECT type="[[ -  type - ]]">  

       <ID type="MS - GUID">  

          [[ -  GUID - ]]  

       </ID>  

       <NAME> 

          [[ -  name - ]]  

       </NAME> 

       [[ -  address - ]]  

    </OBJECT> 

 </DISTRIBUTIONPOINT>  

[[ -  type - ]] : MUST be the type of the DISTRIBUTIONPOINT  address. For an intranet address, the type 
MUST be "License -Acquisition -URL". For an external address, the type MUST be "Extranet -License -
Acquisition -URL". For a reference to the author of the document, the type MUST be "Referral -
Info".  

[[ -  GUID - ]] : MUST  be a unique GUID  that identifies this DISTRIBUTIONPOINT element, represented 

as a literal ASCII  string enclosed in braces.  

[[ -  name  - ]] : MUST be a name for the object. For an object of type "Referral - Info", this element MUST 
contain the display name of the referral address. For other objects, this element MUST contain the 
literal string "DRM Server Cluster".  

[[ -  address - ]] : MUST be an ADDRESS element of type "URL" containing the URL  of the server or an 
email address when the object type is "Referral - Info ". For an intranet address, this is the internal 

URL of the server that issued the PL. For an extranet address, this is the external URL of the 
server that issued the PL using an FQDN .  

2.2.9.7.4  ISSUEDPRI NCIPALS  

The ISSUEDPRINCIPALS element identifies a server principal that will issue licenses  from this PL . Th e 

ISSUEDPRINCIPALS element contains the server public key, as well as the symmetric content key  
encrypted with the server public key.  

The ISSUEDPRINCIPALS element MUST use the following template . 

 <ISSUEDPRINCIPALS> 

    <PRINCIPAL internal - id="1">  

       <OBJECT type="MS - DRM- Server">  

          <ID type="MS - GUID">  

             [[ -  GUID - ]]  

          </ID>  

          [[ -  name - ]]  

          [[ -  address - ]]  

       </OBJECT> 

       [[ -  publickey - ]]  

       <SECURITYLEVEL name="Server - Version" value="1.0.3246.0" />  

       <SECURITYLEVEL name="Server - SKU" value="RMS 1.0" />  

       [[ -  enablingbits - ]]  

    </PRINCIPAL>  

 </ISSUEDPRINCIPALS>  

[[ -  GUID - ]] : MUST be a unique GUID  that identifies the server that issues licenses from this PL, 
represented as a literal ASCII  string enclosed in braces. For an offline - published  PL, this MUST 
be taken from the object of the ISSUER element of the CLC . For an online - published  PL, this 
MUST be taken from the object of the principal of the ISSUEDPRINCIPALS  element of the SLC .  
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[[ -  name - ]] : In RMS 2.0, this element SHOULD be a string that describes the server's name. This 
element is not present in RMS 1.0. For an offline -published PL, this MUST be taken from the object 

of the ISSUER el ement of the CLC. For an online -published PL, this MUST be taken from the object 
of the principal of the ISSUEDPRINCIPALS element of the SLC.  

[[ -address - ]] : MUST be an ADDRESS element of type "UR L" containing the URL  of the server. For an 
offline -published PL, this MUST be taken from the object of the ISSUER element of the CLC. For an 
online -published PL, this MUST be taken from the obj ect of the principal of the ISSUEDPRINCIPALS 
element of the SLC.  

[[ -  publickey - ]] : MUST contain the server public key. The exponent MUST be set to 65537. The size 
MUST be the size of the public key, in bits. The modulus MUST contain the modulus of the server 
public key. For an offline -published PL, this MUST be taken from the PUBLICKEY of the ISSUER 

element of the CLC. For an online -published PL, this MUST be taken from the PUBLICKEY of the 
principal of the ISSUEDPRINCIPALS element of the SLC.  

[[ -  enablingbits - ]] : MUST contain  the symmetric content key encrypted with the server public key, 
contained within an ENABLINGBITS  element.  

2.2.9.7.5  OWNER  

The OWNER element of the PL  describes the author of the PL as a formal principal.  

The OWNER element MUST use the following template.  

 <OWNER> 

    <OBJECT> 

       <ID type="[[ -  type - ]]" />  

       [[ -  emailaddress - ]]  

    </OBJECT> 

 </OWNER> 

[[ -  type - ]] : MUST be the ty pe of user account, as determined by the authentication scheme. For an 
ID authenticated by an Active Directory  account, the type MUST be "Windows". For an ID 

authenticated by a server using the Microsoft Web Browser Federated Sign -On Protocol [MS -
MWBF] , the type MUST be "Federation". For an ID authenticated by Passport, the type MUST be 

"Passport".  

[[ -  emailaddress - ]] : MUST be a NAME element that contains the primary email address associated 
with the author's account.  

2.2.9.7.6  AUTHENTICATEDDATA  

The AUTHENTICATEDDATA element of the PL  MUST contain the usage policy  defined by the author of 
the PL. It MUST be encrypted to the server public key, and the encrypted res ults MUST be base64 -

encoded.  

The AUTHENTICATEDDATA element MUST use the following template.  

 <AUTHENTICATEDDATA id="Encrypted - Rights - Data">  

    [[ -  encryptedrightsdata - ]]  

 </AUTHENTICATEDDATA> 

[[ -  encryptedrightsdata - ]] : MUST be the usage policy defined by the author of the PL, encrypted to 

the server public key, and then base64 -encoded. For information on the plaintext description 
(prior to base64 encoding and encryption), see section 2.2.9.8 . 

2.2.9.7.7  POLI CYLIST  

%5bMS-MWBF%5d.pdf#Section_4c34a08381ec4a20b4fa4b2481cdb6f6
%5bMS-MWBF%5d.pdf#Section_4c34a08381ec4a20b4fa4b2481cdb6f6
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The POLICYLIST  element of the PL  contains zero or more POLICY elements.  

If no POLICY elements are included, t he POLICYLIST  element MUST use the following template.  

 <POLICYLIST type="[[ -  type - ]]" />  

If at least one POLICY element is included, the POLICYLIST  element MUST use the following 
template.  

 <POLICYLIST type="[[ -  type ï]]">  

      [[ -  policy - ]]  

 </POLICYLIST>  

[[ -  type - ]] : MUST be the type of the policies in the list and MUST be either "inclusion" or "exclusion".  

[[ -  policy - ]] : MUST be a POLICY element and can have additional POLICY elements as peers.  

2.2.9.7.8  POLICY  

The POLICY element of the PL  contains usage policy  other than user rights. It defines application 
restrictions, such as version requirements of an application t hat attempts to access the PL. It is 

created by the application that creates the PL.  

If present, the POLICY element MUST use the following template.  

 <POLICY> 

    <OBJECT> 

       <ID type="filename">  

          [[ -  filename - ]]  

       </ID>  

       <VERSIONSPAN min="[[ -  min - ]]" max="[[ -  max - ]]" />  

    </OBJECT> 

 </POLICY>  

[[ -  filename - ]] : MUST be the file name of the application to which the policy applies.  

[[ -  min - ]] : MUST be the minimum version of the application named by [[ -  filename - ]]  to be in cluded 
in this policy.  

[[ -  max - ]] : MUST be the maximum version of the application named by [[ -  filename - ]] : to be 

included in this policy.  

2.2.9.7.9  CONDITIONLIST  

The CONDITIONLIST element of the PL  contains a URL  where an XrML  revocation list can be 
retrieved. The revocation list located at the specified URL MU ST be a signed XrML document containing 
a REVOCATIONLIST  element as specified in section 3.17 of [XRML] . 

If present, the CONDITIONLIST element MUST use the following template.  

 <CONDITIONLIST> 

   <REFRESH> 

     <DISTRIBUTIONPOINT> 

       <OBJECT type="Revocation">  

         <ID type="[[ -  type - ]]">[[ -  id - ]]</ID>  

         <NAME>[[ -  name - ]]</NAME>  

         <ADDRESS type="URL">[[ -  address - ]]</ADDRESS>  

       </OBJECT> 

https://go.microsoft.com/fwlink/?LinkId=324306


62  / 220  

[MS -RMPR] -  v20210407  
Rights Management Services (RMS): Client - to -Server Protocol  
Copyright © 2021 Microsoft Corporation  
Release: April 7, 2021  

       [[ -  publickey - ]]  

     </DISTRIBUTIONPOINT>  

     <INTERVALTIME days="[[ -  days - ]]"  

                   hours="[[ -  hours - ]]"  

                   minutes="[[ -  minutes - ]]"  

                   seconds="[[ -  seconds - ]]" />  

   </REFRESH> 

 </CONDITIONLIST>  

[[ -  type - ] : MUST be the type of the ID of the issuer of the revocation list.  

[[ -  id - ]] : MUST be the ID of the issuer of the revocation list.  

[[ -  name - ]] : An optional field containing a human - readable name of the revocation list site.  

[[ -  address - ]] : MUST be the URL  of a location to download a revocation list.  

[[ -  publickey - ]] : MUST be a PUBLICKEY element (section 2.2.9.1.6) that contains the public key used 

to sign the revocation list.  

[[ -  days - ]] : The nu mber of days in the time interval for refreshing the revocation list. If this value is 
zero, the days  attribute SHOULD be omitted.  

[[ -  hours - ]] : The number of hours in the time interval for refreshing the revocation list. If this value is 

zero, the hours  attribute SHOULD be omitted.  

[[ -  minutes - ]] : The number of minutes in the time interval for refreshing the revocation list. If this 
value is zero, the minutes  attribute SHOULD be omitted.  

[[ -  seconds - ]] : The number of seconds in the time interval for ref reshing the revocation list. If this 
value is zero, the seconds  attribute SHOULD be omitted.  

2.2.9.8  Encrypted Rights Data  

The contents of the PL's  AUTHENTICATEDDATA  element having an ID of "Encrypted -Rights -Data" 
MUST be an XrML  document, as defined in [XRML] , referred to as Encrypted Rights Data (ERD). The 
ERD is XrML that defines the rights the author grants. It is encrypted for privacy protection and then 
base64 -encoded. For a PL based on an official rights template, the contents of  the ERD are copied 
verbatim from the rights template. The plaintext ERD MUST use the following template.  

 <XrML xmlns="" version="1.2">  

    <BODY type="[[ -  erdtype - ]]" >  

       [[ -  issuedtime - ]]  

       [[ -  descriptor - ]]  

       [[ -  issuer - ]]  

       [[ -  distr ibutionpoint - pub - ]]  

       [[ -  distributionpoint - ref - ]]  

       [[ -  work - ]]  

       [[ -  authenticateddata - ]]  

       [[ -  exclusionpolicy - ]]  

       [[ -  inclusionpolicy - ]]  

    </BODY> 

    [[ -  signature - ]]  

 </XrML>  

[[ -  erdtype - ]] : MUST be the type of ERD. If the ERD was generated based on an enterprise rights 
template, then this value MUST be "Microsoft Official Rights Template". Otherwise this value MUST 
be "Microsoft Rights Template".  

https://go.microsoft.com/fwlink/?LinkId=324306
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[[ -  issuedtime - ]] : MUST be an ISSUEDTIME  (section  2.2.9.1.1)  element containing the time the ERD 
was generated, in UTC .  

[[ -  descriptor - ]] : If present, MUST be a DESCRIPTOR (section  2.2.9.8.1)  element describing the ERD.  

[[ -  issuer - ]] : MUST be  present for an official rights template and MUST be an 

ISSUER (section  2.2.9.8.2)  element describing the issuer of the ERD. The ISSUER SHOULD NOT 
be present if the [[ -  erdtype - ]]  is "Microsoft Rights Template".  

[[ -  distributionpoint -pub - ]] : MUST be present for an official rights template and MUST be a 
DISTRIBUTIONPOINT  (section  2.2.9.8.3)  element containing the URL  address of the server that 
issues ULs  for this ERD.  

[[ -  distributionpoint - ref - ]] : An optional element containing the author's referral information. If 
present, MUST be a DISTRIBUTIONPOINT  (section  2.2.9.8.3) element of type "Referral - Info".  

[[ -  work - ]] : A WORK element as specified in section 2.2.9.8.5. Contains a unique GUID  for the 
ce rtificate  and at least one RIGHT  element. Can also include metadata specifying the owner of 
the PL and a list of time conditions on the usage policy . 

[[ -  authenticateddata - ]] : MAY be one or more AUTHENTICATEDDATA  elements as defined in section 
2.2.9.8.6.  

[[ -  exclusionpolicy - ]] : MAY be a POLICYLIST  (section  2.2.9.7.7)  element in a signed PL with type 

"exclusion" that identifies an exclusion policy list that applies to the PL and the information the PL 
protects.  

[[ -  inclusionpolicy - ]] : MAY be a POLICYLIST  (section  2.2.9 .7.7) element in a signed PL with type 
"inclusion" that identifies an inclusion policy list that applies to the PL and the information the PL 
protects.  

[[ -  signature - ]] : MUST only be present for an official rights template. MUST be a 
SIGNATURE  (section  2.2.9.1.12)  element containing the cryptographic signature of the body of the 

certificate, generated by the issuer of the certificate. The hash MUST be a hash of the body. The 
sig nature MUST be the hash encrypted with the issuer's private key. The key length MUST be the 

length of the issuer's private key, which MUST match the length of the issuer's public key.  

2.2.9.8.1  DESCRIPTOR  

The DESCRIPTOR element of the ERD describes  the ERD and MUST use the following template.  

 <DESCRIPTOR> 

    <OBJECT> 

       <ID type="MS - GUID">  

          [[ -  GUID - ]]  

       </ID>  

       [[ -  name - ]]  

    </OBJECT> 

 </DESCRIPTOR> 

[[ -  GUID - ]] : MUST be a unique GUID  that identifies this DISTRIBUTIONPOINT  element, represented 
as a literal ASCII  string enclosed in braces.  

[[ -  name  - ]] : MUST be a NAME element providing the name of the policy  described in the ERD. The 
text of this element is structured as follows.  One or more occurrences of the following structure 
MUST be present in each ERD descriptor, separated by a semicolon.  

  
 LCID [[ -  lcid - ]]:NAME [[ -  name2 - ]]:DESCRIPTION [[ -  description - ]];   
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[[ -  lcid - ]] : MUST be the locale identifier ( LCID ) describing the language in which the name and 
description that follow it are encoded.  

[[ -  name2 - ]] : MUST be the name of the policy, encoded in the language defined by the [[ -  lcid - ]] .  

[[ -  description - ]] : MUST be the description of the policy, encoded in the language defined by the [[ -  
lcid - ]] . 

2.2.9.8.2  ISSUER  

The ISSUER element of the ERD MUST identify the issuer of the ERD. The object and PUBLICKEY 
elements of the ISSUER element MUST be copied verbatim from the principal element in the 
ISSUEDPRINCIPALS  element of the template if it is based on a template.  

The object and PUBLICKEY elements of the ISSUER element MUST be copied verbatim from the 

PRINCIPAL element in the ISSUEDPRINCIPALS element of the CLC if a template is not used.  

The ISSUER element MUST use the following template.  

 <ISSUER> 

    [[ -  object - ]]  

    [[ -  publickey - ]]  

 </ISSUER>  

[[ -  object - ]] : MUST be an object element copied verbatim from the principal element in the 
ISSUEDPRINCIPALS element of the issuer.  

[[ -  publickey - ]] : MUST contain the issuer's public key. The exponent MUST be set to 65537. T he size 
MUST be the size of the issuer's public key, in bits. The modulus MUST contain the modulus of the 
issuer's public key.  

2.2.9.8.3  DISTRIBUTIONPOINT  

The DISTRIBUTIONPOINT element of the ERD describes the location of the server to be u sed for 
issuing ULs  based on the ERD. The DISTRIBUTIONPOINT elements MUST use the following template.  

 <DISTRIBUTIONPOINT> 

    <OBJECT type="[[ -  type - ]]">  

       <ID type="MS - GUID">  

          [[ -  GUID - ]]  

       </ID>  

       <NAME> 

          [[ -  name - ]]  

       </NAME> 

       [[ -  address - ]]  

    </OBJECT> 

 </DISTRIBUTIONPOINT>  

[[ -  type - ]] : MUST be the type of the DISTRIBUTIONPOINT address. For an ERD [[ -  distribution -pub -
]]  the type is "Publishing -URL". For an ERD [[ -  distribution - ref - ]]  the type is "Referral - Info".  

[[ -  GUID - ]] : MUST be a unique GUID  that identifies this DISTRIBUTIONPOINT element, represented 
as a literal ASCII  string enclosed in braces.  
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[[ -  name - ]] : MUST be a name for the object. For an object of type "Publishing -URL", this element 
contains the text "Publishing Point". For an object of type "Referral - Info", this element MUST 

contain the display name of the referral address.  

[[ -  address - ]] : MUST be an ADDRESS element of type "URL" containing the URL  of the server or an 

email address when the object type is "Referral - Info".  

2.2.9.8.4  TIME  

The TIME element specifies the period of time for which the document or right can be accessed. The 
element MAY be present.  

When present, the element is specified in one of two ways. One of the following two ways MUST be 
used if this element is present.  

Form 1  

 <TIME> 

   <RANGETIME> 

     <FROM>[[ -  fromtime - ]]</FROM>  

     <UNTIL>[[ -  untiltime - ]]</UNTIL>  

   </RANGETIME> 

 </TIME>  

[[ -  fromtime - ]] : Specifies the beginning date and time for the document to be considered valid (as in 
"not expired"). The time is expressed in UTC  format.  

[[ -  untiltime - ]] : Specifies the end date and time for the document to be considered valid (as in "not 
expired"). The time is expressed in UTC format.  

Form 2  

 <TIME> 

   <INTERVALTIME days="[[= numberofdays - ]]"/>  

 </TIME>  

[[ -  numberofdays - ]] : Specifies the number of days from the ISSUEDTIME  that the document is 
considered valid (as in "not expired").  

2.2.9.8.5  WORK  

The WORK element MUST use the following template.  

 <WORK> 

     <OBJECT> 

         <ID type="MS - GUID">  

             [[ -  GUID - ]]  

         </ID>  

     </OBJECT> 

     [[ -  owner - ]]  

     [[ -  preconditionlist - ]]  

     <RIGHTSGROUP name="Main- Rights">  

         <RIGHTSLIST>  

             [[ -  right - ]]  

         </RIGHTSLIST>  

     </RIGHTSGROUP> 

 </WORK> 
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[[ -  GUID - ]] : MUST be a unique GUID  that identifies the certificate , represented as a literal ASCII  
string enclosed in  braces.  

[[ -  owner - ]] : An optional element that specifies the owner of the PL . If present MUST be a 
METADATA element as specified in section 2.2.9.8.5.1.  

[[ -  preconditionlist - ]] : An optional element that specifies the time conditions on the usage policy . If 
present MUST be a PRECONDITIONLIST  element as specified in section 2.2.9.8.5.2.  

[[ -  right - ]] : MUST be one or more RIGHT  elements as specified in section 2.2.9.8.5.3.  

2.2.9.8.5.1  METADATA  

The METADATA element of the ERD describes the author of the PL  as a formal principal.  

The METADATA element MUST use the following template.  

 <METADATA> 

     <OWNER> 

         <OBJECT> 

             <ID t ype="[[ -  type - ]]" />  

             [[ -  emailaddress - ]]  

         </OBJECT> 

     </OWNER> 

 </METADATA> 

[[ -  type - ]] : MUST be the type of user account, as determined by the authentication scheme. For an 
ID authenticated by an Active Directory  account, the type MUST be "Windows". For an ID 
authenticated by a server using the Microsoft Web Browser Federated Sign -On Protocol [M S-
MWBF] , the type MUST be "Federation". For an ID authenticated by Passport, the type MUST be 
"Passport".  

[[ -  emailaddress - ]] : MUST be a NAME element that contains the primary email address assoc iated 
with the author's account.  

2.2.9.8.5.2  PRECONDITIONLIST  

The PRECONDITONLIST element specifies the time conditions on the usage policy . It MUST use the 
following template:  

 <PRECONDITIONLIST> 

     [[ -  time - ]]  

 </PRECONDITIONLIST>  

[[ -  time - ]] : MUST be a TIME element (section 2.2.9.8.4) specifying the time conditions of the policy.  

2.2.9.8.5.3  RIGHT  

The RIGHT  element describes a right assigned to a principal. One or more RIGHT elements MUST be 

present. The RIGHT element MUST follow one of the two following forms.  

Form 1  

 <RIGHT name="[[ -  rightname - ]]" >  

    <CONDITIONLIST> 

       [[ -  timecondition - ]]  

       <ACCESS> 

          <PRINCIPAL>  

             <OBJECT> 

%5bMS-MWBF%5d.pdf#Section_4c34a08381ec4a20b4fa4b2481cdb6f6
%5bMS-MWBF%5d.pdf#Section_4c34a08381ec4a20b4fa4b2481cdb6f6
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                <ID type="[[ -  type - ]]">  

                   [[ -  userid - ]]  

                </ID>  

                [[ -  emailaddress - ]]  

             </OBJECT> 

          </PRINCIPAL>  

       </ACCESS> 

    </CONDITIONLIST > 

 </RIGHT>  

Form 2  

 <[[ -  rightname - ]] >  

    <CONDITIONLIST> 

       [[ -  timecondition - ]]  

       <ACCESS> 

          <PRINCIPAL>  

             <OBJECT> 

  
                <ID type="[[ -  type - ]]">  

                   [[ -  userid - ]]  

                </ID>  

                [[ -  emailaddress - ]]  

             </OBJECT> 

          </PRINCIPAL>  

       </ACCESS> 

    </CONDITIONLIST>  

 </[[ -  rightname - ]] >  

  

[[ -  rightname - ]] : In form 1, the name of the right MUST be an attribute on a RIGHT element and can 
be any arbitrary right name. In form 2, the name of the right MUST be the name of the element, 

and MUST be one of a set of the following reserved values:  

Á VIEW  

Á PRINT 

Á EDIT  

Á FORWARD 

Á VIEWRIGHTSDATA  

[[ -  timecondition - ]] : MAY exist to specify a number of days for which the right  can be exercised. If 

present, this MUST be a TIME element as specified in section 2.2.9.8.4.  

[[ -  type - ]] : MUST be the type of identity that possesses the right. Possible identity type values 
include the following literal strings: "Unspecified", "Windows", or "Internal".  

[[ -  userid - ]] : MAY be present if the type is "Windows". If present, MUST be the SID  of the identity 

that possesse s the right. If the type is "Internal", MUST be present and contain either "Owner" or 
"Anyone".  

[[ -  emailaddress - ]] : MUST be present if the type is "Unspecified", or if the type is "Windows" and [[ -  

userid - ]]  is not present. MUST be a NAME element that MUST contain the primary email address 
associated with the identity that possesses the right.  

2.2.9.8.6  AUTHENTICATEDDATA  
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The AUTHENTICATEDDATA element of the ERD contains the usage  policy  defined by the rights 
policy template  author. For an ERD, this element always represents application -specific data. One or 

m ore AUTHENTICATEDDATA elements MAY be present and MUST use the following forms.  

If present, the AUTHENTICATEDDATA element MUST use the following template.  

 <AUTHENTICATEDDATA name="[[ -  name -  ]]" id="APPSPECIFIC">[[ -  value - ]]</AUTHENTICATEDDATA>  

[[ -  name - ]] : The name of the application -specific control. There are two predefined controls:  

VIEWER: Specifies whether the protected document can be opened in a browser.  

NOLICCACHE: Specifies whether the use license  received from the server is to be cached 

(stored in the client's local store).  

[[ -  value - ]] : The value of the application -specific control. For the preceding predefined controls, the 
value indicates the following:  

VIEWER: '0', or when the e lement does not exist: Do not allow viewing in a browser. '1': Allow 
viewing in a browser.  

NOLICCACHE: '0', or when the element does not exist: Allow UL caching. '1': Do not allow UL 
caching.  

2.2.9.9  Use License  

This sec tion defines the format of the UL . The UL names an issued principal via the 
ISSUEDPRINCIPALS  element and then grants a set of rights t o that principal, one right per RIGHT  

element.  

The UL SHOULD use the following template.  

 <XrML version="1.2" xmlns="" purpose="Content - License">  

    <BODY type="LICENSE" version="3.0">  

       [[ -  issuedtime - ]]  

       [[ -  descriptor - ]]  

       [[ -  issuer - ]]  

       [[ -  issuedprincipals - ]]  

       [[ -  distributionpoint - ref - ]]  

       <WORK> 

         [[ -  workobject - ]]  

         <METADATA> 

            [[ -  owner - ]]  

         </METADATA> 

         [[ -  re vocationpoint - ]]  

         <RIGHTSGROUP name="Main- Rights">  

            <RIGHTSLIST>  

               [[ -  right - ]]  

            </RIGHTSLIST>  

         </RIGHTSGROUP> 

      </WORK> 

      <CONDITIONLIST> 

         [[ -  condition - ]]  

      </CONDITIONLIST>  

      [[ -  exclusionpolicy - ]]  

      [[ -  inclusionpolicy - ]]  

    </BODY> 

    [[ -  signature - ]]  

 </XrML>  
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[[ -  issuedtime - ]] : MUST be an ISSUEDTIME  (section  2.2.9.1.1)  element containing the time the UL 
was generated, in UTC .  

[[ -  descriptor - ]] : MUST be a DESCRIPTOR (section  2.2.9.9.1)  element describing the UL.  

[[ -  issuer - ]] : MUST be  an ISSUER (section  2.2.9.9.2)  element describing the issuer of the UL.  

[[ -  issuedprincipals - ]] : MUST be an ISSUEDPRINCIPALS  (section  2.2.9.9.3) element describing the 
principal and the user publ ic key for which the UL is issued.  

[[ -  distributionpoint - ref - ]] : An optional element containing the author's referral information. If 
present, MUST be a DISTRIBUTIONPOINT  (section  2.2.9.9.4)  elem ent of type "Referral - Info".  

[[ -  workobject - ]] : MUST be an object element that identifies the content to which the UL applies. This 
object is created by the application used to create the PL  from which the UL was generated, and 
therefore contains application -specific information.  

[[ -  owner - ]] : MAY be an OWNER (section  2.2.9.9.5)  element that describes the author of the 
document.  

[ [ -  revocationpoint - ]] : An optional field that specifies the location of a revocation list for the UL. If 
present, MUST be a CONDITIONLIST  (section  2.2.9.9.10)  element.  

[[ -  right - ]] : MUST be an e lement, as defined in section 2.2.9.9.6, that defines a right and the 
principal that possesses the right.  

[[ -  condition - ]] : MAY be an element, as defined in section 2.2.9.9.9 , that defines an exc luded OS 
version span.  

[[ -  exclusionpolicy - ]] : MAY be a POLICYLIST  (section  2.2.9.7.7)  element with type "exclusion" that 
identifies an exclusion policy  list that applies to the UL and the information that the UL protects.  

[[ -  inclusionpolicy - ]] : MAY be a POLICYLIST  (section  2.2.9.7.7) element with type "inclusion" that 
identifies an inclusion policy list that applies to the UL and the  information that the UL protects.  

[[ -  signature - ]] : MUST be a SIGNATURE  (section  2.2.9.1.12)  element containing the cryptographic 

signature of the body of the certificate , generated by the issuer of the certificate. The hash MUST 
be the hash of the body. The signature MUST be the hash encrypted with the issuer's private key. 
The key length MUST be the length of the issuer's private key , which MUST match the length of 
the issuer's public key.  

2.2.9.9.1  DESCRIPTOR  

The DESCRIPTOR element of the UL  describes the UL and MUST use the following template.  

 <DESCRIPTOR>  

    <OBJECT> 

       <ID type="MS - GUID">  

          [[ -  GUID - ]]  

       </ID>  

       [[ -  name - ]]  

    </OBJECT> 

 </DESCRIPTOR> 

  

[[ -  GUID - ]] : MUST be a unique GUID  that identifies this DISTRIBUTIONPOINT  element, represented 
as a literal ASCII  string enclosed in braces.  

[[ -  name - ]] : MAY be a NAME element giving the name of the policy  described in the UL.  
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2.2.9.9.2  ISSUER  

The ISSUER element of the UL  identifies the issuer of the license . The object and PUBLICKEY 
elements of the ISSUER element MUST be copied verbatim f rom the object and PUBLICKEY elements 

of the ISSUER element in the PL  used to generate this UL.  

The ISSUER element MUST use the following template.  

 <ISSUER> 

    [[ -  object - ]]  

    [[ -  publickey - ] ]  

 </ISSUER>  

[[ -  object - ]] : MUST be an object element copied verbatim from the principal element in the 
ISSUEDPRINCIPALS element of the issuer.  

[[ -  publickey - ]] : MUST contain the issuer's public key. The exponent MUST be set to 65537. The size 
MUST be the  size of the issuer's public key, in bits. The modulus MUST contain the modulus of the 

issuer's public key.  

2.2.9.9.3  ISSUEDPRINCIPALS  

The ISSUEDPRINCIPALS element of the UL  identi fies the RAC  to which this UL is issued. All rights in 
the UL are granted to this RAC. The principal element MUST be copied verbatim from the principal 
element in the ISSUEDPRINCIPALS element of  the RAC.  

The ISSUEDPRINCIPALS element MUST use the following template.  

 <ISSUEDPRINCIPALS> 

    <PRINCIPAL internal - id="1">  

       <OBJECT type="Group - Identity">  

          <ID type="[[ -  type - ]]">[[ -  userid - ]]</ID>  

          [[ -  emailaddress - ]]  

          [[ -  emailalias - ]]  

       </OBJECT>  

       [[ -  publickey - ]]  

          </PRINCIPAL>  

 </ISSUEDPRINCIPALS>  

  
  

[[ -  type - ]] : MUST be the type of user account, determined by the authentication scheme. For a RAC 
issued by a server that has authenticated the user by an Active Directory  account, the type 
MUST be "Windows". For a RAC issued by a server using Microsoft Web Browser Federated Sign -
On authentication [MS -MWBF] , the type MUST be "Federation". For a RAC issued by the RMS 
Account Certification cloud service  using Passport authentication, the type is "Passport".  

[[ -  userid - ]] : MUST be the identity of the user. For a RAC issued to a user's Active Directory 
credentials, this MUST be the user's SID . For a RAC issued to a user's Microsoft Web Browser 

Federated Sign -On credentials, this MUST be a unique GUID . For a RAC issued to a user's 
Passport credentials, this MUST be the user's PUID .  

[[ -  emailaddress - ]] : MUST be a NAME element that contains the primary email address associated 
with the user's account.  

[[ -  emailalias - ]] : SHOULD contain an email alias for a Microsoft Web Browse r Federated Sign -On 

authenticated user [MS -MWBF]. This element MAY exist for RACs of type "Federation". This 
element MUST NOT exist for RACs of type "Windows" or "Passport". If present, this MUST be an 

%5bMS-MWBF%5d.pdf#Section_4c34a08381ec4a20b4fa4b2481cdb6f6
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ADDRESS element of type "email_alias" containing an email address. There MAY be multiple 
ADDRESS elements as peers with one element for each email alias.  

[[ -  publickey - ]] : MUST contain the RAC public key. The exponent is set to 65537. The size MUST be 
the size of the RAC public key, in bits. The modulus MUST contain the modulus of the RAC public 

key.  

2.2.9.9.4  DISTRIBUTIONPOINT  

The DISTRIBUTIONPOINT element of the UL  contain s the referral information of the author.  

The DISTRIBUTIONPOINT elements MUST use the following template.  

 <DISTRIBUTIONPOINT> 

   <OBJECT type="Referral - Info">  

     <ID type="MS - GUID">  

       [[ -  GUID - ]]  

     </ID>  

     <NAME> 

       [[ -  name - ]]  

     </NAME> 

     [[ -  address - ]]  

   </OBJECT> 

 </DISTRIBUTIONPOINT>  

[[ -  GUID - ]] : MUST be a unique GUID  that identifies this DISTRIBUTIONPOINT element, represented 
as a literal ASCII  string enclosed in braces.  

[[ -  name - ]] : MUST be a name for the object.  

[[ -  address - ]] : MUST be an ADDRESS element of type "URL" containing the URL  of a server or an 
email address.  

2.2.9.9.5  OWNER  

The OWNER element of the UL  describes the author of the PL  that was used to create the UL. It 
grants no rights by itself, whereas the RIGHT  element with name OWNER does formally grant the 
owne r rights.  

The OWNER element MUST follow this template.  

 <OWNER>  

    <OBJECT> 

       <ID type="[[ -  type - ]]" />  

       [[ -  emailalias - ]]  

    </OBJECT> 

 </OWNER> 

[[ -  type - ]] : MUST be the type of user account, as determined by the authentication scheme. For an 
ID authenticated by an Active Directory  account, the type MUST be "Windows". For an ID 

authenticated by a server using the Microsoft Web Browser Federated Sign -On Protocol [MS -
MWBF] , the type MUST be "Federation". For an ID authenticated by Passport, the type MUST be 
"Passport".  

[[ -  emailalias - ]] : MUST be a NAME element that contains the primary email address associated with 
the user's account.  

2.2.9.9.6  RIGHT  

%5bMS-MWBF%5d.pdf#Section_4c34a08381ec4a20b4fa4b2481cdb6f6
%5bMS-MWBF%5d.pdf#Section_4c34a08381ec4a20b4fa4b2481cdb6f6
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The RIGHT element describes a right assigned to the principal named in the use license . One or more 
RIGHT elements MUST be present.  

Each RIGHT element MUST use one of the two following template forms.  

Form 1  

 <RIGHT name="[[ -  rightname - ]]" >  

    <CONDITIONLIST> 

       <ACCESS>  

          <PRINCIPAL internal - id="1">  

             [[ -  enablingbits  - ]]  

          </PRINCIPAL>  

       </ACCESS> 

          [[ -  rangetime - ]]  

          [[ -  intervaltime - ]]  

    </CONDITIONLIST>  

 </RIGHT>  

  

Form 2  

 <[[ -  rightname - ]] >  

    <CONDITIONLIST>  

       <ACCESS>  

          <PRINCIPAL internal - id="1">  

             [[ -  enablingbits - ]]  

          </PRINCIPAL>  

       </ACCESS> 

          [[ -  rangetime - ]]  

          [[ -  intervaltime - ]]  

    </CONDITIONLIST>  

 </[[ -  rightname - ]] >  

  

[[ -  rightname - ]] : In form 1, the name of the right MUST be a name attribute on a RIG HT element and 
can be any arbitrary right name. In form 2, the name of the right MUST be the name of the 

element and MUST be one of a set of the following reserved rights:  

Á VIEW  

Á PRINT 

Á EDIT  

Á FORWARD 

Á VIEWRIGHTSDATA  

Á OWNER 

If the UL has been issued to the author  of the original PL , then there MUST be one RIGHT element 

named OWNER and it MUST follow form 1. All rights to the protected information are granted to 
this owner and further RIGHT elements MUST  NOT be present.  

[[ -  enablingbits - ]] : MUST contain the symmetric content key  encrypted with the user's public key, 
contained within an ENABLINGBITS  element.  

[[ -  rangetime - ]] : SHOULD exist to specify a period of time for which the right can be exercised. If 
present, this MUST take the following form.  
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 <TIME> 

    <RANGETIME>  

       <FROM>=[[ -  time - ]]</FROM>  

       <UNTIL>=[[ -  time - ]]< /UNTIL>  

    <RANGETIME/> 

 </TIME>  

[[ -  time - ]] : MUST be the time in the format Coordinated Universal Time (UTC) . 

[[ -  intervaltime - ]] : SHOULD exist to specify a number of days or a time range for which the right can 
be exercised. If present, this MUST take the following form.  

 <TIME> 

    <INTERVALTIME days="[[ -  intervaltimedays - ]]" />  

 </TIME>  

[[ -  intervaltimedays - ]] : MUST be the number of days specified for the time condition.  

2.2.9.9.7  POLICYLIST  

The POLICYLIST  element of the UL contains zero or more POLICY elements.  

If no POLICY elements are included, the POLICYLIST  element MUST use the following template.  

 <POLICYLIST type="[[ -  t ype - ]]" />  

If at least one POLICY element is included, the POLICYLIST  element MUST use the following 

template.  

 <POLICYLIST type="[[ -  type ï]]">  

      [[ -  policy - ]]  

 </POLICYLIST>  

[[ -  type - ]] : MUST be the type of the policies in the list and MUST be either  "inclusion" or "exclusion".  

[[ -  policy - ]] : MUST be a POLICY element and can have additional POLICY elements as peers.  

2.2.9.9.8  POLICY  

The POLICY element of the UL  contains usage policy  other than user rights. It MUST be copied 
verbatim from the PL , if present. It MAY be used to define application restrictions, such as  version 
requirements of an application that tries to access the PL. It is created by the application that creates 
the PL.  

The POLICY element MUST use the following template.  

 <POLICY> 

    <OBJECT> 

       <ID type="filename">[[ -  filename - ]]</ID>  

       <VERSIONSPAN min="[[ -  min - ]]" max="[[ -  max - ]]" />  

    </OBJECT>  

 </POLICY>  

  

[[ -  filename - ]] : MUST be the file name of the application to which the policy applies.  
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[[ -  min - ]] : MUST be the minimum version of the application named by [[ -  filename - ]]  to be included 
in this policy.  

[[ -  max - ]] : MUST be the maximum version of the application named by [[ -  filename - ]]  to be included 
in this policy.  

2.2.9.9.9  CONDITION  

The CONDITION element of the UL  contains usage conditions. It MAY be used to define OS version 
exclusions.  

The CONDITION element MUST use the following template.  

 <CONDITION NAME="OS- Exclusion" TYPE="versionspan">  

    [[ -  minv ersion - ]] - [[ -  maxversion - ]]  

 </CONDITION>  

[[ -  minversion - ]] : MUST be the minimum version of the OS exclusion policy . 

[[ -  maxversion - ]] : MUST be the maximum version of the OS exclusion policy.  

2.2.9.9.10  CONDITIONLIST  

The CONDITIONLIST element of the UL  contains a URL  where an XrML  revocation list can be 

retrieved. The revocation list located at the specified URL MUST be a signed XrML document containing 
a REVOCATIONLIST  element as specified in section 3.17 of [XRML] . 

If present, the CONDITIONLIST element MUST use the following template.  

 <CONDITIONLIST> 

   <REFRESH> 

     <DISTRIBUTIONPOINT> 

       <OBJECT type="Revocation">  

         <ID type="[[ -  type - ]]">[[ -  id - ]]</ID>  

         <NAME>[[ -  name - ]]</NAME>  

         <ADDRESS type="URL">[[ -  address - ]]</ADDRESS>  

       </OBJECT> 

       [[ -  publickey - ]]  

     </DISTRIBUTIONPOINT>  

     <INTERVALTIME days="[[ -  days - ]]"  

                   hours="[[ -  hours - ]]"  

                   minutes="[[ -  minutes - ]]"  

                   seconds="[[ -  seconds - ]]" />  

   </REFRESH> 

 </CONDITIONLIST>  

[[ -  type - ]] : MUST be the type of the ID of the issuer of the revocation list.  

[[ -  id - ]] : MUST be the ID of the issuer of the revocation list.  

[[ -  name - ]] : An optional field containing a human - readable name of the revocation list site.  

[[ -  address - ]] : MUST be the URL of a location to download a revocation list.  

[[ -  publickey - ]] : MUST be a PUBLICKEY element (section 2.2.9.1.6) that contains the public key used 
to sign the revocation list.  

[[ -  days - ]] : The number of days in the time interval for refreshing the revocation list. If this value is 
zero, the days  attribute SHOULD be omitted.  

https://go.microsoft.com/fwlink/?LinkId=324306
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[[ -  hours - ]] : The number of ho urs in the time interval for refreshing the revocation list. If this value is 
zero, the hours  attribute SHOULD be omitted.  

[[ -  minutes - ]] : The number of minutes in the time interval for refreshing the revocation list. If this 
value is zero, the minutes  at tribute SHOULD be omitted.  

[[ -  seconds - ]] : The number of seconds in the time interval for refreshing the revocation list. If this 
value is zero, the seconds  attribute SHOULD be omitted.  

2.2.9.10  Rights Policy Template  

This section defines the format of the rights policy template. Templates are generated by an 
administrator on the server and then distributed to client machines. A client generates a PL from a 
template when a user uses it to protect a document ( offline publishing ). The PL is signed using the 
CLC. 

The rights policy  template MUST use the following template.  

 <XrML version="1.2" xmlns="">  

   <BODY type="Microsoft Official Rights Template">  

     [[ -  issuedtime - ]]  

     [[ -  descriptor - ]]  

     [[ -  issuer - ]]  

     [[ -  distributionpoint - pub - ]]  

      [[ -  distributionpoint - ref - ] ]  

     [[ -  work - ]]  

     [[ -  authenticateddata - ]]  

 </BODY> 

 [[ -  signature - ]]  

 </XrML>  

  

[[ -  issuedtime - ]] : MUST be an ISSUEDTIME  element containing the time the rights policy template  
was generated, in UTC .  

[[ -  descriptor - ]] : MUST be a DESCRIPTOR element describing the rights policy template, as defined in 
section 2.2.9.10.1 . 

[[ -  issuer - ]] : MUST be an ISSUER element describing the issuer of the rights policy template, as 
defined in section 2.2.9.10.2 . 

[[ -  distributionpoint -pub - ]] : MUST be a DISTRIBUTIONPOINT  element containing the intranet 
licensing URL  of the server that will issue ULs  for the PL generated from this rights policy 
template, as specified in section 2.2.9.10.3 . 

[[ -  distributionpoint - ref - ]] : MUST be a DISTRIBUTIONPOINT element containing the rights request 

referral information, as specified in section 2.2.9.10.3.  

[[ -work - ]] : MUST be a WORK element containing the policy , as specified in section 2.2.9.10.4.  

[[ -  authenticateddata - ]] : MUST be an AUTHENTICATEDDATA  element that describes the usage policy 

issued by the author, as specified in section 2.2.9.10.5.  

[[ -  signature - ]] : MUST be a SIGNATURE  element containing the cryptographic signature of the body 
of the certificate , generated by the issuer of the certificate. The hash MUST be the hash of the 
body. The signature MUST be the hash encrypted with the issuer's private key. The key length 

MUST be the length of the issuer's private key, which MUST match the length of the issuer's public 
key.  

2.2.9.10.1  DESCRIPTOR  
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The DESCRIPTOR element of the rights policy template  describes the type of the license  and MUST 
use the following template.  

 <DESCRIPTOR> 

   <OBJECT> 

     <ID type="MS - GUID">[[ -  GUID - ]]</ID>  

     [[ -  name - ]]  

   </OBJECT> 

 </DESCRIPTOR> 

  

[[ -  GUID - ]] : MUST be a unique GUID  that identifies the rights policy template, represented as a 
literal ASCII  string enclosed in braces.  

[[ -  name - ]] : MUST be a NAME element providing the name of the rights policy template. The text of 
this element is structured as follows. One or more occu rrences of the following structure MUST be 

present in each NAME element, separated by a semicolon.  

  
 LCID [[ -  lcid - ]]:NAME [[ -  name2 - ]]:DESCRIPTION [[ -  description - ]];  

[[ -  lcid - ]] : MUST be the LCID  describing the language in which the NAME and DESCRIPTION  that 
follow it are encoded.  

[[ -  name2 - ]] : MUST be the name of the policy , encoded in the language defined by the [[ -  lcid - ]].  

[ [ -  description - ]] : MUST be the description of the policy, encoded in the language defined by the [[ -  
lcid - ]].  

2.2.9.10.2  ISSUER  

The ISSUER element of the rights policy template  identifies the issuer of the template. The contents 
of the ISSUER element MUST be copied from the contents of the principal element in the 

ISSUEDPRINCIPALS  element of the SPC  of the issuing server.  

The ISSUER element MUST use the following template.  

 <ISSUER> 

   <OBJECT type="MS - DRM- Server">  

     <ID type="MS - GUID">[[ -  GUID - ]]</ID>  

     [[ -  name - ]]  

     [[ -  address - ]]  

   </OBJECT> 

   [[ -  publickey - ]]  

 </ISSUER>  

[[ -  GUID - ]] : MUST be a unique GUID  that identifies the issuer of the license , represented as a litera l 
ASCII  string enclosed in braces. MUST be taken from the object of the principal of the 

ISSUEDPRINCIPALS  of the issuer's certificate .  

[[ -  name - ]] : SHOULD be a string containing a name for the server. The NAME element MAY be 
omitted.  

[[ -  address - ]] : SHOULD be an ADD RESS element of type "URL" containing the URL  of the server.  

[[ -  publickey - ]] : MUST contain the issuer's public key. The exponent MUST be set to 65537. The size 

attribute of the VALUE element M UST be set to the size of the issuer's public key. The modulus 
MUST contain the modulus of the issuer's public key.  
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2.2.9.10.3  DISTRIBUTIONPOINT  

The DISTRIBUTIONPOINT element of the rights policy template  either describes the intranet 
licensing URL  of the server to be used for issuing ULs  for the PL generated from the rights policy 

template (this becomes a "publishing point" element), or the URL that is used when a recipient of a 
protected document wants to request rights to the document (th is becomes a "referral - info" element). 
If the element describes the location of the server, it can be either an internal or an external location.  

The DISTRIBUTIONPOINT elements MUST use the following template.  

 <DISTRIBUTIONPOINT> 

   <OBJECT type="[[ -  type - ]]">  

     <ID type="MS - GUID">[[ -  GUID - ]]</ID>  

     [[ -  name - ]]  

     [[ -  address - ]]  

   </OBJECT> 

 </DISTRIBUTIONPOINT>  

[[ -  type - ]] : MUST be the type of the DISTRIBUTIONPOINT address. For the publishing point element, 
the type is "Publishing -URL", and for t he referral - info element, the type is "Referral - Info".  

[[ -  GUID - ]] : MUST be a unique GUID  that identifies the DISTRIBUTIONPOINT element, represented 
as a literal ASCII  string enclosed in braces. <22>  

[[ -  name - ]] : MUST be a name for the object. For an object of type "Publishing -URL", this element 

MUST contain the text "P ublishing Point", while for an object of type "referral - info", this MUST NOT 
be present.  

[[ -  address - ]] : MUST be an ADDRESS element of type "URL". For an object of type "Publishing -URL", 
this ele ment MUST contain the intranet licensing URL of the server, while for an object of type 
"referral - info", this element MUST contain the URL to use for requesting rights (usually an email 
address).  

2.2.9.10.4  WORK  

The WORK element MUST use the following te mplate.  

 <WORK> 

       <OBJECT> 

         <ID type="" />  

       </OBJECT> 

 [[ -  preconditionlist - ]]  

       <RIGHTSGROUP name="Main- Rights">  

         <RIGHTSLIST>  

           <RIGHT name="OWNER"> 

             <CONDITIONLIST> 

               <ACCESS> 

                 <PRINCIPAL>  

                   <OBJECT> 

                     <ID type="Internal">Owner</ID>  

                   </OBJECT> 

                 </PRINCIPAL>  

               </ACCESS> 

             </CONDITIONLIST>  

           </RIGHT>  

           [[ -  right - ]]  

         </RIGHTSLIST>  

       </RIGHTSGROUP> 

     </WORK> 
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[[ -  preconditionlist - ]] : This element specifies the time conditions on the usage policy , as specified in 
section 2.2.9.10.4.1 . 

2.2.9.10.4.1  PRECONDITIONLIST  

The PRECONDITIONLIST element specifies the period of time for which the document can be accessed. 
The element MAY be present.  

The element MAY be specified in two ways. One of the following two ways MUST be used if this 
element is present.  

Method 1  

 <TIME> 

   <RANGETIME> 

     <FROM>[[ -  fromtime - ]]</FROM>  

     <UNTIL>[[ -  untiltime - ]]</UNTIL>  

   </RANGETIME> 

 </TIME>  

[[ -  fromtime - ]] : The fromtime  element specifies the beginning date and time for the document to 

be considered valid (as in "not expired"). The time is expressed in UTC  format.  

[[ -  untiltime - ]] : The untiltime  element specif ies the end date and time for the document to be 
considered valid (as in "not expired"). The time is expressed in UTC format.  

Method 2  

 <TIME> 

   <INTERVALTIME days="[[= numberofdays - ]]"/>  

 </TIME>  

[[ -  numberofdays - ]] : The numberofdays  element specifies the  number of days from the 

ISSUEDTIME  that the document is considered valid (as in "not expired").  

2.2.9.10.4.2  RIGHTSGROUP  

The RIGHTSGROUP element contains RIGHT  elements and users who have each of these rights.  

2.2.9.10.4.2.1  RIGHT  

The RIGHT element describes a right that is assigned to a principal. One or more RIGHT elements 
MUST be present. It MUST follow one of two forms.  

Form 1  

 <RIGHT name="[[ -  rightname - ]]" >  

   <CONDITIONLIST> 

     [[ -  timecondition - ]]  

     <ACCESS> 

       <PRINCIPAL>  

         <OBJECT> 

           <ID type="Unspecified" />  

           [[ -  emailaddress - ]]  

         </OBJECT> 

       </PRINCIPAL>  

     </ACCESS>  

   </CONDITI ONLIST> 

 </RIGHT>  
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Form 2  

 <[[ -  rightname - ]] >  

    <CONDITIONLIST> 

       [[ -  timecondition - ]]  

        <ACCESS>  

          <PRINCIPAL>  

             <OBJECT> 

                <ID type="Unspecified" />  

                   [[ -  emailaddress - ]]  

                </OBJECT> 

          </PRINCIPAL>  

       </ACCESS>  

    </CONDITIONLIST>  

 </[[ -  rightname - ]] >  

[[ -  rightname - ]] : In form 1, the name of the RIGHT MUST be an attribute on a RIGHT element and 
can be any arbitrary RIGHT name. In form 2, the name of the RIGHT MUST be the  name of the 
element and MUST be one of a set of the following reserved values:  

Á VIEW  

Á PRINT 

Á EDIT  

Á EXPORT 

Á EXTRACT 

[[ -  timecondition - ]] : MAY exist to specify a number of days for which the right can be exercised. If 
present, this MUST take the following form:  

 <TIME> 

    <INTERVALTIME days="[[ -  intervaltime - ]]" />  

 </TIME>  

[[ -  intervaltime - ]] : MUST be the number of days specified for the time condition.  

[[ -  emailaddress - ]] : MUST be a NAME element that  contains the primary email address associated 
with the user's account that possesses the right.  

2.2.9.10.5  AUTHENTICATEDDATA  

The AUTHENTICATEDDATA element of the template contains the usage policy  defined by the rights 
policy template  author. For a template, this element always represents application -specific data. One 
or more AUTHENTICATEDDATA elements MAY be present and MUST use the following forms.  

If present, the AUTHENTICATEDDATA element MUST use the following template.  

 <AUTHENTICATEDDATA name="[[ -  name -  ]]" id="APPSPECIFIC">[[ -  value - ]]  

 </AUTHENTICATEDDATA> 

[[ -  name  - ]] : The name of the application -specific control.  

There are two predefined controls:  

VIEWER: Specifies whether the protected document can be opened in a browser.  
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NOLICCACHE: Specifies whether the use license  received from the server is to be cached (stored 
in the client's local store).  

[[ -  value - ]] : The value of the application -specific control. For the preceding predefined controls, the 
value indicates the following:  

VIEWER: '0', or the eleme nt does not exist: Do not allow viewing in a browser; '1': Allow viewing 
in a browser.  

NOLICCACHE: '0', or the element does not exist: Allow UL caching; '1': Do not allow UL caching.  

2.3  Directory Service Schema Elements  

The protocol accesses the Directory Se rvice schema classes and attributes listed in the table below.  

For the syntactic specifications of the following <Class> or <Class><Attribute> pairs, refer to one of 
the following Active Directory Domain Services (AD DS) documents: [MS -ADA1] , [MS -ADA2] , [MS -
ADA3] , or [MS -ADSC] . 

Class  Attribute  

computer  mail  

objectCategory  

objectSid  

sIDHistory  

container  name  

objectClass  

serviceConnectionPoint  keywords  

name  

objectCategory  

objectClass  

serviceBindingInfo  

user  mail  

objectCategory  

objectSid  

sIDHistory  

 

%5bMS-ADA1%5d.pdf#Section_19528560f41e4623a406dabcfff0660f
%5bMS-ADA2%5d.pdf#Section_e20ebc4e528540bab3bdffcb81c2783e
%5bMS-ADA3%5d.pdf#Section_4517e8353ee644d4bb95a94b6966bfb0
%5bMS-ADA3%5d.pdf#Section_4517e8353ee644d4bb95a94b6966bfb0
%5bMS-ADSC%5d.pdf#Section_9abb5e97123d4da99557b353ab79b830
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3  Protocol Details  

The following sections specify details of the RMS: Client - to -Server Protocol:  

The RMS: Clie nt - to -Server Protocol operates between a client (the initiator), acting as either a 
creator  or a consumer , and a server (the respond er). After server bootstrapping, the protocol allows 
for stateless server operation. The server MAY retain state where appropriate as an optimization. <23>  

3.1  Common Details  

3.1.1  Abstract Data Model  

This section describes a conceptual model of possible data organization that an implementation 
maintains to participate in this protocol. The organizat ion is provided to explain how the protocol 
behaves. This specification does not mandate that implementations adhere to this model as long as 
their external behavior is consistent with that described in this specification.  

The model suggested by this secti on includes the use of Active Directory  as an external data store 
for user identity information. This is only one possible solution. Any implementation -specific internal or 

external data storage  method can be used with the RMS Client -Server Protocol.  

3.1.1.1  Abstract Types  

3.1.1.1.1  ServerConfiguration ADM Elements  

The ServerConfiguration  type contains all of the configuration data used by the server to process 
requests. It contains the following fields.  

configur ationVersion:  An integer that indicates the current version of the ServerConfiguration .  

configurationRefreshInterval: The interval of time the server waits between checking whether the 

StoredConfiguration  has changed.  

serverVersion: A string that indicate s the build version of the server.  

name: A string that indicates the friendly name of the server.  

SKU: A string that indicates the SKU  of the server.  

cryptographicMode: Indicates the cryptographic mode of the server. Can be either Mode 1 or Mode 
2, as described in section 3.1.4.7 . 

trustedSpcCAKeys: A list of trusted SPC  issuer keys that can be used to determine whether to 
authorize client requests that involve a given SPC chain. The SPC issuer key can be retrieved from 
the SPC chain. <24>  

SLC: An XrML 1.2 certificate chain  that signs the RMS server's public key into the certificate  
hierarchy.  

keyPair: An asymmetric key  pair used for encryption, decryption, and signing in the server. <25>  

applicationExclusionPolicy: A set of elements of type ApplicationExclusionEntry that define the 
applications to be exclu ded in use licenses (ULs)  produced by the server.  

osExclusionEnabled: A Boolean value that indicates whether OS Exclusion is enabled.  

osExclusionPolicy: An optional minimum and maximum version t o be included in an OS Exclusion 

condition of use licenses (ULs) produced by the server.  
















































































































































































































































































