[MS-RDWR]:
Remote Desktop Workspace Runtime Protocol

Intellectual Property Rights Notice for Open Specifications Documentation

= Technical Documentation. Microsoft publishes Open Specifications documentation for
protocols, file formats, languages, standards as well as overviews of the interaction among each
of these technologies.

= Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you may make copies of it in order to develop implementations of the
technologies described in the Open Specifications and may distribute portions of it in your
implementations using these technologies or your documentation as necessary to properly
document the implementation. You may also distribute in your implementation, with or without
modification, any schema, IDL’s, or code samples that are included in the documentation. This
permission also applies to any documents that are referenced in the Open Specifications.

= No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.

= Patents. Microsoft has patents that may cover your implementations of the technologies
described in the Open Specifications. Neither this notice nor Microsoft's delivery of the
documentation grants any licenses under those or any other Microsoft patents. However, a given
Open Specification may be covered by Microsoft Open Specification Promise or the Community
Promise. If you would prefer a written license, or if the technologies described in the Open
Specifications are not covered by the Open Specifications Promise or Community Promise, as
applicable, patent licenses are available by contacting iplg@microsoft.com.

= Trademarks. The names of companies and products contained in this documentation may be
covered by trademarks or similar intellectual property rights. This notice does not grant any
licenses under those rights. For a list of Microsoft trademarks, visit
www.microsoft.com/trademarks.

= Fictitious Names. The example companies, organizations, products, domain names, email
addresses, logos, people, places, and events depicted in this documentation are fictitious. No
association with any real company, organization, product, domain name, email address, logo,
person, place, or event is intended or should be inferred.

Reservation of Rights. All other rights are reserved, and this notice does not grant any rights
other than specifically described above, whether by implication, estoppel, or otherwise.

Tools. The Open Specifications do not require the use of Microsoft programming tools or
programming environments in order for you to develop an implementation. If you have access to
Microsoft programming tools and environments you are free to take advantage of them. Certain
Open Specifications are intended for use in conjunction with publicly available standard
specifications and network programming art, and assumes that the reader either is familiar with the
aforementioned material or has immediate access to it.

1/30

[MS-RDWR] — v20131025
Remote Desktop Workspace Runtime Protocol

Copyright © 2013 Microsoft Corporation.

Release: Friday, October 25, 2013


http://go.microsoft.com/fwlink/?LinkId=214445
http://go.microsoft.com/fwlink/?LinkId=214448
http://go.microsoft.com/fwlink/?LinkId=214448
mailto:iplg@microsoft.com
http://www.microsoft.com/trademarks

Revision Summary

Revision Revision

Date History Class Comments

12/16/2011 1.0 New Released new document.

03/30/2012 1.0 No change No changes to the meaning, language, or formatting of
the technical content.

07/12/2012 1.0 No change Significantly changed the technical content.

10/25/2012 1.0 No change No changes to the meaning, language, or formatting of
the technical content.

01/31/2013 1.0 No change No changes to the meaning, language, or formatting of
the technical content.

08/08/2013 1.0 No change No changes to the meaning, language, or formatting of
the technical content.

11/14/2013 1.0 No change No changes to the meaning, language, or formatting of
the technical content.

[MS-RDWR] — v20131025
Remote Desktop Workspace Runtime Protocol

Copyright © 2013 Microsoft Corporation.

Release: Friday, October 25, 2013

2/ 30



Contents

B N 1 3 o e Yo LT ot o'oY o R 5
3 A €] [0 111 | oV PP 5
B U= =1 <] Lo PP PP 5

1.2.1 NOIrmative Ref@rENCeS .. civiiiitii i e e e aees 5
1.2.2  INformative RefEIrENCES . vttt e e e 6
G O O 1 7= T 6
1.4 Relationship to Other ProtOCOIS . ..cii it i aaeans 7
1.5 Prerequisites/Preconditions ... ..o.ieiiiiiiii 7
1.6 Applicability StatemeEnt....c.oiiii i e 7
1.7 Versioning and Capability Negotiation........c.oviiiiiiii e 8
1.8 Vendor-Extensible Fields ... ..o e 8
1.9 Standards ASSIGNMIENTES ...t e 8

7 =TT T 1T 9
0 N I =1 11 oo P 9
2.2 CoOmMMON MESSAGE SYNTAX t.riiuiiuiitititiitirte sttt rarsatsaasats sttt st sassasaatesrane st annsaess 9

B R 1= g =T o = ol PP 9
A A 1= T= T = PP 9
A A T =] 1= o o= o =P 9
A S @] 1 0] o1 1= D 1Y o 1T P 9
2.2, SIMIPIE Ty P t ittt e 9
2.2.6 AL DULES oot e 10
A A €1 ¢ o 18 1o 1= TP 10
2.2.8  ALEFDULE GrOUPS ..ivieiiiiiii et e et e e r e 10
2.2.9 Common Data STrUCLUIES ....uiieiiiiiiiiiir e e r s s e e s e e e e eeas 10

3 Protocol Details......ccciiiiraririsinisiirrr s, 11

3.1 RDWebServiceSoap Server Details .. ..o 11
3.1.1 AbSEtract Data MOl .....viiiiiiii i 11
0 I 0 1= oS 11
3.1.3  INItiAliZation .ooveiiii i e 11
3.1.4 Message Processing Events and Sequencing RUIES.......ccovviiiiiiiiiiii i 11

3.1.4.1  GEERD PGS .ttt ittt e 11
T I O 1 =7 o 1= 12
3.1.4.1.1.1 RDWebService_GetRDPFiles_InputMessage Message............c.cevevnene. 12
3.1.4.1.1.2 RDWebService_GetRDPFiles_OutputMessage Message...............c........ 12
T I A 1Y 0 1= o | =P 13
3.1.4.1.2.1  GEERDPFIIES ..ttt 13
3.1.4.1.2.2 GetRDPFIIESRESPONSE. . iiiiii it e e ea 13
T G T (o] 0 o] 1= Y/ o 1= 13
3.1.4.1.3.1 ArrayOfReconnectConteNt....iii it e 14
3.1.4.1.3.2 RecoNNeCtCONENT .. .o e e 14
3.1.4.1.3.3 ReCONNECECONTENTS 1 .uiiutiittieiie it ae e e areanraneraeannanas 14
I O s Y 0 o L= NV o = 15
3.1.4.1.4.1 RecoNNeCtCONtENTTYPE .. ittt e 15
3.1, TIMEr BVENES e 15
3.1.6 Other LOCal EVENTS .oiuiiiiiiii i e et e et e e e e e e e aeaeas 15

3.2 RDWebServiceSoap Client DEtailS ......ouivivininiiiiii e 16
3.2.1 Abstract Data Model ....coviuiiiiiiiiii i 16
T A I | o 0 1= =P 16

3/ 30

[MS-RDWR] — v20131025
Remote Desktop Workspace Runtime Protocol

Copyright © 2013 Microsoft Corporation.

Release: Friday, October 25, 2013



3.2.3 INtAliZation oo e 16
3.2.4 Message Processing Events and Sequencing RuUles.........ccoiiiiiiiiiiiiiic i 16

G T T I [ 1 ol V7= 16
I SR O 1 o =Y ol Mo o= | B Y 7= o) = PP 16

4 Protocol EXamples.....cuciieirimierimrsimie s s s s sas s s sa s an s ananaaananranannna 17
4.1 An HTTP post request for data from the web service ......cccoiiiiiiiiiiiiiiici e, 17
4.2 A sample of the reSoUrCes retUrNEd. .. ... o.iuiiiiei e e e e e eaeaaanns 17
L =T ol 24
5.1 Security Considerations for IMplementars.....ccoviiiiiii i e ea s 24
5.2 Index of Security Parameters ........cocvviiiiiiiiiiiiii 24

6 Appendix A: FUll WSDL......ccuiimiumimrassmsassmsassnss s susss s s sassasansnssnsassnsnsansasansnsunsnsnnnns 25
7 Appendix B: Product Behavior......ciiciiciiiiiisismsm i s s s sssssssssassassassansasssnssnsnns 27
8 Change TracCKiNg..icicrirersmrersmmarsnserssmarsnsesssssrsssesssssssssesssssssssasssssssnsasssssssnsassnsassnsansnss 28
O INMA@X turuuunrunensnnnransanssnssss s sssnsssssssssnsssssssssnsssssssssssssssssssssssssssssssssnsanssssssnsassnsassnsansnss 29

4/ 30

[MS-RDWR] — v20131025
Remote Desktop Workspace Runtime Protocol

Copyright © 2013 Microsoft Corporation.

Release: Friday, October 25, 2013



1 Introduction

The Remote Desktop Workspace Runtime Protocol is a Web service-based protocol used to remotely
retrieve the contents of the Remote Desktop Protocol (RDP) file that is associated to a user’s remote
desktop or application-sharing session on a remote computer.

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,
MUST, MUST NOT, and SHOULD NOT as defined in RFC 2119. Sections 1.5 and 1.9 are also
normative but cannot contain those terms. All other sections and examples in this specification are
informative.

1.1 Glossary
The following terms are defined in [MS-GLOS]:

Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS)
remote application

Remote Desktop Protocol (RDP)
SOAP

SOAP action

SOAP body

SOAP message

Terminal Services

Uniform Resource Locator (URL)
URI

URL

WSDL message

WSDL operation

XML

XML namespace

The following terms are specific to this document:

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

References to Microsoft Open Specifications documentation do not include a publishing year because
links are to the latest version of the documents, which are updated frequently. References to other
documents include a publishing year when one is available.

A reference marked "(Archived)" means that the reference document was either retired and is no
longer being maintained or was replaced with a new document that provides current implementation
details. We archive our documents online [Windows Protocol].

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,
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http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624, as an
additional source.

[MS-TSWP] Microsoft Corporation, "Terminal Services Workspace Provisioning Protocol".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.ietf.org/rfc/rfc2818.txt

[SOAP1.1] Box, D., Ehnebuske, D., Kakivaya, G., et al., "Simple Object Access Protocol (SOAP)
1.1", May 2000, http://www.w3.0rg/TR/2000/NOTE-SOAP-20000508/

[SOAP1.2-1/2003] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 1:
Messaging Framework", W3C Recommendation, June 2003, http://www.w3.org/TR/2003/REC-
soapl2-part1-20030624

[SOAP1.2-2/2003] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 2:
Adjuncts", W3C Recommendation, June 2003, http://www.w3.0rg/TR/2003/REC-soapl12-part2-
20030624

[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description
Language (WSDL) 1.1", W3C Note, March 2001, http://www.w3.0rg/TR/2001/NOTE-wsdI-20010315

[XMLNS-2ED] World Wide Web Consortium, "Namespaces in XML 1.0 (Second Edition)", August
2006, http://www.w3.0rg/TR/2006/REC-xml-names-20060816/

[XMLSCHEMA1] Thompson, H.S., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema
Part 1: Structures", W3C Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-
xmlschema-1-20010502/

[XMLSCHEMAZ2] Biron, P.V., and Malhotra, A., Eds., "XML Schema Part 2: Datatypes", W3C
Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-xmlschema-2-20010502/

.2.2 Informative References

[MSDN-TSCCRDP] Microsoft Corporation, "Terminal Services Client Configuration through the .rdp
File", http://msdn.microsoft.com/en-us/library/aa915001.aspx

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary".

[MS-RDPBCGR] Microsoft Corporation, "Remote Desktop Protocol: Basic Connectivity and Graphics
Remoting".

.3 Overview

The Remote Desktop Workspace Runtime Protocol retrieves Remote Desktop Protocol (RDP)
files, as described in [MSDN-TSCCRDP], that are required to reestablish connections to a user’s
session(s) on a remote server(s). The protocol returns the number of resources that corresponds to
the number of connected and disconnected sessions the user has in the deployment. In addition, the
type of session (desktop, remote application, or virtual machine (VM)) and the RDP file for
reconnecting are returned. In order to reconnect the sessions, the presence of the Terminal
Services client is required to launch the application, and the Terminal Services client will use the
RDP protocol [MS-RDPBCGR] to connect.
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1.4 Relationship to Other Protocols

The Remote Desktop Workspace Runtime Protocol uses SOAP over Hypertext Transfer Protocol
over Secure Sockets Layer (HTTPS), as specified in [RFC2818].

The following diagram illustrates the layering of the protocol stack.

Remote Desktop Workspace Runtime Protocol This protocol

= Industry standard

Figure 1: Protocol Stack

1.5 Prerequisites/Preconditions

The following are prerequisites for the operation of the Remote Desktop Workspace Runtime
Protocol:

= The Remote Desktop Workspace Runtime Protocol does not provide a mechanism for a client to

discover the Uniform Resource Locator (URL) to the server; consequently, the client requires
a valid URL to the server.

* The client machine has the necessary applications to launch any of the Remote Desktop Protocol
(RDP) configuration files [MSDN-TSCCRDP] returned by the protocol. For example, the Terminal
Services client is required to launch the application or desktop and will use the RDP protocol [MS-
RDPBCGR] to connect.

= Both client and server implementations of the Remote Desktop Workspace Runtime Protocol are
present and running.

= The Remote Desktop Workspace Runtime Protocol uses the authentication model based on [MS-
TSWP]. For example, the re-use of the authentication cookie negotiated prior to this protocol
starting, as described in [MS-TSWP] section 3.1.1.1.

1.6 Applicability Statement

The use of the Remote Desktop Workspace Runtime Protocol is appropriate when the client requires
the resource files required to reconnect to the user’s remotely connected sessions. These resources

represent the remote applications and or desktops that are associated to the user, in the form of
RDP file contents.
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1.7 Versioning and Capability Negotiation

The Remote Desktop Workspace Runtime Protocol defines a version field to facilitate the process of
identifying the protocol version.

1.8 Vendor-Extensible Fields

The Remote Desktop Workspace Runtime Protocol does not define any vendor-extensible fields.

1.9 Standards Assignments

XML namespaces used by SOAP-based protocols are listed in section 2.2.1.
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2 Messages

2.1 Transport

The Remote Desktop Workspace Runtime Protocol uses SOAP over HTTPS for communication. The
Remote Desktop Workspace Runtime Protocol is used as the transport to provide access to the
user’s RDP file contents that are associated with their active remote application sessions and/or
remote desktop sessions.

2.2 Common Message Syntax

This section contains common definitions used by this protocol. The syntax of the definitions uses
XML Schema, as defined in [XMLSCHEMA1] and [XMLSCHEMAZ2], and Web Services Description
Language, as defined in [WSDL].

2.2.1 Namespaces

This specification defines and references various XML namespaces using the mechanisms specified in

XMLNS-2ED]. Although this specification associates a specific XML namespace prefix for each XML
namespace that is used, the choice of any particular XML namespace prefix is implementation-
specific and not significant for interoperability.

Prefix NameSpaces URI Reference

soap http://schemas.xmlsoap.org/wsdl/soap/ SOAP1.1

xsd http://www.w3.0rg/2001/XMLSchema [XMLSCHEMA1], [XMLSCHEMAZ2]
soapl2 http://schemas.xmlsoap.org/wsdl/soap12/ [SOAP1.2-1/2003], [SOAP1.2-2/2003]
tns http://schemas.microsoft.com/ts/2010/09/rdweb

wsaw http://www.w3.0rg/2006/05/addressing/wsdl

wsdl http://schemas.xmlsoap.org/wsdl/ [WSDL]

2.2.2 Messages

This specification does not define any common XML schema message definitions.

2.2.3 Elements

This specification does not define any common XML schema element definitions.

2.2.4 Complex Types

This specification does not define any common XML schema complex type definitions.

2.2.5 Simple Types

This specification does not define any common XML schema simple type definitions.
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2.2.6 Attributes

This specification does not define any common XML schema attribute definitions.

2.2.7 Groups

This specification does not define any common XML schema group definitions.

2.2.8 Attribute Groups

This specification does not define any common XML schema attribute group definitions.

2.2.9 Common Data Structures

This specification does not define any common XML schema data structures.
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3 Protocol Details

3.1 RDWebServiceSoap Server Details

The following sections describe the behavior of the Remote Desktop Workspace Runtime Protocol.
This protocol follows a client-server model, whereby a client sends a SOAP message that contains
a request (a GetRDPFiles operation) to the server, and the server responds with a SOAP message

that contains the response.

The following sections describe the behavior of the Remote Desktop Workspace Runtime Protocol.

3.1.1 Abstract Data Model

None.

3.1.2 Timers

None.

3.1.3 Initialization

When this protocol initializes, it MUST begin listening for SOAP requests using the standard SOAP

protocol and ports.

3.1.4 Message Processing Events and Sequencing Rules

This specification includes the following WSDL operations.

WSDL Operation

Description

GetRDPFiles

Retrieves an array of resources.

3.1.4.1 GetRDPFiles

A server processes a GetRDPFiles request using the Remote Desktop Workspace Runtime Protocol
upon receiving a SOAP message that contains the specified Uniform Resource Identifier (URI)

as the SOAP action:

soapAction="http://schemas.microsoft.com/ts/2010/09/rdweb/GetRDPFiles"

This operation is specified by the following WSDL.

<wsdl:operation name="GetRDPFiles">
<wsdl:input wsaw:Action="http://schemas.microsoft.com/ts/2010/09/rdweb/GetRDPFiles"

name="RDWebService GetRDPFiles InputMessage"
message="tns:RDWebService GetRDPFiles InputMessage"/>

<wsdl:output wsaw:Action="http://schemas.microsoft.com/ts/2010/09/rdweb/GetRDPFiles"

name="RDWebService GetRDPFiles OutputMessage"
message="tns:RDWebService GetRDPFiles OutputMessage"/>

</wsdl:operation>
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3.1.4.1.1 Messages

The following table summarizes the set of WSDL message definitions that are specific to this
operation.

Message Description

RDWebService_GetRDPFiles_InputMessage Contains a GetRDPFiles element. A message MUST NOT
contain anything in the SOAP body.

RDWebService_GetRDPFiles_OutputMessage | The response to a GetRDPFilesSoapIn message, which
contains a GetRDPFilesResponse element. A message that
either MUST NOT contain anything if no resources are
available to connect to or MUST contain resource-specific
XML in the SOAP body for resources to connect to.

3.1.4.1.1.1 RDWebService_GetRDPFiles_InputMessage Message
A WSDL message containing the request for GetRDPFiles WSDL operation.

The SOAP action value is:

http://schemas.microsoft.com/ts/2010/09/rdweb/GetRDPFiles

The SOAP body contains GetRDPFiles element.

<wsdl:message name="RDWebService GetRDPFiles InputMessage">
<wsdl:part name="GetRDPFiles" element="tns:GetRDPFiles"/>
</wsdl:message>

The GetRDPFilesSoapIn message contains a GetRDPFiles element, as specified in section
3.1.4.1.2.1.

3.1.4.1.1.2 RDWebService_GetRDPFiles_OutputMessage Message
A WSDL message containing the response for GetRDPFiles WSDL operation.

The SOAP action value is:

http://schemas.microsoft.com/ts/2010/09/rdweb/GetRDPFiles

The SOAP body contains GetRDPFilesResponse element.

<wsdl:message name="RDWebService GetRDPFiles OutputMessage">
<wsdl:part name="GetRDPFilesResponse" element="tns:GetRDPFilesResponse"/>
</wsdl:message>

The GetRDPFilesSoapOut message contains a GetRDPFileResponse element in response to a
GetRDPFilesSoapIn message. The GetRDPFileResponse element is specified in section 3.1.4.1.2.2.
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3.1.4.1.2 Elements

The following table summarizes the XML schema element definitions that are specific to this
operation.

Element Description

GetRDPFiles Forms the body of GetRDPFiles request. An empty type that is used when making
the request for RDP files.

GetRDPFilesResponse | Contains the response to a GetRDPFiles request. The overall container that defines
the protocol configuration.

3.1.4.1.2.1 GetRDPFiles

The GetRDPFiles element forms the body of the request. This element contains no child elements
and conveys no information.

<xsd:element name="GetRDPFiles" nillable="true">
<xsd:complexType/>
</xsd:element>

3.1.4.1.2.2 GetRDPFilesResponse

The GetRDPFilesResponse contains the response to a GetRDPFiles request.

<xsd:element name="GetRDPFilesResponse" nillable="true">
<xsd:complexType>
<xsd:sequence>
<xsd:element minOccurs="1" maxOccurs="1" name="GetRDPFilesResult" nillable="true"
type="tns:ReconnectContents"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

GetRDPFilesResult:

GetRDPFilesResult is a complex type that contains a container called ReconnectContents types. The
ReconnectContents container is described in section 3.1.4.1.3.3. GetRDPFilesResult contains the
complex data type ReconnectContents.

The GetRDPFileResponse MUST contain at least one GetRDPFilesResult.

3.1.4.1.3 Complex Types

The following table summarizes the XML schema complex type definitions that are specific to this
operation.

ComplexType Description

ArrayOfReconnectContent | The container for the ReconnectContent complex type.

ReconnectContent Used to contain the remote desktop file stream and type of resource defined.
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ComplexType Description

ReconnectContents The container that defines the version and array of contents received by the
web server.

3.1.4.1.3.1 ArrayOfReconnectContent

ArrayOfReconnectContent is a complex type that specifies the collection of ReconnectContent types,
as specified in section 3.1.4.1.3.2.

Namespace: http://schemas.microsoft.com/ts/2010/09/rdweb

<xsd:complexType name="ArrayOfReconnectContent">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="unbounded" name="ReconnectContent" nillable="true"
type="tns:ReconnectContent"/>
</xsd:sequence>
</xsd:complexType>

ReconnectContent: A collection of ReconnectContent types.

3.1.4.1.3.2 ReconnectContent

ReconnectContent has a string element that contains the RDP file stream, and a simple type called
ReconnectContentType that is used to specify the type of RDP file stream. ReconnectContentType is
specified in section 3.1.4.1.4.1. The RDP file stream consists of RDP files as described in [MSDN-

TSCCRDP].
Namespace: http://schemas.microsoft.com/ts/2010/09/rdweb

<xsd:complexType name="ReconnectContent">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="1" name="rdpStream" nillable="true"
type="xsd:string"/>
<xsd:element minOccurs="1" maxOccurs="1" name="rct" type="tns:ReconnectContentType"/>
</xsd:sequence>
</xsd:complexType>

rct: ReconnectContentType is specified in section 3.1.4.1.4.1.

rdpStream: A file stream that consists of RDP files as described in [MSDN-TSCCRDP].

3.1.4.1.3.3 ReconnectContents

The ReconnectContents type has a version string element and either zero or one type of
ArrayOfReconnectContent type. The ArrayOfReconnectContent type is specified in section
3.1.4.1.3.1.

Namespace: http://schemas.microsoft.com/ts/2010/09/rdweb

<xsd:complexType name="ReconnectContents">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="1" name="version" nillable="true"
type="xsd:string"/>
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<xsd:element minOccurs="0" maxOccurs="1" name="wkspRC" nillable="true"
type="tns:ArrayOfReconnectContent"/>
</xsd:sequence>
</xsd:complexType>

version: A complex type that contains a string to represent versioning of the Remote Desktop
Workspace Runtime protocol. A value should be defined in this operation when it is implemented.

wkspRC: An element of type ArrayOfReconnectContent.

3.1.4.1.4 Simple Types

The following table shows the Simple types inlcuded in the operation.

SimpleType Description

ReconnectContentType | An enumerated type to indicate whether the user's resource is remote desktop,
remote application, or virtual machine-based.

3.1.4.1.4.1 ReconnectContentType

The valid values for this enumeration are "REMOTEDESKTOP", "VMREMOTEDESKTOP", or
"REMOTEAPPLICATION".

Namespace: http://schemas.microsoft.com/ts/2010/09/rdweb

<xsd:simpleType name="ReconnectContentType">
<xsd:restriction base="xsd:string">
<xsd:enumeration value="REMOTEDESKTOP"/>
<xsd:enumeration value="VMREMOTEDESKTOP"/>
<xsd:enumeration value="REMOTEAPPLICATION"/>
</xsd:restriction>
</xsd:simpleType>

The following table specifies the allowable values for ReconnectContentType.

Value Meaning

REMOTEDESKTOP Specifies a session type of remote desktop.
VMREMOTEDESKTOP Specifies a session type of virtual machine.
REMOTEAPPLICATION Specifies a session type of remote application.

3.1.5 Timer Events

None.

3.1.6 Other Local Events

None.
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3.2 RDWebServiceSoap Client Details

The client side of this protocol is simply a pass-through. That is, no additional timers or other state
is required on the client side of this protocol. Calls made by the higher-layer protocol or application
are passed directly to the transport, and the results returned by the transport are passed directly
back to the higher-layer protocol or application.

3.2.1 Abstract Data Model

None.

3.2.2 Timers

None.

3.2.3 Initialization

None.

3.2.4 Message Processing Events and Sequencing Rules

None.

3.2.5 Timer Events

None.

3.2.6 Other Local Events

None.
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4 Protocol Examples

4.1 An HTTP post request for data from the web service

The following is a request and response operation for RDP files resources.

POST /RDWeb/myWeb/rdwebservice.asmx HTTP/1.1

Host: localhost

Content-Type: text/xml; charset=utf-8

Content-Length: length

SOAPAction: "http://schemas.microsoft.com/ts/2010/09/rdweb/GetRDPFiles"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<GetRDPFiles xmlns="http://schemas.microsoft.com/ts/2010/09/rdweb" />
</soap:Body>
</soap:Envelope>
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: length

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<GetRDPFilesResponse xmlns="http://schemas.microsoft.com/ts/2010/09/rdweb">
<GetRDPFilesResult>
<version>string</version>
<wkspRC>
<ReconnectContent>
<rdpStream>string</rdpStream>
<rct>REMOTEAPPLICATION or REMOTEDESKTOP or VMREMOTEDESKTOP</rct>
</ReconnectContent>
<ReconnectContent>
<rdpStream>string</rdpStream>
<rct>REMOTEAPPLICATION or REMOTEDESKTOP or VMREMOTEDESKTOP</rct>
</ReconnectContent>
</wkspRC>
</GetRDPFilesResult>
</GetRDPFilesResponse>
</soap:Body>
</soap:Envelope>

4.2 A sample of the resources returned
The request in section 4.1 is made and the return is an xml payload consisting of three resources

(RDP file streams) that are associated to the user’s remote desktop session, remote application
session, or virtual machine.

<?xml version="1.0" encoding="UTF-8"?>
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<ReconnectContents xmlns="http://schemas.microsoft.com/ts/2010/09/rdweb"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

<version>8.0</version>

<wkspRC>

<ReconnectContent>
<rdpStream>redirectclipboard:i:0 redirectprinters:i:0 redirectcomports:i:1l

redirectsmartcards:1:0 devicestoredirect:s: drivestoredirect:s:* redirectdrives:i:1 session
bpp:i:32 prompt for credentials on client:i:1 server port:i:3389 allow font smoothing:i:1
promptcredentialonce:i:1 authentication level:i:0 gatewayusagemethod:i:2
gatewayprofileusagemethod:1:0 gatewaycredentialssource:1:0 full address:s:RDVB9-
101180.rdvteam.stbtest.microsoft.com workspace id:s:RDVB9-
101180.rdvteam.stbtest.microsoft.com use redirection server name:i:1
loadbalanceinfo:s:tsv://MS Terminal Services Plugin.l1.RDVB9-101180 use multimon:i:0 alternate
full address:s:RDVB9-101180.rdvteam.stbtest.microsoft.com signscope:s:Full Address,Alternate
Full Address,Use Redirection Server Name, Server
Port, GatewayUsageMethod, GatewayProfileUsageMethod, GatewayCredentialsSource, PromptCredentialOn
ce,Authentication
Level,RedirectDrives,RedirectPrinters,RedirectCOMPorts, RedirectSmartCards,RedirectClipboard,D
evicesToRedirect,DrivesToRedirect, LoadBalanceInfo signature:s: Full Address,Alternate Full
Address,Use Redirection Server Name, Server
Port, GatewayUsageMethod, GatewayProfileUsageMethod, GatewayCredentialsSource, PromptCredentialOn
ce,Alternate
Shell,RemoteApplicationProgram,RemoteApplicationMode, RemoteApplicationName, RemoteApplicationC
mdLine, Authentication
Level,RedirectDrives,RedirectPrinters,RedirectCOMPorts,RedirectSmartCards,RedirectClipboard,D
evicesToRedirect,DrivesToRedirect, LoadBalanceInfo
signature:s:AQABAAEAAAAZEGAAMIISFQYJKoZIhvceNAQcCoIISBjCCEgICAQExCZAJBgUrDgMC
GgUAMASGCSgGSIb3DOEHAaCCEI8wggf fMITIGx6ADAGECAhBfZzkIP20Di06PGDo+
0aFJMAOGCSgGSIb3DOQEBBQUAMBMXETAPBgGNVBAMTCEFNTTCBSb2 90MCAXDTkwMDEwW
MTAWMDAWMFOYDzIwOTAXMIMxMDAWMDAWNWJATMREWDWYDVQODEWhTUOwgUm9vdDCC
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQOCggEBAKBSNjeWWYGMhQalIGhdEkbC
ot14+TeYARANAlsSIXOrD42ohMtR+owHtFAkY4zeanTZWOOvpb6erI8osVvSvejL4
WEBWQ6QONPKIWsHb3QbfcCXvg+EzRpiVbr+JF90YsC2cug3ZIw/3FnE7jWcbGOn5
DbXCtE6mHbpDgpng20G7PsU3rg+EBw8sIvPRegofdEns8GM8Dys+eYbCW407+EDy
rtagRuCnjzX5mdmdHIunlD4kzeVv5dFqoZoUSHMBIPPPK+D156+vZrQy6]jyKkEgA
wlzgBhgvHzXWvI+uYyfjsX82tRr6x3¥YnVnh5sdH+CMvpLKsr0fhvwelOcg3HCVMC
AWEAAaOCBSswggUnMAWGALUJEWQFMAMBAf8wggTVBg8rBgEEAYI3E4ALfZ4ajUWEE
ggTAMIIEVAQIULINMVGVZdAAECENTTEFJIvb3QAAgEBAGECBAhROAFUATABMAASCBJIQH
AgAAACQAAFJTQTIACAAAAQABAPMKx61yTu3Bb/jRK6ss6csI/tGxeXhWI3bH+hgl
Nn+x4ydjrt+/1jUfrxoG61zDgEgQijzgqMrRmr6/n9eAr6fMgAXPkFJghatH1b+XN
JD6Up4scndmZ+ZWNp+BGgtau8kD404pbwoZ5P1isPPGPw7EL1OHwp 60 fMiLA8HhK+u
N8U+u4Hab6pmCQ70dpk60wrUN+ekYG2eNO3EW9w8j2a26nC2wmNMXib9ulZhGM+Gr
TyVw3wbd28FaviI0gKpDFv9Z+DLgr/RWLMojg6enL+1Y2XRg30xjJFCOB4z6UcuE
qI0Pg3MhE1sCTRcBmDf5eN2iwkYS3WYgtQaFjIFZ1ljeeUgqBfw57B47bG5/MuFbSeq
COGYcgAkeZDB8K03526k1n923CqVuWIwg7XfTe3ayv1HP+4VhPlol/pII40AdsVK
N fuHT/47UabRsmyzTiSCGL/mwGKEVxKxjI5ZLH81gpb2]/JuhZt2Kd7FLpBHg1Y
3unPcdMBx7BI18kjRagqVuTmY0ulU7xCewvNjC405VckPXukfMo5PadzhAHOp5QoM
ubLI3yipTGGT7tFfcOkWaMFf+adtX364x6Tr18EzJHgjaQtvsZ8ueggoymUNEfz+
6fFp2gjKiHUOF4+GL4T1YQ9¢cijZNB8cZ33Md1XCgBCEGUYcG3ul8iBioXBLO2tBF
ouPCw21/8zKg+DQp2LoBjWVkbB1 7pw8dXzSUrOWiuaTInzQ+MQONc9sCc4FJPEYJT
ANWa0gl7FN/5Skc3TU64G0StHNBudaFdF7V82ZYGWKyB3£Z8UNpmkOirxmyLpQQ7
W1cKYfgMiR5rZEbkG)PbkKCieJBUC3UFZnNgMGOLENmM18D1ReWgNOkKNIMH4896mS
B6BI9kN2ywc1POmMAE8DeBX6FzR13rbLKakm8CuTo7arS6nw/OuV1xKkOAMNvgUWEJ
g6fgGbjkXogqePIbMXgXgFwXhLkqy/3sVKMW5C4sSQSHuUOweWdtg6H6uKnE90OHY g
k9FGBZ1F6bYyrTaxo6mObxDkrg5AZLgfp03UYdYADbghMG8oWPS5WOWUYEXtHIBOH
VO9ZZXg4nrllfmII2tGYOHhe6hSyynpkROaE6VI18D0KJI14Gi912YY95aUb0yj4b
xCcFrQf63P72PSPS1ZAUBlo+UsZ1/XfMvJIjYiIvKc+wQ80tGOVi24hfhcTDpiuNJ4
H/aMKdYwowEpYhQnGrC/yL5juBUhUB3x771V8gZjb7wF46£9s0azbAf22XktqICO
GEFYEknWorlkiXYMW3DWEVPCd+2YBOc5jGrLivmdQtXcbx7AzcharSknUmVWERUgC
u8alcVew+6blXsl1JIBsB2vdMPUBR/QEZVtQiFfQWtOymxQEVAnZ9B60LBzY00ztk]jC
f+bNS24V/wo3vEQUEKOCUHLWmDTjr4Z/9ndy4u6PY0xDO9+pgLaWIhVZzpkGl2M3g
myN+XvtRDT101z7YdA96ur6xSWKcZyJPhYSoCO0xm2ng/pBknoS585MbixyWQuldg
MWhHNWNgOVTBV73zgkiQONmzBJDAJBgNVHQ4EFgQUKMnouHlh+66LZcePcoKz8gNB
Ge4wHwYDVROjBBgwFoAUKMnouH1lh+66LZcePcoKz8gNBGe4wDQYJKoZIThvcNAQEF
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BQADggEBAEKDDEkzENn1+Z05IckEzk5BulWtD9ht/1SSIiectMO+tdhJdgjLuTcoU6
d/DZoOREQbvfE3ketKIfHcY+1eiCigD2g0XYxfNctFxpoldPbbGlLIiyupUHzNBM
mKriwTpXNhaEwlwySjBI%rzBlcOrrGK9Eilo48QLmgPeb4eMrW+h0OPFjunaa+kR
NABQOfxzwgg32T15z03dT1m59zL/qLVvYRS7pDIFGiwd FdbdRhHDSYJv4CSzxcNpd
GCmwRLAs92fKT59JBI7DWTozezZPXxf0aAjgqfWNwjLgdNedIKcbNODcAbPEZBLQvVD
xKx2rJseV4iBo28tzGg8+c80fgInoxswggioMI IHKKADAGECAhCwk27ipH1Cr02u
fWa7Sv3pMAOGCSgGSIb3DQEBBQUAMBMXETAPBgNVBAMTCENTTCBSb2 90MB4XDTEx
MDIwMzAxXMDIzM10oXDTEXMDgwMzAXMDI zM1owNTE zMDEGA1UEAXMqUkKRWQJktMTAX
MTg0LnJkdnR1YWOuc3RidGVzdC5taWNyb3NvZnQuY29tMIIBIjANBgkghkiG9wOB
AQEFAAOCAQS8AMIIBCgKCAQEA0OOC)209ZWMG811z3e315xMvolgSVY/J6dy4pdz5s
7Z1sGXODw56ng4r9En8/AxEDgMu2DYJAImc05xHYzghZullbAV1khgN+EE2Jy0r0X
Tt4slbiEITmtM]j5wSYWOqbyrpPP0+inU6Zm+FZhkte+Ery/rO+/09c2ei02VRboQ
aEox43Y22nLF7mOCsxdUzfBzFBE7pswtT1l/qji6niTf70yofKFOGZy4EwIrCadtH
AVA1BR8GgZ6/snLurF18bX0w0c50m/bQ51E0t6wPgjlitP41zokkWcIxubTgBb81
Jp0+J1SgszJoDlgfRsteafy/MImLVNVfoSHN35G0s 9wmZQIDAQABo4IF1DCCBAAW
IwYDVROfBBWwGJAYOBOGEYYPZmlsZTovL3R1c3QuY3JsgQEAMAWGA1UdEWQFMAMC
AQAWCWYDVROPBAQDAgQWMBMGA1UdJQOMMAOGCCsGAQUFBWMBMBMGA1UdJQOMMAOG
CCsGAQUFBwWMDMDUGA1UdBwQUMCYCK1JEVKISLTEWMTE4ANCSOyZHZ0ZWFtLnNOYnR1
c30ubWljcm9zb2Z0LmNvbTAIBgNVHREELjJAsgipSRFZCOS0xMDExODQucmR2dGVh
bS5zdGJ0ZXNOLmlpY3Jve29mdC57b20wggTTBg8rBgEEAYI3E4LfZ4ajUwEEgQgS+
MITEugQIUINMVGVzdAAEBNnZhbGl1kAAIBBAIBAQQITgBVAEWATAAEggSUBWIAAACK
AABSUOEYAAGAAAEAAQBLItyzjpHE5yGhX9VUidkwv/xpXstGnloPaDKzoFQnPp20
Nb8F4LS5cc9ZJInONf60YjmCD6y3NFHNOPabaM7RMH1t fFms 7nKyv56BBh8FJfAC
R9tpworABC5nhlMoHyqj+zeJpy606190LcymOxEUc/DNVBezgmPuxXLaNjbiMUpo
ELpFlU2Lns3190876y+vhO+1Z2JgVvpnplCn69P0kqg7yptIVJIcD4yrTkhhLiVLN50
F73ScmIThN+AIV1XwFaWbhagM3bEOc2ZNZBgg+0y6kDEwWM+fRL/16gnn80BcBltm
+ZykuNzpyY9VE1liiLxPn9e3dsy]jyBmN1PWgPNnOOgE7ROOUSrYkigqVVnWDi+4gbfr
yIkWgANNx3gxUeBnrigL0948NHP6gHJugqiulfz4yU/tbhlD1KJ0u2UziMhI5m667
LI2UU2b4x9LopuVcno8cVTwTmw/BCRIZs03/VO751yAtDHC+QLO39rp846nE50+u
JVZW6BU6/hY1IZT+gtCnWmT+Ixurl/r++400SgMiAtjRI1iIFASOEN6LIWGZX+WEY
Tt7P10dJelLSiVir+6CUodaAFs+tfgDToS)sduTIwFRm81i83EXTu7xFwhGJZKgGsU
v1ewaYIsJZs+QZx/plWtUNGMI3jyEv16egGeloYpjmseTy0V86grxFyKZIAuIxeul
EvAm6b1gD/btMOYMFZ8RNk71in8091BfZy00f5kMvgBASipOvxGMcpnOmBsxKVpb8
ZBI+K7EWdkJjg+WoViatgO/6Qj9rvVuSI5aWAPUoyxy3IF1E3yRs4pvPmNZzxpEhl/
dG19wlebHQZY3cZ1mN602j2fHZ1yRHPCPANBOGFLmM/N2Z4gK50tekuuHlk+xB4gY
1eZrC7sDVnP128CroKI4G9SM80SkPikKsrP34BcoGRoTFpeKkBOAkKS£QOUbqUZit
sVImrLLexBex1I9184YBkf8rLaFWajFK+plH68gBRFkOsvCpUWhBtigc447gtCY]
WrwUphoyt+orXmzkfiuKLcdIJ1WIfb2t4IxwQf 8OJWKxIKfVZy+aOk4BaB57PyC30
M/JRdxkCizW7G0W49nD4aMBiJNcgnsdnDm9OZhWUX1sMOKQwagvG7g4YGBWwG+8Zjv
99NT+V3Sw/LUbG7tjsAnPzJIYGOY6prwF749+M2FnBBOZWwdIrACT71zOGKECPXWT
LnKFu7PSksomly7cg5NskYD8bamcmxSIS7jwav/BLUuTRGVSEWvGeM8eUfDkxQRRI
OW3IDwOHjD6VYVN]yHs 7q+xkNJIsSBPRGDIMGGF Tt yOhwHmMLr IDwIJzIr54XglT
8f7Dj4P5vPcUZhtOHC+00ZE1lmp7tODHX191uotAiPKSa3zH550kP93hOwepoZYhn
rJNDDLpSkOrzyPZeg5FOW4 ZmNv3YrLQ47RdoZbOPBu+USyyD2001bHIR1156NJIgr
NsZMKnwx/Zghl/Yb9mge+jEbqUmxCEfGrNTw7gIlyXc31S2CCVQLPcjTa5Rjoalob]
bAzZFh6uMUZaTUXKVU48wHwYDVROJBBgwEFoAUKMnouHlh+66LZcePcoKz8gNBGe4dw
DQYJKoZIhvcNAQEFBQADGGEBAIIBAFJe+7TwikFEdvyJMkBeGigESQU3GIR8KBIC
+EjuCWa2kEnh2H8MJEK1YAucHPJYFCwIo3RRb72HTeAb9/KOG1LuLiHEG6QJPO8U
8nE7vLncBCkVZ3Rs0oZnwqgZBYXq7cGxOIOmMEeNbB5z6IZ2UgghwnlVxxfEz0eM2yw8
GGymBsehS5F+PSCd6om8Xwfpv++MLYymAFNYAASVLEviH+ZohNKPvpr7LAE6M1IB6UEFT
1L1S§Dg+telNAJG1POEQIL1yNIkwIMo7 fyJyA2QFFcHHWO0X+kdZK62LK61UAMYT1
MOMhs 3XOnNNVUkzMPILVNC/W4WvgChZF14dA9dNknmOWIEp8xggFOMI IBSgIBATAN
MBMxETAPBgNVBAMTCENTTCBSb290AhCwk27ipH1Cr02ufWa7Sv3pMAKGBSsOAwWIa
BQAWDQYJK0Z IThvcNAQEBBQAEgGgEARG6AONGE /Fgl 60hkHCT+AivrjbLSELtfB62m
MBkmwGG14M6GsM7x/pnhMrE1iGMXy910c/wdvOhojRhLo43DEdu/sQ0GgIkzFOFu
ClgmLu88wUp7L45071WtrhwOWWsjMVskbj//5XGrQ9dinFb2s0cFhtCTEKKuXMRA
dSPnOYFHS2Uzk6hhNMmjQ1l+jlEJy5SmFAodljHAJrdwaQcE7Ttwp5jh0zntUbKFE6
1z26UTmt4V61+Z/eqwtPvcAyibgUwV180TayNSbmUd7£qVDPVaO9D+Pn4klpEzfR
5dEvdHbLSCHbB7zr1YUh7KGsDCEtNm7EIJZWXZzoBnGWE6RAJSg==

</rdpStream>

<rct>REMOTEDESKTOP</rct>

</ReconnectContent>

<ReconnectContent>

<rdpStream>redirectclipboard:i:0 redirectprinters:i:0 redirectcomports:i:1
redirectsmartcards:i:0 devicestoredirect:s: drivestoredirect:s:* redirectdrives:i:1 session
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bpp:i:32 prompt for credentials on client:i:1 server port:i:3389 allow font smoothing:i:1
promptcredentialonce:i:1 authentication level:i:0 gatewayusagemethod:i:2
gatewayprofileusagemethod:1:0 gatewaycredentialssource:1:0 full address:s:RDVB9-
101180.rdvteam.stbtest.microsoft.com workspace id:s:RDVB9-
101180.rdvteam.stbtest.microsoft.com use redirection server name:i:1
loadbalanceinfo:s:tsv://MS Terminal Services Plugin.l.RDVB9-101180 use multimon:i:0 alternate
full address:s:RDVB9-101180.rdvteam.stbtest.microsoft.com signscope:s:Full Address,Alternate
Full Address,Use Redirection Server Name, Server

Port, GatewayUsageMethod, GatewayProfileUsageMethod, GatewayCredentialsSource, PromptCredentialOn
ce,Authentication

Level,RedirectDrives,RedirectPrinters,RedirectCOMPorts, RedirectSmartCards,RedirectClipboard,D
evicesToRedirect,DrivesToRedirect, LoadBalanceInfo signature:s: Full Address,Alternate Full
Address,Use Redirection Server Name, Server

Port, GatewayUsageMethod, GatewayProfileUsageMethod, GatewayCredentialsSource, PromptCredentialOn
ce,Alternate
Shell,RemoteApplicationProgram, RemoteApplicationMode, RemoteApplicationName, RemoteApplicationC
mdLine,Authentication
Level,RedirectDrives,RedirectPrinters,RedirectCOMPorts, RedirectSmartCards, RedirectClipboard, D
evicesToRedirect, DrivesToRedirect,LoadBalanceInfo
signature:s:AQABAAEAAAAZEGAAMIISFQYJKoZIhvcNAQcCoIISBjCCEgICAQExCzZAJBgUrDgMC
GgUAMASGCSgGSIb3DQEHAaACCEI8wggffMIIGx6ADAGECAhBfZzkIP20Di06PGDO+
0aFJMAOGCSgGSIb3DOQEBBQUAMBMXETAPBgGNVBAMTCEFNTTCBSb2 90MCAXDTkwMDEwW
MTAWMDAWMFOYDzIwOTAXMIMxMDAWMDAWNWJATMREWDWYDVQODEWhTUOwgUm9vdDCC
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQOCggEBAKBSNjeWWYGMhQalIGhdEkbC
ot14+TeYARANAlsSIXOrD42ohMtR+owHtFAkY4zeanTZWOOvpberI8osVvSvejL4
WEBWQ6gONPKIWsHb3QbfcCXvg+EzRpiVbr+JF90YsC2cug3ZIw/3FnE7jWcbGOn5
DbXCtE6mHbpDgpng20G7PsU3rg+EBw8sIvPRegofdEns8GM8Dys+eYbCW4o07+EDy
rtagRuCnjzX5mdmdHIunlD4kzeVv5dFqoZoUSHMBIPPPK+D156+vZrQy6]jyKkEgA
wlzgBhgvHzXWvI+uYyfjsX82tRr6x3¥YnVnh5sdH+CMvpLKsr0fhvwelOcg3HCVMC
AWEAAaOCBSswggUnMAWGALUJEWQFMAMBAf8wggTVBg8rBgEEAYI3E4ALEZ4ajUWEE
ggTAMIIEVAQIULINMVGVZdAAECENTTFJIvb3QAAgEBAGECBAhROAFUATABMAASCBJIQH
AgAAACQAAFJTQTIACAAAAQABAPMKx61yTu3Bb/jRK6ss6csI/tGxeXhWI3bH+hgl
Nn+x4ydjrt+/1jUfrxoG61zDgEqgQijzgqMrRmr6/n9eAr6fMgAXPkFJghatH1b+XN
JD6Up4scndmZ+ZWNp+BGgtau8kD404pbwoZ5P1isPPGPw7EL1OHWp60fMiLASHhK+u
N8U+u4HabpmCQ70dpk60wrUN+ekYG2eNO3EWIW8j2a26nC2wmNMXib9ul ZhGM+Gr
TyVw3wbd28FavfI0gKpDFv9Z+DLgr/RWLMojg6enL+1Y2XRq30xjJFCOB4z6UcuE
gqI0Pg3MhEl1sCTRcBmDf5eN2iwkYS3WYgtQaFjIFZ1ljeeUgqBfw57B47bG5/MuFbSeq
COGYcgAkeZDB8K03526k1n923CqVulIwg7XfTe3ayvIlHP+4VhPlol/pII40AdsVK
NjfuHT/47UabRsmyzTiSCGL/mwGKEVxKxjI5ZLH81gpb2]j/JuhZzt2Kd7FLpBHglY
3unPcdMBx7BI18kjRagVuTmY0ulU7xCewvNjC405VckPXukfMo5PadzhAHOp5QoM
ubLI3yipTGGT7tFfcOkWaMFf+adtX364x6Tr18EzJHgjaQtvsZ8ueggoymUNEfz+
6fFp2gjKiHUOF4+GL4T1YQ9¢cijZNB8cZ33Md1XCgBCEGUYcG3ul8iBioXBLO2tBF

ouPCw21/8zKg+DQp2LoBjWVkbB1l 7pw8dXzSUrOWiuaTInzQ+MQONc9sCc4FJPEYJT
ANWa0gl7FN/5Skc3TU64G0StHNBudaFdF7V82ZYGWKyB3£Z8UNpmkO1irxmyLpQQ7
W1cKYfgMiR5rZEbkG)PbkKCieJBUC3UFZnNgMGOLENmM18D1ReWgNOkKNIMH4896mS
B6BI9kN2ywc1POmMAE8DeBX6FzR13rbLKakm8CuTo7arS6nw/OuV1xKkOAMNvgUWEJ
g6fgGbjkXogqePIbMXgXgFwXhLkqy/3sVKMW5C4sSQSHuUOweWdtg6H6uKnE90OHY g
k9FGBZ1F6bYyrTaxo6mObxDkrg5AZLgfp03UYdYADbghMG8oWPSWOWUYEXtHIBOH
VO09ZZXg4nrllfmII2tGYOHhe6hSyynpkROaE6VI18D0KJI14G1i912YY95aUb0yj4b
xcFrQf63P72PSPS1ZAUBlo+UsZ1/XfMvJIjYiIvKc+wQ80tGOVi24hfhcTDpiuNJ4
H/aMKdYwowEpYhQnGrC/yL5juBUhUB3x771V8qgZjb7wF46£9s0azbAf22XktgICO
GEFYEknWorlkiXYMW3DWFVpCd+2YB0c5jGrLivmdQtXcbx7AzcharSknUmVWERUgC
u8alcVew+6blXs1JIBsB2vdMPUB/QEZVtQiFfQWtOymxQEVQnZ9B60LBzY00ztkjC
f+bNS24V/wo3vEQUEKOCUHLWmDTjr4Z/9ndy4u6PY0xDO9+pgLaWIhVZzpkGl2M3g
myN+XvtRDT101z7YdA96ur6xSWKcZyJPhYSoCOxm2ng/pBknoS585MbixyWQuldg
MWhHNWNgOVTBV73zgkiQNmzBJDAdABgNVHQ4EFgQUKMnouHlh+66LZcePcoKz8gNB
Ge4wHwYDVROJBBgwFoAUKMnouH1lh+66LZcePcoKz8gNBGe4wDQYJKoZ IhvcNAQEF
BQADggEBAEKDDEkzEn1+Z05IckEzk5BuIWtD9ht/1SSTiectMO+tdhJdgjLuTcoU6
d/DZoOREQbVfE3ketK9fHcY+1eiCigD2g0XYxfNctFxpoldPbbG1lLI1iyupUHZzNBM
mKriwTpXNhaEwlwySjBIO%brzBlcOrrGK9Eilo48QLmgPeb4eMrW+h0PFjunaa+kR
NABQOfxzwgg32T15z03dT1m59zL/qLvYRS7pDIFGiw4 FdbdRhHDSYJv4CSzxcNpd
GCmwRLAs92fKT59JBI7DWTozezZPXxf0aAjqfWNwjLgdNedIKcbNODcAbBEZBLQvVD
xKx2rJseV4iBo28tzGg8+c80fgInoxswggioMI IHKKADAGECAhCwk27ipH1Cr02u
fWa7Sv3pMAOGCSgGSIb3DQEBBQUAMBMXETAPBgNVBAMTCENTTCBSb2 90MB4XDTEx
MDIwMzAxMDIzM1oXDTExMDgwMzAxMDIzM1owNTEzMDEGA1UEAXMqUkRWQJktMTAx
MTg0LnJkdnR1YWOuc3RidGVzdC5taWNyb3NvZnQuY29tMIIBIjANBgkghkiG9wOB
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AQEFAAOCAQ8AMIIBCgKCAQEA0COOC]209ZWMG81i123e315xMvolgSVY/J6dy4pJdz5
Z1sGXODw56ng4r9En8/AxEDgMu2DYJAImc05xHYzghZullbAV1khgN+EE2Jy0r0X
Tt4slbiEITmtM]j5wSYWOqbyrpPP0+inU6Zm+FZhkte+Ery/rO+/09c2ei02VRboQ
aEox43Y22nLF7mOCsxdUzfBzFBE7pswtT1l/qji6niTf70yofKFOGZy4EwIrCadtH
AVA1BR8GgZ6/snLurF18bX0w0c50m/bQ51E0t6wPgjlitP41lzokkWcIxubTgBb81
jp0+J1SgszJoDlgfRsteafy/MImMLVNVEoSHN35G0s 9wmZQIDAQABo4IF1DCCBAAW
IwYDVROfBBwWwGJAYOBOGEYYPZmlsZTovL3R1c3QuY3JsgQEAMAWGA1UdEWQFMAMC
AQAWCWYDVROPBAQDAGQWMBMGA1UdJQQOMMAOGCCsGAQUFBWMBMBMGA1UdJQQOMMAOG
CCsGAQUFBwWMDMDUGA1UdBwQUMCYCK1JEVKISLTEWMTE4ANCSyZHZO0ZWEFtLnNOYnR1
c3QubWljcm9zb2Z0LmNvbTA1BgNVHREELJAsgipSRFZCOS0xXMDExODQuUcmR2dGVh
bS5zdGJ0ZXNOLmlpY3Jve29mdC57b20wggTTBg8rBgEEAYI3E4LfZ4ajUwEEgQgS+
MITIEugQIUINMVGVzdAAEBNZhbGlkAAIBBAIBAQQITgBRVAEWATAAEgGgSUBWIAAACK
AABSUOEYAAgAAAEAAQBLItyzjpHEf5yGhX9VUidkwv/xpXstGnloPaDKzoFQnPp20
Nb8F4LS5cc9ZJInONf60YjmCD6y3NFHNOPabaM7RMHLt fFms 7nKyv56BBh8FJfAC
R9tpworABC5nhlMoHyqj+zeJpy606190LcymOxEUc/DNVBezgmPuxXLaNjbiMUpo
ELpFlU2Lns3190876y+vhO+1Z2JgVvpnplCn69P0kg7yptIVJIcD4yrTkhhLiVIN50
F73ScmIThN+AIV1XwFaWbhagM3bEOc2ZNZBgg+0y6kDEwWM+fRL/16gnn80BcBltm
+ZykuNzpyY9VE1iiLxPn9e3dsy]jyBmN1PWgPnOOgE7ROOUSrYkigqVVnWDi+4gbfr
yIkWgANNx3gxUeBnrigL0948NHP6gHJugiulfz4yU/tbh1D1KJ0u2UziMhI5m667
LI2UU2b4x9LopuVcno8cVTwTmw/BCRIZs03/VO751yAtDHC+QLQ39rp846nE50+u
JVZW6BU6/hY1IZT+gtCnWmT+Ixurl/r++400SgMiAtjRI91iFdsoEN6LIWGzX+wEy
Tt7P10dJelLSiVir+6CUodaAFs+tfgDToS)sduTIwFRm81i83EXTu7xFwhGJZKgGsU
v1ewaYIsJZs+QZx/plWtUNGMI3jyEv16egGeloYpjmseTy0V86grxFyKZIAuIxeul
EvAm6b1gD/btMOYMFZ8RNk71in8091BfZy00f5kMvgBASipOvxGMcpnOmBsxKVpb8
ZBI+K7EWdkJjg+WoViatqO/6Qj9rvuSI5aWAPUoyxy3IF1E3yRs4pvPmNZzxpEhl/
dG19wlebHQZY3cZ1mN602j2fHZ1yRHPCPANBOGFLmM/N2Z4gK50tekuuHlk+xB4gY
1eZrC7sDVnP128CroKI4G9SM80SkPikKsrP34BcoGRoTFpeKkBOAkK5£QOUbqUZit
sVImrLLexBex1I9184YBkf8rLaFWajFK+plH68gBRFkOsvCpUWhBtiqgc447qgtCY]
WrwUph6yt+orXmzkfiuKLcdJ1WIfb2t4IxwQf80JWKxIKEfVZy+aOk4BaB57PyC30
M/JRdxkCizW7G0W49nD4aMBiJNcgnsdnDm9OZhWUX1sMOKQwavG7g4YGBWwG+8Zjv
99NT+V3Sw/LUbG7tjsAnPzIYGOY6prwF749+M2FnBBOZWwdIrACT71z0OGKECPXWT
LnKFu7PSksomly7cg5NskYD8bamcnxSIS7jwav/BLUTRGVS5EWvGeM8eUfDkxQRRI
OW3TDwOHjD6VYVN]yHs7q+xkNJIsSBPRGDIMGGFf TS t yOhwHMLrIDwIJzIr54XglT
8f7Dj4P5vPcUZhtOHC+00ZEImp7tODHX191uotAiPKSa3zH5S0kP93hOwepoZYhn
rJNDDLpSkOrzyPZeg5F0W4ZmNv3YrLQ47RdoZbOPBu+U5yyD2001bHIR1156NJIgr
NsZMKnwx/Zghl/Yb9mge+jEbqUmxCEfGrNTw7gIlyXc31S2CCVQLPcjTa5Rjoalob]
bAzFh6uMUZaTUXKVU48wHwYDVROjBBgwEFoAUKMnouHlh+66LZcePcoKz8gNBGe4dw
DQYJKoZIhvcNAQEFBQADGGEBAIIBAFJe+7TwikFEdvyJMkBeGigESQU3gIR8KB]C
+EjuCWa2kEnh2H8MJEK1YAucHPJyFCwIo3RRb72HTeAb9/KOGLLuLiHEG6QJPO8U
8nE7vLncBCkVZ3Rs0oZnwgZBYXq7cGxOIOmMEeNbB5z6I1Z2UgghwnlVxxfEz0eM2yw8
GGymBsehS5F+PSCd6om8Xwfpv++MLYymAFNYAASVLEviH+ZohNKPvpr7LAE6M1IB6UEFT
L1SjDg+telNAJG1PoEQLLIyNIkwIMo7fyJyA2QFFCHHWOOX+kdZK62LK61UAMY T
MOMhs 3XOnNVUkzMPILVNC/W4WvgChZF14dA9dNknmOWIEP8xggFOMI IBSGIBATAN
MBMxETAPBgNVBAMTCENTTCBSb290AhCwk27ipH1Cr02ufWa7Sv3pMAkKGBSsOAwWIa
BQAWDQYJK0Z IThvcNAQEBBQAEgGgEARG6AONGE /Fgl 60hkHCT+AivrjbLSELtfB62m
MBkmwGG14M6GsM7x/pnhMrE1iGMXy910c/wdvOhojRhLo43DEdu/sQ0GgIkzFOFu
ClgmLu88wUp7L45071WtrhwOWWsjMVskbj//5XGrQ9dinFb2s0cFhtCTEKKuXMRA
dSPnOYFHS2Uzk6hhNMmjQ1l+j1EJy5SmFAodljHAJrdwaQcE7Ttwp5jh0zntUbKFE6
1z26UTmt4V61+Z/eqwtPvcAyibgUwV180TayNSbmUd7£qVDPVaO9D+Pn4klpEz£fR
5dEVAHbLSCHbB7zr1YUh7KGsDCEtNm7EIJZWXzoBNnGWE 6RAJSg==

</rdpStream>

<rct>REMOTEDESKTOP</rct>

</ReconnectContent>

<ReconnectContent>

<rdpStream>redirectclipboard:i:0 redirectprinters:i:0 redirectcomports:i:1
redirectsmartcards:i:0 devicestoredirect:s: drivestoredirect:s:* redirectdrives:i:1 session
bpp:i:32 prompt for credentials on client:i:1 span monitors:i:1 use multimon:i:1
remoteapplicationmode:i:1 server port:i:3389 allow font smoothing:i:1
promptcredentialonce:i:1 authentication level:i:0 gatewayusagemethod:i:2
gatewayprofileusagemethod:1:0 gatewaycredentialssource:1:0 full address:s:RDVB9-
101180.rdvteam.stbtest.microsoft.com alternate shell:s:||cmd remoteapplicationprogram:s:||cmd
remoteapplicationname:s:cmd.exe remoteapplicationcmdline:s: workspace id:s:RDVB9-
101180.rdvteam.stbtest.microsoft.com use redirection server name:i:1
loadbalanceinfo:s:tsv://MS Terminal Services Plugin.l1.RDVB9-101180 alternate full
address:s:RDVB9-101180.rdvteam.stbtest.microsoft.com signscope:s:Full Address,Alternate Full
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Address,Use Redirection Server Name, Server

Port, GatewayUsageMethod, GatewayProfileUsageMethod, GatewayCredentialsSource, PromptCredentialOn
ce,Alternate
Shell,RemoteApplicationProgram, RemoteApplicationMode, RemoteApplicationName, RemoteApplicationC
mdLine, Authentication
Level,RedirectDrives,RedirectPrinters,RedirectCOMPorts,RedirectSmartCards,RedirectClipboard,D
evicesToRedirect,DrivesToRedirect, LoadBalanceInfo signature:s: Full Address,Alternate Full
Address,Use Redirection Server Name, Server

Port, GatewayUsageMethod, GatewayProfileUsageMethod, GatewayCredentialsSource, PromptCredentialOn
ce,Alternate
Shell,RemoteApplicationProgram, RemoteApplicationMode, RemoteApplicationName, RemoteApplicationC
mdLine,Authentication
Level,RedirectDrives,RedirectPrinters,RedirectCOMPorts,RedirectSmartCards,RedirectClipboard,D
evicesToRedirect, DrivesToRedirect, LoadBalanceInfo
signature:s:AQABAAEAAAAZEGAAMIISFQYJK0oZIhvceNAQcCoIISBjCCEgICAQExCZAJBgUrDgMC
GgUAMASGCSgGSIb3DQEHAaACCEI8wggffMIIGx6ADAGECAhBfZzkIP20Di06PGDO+
0aFJMAOGCSgGSIb3DQEBBQUAMBMXETAPBgGNVBAMTCENTTCBSb2 90MCAXDTkwMDEwW
MTAWMDAWMFOYDzIwOTAXMIMxMDAWMDAWNWJATMREWDWYDVQODEWhTUOwgUm9vdDCC
ASTIwDQYJKoZIhvcNAQERBBQADggEPADCCAQOCggEBAKBSNeWWYGMhQalIGbdEkbC
0t14+TeYARANALsSIXOrD42o0hMtR+owHtFAkY4zeanTZWOOvp6erI8osVvSvejL4
WE8WQ6gOoNPKIWsHb3QbfcCXvg+EzRpiVbr+JF90YsC2cuqg3zIw/3FnE7jWcbGONnS5
DbXCtE6mHbpDgpng20G7PsU3rg+EBw8sIvPRegofdEns8GM8Dys+eYbCW407+EDy
rtagqRuCnjzX5mdmdHIunlD4kzeVv5dFqoZoUSHMBIPPpK+D156+vZrQy6] yKkEQA
wlzgBhgvHzXWvI+uYyfjsX82tRr6x3¥YnVnh5sdH+CMvpLKsr0fhvwelOcg3HCVMC
AWEARAOCBSswggUnMAWGA1UJEWQFMAMBAf8wggTVBg8 rBgEEAYT3E4LfZ4ajUWEE
ggTAMIIEVAQIUINMVGVZdAAECENTTFJIvb3QAAgEBAGECBAhROAFUATABMAASCBJIQH
AgAAACQAAFJTQTIACAAAAQABAPMKx61yTu3Bb/jRK6ss6csI/tGxeXhWI3bH+hgl
Nn+x4ydjrt+/1jUfrxoG61zDgEgQijzgqMrRmr6/n9eAr6fMgAXPkFJghatH1b+XN
JD6Up4scndmZ+ZWNp+BGgtau8kD404pbwoZ5P1isPPGPw7EL1OHWp60fMiLASHhK+u
N8U+u4HabpmCQ70dpk60wrUN+ekYG2eNO3EWIW8j2a26nC2wmNMXib9ul ZhGM+Gr
TyVw3wbd28FavfI0gKpDFv9Z+DLgr/RWLMojg6enL+1Y2XRg30xjJFCOB4z6UcCuE
gqI0Pg3MhEl1sCTRcBmDf5eN2iwkYS3WYgtQaFjIFZ1ljeeUgqBfw57B47bG5/MuFbSeq
COGYcgAkeZDB8K03526k1n923CqVulIwg7XfTe3ayvlHP+4VhPlol/pII40AdsVK

Nj fuHT/47UabRsmyzTiSCGL/mwGKEVxKxjI5Z2LH81gpb2y/JuhZt2Kd7FLpBHg1Y
3unPcdMBx7BI18kjRagqvVuTmY0ulU7xCewvNjC405VckPXukfMo5PadzhAHOpS5QoM
ubLI3yipTGGT7tFfcOkWaMFf+adtX364x6Tr18EzJHgjaQtvsZ8ueggoymUNEffz+
6fFp2gjKiHUOF4+GL4T1iYQ9¢cijZNB8cZ33Md1XCgBCEGUYcG3ul8iBioXBLO2tBF
ouPCw21/8zKg+DQp2LoBjWVkbB1 7pw8dXzSUrOWiuaTInzQ+MONc9IsCc4FJPEYJT
ANWa0gl7FN/5Skc3TU64G0StHNBudaFdF7V82ZYGWKyYB3 £Z8UNpmkOirxmyLpQQ7
W1cKYfgMiR5rZEbkG]jPbkKCieJBUC3UFZnNNgMGOLENmM18D1ReWgNOkNIMH4896mS
B6BI9kN2ywc1POmMAE8DeBX6FzR13rbLKakm8CuTo7arS6nw/OuV1xKkOAMNvgUWEJ
g6fgGbjkXogqePIbMXgXgFwXhLkqy/3sVKMW5C4sSQSHUOweWdtg6H6uKnE90OHY g
k9FGBZ1F6bYyrTaxo6mObxDkrg5AZLgfp03UYdYADbghMG8oWPS5WOWUYEXtHIBOH
VO09ZZXg4nrllfmII2tGYOHhe6hSyynpkROaE6VI18D0KJI14G1i912YY95aUb0yj4b
xcFrQf63P72PSPS1ZAUBlo+UsZ1/XfMvJIjYiIvKc+wQ80tGOVi24hfhcTDpiuNJ4
H/aMKdYwowEpYhQnGrC/yL5juBUhUB3x771V8gZjb7wF46£9s0azbAf22XktqICO IHKKADAGECAhCwk27ipH1Cr02u
fWa7Sv3pMAOGCSgGSIb3DOEBBQUAMBMXETAPBgNVBAMTCEFNTTCBSb2 90MB4XDTEX
MDIwMzAxMDIzM1oXDTExMDgwMzAxMDIzM1owNTEzMDEGA1UEAXMqUkRWQJktMTAx
MTg0LnJkdnR1YWOuc3RidGVzdC5taWNyb3NvZnQuyY29tMIIBIJANBgkghkiGIw0OB
AQEFAAOCAQ8AMIIBCgKCAQEAOOOC])209ZWMGB81iz3e315xMvolgSVY/J6dydpJz5
Z1sGXODw56ng4r9En8/AxEDgMu2DYJAImc05xHYzghZullbAV1khgN+EE2Jy0r0X
Tt4slbiEITmtM]j5wSYWOgbyrpPP0+inU6Zm+FZhkte+Ery/rO+/09c2ei02VRboQ
aEox43Y22nLF7mOCsxdUzfBzFBE7pswtT1l/qji6niTf70yofKFOGZy4EwIrCadtH
AVA1BR8GgZ6/snLurF18bX0wlc5om/bQ51E0t6wPgjlitP41lzokkWcIxubTgBb81
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jp0+J1SgszJoDlgfRsteafy/MImMLVNVEoSHN35G0s 9wmZQIDAQABo4IF1DCCBAAW
IwYDVROEfBBwWWwGjAYOBOgEYYPZmlsZTovL3R1c3QuY3JIsgQEAMAWGAIUJEWQFMAMC
AQAWCWYDVROPBAQDAGQWMBMGA1UdJQOMMAOGCCsGAQUFBWMBMBMGA1UdJQQOMMAOG
CCsGAQUFBWMDMDUGA1UdBwQUMCYCK1JEVKISLTEWMTE4ANCSyZHZOZWFtLnNOYnR1
c3QubWljcm9zb2Z0LmNvbTA1BgNVHREELJAsgipSRFZCOS0xXxMDExODQuUcmR2dGVh
bS5zdGJ0ZXNOLmlpY3Jve29mdC57b20wggTTBg8rBgEEAYI3E4LfZ4ajUwWEEggS+
MITIEugQIUINMVGVzdAAEBNZhbGlkAAIBBAIBAQQITgRVAEWATAAEgGgSUBWIAAACk
AABSUOEYAAQAAAEAAQBLItyzjpHE5yGhX9VUidkwv/xpXstGnloPaDKzoFQnPp20
Nb8F4LS5cc9ZJInONf60YjmCD6y3NFHNOPabaM7RMHLt fFms 7nKyv56BBh8FJfAC
R9tpworABCS5nhl1lMoHyqgj+zeJpy606190LcymOxEUc/DNVBezgmPuxXLaNjbiMUpo
ELpFlU2Lns3190876y+vhO+1Z2JgVvpnplCn69P0kg7yptIVJIcD4yrTkhhLiVIN50
F73ScmIThN+AIV1XwFaWbhagM3bEOC2ZNZBgg+0y6kDEWM+fRL/16gnn80OBcBltm
+ZykuNzpyY9VE1iiLxPn9e3dsy]jyBmN1PWgPnOOgE7ROOUSrYkigqVVnWDi+4gbfr
yIKWgANNx3gxUeBnrigL0948NHP6gHJugiulfz4yU/tbh1D1KJ0u2UziMhI5m667
LI2UU2b4x9LopuVcno8cVTwTmw/BCRIZs03/VO751yAtDHC+QLQ39rp846nE50+u
JVZW6BU6/hY1IZT+gtCnWmT+Ixurl/r++400SgMiAtjRO1iFdsoEN6LIWGZX+WEFy
Tt7P10dJelLSiVir+6CUodaAFs+tfgDToS)sduTIwFRm81i83EXTu7xFwhGJZKgGsU
v1ewaYIsJZs+QZx/plWtUNGMI3jyEv16gGeloYpjmseTy0V86grxFyKZIAulxeul
EvAm6b1gD/btMOYMFZ8RNk7in80j1BfZy00£f5kMvgBASipOVxGMcpnOmBsxKVpb8
ZBI+K7EWdkjg+WoViatgO/6Qj9rVusSI5aWAPUoyxy3IF1E3yRs4pvPmNZzxpEhl/
dG19wlebHQZY3cZ1mN602j2fHZ1yRHPCPANBOGFLmM/N2Z4gK50tekuuHlk+xB4qY
1eZrC7sDVnP128CroKI4G9SM80SkPikKsrP34BcoGRoTEFpeKkBOAkK5£QOUbqUZit
sVImrLLexBex1I9184YBkf8rLaFWajFK+plH68gBRFkOsvCpUWhBtigqc447gtCY]
WrwUph6yt+orXmzkfiuKLcdJ1WIfb2t4IxwQf80JWKxIKEfVZy+aOk4BaB57PyC30
M/JRdAxkCizW7GOW49nD4aMBiJINcgnsdnDm9ZhWUX1sMOKQwavG7g4YGBWWG+8Zv
99NT+V3Sw/LUbG7tjsAnPzIYGOY6prwF749+M2FnBBOZWwdIrACT71z0OGKECPXWT
LnKFu7PSksomly7cg5NskYD8bamcmxSIS7jwav/BLUTRGVSEWvGeM8eUfDkxQRRI
OW3TDwOHjD6VYVN]yHs7q+xkNJIsSBPRGDIMGGFf TSt yOhwHMLrIDWIJzIr54XglT
8f7Dj4P5vPcUZhtOHC+00ZEImp7tODHX191uotAiPKSa3zH5S0kP93hOwepoZYhn
rJNDDLpSkOrzyPZeg5F0W4ZmNv3YrLQ47RAdoZbOPBu+U5yyD2001bHIR1156NJIgr
NsZMKnwx/Zghl/Yb9mge+jEbqUmxCfGrNTw7gIlyXc31S2CCVQLPcjTa5Rjoalob])
bAzFh6uMUZaTUXKVU48wHwYDVROjBBgwFoAUKMnouHlh+66LZcePcoKz8gNBGe4dw
DQYJKoZIhvcNAQEFBOADggEBAIIBAFJe+7TwikFEdvyIJMkBeGigESQU3gIR8KB]C
+EjuCWa2kEnh2H8MJEK1YAucHPJyFCwIo3RRb72HTeAb9/KOGLLUuLiHEG6QJPO8U
8nE7vLncBCkVZ3RsoZnwgZBYXg7cGxOIOmEeNbB5z6I1Z2UgghwnlVxxfEz0eM2yw8
GGymBseh5F+PSCd6om8Xwfpv++MLYymAFNnYAASVLEviH+ZohNKPvpr 7LAE6M1B6UFT
L1SjDg+telNAJG1PoEQIL1yNIkwIMo7fyJyA2QFFcHHWOOX+kdZK62LK61UAMYT1
MOMhs3XOnNVUkzMPILVNC/W4WvgChZF14dA9dNknmOWIEp8xggFOMI IBSgIBATAN
MBMxETAPBgNVBAMTCENTTCBSb290AhCwk27ipH1Cr02ufWa7Sv3pMAKkGBSsOAwWIa
BQAWDQYJK0Z IThvcNAQEBBQAEgGgEARG6AONGE /Fgl 60hkHCT+AivrjbLSELtfB62m
MBkmwGG14M6GsM7x/pnhMrE1iGMXy910c/wdv0hojRhLo43DEdu/sQ0GgIkzFOFu
ClgmLu88wUp7L45071WtrhwOWWsjMVskbj//5XGrQ9dinFb2s0cFhtCTEKKUXMRA
dSPnOYFHS2Uzk6hhNMmjQ1l+j1EJy5SmFAodljHAJrdwaQcE7Ttwp5jh0zntUbKFE6
1z26UTmt4V61+Z/eqwtPvcAyibgUwV180TayNSbmUd7£qVDPVaO9D+Pn4klpEzfR
5dEVAHbLSCHbB7zr1YUh7KGsDCEtNm7EIJZWXzoBNnGWE 6RAJSg==

</rdpStream>

<rct>REMOTEAPPLICATION</rct>

</ReconnectContent>

</wkspRC>

</ReconnectContents>
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5 Security

5.1 Security Considerations for Implementers
There are no known additional security considerations for the Remote Desktop Workspace Runtime

Protocol, but server implementers are encouraged to use transport mechanisms that support
encryption and integrity verification of the messages.

5.2 Index of Security Parameters

None.
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Appendix A: Full WSDL

<wsdl:definitions xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapl2="http://schemas.xmlsoap.org/wsdl/soapl2/"
xmlns:tns="http://schemas.microsoft.com/ts/2010/09/rdweb"
xmlns:wsaw="http://www.w3.0rg/2006/05/addressing/wsdl"
targetNamespace="http://schemas.microsoft.com/ts/2010/09/rdweb"
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
<wsdl:types>
<xsd:schema elementFormDefault="qualified"
targetNamespace="http://schemas.microsoft.com/ts/2010/09/rdweb">
<xsd:element name="GetRDPFiles" nillable="true">
<xsd:complexType/>
</xsd:element>
<xsd:element name="GetRDPFilesResponse" nillable="true">
<xsd:complexType>
<xsd:sequence>

<xsd:element minOccurs="1" maxOccurs="1" name="GetRDPFilesResult" nillable="true"
type="tns:ReconnectContents"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:complexType name="ReconnectContents">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="1" name="version" nillable="true"
type="xsd:string"/>
<xsd:element minOccurs="0" maxOccurs="1" name="wkspRC" nillable="true"
type="tns:ArrayOfReconnectContent" />
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="ArrayOfReconnectContent">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="unbounded" name="ReconnectContent"
nillable="true" type="tns:ReconnectContent"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="ReconnectContent">
<xsd:sequence>
<xsd:element minOccurs="0" maxOccurs="1" name="rdpStream" nillable="true"
type="xsd:string"/>
<xsd:element minOccurs="1" maxOccurs="1" name="rct"
type="tns:ReconnectContentType" />
</xsd:sequence>
</xsd:complexType>
<xsd:simpleType name="ReconnectContentType">
<xsd:restriction base="xsd:string">
<xsd:enumeration value="REMOTEDESKTOP"/>
<xsd:enumeration value="VMREMOTEDESKTOP"/>
<xsd:enumeration value="REMOTEAPPLICATION"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:schema>
</wsdl:types>
<wsdl:message name="RDWebService GetRDPFiles InputMessage">
<wsdl:part name="GetRDPFiles" element="tns:GetRDPFiles"/>
</wsdl:message>
<wsdl:message name="RDWebService GetRDPFiles OutputMessage">
<wsdl:part name="GetRDPFilesResponse" element="tns:GetRDPFilesResponse"/>
</wsdl:message>
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<wsdl:portType name="RDWebService">
<wsdl:operation name="GetRDPFiles">
<wsdl:input wsaw:Action="http://schemas.microsoft.com/ts/2010/09/rdweb/GetRDPFiles"
name="RDWebService GetRDPFiles InputMessage"
message="tns:RDWebgerviceiGetRBPFilesilnputMessage"/>
<wsdl:output wsaw:Action="http://schemas.microsoft.com/ts/2010/09/rdweb/GetRDPFiles"
name="RDWebService GetRDPFiles OutputMessage"
message:"tns:RDWebgervice_GetRBPFiles_OutputMessage"/>
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="RDWebServiceSoap" type="tns:RDWebService">
<soap:binding transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="GetRDPFiles">
<soap:operation soapAction="http://schemas.microsoft.com/ts/2010/09/rdweb/GetRDPFiles"
style="document"/>
<wsdl:input name="RDWebService GetRDPFiles InputMessage">
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output name="RDWebService GetRDPFiles OutputMessage">
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:binding name="RDWebServiceSoapl2" type="tns:RDWebService">
<soapl2:binding transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="GetRDPFiles">
<soapl2:operation
soapAction="http://schemas.microsoft.com/ts/2010/09/rdweb/GetRDPFiles" style="document"/>
<wsdl:input name="RDWebService GetRDPFiles InputMessage">
<soapl2:body use="literal"/>
</wsdl:input>
<wsdl:output name="RDWebService GetRDPFiles OutputMessage">
<soapl2:body use="literal"/>
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
</wsdl:definitions>
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7 Appendix B: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs:

= Windows 8 operating system

= Windows Server 2012 operating system

= Windows 8.1 operating system

= Windows Server 2012 R2 operating system

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number
appears with the product version, behavior changed in that service pack or QFE. The new behavior
also applies to subsequent service packs of the product unless otherwise specified. If a product
edition appears with the product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD
or SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product
does not follow the prescription.
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8 Change Tracking

No table of changes is available. The document is either new or has had no changes since its last
release.
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