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[bookmark: section_3a4ba451f0074884960539f6b88d6bcd][bookmark: _Toc528903755]Introduction
The Remote Desktop Services (RDS) protocols provide secure connection and communication between remote clients and servers. Using the Remote Desktop Services, a user of a remote client can initiate a user session on a server and then run programs, save files, and use network resources. This supports the hosting of multiple simultaneous user sessions on servers.
[bookmark: section_5637838aefff4d5db42a7645addbbdb9][bookmark: _Toc528903756]Conceptual Overview
In the Remote Desktop Services protocols, a client computer or system can use applications and resources that are not installed on the client by connecting to a user session on a server where the software is running. The user interacts with the server using a desktop, similar to the desktop available on the client, but generated remotely as a part of the user session on the server and then transported to the client computer using Remote Desktop Services. This process is known as remote presentation. Applications and resources are remotely presented to the user. This activity is also referred to as remoting, as in the term application remoting.
The following components are essential in understanding the Remote Desktop Services protocols:
RDP client: A client that supports the Remote Desktop Services protocols is referred to as an RDP client, because the client has a software component installed that supports remoting. Using this RDP client, the user connects to an RD Session Host server to logon to a remote desktop machine or remote application.
Remote Desktop Session Host (RD Session Host): The server that an RDP client communicates with is referred to as a Remote Desktop Session Host (RD Session Host), which connects the RDP client to the remote application.
To support user interaction with remote applications and resources, Remote Desktop Services protocols transport input from the user (such as from the keyboard or mouse) to the server. Remote Desktop Services protocols can also be used to transport data from devices attached to the RDP client, such as smart cards or microphones. Conversely, Remote Desktop Services protocols are used to transport data from remote applications running on a server to devices attached to the RDP client--for example, sending audio data to the audio subsystem on the RDP client or sending print jobs to the print spooler on the RDP client.
[bookmark: section_0da0ca851e7e40c39b9a9d17dabffc44][bookmark: _Toc528903757]Glossary
This document uses the following terms:
[bookmark: gt_364a2367-0a83-46ec-9b4a-8714dbe93509]Connection Broker: A service that allows users to reconnect to their existing sessions, enables the even distribution of session loads among servers, and provides access to virtual desktops and remote programs. Further background information about Connection Broker is available in [Anderson].
[bookmark: gt_c36db657-3138-4d9a-9289-ded5cbb8b40e]directory service (DS): A service that stores and organizes information about a computer network's users and network shares, and that allows network administrators to manage users' access to the shares. See also Active Directory.
[bookmark: gt_b0276eb2-4e65-4cf1-a718-e0920a614aca]domain: A set of users and computers sharing a common namespace and management infrastructure. At least one computer member of the set must act as a domain controller (DC) and host a member list that identifies all members of the domain, as well as optionally hosting the Active Directory service. The domain controller provides authentication of members, creating a unit of trust for its members. Each domain has an identifier that is shared among its members. For more information, see [MS-AUTHSOD] section 1.1.1.5 and [MS-ADTS].
[bookmark: gt_604dcfcd-72f5-46e5-85c1-f3ce69956700]Domain Name System (DNS): A hierarchical, distributed database that contains mappings of domain names to various types of data, such as IP addresses. DNS enables the location of computers and services by user-friendly names, and it also enables the discovery of other information stored in the database.
[bookmark: gt_0ba3808e-5ec8-480d-9c56-a08d78c4cf6a]handshake: An initial negotiation between a peer and an authenticator that establishes the parameters of their transactions.
[bookmark: gt_19af6aef-b834-47b9-9960-c2a821d78c41]remote application: An application running on a remote server.
[bookmark: gt_17c795a6-68bf-46bf-8ea8-467c8df1a0b3]Remote Desktop Protocol (RDP): A multi-channel protocol that allows a user to connect to a computer running Microsoft Terminal Services (TS). RDP enables the exchange of client and server settings and also enables negotiation of common settings to use for the duration of the connection, so that input, graphics, and other data can be exchanged and processed between client and server.
[bookmark: gt_7c0fcc4a-476a-4d3a-87c0-7a503c14ef05]smart card: A portable device that is shaped like a business card and is embedded with a memory chip and either a microprocessor or some non-programmable logic. Smart cards are often used as authentication tokens and for secure key storage. Smart cards used for secure key storage have the ability to perform cryptographic operations with the stored key without allowing the key itself to be read or otherwise extracted from the card.
[bookmark: gt_b416f72e-cf04-4d80-bf93-f5753f3b0998]terminal server: A computer on which terminal services is running.
[bookmark: gt_1ebdc9c6-bb01-455e-98f7-8930618bb601]tunnel: The encapsulation of one network protocol within another.
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[bookmark: section_365317bbe81144f19ff3d8036b34ae25][bookmark: _Toc528903759]Functional Architecture
The Remote Desktop Services protocols provide functionality for securely connecting remote clients and servers, for channeling communication between components of remote clients and servers, and for managing servers.
[bookmark: Appendix_A_Target_1]The Remote Desktop Services protocols implement the Remote Desktop Protocol (RDP), which is a multichannel protocol that allows users of a remote client to connect to a server over a network. Remote Desktop Services protocols use either TCP or UDP for the transport.<1> When using the UDP transport, in addition to the main remote desktop connection, Remote Desktop Services protocols can create multiple transport connections between an RDP client and an RDP Session Host server.
This multichannel capability enables the use of separate channels, called virtual channels, to carry different types of data, including presentation data, highly encrypted data (such as keyboard and mouse user input), device communication, and licensing information.
[bookmark: Appendix_A_Target_2]The Remote Desktop Services protocols are used to initialize connections, negotiate capabilities (including security), and transfer input and graphics between a remote client (RDP client) and an RD Session Host server. In scenarios where the efficient transfer of server-side graphics display data is required from an RD Session host to a RDP Client, Remote Desktop Protocol: Graphics Pipeline Extension [MS-RDPEGFX] is used.<2>
When a user of an RDP client runs a remote application, the application is executed on the RD Session Host server, and the RD Session Host server sends graphical output or other types of data to the RDP client. 
The Remote Desktop Services protocols enable an RDP client and an RD Session Host server to communicate directly, or to communicate across a firewall using a gateway protocol that tunnels RDP communications.
 Remote Desktop Services protocols can be deployed in other enterprise network topologies, such as virtual private networks, to allow access to user sessions on individual RD Session Host servers or RD Session Host servers configured in farms.
[bookmark: section_4dc987bd978a40219655f71337266f5c][bookmark: _Toc528903760]Overview
The Remote Desktop Services protocols provide system components to implement a presentation remoting system while controlling the interactive input and output for the desktop or application from another location, in a secure, manageable, and distributed network environment such as an Internet or intranet environment.
The Remote Desktop Services protocols allow end users to access remote applications not available on their own computers. From an enterprise perspective, the Remote Desktop Services protocols allow applications and data to be installed in a centralized location for access by multiple users, reducing the overhead burden of managing many locally installed applications.
The following diagram depicts the Remote Desktop Services protocols and components that interact with them.
[image: Remote Desktop Services overview diagram]
Figure 1: Remote Desktop Services overview diagram
An RD Session Host supports the use of external systems, such as directory service (DS), licensing services, domain services, and security services. These services use protocols that are not a part of the Remote Desktop Services.
The Connection Broker component, shown with a dashed line in the previous diagram, is an optional component that is not necessary for an RDP client to connect to an RD Session Host. Connection Broker services assign users of RDP clients to user sessions on RD Session Hosts and can use an algorithm that balances the workload between RD Session Hosts. 
[bookmark: section_ad66ff6b28c149aea01a62d8c7f1c957][bookmark: _Toc528903761]System Capabilities
The Remote Desktop Services protocols are designed to support scenarios that allow users to access applications and data on a remote computer over the network. When a user wants to interact with a remote computer, the system facilitates this interaction by transferring graphics display information from the remote computer to the user and transporting input (such as keyboard or mouse input) from the user to the remote computer.
The overall function of this system can be classified into the following:
· Establishing a secure connection between an RDP client and an RD Session Host server.
· Redirection functionality.
· Terminating a connection between an RDP client and an RD Session Host server.
[bookmark: section_6680cb36451a451f85c01bc6124d9ecd][bookmark: _Toc528903762]Establishing a Secure Connection Between an RDP Client and an RD Session Host Server.
The Remote Desktop Services protocols allow an RDP client to securely connect to an RD Session Host server; in order to connect across a domain boundary, an RDP client uses a Virtual Private Network(VPN) or the protocol described in [MS-TSGU] to first connect to an RD Gateway server. 
[bookmark: section_63e29ab56c334748a78f2f65789f3a5e][bookmark: _Toc528903763]Redirection Functionality
When a Remote Desktop Protocol (RDP) connection exists between an RDP client and RD Session Host server, data and resources are frequently redirected. This redirection allows the RD Session Host server to access resources on the RDP client, as well as allowing an RD Session Host server to redirect data from remote applications on the RD Session Host server to the RDP client. Some examples of redirection functionality include the following:
· [bookmark: Appendix_A_Target_3]Keyboard, mouse and touch input: Data from the keyboard, mouse, and touch input (applicable in scenarios where the transfer of multitouch input frames--generated by a physical or virtual touch digitizer--is required from a terminal server client to a terminal server<3>) on the RDP client is redirected to the user session on the RD Session Host.
· Camera: Video capture data can be redirected from an RDP client to an RDP server.
· Printer jobs: Print jobs from the user session on the RD Session Host can be redirected to a printer attached to the RDP client.
· Media player content: An application running on the RD Session Host can redirect media player content to the RDP client.
· File system data: An RD Session Host can access local drives on the RDP client using file system redirection.
· Clipboard: Clipboard redirection enables a user to copy data from an application running on an RD Session Host to a clipboard located on the RDP client.
· Smart card: An RD Session Host can access credential data from a smart card connected to an RDP client.
· Ports: An RD Session Host can access devices connected to serial, parallel, and USB ports on an RDP client.
· Credentials: Credentials (username and password) are used to authenticate a user when connecting to an RD Session Host.
[bookmark: section_478b818591c54a6c8f67ee536776106e][bookmark: _Toc528903764]Terminating a Connection Between an RDP Client and an RD Session Host Server
There are two types of terminating Remote Desktop connections, namely:
· Logoff
· Disconnect
[bookmark: section_2865b55d3420443e9a37ab710590ddda][bookmark: _Toc528903765]Logoff
The user of the RDP client logs off from an RD Session Host server, causing the user session on the RD Session Host server to be closed.
[bookmark: section_7373021ca9d84aec98a2f55d5ada1b84][bookmark: _Toc528903766]Disconnect
An RDP client can become disconnected from an RD Session Host server because of network problems or because the RDP client is shut down prior to the user logging off the assigned session. When this occurs, the user session remains on the RD Session Host server for a certain amount of time, depending on the configuration of the RD Session Host server. This allows a user to reconnect to the existing session.
[bookmark: section_adcb72b1ede24c73a9f2dd13adb0c6b8][bookmark: _Toc528903767]Protocol Summary
The tables in this section provide a comprehensive list of the member protocols of the Remote Desktop Services. 
Remote Desktop Services protocols
	Protocol Name
	Description
	Short Name

	Remote Desktop Protocol: Basic Connectivity and Graphics Remoting
	This protocol facilitates user interaction with a remote computer system by transferring graphics display information from the remote computer to the user and transferring input from the user to the remote computer, where the input is injected into the user session. This protocol also provides an extensible mechanism allowing specialized communication between components on the user computer and components running on the remote computer.
	MS-RDPBCGR

	Terminal Services Gateway Server Protocol
	This protocol provides the ability to tunnel RDP communications through a gateway for a connection between an RDP client and an RD Session Host server behind a firewall.
	MS-TSGU

	Terminal Services: Terminal Server Runtime Interface
	This protocol is used for remotely querying and configuring various aspects of an RD Session Host. For example, this protocol can be used to query the number of active sessions running on an RD Session Host.
	MS-TSTS

	Terminal Services: Workspace Provisioning Protocol
	This protocol allows a unified view of user work resources for administrators that have no access to non-managed computers. The protocol is used to transfer information so that the client computer can launch a remote desktop and remote applications on a server or virtual computer.
	MS-TSWP


Member protocols used to optimize graphical data, support session management and licensing
	Protocol Name
	Description
	Short Name

	Remote Desktop Protocol: Desktop Composition Virtual Channel Extension
	This protocol supports remote desktop composition (the composition of a sprite tree that represents the desktop, with nodes representing the sprites).
	MS-RDPEDC

	Remote Desktop Protocol: Graphics Devices Interfaces (GDI) Acceleration Extension
	This protocol encodes the drawing operations that produce an image, reducing the bandwidth associated with graphics remoting.
	MS-RDPEGDI

	Remote Desktop Protocol: Composited Remoting V2
	This protocol is used to display the contents of a desktop running on one machine (the server) on a second remote machine (the client) connected to the first via a network.
	MS-RDPCR2

	Remote Desktop Protocol: NSCodec Extension
	This protocol specifies an image codec that can be used to encode screen images by utilizing efficient and effective compression.
	MS-RDPNSC

	Remote Desktop Protocol: RemoteFX Codec Extension
	This protocol specifies a lossy image codec that can be used to encode screen images by utilizing efficient and effective compression.
	MS-RDPRFX

	Remote Desktop Protocol: Session Selection Extension
	This protocol describes the messages exchanged between an RDP client and a server to facilitate the precise targeting of an application-sharing context.
	MS-RDPEPS

	Remote Desktop Protocol: Licensing Extension
	This protocol allows authorized RDP clients or users to connect to an RD Session Host. This extension involves communication between the RDP client, the RD Session Host, and a license server. The RD Session Host can be configured to be in per-device or per-user license mode. Client Access Licenses (CALs) are installed on a license server, and when an RD Session Host requests a license on a client's behalf, the license server issues a license out of its available pool of licenses.
	MS-RDPELE


Member protocols used to enable transporting device data or resource data between an RDP client and an RD Session Host server
	Protocol Name
	Description
	Short Name

	Remote Desktop Protocol: Clipboard Virtual Channel Extension
	This protocol provides basic programmatic access to the clipboard provided by an operating system and ensures that any application has the capability to place data onto the clipboard, extract data from the clipboard, enumerate the data formats available on the clipboard, and register to receive notifications when the system clipboard is updated.
	MS-RDPECLIP 

	Remote Desktop Protocol: File System Virtual Channel Extension
	This protocol provides access between the RD Session Host server and the RDP client file system drivers by redirecting all input/output requests and responses between the two.
	MS-RDPEFS 

	Remote Desktop Protocol: Serial and Parallel Port Virtual Channel Extension
	This protocol specifies the communication used to enable the redirection of ports between a terminal client and an RD Session Host server. By redirecting ports from the RDP client to the RD Session Host server, applications running on an RD Session Host server can access the remote devices attached to those ports.
	MS-RDPESP 

	Remote Desktop Protocol: Print Virtual Channel Extension
	This protocol specifies the communication used to enable the redirection of printers between an RDP client and an RD Session Host server. By redirecting printers from the RDP client to the RD Session Host server, applications running on a server can access the remote devices as if they were local printers.
	MS-RDPEPC 

	Remote Desktop Protocol: Video Capture Virtual Channel Extension
	This protocol enables the transfer of video capture data from the RDP client to the RD Session Host. For example, an application running on an RD Session Host can record video capture data. This data will be transferred from the RDP client to the RD Session Host, allowing the application to record from a video capture device installed on the RDP client.
	MS-RDPECAM

	Remote Desktop Protocol: Smart Card Virtual Channel Extension
	This protocol enables client smart card devices to be available, within the context of a single RDP session, to server-side applications.
	MS-RDPESC 

	Remote Desktop Protocol: Remote Programs Virtual Channel Extension
	This protocol is a Remote Desktop Protocol (RDP) feature (as specified in [MS-RDPBCGR]) that presents a remote application (running remotely on a remote application integrated locally (RAIL) server) as a local user application (running on the RAIL client computer). Also known as RAIL.
	MS-RDPERP 

	Remote Desktop Protocol: Multiparty Virtual Channel Extension
	This protocol enables the remote display of desktop and application content. To effectively implement an application-sharing or collaborative solution, additional information is conveyed to keep the participants apprised of who else is involved, in addition to which applications or windows are being shared.
	MS-RDPEMC

	Remote Desktop Protocol: Audio Output Virtual Channel Extension
	This protocol transfers audio data from the RD Session Host server to the RDP client. For example, when the RD Session Host server plays an audio file, this protocol is used by the RD Session Host server to transfer the audio data to the RDP client. The RDP client can then play the audio.
	MS-RDPEA

	Remote Desktop Protocol: Dynamic Virtual Channel Extension
	This protocol implements a generic connection-oriented communication channel on top of the virtual channel protocol. A dynamic virtual channel (DVC) is established over an existing static virtual channel.
	MS-RDPEDYC

	Remote Desktop Protocol: Plug and Play Devices Virtual Channel Extension
	This protocol specifies the communication used to enable the redirection of plug and play devices between an RDP client and an RD Session Host server.
	MS-RDPEPNP

	Remote Desktop Protocol: XML Paper Specification (XPS) Print Virtual Channel Extension
	This protocol specifies communication between a virtual printer driver installed on an RD Session Host server and a printer driver installed on the RDP client. The primary purpose of this protocol is to acquire printing capabilities and to display a printer-specific user interface on the RDP client.
	MS-RDPEXPS

	Remote Desktop Protocol: Audio Input Virtual Channel Extension
	This protocol enables the transfer of audio data from the RDP client to the RD Session Host. For example, an application running on an RD Session Host can record audio data. This data will be transferred from the RDP client to the RD Session Host, allowing the application to record from an audio device installed on the RDP client.
	MS-RDPEAI

	Remote Desktop Protocol: USB Devices Virtual Channel Extension
	This protocol is used to redirect universal serial bus (USB) devices from a terminal client to the terminal server, which allows the server access to a device that is physically connected to the client as if the device were local to the server.
	MS-RDPEUSB

	Remote Desktop Protocol: Video Virtual Channel Extension
	This protocol enables the transfer of synchronized audio and video data from an RD Session Host to an RDP client. The RDP client can play the audio and video data and synchronize this data using the timing information provided by the protocol.
	MS-RDPEV

	Remote Desktop Protocol: UDP Transport Extension
	This protocol extends the transport mechanisms in RDP to enable network connectivity between the user’s machine and a remote computer system over the User Datagram Protocol (UDP).
	MS-RDPEUDP

	Remote Desktop Protocol: UDP Transport Extension Version 2
	This protocol specifies extensions to the transport mechanisms in RDP. It is used to exchange data, for example audio and video, between a remote desktop client and remote desktop server over UDP transport using a URCP based rate control.
	MS-RDPEUDP2

	Remote Desktop Protocol: Graphics Pipeline Extension
	This protocol is used by RDPBCGR to enable smart processing of graphics data.
	MS-RDPEGFX

	Remote Desktop Protocol: Multitransport Extension
	This protocol enables open multiple transports as an extension to RDPBCGR.
	MS-RDPEMT

	Remote Desktop Protocol: Virtual Channel Echo Extension
	This protocol is used to determine network characteristics (such as round-trip time (RTT)) between an RD Session Host and an RDP client.
	MS-RDPEECO

	Remote Desktop Protocol: Video Optimized Remoting Virtual Channel Extension
	This protocol is designed to be run within the context of a Remote Desktop Protocol (RDP) virtual channel established between an RDP Client and an RD Session Host. This protocol extension is applicable when the RD Session Host server is displaying content that it classifies as video and needs to send that video data to the RDP client.
	MS-RDPEVOR

	Remote Desktop Protocol: Input Virtual Channel Extension
	This protocol is used to transfer multitouch input frames (generated by a physical or virtual touch digitizer) or pen input from an RDP client to an RD Session Host server.
	MS-RDPEI

	Remote Desktop Protocol: Display Control Virtual Channel Extension
	This protocol is used to request display configuration changes in a remote session.
	MS-RDPEDISP

	Remote Desktop Protocol Authentication Redirection Virtual Channel
	This protocol is used to perform authentication protocol operations over a virtual channel in the remote session. This allows the RDP server session to perform network authentication while not having access to the underlying user credentials.
	MS-RDPEAR



[bookmark: section_98177eec290f45fd8ea95ef7c8180dcd][bookmark: _Toc528903768]Protocol Relationship Diagram
The following diagram depicts the relationships among the protocols of the Remote Desktop Services system.
[image: Relationships among Remote Desktop Protocols]
Figure 2: Relationships among Remote Desktop Protocols
[bookmark: section_c4a5aa02045f44d285a24bb9e91665cb][bookmark: _Toc528903769]Environment
The following sections identify the context in which the Remote Desktop Services exist. This includes the systems that use the interfaces provided by the Remote Desktop Services protocols, other systems that depend on this, and, as appropriate, how components of the system communicate.
[bookmark: section_d8b28ea298714bf5b0fc43294089a468][bookmark: _Toc528903770]Dependencies on This System
None.
[bookmark: section_1bcaac52949a4867bc72823f84df8b91][bookmark: _Toc528903771]Dependencies on Other Systems/Components
The Remote Desktop Services protocols depend on the following systems:
· Authentication and authorization services by domain controllers or Kerberos systems. Authentication services might depend on a certificate infrastructure to support the Secure Sockets Layer (SSL) protocol, as specified in [SSL3].
· DNS as specified in [RFC1035] for address resolution.
· Directory Services or other components (such as a Connection Broker or a System Center Virtual Machine Manager (SCVMM)) for assigning user sessions or virtual machines.
· File Services for Terminal Services publication of remote desktops and remote applications.
[bookmark: section_fd4adcd31c424f3893600603d38cfb13][bookmark: _Toc528903772]Assumptions and Preconditions
The Remote Desktop Services protocols assume that:
· The RDP client and RD Session Host server have network connectivity over TCP/IPv4 or IPV6, as specified in [RFC793] and [RFC2460].
· The RDP client initiating the connection is using an implementation of the Remote Desktop Protocol (RDP).
· The RD Session Host server is configured, and any firewall between the RDP client and RD Session Host server is configured to allow RDP traffic.
· The RD Session Host server is actively listening for RDP client connections on a registered port.
[bookmark: section_a5dae9a61aa14932bf8f2c599323dfed][bookmark: _Toc528903773]Use Cases
The following table lists the use cases that span the functionality of the Remote Desktop Services protocols. The use cases are grouped into three groups, as shown in the first column of the table. 
Classification of use cases into use case groups
	Use case group
	Use cases

	Establishing a secure connection between an RDP client and an RD Session Host server
	 Establish a Connection to an RD Session Host server in an Intranet Environment--RDP Client (section 2.5.1.1)
 Establish a Connection to a VM Host in an Intranet Environment--RDP Client (section 2.5.1.2)
 Establish a Connection Using a Remote Desktop Gateway--RDP Client (section 2.5.1.3)
 Establish a Connection to an RD Session Host server in an RD Session Host server Farm--RDP Client (section 2.5.1.4)
Establishing a Multi transport UDP connection over an already established RDP connection to a RD Session Host (section 2.5.1.5)

	Redirection functionality
	 Access Local Drives on an RDP Client--Remote Application (section 2.5.2.1)
 Redirect Clipboard Data from a Remote Application--RDP Client (section 2.5.2.2)
 Use Printer on RDP Client--Remote Application (section 2.5.2.3)
 Redirect Smart Card Data from an RDP Client--Remote Application (section 2.5.2.4)
 Access Plug and Play Device on an RDP Client--Remote Application (section 2.5.2.5)
 Present Content from RD Session Host Server on an RDP Client--Media Player (section 2.5.2.6)
 Access Audio Device on an RDP Client--Remote Application (section 2.5.2.7)

	Terminating a connection between an RDP client and an RD Session Host server
	Log Off from a Remote Session--RDP Client (section 2.5.3.1)
Disconnect From a Remote Session--RDP Client (section 2.5.3.2)


The following sections provide detailed descriptions for each of the use cases in each group.
[bookmark: section_9f0e651a9e6745c9915c8cbe8f5513bd][bookmark: _Toc528903774]Establishing a Secure Connection Between an RDP Client and an RD Session Host Server Use Cases
[image: Establishing connection between RDP client and RD Session Host use cases diagram]
Figure 3: Establishing connection between RDP client and RD Session Host use cases diagram
[bookmark: section_80f995e1730f433ebf90504cc3518d6e][bookmark: _Toc528903775]Establish a Connection to an RD Session Host Server in an Intranet Environment--RDP Client
Goal
For an RDP client to establish a connection with an RD Session Host server.
Context of Use
A user launches the RDP client to display and interact with a remote desktop or remote application. The RDP client establishes a connection to an RD Session Host that is hosting the remote desktop or remote application. In this use case, the connection between the RDP client and the RD Session Host server is established in an intranet environment. The preconditions are met, and licensing, authentication, authorization, and Domain Name System (DNS) services are available.
Actors
User: The primary actor is the user.
RDP client: The RDP client establishes a connection to the RD Session Host in order to interact with a remote desktop or remote application. 
RD Session Host: The RD Session Host is hosting the remote desktop or remote application to which the RDP client is connecting.
Stakeholders
None.
Preconditions
The RD Session Host server is operational and listening for an RDP connect request on port 3389. If the RDP client is using the IPv6 protocol, the RD Session Host supports the IPv6 protocol.
Main Success Scenario
1. Trigger:  The RDP client initiates the connection when the user provides the name of the remote desktop to connect to.
2. The RDP client resolves the name to an IP address using DNS. 
3. The RDP client establishes a secure RDP connection to the RD Session Host.
4. The RDP client successfully negotiates use permissions with the RD Session Host using the client license.
5. The RD Session Host checks the user credentials and then creates a user session for the RDP client.
6. The RD Session Host transmits the desktop of the user session to the RDP client using the remote desktop system, and the RDP client displays the remote desktop.
7. The user of the RDP client interacts with the remote desktop.
Extensions
In Windows 7 implementations, an RDP client can connect to a virtual machine on a VM Host, rather than a user session on an RD Session Host server.
[bookmark: section_41204ebd9ef04179a3f06fc8b77defbf][bookmark: _Toc528903776]Establish a Connection to a VM Host in an Intranet Environment--RDP Client
Goal
For an RDP client to establish a connection with a VM Host.
Context of Use
A user launches the RDP client to display and interact with a remote desktop or remote application. The RDP client establishes a connection to a VM Host that is hosting the virtual machine running the remote desktop or remote application. In this use case, the connection between the RDP client and the VM Host is established in an intranet environment. The preconditions are met, and licensing, authentication, authorization, and Domain Name System (DNS) services are available.
Actors
User: The primary actor is the user.
RDP client: The RDP client establishes a connection to the VM Host in order to interact with a remote desktop or remote application.
VM Host: The VM Host is hosting the virtual machine running the remote desktop or remote application to which the direct actor is connecting.
Stakeholders:
None.
Preconditions: Windows 7 is being used. The VM Host is operational and listening for an RDP connect request. If the RDP client is using the IPv6 protocol, then the VM Host supports the IPv6 protocol.
Main Success Scenario
1. Trigger:  The RDP client initiates the connection when the user provides the name of the remote desktop to connect to.
2. The RDP client resolves the name to an IP address using DNS. 
3. The RDP client establishes a secure RDP connection using a Connection Broker. The Connection Broker looks up the assigned virtual machine for the user, prepares the virtual machine to be run under the VM Host, and returns the IP address of the virtual machine to the RDP client.
4. The RDP client connects to the IP address of the virtual machine.
5. The virtual machine transmits the remote desktop to the RDP client, and the RDP client displays the remote desktop.
6. The user of the RDP client interacts with the remote desktop of the virtual machine.
Extensions
None.
[bookmark: section_ac51790f002e4f779345a4d66f492e1b][bookmark: _Toc528903777]Establish a Connection Using a Remote Desktop Gateway--RDP Client
Goal
For an RDP client to establish a connection with a Remote Desktop Gateway.
Context of Use
The RDP client is using the Internet to transport communication. The RDP client is external to a firewall separating the desired RD Session Host server from the Internet. The RDP client uses a gateway to tunnel communication to the RD Session Host server. The preconditions are met, and licensing, authentication, authorization, and Domain Name System (DNS) services are available.
Actors
User: The primary actor is the user.
RDP client: The RDP client establishes a connection to the Terminal Services (TS) in order to interact with a remote desktop or remote application.
Remote Desktop Gateway: The Remote Desktop (RD) Gateway tunnels communication from the RDP client to an RD Session Host located behind a firewall.
Stakeholders and Interests
None.
Preconditions
The Remote Desktop Gateway is operational and listening for a connection request on a known port. The Remote Desktop Gateway is capable of making remote connections to the requested RD Session Host server. The RD Session Host is operational and listening for an RDP connect request. If the RDP client is using the IPv6 protocol, then the Remote Desktop Gateway supports the IPv6 protocol.
Main Success Scenario
1. Trigger: The RDP client initiates the connection when a user provides the name of the remote desktop to connect to.
2. The RDP client establishes a secure RDP connection to the RD Gateway through the RPC endpoint.
3. The RD Gateway resolves the name to an IP address using DNS. 
4. The RD Gateway establishes an RDP connection to the RD Session Host server.
5. The RDP client successfully negotiates use permissions with the RD Session Host server, using Remote Desktop Gateway and the client license.
6. The RD Session Host server validates the client-provided certificates and client license and then creates a user session for the RDP client.
7. The RD Session Host server transmits the desktop of the user session to the RDP client and the RDP client displays the remote desktop.
8. The user of the RDP client interacts with the remote desktop (with keyboard and mouse through the RDP protocol).
Extensions
None.
[bookmark: section_a475552652604704891e3303018071eb][bookmark: _Toc528903778]Establish a Connection to an RD Session Host Server in an RD Session Host Server Farm--RDP Client
Goal
For an RDP client to establish a connection to an RD Session Host within a server farm.
Context of Use
A user launches the RDP client to display and interact with a remote desktop or remote application. An RDP client initiates a connection to an RD Session Host server that is hosting the remote desktop or remote application, and the connection can be redirected to another RD Session Host server within the same server farm for the purposes of load balancing. In this use case, the connection between the RDP client and the RD Session Host server is established in an intranet environment. The preconditions are met, and connection brokering, licensing, authentication, authorization, and Domain Name System (DNS) services are available.
Actors
User: The primary actor is the user.
RDP client: The RDP client establishes a connection to the TS server in order to interact with a remote desktop or remote application.
RD Session Host server: The RD Session Host is hosting the remote desktop or remote application to which the direct actor is connecting. 
Stakeholders
Connection Broker: The Connection Broker assigns the RDP client to an RD Session Host within a server farm according to an algorithm to optimize load balancing.
Preconditions
The RD Session Host is operational and listening for an RDP connect request. A Connection Broker is available to redirect the RDP client to an alternate RD Session Host server. If the RDP client is using the IPv6 protocol, then the RD Session Host supports the IPv6 protocol.
Main Success Scenario
1. Trigger: The RDP client initiates the connection when the user provides the name of the remote desktop to connect to.
2. The RDP client resolves the server name to an IP address using DNS services. 
3. The RDP client establishes a secure RDP connection to the RD Session Host server.
4. The target RD Session Host server can redirect the RDP client connection attempt using a Connection Broker if the load on the server does not permit this new connection.
5. If redirected, the RDP client opens a port on a different server in a farm and initializes an RDP connection to the alternate server.
6. The RDP client successfully negotiates the client license with the RD Session Host.
7. The RD Session Host creates a user session for the RDP client after credentials are checked.
8. The RD Session Host sends the session desktop to the RDP client, and the RDP client displays the remote desktop.
9. The user of the RDP client interacts with the remote desktop.
Extensions
In Windows 7 implementations, an RDP client can connect to a virtual machine on a VM Host, rather than a user session on an RD Session Host.
[bookmark: section_e3855d8391a54944b79fa8ec250921c2][bookmark: _Toc528903779]Establish a Multi Transport UDP Connection Over an Already Established RDP Connection to a RD Session Host
Goal
To transfer data between an RDP client and an RD Session Host using multi transport UDP.
Context of Use
A user launches the RDP client to display and interact with a remote desktop or remote application. The RDP client establishes a connection to the RD Session Host that is hosting the remote desktop or remote application. In this use case, a multi transport UDP connection between the RDP client and the RD Session Host server is established on top of the existing RDP connection. The preconditions are met, and licensing, authentication, authorization, and Domain Name System (DNS) services are available.
Actors
User: The primary actor is the user.
RDP client: The RDP client establishes a connection to the RD Session Host in order to interact with a remote desktop or remote application.
RD Session Host: The RD Session Host is hosting the remote desktop or remote application to which the RDP client is connecting. 
Stakeholders
None.
Preconditions
An RDP session is already established between the RDP client and the RD Session host.
Main Success Scenario
1. Trigger: Based on the RDP client and network capabilities, the RD Session Host sends a request (containing information that identifies the connection) to the RDP client over the main RDP transport to initiate a multi transport connection.
2. The RDP client then creates a multi transport connection by sending session-related information (which it received from the RD Session Host in the above step) to the RD Session Host.
3. The RD Session Host server compares the incoming multi transport connection request to an existing main RDP transport connection to verify that they match and to authenticate the connection.
4. If a successful connection match is found, the RD Session Host successfully initializes the multi transport connection.
5. The RD Session Host and RDP client can then start transferring data over the multi transport connection.
Extensions
If the session-related information sent by the RDP client in the create multi transport request message does not match that of the RD Session Host, then the connection will be terminated.
[bookmark: section_92ad7647d26d496480df1d15e0524c5d][bookmark: _Toc528903780]Redirection Functionality Use Cases
[image: Redirection functionality use cases diagram]
Figure 4: Redirection functionality use cases diagram
[bookmark: section_32c8979b016b4e2093b6b16551043d85][bookmark: _Toc528903781]Access Local Drives on an RDP Client--Remote Application
Goal
For the remote application to access local drives on the RDP client.
Context of Use
After an RDP client establishes a connection to an RD Session Host, a remote application running on the RD Session Host server can access local drives on the RDP client.
Actors
Remote application: The primary actor is the remote application. It is an application running on the remote machine.
RDP client: The RDP client redirects file system data from local drives.
RD Session Host server: The RD Session Host is hosting the remote desktop or remote application to which the direct actor is connecting. It manages redirecting file system data from the local drives to the remote application.
Stakeholders
Local drives on the RDP client: The local drives are accessible to the remote application or remote desktop after the RDP connection is established.
Preconditions
The RDP client is connected to the RD Session Host. The RDP connection supports file system redirection. The remote desktop or remote application is running on the RD Session Host. The RD Session Host server has permission to access the local drives on the RDP client.
Main Success Scenario
1. Trigger:  The remote application requests file system data from the local drives on the RDP client. 
2. The remote desktop system provides the connection to the local drives on the RDP client to the remote application.
3. The remote application will have the ability to read from and write to the local drives on the RDP client.
Extensions
None.
[bookmark: section_e4c9d4d6c025497d9981ece9848fa91e][bookmark: _Toc528903782]Redirect Clipboard Data from a Remote Application--RDP Client
Goal
To use the local clipboard of the RDP client to perform clipboard operations on a remote application running on an RD Session Host server.
Context of Use
The user of a remote application can copy data from a remote application and paste data to a remote application using the local clipboard when a static virtual channel supporting clipboard redirection is established during the initial RDP connection.
Actors
RDP client: The RDP client can copy data from a remote application or paste data to a remote application.
Remote application: It is an application running on the remote machine.
RD Session Host: The RD Session Host is hosting the remote desktop or remote application to which the direct actor is connecting. The RD Session Host manages redirecting clipboard data from the remote application to the clipboard on the RDP client.
Stakeholders and Interests
Clipboard on the RDP client: The clipboard on the RDP client is accessible to the remote application or remote desktop session after the RDP connection is established.
Clipboard on the remote desktop: The clipboard on the remote desktop is synchronized with the clipboard on the RDP client, providing the redirection functionality.
Preconditions
The RDP client is connected to the RD Session Host. The RDP connection supports clipboard redirection. The remote desktop or remote application is running on the RD Session Host. The RD Session Host has permission to access the clipboard on the RDP client.
Main Success Scenario
1. Trigger: The RDP client attempts to use clipboard features to copy data from or paste data to a remote application.
2. The remote desktop system provides access to clipboard operations between RDP client and remote application.
3. The RDP client application will be able to do clipboard operations between client applications.
Extensions
None.
[bookmark: section_23f26236fb4f454b978c955412004a58][bookmark: _Toc528903783]Use Printer on RDP Client–Remote Application
Goal
For the remote application to send a print job to a printer on the RDP client, which prints the job.
Context of Use
After an RDP client establishes a connection to an RD Session Host server, a remote application running on the RD Session Host server can send a print job to the local printer on the RDP client.
Actors
Remote application: The primary actor is the remote application. It is as application running on the remote machine.
RDP client: The RDP client routes the print job to the local printer.
RD Session Host: The RD Session Host is hosting the remote desktop or remote application to which the direct actor is connecting. The RD Session Host manages redirecting the print job from the remote application to the printer on the RDP client.
Stakeholders
Printer on the RDP client: The printer on the RDP client is accessible to the remote application or remote desktop session after the RDP connection is established.
Preconditions
The RDP client is connected to the RD Session Host. The RDP connection supports printer redirection. The remote desktop or remote application is running on the RD Session Host. The RD Session Host has permission to access the local printer on the RDP client.
Main Success Scenario
1. Trigger: The remote application sends a print job to the local printer on the RDP client.
2. The remote desktop system provides access to the local printer on the RDP client to the remote application.
3. The remote application running on the RD Session Host on behalf of the client will be able to print to the local printer on the RDP client.
Extensions
None.
[bookmark: section_6294c3765f004337bb9732c31b2e949c][bookmark: _Toc528903784]Redirect Smart Card Data from an RDP Client--Remote Application
Goal
For the remote application to access a smart card on the RDP client.
Context of Use
After an RDP client establishes a connection to an RD Session Host server, a remote application running on the RD Session Host server can access local drives on the RDP client.
Actors
Remote application: The primary actor is the remote application. It is an application running on the remote machine.
RDP client: The RDP client redirects smart card data to the remote application.
RD Session Host: The RD Session Host is hosting the remote desktop or remote application to which the direct actor is connecting. The RD Session Host manages redirecting smart card data from the RDP client to the remote application.
Stakeholders
Smart Card: The smart card is accessible to the remote application or remote desktop after the RDP connection is established.
Preconditions
The RDP client is connected to the RD Session Host server. The RDP connection supports smart card redirection. The remote desktop or remote application is running on the RD Session Host. 
Main Success Scenario
1. Trigger: The remote application requests the remote desktop system to access smart card data from the smart card on the RDP client.
2. The remote desktop system provides access to the smart card on the RDP client to the remote application.
3. The remote application running on the RD Session Host server will be able to access credential data on the smart card attached to the RDP client computer during logon.
Extensions: None.
[bookmark: section_94fe5d9195324facbc0c81038a96c520][bookmark: _Toc528903785]Access Plug and Play Device on an RDP Client--Remote Application
Goal
For the remote application to access a plug and play device on the RDP client.
Context of Use
After an RDP client establishes a connection to an RD Session Host server, a remote application running on the RD Session Host server can access a plug and play device on the RDP client.
Actors
Remote application: The primary actor is the remote application. It is an application running on the remote machine.
RDP client: The RDP client redirects plug and play data to the remote application.
RD Session Host: The RD Session Host is hosting the remote desktop or remote application to which the RDP client is connecting. The RD Session Host manages redirecting data from the plug and play device to the remote application.
Stakeholders
Plug and play device: The plug and play device is accessible to the remote application or remote desktop after the RDP connection is established.
Preconditions
The RDP client is connected to the RD Session Host server. The RDP connection supports plug and play redirection. The remote desktop or remote application is running on the RD Session Host. The RD Session Host has permission to access the plug and play device on the RDP client.
Main Success Scenario
1. Trigger: The remote application requests the remote desktop system to access data from the plug and play device on the RDP client.
2. The remote desktop system provides access to the plug and play device on the RDP client to the remote application.
3. The remote application running on the RD Session Host server can access a plug and play device installed on the RDP client computer.
Extensions
None.
[bookmark: section_6ac63c8f9bfa443d935908dae40b9cfc][bookmark: _Toc528903786]Present Content from RD Session Host Server on an RDP Client--Media Player
 Goal
To present content streamed from the media player running on the RD Session Host to the RDP client.
Context of Use
In Windows 7, media can be streamed from the media player running in the user session on the RD Session Host to the RDP client running on the remote system.
Actors
Media player: The primary actor is the media player. It is an application running on the remote machine that plays content on the RD Session Host server that is streamed to the RDP client for display.
RDP client: The RDP client receives and displays content from the media player on the RD Session Host server.
RD Session Host: The RD Session Host is hosting the remote desktop or remote application to which the RDP client is connecting. The RD Session Host server manages streaming content from the media player to the RDP client.
Stakeholders 
Preconditions
Windows 7 is in use. The RDP client is connected to the RD Session Host server. The RDP connection supports media player redirection. The media player is running on the RD Session Host.
Main Success Scenario
1. Trigger:  The media player requests the remote desktop system to provide streaming content to the RDP client.
2. The remote desktop system provides the remote application running the media player the access to stream content to the RDP client.
3. The remote application running the media player on the RD Session Host will be able to stream media player content to the RDP client.
Extensions
None.
[bookmark: section_6794822858ee4422b562343bce3e4559][bookmark: _Toc528903787]Access Audio Device on an RDP Client--Remote Application
 Goal
For the remote application to access an audio device on the RDP client.
Context of Use
After an RDP client establishes a connection to an RD Session Host, a remote application running on the RD Session Host server can access an audio device on the RDP client.
Actors
Remote application: The primary actor is the remote application. It is an application running on the remote machine.
RDP client: The RDP client routes audio content from the remote application to the local audio device.
RD Session Host: The RD Session Host is hosting the remote desktop or remote application to which the RDP client is connecting. The RD Session Host server manages redirecting audio data from the remote application to the audio device on the RDP client. 
Stakeholders and Interests
Audio device on the RDP client: The audio device plays audio content that is sent from the remote application.
Preconditions
The RDP client is connected to the RD Session Host server. The RDP connection supports audio redirection. The remote desktop or remote application is running on the RD Session Host server. The RD Session Host server has permission to access the audio device on the RDP client.
Main Success Scenario
1. Trigger: The remote application requests the remote desktop system to provide a connection to send audio content to the RDP client to play on the local audio device.
2. The remote desktop system provides a remote application with the connection to the audio device on the RDP client.
3. The remote application running on an RD Session Host will have the ability to stream audio content to an audio device connected to the RDP client.
Extensions
None.
[bookmark: section_0a4a98eb8fde46ffb7db08e5600be5bc][bookmark: _Toc528903788]Use client credentials on RDP Client--Remote Application
Goal
For the RD Session Host to access network resources on behalf of a remote application. The RD Session host does not have access to the raw client credentials.
Context of Use
After an RDP Client establishes a connection to an RD Session Host, the remote application can securely access network resources, such as file shares, on behalf of the user.
Actors
Remote application: The primary actor is the remote application. It is an application running on the remote machine.
RDP client: The RDP Client handles requests from the RD Session Host for authentication information and calculates appropriate responses to prove the user’s identity.
RD Session Host: The RD Session Host hosts the remote desktop to which the RDP Client connects. The RD Session Host server requests authentication information from the RDP Client without ever seeing the user’s raw credentials.
Stakeholders
None.
Preconditions
The RDP Client is connected to the RD Session Host server. The RD Session Host is configured to allow credential redirection-based connections.
Main Success Scenario
1. Trigger: A remote application attempts to access to a network resource.
2. The RD Session Host provides an API to the application in order to build authentication data to pass to the network resource.
3. The RD Session Host contacts the RDP Client to get the authentication data for the specific request.
4. The RD Session Host receives the authentication data, then passes it to the remote application.
5. The remote application passes the authentication data to the network resources in order to prove the identity of the user who initiated the RDP session.
Extensions
None.
[bookmark: section_084dbde599c24774a75b642d3915ae74][bookmark: _Toc528903789]Terminating a Connection Between an RDP Client and an RD Session Host Server Use Cases
[image: Disconnection use cases diagram]
Figure 5: Disconnection use cases diagram
[bookmark: section_a6a24bff460c4e1dab69e255cc021720][bookmark: _Toc528903790]Log Off from a Remote Session--RDP Client
Goal
The user of the RDP client logs off from an RD Session Host server, causing the user session on the RD Session Host server to be closed.
Context of Use
The user of the RDP client wants to terminate an RDP connection.
Actors
RDP client: The primary actor is the RDP client. The RDP client enables the user to log off the user session.
Remote application: It is an application running on the remote machine.
 RD Session Host: The RD Session Host is hosting the remote desktop or remote application to which the direct actor is connecting. The RD Session Host server closes a user session and cleans up associated resources after an user logs off or an administrator forces the user session to close.
Stakeholders
Administrator: An administrator might need to force a user session closed using an administrative tool.
User: The user of the RDP client wants to close the assigned user session on the RD Session Host server.
Preconditions
Licensing, authentication, authorization, and DNS services are available. A connection exists between the RDP client and the RD Session Host.
Main Success Scenario
1. Trigger:  The user attempts to log off the remote desktop.
2. After logging off the remote desktop, the RD Session Host terminates the user session and cleans up resources associated with the session.
Extensions
An administrator might force a user session to be terminated using an administrative tool.
[bookmark: section_f4831ad62ceb4131a81973c043675542][bookmark: _Toc528903791]Disconnect From a Remote Session--RDP Client
Goal
The RDP client disconnects from an RD Session Host server, but the user session remains in a suspended mode for possible later use.
Context of Use
An RDP client can become disconnected from an RD Session Host server because of network problems or because the RDP client is shut down prior to the user logging off the assigned session. When this occurs, the user session remains on the RD Session Host server for a certain amount of time, depending on the configuration of the RD Session Host server. This allows an user to reconnect to the existing session.
Actors
RDP client: The primary actor is the RDP client. The RDP client establishes a connection to the RD Session Host in order to interact with a remote desktop or remote application .The RDP client enables the user to disconnect the user session
Remote application: It is an application running on the remote machine.
RD Session Host: The RD Session Host is hosting the remote desktop or remote application to which the direct actor is connecting. The RD Session Host server handles the disconnect request and keeps the session intact for a time-out period configured by the administrator.
Stakeholders
Administrator: An administrator of the RD Session Host server configures the session time-out values for a specified period in which reconnection to the disconnect session is feasible.
Preconditions
Licensing, authentication, authorization, and DNS services are available. A connection exists between the RDP client and RD Session Host server.
Main Success Scenario
1. Trigger: The RDP client does not perform any action and remains idle for a certain period of time.
2. The RDP client will be able to gracefully disconnect the user session so that reconnection to the same user session will be possible at a later time.
Extensions
None.
[bookmark: section_5039a6deca4b4aaf921b36169eac0d31][bookmark: _Toc528903792]Versioning, Capability Negotiation, and Extensibility
The Remote Desktop protocols provide capability-based services, as described in [MS-RDPBCGR]. The capabilities and requirements of a client requesting a connection are established during the Remote Desktop Protocol (RDP) handshake. Information exchanged about capabilities includes data such as drawing orders, desktop dimensions, allowed color depths, input device support, and cache structures. The RDP client and RD Session Host perform merge operations between their capabilities so that all RDP communication is consistent with negotiated expectations and can be processed by each party.
The Remote Desktop Services protocols do not define any vendor-extensible fields beyond those described in the specifications of the protocols supported by the system.
[bookmark: section_119314b5e79949f3a8c02b673c36890e][bookmark: _Toc528903793]Error Handling
The Remote Desktop Services protocols do not define any error-handling requirements beyond those described in the specifications of the protocols supported by the system, as listed in section 2.2.
[bookmark: section_e82554598b894a1c8f4535b00ac34ba7][bookmark: _Toc528903794]Coherency Requirements
This system has no special coherency requirements.
[bookmark: section_0981cb12632948f58854dda98f5f4b9e][bookmark: _Toc528903795]Security
The Remote Desktop Services protocols include security features for creating secure end-to-end connections between mutually authenticated RDP clients and RD Session Host servers. The Remote Desktop Services protocols also include security features to ensure the privacy and integrity of data exchanged using encryption. The security mechanisms that provide secure end-to-end communication for basic connections and virtual channels are described in [MS-RDPBCGR] (section 5). For UDP datagram validation, see [MS-RDPEUDP] section 5. The RDP Multi transport connections use SSL and DTLS respectively for reliable and unreliable UDP transport connections for data encryption and server certificate validation. In addition, there are general implementation-specific restrictions relating to some of the components of the Remote Desktop Services protocols as detailed in the following sections.
In multi transport connections, the client is authenticated to the server by presenting the secure cookie as part of the Tunnel Create Request PDU that the server provided to the client over the secure main RDP connection, as defined in [MS-RDPBCGR] section 2.2.2.
[bookmark: section_69a704778a174722bf855d1ab6daec82][bookmark: _Toc528903796]RDP Client
[bookmark: Appendix_A_Target_4]The RDP client implementation will ensure that user credentials are not locally stored in clear text form. Passwords are handled in an implementation-specific way.<4>
[bookmark: section_58a92064ea89435b94af1f703eda87b2][bookmark: _Toc528903797]RD Session Host Server
The configuration data elements of the RD Session Host server that are persisted either in database or registry hives require administrator privileges to be accessible. In addition, management objects that interact with remote sessions are protected and require administrator privileges or local system access privileges to be accessible.
Administrators interacting with RD Session Host servers use the Terminal Services Terminal Server Runtime Interface Protocol, described in [MS-TSTS].
[bookmark: section_89aed574b41d4d29a797b88121963b2d][bookmark: _Toc528903798]RD Gateway
The elements that configure the Remote Desktop Gateway, such as policies regarding remote access and device redirection, are limited to administrator access.
[bookmark: section_de02cc7b593f44b5b3fc42b2f387daaf][bookmark: _Toc528903799]Additional Considerations
There are no additional considerations.
[bookmark: section_289cb1c2768b4272bb9e053f6caf22ae][bookmark: _Toc528903800]Examples
[bookmark: section_422e9a8ecdda47d0af0380e4e37b04e5][bookmark: _Toc528903801]Example 1: Connecting from an RDP Client to an RD Session Host
This example demonstrates the process of connecting from an RDP client to an RD Session Host as described in section 2.5.1.1.
 Prerequisites
· A valid, non-expired license exists for the client on the License Server.
· The RD Session Host server is operational and listening for an RDP connect request on port 3389. If the RDP client is using the IPv6 protocol, the RD Session Host supports the IPv6 protocol.
Initial System State 
The RDP client and RD Session Host are not connected.
Final System State 
The RDP client is connected to the RD Session Host; the RDP client can start sending mouse and keyboard input to the RD Session Host; and the RD Session Host can send graphics output to the RDP client.
Sequence of Events
The diagram that follows illustrates one example of the messages that are exchanged between an RDP client and an RD Session Host in an environment where no intermediary gateway is used. The sequence of Connection Finalization events (steps 15-23) is not fixed, and the possible message flow is specified in detail in [MS-RDPBCGR] section 1.3.1.1.
[image: Sequence illustrating RDP Client connecting to an RD Session Host]
Figure 6: Sequence illustrating RDP Client connecting to an RD Session Host
The connection sequence is described in the following steps.
1. The RDP client initiates the connection when the user provides the name of the remote desktop to connect to. The RDP client initiates a connection to the RD Session Host by sending an X.224 Connection Request protocol data unit (PDU), as described in [MS-RDPBCGR] section 1.3.1.1. 
2. The RD Session Host responds with an X.224 Connection Confirm PDU.
3. The RDP client sends a Multipoint Communication Service (MCS) Connect Initial PDU with GCC Conference Create Request. 
4. The RD Session Host responds with an MCS Connect Response PDU with GCC Conference Create Response.
5. The RDP client sends an MCS Erect Domain Request PDU. 
6. The RDP client sends an MCS Attach User Request PDU.
7. The RD Session Host responds with an MCS Attach User Confirm PDU.
8. The RDP client sends multiple (in this case six) MCS Channel Join Request PDUs.
9. The RD Session Host sends multiple (in this case six) MCS Channel Join Confirm PDUs.
10. The RDP client sends a Security Exchange PDU.
11. The RDP client sends a Client Info PDU.
12. The RD Session Host sends a License Error PDU-Valid Client.
13. The RD Session Host sends a Demand Active PDU. 
14. The RDP client responds with a Confirm Active PDU.
15. The RDP client sends a Synchronize PDU.
16. The RDP client sends a Control PDU-Cooperate.
17. The RDP client sends a Control PDU-Request Control.
18. The RDP client sends zero or more Persistent Key List PDUs. In this case, zero PDUs are sent.
19. The RDP client sends a Font List PDU.
20. The RD Session Host sends a Synchronize PDU.
21. The RD Session Host sends a Control PDU-Cooperate.
22. The RD Session Host sends a Control PDU-Granted Control.
23. The RD Session Host sends a Font Map PDU.
For more details on steps 1 through 11, and 13 through 23, see [MS-RDPBCGR] section 1.3.1.1. For details on step 12, see [MS-RDPELE] section 1.3.3.
[bookmark: section_68276a0e896c41ee862ed05fdcbc2d2b][bookmark: _Toc528903802]Example 2: Connecting from an RDP Client to an RD Session Host Through a Remote Desktop Gateway
This example demonstrates the process of connecting from an RDP client to an RD Session Host through a Remote Desktop Gateway as described in section 2.5.1.3
Prerequisites
· A valid non-expired license exists for the client on the License Server.
· The Remote Desktop Gateway is operational and listening for a connection request on a known port. The Remote Desktop Gateway is capable of making remote connections to the requested RD Session Host server. The RD Session Host is operational and listening for an RDP connect request. If the RDP client is using the IPv6 protocol, then Remote Desktop Gateway supports the IPv6 protocol.
Initial System State 
The RDP client and RD Session Host are not connected.
Final System State 
The RDP client is connected to the RD Session Host through the Remote Desktop Gateway. The RDP client can start sending mouse and keyboard input to the RD Session Host, and the RD Session Host can start sending graphics output to the RDP client.
 Sequence of Events
In the description of the connection sequence using an RD Gateway, steps 1-5 describe the process to create an RPC/HTTP tunnel. The data transfer phase referenced in [MS-TSGU] refers to steps 6-14.
[image: Creating an RPC over HTTP (RPC/HTTP) tunnel]
Figure 7: Creating an RPC over HTTP (RPC/HTTP) tunnel
[image: Creating an RDP connection through an RD Gateway]
Figure 8: Creating an RDP connection through an RD Gateway
A description of the connection sequence using an RD Gateway is as follows:
1. The RDP client initiates the connection when an user provides the name of the remote desktop to connect to. The RDP client sends an RPC Connect HTTP Request to the RD Gateway. The RD Gateway responds with a RPC Connect Response. This sequence is described in [MS-TSGU] section 2.1.
2. The RDP client sends a TSProxyCreateTunnel Request to the RD Gateway to request that a tunnel be created. The RD Gateway responds with a TSProxyCreateTunnel Response. This sequence is described in [MS-TSGU] section 1.3.
3. The RDP client sends a TSProxyAuthorizeTunnel Request to the RD Gateway to authorize the tunnel from the previous step. The RD Gateway responds with a TSProxyAuthorizeTunnel Response. This sequence is described in [MS-TSGU] section 1.3.
4. The RDP client sends a TSProxyCreateChannel Request to the RD Gateway to create a channel. The RD Gateway responds with a TSProxyCreateChannel Response. This sequence is described in [MS-TSGU] section 1.3.
5. For each channel, the RDP client sends a TSProxySetupReceivePipe Request to the RD Gateway to establish a pipe for data transfer. The RD Gateway responds with a TSProxySetupReceivePipe Response. This sequence is described in [MS-TSGU] section 1.3.
6. By proxy, The RDP client initiates a connection to the RD Session Host by sending an X.224 Connection Request protocol data unit (PDU), as described in [MS-RDPBCGR] section 1.3.1.1. The server responds with an X.224 Connection Confirm PDU. All subsequent data sent between the RDP client and RD server is wrapped in an X.224 Data PDU.
7. By proxy, basic settings are exchanged between the RDP client and RD Session Host using the Multipoint Communication Service (MCS) Connect Initial PDU and MCS Connect Response PDU, as described in [MS-RDPBCGR] section 1.3.1.1.
8. By proxy, the RDP client sends an MCS Erect Domain Request PDU, followed by an MCS Attach User Request PDU to attach the primary user identity to the MCS domain, as described in [MS-RDPBCGR] section 1.3.1.1. The server responds with an MCS Attach User Confirm PDU containing the user channel ID.
9. By proxy, the RDP client proceeds to join the user channel, I/O channel, and all virtual channels by using multiple MCS Channel Join Request PDUs, as described in [MS-RDPBCGR] section 1.3.1.1. The RD Session Host confirms each channel with an MCS Channel Join Confirm PDU. All subsequent data sent from the RDP client to the RD Session Host is wrapped in an MCS Send Data Request PDU, while data sent from the RD Session Host to the RDP client is wrapped in an MCS Send Data Indication PDU. This is in addition to the data being wrapped by an X.224 Data PDU.
10. If Standard RDP security mechanisms and encryption are being used, which they are for this example, the RDP client sends a Security Exchange PDU containing an encrypted 32-byte random number to the RD Session Host, by proxy, as described in [MS-RDPBCGR] section 1.3.1.1. All subsequent RDP traffic is then encrypted and a security header is included with the data if encryption is in force. The security header follows the X.224 and MCS Headers and indicates whether the attached data is encrypted.
11. By proxy, the RDP client sends secure client data (such as username, password, and auto-reconnect cookie) to the server using the Client Info PDU, as described in [MS-RDPBCGR] section 1.3.1.1.
12. By proxy, the RDP client and RD Server exchange licensing-related packets that are defined by the licensing mechanisms employed by the RD Session Host, as described in [MS-RDPBCGR] section 1.3.1.1. Different licensing scenarios are possible and are covered in [MS-RDPELE] section 1.3.3. For this scenario it is assumed that a valid, nonexpired, license exists for the client on the License Server.
13. By proxy, the RD Session Host sends the set of capabilities it supports to the RDP client in a Demand Active PDU, as described in [MS-RDPBCGR] (section 1.3.1.1). The RDP client responds with its capabilities by sending a Confirm Active PDU.
14. By proxy, the RDP client and RD Session Host send PDUs to finalize the connection details, as described in [MS-RDPBCGR] section 1.3.1.1. The PDUs exchanged can be sent concurrently as long as the sequencing in either direction is maintained. After the RDP client receives the Font Map PDU, it can start sending mouse and keyboard input to the RD Session Host. After the RD Session Host receives the Font List PDU, the RD Session Host can start sending graphics output to the RDP client.
[bookmark: section_c9f28f94e8e74bd0b144c7a1f1c700e0][bookmark: _Toc528903803]Example 3: Establishing a Dynamic Virtual Channel for Plug and Play Device Redirection
This example demonstrates the process of establishing a dynamic virtual channel for Plug and Play device redirection through a Remote Desktop Gateway as described in section 2.5.2.5.
Prerequisites
The RDP client is connected to the RD Session Host server. The RDP connection supports Plug and Play redirection. The remote desktop or remote application is running on the RD Session Host. The RD Session Host has permission to access the Plug and Play device on the RDP client.
Initial System State 
The RDP client and RD Session Host are connected but there is no Plug and Play device redirection.
Final System State 
Plug and Play device redirection exists between the RD Session Host and the RDP client.
Sequence of Events
The following figure describes the sequence of establishing a Dynamic Virtual Channel (DVC).
[image: Detailed sequence establishing dynamic virtual channel]
Figure 9: Detailed sequence establishing dynamic virtual channel
The following steps describe this sequence:
1. The RD Session Host sends a Capabilities protocol data unit (PDU) that indicates the maximum supported version level as well as any capability information that is relevant for the supported version. For more details, see [MS-RDPEDYC] section 2.2.1.
2. The RDP client responds with a Capabilities Response PDU that states the maximum version level that it supports. For more details, see [MS-RDPEDYC] section 2.2.1.
3. The RD Session Host and RDP client exchange Create Request and Create Response PDUs to establish the DVC for Plug and Play redirection. For more details, see [MS-RDPEDYC] section 2.2.2.
4. The RDP client sends data from the Plug and Play device to the RD Session Host (as described in the next portion of this section). For more details, see [MS-RDPEDYC] section 2.2.3.
5. To close the channel, the RD Session Host sends a Close Request PDU for the DVC. For more details, see [MS-RDPEDYC] section 2.2.4.
6. The RDP client responds with a Close Response PDU. For more details, see [MS-RDPEDYC] section 2.2.4.
After the RDP connection sequence has begun and a DVC has been established, data from a Plug and Play device is redirected.
The following figure describes the sequence of adding a Plug and Play device to the RDP client, transferring data to and from the device, and removing the device from the RDP client.
[image: Detailed sequence for redirecting data from a Plug and Play device]
Figure 10: Detailed sequence for redirecting data from a Plug and Play device
The following steps describe this sequence:
1. The RD Session Host exposes its capabilities and version information to the RDP client after the RDP connection is initialized, as described in [MS-RDPEPNP] section 2.2.1.2.
2. The RDP client responds by sending its capabilities and version information, as described in [MS-RDPEPNP] section 2.2.1.2.
3. When the Plug and Play device is physically added to the RDP client, the RD Session Host sends an Authenticated Client message to the RDP client, as described in [MS-RDPEPNP] section 2.2.1.2.3 and section 2.2.1.3.1.
4. The RDP client responds with a Client Device Additions message, as described in [MS-RDPEPNP] section 2.2.1.2.3 and section 2.2.1.3.1.
5. The RD Session Host sends a Capabilities Request message to the RDP client, as described in [MS-RDPEPNP] section 2.2.2.2.1.
6. The RDP client responds by exposing its capabilities, as described in [MS-RDPEPNP] section 2.2.2.2.2.
7. Depending on the Plug and Play device added, device I/O messages such as File Create/Read/Write/IOControl Request messages can be sent from the TS Server to the RDP client.
8. The RDP client responds with File Create/Read/Write/IOControl Response messages.
9. The RDP client can send Custom Event messages to the TS Server with details.
10. Depending on the RDP client message, the RD Session Host will send a Specific IoCancel Request message. For more details on steps 7 through 10, see [MS-RDPEPNP] section 2.2.2.3.
11. The RDP client responds by sending a Client Device Removal message, as described in [MS-RDPEPNP] section 2.2.1.2.3 and section 2.2.1.3.2.
[bookmark: section_eaebc7cda43b42acaf4fbdddbeaae547][bookmark: _Toc528903804]Example 4: Redirecting Clipboard Data
This example demonstrates the process of redirecting clipboard data on a remote application running on an RD Session Host server as described in section 2.5.2.2.
Prerequisites
The RDP client is connected to the RD Session Host. The RDP connection supports clipboard redirection. The remote desktop or remote application is running on the RD Session Host. The RD Session Host has permission to access the clipboard on the RDP client.
Initial System State 
The RDP client and RD Session Host are connected but no clipboard operations between the client applications are possible.
Final System State 
The RDP client application will be able to do clipboard operations between client applications.
Sequence of Events
The clipboard initialization sequence and the clipboard data transfer sequence is illustrated in the following diagrams.
[image: Clipboard initialization sequence]
Figure 11: Clipboard initialization sequence
[image: Data transfer sequence]
Figure 12: Data transfer sequence
The steps of the clipboard initialization sequence and data transfer sequence are as follows:
1. The RDP client establishes a Remote Desktop Protocol (RDP) connection with the RD Session Host.
2. The RD Session Host sends a Clipboard Capabilities protocol data unit (PDU) to the RDP client to advertise the capabilities that it supports.
3. The RD Session Host sends a Monitor Ready PDU to the RDP client.
4. Upon receiving the Monitor Ready PDU, the RDP client transmits its capabilities to the RD Session Host by using a Clipboard Capabilities PDU. For more details on steps 2, 3, and 4, see [MS-RDPECLIP] section 2.2.2.
5. The final stage of the Initialization Sequence involves synchronizing the clipboard formats on the RD Session Host clipboard and the RDP client. This is accomplished by effectively mimicking a copy operation on the RDP client by forcing it to send a Format List PDU to the RD Session Host.
6. The RD Session Host responds with a Format List Response PDU.
7. To copy the data, the RDP client sends a Format List PDU to the RD Session Host.
8. The RD Session Host responds with a Format List Response PDU. For more details on steps 5 through 8, see [MS-RDPECLIP] section 2.2.3.
9. [bookmark: Appendix_A_Target_5]The RD Session Host sends a Lock Clipboard Data PDU to retain data on the clipboard until Unlock Clipboard Data PDU, as described in [MS-RDPECLIP] section 2.2.4, is received<5>.
10. The RD Session Host sends a Format Data Request PDU in cases of generic or metafile data or a File Contents Request PDU in cases of file stream data, as described in [MS-RDPECLIP] section 2.2.5.
11. The client sends a Format Data Response PDU/File Contents Response PDU (with the data) accordingly, in response to the request sent by the RD Session Host, as described in [MS-RDPECLIP] section 2.2.5.
12. [bookmark: Appendix_A_Target_6]The RD Session Host sends an Unlock Clipboard Data PDU to release data on the clipboard that was locked by the Lock Clipboard Data PDU, as described in [MS-RDPECLIP] section 2.2.4<6>.
The Lock Clipboard Data PDU can be sent at any point in time after the Format list PDU message of the Clipboard Initialization Sequence, and the Unlock Clipboard Data PDU can be sent only after the Lock Clipboard Data PDU is sent.
[bookmark: section_121c19c3279c4904b64bc42adc7eaeae][bookmark: _Toc528903805]Example 5: Disconnection Sequence
This example demonstrates the process of disconnecting an RDP client from an RD Session Host as described in section 2.5.3.
There are two ways an RDP client can leave a connection with an RD Session Host:
· The user of the RDP client logs off from the RD Session Host.
· The RDP client is disconnected from an RD Session Host.
[bookmark: section_dc5ec95ed32e451c8572595a79fb4785][bookmark: _Toc528903806]RDP Client Logoff from RD Session Host
This example demonstrates the process of disconnecting an RDP client from an RD Session Host as described in section 2.5.3.1.
Prerequisites
Licensing, authentication, authorization, and DNS services are available. A connection exists between the RDP client and RD Session Host.
Initial System State 
The RDP client and RD Session Host are connected.
Final System State 
The RDP client and RD Session Host are disconnected.
Sequence of Events
The disconnecting sequence is illustrated in the following diagram.
[image: Sequence of RDP client logging off from RD Session Host]
Figure 13: Sequence of RDP client logging off from RD Session Host
The following steps describe one particular example of this sequence:
1. The user attempts to log off the remote desktop.
2. After logging off the remote desktop, the RD Session Host communicates the reason for termination to the client by carrying out the following optional actions in sequence ([MS-RDPBCGR] section 1.3.1.4.2):
· Sending a Set Error Info PDU ([MS-RDPBCGR] section 2.2.5.1.1) containing the error code 0x0000000C (ERRINFO_LOGOFF_BY_USER).
· Sending an MCS Disconnect Provider Ultimatum PDU ([MS-RDPBCGR] section 2.2.2.3) with the reason code set to "user requested".
3. The RD Session Host terminates the user session and cleans up resources associated with the session.
[bookmark: section_8fa02fcd24804dd2a3076ebf912c5630][bookmark: _Toc528903807]RDP Client Disconnects from RD Session Host
This example demonstrates the process of disconnecting an RDP client from an RD Session Host as described in section 2.5.3.2.
Prerequisites
Licensing, authentication, authorization, and DNS services are available. A connection exists between the RDP client and RD Session Host.
Initial System State 
The RDP client and RD Session Host are connected.
Final System State 
The RDP client and RD Session Host are disconnected.
Sequence of Events
The disconnecting sequence is illustrated in the following diagram.
[image: Disconnecting an RDP client from an RD Session Host]
Figure 14: Disconnecting an RDP client from an RD Session Host
The following steps describe this sequence:
1. The RDP client does not perform any action and remains idle for a certain period of time.
2. The RDP client will be disconnected from the RD Session Host due to the RDP client being turned off because of network problems, or for other reasons. In these cases, the user session established on the RD Session Host remains active for a certain amount of time, depending on how the RD Session Host is configured.
[bookmark: section_aa0449fc9642420690a8aac72f1b72fd][bookmark: _Toc528903808]Example 6: Establishing a Multitransport Connection
This example demonstrates the process of establishing a multitransport connection as described in section 2.5.1.5.
Prerequisites
· A valid, non-expired license exists for the client on the License Server.
· The RD Session Host server is operational and listening for an RDP connect request on port 3389. If the RDP client is using the IPv6 protocol, the RD Session Host supports the IPv6 protocol.
Initial System State
The RDP client and RD Session Host are not connected.
Final System State
The RDP client is connected to the RD Session Host and a multitransport connection exists which can be used to tunnel dynamic virtual channel data.
Sequence of Events
The multitransport setup sequence is initiated after the licensing phase of the RDP handshake [MS-RDPBCGR] (section 1.3.1.1) and is illustrated in the following diagram: 
[image: Establishing a Multitransport Connection]
Figure 15: Establishing a Multitransport Connection
1. The RDP server initiates a multitransport connection by sending an Initiate Multitransport Request PDU ([MS-RDPBCGR] section 2.2.15.1) to the RDP client over the main RDP connection.
2. Upon receiving the Initiate Multitransport Request PDU, the client initiates the creation of the requested transport (reliable or lossy UDP) as described in [MS-RDPEUDP] sections 1.3.2 and 1.3.2.1.
3. After the transport has been successfully set up, the connection is secured by using Transport Layer Security (TLS) or Datagram Transport Layer Security (DTLS) to set up a secure channel. TLS ([RFC2246], [RFC4346] and [RFC5246]) is used to secure reliable UDP transport connections, while DTLS ([RFC4347]) is used to secure lossy UDP transport connections.
4. After the secure channel has been established, the client finalizes the creation of the multitransport connection by sending a request ID and a security cookie to the server in the Tunnel Create Request PDU ([MS-RDPEMT] section 2.2.2.1); this PDU is sent over the newly created and secured multitransport connection. The data sent in the Tunnel Create Request PDU is identical to the data that the client received over the main RDP connection as part of the Initiate Multitransport Request PDU. The server compares the data in the Tunnel Create Request PDU to the data that was sent over the main RDP connection in the Initiate Multitransport Request PDU.
5. When the security check succeeds, the server indicates to the client that it was able to successfully initialize the multitransport connection by sending the Tunnel Create Response PDU ([MS-RDPEMT] section 2.2.2.2) over the multitransport connection.
6. The server and client start transferring data over the multitransport connection.
[bookmark: section_f8dcae1b7ca143b19a1088f49ed8678c][bookmark: _Toc528903809]Microsoft Implementations
The information in this specification is applicable to the following versions of Windows:
· Windows 2000 operating system
· Windows 2000 Server operating system
· Windows XP operating system
· Windows Server 2003 operating system
· Windows Vista operating system
· Windows Server 2008 operating system
· Windows 7 operating system
· Windows Server 2008 R2 operating system
· Windows 8 operating system
· Windows Server 2012 operating system
· Windows 8.1 operating system
· Windows Server 2012 R2 operating system
· Windows 10 operating system
· Windows Server 2016 operating system
· Windows Server operating system
· Windows Server 2019 operating system
There are no variations in the behavior of the Remote Desktop Services protocols in different versions of Windows beyond those described in the specifications of the protocols supported by the system, as listed in section Protocol Summary.
[bookmark: section_f3490facbbf9462a83179dfd30dce122][bookmark: _Toc528903810]Product Behavior
<1> Section 2: UDP connection and data transfer is not supported by the Windows 2000, Windows 2000 Server, Windows XP, Windows Server 2003, Windows Vista, Windows Server 2008, Windows 7, and Windows Server 2008 R2 operating systems.
<2> Section 2: Remote Desktop Protocol: Graphics Pipeline Extension is not supported by the Windows 2000, Windows 2000 Server, Windows XP, Windows Server 2003, Windows Vista, Windows Server 2008, Windows 7, and Windows Server 2008 R2 operating systems.
<3> Section 2.1.1.2: Remote Desktop Protocol: Input Virtual Channel Extension is used for remoting touch and pen input and is not applicable in the Windows 2000, Windows 2000 Server, Windows XP, Windows Server 2003, Windows Vista, Windows Server 2008, Windows 7, and Windows Server 2008 R2 operating systems. Redirection of pen input is not supported by Windows 8, Windows Server 2012 operating system, Windows 8.1, and Windows Server 2012 R2.
<4> Section 2.9.1: In the Microsoft implementation of the Remote Desktop Services, the Windows security system is leveraged when handling user passwords.
<5> Section 3.4: The Lock Clipboard Data PDU and Unlock Clipboard Data PDU are mandatory in Windows 7 and Windows Server 2008 R2 operating system.
<6> Section 3.4: The Lock Clipboard Data PDU and Unlock Clipboard Data PDU are mandatory in Windows 7 and Windows Server 2008 R2.
[bookmark: section_0859e131059e49f1b160ac325741e2ac][bookmark: _Toc528903811]Change Tracking
This section identifies changes that were made to this document since the last release. Changes are classified as Major, Minor, or None. 
The revision class Major means that the technical content in the document was significantly revised. Major changes affect protocol interoperability or implementation. Examples of major changes are:
· A document revision that incorporates changes to interoperability requirements.
· A document revision that captures changes to protocol functionality.
The revision class Minor means that the meaning of the technical content was clarified. Minor changes do not affect protocol interoperability or implementation. Examples of minor changes are updates to clarify ambiguity at the sentence, paragraph, or table level.
The revision class None means that no new technical changes were introduced. Minor editorial and formatting changes may have been made, but the relevant technical content is identical to the last released version.
The changes made to this document are listed in the following table. For more information, please contact dochelp@microsoft.com.
	Section
	Description
	Revision class

	2.1.1.2 Redirection Functionality
	Added camera redirection capability for this version of Windows and Windows Server.
	Major

	2.2 Protocol Summary
	Updated this section for this version of Windows and Windows Server (added camera redirection and UDP Transport Extension Version 2 protocols).
	Major

	2.2.1 Protocol Relationship Diagram
	Updated the figure with the camera redirection and UDP Transport Extension Version 2 protocols for this version of Windows and Windows Server.
	Major

	4 Microsoft Implementations
	Added Windows Server 2019 operating system to the list of applicable products and product behavior notes.
	Major
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