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[bookmark: section_9a45730ce5f241f4bb7a7d47d27793c7][bookmark: _Toc432489374]Introduction
This document specifies the Remote Desktop Protocol: Telemetry Virtual Channel Extension to the Remote Desktop Protocol: Basic Connectivity and Graphics Remoting, as specified in [MS-RDPBCGR]. The telemetry protocol defined in section 2.2 is used to send client performance metrics to the server, thus providing a way to collate statistics about the quality of the RDP experience.
Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD, MUST, MUST NOT, and SHOULD NOT as defined in [RFC2119]. Sections 1.5 and 1.9 are also normative but do not contain those terms. All other sections and examples in this specification are informative.
[bookmark: section_f243341afc3d4231b5114d1acbcf068b][bookmark: _Toc432489375]Glossary
The following terms are specific to this document:
[bookmark: gt_372d5ad1-677d-4f38-ad65-a5849f11215f]ANSI character: An 8-bit Windows-1252 character set unit.
[bookmark: gt_079478cb-f4c5-4ce5-b72b-2144da5d2ce7]little-endian: Multiple-byte values that are byte-ordered with the least significant byte stored in the memory location with the lowest address.
[bookmark: gt_b416f72e-cf04-4d80-bf93-f5753f3b0998]terminal server: A computer on which terminal services is running.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_0a0b862985c54990ab5df7e9b761e33d][bookmark: _Toc432489376]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_db03818a17064aa18709fca8a06f1ecc][bookmark: _Toc432489377]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[MS-RDPBCGR] Microsoft Corporation, "Remote Desktop Protocol: Basic Connectivity and Graphics Remoting".
[MS-RDPEDYC] Microsoft Corporation, "Remote Desktop Protocol: Dynamic Channel Virtual Channel Extension".
[MS-RDPEGFX] Microsoft Corporation, "Remote Desktop Protocol: Graphics Pipeline Extension".
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[bookmark: section_05491bf679124a358b87ef97bd1d657b][bookmark: _Toc432489378]Informative References
None.
[bookmark: section_39bb54fd3221477c99556e603001ef63][bookmark: _Toc432489379]Overview
The Remote Desktop Protocol: Telemetry Virtual Channel Extension consists of a single client-to-server PDU (section 2.2.1) sent over an RDP dynamic virtual channel (section 2.1) every time a connection is established.
[bookmark: section_e3bb76ca761e4d51bc8c3f2483090d95][bookmark: _Toc432489380]Relationship to Other Protocols
The Remote Desktop Protocol: Telemetry Virtual Channel Extension is embedded in a dynamic virtual channel transport, as specified in [MS-RDPEDYC] sections 1 to 3.
[bookmark: section_9ac17a5ea4924f6a96b410914199a455][bookmark: _Toc432489381]Prerequisites/Preconditions
The Remote Desktop Protocol: Telemetry Virtual Channel Extension operates only after the dynamic virtual channel transport is fully established. If the dynamic virtual channel transport is terminated, the Remote Desktop Protocol: Telemetry Virtual Channel Extension is also terminated. The protocol is terminated by closing the underlying virtual channel. For details about closing the dynamic virtual channel, see [MS-RDPEDYC] section 3.1.5.2.
[bookmark: section_1b1a38a8543c4f2bb260057577a189c3][bookmark: _Toc432489382]Applicability Statement
The Remote Desktop Protocol: Telemetry Virtual Channel Extension is applicable in scenarios where a mechanism to transmit telemetry data to a terminal server is required.
[bookmark: section_5d664496096047e6a1089f3cb99d200f][bookmark: _Toc432489383]Versioning and Capability Negotiation
None.
[bookmark: section_57d29b88cd3840dcb64eff236464f990][bookmark: _Toc432489384]Vendor-Extensible Fields
None.
[bookmark: section_3c8ecfcd86fc405095c40d89f038c2fd][bookmark: _Toc432489385]Standards Assignments
None.
[bookmark: section_0122be21310c40dc87bf88eb36cf87c3][bookmark: _Toc432489386]Messages
[bookmark: section_245d4ee3df2640a385b7c6ffacfef386][bookmark: _Toc432489387]Transport
The Remote Desktop Protocol: Telemetry Virtual Channel Extension is designed to operate over a dynamic virtual channel, as specified in [MS-RDPEDYC] sections 1 to 3. The dynamic virtual channel name is the null-terminated ANSI character string "Microsoft::Windows::RDS::Telemetry". The usage of channel names in the context of opening a dynamic virtual channel is specified in [MS-RDPEDYC] section 2.2.2.1.
[bookmark: section_5bb2dd4c29f241eeb6f7abd9fceeac1a][bookmark: _Toc432489388]Message Syntax
The following sections specify the Remote Desktop Protocol: Telemetry Virtual Channel Extension message syntax. 
All multiple-byte fields within a message MUST be marshaled in little-endian byte order, unless otherwise specified.
[bookmark: section_47ee7bcaf27040acbde28ceed6093624][bookmark: _Toc432489389]RDP_TELEMETRY_PDU
The RDP_TELEMETRY_PDU message is a client-to-server PDU that is used to transmit metrics with respect to the time it took the client to complete a fully functional connection to the server.
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	Id
	Length
	PromptForCredentialsMillis

	...
	PromptForCredentialsDoneMillis

	...
	GraphicsChannelOpenedMillis

	...
	FirstGraphicsReceivedMillis

	...


Id (1 byte): An 8-bit unsigned integer that MUST contain the value 0x01.
Length (1 byte): An 8-bit unsigned integer that specifies the length, in bytes, of the PDU. This field MUST be set to 0x12.
PromptForCredentialsMillis (4 bytes): A 32-bit unsigned integer that specifies the difference, in milliseconds, between the time when the connection was initiated, and the time when a credentials prompt dialog was shown to the user. This value MUST be zero if no credentials prompt dialog was displayed.
PromptForCredentialsDoneMillis (4 bytes): A 32-bit unsigned integer that specifies the difference, in milliseconds, between the time when the connection was initiated, and the time when credentials were successfully provided by the user. This value MUST be zero if no credentials prompt dialog was displayed.
GraphicsChannelOpenedMillis (4 bytes): A 32-bit unsigned integer that specifies the difference, in milliseconds, between the time when the connection was initiated, and the time when the Remote Desktop Protocol: Graphics Pipeline Extension dynamic virtual channel ([MS-RDPEGFX] section 2.1) was accepted by the client.
FirstGraphicsReceivedMillis (4 bytes): A 32-bit unsigned integer that specifies the difference in milliseconds, between the time when the connection was initiated, and the time when the first Desktop Protocol: Graphics Pipeline Extension graphics message ([MS-RDPEGFX] section 2.2) was received by the client.
[bookmark: section_610873c03d684dbfa5ce3c4fd7a34ba2][bookmark: _Toc432489390]Protocol Details
[bookmark: section_d951c57402764d83a10b498bdaf0bfa7][bookmark: _Toc432489391]Server Details
[bookmark: section_b6b873e0c2034e3198a0defa99ff9996][bookmark: _Toc432489392]Abstract Data Model
None.
[bookmark: section_a2f929652814493b819640ff771f7bfe][bookmark: _Toc432489393]Timers
None.
[bookmark: section_bd9d9560458d40a28bffc59a67e1ef3d][bookmark: _Toc432489394]Initialization
None.
[bookmark: section_2acff61424c94577b8f67b723e020356][bookmark: _Toc432489395]Higher-Layer Triggered Events
None.
[bookmark: section_4388c01cf66f4fdca56b9c07128ba62d][bookmark: _Toc432489396]Processing Events and Sequencing Rules
[bookmark: section_95ebeddb100c462c8ea4b1bd086e5c7b][bookmark: _Toc432489397]Processing RDP_TELEMETRY_PDU
The structure and fields of the RDP_TELEMETRY_PDU message are specified in section 2.2.1. Processing of this message is optional. Upon receiving this message, the server SHOULD log an event with the connection information contained in the PromptForCredentialsMillis, PromptForCredentialsDoneMillis, GraphicsChannelOpenedMillis and FirstGraphicsReceivedMillis fields.
[bookmark: section_4cf529788c6a40c5b116c9631f9dcf69][bookmark: _Toc432489398]Timer Events
None.
[bookmark: section_7c5ccd53e1d14ba4b29e91efc7b3e2c2][bookmark: _Toc432489399]Other Local Events
None.
[bookmark: section_95fcd27f64c8416592e4c7e0944da228][bookmark: _Toc432489400]Client Details
[bookmark: section_431b2edb0f38470bab11f63621cc9d14][bookmark: _Toc432489401]Abstract Data Model
None.
[bookmark: section_efbc8c6307fc452796063013f074fb82][bookmark: _Toc432489402]Timers
None.
[bookmark: section_d53b2da7933040abba99c769ecec9c20][bookmark: _Toc432489403]Initialization
None.
[bookmark: section_1f5732d1cbc24a6b9256172277e58409][bookmark: _Toc432489404]Higher-Layer Triggered Events
None.
[bookmark: section_c5f052667c4d4e72aad095adaa424842][bookmark: _Toc432489405]Processing Events and Sequencing Rules
[bookmark: section_e5270011b8e240b392e1c7460af45edc][bookmark: _Toc432489406]Sending RDP_TELEMETRY_PDU
The structure and fields of the RDP_TELEMETRY_PDU message are specified in section 2.2.1. The message fields MUST be populated in accordance with this description. Transmission of the RDP_TELEMETRY_PDU message to the server is optional.
[bookmark: section_508578ec08af46dcb30439ff14e4e9e4][bookmark: _Toc432489407]Timer Events
None.
[bookmark: section_815e55b164d44a01902ac82a10f45258][bookmark: _Toc432489408]Other Local Events
None.
[bookmark: section_68433d8b24844bc195d664a813ff00a3][bookmark: _Toc432489409]Protocol Examples
None.
[bookmark: section_de77ca3186524411b3182e3670b08f22][bookmark: _Toc432489410]Security
[bookmark: section_ea7bf7aef5a0483ebf7737eda9470537][bookmark: _Toc432489411]Security Considerations for Implementers
None.
[bookmark: section_23d9dd2ff4ff433eba7891d5541d9b74][bookmark: _Toc432489412]Index of Security Parameters
None.
[bookmark: section_acb83c16c46840dc86f15605d26ab981][bookmark: _Toc432489413]Appendix A: Product Behavior
The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include released service packs.
· Windows 8.1 operating system
· Windows Server 2012 R2 operating system
· Windows 10 operating system
· Windows Server 2016 Technical Preview operating system
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product does not follow the prescription.
Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number appears with the product version, behavior changed in that service pack or QFE. The new behavior also applies to subsequent service packs of the product unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product does not follow the prescription.
[bookmark: section_39bdddffb2ab4859afb095794d276b2c][bookmark: _Toc432489414]Change Tracking
No table of changes is available. The document is either new or has had no changes since its last release.
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