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[bookmark: section_ed07b8a82a5f4c6c96fb4c9e84487b9c][bookmark: _Toc523915454]Introduction
Remote Desktop Protocol: Video Capture Virtual Channel Extension is used to transfer video capture data from a Remote Desktop Protocol client to a Remote Desktop Protocol server.
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_da2a48e5408c4c79b85ae3ea2012b66c][bookmark: _Toc523915455]Glossary
This document uses the following terms:
[bookmark: gt_372d5ad1-677d-4f38-ad65-a5849f11215f]ANSI character: An 8-bit Windows-1252 character set unit.
[bookmark: gt_0b3e6685-1da7-46b7-b237-c3495bd08db1]device channel: A dynamic virtual channel created for each redirected video capture device and used to communicate with that device.
[bookmark: gt_3587edd3-4ebc-4053-9427-77d2765100fa]device enumeration channel: A dynamic virtual channel used to negotiate the protocol version and to notify the server when a video-capture device is added or removed. The dynamic virtual channel name of the device enumeration channel is the null-terminated ANSI-encoded character string "RDCamera_Device_Enumerator".
[bookmark: gt_fda9b8e9-bec6-4e04-9833-83bee294f3d3]dynamic virtual channel: A transport used for lossless communication between an RDP client and a server component over a main data connection, as specified in [MS-RDPEDYC].
[bookmark: gt_5eda1f18-8071-4b27-ab0f-07f1fb79199d]Joint Photographic Experts Group (JPEG): A raster graphics file format for displaying high-resolution color graphics. JPEG graphics apply a user-specified compression scheme that can significantly reduce the file sizes of photo-realistic color graphics. A higher level of compression results in lower quality, whereas a lower level of compression results in higher quality. JPEG-format files have a .jpg or .jpeg file name extension.
[bookmark: gt_b58fec62-3d34-4209-94eb-e933b4cd4513]Remote Desktop Protocol (RDP) client: The client that initiated a remote desktop connection.
[bookmark: gt_2041833b-a196-4b8a-b8a8-8ed5424415b9]Remote Desktop Protocol (RDP) server: The server to which a client initiated a remote desktop connection.
[bookmark: gt_21a1d3b9-1c2c-431e-854c-af747e0c27fc]sample: The smallest fundamental unit (such as a frame) in which media is stored and processed.
[bookmark: gt_0ebf883e-774a-4250-b2a9-ba004a720a37]sequence parameter set/picture parameter set (SPS/PPS): Data units in an H.264 stream that include metadata about the stream.
[bookmark: gt_77f4bf29-823b-4aa6-973d-559d31423b75]stream format: A specification for encoding a particular type of data as a stream.
[bookmark: gt_fd33af2e-e1ce-4f8e-a706-f9fb8123f9b0]Unicode character: Unless otherwise specified, a 16-bit UTF-16 code unit.
[bookmark: gt_74615d14-4462-4a5c-a4aa-73b8cea35d5e]video frame: A single still image that is shown as part of a quick succession of images in a video.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_5967b14aa883406ea677ca671c23627c][bookmark: _Toc523915456]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_6ec8491031f541379acd30c5078bc9b4][bookmark: _Toc523915457]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[ITU-H.264-201704] ITU-T, "Advanced video coding for generic audiovisual services", Recommendation: H.264 April 2017, https://www.itu.int/rec/T-REC-H.264-201704-I/en
[MS-RDPBCGR] Microsoft Corporation, "Remote Desktop Protocol: Basic Connectivity and Graphics Remoting".
[MS-RDPEDYC] Microsoft Corporation, "Remote Desktop Protocol: Dynamic Channel Virtual Channel Extension".
[MSDN-YUVFormats] Microsoft Corporation, "Recommended 8-Bit YUV Formats for Video Rendering", https://msdn.microsoft.com/en-us/library/windows/desktop/dd206750(v=vs.85).aspx
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[bookmark: section_3df3f5b0c687484fadca4f07c75c0b6b][bookmark: _Toc523915458]Informative References
None.
[bookmark: section_2cf70f63b50944e39798a11016f23446][bookmark: _Toc523915459]Overview
This section provides a high-level overview of the operation of the Remote Desktop Protocol: Video Capture Virtual Channel Extension. The purpose of this protocol is to transfer video capture data from a Remote Desktop Protocol (RDP) client to a Remote Desktop Protocol (RDP) server, hereinafter referred to as client and server, respectively. For example, an application running on a server can request to record video capture data. This data will be transferred from the client to the server, allowing a server application to record from a video capture device installed on the client.
The protocol uses multiple dynamic virtual channels. There is one channel for version negotiation and device enumeration and one channel for each redirected video capture device, hereinafter referred to as the device enumeration channel and device channel, respectively.
The protocol is divided into the following logical sequences:
Version Negotiation sequence: The client and the server negotiate the protocol version.
New Device sequence: The client creates a new device channel for every new video capture device available for redirection and notifies the server. 
Device Removal sequence: The client notifies the server when a specific video capture device is no longer available for redirection.
Device Initialization sequence: The server uses this sequence to enumerate streams and video formats supported by the video capture device.
Video Capture sequence: The server uses this sequence to receive video data from the video capture device.
Device Control Initialization sequence: The server uses this sequence to enumerate device properties supported by the video capture device.
Device Control sequence: The server uses this sequence to control device properties of the video capture device.
[bookmark: section_4a164fda4ce84f5988e35ecbb521e25c][bookmark: _Toc523915460]Version Negotiation sequence
[bookmark: Appendix_A_Target_1]This sequence occurs on the device enumeration channel. The client and the server negotiate the protocol version by exchanging the Select Version Request (section 2.2.2.1) and Select Version Response messages (section 2.2.2.2). The client sends the highest protocol version it supports in the Select Version Request and receives the protocol version selected by the server in the Select Version Response. These two messages MUST be the first messages exchanged. All subsequent protocol messages MUST use the negotiated protocol version. The client MUST support all the protocol versions less than the highest one it supports.<1>
[image: ]
Figure 1: Version Negotiation sequence
[bookmark: section_8027556250f74a2f9683dfdced97af07][bookmark: _Toc523915461]New Device sequence
This sequence occurs on the device enumeration channel. Immediately after the Version Negotiation sequence (section 1.3.1), the client enumerates all the video capture devices available for redirection, creates a dynamic virtual channel for each of them, and sends a Device Added Notification (section 2.2.2.3) to the server for each device. Whenever the client detects a new video capture device, it creates a new dynamic virtual channel and sends another Device Added Notification to the server.
[image: ]
Figure 2: New Device sequence
[bookmark: section_8424c8c75ac8414a9e9600778405407f][bookmark: _Toc523915462]Device Removal sequence
This sequence occurs on the device enumeration channel. If a redirected video capture device becomes unavailable on the client, the client sends a Device Removed Notification (section 2.2.2.4) to the server. After receiving the Device Removed Notification, the server MUST stop using the corresponding device channel and notify applications that the device has been removed. 
[image: ]
Figure 3: Device Removal sequence
[bookmark: section_606dc5545d764f4a8b0aa379d57fffc3][bookmark: _Toc523915463]Device Initialization sequence
This sequence occurs on the device channel. The server uses this sequence to enumerate video streams and stream formats supported by the video capture device associated with this channel. First, the server sends an Activate Device Request (section 2.2.3.3) to make the device ready for use. Next, the server sends a Stream List Request (section 2.2.3.5) to enumerate video streams on the device.  Then, for each stream the server sends a Media Type List Request (section 2.2.3.7) to obtain a list of supported stream formats for that stream. Finally, the server sends a Current Media Type Request (section 2.2.3.9) to obtain the stream format currently selected for each stream. At the end of the sequence, the server sends a Deactivate Device Request (section 2.2.3.4) to allow the client to free resources associated with the device.
[image: ]
Figure 4: Device Initialization sequence
[bookmark: section_d7ae9bda0dde455b82efe7858a87e46e][bookmark: _Toc523915464]Video Capture sequence
This sequence occurs on the device channel. The server uses this sequence to receive video data from the video capture device on the client associated with this channel. First, the server sends an Activate Device Request (section 2.2.3.3), if it did not do so yet, to ensure that the device is ready for use. Next, the server sends a Start Streams Request (section 2.2.3.11) to select the video stream(s) to produce video samples and to select the current stream format for each stream. Then, for each stream the server starts sending Sample Requests (section 2.2.3.13). For each Sample Request, when a new sample is ready, the client sends back a Sample Response (section 2.2.3.14) containing the video sample. When the server does not require any more video data, it sends a Stop Streams Request (section 2.2.3.12). At the end of the sequence, the server sends a Deactivate Device Request (section 2.2.3.4) to allow the client to free resources associated with the device.
[image: ]
Figure 5: Video Capture sequence
[bookmark: section_e6848298e3bc4a5bb0986460730616fd][bookmark: _Toc523915465]Device Control Initialization sequence
This sequence occurs on the device channel. The server uses this sequence to discover which device properties (such as Brightness, Focus, and so on) the redirected video capture device supports, their value ranges, and current values. First, the server sends an Activate Device Request (section 2.2.3.3), if it did not do so yet, to ensure that the device is ready for use. Next, the server sends a Property List Request (section 2.2.3.16) to obtain a list of device properties supported by the device. Then, for each supported device property the server sends a Property Value Request (section 2.2.3.18) to obtain the current value of the property. At the end of the sequence, the server sends a Deactivate Device Request (section 2.2.3.4) to allow the client to free resources associated with the device.
[image: ]
Figure 6: Device Control Initialization sequence
[bookmark: section_a64873898c824a178deed67c630d008b][bookmark: _Toc523915466]Device Control sequence
This sequence occurs on the device channel. The server uses this sequence to change the values of various device properties on the video capture device associated with this channel. First, the server sends an Activate Device Request (section 2.2.3.3), if it did not do so yet, to ensure that the device is ready for use. Next, the server sends a Set Property Value Request (section 2.2.3.20) for each device property which needs to be adjusted. At the end of the sequence, the server sends a Deactivate Device Request (section 2.2.3.4) to allow the client to free resources associated with the device.
[image: ]
Figure 7: Device Control sequence
[bookmark: section_9e7be021ffbc48779c5297be388f5447][bookmark: _Toc523915467]Relationship to Other Protocols
The Remote Desktop Protocol: Video Capture Virtual Channel Extension is embedded in a dynamic virtual channel transport, as specified in [MS-RDPEDYC] sections 1 to 3.
[bookmark: section_6227dbe1ed8d46a7a3abf695b12a0b5f][bookmark: _Toc523915468]Prerequisites/Preconditions
The Remote Desktop Protocol: Video Capture Virtual Channel Extension operates only after the dynamic virtual channel transport is fully established. If the dynamic virtual channel transport is terminated, the Remote Desktop Protocol: Video Capture Virtual Channel Extension is also terminated. The protocol is terminated by closing the underlying virtual channel. For details about closing the dynamic virtual channel, refer to [MS-RDPEDYC] section 3.2.5.2.
[bookmark: section_683fab6bbdd349d1a43b3557e4e041b3][bookmark: _Toc523915469]Applicability Statement
The Remote Desktop Protocol: Video Capture Virtual Channel Extension is designed to run within the context of a Remote Desktop Protocol (RDP) dynamic virtual channel established between a Remote Desktop Protocol (RDP) client and Remote Desktop Protocol (RDP) server. This protocol is applicable when any local client video capture devices needs to be accessible (redirected) in the remote session hosted on the server.
[bookmark: section_af8167c72fef48029c72971475c31ad9][bookmark: _Toc523915470]Versioning and Capability Negotiation
The Remote Desktop Protocol: Video Capture Virtual Channel Extension performs explicit version negotiation as described in section 1.3.1.
[bookmark: section_87048472b7c44dcca9859d9407f7abc3][bookmark: _Toc523915471]Vendor-Extensible Fields
None.
[bookmark: section_6947aac86c144b3394978518ca3caac4][bookmark: _Toc523915472]Standards Assignments
None.
[bookmark: section_e933711824f9460ca756a61532e8632d][bookmark: _Toc523915473]Messages
[bookmark: section_340f650858344cbfa7fa933cb91e319c][bookmark: _Toc523915474]Transport
This protocol is designed to operate over dynamic virtual channels, as specified in [MS-RDPEDYC] sections 1 to 3. A single channel is used during the device enumeration phase of the protocol, and separate channels are created for each redirected video capture device. The name of the device enumeration channel MUST be the null-terminated ANSI-encoded character string "RDCamera_Device_Enumerator". The name of a device channel MUST be a null-terminated ANSI encoded character string containing a maximum of 256 characters. The usage of a channel name when opening a dynamic virtual channel is specified in [MS-RDPEDYC] section 2.2.2.1. The RDP layer manages the creation, setup, and transmission of data over dynamic virtual channels.
[bookmark: section_a0aa5c6f82af4feba5892cdd570248b8][bookmark: _Toc523915475]Message Syntax
The following sections define the syntax for the various messages in the protocol. All multiple-byte fields within a message MUST be marshaled in little-endian byte order, unless otherwise specified.
[bookmark: section_6c9dd9fc0a9a45c484b072cd3986dd39][bookmark: _Toc523915476]Shared Message Header (SHARED_MSG_HEADER)
The SHARED_MSG_HEADER structure is a common header included in every message of the protocol.
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	Version
	MessageId


Version (1 byte): An 8-bit unsigned integer that specifies the protocol version of the message. This field MUST be set to either 1 or 2.
MessageId (1 byte): An 8-bit unsigned integer that specifies the type of the message. 
	Value
	Meaning

	SuccessResponse
1
	A Success Response (section 2.2.3.1) message.

	ErrorResponse
2
	An Error Response (section 2.2.3.2) message.

	SelectVersionRequest
3
	A Select Version Request (section 2.2.2.1) message.

	SelectVersionResponse
4
	A Select Version Response (section 2.2.2.2) message.

	DeviceAddedNotification
5
	A Device Added Notification (section 2.2.2.3) message.

	DeviceRemovedNotification
6
	A Device Removed Notification (section 2.2.2.4) message.

	ActivateDeviceRequest
7
	An Activate Device Request (section 2.2.3.3) message.

	DeactivateDeviceRequest
8
	A Deactivate Device Request (section 2.2.3.4) message.

	StreamListRequest
9
	A Stream List Request (section 2.2.3.5) message.

	StreamListResponse
10
	A Stream List Response (section 2.2.3.6) message.

	MediaTypeListRequest
11
	A Media Type List Request (section 2.2.3.7) message.

	MediaTypeListResponse
12
	A Media Type List Response (section 2.2.3.8) message.

	CurrentMediaTypeRequest
13
	A Current Media Type Request (section 2.2.3.9) message.

	CurrentMediaTypeResponse
14
	A Current Media Type Response (section 2.2.3.10) message.

	StartStreamsRequest
15
	A Start Streams Request (section 2.2.3.11) message.

	StopStreamsRequest
16
	A Stop Streams Request (section 2.2.3.12) message.

	SampleRequest
17
	A Sample Request (section 2.2.3.13) message.

	SampleResponse
18
	A Sample Response (section 2.2.3.14) message.

	SampleErrorResponse
19
	A Sample Error Response (section 2.2.3.15) message.

	PropertyListRequest
20
	A Property List Request (section 2.2.3.16) message. This message is supported only by version 2 of the protocol.

	PropertyListResponse
21
	A Property List Response (section 2.2.3.17) message. This message is supported only by version 2 of the protocol.

	PropertyValueRequest
22
	A Property Value Request (section 2.2.3.18) message. This message is supported only by version 2 of the protocol.

	PropertyValueResponse
23
	A Property Value Response (section 2.2.3.19) message. This message is supported only by version 2 of the protocol.

	SetPropertyValueRequest
24
	A Set Property Value Request (section 2.2.3.20) message. This message is supported only by version 2 of the protocol.



[bookmark: section_bce1317baa614dd8962f644c3ac829be][bookmark: _Toc523915477]Messages Exchanged on the Device Enumeration Channel
[bookmark: section_2d96017f533345188ba72a7824d2a218][bookmark: _Toc523915478]Select Version Request
The Select Version Request message is sent by the client over the device enumeration channel to allow the server to select the protocol version. The client MUST set the Version field to the maximum version number supported. In response the server MUST send the Select Version Response (section 2.2.2.2) message.
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the maximum version number supported by the client. The MessageId field MUST be set to SelectVersionRequest (3).
[bookmark: section_f3b7a56529264fdf8c8de45eba16c7fe][bookmark: _Toc523915479]Select Version Response
The Select Version Response message is sent by the server over the device enumeration channel in response to the Select Version Request (section 2.2.2.1) message.
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the maximum version number supported by the server which is not greater than the version number received from the client in the Select Version Request message. The MessageId field MUST be set to SelectVersionResponse (4).
[bookmark: section_69f4acddeb2042b894f8cfd99a3a183e][bookmark: _Toc523915480]Device Added Notification
The Device Added Notification message is sent by the client over the device enumeration channel for each redirected video capture device.
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	DeviceName (variable)

	...

	...

	...

	VirtualChannelName (variable)

	...

	...

	...


Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to DeviceAddedNotification (5).
DeviceName (variable): A null-terminated, variable-length array of Unicode characters containing the display name of the redirected device.
VirtualChannelName (variable): A null-terminated, variable-length array of ANSI characters containing the name of the dynamic virtual channel associated with the redirected device.
[bookmark: section_81646cf806024ed4ba3bb8bae18f29e2][bookmark: _Toc523915481]Device Removed Notification
The Device Removed Notification message is sent by the client over the device enumeration channel when redirection of a specific video capture device needs to be stopped (for example, when a device is disconnected from the client).
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	VirtualChannelName (variable)

	...

	...
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to DeviceRemovedNotification (6).
VirtualChannelName (variable): A null-terminated, variable-length array of ANSI characters containing the name of the dynamic virtual channel associated with the removed device.
[bookmark: section_bc1ed5be43f7454faf6f458d6f1e7b9f][bookmark: _Toc523915482]Messages Exchanged on Device Channels
[bookmark: section_c77d87aec3df4da8b64fb495842a0d91][bookmark: _Toc523915483]Success Response
The Success Response message is sent by the client over a device channel to indicate that a request from the server succeeded.
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to SuccessResponse (1).
[bookmark: section_92eed5a862fb404ba85bb0973e531828][bookmark: _Toc523915484]Error Response
The Error Response message is sent by the client over a device channel if an error occurs while processing a request from the server. 
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	ErrorCode

	...


Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to ErrorResponse (2).
ErrorCode (4 bytes): A 32-bit unsigned integer containing an error code.
	Value
	Meaning

	UnexpectedError
1
	An unexpected error occurred.

	InvalidMessage
2
	An invalid message was received. Either the message is malformed, or the protocol version or message type is unexpected.

	NotInitialized
3
	The object MUST be initialized before the requested operation can be carried out. This error could be returned, for example, when attempting to communicate with a deactivated camera device.

	InvalidRequest
4
	The request is invalid in the current state.

	InvalidStreamNumber
5
	The provided stream number was invalid.

	InvalidMediaType
6
	The data specified for the stream format is invalid, inconsistent, or not supported.

	OutOfMemory
7
	The client ran out of memory.

	ItemNotFound
8
	The device does not support the requested property. This error code is generated only by version 2 of the protocol.

	SetNotFound
9
	The device does not support the requested property set. This error code is generated only by version 2 of the protocol.

	OperationNotSupported
10
	The requested operation is not supported. This error code is generated only by version 2 of the protocol.



[bookmark: section_e7710a27ecec472aa98de55607f02d29][bookmark: _Toc523915485]Activate Device Request
The Activate Device Request message is sent by the server over a device channel to activate the video capture device associated with the channel. In response the client MUST send either the Success Response (section 2.2.3.1) or Error Response (section 2.2.3.2) message.
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	1
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	2
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	3
0
	1

	Header


Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to ActivateDeviceRequest (7).
[bookmark: section_7354aaff37ed4dbea50dbfe50990aec7][bookmark: _Toc523915486]Deactivate Device Request
The Deactivate Device Request message is sent by the server over a device channel to deactivate the video capture device associated with the channel. In response the client MUST send either the Success Response (section 2.2.3.1) or Error Response (section 2.2.3.2) message.
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to DeactivateDeviceRequest (8).
[bookmark: section_73a531e5f8da409abcf570dedbcb9fff][bookmark: _Toc523915487]Stream List Request
The Stream List Request message is sent by the server over a device channel to retrieve the list of video streams supported by the video capture device associated with the channel. In response the client MUST send either the Stream List Response (section 2.2.3.6) or Error Response (section 2.2.3.2) message.
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to StreamListRequest (9).
[bookmark: section_44b0c7186ed04bce91d3920e8b915f7e][bookmark: _Toc523915488]Stream List Response
The Stream List Response message is sent by the client over a device channel in response to the Stream List Request (section 2.2.3.5) message. It contains the list of video streams supported by the video capture device associated with the channel.
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	StreamDescriptions (variable)

	...
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to StreamListResponse (10).
StreamDescriptions (variable): An array of 1 to 255 STREAM_DESCRIPTION (section 2.2.3.6.1) structures.
[bookmark: section_5fb4d7451c6d4dfb913716bd8b093009][bookmark: _Toc523915489]STREAM_DESCRIPTION
The STREAM_DESCRIPTION structure contains properties of a video stream. 
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	FrameSourceTypes
	StreamCategory
	Selected

	CanBeShared


FrameSourceTypes (2 bytes): A 16-bit unsigned integer that specifies the type of data the stream provides. This field MUST contain a combination of one or more of the following flags.
	Flag
	Meaning

	Color
0x0001
	This stream provides color data.

	Infrared
0x0002
	This stream provides infrared data.

	Custom
0x0008
	This stream provides custom data.


StreamCategory (1 byte): An 8-bit unsigned integer that specifies the category of the stream.
	Value
	Meaning

	Capture
1
	Capture category streams provide a stream of compressed or uncompressed digital video.


Selected (1 byte): An 8-bit unsigned integer that MUST be set to 1 if the stream is currently selected to produce video data, otherwise it MUST be set to 0.
CanBeShared (1 byte): An 8-bit unsigned integer that MUST be set to 1 if the stream can be shared between applications, otherwise it MUST be set to 0.
[bookmark: section_fe320705e60649398d5ba179f90f7737][bookmark: _Toc523915490]Media Type List Request
The Media Type List Request message is sent by the server over a device channel to retrieve the list of stream formats supported on the specified stream by the video capture device associated with the channel. In response the client MUST send either the Media Type List Response (section 2.2.3.8) or Error Response (section 2.2.3.2) message. 
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to MediaTypeListRequest (11).
StreamIndex (1 byte): An 8-bit unsigned integer that MUST be set to the index of the stream being queried. This index MUST match the index in the STREAM_DESCRIPTION array returned in the Stream List Response (section 2.2.3.6) message.
[bookmark: section_96e7080d81354004b80d9bfe522fcd28][bookmark: _Toc523915491]Media Type List Response
The Media Type List Response is sent by the client over a device channel in response to a Media Type List Request (section 2.2.3.7) message. It contains the list of stream formats supported by the specified stream of the video capture device associated with the channel.
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	MediaTypeDescriptions (variable)

	...
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to MediaTypeListResponse (12).
MediaTypeDescriptions (variable): An array of 1 or more MEDIA_TYPE_DESCRIPTION (section 2.2.3.8.1) structures.
[bookmark: section_5508248346ea42908e8fe56647c09b97][bookmark: _Toc523915492]MEDIA_TYPE_DESCRIPTION
The MEDIA_TYPE_DESCRIPTION structure specifies the properties of a stream format. 
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	Format
	Width

	...
	Height

	...
	FrameRateNumerator

	...
	FrameRateDenominator

	...
	PixelAspectRatioNumerator

	...
	PixelAspectRatioDenominator

	...
	Flags


Format (1 byte): An 8-bit unsigned integer that specifies the stream codec.
	Value
	Meaning

	H264
1
	H.264 video as described in [ITU-H.264-201704]. 
Media samples contain H.264 bitstream data with start codes and interleaved sequence parameter set/picture parameter set (SPS/PPS) packets. Each sample contains one complete picture, either one field or one frame.

	MJPG
2
	Motion JPEG. 
Motion JPEG is a video compression format in which each video frame of a digital video sequence is independently compressed as a JPEG image.

	YUY2
3
	YUY2 video as specified in [MSDN-YUVFormats].

	NV12
4
	NV12 video as described in [MSDN-YUVFormats].

	I420
5
	I420 video. 
Identical to YV12 as described in [MSDN-YUVFormats] except that the order of the U and V planes is reversed.

	RGB24
6
	RGB, 24 bits per pixel.

	RGB32
7
	RGB, 32 bits per pixel.


Width (4 bytes): A 32-bit unsigned integer that MUST be set to the width of the image in pixels.
Height (4 bytes): A 32-bit unsigned integer that MUST be set to the height of the image in pixels.
FrameRateNumerator (4 bytes): A 32-bit unsigned integer containing the numerator of the frame rate. The frame rate is expressed as a ratio. For example, if the frame rate is 30 frames per second (fps), the ratio is 30/1. If the frame rate is 29.97 fps, the ratio is 30,000/1001.
FrameRateDenominator (4 bytes): A 32-bit unsigned integer containing the denominator of the frame rate.
PixelAspectRatioNumerator (4 bytes): A 32-bit unsigned integer that MUST be set to the horizontal component of the pixel aspect ratio.
PixelAspectRatioDenominator (4 bytes): A 32-bit unsigned integer that MUST be set to the vertical component of the pixel aspect ratio.
Flags (1 byte): An 8-bit unsigned integer that MUST contain a combination of zero or more flags.
	Flag
	Meaning

	DecodingRequired
0x01
	The video samples from the stream format SHOULD be decoded on the server.

	BottomUpImage
0x02
	The images from the stream format are bottom-up.
In a bottom-up image, the last row of pixels appears first in memory.



[bookmark: section_0ab78d7ed8da45489174dca5dd0dd35d][bookmark: _Toc523915493]Current Media Type Request
The Current Media Type Request message is sent by the server over a device channel to retrieve the stream format currently selected on the specified stream of the video capture device associated with the channel. In response the client MUST send either the Current Media Type Response (section 2.2.3.10) or Error Response (section 2.2.3.2) message.
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to CurrentMediaTypeRequest (13).
StreamIndex (1 byte): An 8-bit unsigned integer that MUST be set to the index of the stream being queried. This index MUST match the index in the STREAM_DESCRIPTION array returned in the Stream List Response (section 2.2.3.6) message.
[bookmark: section_7ea54b2d0a754dccbefc41d933bf4149][bookmark: _Toc523915494]Current Media Type Response
The Current Media Type Response message is sent by the client over a device channel in response to the Current Media Type Request (section 2.2.3.9) message. It contains the stream format currently selected on the specified stream of the video capture device associated with the channel. 
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to CurrentMediaTypeResponse (14).
MediaTypeDescription (26 bytes): A MEDIA_TYPE_DESCRIPTION (section 2.2.3.8.1) structure containing properties of the stream format currently selected on the specified stream of the video capture device associated with the channel.
[bookmark: section_0af609cec43543bbbe39e5641e79a7f5][bookmark: _Toc523915495]Start Streams Request
The Start Streams Request message is sent by the server over a device channel to start the specified streams on the video capture device associated with the channel. In response the client MUST send either the Success Response (section 2.2.3.1) or Error Response (section 2.2.3.2) message. 
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	StartStreamsInfo (variable)

	...
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to StartStreamsRequest (15).
StartStreamsInfo (variable): An array of 1 to 255 START_STREAM_INFO (section 2.2.3.11.1) structures.
[bookmark: section_2a47b4a32c0144289cfe4b5e3780d541][bookmark: _Toc523915496]START_STREAM_INFO
The START_STREAM_INFO structure contains information required to start a stream.
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	StreamIndex
	MediaTypeDescription (26 bytes)

	...

	...

	...


StreamIndex (1 byte): An 8-bit unsigned integer containing the index of the stream being started. This index MUST match the index in the STREAM_DESCRIPTION array returned in the Stream List Response (section 2.2.3.6) message.
MediaTypeDescription (26 bytes): A MEDIA_TYPE_DESCRIPTION (section 2.2.3.8.1) structure containing properties of the stream format that the stream MUST produce.
[bookmark: section_69c466f9c90f4cf686b343f358ae93ed][bookmark: _Toc523915497]Stop Streams Request
The Stop Streams Request message is sent by the server over a device channel to stop all streams of the video capture device associated with the channel. In response the client MUST send either the Success Response (section 2.2.3.1) or Error Response (section 2.2.3.2) message.
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to StopStreamsRequest (16).
[bookmark: section_15bf3a5b5a9942c3b88f0f83fd9be294][bookmark: _Toc523915498]Sample Request
The Sample Request message is sent by the server over a device channel to request a video sample from the specified stream on the video capture device associated with the channel. For each Sample Request message received the client MUST send back either a Sample Response (section 2.2.3.14) message when a new sample is ready or an Error Response (section 2.2.3.2) message if it failed to produce a sample. 
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to SampleRequest (17).
StreamIndex (1 byte): An 8-bit unsigned integer containing the index of the stream being queried. This index MUST match the index in the STREAM_DESCRIPTION array returned in the Stream List Response (section 2.2.3.6) message.
[bookmark: section_097bf8967f474f4f9881ba077d8f87c7][bookmark: _Toc523915499]Sample Response
The Sample Response message is sent by the client over a device channel when a new video sample is available and there are outstanding Sample Requests (section 2.2.3.13). It contains the video sample bits.
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	Sample (variable)

	...
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to SampleResponse (18).
StreamIndex (1 byte): An 8-bit unsigned integer containing the index of the stream which produced the sample. This index MUST match the index in the STREAM_DESCRIPTION array returned in the Stream List Response (section 2.2.3.6) message.
Sample (variable): A variable-length array of bytes containing the sample data. The data format depends on the stream format selected in the Start Streams Request (section 2.2.3.11) message.
[bookmark: section_3c389d6c7da240ab8af37f01b8ace041][bookmark: _Toc523915500]Sample Error Response
The Sample Error Response is sent by the client over a device channel if an error occurred while producing a video sample and there is at least one outstanding Sample Request (section 2.2.3.13) message.
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to SampleErrorResponse (19).
StreamIndex (1 byte): An 8-bit unsigned integer containing the index of the stream from which a sample was requested. This index MUST match the index in the STREAM_DESCRIPTION array returned in the Stream List Response (section 2.2.3.6) message.
ErrorCode (4 bytes): A 32-bit unsigned integer containing one of the error codes listed in section 2.2.3.2.
[bookmark: section_a6bbac481ead4dd894ef3ede74ceadb3][bookmark: _Toc523915501]Property List Request
The Stream List Request message is sent by the server over a device channel to retrieve the list of device properties supported by the video capture device. In response the client MUST send either the Property List Response (section 2.2.3.17) or Error Response (section 2.2.3.2) message.
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to PropertyListRequest (20).
[bookmark: section_bc7afa21c0394261bd5aa1ccca56ceb8][bookmark: _Toc523915502]Property List Response
The Property List Response message is sent by the client over a device channel in response to the Property List Request (section 2.2.3.16) message. It contains the list of device properties supported by the video capture device associated with the channel.
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to PropertyListResponse (21).
Properties (variable): A variable-length array of zero or more PROPERTY_DESCRIPTION (section 2.2.3.17.1) structures.
[bookmark: section_d27db22b5fc344e0ab3baace52801724][bookmark: _Toc523915503]PROPERTY_DESCRIPTION
The PROPERTY_DESCRIPTION structure specifies a device property.
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	PropertySet
	PropertyId
	Capabilities
	MinValue

	...
	MaxValue

	...
	Step

	...
	DefaultValue

	...


PropertySet (1 byte): An 8-bit unsigned integer that specifies the property set.
	Value
	Meaning

	CameraControl
1
	This property set category controls camera device settings.

	VideoProcAmp
2
	This property set controls devices that can adjust the image color attributes of analog or digital signals.


PropertyId (1 byte): An 8-bit unsigned integer that contains the identifier of the property within the property set specified by the PropertySet field.
CameraControl properties:
	Value
	Meaning

	Exposure
1
	This property controls the exposure time of the device.

	Focus
2
	This property controls the focus setting of the device.

	Pan
3
	This property controls the pan setting of the device.

	Roll
4
	This property controls the roll setting of the device.

	Tilt
5
	This property controls the tilt setting of the device.

	Zoom
6
	This property controls the zoom setting of the device.


VideoProcAmp properties:
	Value
	Meaning

	BacklightCompensation
1
	This property controls the backlight compensation setting of the device. This value MUST be either 0 or 1. The value 0 indicates that backlight compensation is disabled. The value 1 indicates that backlight compensation is enabled.

	Brightness
2
	This property controls the brightness setting of the device.

	Contrast
3
	This property controls the contrast setting of the device.

	Hue
4
	This property controls the hue setting of the device.

	WhiteBalance
5
	This property controls the white balance setting of the device.


Capabilities (1 byte): An 8-bit unsigned integer that specifies how a property is controlled. This field MUST contain a combination of one or more of the following flags.
	Flag
	Meaning

	Manual
0x01
	Indicates that the property can be controlled manually.

	Auto
0x02
	Indicates that the property can be controlled automatically.


MinValue (4 bytes): A 32-bit signed integer containing the minimum allowed value of this property.
MaxValue (4 bytes): A 32-bit signed integer containing the maximum allowed value of this property.
Step (4 bytes): A 32-bit signed integer containing the minimum allowed value by which this property can be incremented or decremented.
DefaultValue (4 bytes): A 32-bit signed integer containing the step value that SHOULD be used to create values within the range defined by the MinValue and MaxValue fields.
[bookmark: section_4e9164bb641d43538ed14b873c8da6cd][bookmark: _Toc523915504]Property Value Request
The Property Value Request message is sent by the server over a device channel to retrieve the current value of the specified device property of the video capture device. In response the client MUST send either the Property Value Response (section 2.2.3.19) or Error Response (section 2.2.3.2) message.
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to PropertyValueRequest (22).
PropertySet (1 byte): An 8-bit unsigned integer that specifies the property set of the property being queried. Valid property sets are defined in the description of the PropertySet field of the PROPERTY_DESCRIPTION (section 2.2.3.17.1) structure.
PropertyId (1 byte): An 8-bit unsigned integer that specifies the ID of the property being queried. Valid IDs are defined in the description of the PropertyId field of the PROPERTY_DESCRIPTION structure.
[bookmark: section_fddd994c53ef44c3a1a422d549e6fa83][bookmark: _Toc523915505]Property Value Response
The Property Value Response message is sent by the client over a device channel in response to the Property Value Request (section 2.2.3.18) message. It contains the current value of the requested device property of the video capture device associated with the channel.
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to PropertyValueResponse (23).
PropertyValue (5 bytes): A PROPERTY_VALUE (section 2.2.3.19.1) structure containing the current value of the device property requested in the corresponding Property Value Request (section 2.2.3.18) message.
[bookmark: section_850841a41e1c4d8495d0fa55a0578d6f][bookmark: _Toc523915506]PROPERTY_VALUE
The PROPERTY_VALUE structure contains the current value of a video capture device property.
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	Mode
	Value

	...


Mode (1 byte): An 8-bit unsigned integer that specifies how the property was set.
	Value
	Meaning

	Manual
1
	The value was set manually.

	Auto
2
	The value was set automatically.


Value (4 bytes): A 32-bit signed integer containing the current value of the property.
[bookmark: section_c473a0c94ee14ad18a0fb481c890184a][bookmark: _Toc523915507]Set Property Value Request
The Set Property Value Request message is sent by the server over a device channel to set the current value of the specified device property of the video capture device or to switch the property between manual and automatic mode. In response the client MUST send either the Success Response (section 2.2.3.1) or Error Response (section 2.2.3.2) message.
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Header (2 bytes): A SHARED_MSG_HEADER (section 2.2.1) structure. The Version field MUST be set to the same value as in the Select Version Response (section 2.2.2.2) message. The MessageId field MUST be set to SetPropertyValueRequest (24).
PropertySet (1 byte): An 8-bit unsigned integer that specifies the property set of the property being queried. Valid property sets are defined in the description of the PropertySet field of the PROPERTY_DESCRIPTION (section 2.2.3.17.1) structure.
PropertyId (1 byte): An 8-bit unsigned integer that specifies the ID of the property being queried. Valid IDs are defined in the description of the PropertyId field of the PROPERTY_DESCRIPTION structure.
PropertyValue (5 bytes): A PROPERTY_VALUE (section 2.2.3.19.1) structure. If the Mode field is set to Auto (2) the Value field MUST be ignored.
[bookmark: section_b19b41e6733d43ccb3e727078fa7e575][bookmark: _Toc523915508]Directory Service Schema Elements
[bookmark: section_347b7f0668be41b890d8aa638abb2b9b][bookmark: _Toc523915509]Protocol Details
[bookmark: section_09ea6ea451ba4163a842811085f85031][bookmark: _Toc523915510]Common Details
[bookmark: section_b4c4b0a8da68437d9537359e48b81f4e][bookmark: _Toc523915511]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with that described in this document.
Protocol Version: The client and the server maintain the protocol version negotiated during the Version Negotiation sequence (section 1.3.1). The Version field of Shared Message Header (section 2.2.1) of any message exchanged after the Version Negotiation sequence MUST contain the negotiated version number.
Device List: The client and server maintain a list of redirected video capture devices together with the corresponding device channel names. The server obtains the name of each device and the corresponding device channel name during the New Device sequence (section 1.3.2). Devices can be removed from this list during the Device Removal sequence (section 1.3.3).
Stream Array: The client and server maintain an array of video streams for each redirected video capture device. The server receives the stream array from the client in the Stream List Response (section 2.2.3.6) message and MUST use indexes from that array when constructing requests containing a stream index.
Media Type List: The client and server maintain a list of supported stream formats for each stream of each redirected video capture device. When sending a Start Streams Request (section 2.2.3.11) message the server MUST include a stream format from this list for each stream being started.
A redirected video capture device has the following states:
Deactivated: This is the initial state of the device. It also enters this state after a Deactivate Device Request (section 2.2.3.4) message has been processed. In this state any requests sent to the device, except for the Activate Device Request (section 2.2.3.3) message, MUST fail with a NotInitialized (3) error code.
Activated: A device enters this state after an Activate Device Request (section 2.2.3.3) message has been successfully processed. It remains in this state until a Deactivate Device Request (section 2.2.3.4) or Start Streams Request (section 2.2.3.11) message has been processed. In this state the server can send any request to the device, except for the Sample Request (section 2.2.3.13) message. If the device receives multiple Activate Device Request messages, it does not enter the Deactivated state until it receives the same number of Deactivate Device Request messages.
Streaming: A device enters this state after a Start Streams Request (section 2.2.3.11) message has been successfully processed. It remains in this state until the Stop Streams Request (section 2.2.3.12) or Deactivate Device Request (section 2.2.3.4) message has been processed. In this state the device accepts any request including Sample Request (section 2.2.3.13) messages.
[bookmark: section_5eb26c091275416b9a117601dcc6496c][bookmark: _Toc523915512]Timers
None.
[bookmark: section_2ef440e72c0c408b84afe85edf5527ad][bookmark: _Toc523915513]Initialization
Before camera redirection begins, the dynamic virtual channel transport MUST be established as specified in section 2.1. The client first creates a device enumeration channel to which the server connects. The server and client negotiate the protocol version as described in section 1.3.1. The client then enumerates all the redirected video capture devices, and for each of them creates a device channel and sends a Device Added Notification message to the server (section 1.3.2).
[bookmark: section_79144a3760d14866a65633f498059a64][bookmark: _Toc523915514]Higher-Layer Triggered Events
None.
[bookmark: section_57e0edd50c6c4812939b9f66f2089db6][bookmark: _Toc523915515]Message Processing Events and Sequencing Rules
Malformed and out-of-sequence messages that do not adhere to the rules described in sections 2 and 3 MUST be discarded by the server and the client. 
[bookmark: section_f52cde620c6f4f6b918e8256c5594c7c][bookmark: _Toc523915516]Timer Events
None.
[bookmark: section_e5c31a1bab6b4860ad3b2126e565e9d8][bookmark: _Toc523915517]Other Local Events
None.
[bookmark: section_f28469d981814782bcf918b98d995d29][bookmark: _Toc523915518]Client Details
[bookmark: section_5a4dd8952ba14f9b8e6e5e1bc80df89e][bookmark: _Toc523915519]Abstract Data Model
The abstract data model is specified in section 3.1.1.
[bookmark: section_5f9aaefd8cd545e79a68d97516b8a433][bookmark: _Toc523915520]Timers
None.
[bookmark: section_7611add5434c468eb21c90a6389b4f38][bookmark: _Toc523915521]Initialization
Initialization is specified in section 3.1.3.
[bookmark: section_208c418087464af38ec96a5d747a2ed4][bookmark: _Toc523915522]Higher-Layer Triggered Events
None.
[bookmark: section_22d5d59e2b934d5d81dd6d6e1a9a2a33][bookmark: _Toc523915523]Message Processing Events and Sequencing Rules
Malformed and out-of-sequence messages are processed as specified in section 3.1.5. In addition, when encountering a malformed or out-of-sequence request message on the Device channel, the client MUST send an Error Response (section 2.2.3.2) message to the server with an appropriate ErrorCode value. In the case of a malformed message the ErrorCode SHOULD be set to InvalidMessage (2).
[bookmark: section_601d0d5f94ea475993e81f2b4fe36cb3][bookmark: _Toc523915524]Sending a Select Version Request
The structure and fields of the Select Version Request message are specified in section 2.2.2.1.
This message MUST be sent first in the protocol Version Negotiation sequence as described in section 1.3.1.
The Version field in the SHARED_MSG_HEADER (section 2.2.1) structure MUST be set to the highest protocol version supported by the client.
[bookmark: section_7fa9504bd3e945b69b543ce1a632b376][bookmark: _Toc523915525]Processing a Select Version Response
The structure and fields of the Select Version Response message are specified in section 2.2.2.2.
If the value of the Version field in the SHARED_MSG_HEADER (section 2.2.1) structure does not match one of the protocol versions supported by the client, the client MUST not continue with the protocol.
Malformed and out-of-sequence messages are handled as specified in section 3.2.5.
[bookmark: section_44ff354dfeeb4847adbb8061198dd2e7][bookmark: _Toc523915526]Sending a Device Added Notification
The structure and fields of the Device Added Notification message are specified in section 2.2.2.3.
The client MUST send this message for each new video capture device available for redirection, as described in section 1.3.2.
[bookmark: section_c5ba08f1d9534469bc2a9417abe02750][bookmark: _Toc523915527]Sending a Device Removed Notification
The structure and fields of the Device Removed Notification message are specified in section 2.2.2.4.
The client MUST send this message for each video capture device that becomes unavailable for redirection, as described in section 1.3.3.
[bookmark: section_fca0948b1b7645eaa2194f2691bc3fc9][bookmark: _Toc523915528]Processing an Activate Device Request
The structure and fields of the Activate Device Request message are specified in section 2.2.3.3.
The client SHOULD use this message to verify that the video capture device is functional and pre-fetch information about the device. Upon success the device SHOULD be considered to be in the Activated state as described in section 3.1.1.
Upon success the client MUST respond with a Success Response (section 2.2.3.1) message. 
Upon failure, the client MUST respond with an Error Response (section 2.2.3.2) message. The value of the ErrorCode field MUST be set to one of the error codes supported in the current protocol version (section 2.2.3.2).
Malformed and out-of-sequence messages are handled as specified in section 3.2.5.
[bookmark: section_5a0dfb2dba474bbb8d110f8475e56b13][bookmark: _Toc523915529]Processing a Stream List Request
The structure and fields of the Stream List Request message are specified in section 2.2.3.5.
After receiving this message, the client enumerates the streams supported by the device. 
Upon success the client MUST respond with a Stream List Response (section 2.2.3.6) message. 
Upon failure, the client MUST respond with an Error Response (section 2.2.3.2) message. The value of the ErrorCode field MUST be set to one of the error codes supported in the current protocol version (section 2.2.3.2).
Malformed and out-of-sequence messages are handled as specified in section 3.2.5.
[bookmark: section_19532ffc9b4a49c9aacc0875026012b4][bookmark: _Toc523915530]Sending a Stream List Response
The structure and fields of the Stream List Response message are specified in section 2.2.3.6.
The client MUST send this message after successfully processing a Stream List Request as specified in section 3.2.5.6. The message MUST contain information about the video streams supported by the video capture device.
[bookmark: section_d8b847cd47f4499f8eb8bfb44242af82][bookmark: _Toc523915531]Processing a Media Type List Request
The structure and fields of the Media Type List Request message are specified in section 2.2.3.7.
After receiving this message, the client parses it to obtain the StreamIndex value. Next, it enumerates the stream formats supported by the specified video stream. 
Upon success the client MUST respond with a Media Type List Response (section 2.2.3.8) message.
Upon failure, the client MUST respond with an Error Response (section 2.2.3.2) message. The value of the ErrorCode field MUST be set to one of the error codes supported in the current protocol version (section 2.2.3.2).
Malformed and out-of-sequence messages are handled as specified in section 3.2.5.
[bookmark: section_93bb748b317e4214a22847fffe7665fc][bookmark: _Toc523915532]Sending a Media Type List Response
The structure and fields of the Media Type List Response message are specified in section 2.2.3.8.
The client MUST send this message after successfully processing a Media Type List Request as specified in section 3.2.5.8. The message MUST contain information about the stream formats supported by the specified video stream.
[bookmark: section_496b0e9bae9341d8ae4eb5ed088f68e9][bookmark: _Toc523915533]Processing a Current Media Type Request
The structure and fields of the Current Media Type Request message are specified in section 2.2.3.9.
After receiving this message, the client parses it to obtain the StreamIndex value. Next, it acquires the stream format currently selected on the specified video stream.
Upon success the client MUST respond with a Current Media Type Response (section 2.2.3.10) message.
Upon failure, the client MUST respond with an Error Response (section 2.2.3.2) message. The value of the ErrorCode field MUST be set to one of the error codes supported in the current protocol version (section 2.2.3.2).
Malformed and out-of-sequence messages are handled as specified in section 3.2.5.
[bookmark: section_91ef31586b434ae5833b57a8ef6aa139][bookmark: _Toc523915534]Sending a Current Media Type Response
The structure and fields of the Current Media Type Response message are specified in section 2.2.3.10.
The client MUST send this message after successfully processing a Current Media Type Request as specified in section 3.2.5.10. The message MUST contain information about the stream format currently selected on the specified video stream.
[bookmark: section_6e54f6cf42564ace9cdb9dbe339fbfc0][bookmark: _Toc523915535]Processing a Start Streams Request
The structure and fields of the Start Streams Request message are specified in section 2.2.3.11.
After receiving this message, the client determines the number of the START_STREAM_INFO (section 2.2.3.11.1) structures it contains by subtracting the size of the SHARED_MSG_HEADER (section 2.2.1) structure from the size of the message and dividing the result by the size of the START_STREAM_INFO structure. Next, it iterates over each START_STREAM_INFO structure, obtains the stream index and selected stream format for each stream to be started, and starts the streams. Upon success, the device SHOULD be considered to be in the Streaming state as described in section 3.1.1.
Upon success the client MUST respond with a Success Response (section 2.2.3.1) message. 
Upon failure, the client MUST respond with an Error Response (section 2.2.3.2) message. The value of the ErrorCode field MUST be set to one of the error codes supported in the current protocol version (section 2.2.3.2).
Malformed and out-of-sequence messages are handled as specified in section 3.2.5.
[bookmark: section_54f47c9ceeb24fad8e9e34bf8f361f2d][bookmark: _Toc523915536]Processing a Sample Request
The structure and fields of the Sample Request message are specified in section 2.2.3.13.
After receiving this message, the client parses it to obtain the StreamIndex value. Next, it acquires a video sample from the specified stream.
Upon success the client MUST respond with a Sample Response (section 2.2.3.14) message.
Upon failure, the client MUST respond with a Sample Error Response (section 2.2.3.15) message. The value of the ErrorCode field MUST be set to one of the error codes supported in the current protocol version (section 2.2.3.2).
Malformed and out-of-sequence messages are handled as specified in section 3.2.5.
[bookmark: section_66eaeba23fda419899c1ee0abff2b842][bookmark: _Toc523915537]Sending a Sample Response
The structure and fields of the Sample Response message are specified in section 2.2.3.14.
The client MUST send this message after successfully processing a Sample Request as specified in section 3.2.5.13. The message MUST contain video sample data from the specified video stream.
[bookmark: section_b12a249096bd405fbdb9c7c3033a3d08][bookmark: _Toc523915538]Processing a Stop Streams Request
The structure and fields of the Stop Streams Request message are specified in section 2.2.3.12.
After receiving this message, the client MUST stop all the active video streams associated with the video capture device. Upon success the device SHOULD be considered as being in the Activated state as described in section 3.1.1.
Upon success the client MUST respond with a Success Response (section 2.2.3.1) message. 
Upon failure, the client MUST respond with an Error Response (section 2.2.3.2) message. The value of the ErrorCode field MUST be set to one of the error codes supported in the current protocol version (section 2.2.3.2).
Malformed and out-of-sequence messages are handled as specified in section 3.2.5.
[bookmark: section_1a8f73633b0e4fc38c99dceb3ce4f694][bookmark: _Toc523915539]Processing a Property List Request
The structure and fields of the Property List Request message are specified in section 2.2.3.16.
After receiving this message, the client enumerates all of the device properties supported by the video capture device.
Upon success the client MUST respond with a Property List Response (section 2.2.3.17) message.
Upon failure, the client MUST respond with an Error Response (section 2.2.3.2) message. The value of the ErrorCode field MUST be set to one of the error codes supported in the current protocol version (section 2.2.3.2).
Malformed and out-of-sequence messages are handled as specified in section 3.2.5.
[bookmark: section_3fac8665e12e479788771ebba4785cb9][bookmark: _Toc523915540]Sending a Property List Response
The structure and fields of the Property List Response message are specified in section 2.2.3.17.
The client MUST send this message after successfully processing a Property List Request as specified in section 3.2.5.16. The message MUST contain the list of device properties supported by the video capture device.
[bookmark: section_ea8faf6afd03414cb0b546b1886d0dc0][bookmark: _Toc523915541]Processing a Property Value Request
The structure and fields of the Property Value Request message are specified in section 2.2.3.18.
After receiving this message, the client parses it to obtain the PropertySet and PropertyId values and uses them to locate the device property. Next, it acquires the current value of the specified property.
Upon success the client MUST respond with a Property Value Response (section 2.2.3.19) message.
Upon failure, the client MUST respond with an Error Response (section 2.2.3.2) message. The value of the ErrorCode field MUST be set to one of the error codes supported in the current protocol version (section 2.2.3.2).
Malformed and out-of-sequence messages are handled as specified in section 3.2.5.
[bookmark: section_3893d412ce5543aa853142b336fd2049][bookmark: _Toc523915542]Sending a Property Value Response
The structure and fields of the Property Value Response message are specified in section 2.2.3.19.
The client MUST send this message after successfully processing a Property Value Request as specified in section 3.2.5.18. The message MUST contain information about the current value of the specified device property.
[bookmark: section_714254f5448c443684ead31019665d5b][bookmark: _Toc523915543]Processing a Set Property Value Request
The structure and fields of the Set Property Value Request message are specified in section 2.2.3.20.
After receiving this message, the client parses it to obtain the PropertySet and PropertyId values and the PROPERTY_VALUE (section 2.2.3.19.1) structure. The PropertySet and PropertyId values are used to locate the device property. Next, the specified property value is set according to the received PROPERTY_VALUE structure.
Upon success the client MUST respond with a Success Response (section 2.2.3.1) message.
Upon failure, the client MUST respond with an Error Response (section 2.2.3.2) message. The value of the ErrorCode field MUST be set to one of the error codes supported in the current protocol version (section 2.2.3.2).
Malformed and out-of-sequence messages are handled as specified in section 3.2.5.
[bookmark: section_5ff14ad88fb14ee59f10a1b94d191fdd][bookmark: _Toc523915544]Processing a Deactivate Device Request
The structure and fields of the Deactivate Device Request message are specified in section 2.2.3.4.
The client SHOULD use this message to free the internal resources associated with the video capture device. Upon success the device SHOULD be considered as being in the Deactivated state as described in section 3.1.1.
Upon success the client MUST respond with a Success Response (section 2.2.3.1) message.
Upon failure, the client MUST respond with an Error Response (section 2.2.3.2) message. The value of the ErrorCode field MUST be set to one of the error codes supported in the current protocol version (section 2.2.3.2).
Malformed and out-of-sequence messages are handled as specified in section 3.2.5.
[bookmark: section_8f34350d407e48b4a5dacee703dbe43d][bookmark: _Toc523915545]Sending a Success Response
The structure and fields of the Success Response message are specified in section 2.2.3.1.
The client MUST send this message after successfully processing any request message from the server on a device channel for which there is no specific response message. See sections 3.2.5.5, 3.2.5.12, 3.2.5.15, 3.2.5.20, and 3.2.5.21 for the information on specific request messages that require this response. 
[bookmark: section_d417cce28f03473cb9f0799f26152207][bookmark: _Toc523915546]Sending an Error Response
The structure and fields of the Error Response message are specified in section 2.2.3.2.
The client MUST send this message when it fails to process any request message from the server on a device channel, except for the Sample Request (section 3.2.5.13) message.
[bookmark: section_9c546eea55084af685aca094e48b2697][bookmark: _Toc523915547]Sending a Sample Error Response
The structure and fields of the Sample Error Response message are specified in section 2.2.3.15.
The client MUST send this message when it fails to process a Sample Request (section 3.2.5.13) message.
[bookmark: section_b8b538c2ef2d4117b3b3a3b81c02e687][bookmark: _Toc523915548]Timer Events
None.
[bookmark: section_1221c0afafc14c9a9bbc355de31897fa][bookmark: _Toc523915549]Other Local Events
When a new video capture device is plugged in on the client side it SHOULD trigger the New Device sequence (section 1.3.2). When a redirected video capture device is removed the client MUST start the Device Removal sequence (section 1.3.3).
[bookmark: section_1bd4d94c5f7d4ffd84198b8b3b1426ee][bookmark: _Toc523915550]Server Details
[bookmark: section_4a29f09058c840f8887224ed8e596da7][bookmark: _Toc523915551]Abstract Data Model
The abstract data model is specified in section 3.1.1
[bookmark: section_4e91549d71fa4bcab4f5accefe777356][bookmark: _Toc523915552]Timers
The server SHOULD implement a timeout when waiting for a response to any request message sent to the client. If the response does not arrive in time the server SHOULD assume the request failed and convey this to user applications.
[bookmark: section_247730c51d6a4efeb83126488cd35798][bookmark: _Toc523915553]Initialization
Initialization is specified in section 3.1.3.
[bookmark: section_27e501b79c0143fd8bda8652b19b1bd1][bookmark: _Toc523915554]Higher-Layer Triggered Events
None.
[bookmark: section_ac3fae3d86a54f5a9d93b284662a785f][bookmark: _Toc523915555]Message Processing Events and Sequencing Rules
Malformed and out-of-sequence messages are processed as specified in section 3.1.5.
[bookmark: section_aacadfc074c6405c9b425960f3e5e3e1][bookmark: _Toc523915556]Processing a Select Version Request
The structure and fields of the Select Version Request message are specified in section 2.2.2.1.
After receiving this message the server extracts the Version value from the SHARED_MSG_HEADER (section 2.2.1) structure, compares it with the highest protocol version it supports, and selects the smallest of the two to be sent back in the Select Version Response (section 2.2.2.2) message.
Malformed and out-of-sequence messages are handled as specified in section 3.3.5.
[bookmark: section_e32ea94ccf304edcb2662ff5716c049b][bookmark: _Toc523915557]Sending a Select Version Response
The structure and fields of the Select Version Response message are specified in section 2.2.2.2.
The server sends this message in response to the Select Version Request (section 2.2.2.1) message. The Version field MUST be set to the maximum version number supported by the server which is not greater than the version number received from the client in the Select Version Request message.
[bookmark: section_3a9151651cb546268f6a4a868f0416be][bookmark: _Toc523915558]Processing a Device Added Notification
The structure and fields of the Device Added Notification message are specified in section 2.2.2.3.
After receiving this message, the server parses it to obtain the DeviceName and VirtualChannelName strings. Next, it uses the device name to construct the display name of the video capture device for applications, while the virtual channel name is used to connect to the device channel on the client.
Malformed and out-of-sequence messages are handled as specified in section 3.3.5.
[bookmark: section_a30c4f185b034c3e9103c60ac4ddeb73][bookmark: _Toc523915559]Processing a Device Removed Notification
The structure and fields of the Device Removed Notification message are specified in section 2.2.2.4.
After receiving this message, the server parses it to obtain the VirtualChannelName string. Next, it notifies the applications that the video capture device associated with the specified device channel has been removed.
Malformed and out-of-sequence messages are handled as specified in section 3.3.5.
[bookmark: section_850f23aacc1f4670b7e8a602c36b5389][bookmark: _Toc523915560]Sending an Activate Device Request
The structure and fields of the Activate Device Request message are specified in section 2.2.3.3.
The server sends this message to allow the client to initialize the device. It is the first message in the Device Initialization (section 1.3.4), Video Capture (section 1.3.5), Device Control Initialization (section 1.3.6), and Device Control (section 1.3.7) sequences.
[bookmark: section_1cc489622bbc4c3c92e951108738bacf][bookmark: _Toc523915561]Sending a Stream List Request
The structure and fields of the Stream List Request message are specified in section 2.2.3.5.
The server sends this message to obtain a list of video streams supported by the video capture device. The server MUST send this message only after a successful Activate Device Request (section 3.3.5.5) message and before any Deactivate Device Request (section 3.3.5.21) message.
[bookmark: section_896c6a8bb898459086da38f52f0bba61][bookmark: _Toc523915562]Processing a Stream List Response
The structure and fields of the Stream List Response message are specified in section 2.2.3.6.
After receiving this message, the server calculates the number of STREAM_DESCRIPTION (section 2.2.3.6.1) structures it contains by subtracting the size of the SHARED_MSG_HEADER (section 2.2.1) structure from the size of the message and dividing the result by the size of the STREAM_DESCRIPTION structure. Next, it iterates over each STREAM_DESCRIPTION structure and stores the information to be used by applications.
Malformed and out-of-sequence messages are handled as specified in section 3.3.5.
[bookmark: section_fa95589a62724e4185c831ca8488076d][bookmark: _Toc523915563]Sending a Media Type List Request
The structure and fields of the Media Type List Request message are specified in section 2.2.3.7.
The server sends this message to obtain a list of stream formats supported by the specified video stream. The server MUST send this message only after a successful Activate Device Request (section 3.3.5.5) message and before any Deactivate Device Request (section 3.3.5.21) message.
[bookmark: section_d56324efe45d47f6be97d4ee854c2040][bookmark: _Toc523915564]Processing a Media Type List Response
The structure and fields of the Media Type List Response message are specified in section 2.2.3.8.
After receiving this message, the server calculates the number of MEDIA_TYPE_DESCRIPTION (section 2.2.3.8.1) structures it contains by subtracting the size of the SHARED_MSG_HEADER (section 2.2.1) structure from the size of the message and dividing the result by the size of the MEDIA_TYPE_DESCRIPTION structure. Next, it iterates over each MEDIA_TYPE_DESCRIPTION structure and stores the information to be used by applications.
Malformed and out-of-sequence messages are handled as specified in section 3.3.5.
[bookmark: section_4e2eecf140894b64b5a68a31fb0502f6][bookmark: _Toc523915565]Sending a Current Media Type Request
The structure and fields of the Current Media Type Request message are specified in section 2.2.3.9.
The server sends this message to obtain the stream format currently selected on the specified video stream. The server MUST send this message only after a successful Activate Device Request (section 3.3.5.5) message and before any Deactivate Device Request (section 3.3.5.21) message.
[bookmark: section_9178769ef5c04dc6a568075168ceb9ad][bookmark: _Toc523915566]Processing a Current Media Type Response
The structure and fields of the Current Media Type Response message are specified in section 2.2.3.10.
After receiving this message, the server parses the message to obtain the MEDIA_TYPE_DESCRIPTION (section 2.2.3.8.1) structure. Next, it stores the information to be used by applications.
Malformed and out-of-sequence messages are handled as specified in section 3.3.5.
[bookmark: section_6e4203741a464103942bbfeecfcd784e][bookmark: _Toc523915567]Sending a Start Streams Request
The structure and fields of the Start Streams Request message are specified in section 2.2.3.11.
The server sends this message to start the specified streams on the video capture device. The server MUST send this message only after a successful Activate Device Request (section 3.3.5.5) message and before any Deactivate Device Request (section 3.3.5.21) message.
[bookmark: section_7fde05dec39f45ac93420329945270df][bookmark: _Toc523915568]Sending a Sample Request
The structure and fields of the Sample Request message are specified in section 2.2.3.13.
The server sends this message to obtain a video sample from the specified stream. The server MUST send this message only after a successful Start Streams Request (section 3.3.5.12) message and before any Stop Streams Request (section 3.3.5.15) message.
[bookmark: section_394c6ed1058d4c8ea66c6d5c41d1a598][bookmark: _Toc523915569]Processing a Sample Response
The structure and fields of the Sample Response message are specified in section 2.2.3.14.
After receiving this message, the server parses it to obtain the StreamIndex and the video sample data. The sample size is calculated by subtracting the sum of the size of the SHARED_MSG_HEADER (section 2.2.1) structure and the size of the StreamIndex field from the size of the message. Next, the server passes the sample data to applications.
Malformed and out-of-sequence messages are handled as specified in section 3.3.5.
[bookmark: section_bb3d84ba05ea46be9cc590225ffe753b][bookmark: _Toc523915570]Sending a Stop Streams Request
The structure and fields of the Stop Streams Request message are specified in section 2.2.3.12.
The server sends this message to stop the specified streams on the video capture device. The server MUST send this message only after a successful Activate Device Request (section 3.3.5.5) message and before any Deactivate Device Request (section 3.3.5.21) message.
[bookmark: section_dee10fc66a2f402c8ae7cec21967d903][bookmark: _Toc523915571]Sending a Property List Request
The structure and fields of the Property List Request message are specified in section 2.2.3.16.
The server sends this message to obtain a list of device properties supported by the video capture device. The server MUST send this message only after a successful Activate Device Request (section 3.3.5.5) message and before any Deactivate Device Request (section 3.3.5.21) message.
[bookmark: section_e91fe947679e40f79f5ab979e6dab580][bookmark: _Toc523915572]Processing a Property List Response
The structure and fields of the Property List Response message are specified in section 2.2.3.17.
After receiving this message, the server calculates the number of PROPERTY_DESCRIPTION (section 2.2.3.17.1) structures it contains by subtracting the size of the SHARED_MSG_HEADER (section 2.2.1) structure from the size of the message and dividing the result by the size of the PROPERTY_DESCRIPTION structure. Next, it iterates over each PROPERTY_DESCRIPTION structure and stores the information to be used by applications.
Malformed and out-of-sequence messages are handled as specified in section 3.3.5.
[bookmark: section_d6d1be80ff3a430ea01b6e3ff0481983][bookmark: _Toc523915573]Sending a Property Value Request
The structure and fields of the Property Value Request message are specified in section 2.2.3.18.
The server sends this message to obtain the current value of the specified device property of the video capture device. The server MUST send this message only after a successful Activate Device Request (section 3.3.5.5) message and before any Deactivate Device Request (section 3.3.5.21).
[bookmark: section_180dd70069ad4813be4bd878d2156a77][bookmark: _Toc523915574]Processing a Property Value Response
The structure and fields of the Property Value Response message are specified in section 2.2.3.19.
After receiving this message, the server parses it to obtain the PROPERTY_VALUE (section 2.2.3.19.1) structure. Next, it stores the property value information to be used by applications.
Malformed and out-of-sequence messages are handled as specified in section 3.3.5.
[bookmark: section_19cf330ff3b640be81f7f6f4515c61b4][bookmark: _Toc523915575]Sending a Set Property Value Request
The structure and fields of the Set Property Value Request message are specified in section 2.2.3.20.
The server sends this message to change the current value of the specified device property of the video capture device. The server MUST send this message only after a successful Activate Device Request (section 3.3.5.5) message and before any Deactivate Device Request (section 3.3.5.21) message.
[bookmark: section_a0d71699539c4abfb0954ff3d0f2bf7e][bookmark: _Toc523915576]Sending a Deactivate Device Request
The structure and fields of the Deactivate Device Request message are specified in section 2.2.3.4.
The server sends this message at the end of the Device Initialization (section 1.3.4), Video Capture (section 1.3.5), Device Control Initialization (section 1.3.6), and Device Control (section 1.3.7) sequences. For each successful Activate Device Request (section 2.2.3.3) message the server MUST send one Deactivate Device Request message.
[bookmark: section_c3efd11ee2a84019ab2dfef8d19332fe][bookmark: _Toc523915577]Processing a Success Response
The structure and fields of the Success Response message are specified in section 2.2.3.1.
The server uses the Success Response message as an indication that a request was successful.
Malformed and out-of-sequence messages are handled as specified in section 3.3.5.
[bookmark: section_cb38db5de4454513aff5b0b4ebce6f2d][bookmark: _Toc523915578]Processing an Error Response
The structure and fields of the Error Response message are specified in section 2.2.3.2.
After receiving this message, the server parses it to obtain the ErrorCode value. This value SHOULD be used when notifying applications about the error.
Malformed and out-of-sequence messages are handled as specified in section 3.3.5.
[bookmark: section_a33bf841129f496a9231113968fd8faf][bookmark: _Toc523915579]Processing a Sample Error Response
The structure and fields of the Sample Error Response message are specified in section 2.2.3.15.
After receiving this message, the server parses it to obtain the StreamIndex and the ErrorCode values. These values SHOULD be used when notifying applications about the error.
Malformed and out-of-sequence messages are handled as specified in section 3.3.5.
[bookmark: section_da4775cc0bc84faa8d48abb54de3aca5][bookmark: _Toc523915580]Timer Events
None.
[bookmark: section_7c85a7f403fb4cf7bf5e8caca9d4ed62][bookmark: _Toc523915581]Other Local Events
None.
[bookmark: section_66ddb779064247a2b7b39f11da99c077][bookmark: _Toc523915582]Protocol Examples
[bookmark: section_ea3a01e63f144aa7bad37724667776e6][bookmark: _Toc523915583]Annotated Version Negotiation sequence
The following is an annotated dump of the Version Negotiation sequence, as described in section 1.3.1.
[bookmark: section_b41111dad1ec46b18bab70926ade5a51][bookmark: _Toc523915584]Select Version Request
The following is an annotated dump of a Select Version Request (section 2.2.2.1).
00000000 02 03                                           ..
02 -> SHARED_MSG_HEADER::Version = 2 (Maximum version supported by the client)
03 -> SHARED_MSG_HEADER::MessageId = SelectVersionRequest(3)
[bookmark: section_464588b5ad5649e49d2aa9224bb02b52][bookmark: _Toc523915585]Select Version Response
The following is an annotated dump of a Select Version Response (section 2.2.2.2).
00000000 02 04                                           ..
02 -> SHARED_MSG_HEADER::Version = 2
04 -> SHARED_MSG_HEADER::MessageId = SelectVersionResponse(4)
[bookmark: section_627c479c93634c3ab98e1d871c38eb70][bookmark: _Toc523915586]Annotated New Device sequence
The following is an annotated dump of the New Device sequence, as described in section 1.3.2.
[bookmark: section_ce2a17671a3a44468908f39f73476fe9][bookmark: _Toc523915587]Device Added Notification
The following is an annotated dump of a Device Added Notification (section 2.2.2.3).
00000000 02 05 4d 00 6f 00 63 00 6b 00 20 00 43 00 61 00 ..M.o.c.k. .C.a.
00000010 6d 00 65 00 72 00 61 00 20 00 31 00 00 00 52 44 m.e.r.a. .1...RD
00000020 43 61 6d 65 72 61 5f 44 65 76 69 63 65 5f 30 00 Camera_Device_0.
02 -> SHARED_MSG_HEADER::Version = 2
05 -> SHARED_MSG_HEADER::MessageId = DeviceAddedNotification(5)
4d 00 6f 00 63 00 6b 00 20 00 43 00 61 00 6d 00 
65 00 72 00 61 00 20 00 31 00 00 00 -> DeviceName = "Mock Camera 1"
52 44 43 61 6d 65 72 61 5f 44 65 76 69 63 65 5f 
30 00 -> VirtualChannelName = "Camera_Device_0"
[bookmark: section_299ca6d469d04e73883fb6d2f62bb559][bookmark: _Toc523915588]Annotated Device Removal sequence
The following is an annotated dump of the Device Removal sequence, as described in section 1.3.3.
[bookmark: section_cae02f8df2334bbf8c002331761bfedc][bookmark: _Toc523915589]Device Removed Notification
The following is an annotated dump of a Device Removed Notification (section 2.2.2.4).
00000000 02 06 52 44 43 61 6d 65 72 61 5f 44 65 76 69 63 ..RDCamera_Devic
00000010 65 5f 31 00                                     e_1.
02 -> SHARED_MSG_HEADER::Version = 2
06 -> SHARED_MSG_HEADER::MessageId = DeviceRemovedNotification(6)
52 44 43 61 6d 65 72 61 5f 44 65 76 69 63 65 5f 
31 00 -> VirtualChannelName = "Camera_Device_1"
[bookmark: section_8c83d01c630a45e2afd9be379163e31e][bookmark: _Toc523915590]Annotated Device Initialization sequence
The following is an annotated dump of the Device Initialization sequence, as described in section 1.3.4.
[bookmark: section_5103d82e9bef4179b44d772585eb2e9e][bookmark: _Toc523915591]Activate Device Request
The following is an annotated dump of an Activate Device Request (section 2.2.3.3).
00000000 02 07                                           ..
02 -> SHARED_MSG_HEADER::Version = 2
07 -> SHARED_MSG_HEADER::MessageId = ActivateDeviceRequest(7)
[bookmark: section_b0de223618244ca399f244b77a1bf0dc][bookmark: _Toc523915592]Success Response
The following is an annotated dump of a Success Response (section 2.2.3.1).
00000000 02 01                                           ..
02 -> SHARED_MSG_HEADER::Version = 2
01 -> SHARED_MSG_HEADER::MessageId = SuccessResponse(1)
[bookmark: section_05f529d7e28a444ba47af010f450a23a][bookmark: _Toc523915593]Stream List Request
The following is an annotated dump of a Stream List Request (section 2.2.3.5).
00000000 02 09                                           ..
02 -> SHARED_MSG_HEADER::Version = 2
09 -> SHARED_MSG_HEADER::MessageId = StreamListRequest(9)
[bookmark: section_3767402ed9da4d449af83a3f07492122][bookmark: _Toc523915594]Stream List Response
The following is an annotated dump of a Stream List Response (section 2.2.3.6).
00000000 02 0a 01 00 01 01 01 01 00 01 00 01             ............
02 -> SHARED_MSG_HEADER::Version = 2
0a -> SHARED_MSG_HEADER::MessageId = StreamListResponse(10)
01 00-> StreamDescriptions[0]::FrameSourceTypes = Color(1)
01 -> StreamDescriptions[0]::StreamCategory = Capture(1)
01 -> StreamDescriptions[0]::Selected = true(1)
01 -> StreamDescriptions[0]::CanBeShared = true(1)
01 00-> StreamDescriptions[1]::FrameSourceTypes = Color(1)
01 -> StreamDescriptions[1]::StreamCategory = Capture(1)
00 -> StreamDescriptions[1]::Selected = false(0)
01 -> StreamDescriptions[1]::CanBeShared = true(1)
[bookmark: section_9a432cdf7b84406bb5ec36f4e885b77e][bookmark: _Toc523915595]Media Type List Request
The following is an annotated dump of a Media Type List Request (section 2.2.3.7).
00000000 02 0b 00                                        ...
02 -> SHARED_MSG_HEADER::Version = 2
0b -> SHARED_MSG_HEADER::MessageId = MediaTypeListRequest(11)
00 -> StreamIndex = 0
[bookmark: section_a36e433b7b4246848a59248d571eef73][bookmark: _Toc523915596]Media Type List Response
The following is an annotated dump of a Media Type List Response (section 2.2.3.8).
00000000 02 0c 01 80 02 00 00 e0 01 00 00 1e 00 00 00 01 ................
00000010 00 00 00 01 00 00 00 01 00 00 00 01 01 20 03 00 ............. ..
00000020 00 58 02 00 00 1e 00 00 00 01 00 00 00 01 00 00 .X..............
00000030 00 01 00 00 00 01 01 00 05 00 00 d0 02 00 00 1e ................
00000040 00 00 00 01 00 00 00 01 00 00 00 01 00 00 00 01 ................
00000050 01 80 07 00 00 38 04 00 00 1e 00 00 00 01 00 00 .....8..........
00000060 00 01 00 00 00 01 00 00 00 01                   ..........
02 -> SHARED_MSG_HEADER::Version = 2
0c -> SHARED_MSG_HEADER::MessageId = MediaTypeListResponse(12)
01 -> MediaTypeDescriptions[0]::Format = H264(1)
80 02 00 00 -> MediaTypeDescriptions[0]::Width = 640
e0 01 00 00 -> MediaTypeDescriptions[0]::Height = 480
1e 00 00 00 -> MediaTypeDescriptions[0]::FrameRateNumerator = 30
01 00 00 00 -> MediaTypeDescriptions[0]::FrameRateDenominator = 1
01 00 00 00 -> MediaTypeDescriptions[0]::PixelAspectRatioNumerator = 1
01 00 00 00 -> MediaTypeDescriptions[0]::PixelAspectRatioDenominator = 1
01 -> MediaTypeDescriptions[0]::Flags = DecodingRequired(1)
01 -> MediaTypeDescriptions[1]::Format = H264(1)
20 03 00 00 -> MediaTypeDescriptions[1]::Width = 800
58 02 00 00 -> MediaTypeDescriptions[1]::Height = 600
1e 00 00 00 -> MediaTypeDescriptions[1]::FrameRateNumerator = 30
01 00 00 00 -> MediaTypeDescriptions[1]::FrameRateDenominator = 1
01 00 00 00 -> MediaTypeDescriptions[1]::PixelAspectRatioNumerator = 1
01 00 00 00 -> MediaTypeDescriptions[1]::PixelAspectRatioDenominator = 1
01 -> MediaTypeDescriptions[1]::Flags = DecodingRequired(1)
01 -> MediaTypeDescriptions[2]::Format = H264(1) 
00 05 00 00 -> MediaTypeDescriptions[2]::Width = 1280 
d0 02 00 00 -> MediaTypeDescriptions[2]::Height = 720 
1e 00 00 00 -> MediaTypeDescriptions[2]::FrameRateNumerator = 30 
01 00 00 00 -> MediaTypeDescriptions[2]::FrameRateDenominator = 1 
01 00 00 00 -> MediaTypeDescriptions[2]::PixelAspectRatioNumerator = 1 
01 00 00 00 -> MediaTypeDescriptions[2]::PixelAspectRatioDenominator = 1 
01 -> MediaTypeDescriptions[2]::Flags = DecodingRequired(1) 
01 -> MediaTypeDescriptions[3]::Format = H264(1) 
80 07 00 00 -> MediaTypeDescriptions[3]::Width = 1920 
38 04 00 00 -> MediaTypeDescriptions[3]::Height = 1080 
1e 00 00 00 -> MediaTypeDescriptions[3]::FrameRateNumerator = 30 
01 00 00 00 -> MediaTypeDescriptions[3]::FrameRateDenominator = 1 
01 00 00 00 -> MediaTypeDescriptions[3]::PixelAspectRatioNumerator = 1 
01 00 00 00 -> MediaTypeDescriptions[3]::PixelAspectRatioDenominator = 1 
01 -> MediaTypeDescriptions[3]::Flags = DecodingRequired(1)
[bookmark: section_115561ad62ab48aa85f9c079f8091451][bookmark: _Toc523915597]Current Media Type Request
The following is an annotated dump of a Current Media Type Request (section 2.2.3.9).
00000000 02 0d 00                                        ...
02 -> SHARED_MSG_HEADER::Version = 2
0d -> SHARED_MSG_HEADER::MessageId = CurrentMediaTypeRequest(13)
00 -> StreamIndex = 0
[bookmark: section_031becfa6e9f43c5bb444757acb7f37a][bookmark: _Toc523915598]Current Media Type Response
The following is an annotated dump of a Current Media Type Response (section 2.2.3.10).
00000000 02 0e 01 80 07 00 00 38 04 00 00 1e 00 00 00 01 .......8........
00000010 00 00 00 01 00 00 00 01 00 00 00 01             ............
02 -> SHARED_MSG_HEADER::Version = 2
0e -> SHARED_MSG_HEADER::MessageId = CurrentMediaTypeResponse(14)
01 -> MediaTypeDescription::Format = H264(1)
80 07 00 00 -> MediaTypeDescription::Width = 1920 
38 04 00 00 -> MediaTypeDescription::Height = 1080 
1e 00 00 00 -> MediaTypeDescription::FrameRateNumerator = 30 
01 00 00 00 -> MediaTypeDescription::FrameRateDenominator = 1 
01 00 00 00 -> MediaTypeDescription::PixelAspectRatioNumerator = 1 
01 00 00 00 -> MediaTypeDescription::PixelAspectRatioDenominator = 1 
01 -> MediaTypeDescription::Flags = DecodingRequired(1)
[bookmark: section_51b42aa1417441baad406e968c5c8fcb][bookmark: _Toc523915599]Deactivate Device Request
The following is an annotated dump of a Deactivate Device Request (section 2.2.3.4).
00000000 02 08                                           ..
02 -> SHARED_MSG_HEADER::Version = 2
08 -> SHARED_MSG_HEADER::MessageId = DeactivateDeviceRequest(8)
[bookmark: section_70290759398b4400b8522b6fcdb6b8d7][bookmark: _Toc523915600]Annotated Video Capture sequence
The following is an annotated dump of the Video Capture sequence, as described in section 1.3.5.
[bookmark: section_4c8e529615df458cad7927a818e63c42][bookmark: _Toc523915601]Start Streams Request
The following is an annotated dump of a Start Streams Request (section 2.2.3.11).
00000000 02 0f 00 01 80 07 00 00 38 04 00 00 1e 00 00 00 ........8.......
00000010 01 00 00 00 01 00 00 00 01 00 00 00 01          .............
02 -> SHARED_MSG_HEADER::Version = 2
0f -> SHARED_MSG_HEADER::MessageId = StartStreamsRequest(15)
00 -> StartStreamsInfo[0]::StreamIndex = 0
01 -> StartStreamsInfo[0]::MediaTypeDescription::Format = H264(1)
80 07 00 00 -> StartStreamsInfo[0]::MediaTypeDescription::Width = 1920
38 04 00 00 -> StartStreamsInfo[0]::MediaTypeDescription::Height = 1080
1e 00 00 00 -> StartStreamsInfo[0]::MediaTypeDescription::FrameRateNumerator = 30
01 00 00 00 -> StartStreamsInfo[0]::MediaTypeDescription::FrameRateDenominator = 1
01 00 00 00 -> StartStreamsInfo[0]::MediaTypeDescription::PixelAspectRatioNumerator = 1
01 00 00 00 -> StartStreamsInfo[0]::MediaTypeDescription::PixelAspectRatioDenominator = 1
01 -> StartStreamsInfo[0]::MediaTypeDescription::Flags = DecodingRequired(1)
[bookmark: section_aa1b05e2854e42a898e21568805a7e16][bookmark: _Toc523915602]Sample Request
The following is an annotated dump of a Sample Request (section 2.2.3.13).
00000000 02 11 00                                        ...
02 -> SHARED_MSG_HEADER::Version = 2
11 -> SHARED_MSG_HEADER::MessageId = SampleRequest(17)
00 -> StreamIndex = 0
[bookmark: section_e4689b09dded45cf94087d332b631d7f][bookmark: _Toc523915603]Sample Response
The following is an annotated dump of a Sample Response (section 2.2.3.14).
00000000 02 12 00 00 00 00 01 09 30 00 00 00 01 61 e0 42 ........0....a.B
00000010 2f ff 47 0f 5e 50 09 95 e0 06 e4 d1 78 7c 3c c1 /.G.^P......x|<.
00000020 67 e4 99 90 2f 8a 62 b9 ca 08 b4 9f db 91 b7 01 g.../.b.........
00000030 e1 78 71 2b f6 f2 77 6d 4f 08 05 bc f6 0e 59 5d .xq+..wmO.....Y]
00000040 f7 db 7d 91 93 d3 94 03 5d 73 13 bb 8e d2 dd b3 ..}.....]s......
00000050 04 65 6d aa 65 80 77 39 95 6a c7 f9 46 0e e0 78 .em.e.w9.j..F..x
00000060 c4 44 e0 25 f3 e7 74 21 3a b3 26 6d 52 a8 02 4d .D.%..t!:.&mR..M
00000070 da 8d fa d7 c9 69 32 4b 95 46 3d 1a a2 74 f0 98 .....i2K.F=..t..
00000080 11 2c 08 96 d4 f0 80 45 ba 8d b4 d5 50 69 33 95 .,.....E....Pi3.
00000090 46 3d 1a a2 74 f0 98 11 2c 08 96 d4 f0 80 45 ba F=..t...,.....E.
000000a0 0a 1f ad 45 65 4c 62 f8 7f 6e 82 78 d8 78 e1 08 ...EeLb..n.x.x..
000000b0 4e ac c9 9b 54 aa 00 93 74 08 6e 11 33 a3 18 be N...T...t.n.3...
000000c0 1f db a0 9e 36 1e 38 42 13 ab 31 d1 81 7b 03 1e ....6.8B..1..{..
000000d0 6d aa 65 80 5b 1c 6e 33 0c 9a ce b5 4f 78 14 96 m.e.[.n3....Ox..
000000e0 b4 b4 b4 69 6a 8c ce c5 a7 53 54 a3 ed a9 e1 00 ...ij....ST.....
000000f0 8b 6e da 34 af ff fc 2c df 5c 88 2b be a1 df 97 .n.4...,.\.+....
00000100 e8 4e ac c7 2d 51 6d c8 b0 7c db 6a 99 60 15 b0 .N..-Qm..|.j.`..
02 -> SHARED_MSG_HEADER::Version = 2
12 -> SHARED_MSG_HEADER::MessageId = SampleResponse(18)
00 -> StreamIndex = 0
00 00 00 01 09 30 ... -> Video sample data.
[bookmark: section_f3b0fa7e18da4fbc86c78743d66f00dd][bookmark: _Toc523915604]Stop Streams Request
The following is an annotated dump of a Stop Streams Request (section 2.2.3.12).
00000000 02 10                                           ..
02 -> SHARED_MSG_HEADER::Version = 2
10 -> SHARED_MSG_HEADER::MessageId = StopStreamsRequest(16)
[bookmark: section_7dbfcba7be564d21a99387b99af0e2dd][bookmark: _Toc523915605]Annotated Device Control Initialization sequence
The following is an annotated dump of the Device Control Initialization sequence, as described in section 1.3.6.
[bookmark: section_68fefec3d8404f16909c7eba44d10ab6][bookmark: _Toc523915606]Property List Request
The following is an annotated dump of a Property List Request (section 2.2.3.16).
00000000 02 14                                           ..
02 -> SHARED_MSG_HEADER::Version = 2
14 -> SHARED_MSG_HEADER::MessageId = PropertyListRequest(20)	
[bookmark: section_2cf5727cf24f456e97018ee2db184c78][bookmark: _Toc523915607]Property List Response
The following is an annotated dump of a Property List Response (section 2.2.3.17).
[bookmark: section_2a5727af97984d838f82275e1b3f0246][bookmark: _Toc523915608]Property Value Request
The following is an annotated dump of a Property Value Request (section 2.2.3.18).
00000000 02 16 02 02                                     ....
02 -> SHARED_MSG_HEADER::Version = 2
16 -> SHARED_MSG_HEADER::MessageId = PropertyValueRequest(22)
02 -> PropertySet = VideoProcAmp(2)
02 -> PropertyId = Brightness(2)
[bookmark: section_288c9ed5f9ac4b8b8606dbc6267b09f1][bookmark: _Toc523915609]Property Value Response
The following is an annotated dump of a Property Value Response (section 2.2.3.19).
00000000 02 17 01 64 00 00 00                            ...d...
02 -> SHARED_MSG_HEADER::Version = 2
17 -> SHARED_MSG_HEADER::MessageId = PropertyValueResponse(23)
01 -> PropertyValue::Mode = Manual(1)
64 00 00 00 -> PropertyValue::Value = 100
[bookmark: section_999a80e33a234cbdb48a693185a203a8][bookmark: _Toc523915610]Annotated Device Control sequence
The following is an annotated dump of the Device Control sequence, as described in section 1.3.7.
[bookmark: section_037441a846a24c50b7482840e87e0a6b][bookmark: _Toc523915611]Set Property Value Request
The following is an annotated dump of a Set Property Value Request (section 2.2.3.20).
00000000 02 18 02 02 01 64 00 00 00                      .....d...
02 -> SHARED_MSG_HEADER::Version = 2
18 -> SHARED_MSG_HEADER::MessageId = SetPropertyValueRequest(24)
02 -> PropertySet = VideoProcAmp(2)
02 -> PropertyId = Brightness(2)
01 -> PropertyValue::Mode = Manual(1)
64 00 00 00 -> PropertyValue::Value = 100
[bookmark: section_49d75eff5be7480faf825fb8097604b2][bookmark: _Toc523915612]Annotated Error Response
The following is an annotated dump of an Error Response (section 2.2.3.2)
00000000 02 02 03 00 00 00                               ......
02 -> SHARED_MSG_HEADER::Version = 2
02 -> SHARED_MSG_HEADER::MessageId = ErrorResponse(2)
03 00 00 00 -> ErrorCode = NotInitialized(3)
[bookmark: section_b0066622303d40738dca2023c3148a3f][bookmark: _Toc523915613]Security
[bookmark: section_b3bb84304d0a447689c48fc00b80a615][bookmark: _Toc523915614]Security Considerations for Implementers
All dynamic virtual traffic is secured by the underlying core RDP. An overview of the implemented security-related mechanisms is provided in [MS-RDPBCGR] section 5.
[bookmark: section_17899255601244c09501705222283e88][bookmark: _Toc523915615]Index of Security Parameters
None.
[bookmark: section_0d659a7ba6b44dc4ab130a7c2066dfa0][bookmark: _Toc523915616]Appendix A: Product Behavior
The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Windows 10 v1803 operating system
· Windows Server 2019 operating system
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 1.3.1: Windows 10 v1803 supports protocol version 1. Windows 10 v1809 operating system supports protocol version 2.
[bookmark: section_001243e4c3574fcf8c0e219af2fdd6d1][bookmark: _Toc523915617]Change Tracking
No table of changes is available. The document is either new or has had no changes since its last release.
[bookmark: section_324482e0f36545df92bf58ded89fdd05][bookmark: _Toc523915618]Index
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