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1 Introd uction

The Remote Desktop Protocol: Basic Connectivity and Graphics Remoting facilitates user interaction
with a remote computer system by transferring graphics display data from the remote computer to the
user and transporting input commands from the user to the remote computer, where the input
commands are replayed on the remote computer. RDP also provides an extensible transport

mechanism which allows specialized communication to take place between components on t he user

computer and components running on the remote computer.

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,
MUST, MUST NOT, and SHOULD NOT as defined in RFC2119] . Sections 1.5 and 1.9 are also
normative but do not contain those terms. All other sections and examples in this specification are
informative.

11  Glossary

The following terms are specific to this document:

ANSI character : An 8 -bit Windows -1252 character set unit.

ASN.1 : Abstract Syntax Notation One. ASN.1 is used to describe Kerberos datagrams as a
sequence of components, sent in messages. ASN.1 is described in the following specifications:

ITUX660] _ for general procedures; ITUX680] _ for syntax specification, and ITUX69 0] forthe

Basic Encoding Rules (BER), Canonical Encoding Rules (CER), and Distinguished Encoding Rules
(DER) encoding rules.

Basic Encoding Rules (BER) : A set of encoding rules for ASN.1 notati on. These encoding
schemes allow the identification, extraction, and decoding of data structures. These encoding
rules are defined in [ITUX690].

binary large object (BLOB) : A collection of binary data stored as a single entity in a database.

certification authority (CA) : A third party that issues public key certificates (1). Certificates
serve to bind public keys to a user identity. Each user and certification authority (CA) can decide

whether to trust another user or CA for a specific purpose, and whether this trust should be
transitive. For more information, see REC3280] .
Client Data Block : A collection of related client settings that are encapsulated within the user data

of a Generic Confere nce Control (GCC) Conference Create Request. Only four Client Data Blocks
exist: Core Data, Security Data, Network Data, and Cluster Data. The set of Client Data Blocks is
designed to remain static.

Connection Broker : A service that allows users to reconne ct to their existing sessions, enables

the even distribution of session loads among servers, and provides access to virtual desktops
and remote programs. Further background information about Connection Broker is available in

[Anderson].

desktop scale facto r: The scale factor (as a percentage) applied to Windows Desktop
Applications.

device scale factor : The scale factor (as a percentage) applied to Windows Store Applications.

domain name : A domai nname ora NetBIOS name that identifies a domain.

Dynamic DST : Dynamic daylight saving time (DST) provides support for time zones whose
boundaries for daylight saving time change from year to year.

Extended Client Data Block : A collection of related clien t settings that are encapsulated within

the user data of a Generic Conference Control (GCC) Conference Create Request. In contrast to
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the static set of  Client Data Blocks , the set of Extended ClI  ient Data Blocks is designed to be
expanded over time.

input method editor (IME) . A process that maps keyboard input to phonetic components (or
other language elements) that are specific to a selected language. IMEs are typically used with
languages for wh ich conventional keyboard representation is difficult or impossible. For
example, East Asian languages are made up of thousands of distinct characters, which makes it
impossible to show all of the characters on a single keyboard. To facilitate composition, the IME
converts keystrokes into the characters of the target language (such as Japanese Katakana or
Simplified Chinese).

MD5 hash : A hashing algorithm, as described in RFEC1321] , that was de veloped by RSA Data
Security, Inc. An MD5 hash is used by the File Replication Service (FRS) to verify that a file on
each replica member is identical.

Message Authentication Code (MAC) . A message authenticator computed through the use of a
symmetric key. A MAC algorithm accepts a secret key and a data buffer, and outputs a MAC .
The dataand MAC can then be sent to another party, which can verify the integrity and
authenticity of the data by using the same secret key and the same MAC algorithm.

Multipoint Communication Service (MCS) : A data transmission protocol and set of services
defined by the ITU T.120 standard, specifically [T122] and [T125] .

Network Level Authentication (NLA) : Refers to the usage of CredSSP (as defined in MS -
CSSP]) within the context of an RDP connection to authentica te the identity of a user at the
network layer before the initiation of the RDP handshake. The use of NLA ensures that server
resources are only committed to authenticated users.

Packed Encoding Rules (PER) : A set of encoding rules for ASN.1 notation, specified in
ITUX691] . These rules enable the identification, extraction, and decoding of data structures.

protocol data unit (PDU) . Information that is delivered as a unit among peer entities of a
network and that may contain control information, address information, or data. For more
information on remote procedure call (RPC) -specific PDUs, see [C706] section 12.

Quality of Experience (QoE) : A subjective measure of a user's experiences with a media service.

RC4 : A variable key -length symmetric encryption algorithm. For more information, see
[SCHNEIER] section 17.1.

Remote Desktop :See Remote Desktop Protocol (RDP)

Remote Desktop Protocol (RDP) : Amulti -channel protocol that allows a user to connect to a
computer running Microsoft Terminal Services (TS). RDP ena bles the exchange of client and
server settings and also enables negotiation of common settings to use for the duration of the
connection, so that input, graphics, and other data can be exchanged and processed between
client and server.

server authenticati on : The act of proving the identity of a server to a client, while providing key
material that binds the identity to subsequent communications.

Server Data Block : A collection of related server settings that are encapsulated within the user
data of a Gener ic Conference Control (GCC) Conference Create Response. Three Server Data
Blocks exist: Core Data, Security Data, and Network Data.

SHA -1 hash : A hashing algorithm as specified in FIPS180 -2] that was developed by the National
Institute of Standards and Technology (NIST) and the National Security Agency (NSA).

Transmission Control Protocol (TCP) . A protocol used with the Internet Protocol (IP) to send
data in the form of message units between computers over the Internet. TCP handles keeping
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track of the individual units of data (called packets) that a message is divided into for efficient
routing t hrough the Internet.

Transport Layer Security (TLS) . A security protocol that supports confidentiality and integrity of
messages in client and server applications communicating over open networks. TLS supports
server and, optionally, client authentication by using X.509 certificates (as specified in X509] ).

TLS is standar dized in the IETF TLS working group. See [RFC4346].

Unicode : A character encoding standard developed by the Unicode Consortium that represents
almost all of the written languages of the world. The Unicode standard [UNICODES5.0.0/2007]
provides three forms (UTF -8, UTF-16, and UTF -32) and seven schemes (UTF -8, UTF-16, UTF -16
BE, UTF-16 LE, UTF -32, UTF -32 LE, and UTF -32 BE).

Unicode character : Unless otherwise specified, a 16 -bit UTF -16 code unit.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [REC2119] . All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the

most recently publish  ed version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not

match. You can confirm the correct section numbering by checking the Errata .

1.2.1  Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any i ssue with finding a normative reference, please contact dochelp@microsoft.com . We will
assist you in finding the relevant information.

[International] Dr. International, "Developing International Software (2nd Edition)", Microsoft Press,
2003, ISBN: 0735615837.

[MS -CSSP] Microsoft Corporation, " Credential Security Support Provider (CredSSP) Protocol

[MS -DTYP] Microsoft Corporation, "  Windows Data Types".

[MS - ERREF] Microsoft Corporation, "  Windows Error Codes _".

[MS -RDPEA] Microsoft Corporation, *  Remote Desktop Protocol: Audio Output Virtual Channel
Extension ".

[MS -RDPEGDI] Microsoft Corporation, " Remote Desktop Protocol: Graphics Device Interface (GDI)
Acceleration Extensions _".

[MS -RDPELE] Microsoft Corporation, "  Remote Desktop Protocol: Lice  nsing Extension "

[MS -RDPEMT] Microsoft Corporation, *  Remote Desktop Protocol: Multitransport Extension
[MS - RDPERP] Microsoft Corporation, "  Remote Desktop Protocol: Remote Programs Vir tual Channel
Extension ".

[MS - RDPEUDP] Microsoft Corporation, "  Remote Desktop Protocol: UDP Transport Extension
[MS - RDPNSC] Microsoft Corporation, "  Remote Desktop Protocol: NSCodec Ext ension ".

[MS - RDPRFX] Microsoft Corporation,*  Remote Desktop Protocol: RemoteFX Codec Extension
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[RFC2104] Krawczyk, H., Bellare, M., and Canetti, R., "HMAC: Keyed -Hashing for Message
Authentication”, RFC 2104, February 1 997, http://lwww.ietf.org/rfc/rfc2104.txt

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997,  http://www.rfc  -editor.org/rfc/rfc2119.txt

[RFC2246] Dierks, T., and Allen, C., "The TLS Protocol Version 1.0", RFC 2246, January 1999,
http://www.rfc __-editor.org/rfc/r  fc2246.txt

[RFC4346] Dierks, T., and Rescorla, E., "The Transport Layer Security (TLS) Protocol Version 1.1",
RFC 4346, April 2006,  http://www.ietf.org/rfc/rfc4346.txt

[RFC5246] Dierks, T.,an  d Rescorla, E., "The Transport Layer Security (TLS) Protocol Version 1.2",
RFC 5246, August 2008, http://www.ietf.org/rfc/rfc5246.txt

[SCHNEIER] Schneier, B., "Applied Cryptography, Second Ed ition", John Wiley and Sons, 1996, ISBN:
0471117099.

[SSL3] Netscape, "SSL 3.0 Specification", http://tools.ietf.org/html/draft -ietf -tls - ssl-version3 -00
[T122] ITU -T, "Multipoint communication service - Service definition", Recommendation T.122,
February 1998, http://www.itu.int/rec/T -REC-T.122/en

Note There is a charge to download the specification.

[T123] ITU -T, "Network -Specific Data Protocol Stacks for Multimedia Conferencing”, Recommendation
T.123, May 1999,  http://www.itu.int/rec/T -REC-T.123/en

Note There is a charge to download the specification.

[T124] ITU -T, "Generic Conference Control", Recommendation T.124, February 1998,
http://www.itu.int/rec/T -REC-T.124/en

Note Ther e is a charge to download the specification.

[T125] ITU -T, "Multipoint Communication Service Protocol Specification”, Recommendation T.125,
February 1998, http://www.itu.int/rec/T -REC-T.125 -199802 -l/en

Note There is a charge to download the specification.

[T128] ITU -T, "Multipoint Application Sharing”, Recommendation T.128, February 1998,
http://www.itu.int/rec/T -REC-T.128 -199802 -S/en

Note There is a charge to download the specification.

[X224] ITU -T, "Information technology - Open Systems Interconnection - Protocol for Providing the
Connection -Mode Transport Service", Recommendation X.224, November 1995,
http://www.itu.int/rec/T -REC-X.224 -199511 -l/en

Note There is a charge to download the specification.

1.2.2 Informative References

[ERRTRANS] Microsoft Corporation, "How to Translate NTSTATUS Error Codes to Message Strings",
June 2005, http://support.microsoft.com/kb/259693

[MS -RDPCRZ2] Microsoft Corporation, "  Remote Des ktop Protocol: Composited Remoting V2
[MS - RDPEAI] Microsoft Corporation, " Remote Desktop Protocol: Audio Input Redirection Virtual

Channel Extension ".
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[MS - RDPECLIP] Microsoft Corporation, " Remote Desktop Protocol: Clipboard Virtual Channel
Extension ".

[MS -RDPEDC] Microsoft Corporation, *  Remote Desktop Protocol: Desktop Composition Virtual Channel
Extension ".

[MS -RDPEDISP] Microsoft Corporation, *  Remote Desktop Protocol: Display Update Virtual Channel
Extension ".

[MS -RDPEDYC] Microsoft Corporation, "  Remote Desktop Protocol: Dynamic Channel Virtual Channel
Extension ".

[MS -RDPEECQ] Microsoft Corporation, *  Remote Desktop Protocol: Virtual Channel Echo Extension
[MS -RDPEFS] Microsoft Corporation, "  Remote Desktop Protocol: File System Virtual Channel

Extension ".

[MS - RDPEGFX] Microsoft Corporation, *  Remote Desktop Protocol: Graphics Pipeline Extension
[MS -RDPEGT] Microsoft Corporation, "  Remote Desktop Protocol: Geometry Tracking Virtual Channe |
Protocol Extension "

[MS -RDPEI] Microsoft Corporation, " Remote Desktop Protocol: Input Virtual Channel Extension "
[MS -RDPEMC] Microsoft Corporation, "  Remote Desktop Protocol: Multipart y Virtual Channel
Extension ".

[MS -RDPEPC] Microsoft Corporation, *  Remote Desktop Protocol: Print Virtual Channel Extension "
[MS -RDPEPNP] Microsoft Corporation, "  Remote Desktop Protocol  : Plug and Play Devices Virtual
Channel Extension "

[MS -RDPEPS] Microsoft Corporation, "  Remote Desktop Protocol: Session Selection Extension "
[MS -RDPESC] Microsoft Corporation, "  Remote Desktop Protocol: Smart Card Virtual Channel

Extension ".

[MS -RDPESP] Microsoft Corporation, *  Remote Desktop Protocol: Serial and Parallel Port Virtual

Channel Extension

[MS -RDPEUSB] Microsoft Corporation, "  Remote Desktop Protocol: USB Devices Virtual Channel

Extension ".

[MS -RDPEVOR] Microsoft Corporation, " Remote Desktop Protocol: Video Optimized Remoting Virtual
Channel Extension "

[MS -RDPEV] Microsoft Corporation, "  Remote Desktop Protocol: Video Redirection Virtual Channel

Extension ".

[MS -RDPEXPS] Microsoft Corporation, "  Remote Desktop Protocol: XML Paper Specification (XPS) Print
Virtual Channel Extension "

[MS - TSGU] Microsoft Corporation, "  Terminal Services Gateway Server Protocol "

[MSDN - CP] Microsoft Corporation, "Code Page Identifiers", http://msdn.microsoft.com/en -

us/library/dd317756(VS.85).aspx

[MSDN - MUI] Microsoft Corporation, "Language Identifier Constants and Strings",
https://msdn.microsoft.com/en -us/li_brary/windows/desktop/dd318693(v=vs.85).aspx
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%5bMS-RDPEDYC%5d.pdf
%5bMS-RDPEECO%5d.pdf
%5bMS-RDPEFS%5d.pdf
%5bMS-RDPEFS%5d.pdf
%5bMS-RDPEGFX%5d.pdf
%5bMS-RDPEGT%5d.pdf
%5bMS-RDPEGT%5d.pdf
%5bMS-RDPEI%5d.pdf
%5bMS-RDPEMC%5d.pdf
%5bMS-RDPEMC%5d.pdf
%5bMS-RDPEPC%5d.pdf
%5bMS-RDPEPNP%5d.pdf
%5bMS-RDPEPNP%5d.pdf
%5bMS-RDPEPS%5d.pdf
%5bMS-RDPESC%5d.pdf
%5bMS-RDPESC%5d.pdf
%5bMS-RDPESP%5d.pdf
%5bMS-RDPESP%5d.pdf
%5bMS-RDPEUSB%5d.pdf
%5bMS-RDPEUSB%5d.pdf
%5bMS-RDPEVOR%5d.pdf
%5bMS-RDPEVOR%5d.pdf
%5bMS-RDPEV%5d.pdf
%5bMS-RDPEV%5d.pdf
%5bMS-RDPEXPS%5d.pdf
%5bMS-RDPEXPS%5d.pdf
%5bMS-TSGU%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=89981
http://go.microsoft.com/fwlink/?LinkId=89981
http://go.microsoft.com/fwlink/?LinkId=90048

[MSDN - SCHANNEL] Microsoft Corporation, "Creating a Secure Connection Using Schannel”,
http://msdn.microsoft.com/en -us/library/aa374782.aspx

[MSFT -DIL] Microsoft Corporation, "Default Input Locales", http://technet.microsoft.com/en -
us/library/cc766503(WS.10).aspx

[MSFT - SDLBTS] Microsoft Corporation, "Session Directory and Load Balancing Using Terminal Server",
September 2002,  http://download.microsoft.com/download/8/6/2/8624174c -8587 -4a37 -8722 -
00139613a5bc/TS_Session_Directory.doc

[RFC2118] Pall, G., "Microsoft Point -To-Point Compression (MPPC) Protocol", RFC 2118, March 1997,
http://www.ietf.org/rfc/rfc2118.txt

1.3  Overview

This protocol is designed to facilitate user interaction with a remote computer system by transferring
graphics display information from the remote computer to the user and transporting input commands
from the user to the remote computer, where the input commands are replayed on the remote

comp uter. This protocol also provides an extensible transport mechanism which allows specialized
communication to take place between components on the user computer and components running on
the remote computer.

The following subsections present overviews of t he protocol operation as well as sequencing
information.

1.3.1 Message Flows

1.3.1.1 Connection Sequence

The goal of the RDP Conn  ection Sequence is to exchange client and server settings and to specify

common settings to use for the duration of the connection so that input, graphics, and other data can

be exchanged and processed between client and server. The RDP Connection Sequence is described in
following figure. All of the message exchanges in this diagram are strictly sequential, except where

noted in the text that follows.
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Figure 1: Remote Desktop Protocol (RDP) connection sequence
The connection sequence can be broken up into ten distinct phases:

1. Connection Initiation: The client initiates the connection by sending the server a Class 0 X.224
Connection Request PDU (section 2.2.1.1 ). The s erver responds with a Class 0 X.224 Connection
Confirm PDU (section 2.2.1.2 ).

From this point, all subsequent data sent between client and server is wrapped in an X.224 Data
Protocol Data Unit (PDU) (2).
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2. Basic Settings Exchange: Basic settings are exchanged between the client and server by using the
MCS Connect Initial PDU (section 2.2.1.3 ) and MCS Connect Response PDU (section 2.2.1.4 ). The
Connect Initial PDU contains a Generic Conference Control (GCC) Conference Create Request,
while the Connect Response PDU contains a GCC Conference Create Response.

These two GCC packets contain concatenated blocks of settings data (such as core data, security
data, and network data) which are read by client and server.

Connect Initial
Fields

GCC Conference Create Request )

Conference Create
Request Fields

'\

Client Data Block 1

Connect Initial User

i Data
Client Data Block 2 Conference Create

> Request
User Data

Client Data Block N

Figure 2:MCS Connect Initial PDU
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Connect Response
Fields

GCC Conference Create Response M

Conference Create
Response Fields

-~

Server Data Block 1

\ Connect Response

Server Data Block 2 User Data

Conference Create

> Response
User Data
Server Data Block N
—/
-/
Figure 3:MCS Connect Response PDU
3. Channel Connection: The client sends an MCS Erect Domain Request PDU (section 22.1.5),
followed by an MCS Attach User Request PDU (sect ion 2.2.1.6 ) to attach the primary user identity
to the MCS domain. The server responds with an MCS Attach User Confirm PDU (section 22.1.7)

containing the User Channel ID. The client then proceeds to join the user channel, the

input/output (1/0) channel, and all of the static virtual channels (the 1/0 and static virtual channel

IDs are obtained from the data embedded in the GCC packets) by using multiple MCS Channel Join
Request PDUs (section 2.2.1.8 ). The server confirms each channel with an MCS Channel Join

Confirm PDU (section 2.2.1.9 ). (RDP 4.0,5.0,5.1,5.2,6.0, 6.1, 7.0, 7.1 and 8.0 clients send a

Channel Join Request to the server only after the Channel Join Confirm for a previously sent

request has been received. RDP 8.1 clients send all of the Channel Join Requ ests to the server in a
single batch to minimize the overall connection sequence time.)

From this point, all subsequent data sent from the client to the server is wrapped in an MCS Send
Data Request PDU, while data sent from the server to the client is wr apped in an MCS Send Data
Indication PDU. This is in addition to the data being wrapped by an X.224 Data PDU.

4. RDP Security Commencement: If Standard RDP Security mechanisms (section 5.3) are being
employed and encryption is in force (this is determined by examining the data embedded in the
GCC Conference Create Response packet) then the client sends a Security Exchange PDU (section
2.2.1.10 ) containing an encrypted 32 -byte random number to the server. This random number is
encrypted with the public key of the server as described in section 5.3.4.1 (the server's public ke v,
as well asa 32 -byte server -generated random number, are both obtained from the data
embedded in the GCC Conference Create Response packet). The client and server then utilize the
two 32 -byte random numbers to generate session keys which are used to enc rypt and validate the
integrity of subsequent RDP traffic.

From this point, all subsequent RDP traffic can be encrypted and a security header is included with
the data if encryption is in force. (The Client Info PDU (section 2.2.1.11 ) and licensing PDUs ( [MS -
RDPELE] section 2.2.2) are an exception in that they always have a security header). The Security
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Header follows the X.224 and MCS Headers and indicates whet her the attached data is encrypted.
Even if encryption is in force, server -to - client traffic may not always be encrypted, while client -to-
server traffic must always be encrypted (encryption of licensing PDUs is optional, however).

5. Secure Settings Exchange: Secure client data (such as the username, password, and auto -
reconnect cookie) is sent to the server by using the Client Info PDU (section 2.2.1.11).

6. Optional Connect -Time Auto -Detection: During the Optional Connect -Time Auto -Detection phase,
the goal is to determine characteristics of the network, such as the round -trip latency time and the
bandwidth of the link between the server and client. This is accomplished by exchanging a
collection of PDUs (specified in section 2.2.14 ) over a predetermined period of time with enough
data to ensure that the results are statistically relevant.

7. Licensing: The goal of the licensing exchange is to transfer a license from the server to the client.
The client sto res this license and on subsequent connections sends the license to the server for
validation. However, in some situations the client may not be issued a license to store. In effect,
the packets exchanged during this phase of the protocol depend on the lic ensing mechanisms
employed by the server. Within the context of this document, it is assumed that the client will not
be issued a license to store. For details regarding more advanced licensing scenarios that take

place during the Licensing phase, see [MS -RDPELE] section 1.3.

8. Optional Multitransport Bootstrapping: After the connection has been secured and the Licensing
phase has run to completion, the server can choose to initiate multitransport connections ( MS -
RDPEMT] section 1.3). The Initiate Multitransport Request PDU (section 2.2.15.1 )is sent by the
server to the client and results in the out -of-band creation of a multitransport connection using
messages fro m the RDP -UDP, TLS, DTLS, and multitransport protocols ([MS -RDPEMT] section
1.3.1).

9. Capabilities Exchange: The server sends the set of capabilities it supports to the client in a
Demand Active PDU (section 2.2.1.13.1 ). The optional Monitor Layout PDU (section 2.2.12.1 )is
sent by the server after the Demand Active PDU. The client responds to the Demand Active PDU
with its capabilites by s ending a Confirm Active PDU (section 2.2.1.13.2 ).

10. Connection Finalization: The client and server exchange PDUs to finalize the connection details.
The client -to-server PDUs sent during this phase have no dependencies on any of the server -to-
client PDUs; they may be sent as a single batch, provided that sequencing is maintained.

A The Client Synchronize PDU (section 2.2.1.14 )issentaftert ransmitting the Confirm Active
PDU.

A The Client Control (Cooperate) PDU (section 2.2.1.15 ) is sent after transmitting the Client
Synchronize PDU.

A The Client Control (Request Control) PDU (section 2.2.1.16 ) is sent after transmitting the
Client Control (Cooperate) PDU.

A The optional Persistent Key List PDUs (section 2.2.1.17 ) are sen t after transmitting the Client
Control (Request Control) PDU.

A The Font List PDU (section  2.2.1.18 ) is sent after transmitting the Persistent Key List PDUs or,
if the Persistent Key List PDUs were not sent, it is sent after transmitting the Client Control
(Request Control) PDU (section 2.2.1.16).

The server -to-client PDUs sent during the Connection Fin alization phase have dependencies on
the client -to-server PDUs.

A The Server Synchronize PDU (section 2.2.1.19 )is sentin response to the Confirm Active PDU.

A The Server Control (Cooperate) PDU (sec tion 2.2.1.20 ) is sent after transmitting the Server
Synchronize PDU.

24 | 417

[MS -RDPBCGR] - v20150630

Remote Desktop Protocol: Basic Connectivity and Graphics Remoting
Copyright © 2015 Microsoft Corporation

Release: June 30, 2015


%5bMS-RDPEMT%5d.pdf
%5bMS-RDPEMT%5d.pdf

A The Server Control (Granted Control) PDU (section 2.2.1.21 )is sen tinresponse to the Client
Control (Request Control) PDU.

A The Font Map PDU (section  2.2.1.22 )is sent in response to the Font List PDU.

Once the client has sent the Confirm Active PDU, it can sta rt sending mouse and keyboard
input to the server, and upon receipt of the Font List PDU the server can start sending graphics
output to the client.

Besides input and graphics data, other data that can be exchanged between client and server after the
conne ction has been finalized includes connection management information and virtual channel
messages (exchanged between client -side plug -ins and server -side applications).

1.3.1.2 Security -Enhanced Connection Sequence

The RDP Connection Sequence does not provide any mechanisms which ensure that the identity of the
server is authenticated, and as a result it is vulnerable to man -in-the -middle attacks (these attacks
can compro mise the confidentiality of the data sent between client and server).

The goal of the Security -Enhanced Connection Sequence is to provide an extensible mechanism within
RDP so that well -known and proven security protocols (such as Secure Socket Layer (SSL) or
Kerberos) can be used to fulfill security objectives and to wrap RDP traffic. There are two variations of

the Security -Enhanced Connection Sequence. The negotiation -based approach aims to provide
backward -compatibility with previous RDP implementations , while the Direct Approach favors more
rigorous security over interoperability.

Negotiation -Based Approach: The client advertises the security packages which it supports (by

appending a negotiation request structure to the X.224 Connection Request PDU) a nd the server
selects the package to use (by appending a negotiation response structure to the X.224 Connection

Confirm PDU). After the client receives the X.224 Connection Confirm PDU the handshake messages
defined by the negotiated security package are e xchanged and then all subsequent RDP traffic is
secured by using the cryptographic techniques specified by the negotiated security package.

Direct Approach: Instead of negotiating a security package, the client and server immediately execute

a predetermine d security protocol (for example, the CredSSP Protocol MS - CSSP]) prior to any RDP
traffic being exchanged on the wire. This approach results in all RDP traffic being secured using the

hard -coded security package. However, it has the disadvantage of not working with servers that

expect the connection sequence to be initiated by an X.224 Connection Request PDU.

For more details about Enhanced RDP Security , see sectio n5.4.

1.3.1.3 Deactivation -Reactivation Sequence

After the connection sequence has run to completion, the server may determine that the client must
be connected to an e  xisting session. To accomplish this task the server signals the client with a
Deactivate All PDU . A Deactivate All PDU implies that the connection will be dropped or that a

capability re -exchange will occur. If a capability re -exchange is required, then the Capability Exchange
and Connection Finalization phases of the connection sequence (section 1.3.1.1 ) arere -executed.
The sending and  processing of the Deactivate All PDU is described in sections 3.355.1 and 3.255.1

respectively.

1.3.1.4 Disconnection Sequences

1.3.1.4.1 User -Initiated on Client
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The user can initiate a client  -side disconnect by closing the RDP client application. To implement this
type of disconnec tion the client sends the server a Shutdown Request PDU . The server response to
this PDU is determined by whether the session is associated with a logged -0on user account.

A Ifalogged -onuseracco untis associated with the session, the server always denies the shutdown
request and sends the client a Shutdown Request Denied PDU . At this point the client behavior is
implementation -dependent (the client may, for example, choose to display a dialog box specifying
that the session will be disconnected). If the decision is made to proceed with the disconnection,
the client sends the server an MCS Disconnect Provider Ultimatum PDU (with the reason code set
to "user requested") and closes the connection.

A Ifalogged -on useraccount is not associated with the session, the server closes the connection
immediately after receiving the Shutdown Request PDU.

The sending and processing of the Shutdown Request PDU is described in sections 3.25.4.1 and
3.3.5.4.1 respectively. The s ending and processing of the Shutdown Request Denied PDU is described
in sections 3.3.5.4.2 and 3.2.5.4.2 respectively.

1.3.1.4.2 User -Initiated o  n Server

The user can initiate a server  -side disconnect by ending the session hosted on the server. To

implement this type of disconnection, the s erver first sends the client a Deactivate All PDU _ followed by
an optional MCS Disconnect Provider Ultimatum PDU (with the reason code se  tto "user requested").

The connection is then closed by the server.

The sending of the Deactivate All and MCS Disconnect Provider Ultimatum PDUs is described in section
3.3.55.1 .

1.3.1.4.3 Administrator - | nitiated on Server

The administrator of a server can force a user to be logged off from a session or disconnect sessions

outside of the user's control. To implement this type of disconnection, the server first sends the client

a Deactivate All PDU __ followed by an optional MCS Disconnect Provider Ultimatum PDU (with the reason
code set to "provider initiated"). The connection is then closed by the server.

The sending of the Deactivate All and MCS Disconnect Provider Ultimatum PDUs is described in section
3.3.55.1 .

1.3.1.5 Automatic Reconnection

The Automatic Reconnection feature allows a client to reconnect to an existing session (after a short -
term network failure has occurred) without having to resend the user's credentials to the server.

After a successful log on, the server sends the client an "auto -reconnect cookie" inthe Save Session
Info PDU . This cookie is bound to the current user's session and is stored by the client. In the case of

a disconnection due to a network error, the client can try to automatic ally reconnect to the server. If it

can connect, it sends a cryptographically modified version of the cookie to the server in the Client Info
PDU (the Secure Settings Exchange phase of the connect ion sequence, as specified in section 1.31.1).
The server uses the modified cookie to confirm that the client requesting auto -reconnection is the last
client that was connected to the session. If this check passes, then the client is automatically

connected to the desired session upon completion of the connection sequence.

The auto -reconnect cookie associated with a given session is flushed and regenerated whenever a

client connects to the session or the session is reset. This ensures that if a different client connects to

the session, then any previous clients that were connected can no longer use the auto -reconnect
mechanism to connect. Furthermore, the server invalidates and updates the cookie a t hourly intervals,
sending the new cookie to the client in the Save Session Info PDU.
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1.3.2  Server Error Reporting and Status Updates

A server can send detailed error codes to a client by using the Set Error Info PDU__ (the client must
indicate during the Basic Settings Exchange phase of the connection sequence, as specified in section
1.3.1.1 , that it supports this PDU). This PDU can be sent when a phase in the connection sequence

fails or when the client is about to be disconnected. Error codes allow the client to give much clearer

failure explanations to the user. If a server chooses notto s end error codes to a client that supports
receiving these codes, then the client will be unable to report a clear diagnosable reason for any

server -side initiated disconnections.

Status updates can be sent to a client by using the Status Info PDU  (the client must indicate during
the Basic Settings Exchange phase of the connection sequence, as specified in section 1.3.1.1, that it
supports this PDU). This PDU can be sent by the server to allow the ¢ lient to give feedback to a user

when the server is performing processing that may take some time to complete.

The sending and processing of the Set Error Info PDU is described in sections 3.35.71 and 3.25.7.1
respectively, while the sending and processing of the Status Info PDU is described in sections
3.3.5.7.2 and 3.2.5.7.2 respectively.

1.3.3 Static Virtual Channels

Static Virtual Channels allow lossless communication between client and server components over the
main RDP data connecti  on. Virtual channel data is application - specific and opaque to RDP. A maximum
of 31 static virtual channels can be created at connection time.

The list of desired virtual channels is requested and confirmed during the Basic Settings Exchange

phase of the ¢ onnection sequence (as specified in section 1.3.1.1 ) and the endpoints are joined during
the Channel Connection phase (as specified in section 1.3.1.1). Once joined, the client and server

endpoint s do not exchange data until the connection sequence has completed.

Static Virtual Channel data must be broken up into chunks before being transmitted. The maximum

size of an individual chunk is determined by the settings exchanged in the Virtual Channel C apability
Set described in section  2.2.7.1.10 _ (the chunk size does not include RDP headers). Each virtual
channel acts as an independent data stream. The client and server examine the data receive d on each

virtual channel and route the data stream to the appropriate endpoint for further processing. A

particular client or server implementation can decide whether to pass on individual chunks of data as

they are received, or to assemble the separate c hunks of data into a complete block before passing it
on to the endpoint.

1.3.4 Data Compression

RDP uses a bulk compressor to compress virtual channel data and some data in PDUs sent from server

to client. Capability advertising for vari ous versions of the bulk compressor occurs in the Client Info
PDU (the Secure Settings Exchange phase of the connection sequence, as specified in section 1.31.1).
One version of the bulk compressor (the RDP 4.0 bulk compressor) is based on the Microsoft Point -To-
Point Compression (MPPC) Protocol, as described in RFC2118] , and uses an 8 kilobyte history buffer.

A more advanced version of the compressor (the RDP 5.0 bulk compressor) is derived from the RDP

4.0 bulk compressor, but uses a 64 kilobyte history buffer and modified Huffman - sty le encoding rules.

Besides employing bulk compression for generic data, RDP also uses variations of run length encoding
(RLE) rules to implement compression of bitmap data sent from server to client. All clients must be
capable of decompressing compressed bitmap data; this capability is not negotiable.

1.3.5 Keyboard and Mouse Input

The client sends mouse and keyboard input PDUs in two types: slow -path and fast -path. Slow -pathis
similar to T.128 input formats for input PD Us, with some modifications for RDP input requirements.
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Fast - path was introduced to take advantage of the fact that in RDP there are no extended Multipoint
Communication Services (MCS) topologie s, justone top -level node and one leaf -node per socket.
Fast - path also uses reduced or removed headers and alternate bytestream -orientated encoding
formats to reduce bandwidth and CPU cycles for encode and decode.

Client -to -server Input Event PDUs  convey keyboard and mouse data to the server so that it can inject
input as needed. The client can also periodically synchronize the state of the toggle keys (for example,

NUM LOCK and CAPS LOCK) usingt he Synchronize Event PDU . This is necessary when the client loses
input focus and then later gets the focus back (possibly with new toggle key states). In a similar vein,

the server can also force an update of the local keyboard toggle keys or the local input method
editor (IME) being used to ensure that synchronization with the session is maintained.

1.3.6  Basic Server Output

In a similar style to input -related PDUs (as specified in section 1.3.5), server output  -related PDUs
come in two types: slow  -path and fast -path. Slow -path outputis similar to T.128 output and is not
optimized in any way. Fast  -path output uses reduced or removed headers to save bandwidth and

reduce encoding and decoding latency by reducing the required CPU cycles.

The most fundamental output that a server can send to a connected client is bitmap images of the
user's session using  Bitmap Updates . This allows the client to render the working space and enables a
user to interact with the session running on the s erver. The global palette information for a session is
sent to the client using Palette Updates .

The client can choose to render the mouse cursor locally (if it is not included in the graphics upd ates
sent by the server). In this case, the server sends updates of the current cursor image to ensure that

it can be drawn with the correct shape (the Pointer Update PDUs _ are used to accomplisht  his task).
Furthermore, if the mouse is programmatically moved in the user's session, the server informs the

client of the new position using the Pointer Position PDU

Other basic output whicha s  erver sends to a connected client includes the Play Sound PDU , which

instructs a client to play rudimentary sounds (by specifying a frequency and its duration) and
Connection Management PDUs, as s pecified in section  2.2.10 .

1.3.7  Controlling Server Graphics Output

A client connected to a server and displaying graphics data may need to request that the server

resend the graphics data for a collection of rectangular regions of the session screen area, or stop

sending graphics data for a period of time (perhaps when th e client is minimized). These two tasks are
accomplished by having the client send the Refresh Rect PDU and Suppress Output PDUs

respec tively.

1.3.8  Server Redirection

A client connection can be redirected to a specific session on another server by using the Server
Redirection PDU  (section 2.2.13) . This enable s basic load -balancing scenarios, as shown in the
following figure.
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Figure 4: Basic server redirection

Assume that User A has an existing session on Server S1 (Session #3). Both Server S1 and Server S2
are able to communicate wit h a Connection Broker

1. User A uses Client C to connect to Server S2 and authenticate.

2. Server S2 communicates with the Connection Broker and is informed that User A has an existing
session on Ser ver S1 (Session #3).

3. Server S2 sends a Redirection PDU to Client C, which contains:
A The name of the target server (S1).
A The target Session ID (Session #3).
A The login credentials to use for Server S1 (if necessary).

4. Client C closes the connection to Server S2 and initiates a connection to Server S1. As part of the
connection initialization data sent to Server S1, Client C sends the login credentials and requests a
connection to Session #3.
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5. Server S1 validates the login credentials, and, if they are correct, connects Client C to Session #3.

If Client C cannot connect directly to Server S1, the Redirection PDU should contain a variable -length
routing token that contains the information required by Server S2 to redirect the client connection
appropriately. The ¢ lient must place this token into the X.224 Connection Request

PDU (section 2.2.1.1) ofthe RDP Connection Sequence and then reconnect back to Server S2.

Server S2 should read the routing token and then redirect the X.224 Connection Request and all

future traffic from Client C to Server S1.

For more information about load balancing of Remote Desktop sessions and the  routing token
format, see [MSFT-SDLBTS] sections "Load -Balanced Configurations”, "Revectoring Clients", and
"Routing Token Format".

1.3.9 Connect -Time and Continuous Network Characteristics Detection

Connect -Time Auto -Detection occurs once during the RDP Connection Sequence (section 1.3.1.1 ),and
is accomplished by sending request and response messages over the main RDP connection during the
Optional Connect -Time Auto -Detection phase.

The following messages are encapsulated in the server -to-client Auto -Detect Request PDU (section
2.2.14.3 ) and flow over the main RDP connection, impleme nting Connect -Time Auto -Detection:
A RTT Message Request (section  2.2.14.1.1 )

A Bandwidth Measure Start (section 221412 )

A Bandwidth Measu re Payload (section 2.2.14.1.3 )

A Bandwidth Measure Stop (section 2.2.14.1.4 )

A Network Characteristics Result (section 2.2.14.15 )
The following messages are encapsulated in the client -to-server Auto -Detect Response PDU (section
2.2.14.2 ) and flow over the main RDP connectio n as part of Connect -Time Auto -Detection:

A RTT Measure Response (section  2.2.14.2.1 )
A Bandwidth Measure Results (section 2.2.14.2.2 )
A Netwo rk Characteristics Sync (section 2.2.14.2.3 )

Continuous Auto -Detection occurs on a constant basis after the RDP Connection Sequence has
completed, and is implemented by sending request and respons e messages over the main RDP
connection and any created sideband channels ( MS -RDPEMT] section 1.3.2).

The following messages are encapsulated in the server -to-client Auto -Detect Request PDU and flow
over the main RDP con nection, implementing Continuous Auto - Detection:

A RTT Message Request (section 2.2.14.1.1)
A Bandwidth Measure Start (section 2.2.14.1.2)
A Bandwidth Measure Stop (section 2.2.14.1.4)

The following messages are encapsulated in the client -to-server Auto -Detect R esponse PDU and flow
over the main RDP connection as part of Continuous Auto - Detection:

A RTT Measure Response (section 2.2.14.2.1)

>

Bandwidth Measure Results (section 2.2.14.2.2)
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The following messages are encapsulated in the RDP_TUNNEL_SUBHEADER ( [MS -RDPEMT] section
2.2.1.1.1) structure and are used to implement Continuous Auto - Detection over the sideband channels
that are in active use:

A Bandwidth Measure Start (section 2.2.14.1.2)

A Bandwidth Measure Stop (section 2.2.14.1.4)
A Network Characteristics ~ Result (section 2.2.14.1.5)
A Bandwidth Measure Results (section 2.2.14.2.2)

1.3.10 Connection Health Monitoring

The Heartbeat PDU (section 2.2.16.1) allows a client to monitor the state of the connection to the
server in real time. If the client and server both support connection health monitoring, then the server

will send Heartbeat PDUs to the client at a regular cadence when no other data is sent. If no data has

been received over a predetermined numbe r of heartbeat intervals by the client, then the server may

be down or the network link may be in a disconnected state. If this is the case, the client can respond

by displaying a warning or initiating a reconnection attempt.

1.4  Relationship to Other Protocol S

[MS -RDPBCGR] is based on the ITU (International Telecommunication Union) T.120 series of

protocols. The T.120 standard is composed of a suite of communication and application -layer protocols
that enable implementers to create compatible products and services for real -time, multipoint data

connections and conferencing.

A Protocol for Providing the Connection -Mode Transport Service X224

A Multipoint communication service - Service definition  [T122]

A Network -Specific Data Protocol Stacks for Multimedia Conferencing [T123]

A Generic Conference Control ~ [T124]

A Multipoint Communication Service Protocol Specification [T125]

A Multipoint Application Sharing [T128]

The following protocols are tunneled within an [MS -RDPBCGR] static virtual channel:

A Multiparty Virtual Channel Extension M S-RDPEMC

A Clipboard Virtual Channel Extension MS -RDPECLIP

A Audio Output Virtual Channel Extension MS -RDPEA

A Remote Programs Virtual Channel Extension MS -RDPERP
A Dynamic Channel Virtual Channel Extension MS -RDPEDYC
A File System Virtual Channel Extension MS -RDPEFS

A Serial Port Virtual Channel Extension MS -RDPESP

A Print Virtual Channel Extension MS -RDPEPC

A Smart Card Virtual Channel Extension MS -RDPESC

[MS -RDPEDYC] tunnels the following protocols:
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A XPS Printing Virtual Channel Extension MS -RDPEXPS

A Plug and Play Devices Virtual Channel Extension MS -RDPEPNP
A Video Virtual Channel Extension MS -RDPEV

A Audio Input Virtual Channel Extension MS -RDPEAI

A Composited Remoting V2 Extension MS -RDPCR2

A USB Devices Virtual Channel Extension MS -RDPEUSB

A Graphics Pipeline Extension MS - RDPEGFX

A Input Virtual Channel Extension MS - RDPEI

A Video Optimized Remoting Virtual Channel Extension MS -RDPEVOR

A Virtual Channel Echo Extension MS -RDPEECO

A Geometry Tracking Virtual Channel Protocol Extension MS -RDPEGT
A Display Control Virtual Channel Extension [MS -RDPEDISP]

The following protocols extend [MS -RDPBCGR]:

A Licensing Extension [MS-RDPELE

A Session Selection Extension  [MS -RDPEPS

A Graphics Device In terface (GDI) Acceleration Extensions MS - RDPEGDI
A Desktop Composition Extension MS -RDPEDC

A Remote Programs Virtual Channel Extension [MS -RDPERP]

A NSCodec Extension [MS-RDPNSC]

A RemoteFX Codec Extension MS - RDPREX
A Multitransport Extension MS -RDPEMT

The following protocol tunnels [MS -RDPEDYC]:
A Multitransport Extension [MS -RDPEMT]
The following protocols tunnel [MS -RDPBCGR]:
A Gateway Server Protocol  [MS-TSGU

A UDP Transport Extension MS -RDPEUDP

15 Prerequisites/Preconditions

This protocol assumes that the client and server systems both have an IP address and are able to
communicate over a computer network. It also assumes that the initiator (or “client") has already
obtained the IP add ress of the server, that the server has registered a port, and that the server is
actively listening for client connections on that port. <1>
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1.6  Applicability Statement

This protocol is applicable in scenarios where interactions with a session or application hosted on a

remote server are required. In this context, the graphical user interface of a session or application

running on a remote machine is transmitted to the client machine. The client, in turn, sends keyboard
and mouse input to be processed by the server allowing the client to interact with the session or

application on the server.

In scenarios in which more specialized communication between client and server components is
needed, Virtual Channels _ (section 1.3.3) provide an extensible transport mechanism. Examples of
more sp ecialized communication include redirection of client -side devices (for example, printers,
drives, smart card readers, or Plug and Play devices) and synchronization of the local and remote
clipboards.

1.7  Versioning and Capability Negotiation

Capability negotiation for RDP is essentially the same as for T.128. The server advertises its

capabilitiesina Demand Active PDU _ sent to the client, and the client advertises its capabilities in the

follow -up Confirm Active PDU  (see the Capability Exchange phase in section 1.3.1.1 ). Capability sets
are packaged in a combined capability set structure. This structure contains a count of the number of

capability sets, followed by the contents of the individual capability sets.

Mumber of
capability sets
which
follow = N

Capability Set 1 Capability Set 2 e Capability Set N

Figure 5: Combined Capability Set structure

Information exchanged in the capability sets includes data such as supported PDUs and drawing

orders, desktop dimensions, and allowed color depths, input device support, cache structures and
feature support. The  client and server must not violate any peer capabilities when sending data on the
wire. This ensures that all RDP traffic on the wire is consistent with expectations and can be processed
by each party.

Early capability information (in the form of a bitmas k) is advertised by the client as part of the data
which it sends to the server during the Basic Settings Exchange phase. This information is intended for
capabilities that need to be advertised prior to the actual Capability Exchange phase. For example,
support for the  Set Error Info PDU__ is established before the Licensing phase of the connection
sequence, which occurs before the Capability Exchange phase (section 1.3.1.1). This is necessary

becau se the server must be aware of how errors can be communicated back to the client.

The client and server data exchanged during the Basic Settings Exchange phase in the RDP

Connection Sequence (section 1.3.1.1) includes an RDP version number (consisting of a major and
minor field). However, this version information does not accurately reflect the version of RDP being

used (for example, RDP 4.0 clients advertise a minor version field of "1", while client versions 5.0, 5.1,
5.2,6.0,6.1,7.0, 7.1, and 8.0 adve rtise the same value of "4").

The build number of the client is also available as part of the data the client sends to the server during
the Basic Settings Exchange phase. However, this value is implementation -dependent and is not
necessarily consistent ac  ross the spectrum of RDP clients manufactured by different vendors.
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1.8 Vendor -Extensible Fields

This protocol uses NTSTATUS v alues as defined in  [MS - ERREF] section 2.3. Vendors are free to choose
their own values for this field, as long as the C bit (0x20000000) is set, indicating it is a customer
code.

1.9 Standards Assignments

None.

34 | 417

[MS -RDPBCGR] - v20150630

Remote Desktop Protocol: Basic Connectivity and Graphics Remoting
Copyright © 2015 Microsoft Corporation

Release: June 30, 2015


%5bMS-ERREF%5d.pdf

2 Messages

2.1  Transport

The [MS -RDPBCGR] packets are encapsulated in the Transmission Control Protocol (TCP) . The

TCP packets MUST be encapsulated in version 4 or 6 of the IP protocol.

There is no officially assigned TCP port for [MS -RDPBCGR], but protocol servers listen by default on
TCP port 3389 for client requests.

2.2  Message Syntax

All multiple -byte fields within a message MUST be marshaled in little -endian byte order, unless
otherwise specified.

This protocol references commonly used data types as defined in MS -DTYP].

Version 2 MCS Encoding Rules (defined in T125] section 9) are used when encoding MCS structures
defined in [T125].

2.2.1 Connection Sequence

2.2.1.1 Client X.224 Connection R equest PDU

The X.224 Connection Request PDU is an RDP Connection Sequence PDU sent from client to server
during the Connection Initiation phase of the RDP Connection Sequence (section 1.3.1.1 foran
overview of the RDP Connection Sequence phases).

0(1(2|3|4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7[8|9|0]|1

tpktHeader

X224Crq

routingToken (variable)

cookie (variable)

rdpNegReq (optional)

rdpCorrelationinfo (36 bytes, optional)
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tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.

X224Crq (7 bytes): An X.224 Class 0 Connect ion Request transport protocol data unit (TPDU), as
specified in [X224] section 13.3.

routingToken (variable): An optional and variable  -length routing token (used for load balancing)
terminate d by a OXODOA two  -byte sequence. For more information about the routing token
format, see [MSFT-SDLBTS] "Routing Token Format". The length of the routing token and CR+LF
sequence is includedi nthe X.224 Connection Request Length Indicator field. If this field is
present, thenthe  cookie field MUST NOT be present.

cookie (variable): An optional and variable  -length ANSI character stri ng terminated by a 0XODOA
two -byte sequence. This text string MUST be "Cookie: mstshash=IDENTIFIER", where IDENTIFIER
is an ANSI character string (an example cookie string is shown in section 4.1. 1). The length of the
entire cookie string and CR+LF sequence is included in the X.224 Connection Request Length
Indicator  field. This field MUST NOT be present if the routingToken field is present.

rdpNegReq (8 bytes): An optional RDP Negotiation Request (section 2.2.1.1.1 ) structure. The
length of this field is included in the X.224 Connection Request Length Indicator field.

rdpCorrelationinfo (36 bytes): An optional Correlation Info (section 2.2.1.1.2 ) structure. The
length of this field is included in the X.224 Connection Request Length Indicator field. This
field MUST be present if the CORRELATION_INFO_PRESENT (0x08) flag is set in th e flags field of
the RDP Negotiation Request structure, encapsulated within the optional rdpNegRsp field. If
the CORRELATION_INFO_PRESENT (0x08) flag is not set, then this field MUST NOT be present.

22111 RDP Negotiation Request (RDP_NEG_REQ)

The RDP Negotiation Request structure is used by a client to advertise the security protocols which it
supports.

type flags length

requestedProtocols

type (1 byte): An 8 -bit, unsigned integer that indicates the packet type. This field MUST be set to
0x01 (TYPE_RDP_NEG_REQ).

flags (1 byte): An 8 -bit, unsigned integer that contains protocol flags.

Flag Meaning

RESTRICTED_ADMIN_MODE_REQUIRED Indicates that the client requir es credential -less logon over
0x01 CredSSP (also known as "restricted admin mode"). If the server
supports this mode then it is acceptable for the client to send

empty credentials in the TSPasswordCreds structure defined
in [MS -CSSP] section 2.2.1.2.1. <2>

CORRELATION_INFO_PRESENT The optional rdpCorrelationinfo field of the 224 Connection
0x08 Request PDU (section 2.2.1.1 )is present.
length (2 bytes): A 16 -bit, unsigned integer that specifies the packet size. This field MUST be set to

0x0008 (8 bytes).
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requestedProtocols (4 bytes): A 32 -bit, unsigned integer that contains flags indicating the
supported security protocols.

Flag Meaning

PROTOCOL_RDP Standard RDP Security (section  5.3).

0x00000000

PROTOCOL_SSL TLS 1.0, 1.1, or 1.2 (section 5.4.5.1).

0x00000001

PROTOCOL_HYBRID Credential Security Support Provider protocol (CredSSP) (section 5.4.5.2). If

0x00000002 this flag is set, then the PROTOCOL_SSL (0x00000001) flag SHOULD also be set
because Transport Layer Security (TLS) is a subset of CredSSP.

PROTOCOL_HYBRID_EX | Credential Security Support Provider protocol (CredSSP) (section 5.4.5.2)

0x00000008 coupled with the  Early User Authorization Result PDU (section 2.2.10.2) . If this
flag is set, then the PROTOCOL_HYBRID (0x00000002) flag SHOULD also be
set. For more information on the sequencing of the CredSSP mess ages and the
Early User Authorization Result PDU, see sections 5.4.21 and 54.2.2 .

2.21.1.2 RDP Correlation Info (RDP_NEG_CORRELATION_INFO)

The RDP Correlation Info structure is used by a client to propagate connection correlation information
to the server. This information allows diagnostic tools on the server to track and monitor a specific
connection as it is handled by Terminal Services components.

type flags length

correlationld (16 bytes)

reserved (16 bytes)

type (1 byte): An 8 -bit, unsigned integer that indicates the packet type. This field MUST be set to
0x06 (TYPE_RDP_CORRELATION_INFO).

flags (1 byte): An 8 -bit, unsigned integer that contains protocol flags. There are currently no defined
flags, so this field MUST be set to 0x00.

length (2 bytes): A 16 -bit, unsigned integer that specifies the packet size. This field MUST be set to
0x0024 (36 bytes).
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correlationld (16 bytes): An array of sixteen 8  -bit, unsigned integers that specifies a unique
identifier to associate with the connection. The first byte in the array SHO ULD NOT have a value of
0x00 or 0xF4 and the value OxOD SHOULD NOT be contained in any of the bytes.

reserved (16 bytes): An array of sixteen 8  -bit, unsigned integers reserved for future use. All sixteen
integers within this array MUST be set to zero.

2.2.1.2 Serv er X.224 Connection Confirm PDU

The X.224 Connection Confirm PDU is an RDP Connection Sequence PDU sent from server to client

during the Connection Initiation phase of the RDP Connection Sequence (see secti on 1.3.1.1 foran
overview of the RDP Connection Sequence phases). It is sent as a response to the X.224 Connection

Request PDU (section 2.2.1.1 ).

1 2 &
0|1|2(3|4|5|6|7|8|9|0|1|2|3|4|5(6|7|8(9|0|1(2|3|4|5[|6|7|8[9|0]|1
tpktHeader
x224Ccf
rdpNegData (optional)
tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.
x224Ccf (7 bytes): An X.224 Class 0 Connection Confirm TPDU, as specified in X224] section 13.4.
rdpNegData (8 bytes): An optional RDP Negotiation Response (section 2.2.1.2.1 ) structure or an
optional RDP Negotiation Failure (section 2.2.1.2.2 ) structure. The length of this field is
included inthe X.224 Co nnection Confirm Length Indicator field.

2.2.1.21 RDP Negotiation Response (RDP_NEG_RSP)

The RDP Negotiation Response structure is used by a server to inform the client of the security
protocol which it has selected to use for the connection.

type flags length

selectedProtocol

type (1 byte): An 8-bit, unsigned integer that indicates the packet type. This field MUST be set to
0x02 (TYPE_RDP_NEG_RSP).

flags (1 byte): An 8 -bit, unsigned integer that contains protocol flags.
Flag Meaning
EXTENDED_CLIENT_DATA_SUPPORTED The server supports  Extended Client Data Blocks in the
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Flag Meaning

0x01 GCC Conference Create Request user data (section 2.2.1.3).

DYNVC_GFX_PROTOCOL_SUPPORTED The server supports the Graphics Pipeline Extension Protocol

0x02 described in  [MS -RDPEGFX] sections 1, 2, and 3.

NEGRSP_FLAG_RESERVED An unused flag that is reserved for future use.

0x04

RESTRICTED_ADMIN_MODE_SUPPORTED Indicates that the server supports credential -less logon over

0x08 CredSSP (also known as "restricted admin mode") and it is
acceptable for the client to send empty credentials in the
TSPasswordCreds structure defined in MS - CSSP] section
22121, <3>

length (2 bytes): A 16 -bit, unsigned integer that specifies the packet size. This field MUST be set to
0x0008 (8 bytes)
selectedProtocol (4 bytes): A 32 -bit, unsigned integer that specifies the s elected security protocol.

Value Meaning

PROTOCOL_RDP Standard RDP Security (section 5.3)

0x00000000

PROTOCOL_SSL TLS 1.0, 1.1 or 1.2 (section 5.4.5.1)

0x00000001

PROTOCOL_HYBRID CredSSP (section 5.4.5.2)

0x00000002

PROTOCOL_HYBRID_EX | Credential Security Support Provider protocol (CredSSP) (section 5.4.5.2)

0x00000008 coupled with the  Early User Authorization Result PDU (section 2.2.10.2) .

2.21.2.2 RDP Negotiation Failure (RDP_NEG_FAILURE)

The RDP Negotiation Failure structure isused by a  server to inform the client of a failure that has
occurred while preparing security for the connection.

type flags length

failureCode

type (1 byte): An 8 -bit, unsigned integer that indicates the packet type. This field MUST be set to
0x03 (TYPE_RDP_NEG_FAILURE).

flags (1 byte): An 8 -bit, unsigned integer that contains protocol flags. There are currently no defined
flags, so the field MUST be set to 0x00.

length (2 bytes): A 16 -bit, u nsigned integer that specifies the packet size. This field MUST be set to
0x0008 (8 bytes).
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failureCode (4 bytes):

A 32 -bit, unsigned integer that specifies the failure code.

Value

SSL_REQUIRED_BY_SERVER
0x00000001

Meaning
The server requires that the client support Enhanced
RDP Security (section 5.4) with either TLS 1.0,1.10r

1.2 (section 5.4.5.1) or CredSSP (section 5.4.5.2). If
only CredSSP was requested then the server only
supports TLS.

SSL_NOT_ALLOWED_BY_SERVER
0x00000002

The server is configured to only use Standard RDP
Security mechanisms (section 5.3) and does not
support any  External Security Protocols (section 5.4.5).

SSL_CERT_NOT_ON_SERVER
0x00000003

The server does not possess a valid authentication
certificate and cannot initialize the External Security
Protocol Provider (section 5.4.5).

INCONSISTENT_FLAGS
0x00000004

The list of requested security protocols is not

consistent with the current security protocol in effect.

This error is only possible when the Direct Approach
(sections 5.4.2.2 and 1.3.1.2 )is used and an External
Security Protocol (section 5.4.5) is already being used.

HYBRID_REQUIRED_BY_SERVER
0x00000005

The server requires that the client support Enhanced
RDP Security (section 5.4) wit h CredSSP (section
5.4.5.2).

SSL_WITH_USER_AUTH_REQUIRED_BY_SERVER

The server requires that the client support Enhanced
RDP Security (section 5.4) with TLS 1.0, 1.1 or 1.2

0x00000006 _ 1) _
(section 5.4.5.1) and certificate -based client
authentication. <4>

2.2.1.3 Client MCS Connect Initial PDU with GCC Conference Create Request

The MCS Connect Initial PDU is an RDP Connection Sequence PDU sent from client
Basic Settings Exchange phase of the RDP Connection Sequence (see section
of the RDP Connection Sequence phases). It is sent after receiving the X.224

1.3.1.1 for an overview

(section 2.2.1.2 ). The MCS Connect Initial PDU encapsulates a GCC Conference Create Request, which

encapsulates concatenated blocks of settings data. A basic high

-level over view of the nested structure

for the Client MCS Connect Initial PDU is illustrated in section 1.3.1.1, in the figure specifying MCS
Connect Initial PDU. Note that the order of the settings data blocks is allowed to vary from that shown

in the previously me
because each data block is identified by a

ntioned figure and the message syntax layout that follows. This is possible
User Data Header

structure (section 2.2.1.3.1).

0(1(2|3|4|5|6|7(8[9|0|1]|2|3|4]|5

tpktHeader

x224Data

mcsCi (variable)

gccCCrq (variable)

[MS -RDPBCGR] - v20150630
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clientCoreData (variable)

clientSecurityData

clientNetworkData (variable)

clientClusterData (optional)

clientMonitorData (variable)

clientMessageChannelData (optional)

clientMultitransportChannelData (optional)

clientMonitorExtendedData (variable)

tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in X224] section 13.7.

mcsCi (variable): Variable -length Basic Encoding Rules encoded (BER -encoded) MCS Connect
Initial structure (using definite -length encoding) as described in T125] section11.1 (the ASN.1
structure definition is detailed in [T125] section 7, part 2). The userData field of the MCS Connect
Initial encapsulates the GCC Conference Create Request data (co ntained in the gccCCrq and
subsequent fields). If the server did not advertise support for extended client data (section
2.2.1.2.1 ), then the maximum allowed size of the userData field is 1024 byt es, and the combined
size of the gccCCrg and subsequent fields MUST be less than 1024 bytes. However, if the server
did advertise support for extended client data, then the maximum allowed size of the userData
field is 4096 bytes and the gccCCrg and subseq uent fields MUST be less than 4096 bytes.
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gccCCrq (variable): Variable -length Packed Encoding Rules encoded (PER -encoded) GCC Connect
Data structure, which encapsulates a Connect GCC PDU that co ntains a GCC Conference Create
Request structure as described in T124] (the ASN.1 structure definitions are detailed in [T124]
section 8.7) appended as user data to the MCS Connect Initial (u sing the format described in
[T124] sections 9.5 and 9.6). The userData field of the GCC Conference Create Request contains
one user data set consisting of concatenated Client Data Blocks

clien tCoreData (variable): Variable -length Client Core Data _ structure (section 2.2.1.3.2).

clientSecurityData (12 bytes): Client Security Dat _a structure (section 2.2.1.3.3).

clientNetworkData (variable): Variable -length Client Network Data _ structure (section 2.2.1.3.4).

clientClusterData (12 bytes): Optional Client Cluster Data _ structure (section 2.2.1.3.5).

clientMonitorData (variable): Variable -length Client Monitor Data __ structure (section 2.  2.1.3.6). This
field MUST NOT be included if the server did not advertise support for Extended Client Data Blocks
by using the EXTENDED_CLIENT_DATA_SUPPORTED flag (0x00000001) as described in section
2.2.1.2.1.

clientMessageChannelData (8 bytes): Optional Client Message Channel Data __ structure (section
2.2.1.3.7). This field MUST NOT be included if the server did not advertise support for Extended
Client Data Blocks by using the EXTENDED_CLIENT_DATA _SUPPORTED flag (0x00000001) as
described in section 2.2.1.2.1.

clientMultitransportChannelData (8 bytes): Optional Client Multitransport Channel Data structure
(section 2.2.1.3.8). This field MUS T NOT be included if the server did not advertise support for
Extended Client Data Blocks by using the EXTENDED_CLIENT_DATA_SUPPORTED flag
(0x00000001) as described in section 2.2.1.2.1.

clientMonitorExtendedData (variable): Variable -length Client Monitor Extended Data structure
(section 2.2.1.3.9). This field MUST NOT be included if the server did not advertise support for
Extended Client Data Blocks by using the EXTENDED_CLIENT_DATA_SUPPORTED fla g
(0x00000001) as described in 2.2.1.2.1.

22131 User Data Header (TS_UD_HEADER)

The TS_UD_HEADER precedes all data blocks in the client and server GCC user data.

0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5[(6|7|8|9|0]|1|2|3|4[|5|6|7|8|9|0]1

type length

type (2 bytes): A 16 -bit, unsigned integer. The type of the data block that this header precedes.

Value Meaning

CS_CORE The data block that follows contains Client Core Data _ (section 2.2.1.3.2).
0xC001

CS_SECURITY The data block that follows contains Client Security Data __ (section 2.2.1.3.3).
0xC002

CS_NET The data block that follows contains Client Network Data _ (section 2.2.1.3.4).
0xC003

CS_CLUSTER The data block that follows contains Client Cluster Data __ (section 2.2.1.3.5).
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Value Meaning

0xC004

CS_MONITOR The data block that follows contains Client Monitor Data (section 2.2.1.36 ).
0xC005

CS_MCS_MSGCHANNEL
0xCO006

The data block that follows contains Client Message Channel Data (section
2.2.13.7 ).

CS_MONITOR_EX
0xC008

The data block that follows contains Client Monitor Extended Data (section
2.2.1.39 ).

CS_MULTITRANSPOR T
0xCOO0A

The data block that follows contains Client Multitransport Channel Data (section
2.2.1.3.8 ).

SC_CORE The data block that follows contains Server Core Data _ (section 2.2.1.4.2).
0x0CO01

SC_SECURITY The data block that follows contains Server Security Data _ (section 2.2.1.4.3).
0x0C02

SC_NET The data block that follows contains Server Network Data _ (section 2.2.1.4.4).
0x0C03

SC_MCS_MSGCHANNEL
0x0C04

The data block that follows contains Server Message Channel Data (section
22145 ).

SC_MULTITRANSPORT
0x0C08

The data block that follows contains Server Multitransport Channel Data (section
2.2.1.4.6 ).

length (2 bytes):
header.

A 16 - bit, unsigned integer. The size in bytes of the data block, including this

2.21.3.2 Client Core Data (TS_UD_CS_CORE)

The TS_UD_CS_CORE data block contains core client connection -related information.

header
version
desktopWidth desktopHeight
colorDepth SASSequence
keyboardLayout
clientBuild

clientName (32 bytes)
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keyboardType

keyboardSubType

keyboardFunctionKey

imeFileName (64 bytes)

postBeta2ColorDepth (optional) clientProductld (optional)

serialNumber (optional)

highColorDepth (optional) supportedColorDepths (optional)
earlyCapabilityFlags (optional) clientDigProductld (64 bytes, optional)
connectionType (optional) padloctet (optional)

serverSelectedProtocol (optional)

desktopPhysicalWidth (optional)

desktopPhysicalHeight (optional)

desktopOrientation (optional) desktopScaleFactor (optional)

deviceScaleFactor (optional)

header (4 bytes):

version (4 bytes):

A GCC user data block header, as specified in section 2.2.1.3.1 . The User Data
Header type field MUST be setto CS_CORE (0xC001).

A 32 -bit, unsigned integer. Client version numb er forthe RDP . The major version
number is stored in the high 2 bytes, while the minor version number is stored in the low 2 bytes.

Value Meaning
0x00080001 RDP 4.0 clients
0x00080004 RDP5.0,5.1,5.2,6.0,6.1, 7.0, 7.1, 8.0, and 8.1 clients

[MS -RDPBCGR] - v20150630
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Value Meaning

0x00080005 RDP 10.0 clients

desktopWidth (2 bytes): A 16 -bit, unsigned integer. The requested desktop width in pixels
(validation of this field is described in section 3.35.3.3 ).
desktopHeight (2 bytes): A 16 -bit, unsigned integer. The requested desktop height in pixels
(validation of this field is described in section 3.3.5.3.3).
colorDepth (2 bytes): A 16 -bit, unsigned integer. The requested color depth. Values in this field
MUST be ignored if the  postBeta2ColorDepth field is present.
Value Meaning

RNS_UD_COLOR_4BPP | 4 bits -per -pixel (bpp)
0xCA00

RNS_UD_COLOR_8BPP | 8 bpp
0XCA01

SASSequence (2 bytes): A 16 -bit, unsigned integer. Secure access sequence. This field SHOULD be
set to RNS_UD_SAS_DEL (0xAAQ3).

keyboardLayout (4 bytes): A 32 -bit, unsigned integer. The active input locale identifier, also known
as the "HKL" (for example, 0x00010409 for a "United States -Dvorak" keyboard layout and
0x00020418 for a "Romanian (Programmers)" keyboard layout). For a list of input locale
identifiers, see [MSFT-DIL] .<5>

clientBuil d (4 bytes): A 32 -bit, unsigned integer. The build number of the client.

clientName (32 bytes): Name of the client computer. This field contains up to 15 Unicode
characters  plus a null terminato .

keyboardType (4 bytes): A 32 -bit, unsigned integer. The keyboard type.

Value Meaning

0x00000001 IBM PC/XT or compatible (83  -key) keyboard

0x00000002 | Olivetti "ICO" (102  -key) keyboard

0x00000003 IBM PC/AT (84 -key) and similar keyboards

0x00000004 IBM enhanced (101 -key or 102 -key) keyboard

0x00000005 Nokia 1050 and similar keyboards

0x00000006 Nokia 9140 and similar keyboards

0x00000007 Japanese keyboard

keyboardSubType (4 bytes): A 32 -bit, unsigned integer. The keyboard subtype (an original
equipm ent manufacturer -dependent value).

keyboardFunctionKey (4 bytes): A 32 -bit, unsigned integer. The number of function keys on the
keyboard.

imeFileName (64 bytes): A 64 -byte field. The input method editor (IME) file name associated with
the active input loc  ale. This field contains up to 31 Unicode characters plus a null terminator.
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postBeta2ColorDepth (2 bytes): A 16 -bit, unsigned integer. The requested color depth. Values in
this field MUST be ig nored if the highColorDepth field is present.

Value Meaning
RNS_UD_COLOR_4BPP 4 bits -per -pixel (bpp)
0xCAO0
RNS_UD_COLOR_8BPP 8 bpp
0xCAO01
RNS_UD_COLOR_16BPP_555 15-hit 555 RGB mask (5 bits for red, 5 bits for green, and 5 bits for
OXCAO02 blue)
RNS_UD_COLOR_16BPP_565 16 - bit 565 RGB mask (5 bits for red, 6 bits for green, and 5 bits for
OXCAO03 blue)
RNS_UD_COLOR_24BPP 24 -bit RGB mask (8 bits for red, 8 bits for green, and 8 bits for blue)
0xCA04
If this field is not present, all of the subsequent fields MUST NOT be present.
clientProductld (2 bytes): A 16 - bit, unsigned integer. The client product ID. This field SHOULD be
initialized to 1. If this field is present, then the postBeta2ColorDepth field MUST also be present.
If this field is  not present, all of the subsequent fields MUST NOT be present.
serialNumber (4 bytes): A 32 -bit, unsigned integer. Serial number. This field SHOULD be initialized
to zero. If this field is present, then the clientProductld field MUST also be present. If th is field is

not present, all of the subsequent fields MUST NOT be present.

highColorDepth (2 bytes): A 16 -bit, unsigned integer. The requested color depth.

Value Meaning

HIGH_COLOR_4BPP | 4 bpp
0x0004

HIGH_COLOR_8BPP 8 bpp
0x0008

HIGH_COLOR_15BPP 15-hit 555 RGB mask (5 bits for red, 5 bits for green, and 5 bits for blue)
0x000F

HIGH_COLOR_16BPP 16 -bit 565 RGB mask (5 bits for red, 6 bits for green, and 5 bits for blue)

0x0010
HIGH_COLOR_24BPP 24 -bit RGB mask (8 bits for red, 8 bits for green, and 8 bits for blue)
0x0018

If this field is present, then the serialNumber field MUST also be present. If this field is not

present, all of the subsequent fields MUST NOT be present.

supportedColorDepths (2 bytes): A 16 -bit, unsigned integer. Specifies the high co lor depths that
the client is capable of supporting.

Flag Meaning

RNS_UD_24BPP_SUPPORT | 24-bit RGB mask (8 bits for red, 8 bits for green, and 8 bits for blue)
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Flag Meaning

0x0001

RNS_UD_16BPP_SUPPORT | 16-bit 565 RGB mask (5 bits for red, 6 bits for green, and 5 bits for blue)
0x0002

RNS_UD_15BPP_SUPPORT | 15-bit 555 RGB mask (5 bits for red, 5 bits for green, and 5 bits for blue)
0x0004

RNS_UD_32BPP_SUPPORT | 32-bit RGB mask (8 bits for the alpha channel, 8 bits for red, 8 bits for green,
0x0008 and 8 bits for blue)

If this field is present, then the highColorDepth field MUST also be present. If this field is not
present, all of the subsequent fields MUST NOT be present.

earlyCapabilityFlags (2 bytes): A 16 - bit, unsigned integer that specifies capabilities early in the
connection sequence.

Flag Meaning

RNS_UD_CS_SUPPORT_ERRINFO_PDU Indicates that the client supports the Set Error Info
0x0001 PDU (section 2.2.5.1) .
RNS_UD_CS_WANT_32BPP_SESSION Indicates that the client is requesting a session color
0x0002 depth of 32 bpp. This flag is necessary because the

highColorDepth field does not support a value of 32.
If this flag is set, the highColorDepth field SHOULD

be set to 24 to provide an acceptable fallback for t he
scenario where the server does not support 32 bpp
color.
RNS_UD_CS_SUPPORT_STATUSINFO_PDU Indicates that the client supports the Server Status
0x0004 Info PDU_(section 2.2.5.2) .
RNS_UD_CS_STR ONG_ASYMMETRIC_KEYS Indicates that the client supports asymmetric keys
0x0008 larger than 512 bits for use with the Server Certificate
(section 2.2.1.4.3.1) sent in the Server Security Data

block (section 2.2.1.4.3).

RNS_UD_CS_UNUSED An unused flag that MUST be ignored by the server.

0x0010

RNS_UD_CS_VALID_CONNECTION_TYPE Indicates that the  connectionType field contains valid
0x0020 data.

RNS_UD_CS_SUPPORT_MONITOR_LAYOUT_PDU Indicates that the client supports the Monitor Layout
0x0040 PDU (section 2.2.12.1)

RNS_UD_CS_SUPPORT_NETCHAR_AUTODETECT Indicates that the client supports network
0x0080 characteristics detection using the structures and PDUs
described in section  2.2.14 .

RNS_UD_CS_SUPPORT_DYNVC_GFX_PROTOCOL | Indicates that the clie  nt supports the Graphics Pipeline

0x0100 Extension Protocol described in MS -RDPEGFX] sections
1,2,and 3.
RNS_UD_CS_SUPPORT_DYNAMIC_TIME_ZONE Indicates that the client supports Dynamic DST
0x0200 Dynamic DST_informa_\tion is provided by the client in
the cbDynamicDSTTimeZoneKeyName ,
dynamicDSTTimeZoneKeyName and
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Flag Meaning

dynamicDaylightTimeDisabled fields of the
Extended Info Packet (sec  tion 2.2.1.11.1.1.1 ).
RNS_UD_CS_SUPPORT_HEARTBEAT_PDU Indicates that the client supports the Heartbeat PDU
0x0400 (Section 2.2.16.1 )
If this field is present, then the supportedColorDepths field MUST also be present. If this field is
not present, all of the subsequent fields MUST NOT be present.
clientDigProductld (64 bytes): Contains a value that uniquely identifies the client. If this field is
present, thenthe  earlyCapabilityFlags field MUST also be present. If this field is not present, all
of the subsequent fields MUST NOT be present.
connectionType (1 byte): An 8 -bit unsigned integer. Hints at the type of network connection being
used by the client. This field only contains valid data if the
RNS_UD_CS_VALID_CONNECTION_TYPE (0x0020) flag is present in the earlyCapabilityFlags
field.
Value Meaning
CONNECTION_TYPE_MODEM Modem (56 Kbps)
0x01

CONNECTION_TYPE_BROADBAND_LOW Low-speed broadband (256 Kbps - 2 Mbps)
0x02

CONNECTION_TYPE_SATELLITE Satellite (2 Mbps - 16 Mbps with high latency)
0x03

CONNECTION_TYPE_BROADBAND_HIGH High - speed broadband (2 Mbps - 10 Mbps)

0x04
CONNECTION_TYPE_WAN WAN (10 Mbps or higher with high latency)
0x05
CONNECTION_TYPE_LAN LAN (10 Mbps or higher)
0x06
CONNECTION_TYPE_AUTODETECT The server SHOULD attempt to detect the connection type. If the
0x07 connection type can be successfully determined then the
performance flags, sent by the client in the performanceFlags
field of the Extended Info Packet (section 2.2.1.11.1.1.1),
SHOULD be igno red and the server SHOULD determine the
appropriate set of performance flags to apply to the remote
session (based on the detected connection type). If the
RNS_UD_CS_SUPPORT_NETCHAR_AUTODETECT (0x0080) flag is
not setinthe earlyCapabilityFlags field, the n this value
SHOULD be ignored.
If this field is present, then the clientDigProductld field MUST also be present. If this field is not
present, all of the subsequent fields MUST NOT be present.
padloctet (1 byte): An 8 -bit, unsigned integer. Padding to al ign the serverSelectedProtocol field
on the correct byte boundary. If this field is present, then the connectionType field MUST also be

present. If this field is not present, all of the subsequent fields MUST NOT be present.

serverSelectedProtocol (4 bytes ): A 32 -bit, unsigned integer that contains the value returned by
the serverinthe  selectedProtocol field of the RDP Negotiation Response  (section 2.2.1.2.1). In

48 | 417

[MS -RDPBCGR] - v20150630

Remote Desktop Protocol: Basic Connectivity and Graphics Remoting
Copyright © 2015 Microsoft Corporation

Release: June 30, 2015



the event that an RDP Negotiation Response was not received from the server, this field MUST be
initialized to PROTOCOL_RDP (0). This field MUST be present if an RDP Negotiation Request

(section 2.2.1.1.1 ) was sent to the server. If this field is present, then the padloctet field MUST
also be present. If this field is not present, all of the subsequent fields MUST NOT be present.

desktopPhysicalWidth (4 bytes): A 32 -bit, unsigned integer. The requested physical width of the
deskto p, in millimeters (mm). This value MUST be ignored if it is less than 10 mm or greater than
10,000 mm or  desktopPhysicalHeight is less than 10 mm or greater than 10,000 mm. If this
field is present, then the serverSelectedProtocol and desktopPhysicalHeight fields MUST also
be present. If this field is not present, all of the subsequent fields MUST NOT be present. If the
desktopPhysicalHeight field is not present, this field MUST be ignored.

desktopPhysicalHeight (4 bytes): A 32 -bit, unsigned integer. The re quested physical height of the
desktop, in millimeters. This value MUST be ignored if it is less than 10 mm or greater than
10,000 mm or  desktopPhysicalWidth is less than 10 mm or greater than 10,000 mm. If this

field is present, then the desktopPhysicalWi dth field MUST also be present. If this field is not
present, all of the subsequent fields MUST NOT be present.

desktopOrientation (2 bytes): A 16 -bit, unsigned integer. The requested orientation of the
desktop, in degrees.

Value Meaning

ORIENTATION_LAND SCAPE The desktop is not rotated.

0

ORIENTATION_PORTRAIT The desktop is rotated clockwise by 90 degrees.
90

ORIENTATION_LANDSCAPE_FLIPPED The desktop is rotated clockwise by 180 degrees.
180

ORIENTATION_PORTRAIT_FLIPPED The desktop is rotated clockwise by 270 degrees.
270

This value MUST be ignored if it is invalid. If this field is present, then the
desktopPhysicalHeight field MUST also be present. If this field is not present, all of the
subsequent fields MUST NOT be present.

desktopScaleFactor (4 bytes): A 32 -bit, unsigned integer. The requested desktop scale factor .
This value MUST be ignored if it is less than 100% or greater than 500% or deviceScaleFactor is
not 100%, 140%, or 180% . If this field is present, then the desktopOrientation and
deviceScaleFactor fields MUST also be present. If this field is not present, all of the subsequent
fields MUST NOT be present. If the deviceScaleFactor field is not present, this field MUST be
ign ored.

deviceScaleFactor (4 bytes): A 32 -bit, unsigned integer. The requested device scale factor . This
value MUST be ignored if it is not set to 100%, 140%, or 180% or desktopScaleFactor isless
than 100% or greater than 500%. If this field is present, then the desktopScaleFactor field

MUST also be present.

2.2.1.3.3 Client Security Data (TS_UD_CS_SEC)

The TS_UD_CS_SEC data block contains security -related information used to ad vertise client
cryptographic support. This information is only relevant when Standard RDP Security  mechanisms
(section 5.3) will be used. See sections 3 and 5.3.2 for a detailed discussion of how this information is
used.
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0123456789(1)123456789512345678931
header
encryptionMethods
extEncryptionMethods
header (4 bytes): A GCC user data block header as described in User Data Header (section

2.2.1.3.1) .The User Data Header type field MUST be setto CS_SECURITY (0xC002).

encr yptionMethods (4 bytes): A 32 -bit unsigned integer. Cryptographic encryption methods
supported by the client and used in conjunction with Standard RDP Security. The client MUST
specify at least one encryption method, and the server MUST select one of the m ethods specified
by the client.
Flag Meaning
40BIT_ENCRYPTION_FLAG 40 -bit session keys MUST be used to encrypt data (with RC4) and
0x00000001 generate Message Authentication Codes (MAC)

128BIT_ENCRYPTION_FLAG 128 - bit session keys MUST be used to encrypt data (with RC4) and

0x00000002 generate MACs.

56BIT_ENCRYPTION_FLAG 56 - bit sess ion keys MUST be used to encrypt data (with RC4) and generate
0x00000008 MACs.

FIPS_ENCRYPTION_FLAG All encryption and Message Authentication Code generation routines MUST
0x00000010 be Federal Information Processing Standard (FIPS) 140 -1 compliant.

Section 5.3.2  describes how the client and server negotiate the security parameters for a given

connection.

extEncryptionMethods (4 bytes): A 32 -bit unsigned integer. This field is used exclusively for the
French locale. In French locale clients, encryptionMethods MUST be set to zero and
extEncryptionMethods MUST be set to the value to which encryptionMethods would have

been set. For non -French locale clients, this field MUST be set to zero.

2.2.1.34 Client Network Data (TS_UD_CS_NET)

The TS_UD_CS _NET packet contains a list of requested virtual channels.

header

channelCount

channelDefArray (variable)
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header (4 bytes): A GCC user data block header, as specified in User Data Header _ (section
2.2.1.3.1). The User Data Header type field MUST be set to CS_NET (0xC003).

channelCount (4 bytes): A 32 -bit, unsigned integer. The number of requested static virtual
chann els (the maximum allowed is 31).

channelDefArray (variable): A variable -length array containing the information for requested static
virtual channels encapsulated in CHANNEL_DEF structures (sectio n 2.2.1.3.4.1). The number of
CHANNEL_DEF structures which follows is given by the channelCount field.

221341 Channel Definition Structure (CHANNEL_DEF)

The CHANNEL_DEF packet contains information for a particular static virtual channel.

name
options
name (8 bytes): An 8 -byte array containing a null -terminated collection of seven ANSI characters
that uniquely identify the channel.
options (4 bytes): A 32 -bit, unsigned integer. Channel option flags.
Flag Meaning
CHANNEL_OPTION_INITIALIZED Absence of this flag indicates that this channel is a placeholder
0x80000000 and that the server MUST NOT set it up.
CHANNEL_OPTION_ENCRYPT_RDP This flag is unused  and its value MUST be ignored by the server.
0x40000000
CHANNEL_OPTION_ENCRYPT_SC This flag is unused and its value MUST be ignored by the server.
0x20000000
CHANNEL_OPTION_ENCRYPT_CS This flag is unused and its value MUST be ignored by the server.
0x10000000
CHANNEL_OPTION_PRI_HIGH Channel data MUST be sent with high MCS priority.
0x08000000
CHANNEL_OPTION_PRI_MED Channel data MUST be sent with medium MCS priority.
0x04000000
CHANNEL_OPTION_PRI_LOW Channel data MUST be sent with low MCS priority.
0x02000000
CHANNEL_OPTION_COMPRESS_RDP Virtual channel data MUST be compressed if RDP data is being
0x00800000 compressed.
CHANNEL_OPTION_COMPRESS Virtual channel data MUST be compressed, regardless of RDP
0x00400000 compression settings.
CHANNEL_OPTION_SHOW_PROTOC OL | The value of this flag MUST be ignored by the server. The
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Flag Meaning

0x00200000 visibility of the Channel PDU Header (section 226.1.1 )is
determined by the CHANNEL_FLAG_SHOW_PROTOCOL
(0x00000010) flag a s defined inthe flags field (section
2.2.6.1.1).

REMOTE_CONTROL_PERSISTENT Channel MUST be persistent across remote control transactions.
0x00100000

2.2.1.35 Client Cluster Data (TS_UD_CS_CLUSTER)

The TS_UD_CS_CLUSTER data blocki s sent by the client to the server either to advertise that it can
support the Server Redirection PDUs (sections 2.2.13.2 and 2.2.13.3 ) orto request a connection to a
given session identifier.

header

Flags

RedirectedSessionID

header (4 bytes): A GCC user data block header, as specified in User Data Header  (section
2.2.1.3.1). The User Data Header type field MUST be set to CS_CLUSTER (0xC004).

Flags (4 bytes): A 32 -bit, unsigned integer. Cluster information flags.

Flag Meaning

REDIRECTION_SUPPORTED The client can receive server session redirection packets. If this

0x00000001 flag is set, the ServerSessionRedirectionVersionMask MUST
contain the server session redirection version that the client
supports.

ServerSessionRedirection  VersionMask The server session redirection version that the client supports.

0x0000003C See the discussion which follows this table for more
information.

REDIRECTED_SESSIONID_FIELD_VALID The RedirectedSessionID field contains an ID that identif ies a

0x00000002 session on the server to associate with the connection.
REDIRECTED_SMARTCARD The client logged on with a smart card.
0x00000040

The ServerSessionRedirectionVersionMask is a 4 -bit enumerated value containing the server

session redirection version s upported by the client. The following are possible version values.

Value Meaning

REDIRECTION_VERSION1 If REDIRECTION_SUPPORTED is set, server session redirection version 1 is
0x00 supported by the client.  <6>

REDIRECTION_VERSION2 If REDIRECTION_SUPPORTED is set, server session redirection version 2 is
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Value Meaning

0x01 supported by the client.  <7>
REDIRECTION_VERSION3 If REDIRECTION_SUPPORTED is set, server session redirection version 3is
0x02 supported by the client.  <8>

REDIRECTION_VERSION4 If REDIRECTION_SUPPORTED is set, server session redirection version 4 is
0x03 supported by the client.  <9>

REDIRECTION_VERSIONS If REDIRECTION_SUPPORTED is set, server session redirection version 5 is
0x04 supported by the client.  <10>

REDIRECTION_VERSION6 If REDIRECTION_SUPPORTED is set, server session redirection version 6 is
0x05 supported by the client. <11>

The version values cannot be combined; only one value MUST be specified if the
REDIRECTED_SESSIONID_FIELD_VALID (0x00000002) flag is present in the Flags field.

RedirectedSessionID (4 bytes): A 32 -bit un signed integer. If the
REDIRECTED_SESSIONID_FIELD_VALID flag is set in the Flags field, then the
RedirectedSessionID field contains a valid session identifier to which the client requests to
connect.

2.2.1.3.6 Client Monitor Data (TS_UD_CS_MONITOR)

The TS_UD_CS_MONITOR packet describes the client -side display monitor layout. This packet is an
Extended Client Data Block and MUST NOT be sent to a server which does not advertise support for
Extended Client Data Blocks by using the EXTENDED _CLIENT_DATA_SUPPORTED flag (0x00000001)

as described in section  2.2.1.2.1 .

The maximum width of the virtual desktop resulting from the union of the monitors contained in the
monitorDefArray field MUST NOT exceed 32766 pixels. Similarly, the maximum height of the virtual

desktop resulting from the union of the monitors contained in the monitorDefArray field MUST NOT
exceed 32766 pixels. The minimum permitted size of the virtual desktop is 200 x 200 pixels.
1 2 3

header

flags

monitorCount

monitorDefArray  (variable)

header (4 bytes): A GCC user data block header, as specified in User Data Header (section
2.2.1.3.1 ). The User Data Header type field MUST be set to CS_MONITOR (0xC005).

flags (4 bytes): A 32 -bit, unsigned integer. This field is unused and reserved for future use. It MUST
be set to zero.

monitorCount (4 bytes): A 32 -bit, unsigned integer. The number of display monitor definitions in
the monitorDefArray field (the maximum allowed is 16).
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monitorDefArray (variable): A variable -length array containing a series of TS_MONITOR_DEF
structures (s ection 2.2.1.3.6.1 ) which describe the display monitor layout of the client. The
number of TS_MONITOR_DEF  structures is given by the monitorCount field.

22.136.1 Monitor Definition (TS_MONITOR_DEF)

The TS_MONITOR_DEF packet describes the configuration of a client -side display monitor. The x and y
coordinates used to describe the monitor position MUST be relative to the upper -left corner of the
monitor designated as the "primary display monitor" (the upper -left corner of the primary monitor is
always (0, 0)).

1 2 3
0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5[(6|7|8|9|0]|1|2|3|4[(5|6|7|8|9|0]1
left
top
right

bottom
flags
left (4 bytes): A 32 -bit, signed integer. Specifies the x -coordinate of the upper -left corner of the
display monitor.
top (4 bytes): A 32 -bit, signed integer. Specifies the y -coordinate of the upper  -left corner of the
display monitor.
right (4 bytes): A 32 -bit, signed integer. Specifies the inclusive x -coordinate of the low  er-right
corner of the display monitor.
bottom (4 bytes): A 32 -bit, signed integer. Specifies the inclusive y -coordinate of the lower  -right
corner of the display monitor.
flags (4 bytes): A 32 -bit, unsigned integer. Monitor configuration flags.

Flag Meanin g

TS_MONITOR_PRIMARY | The top, left, right, and bottom fields describe the position of the primary
0x00000001 monitor.

2.21.3.7 Client Message Channel Data (TS_UD_CS_MCS_MSGCHANNEL)

The TS_UD_CS_MCS_MSGCHANNEL packet indicat  es support for the message channel which is used
to transport the  Initiate Multitransport Request PDU (section 2.2.15.1) . This packet is an Extended
Client Data Block and MUST NOT be sent to a ser ver which does not advertise support for Extended
Client Data Blocks by using the EXTENDED_CLIENT_DATA_SUPPORTED flag (0x00000001) as

described in section 2.2.1.2.1 .
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0(1(2|3|4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7(8|9|0]|1

header

flags

header (4 bytes): A GCC user data block header, as specified in User Data Header (section
2.2.1.3.1) . The User Data Header type field MUST be setto CS_MCS_MSGCHANNEL (0xC006).

flags (4 bytes): A 32 -bit, unsigned integer. This field is unused and reserved for future use. It MUST
be set to zero.

2.21.3.8 Client Multitransport Channel Data (TS_UD_CS_MULTITRANSPORT)

The TS_UD_CS_MULTITRANSPORT packet is used to indicate support for the RDP Multitransport Layer
(IMS -RDPEMT] section 1.3) and to specify multitransport characteristics. This packet is an Extended
Client Data Block and MUS T NOT be sent to a server which does not advertise support for Extended
Client Data Blocks by using the EXTENDED_CLIENT_DATA_SUPPORTED flag (0x00000001) as
described in section 2.2.1.2.1 .

0(1(2|3|4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7[8|9|0]|1

header

flags

header (4 bytes): A GCC user data block header, as specified in User Data Header (section
2.2.1.3.1) .The User Data Header type field MUST be set to CS_MULTITRANSPORT (OxXCO0A).

flags (4 bytes): A 32 -bit, unsigned integer that specifies protocols supported by the client -side
multitransport layer.

Value Meaning
TRANSPORTTYPE_UDPFECR RDP-UDP Forward Error Correction (FEC) reliable transport ( MS -
0x01 RDPEUDP] sections 1 to 3).
TRANSPORTTYPE_UDPFECL RDP-UDP FEC lossy transport ((MS  -RDPEUDP] sections 1 to 3).
0x04
TRANSPORTTYPE_UDP_PREFERRED | Indicates that tunneling of static virtual channel traffic over UDP is
0x100 supported.
SOFTSYNC_TCP_TO_UDP Indicates that switching dynamic virtual channels from the TCP to
0x200 UDP transport is supported.

2.2.1.3.9 Client Monitor Extended Data (TS_UD_CS_MONITOR_EX)

The TS_UD_CS_MONITOR_EX packet describes extended attributes of the client -side display monitor
layout defined by the Client Monitor Data block (section 2.2.1.3.6 ). This packet is an Extended Clie nt
Data Block and MUST NOT be sent to a server which does not advertise support for Extended Client
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Data Blocks by using the EXTENDED_CLIENT_DATA_SUPPORTED flag (0x00000001) as described in
section 2.2.1.2.1 .

header

flags

monitorAttributeSize

monitorCount

monitorAttributesArray (variable)

header (4 bytes): A GCC user data block header, as specified in User Data Header _ (section
2.2.1.3.1). The User Data Header type field MUST be set to CS_MONITOR_EX (0xC008).

flags (4 bytes): A 32 -bit, unsigned integer. This field is unused and reserved for future use. It MUST
be set to zero.
monitorAttributeSize (4 bytes): A 32 -bit, unsigned integer. The size, in bytes, of a single element
in the monitorAttributesArray field. This field MUST be set to 20 bytes, which is the size of the
Monitor Attributes structure (section 2.2.1.3.9.1 ).
monitorCount (4 bytes): A 32 -bit, unsigned integer. The number of elements in the
monitorAttributesArray field. This value MUST be the same as the monitorCount field specif ied

in the Client Monitor Data block.

monitorAttributesArray (variable): A variable -length array containing a series of Monitor Attribute
structures (section 2.2.1.3.9.1) which describe extended attributes of each display monitor
specified in the Client Mo  nitor Data block. The number of Monitor Attribute structures is specified
by the monitorCount field.

221391 Monitor Attributes (TS_MONITOR_ATTRIBUTES)
The TS_MONITOR_ATTRIBUTES packet describes extended attributes of a client -side display monitor.
1 2 3
0|1|2(3|4|5(6|7|8|9|0|1|2|3|4|5(6|7|8(9|0|1(2|3|4|5[(6|7|8[9|0]|1
physicalWidth
physicalHeight
orientation
desktopScaleFactor
deviceScaleFactor
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