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8 / 456

[MS -RDPBCGR] 6 v20140502
Remote Desktop Protocol: Basic Connectivity and Graphics Remoting

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014



2.2.13 Server RedireCliON  iiiiviiiiiiiiieiiiiiiiiiis e ees eeee e e aeeee s 239
2.2.13.1 Server Redirection Packet (RDP_SERVER_REDIRECTION_PACKET) ... 239
2.2.13.1.1 Target Net Addresses (TARGET_NET_ADDRESSES) 243
2.2.13.1.1.1 Target Net Address (TARGET_NET_ADDRESS) 243
2.2.13.2 Standard RDP SECUNY oo ciiiieis v aeveeeea 244
2.2.13.2.1 Standard Security Server Redirection PDU
(TS_STANDARD_SECURITY_SERVER_REDIRECTION) ....cccovviivieiiiniiiinns 244
2.2.13.3 Enhanced RDP SECUIMLY .o v eevneees 245
2.2.13.3.1 Enhanced Security Server Redirection PDU
(TS_ENHANCED_SECURITY_SERVER_REDIRECTION) 245
2.2.14 Network Characteristics Detection ... e .246
2.2.14.1 Se rver -to-Client Request MeSSages ......cccceveevcveveecinneenn, 246
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3.2.5.3.8 Sending MCS Channel Join Request PDU(S) i e 301
3.2.5.3.9 Processing MCS Channel Join Confirm PDU(S) .o e 302
3.2.5.3.10 Sending Security Exchange PDU  .iiiiiieiiies e 302
3.2.5.3.11 Sending Client Info PDU ... 303
3.2.5.3.12 Processing License Error PDU - Valid Client ......cccccviiivviiiiiinies e 304
10 / 456

[MS -RDPBCGR] 6 v20140502
Remote Desktop Protocol: Basic Connectivity and Graphics Remoting

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014



3.2.5.3.13 Mandatory Capability Exchange . e 304
3.2.5.3.13. 1 Processing Demand Active PDU  ....iiiiiiiiiiiiiiiies v, 304
3.2.5.3.13.2 Sending Confirm Active PDU 305

3.2.5.3.14 Sending Synchronize PDU  .......cccceiiiiieeiiiee, .. 306

3.2.5.3.15 Sending Control PDU 00 To] o 1T £ 1 (TSRO 306

3.2.5.3.16 Sending Control PDU - Request Control ..o e, 306

3.2.5.3.17 Sending Persistent Key List PDU(S)  coiiiiieiiiiecvviieeiiie eevvee e 306

3.2.5.3.18 Sending FOnt LIStPDU o e e 307

3.2.5.3.19 Processing Synchronize PDU  ..iiiiiiiiiiie v 307

3.2.5.3.20 Processing Control PDU - COOPErae ...cocvvveviiieeiiieeiiie e 307

3.2.5.3.21 Processing Control PDU - Granted Control ..o e, 307

3.2.5.3.22 Processing Font Map PDU  ..iiiiiiiviee e .. 307

3.2.5.4 DisCONNECHON SEQUENCES ooooieiiiiiieiiciiiiniee evvveeesee e eenreens 307
3.2.5.4.1 Sending Shutdown Request PDU ... e 307
3.2.5.4.2 Processing Shutdown Request Denied PDU i e, 307

3.2.5.,5 Deactivation -Reconnection SEQUENCE  ....cccciiviiiiiieciiiiieee e 307
3.2.5.5.1 Processing Deactivate All PDU . e 307

3.25.6 AUtO -ReCONNECt SEQUENCE  ...ccociiiiiiiiiiciiieiiiies e ereee e eeenes 308
3.2.5.6.1 Processing Auto  -Reconnect Status PDU  .....ccccocciiiiiviiiiiiies e 308

3.2.5.7 Server Error Reporting and Status Updates s e 308
3.2.5.7.1 Processing Set Error Info PDU  .iiiiiiiiviiie e 308
3.25.7.2 Processing Status INfo PDU ..o e .308

3.2.5.8 Keyboard and MoUSE INPUL s e e 308

3.2.5.8.1 Input Event Notifications — .....cccceevieeviienieenenn 308
3.2.5.8.1.1 Sending Slow -Path Input Event PDU 308
3.25.8.1.2 Sending Fast -Path Input Event PDU  ......ccooiiiiiiiiiiiiiicens e 309

3.2.5.8.2 Keyboard Status PDUS ..o e e 310
3.2.5.8.2.1 Processing Set Keyboard Indicators PDU ~ .iiiiieiee e, 310
3.2.5.8.2.2 Processing Set Keyboard IME Status PDU .. e 310

3.2.5.9 BaASIC OUIPUL  cooiiiiiiiiiviiiiiiiiiies rerrree e erir e neeene eeeseeeseee e 310

3.2.5.9.1 Processing Slow  -Path Graphics Update PDU ... v, 310

3.2.5.9.2 Processing Slow -Path Pointer Update PDU  ......cccoiiiiiiiiiiiinies e, 310

3.2.5.9.3 Processing Fast -Path Update PDU .......cccccoiiiiiiiiiiiiiies e 311

3.2.5.9.4 SOUND it e e 312
3.2.5.9.4.1 Processing Play Sound PDU  .iiiiiiis e 312

3.2.5.10 Logon and Authorization Notifications s e 312
3.2.5.10.1 Processing Save Session INfo PDU ... e 312
3.2.5.10.2 Processing Early User Authorization Result PDU ..., .. 313

3.2.5.11 Controlling Server Graphics OUtPUL oo e 313
3.25.11.1 Sending Refresh Rect PDU .313
3.2.5.11.2 Sending Suppress Output PDU 313

3.25.12 Di splay Update Notifications — ........ccccceeviiieeennnnen. .. 313
3.2.5.12.1 Processing Monitor Layout PDU .. e 313

3.2.5.13 Server RedireClion  ..ciiiiiiiiiiiiiiiiis e e 313
3.2.5.13.1 Processing of the Server Redirection PDUS . e 313

3.2.5.14 Network Characteristics DeteCtion = .o e 314

3.2.5.15 Multitransport BOOtStrapping .o e .. 316
3.2.5.15.1 Processing the Initiate Multitransport Request PDU ..., 316
3.2.5.15.2 Sending the Initiate Multitransport Error PDU e e 316

3.2.6 TIMEIr EVENLS oot et e 316

3.2.6.1 Client -Side Connection Sequence TIMEOUL  ...cccviiiiiiiiiiieiriiies e 316

3.2.7 Other Local EVENIS oo et e 316

3.2.7.1 Disconnecti on Due to Network EfrOr  ...oocccviiiiiiiiiiiiiiene e 316
11 / 456

[MS -RDPBCGR] 6 v20140502
Remote Desktop Protocol: Basic Connectivity and Graphics Remoting

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014



3.3 Server DELAIlS oo s e .... 316

3.3.1 Abstract Data Model ... 316
3.3.1.1 Received Client Data 317
3.3.1.2 UserChannel ID ....cccccoviinieninciinnnnn 317
3.3.1.3 /O ChanNel ID i s e 317
3.3.1.4 Message Channel ID i e e 317
3.3.1.5 Server Channel ID i e e 317
3.3.1.6 Client Licensing Encryption Ability = .o e 317
3.3.1.7 Client Capabilities 317
3.3.1.8 Cached Bitmap Keys 317
3.3.1.9 Pointer Image Cache 318
3.3.1.10 SessionKeys ...cccccvviiiieeiiieeeenn, 318
3.3.1.11 Automatic Reconnection CooKie .. e 318
3.3.1.12 Connection Start TIME oo e e 318
3.3.1.13 RTT Measure Requ €St Data .......cccccciiiiiiiiiiiiiies i eeiiieeee e e 318
3.3.1.14 Multitransport Request Data ..o e ... 318

3.3.2 TIMEIS s e e aeenees 318
3.3.2.1 Connection Sequence TIMeout TIMEr i e 318

3.3.3 | NitializatiOn oo s e .318

3.3.4 Higher -Layer Triggered EVENIS ..o e e 318

3.3.5 Message Processing Events and Sequencing Rules . e 319
3.3.5.1 Constructing a Server -to-Client Slow -Path PDU ......cccocivviiiiiiiiieeee e, 319
3.3.5.2 Processing a Client  -to-Server Slow -Path PDU ......cccccovviiiiiiiicies e, 319
3.3.5.3 Connection Sequence  .....cccccoeeriiienineennenn 320

3.3.5.3.1 Processing X.224 Connection Request PDU 320
3.3.5.3.2 Sending X.224 Connection Confirm PDU 321
3.3.5.3.3 Processing MCS Connect Initial PDU with GCC Conference Create Request 322
3.3.5.3.3.1 Handling Errors in the GCC Conference Create Request Data ~ ............ 325
3.3.5.3.4 Sending MCS Connect Response PDU with GCC Conference Create
RESPONSE .o e e 326
3.3.5.3.5 Processing MCS Erect Domain Request PDU ... e 327
3.3.5.3.6 Processing MCS Attach User Request PDU .. e, 327
3.3.5.3.7 Sending MCS Attach User Confirm PDU  ...iiee e 327
3.3.5.3.8 Processing MCS Channel Join Request PDU(S) v e 327
3.3.5.3.9 Sending MCS Channel Join Confirm PDU(S)  cccciiiiiiiiiieiiieeeee e 328
3.3.5.3.10 Processing Security Exchange PDU ... e 328
3.3.5.3.11 Processing Client Info PDU s e .329
3.3.5.3.12 Sending License Error PDU - Valid Client .o e 330
3.3.5.3.13 Mandatory Capability EXChange .. e 331
3.3.5.3.13. 1 Sending Demand Active PDU  ...ooiiiiiiiiiiiiiiis e 331
3.3.5.3.13.2 Processing Confirm Active PDU e e 331
3.3.5.3.14 Processing Synchronize PDU  ...iiiiiiiiiiie et 332
3.3.5.3.15 Processing Control PDU - COOPErate ..ooocvviieiiiiciies e 332
3.3.5.3.16 Processing Control PDU - Request Control  .....ccccooviiiiiiiiiiies e 332
3.3.5.3.17 Processing Persistent Key List PDU(S)  cocciiiiiiiiieiiieeiee e 332
3.3.5.3.18 Processing FONt List PDU oo e ... 332
3.3.5.3.19 Sending Synchronize PDU  ...iiiiiiiiies e ..333
3.3.5.3.20 Sending Control PDU - COOPErate ..oovveeviiiiiiciiieiiieiee e 333
3.3.5.3.21 Sending Control PDU - Granted Control  ...occcceiiiiiiis e, 333
3.3.5.3.22 Sending Font Map PDU .o e v 333
3.3.5.4 DiscoNNection SEQUENCES  .ooiiiiiiiiiiiieeiiiieenis et aeeeeeeeas 333
3.3.5.4.1 Processing Shutdown Request PDU 333
3.3.5.4.2 Sending Shutdown Request Denied PDU 333
12 / 456

[MS -RDPBCGR] 6 v20140502
Remote Desktop Protocol: Basic Connectivity and Graphics Remoting

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014



3.3.5.5 Deactivation -Reconnection SEQUENCE  ....ccociciiiiiieiiiiiieene e 334
3.3.5.5.1 Sending Deactivate All PDU .334
3.3.5.6 Auto -Reconnect Sequence 334
3.3.5.6.1 Sending Auto  -Reconnect Status PDU  ......cccccciiiiiiiiiiiiiiiies e 334
3.3.5.7 Server Error Reporting and Status Updates . e 334
3.3.5.7.1 Sending Set Error Info PDU s e .334
3.3.5.7.1.1 U ser Authorization Failures  .....ccccviiiiiiniiciies e 334
3.3.5.7.2 Sending Status Info PDU . e e 335
3.3.5.8 Keyboard and MoOUSE INPUt .o e aeeas 335
3.3.5.8.1 Input Event Notifications  .....cccccoiiiiiiiiieee, 335
3.3.5.8.1.1 Processing Slow  -Path Input Event PDU 335
3.3.5.8.1.2 Processing Fast  -Path Input Event PDU 335
3.3.5.8.2 Keyboard Status PDUS .. v e 336
3.3.5.8.2.1 Sending Set Keyboard Indicators PDU ... e, 336
3.3.5.8.2.2 Sending Set Keyboard IME Status PDU .. e 336
3.3.5.9 BaSiC OUIPUL  iiiiiiiiiiciieiiiieiiie eeevree e vre e arreeeeser e 337
3.3.5.9.1 Sending Slow -Path Graphics Update PDU  ........cccccvviiiniieiiicns e 337
3.3.5.9.2 Sending Slow -Path Pointer Update PDU  ........cccciiiiviiiiiins e 337
3.3.5.9.3 Sending Fast -PathUpdate PDU ......cccocoiiiiiiiiiiiiiiiis e 338
3.3.59.4 Sound ... 339
3.3.,5.9.4.1 Sending Play Sound PDU 339
3.3.5.10 Logon and Authorization Notifications . s 339
3.3.5.10.1 Sending  Save SessSion INfO PDU  ....ccccoiiiiiiiiiiiiiciiieies et 339
3.3.5.10.2 Sending Early User Authorization Result PDU ... e 339
3.3.5.11 Controlling Server Graphics OUIPUL i e 340
3.3.5.11.1 Processing Refresh ReCt PDU .oiiiiiiiiiiiviiies e 340
3.35.11.2 Processing Suppress Output PDU ..o e 340
3.3.5.12 Display Update Notifications .. 340
3.3.5.12.1 Sending Monitor Layout PDU 340
3.3.5.13 Server RedireClion .o e e 340
3.3.5.13.1 Sending of the Server Redirection PDUS  ...iieiies e 340
3.3.5.14 Network Characteristics Detection 341
3.3.5.15 Multitransport Bootstrapping .. 341
3.3.5.15.1 Sending the Initiate Multitransport Request PDU ..., ..341
3.3.5.15.2 Processing the Initiate Multitransport Error PDU s .. 341
3.3.6 TIMEr EVENLS i iiiriiiiiiis e aeeeee e e neeaa s 342
3.3.6.1 Server -Side Connection Sequence TIMEOUL ....cccccccmiiiiiiiiiiennss eeeerieee e 342
3.3.6.2 Auto -Reconnect Cookie Update ......cccccciiiiiiiiiiiiccns e .. 342
3.3.7 Other Local EVENIS it e eereeeeseaee e 342
4 Protocol EXamMPlES oo e eeeeeeee e e 343
4.1 Annotated CONNECLION SEQUENCE .oociiiiiiiiiiriiieeiriees et eeeenaeeas 343
4.1.1 Client X.224 Connection Request PDU ... 343
4.1.2 Server X.224 Connection Confirm PDU ... 343
4.1.3 Client MCS Connect Initial PDU with GCC Conference Create Request ..o 344
4.1.4 Server MCS Connect Response PDU with GCC Conference Create Response ... 349
4.1.5 Client MCS Erect Domain Request PDU  ..iiiiiiiiiiie et 353
4.1.6 C lient MCS Attach User Request PDU ..o e 354
4.1.7 Server MCS Attach  -User Confirm PDU  ......cccoiiiiiiiiiiiiiiiis e 355
4.1.8 MCS Channel Join Request and Confirm PDUs 356
4.1.8.1 Channel 1007  ....cccvieiieiinieneee 356
4.1.8.1.1 Client Join Request PDU for Channel 1007 (User Channel) 356
4.1.8.1.2 Server Join Confirm PDU for Channel 1007 (User Channel) ... 357

13 / 456

[MS -RDPBCGR] 6 v20140502
Remote Desktop Protocol: Basic Connectivity and Graphics Remoting

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014



4.1.8.2 Channel 1003 i e e 359

4.1.8.2.1 Client Join Request PDU for Channel 1003 (I/O Channel ) T 359
4.1.8.2.2 Server Join Confirm PDU for Channel 1003 (I/O Channel) 359
4.1.8.3 Channel 1004 ... e 359
4.1.8.3.1 Client Join Request PDU for Channel 1004 (rdpdr Channel) 359
4.1.8.3.2 Server Join Confirm PDU for Channel 1004 (rdp dr Channel) .......cccccceeee. 359
4.1.8.4 Channel 1005 ..o e e 359
4.1.8.4.1 Client Join Request PDU for Channel 1005 (cliprdr Channel) ... 359
4.1.8.4.2 Server Join Confirm PDU for Channel 1005 (cliprdr Channel) ... 360
4.1.8.5 Channel 1006  ...cccociiiiiiiiiiiiieiis et e 360
4.1.8.5.1 Client Join Request PDU for Channel 1006 (rdpsnd Channel) ... 360
4.1.8.5.2 Server Join Confirm PDU for Channel 1006 (rdpsnd Channel) ... 360
4.1.9 Client Security Exchange PDU .. e e 360
4.1.10 ClientInfo PDU ..o, 362
4.1.11 Server License Error PDU - Valid Client 366
4.1.12 Server Demand Active PDU 367
4.1.13 Client Confirm Active PDU . iiiiis e e 374
4.1.14 Client Synchronize PDU ..o e e 383
4.1.15 Client Control PDU - COOPEIALE  .oiiviieiiieiiicsiieieeiee e e 384
4.1.16 Client Control PDU - Request Control oo e 385
4.1.17 Client Persistent Key LiSt PDU oo v nee e 386
4.1.18 Client FONt LISt PDU oo vt nieene aeereeeee e 389
4.1.19 Server Synchronize PDU i e eeeneeaiees 390
4.1.20 Server Control PDU - COOPEIAE ..o e . 391
4.1.21 Serv erControl PDU - Granted CONtrol  ...coccviiiiiiiiiiiiiiieiiee e 392
4.1.22 Server Font Map PDU it e e 393
4.2 Annotated User -Initiated (on Client) Disconnection Sequence  .....cccooieeieenieenieens ... 394
4.2.1 Client Shutdown Request PDU ..o e e 394
4.2.2 Server Shutdown Request Denied PDU s e 394
4.2.3 MCS Disconnect Provider Ultimatum PDU .. e 395
4.3 Annotated Save Session Info PDU 396
4.3.1 Logon Info Version2 — .....cccieiiieniieen. 396
4.3.2 Plain NOY oo e e ... 400
4.3.3 Logon Info Extended ..o e e 403
4.4 Annotated Server -to-Client Virtual Channel PDU ... e 407
4.5 Annotated Standard Security Server Redirection PDU s e 408
4.6 Annotated Enhanced Security Server Redirection PDU s e 411
4.7 Annotated Fast -Path Input Event PDU ... e .. 414
4.8 Java Code to Encrypt and Decrypt a Sample Client Random — ...iiieee e 414
4.9 Java Code to Sign a Sample Proprietary Certificate Hash s 419
4.10 Specifying the Active Keyboard Layout and Langua O€ oo e 424
LTS 1o 0 1 /P UO PR 425
5.1 Security Considerations for Implementers s e 425
5.2 Index of Security Parameters it s areee e 425
5.3 Standard RDP  SECUIMLY cccciiiiiiiiiiiieiiiiiiis et niee e eerreeeesaaee e 425
5.3.1 ENCryption LEVEIS oot e e 425
5.3.2 Negotiating the Cryptographic Configuration s e 425
5.3.2.1 Cryptographic Negotiation Failures —  .iiiiiis e 426
5.3.3 Server Certificates  ....cccceviieviienieennen, 426
5.3.3.1 Proprietary Certificates 426
5.3.3.1.1 Ter minal Services Signing KeY  ..oooiiiiiiiiiiiiiiiiiies e 427
5.3.3.1.2 Signing a Proprietary Certificate ..o e 427

14 | 456

[MS -RDPBCGR] 6 v20140502
Remote Desktop Protocol: Basic Connectivity and Graphics Remoting

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014



5.3.3.1.3 Validating a Proprietary Certificate =~ .o e 429

5.3.3.2 X.509 Certificate Chains ~ .....c.cocevvevieiiinen, 430
5.3.4 Clientand Server Random Values ... 430
5.3.4.1 Encrypting Client Random ...t e eeeas 431
5.3.4.2 Decrypting Client Random i e eeeaa 431
5.3.5 Initial Session Key GEneration .o e e 432
5.35.1 NON -FIPS i vt e 432
B5.3.5.2 FIPS i s e e 434
5.3.6 Encrypting and Decrypting the I/O Data Stream  .iiiiiiiiceiee e 435
5.3.6.1 Non -FIPS......ccciinniinien 436
5.3.6.1.1 Salted MAC Generation 436
53.6.2 FIPS ..o, 437
5.3.7 Session Key Updates ..o e e 437
5.3.7.1 NON -FIPS i e e 437
B5.3.7.2 FIPS i s e e 439
5.3.8 Packet Layoutinthe I/O Data Stream  .iiiiiiiiccriiie e 439
5.4 Enhanced RDP SECUMLY .o et ieenees ateeenieee e 440
5.4.1 ENCryption LEVEIS i et e 440
5.4.2 Security -Enhanced CONNection SEQUENCE  occveiieviieriieviene eevee e 441
5.4.2.1 Negotiation -Based Approach .......cccccoiiiiiiiics e e 441
5.4.2.2 DIireCt APProach  .ooiiiiiiiiiiiiiiiiie s e 442
5.4.2.3 Changes to the Security Commencement Phase . e 443
5.4.2.4 Disabling Forced Encryption of Licensing Packets 443
5.4.3 Encryptin g and Decrypting the I/O Data Stream 444
5.4.4 Packet Layoutin the I/O Data Stream s e 444
5.4.5 External Security Protocols Used By RDP i e 444
5.4.5.1 Transport Layer Security (TLS) i e .. 444
5452 Cre dSSP .oiiiiiiiiiiiiiiiiiiiiiit s e .444
5.4.5.2.1 User Authorization Failures —  .iiiiiiies e .. 445
54522 TLSFatal Alerts oo e e 445
5.5 Automatic RECONNECHION oo et rrr e eriree s eeesaaeeeeaeaee s 445
6 Appendix A: Product Behavior =~ s s eeee e 447
7 Change TraCkiNng oot e eeeee e a e ... 451
8 INUEX oo e e e aareeeee e 453
15 / 456

[MS -RDPBCGR] 6 v20140502
Remote Desktop Protocol: Basic Connectivity and Graphics Remoting

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014



1 Introduction

The Remote Desktop Protocol: Basic Connectivity and Graphics Remoting facilitates user interaction

with a remote computer system by transferring graphics display data from the remote computer to

the user and transporting input commands from the user to the remote computer, where the input
commands are replayed on the remote computer. RDP also provides an extensible transport

mechanism which allows specialized communication to take place between components on the user
computer and components running on the r emote computer.

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,

MUST, MUST NOT, and SHOULD NOT as defined in RFC 2119. Sections 1.5 and 1.9 are also

normative but cannot contain those terms. All other secti ons and examples in this specification are
informative.

1.1 Glossary
The following terms are defined in MS -GLOS]:

binary large object (BLOB)
certificate authority (CA)

domain name (3)

input method editor (IME)

MD5 hash

Message Authentication Code (MAC)
protocol data unit (PDU)

RC4

Remote Desktop Protocol (RDP)
SHA -1 hash

Stock Keeping Unit (SKU)
Transmission Control Protocol (TCP)
Transport Layer Security (TLS)
Unicode

Unicode character

Windows -1252 character set

The following terms are specific to this document:
ANSI character: An 8 -bit Windows -1252 character set unit.

ASN.1: Abstract Syntax Notation One. ASN.1 is used to describe a protocol as a sequence of
components, sent in messages. ASN.1 is described in the following specifications: ITUX660
for general procedures; ITUX680] _ for syntax specification, and ITUX690] forthe Basic
Encoding Rules (BER) , Canonical Encoding Rules (CER), and Distinguished Encoding Rules
(DER) encoding rules; and ITUX691] forthe Packed Encoding Rules (PER) . Further
background information on ASN.1 is also available in [DUBUISSON].

Basic Encoding Rules (BER): A set of encoding rules for ASN.1 notation, specified in
ITUX690] . These rules enable the identification, extra ction, and decoding of data structures.

Client Data Block: A collection of related client settings that are encapsulated within the user
data of a Generic Conference Control (GCC) Conference Create Request. Only four Client Data
Blocks exist: Core Data, Security Data, Network Data, and Cluster Data. The set of Cli ent Data
Blocks is designed to remain static.
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Connection Broker: A service that allows users to reconnect to their existing sessions, enables
the even distribution of session loads among servers, and provides access to virtual desktops
and remote programs. Further background information about Connection Broker is available in

[Anderson].
Desktop Scale Factor: The scale factor (as a percentage) applied to Windows Desktop
Applications.
Device Scale Factor: The scale factor (as a percentage) applied to Windows Store Applications.

Dynamic DST: Dynamic daylight saving time (DST) provides support for time zones whose
boundaries for daylight saving time change from year to year.

Extended Client Data Block: A collection of related client settings that are encapsulat ed within

the user data of a Generic Conference Control (GCC) Conference Create Request. In contrast
to the static set of  Client Data Blocks , the set of Extended Client Data Blocks is designed to
be expanded over time.

Multipoint Communication Service (MCS ): A data transmission protocol and set of services
defined by the ITU T.120 standard, specifically [T122] and [T125] .

Network Level A uthentication (NLA): Refers to the usage of CredSSP (as defined in MS -
CSSP]) within the context of an RDP connection to authenticate the identity of a user at the
network layer before the initiation of the RDP handshake. The use of NLA ensures that server

resources are only committed to authenticated users.

Packed Encoding Rules (PER): A set of encoding rules for ASN.1 notation, specified in
ITUX691] . These rules e nable the identification, extraction, and decoding of data structures.

Remote Desktop: See Remote Desktop Protocol (RDP)

Server Authentication: The act of proving the identity of a server to a client, while providing
key mat erial that binds the identity to subsequent communications.

Server Data Block: A collection of related server settings that are encapsulated within the user
data of a Generic Conference Control (GCC) Conference Create Response. Three Server Data
Blocks exi st: Core Data, Security Data, and Network Data.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
described in  [REC2119] . All statements of optional behavior use eith er MAY, SHOULD, or
SHOULD NOT.

1.2 References
References to Microsoft Open Specifications documentation do not include a publishing year because

links are to the latest version of the documents, which are updated frequently. References to other
documents include a publishing year when one is available

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If

you have any issue with finding a normative reference, please contact dochelp@microsoft.com . We

will assist you in finding the relevant information.

[ITUX660] ITU -T, "Open Systems Interconnection - Procedures for the Operation of OSI Registration
Authorities: General Procedures and Top Arcs of the ASN.1 Object Identifier Tre e", Recommendation
X.660, August 2004,  http://www.itu.int/ITU - T/studygroups/com17/0id/X.660 -E.pdf
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http://go.microsoft.com/fwlink/?LinkId=94993
http://go.microsoft.com/fwlink/?LinkId=90543
%5bMS-CSSP%5d.pdf
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http://go.microsoft.com/fwlink/?LinkId=192078
%5bMS-GLOS%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=90317
mailto:dochelp@microsoft.com
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[ITUX680] ITU -T, "Abstract Syntax Notation One (ASN.1): Specification of Basic Notation",
Recomme ndation X.680, July 2002, http://www.itu.int/ITU - T/studygroups/com17/languages/X.680 -

0207.pdf

[ITUX690] ITU -T, "ASN.1 Encoding Rules: Specification of Basic Encoding Rules (BER), Canonical
Encodi ng Rules (CER) and Distinguished Encoding Rules (DER)", Recommendation X.690, July 2002,
http://www.itu.int/ITU - T/studygroups/com17/languages/X.690 -0207.pdf

[ITUX691] ITU -T,"ASN.1 Encoding Rules : Specification of Packed Encoding Rules (PER)",
Recommendation X.691, July 2002, http://www.itu.int/ITU - T/studygroups/com17/languages/X.691 -

0207.pdf

[MS -CSSP] Microsoft Corporation, " Credential Security Support Provider (CredSSP) Protocol

[MS -DTYP] Microsoft Corporation, "  Windows Data Types ".

[MS - ERREF] Microsoft Corporation, "  Windows Error Codes _".

[MS -RDPEA] Microsoft Corporation, "  Remote Desktop Protocol: Audio Output Virtual Channel
Extension ".

[MS -RDPEGDI] Microsoft Corporation, " Remote Desktop Protocol: Graphics Device Interface (GDI)
Acceleration Extensions "

[MS -RDPELE] Microsoft Corporation, "  Remote Desktop Protocol: Licensing Extension

[MS -RDPERP] Microsoft Corporation, "  Remote Desktop Protocol: Remote Programs Virtual Channel
Extension ".

[MS - RDPNSC] Microsoft Corporation, " Remote Desktop Protocol: NSCodec Extension

[MS -RDPRFX] Microsoft Corporation, "  Remote Desktop Protocol: RemoteFX Codec Extension
[RFC2104] Krawczyk, H., Bellare, M., and Canetti, R., "HMAC: Keyed -Hashing for Message
Authentication”, RFC 2104, February 1997, http://www.ietf.org/rfc/rfc2104.txt

[RFC2119] Bradner, S., "Key wo rds for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc __ -editor.org/rfc/rfc2119.txt

[RFC2246] Dierks, T., and Allen, C., "The TLS Protocol Version 1.0", R FC 2246, January 1999,
http://www.ietf.org/rfc/rfc2246.txt

[RFC4346] Dierks, T., and Rescorla, E., "The Transport Layer Security (TLS) Protocol Version 1.1",
RFC 4346, April 2006, http://www.ietf.org/rfc/rfc4346.txt

[RFC5246] Dierks, T., and Rescorla, E., "The Transport Layer Security (TLS) Protocol Version 1.2",
RFC 5246, August 2008, http://www.ietf.org/rfc/rfc5246.txt

[SCHNEIER] Schneier, B., "Applied Cryptography, Second Edition", John Wiley and Sons, 1996,
ISBN: 0471117099.

[SSL3] Netscape, "SSL 3.0 Specification", http://tools.ietf.org/html/draft -ietf -tls - ssl-version3 -00
[T122] ITU -T, "Multipoint communication service - Service definition", Recommendation T.122,
February 1998, http://www.itu.int/rec/T -REC-T.122/en

Note There is a charge to download the specification.
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http://go.microsoft.com/fwlink/?LinkId=89923
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http://go.microsoft.com/fwlink/?LinkId=192078
http://go.microsoft.com/fwlink/?LinkId=192078
%5bMS-CSSP%5d.pdf
%5bMS-DTYP%5d.pdf
%5bMS-ERREF%5d.pdf
%5bMS-RDPEA%5d.pdf
%5bMS-RDPEA%5d.pdf
%5bMS-RDPEGDI%5d.pdf
%5bMS-RDPEGDI%5d.pdf
%5bMS-RDPELE%5d.pdf
%5bMS-RDPERP%5d.pdf
%5bMS-RDPERP%5d.pdf
%5bMS-RDPNSC%5d.pdf
%5bMS-RDPRFX%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=90314
http://go.microsoft.com/fwlink/?LinkId=90317
http://go.microsoft.com/fwlink/?LinkId=90324
http://go.microsoft.com/fwlink/?LinkId=90474
http://go.microsoft.com/fwlink/?LinkId=129803
http://go.microsoft.com/fwlink/?LinkId=90534
http://go.microsoft.com/fwlink/?LinkId=94993

[T123]ITU -T, "Network -Specific Data Protocol Stacks for Multimedia Conferencing”,
Recommendation T.123, May 1999, http://www.it _ u.int/rec/T -REC-T.123/en

Note There is a charge to download the specification.

[T124]ITU -T, "Generic Conference Control", Recommendation T.124, February 1998,
http://www.itu.int/rec/T -REC-T.124 /en

Note There is a charge to download the specification.

[T125]ITU -T, "Multipoint Communication Service Protocol Specification”, Recommendation T.125,
February 1998, http://www.itu.int/rec/T -REC-T.125 -199802 -l/en

Note There is a charge to download the specification.

[T128] ITU -T, "Multipoint Application Sharing", Recommendation T.128, February 1998,
http://www.itu.int/rec/T -REC-T.128 -199802 -S/en

Note There is a charge to download the specification.

[X224]ITU -T, "Information technology - Open Systems Interconnection - Protocol for Providing the
Connection -Mode Transport Service", Recommendation X.224 , November 1995,
http://www.itu.int/rec/T -REC-X.224 -199511 -l/en

Note There is a charge to download the specification.

1.2.2 Informative References

[ANDERSON] Anderson, C., and Griffen, K.L., "Windows Server 2008 R2 Remote Desktop Services
Resource Kit", Microsoft Press, December 2010, ISBN: 0735627371.

[DUBUISSON] Dubuisson, O., "ASN.1 Communication between Heterogeneous Systems", Morgan
Kaufmann, October 2000, ISBN: 0126333610.

[ERRTRANS] Microsoft Corporation, "How to Translate NTSTATUS Error Codes to Message Strings",
June 2005, http://support.microsoft.com/kb/259693

[INTERNATIONAL] Dr. International, "Developing International Software (2nd Edition)", Microsoft
Press, 2003, ISBN: 0735615837.

[MS - GLOS] Microsoft Corporation, "  Windows Protocols Master Glossary "
[MS -RDPCRZ2] Microsoft Corporation, "  Remote Desktop Protocol: Composited Remoting V2 "
[MS - RDPEAI] Microsoft Corporation, " Remote Desktop Protoc ol: Audio Input Redirection Virtual
Channel Extension "
[MS -RDPECLIP] Microsoft Corporation, *  Remote Desktop Protocol: Clipboard Virtual Channel
Extension ".
[MS - RDPEDC] Microsoft Corporation, " Remote Desktop Protocol: Desktop Composition Virtual
Channel Extension "
[MS -RDPEDY C] Microsoft Corporation, "  Remote Desktop Protocol: Dynamic Channel Virtual Channel
Extension ".
[MS -RDPEFS] Microsoft Corporation, "  Remote Desktop Protocol: File System Virtual Channel
Extension ".

19 / 456

[MS -RDPBCGR] 6 v20140502
Remote Desktop Protocol: Basic Connectivity and Graphics Remoting

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014


http://go.microsoft.com/fwlink/?LinkId=90541
http://go.microsoft.com/fwlink/?LinkId=90542
http://go.microsoft.com/fwlink/?LinkId=90543
http://go.microsoft.com/fwlink/?LinkId=90544
http://go.microsoft.com/fwlink/?LinkId=90588
http://go.microsoft.com/fwlink/?LinkId=89860
%5bMS-GLOS%5d.pdf
%5bMS-RDPCR2%5d.pdf
%5bMS-RDPEAI%5d.pdf
%5bMS-RDPEAI%5d.pdf
%5bMS-RDPECLIP%5d.pdf
%5bMS-RDPECLIP%5d.pdf
%5bMS-RDPEDC%5d.pdf
%5bMS-RDPEDC%5d.pdf
%5bMS-RDPEDYC%5d.pdf
%5bMS-RDPEDYC%5d.pdf
%5bMS-RDPEFS%5d.pdf
%5bMS-RDPEFS%5d.pdf

[MS - RDPEGFX] Microsoft Corporation, "  Remote Desktop Protocol: Graphics Pipeline Extension

[MS - RDPEMC] Microsoft Corporation, "  Remote Desktop Protocol: Multiparty Virtual Channel

Extension ".

[MS -RDPEPC] Microsoft Corporation, "  Remote Desktop Protocol: Print Virtual Channel Extension

[MS - RDPEPNP] Microsoft Corporation, "Remote Desktop Protocol: Plug and Play Devices Virtual
Channel Extension ".

[MS -RDPEPS] Microsoft Corporation, "  Remote Desktop Protocol: Session Selection Extension

[MS -RDPESC] Microsoft Corporation, "  Remote Desktop Protocol: Smart Card Virtual Channel

Extension ".

[MS - RDPESP] Microsoft Corporation, "  Remote Desktop Protocol: Serial and Parallel Port Virtua
Channel Extension ".

[MS - RDPEUSB] Microsoft Corporation, " Remote Desktop Protocol: USB Devices Virtual Channel

Extension ".

[MS -RDPEV] Microsoft Corporation, *  Remote Desktop Protocol: Video Re direction Virtual Channel

Extension ".

[MS - RDPEXPS] Microsoft Corporation, *  Remote Desktop Protocol: XML Paper Specification (XPS)
Print Virtual Channel Extension "

[MS - TSGU] Microsoft Corporation, "  Terminal Services Gateway Server Protocol

[MSDN - CP] Microsoft Corporation, "Code Page Identifiers", http://msdn.microsoft.com/en -
us/library/dd317756(VS.85).aspx

[MSDN - MUI] Microsoft Corpor  ation, "Language Identifier Constants and Strings",
http://msdn.microsoft.com/en -us/library/ff741765.aspx

[MSDN - SCHANNEL] Microsoft Corporation, "Creating a Secure Connection Using Schannel",
http://msdn.microsoft.com/en -us/library/aa374782.aspx

[MSFT -DIL] Microsoft Corporation, "Default Input Locales", http://technet.microsof t.com/en -
us/library/cc766503(WS.10).aspx

[MSFT - SDLBTS] Microsoft Corporation, "Session Directory and Load Balancing Using Terminal
Server", September 2002, http://download.microsoft.com/download/ 8/6/2/8624174c  -8587 -4a37 -
8722 -00139613a5bc/TS_Session_Directory.doc

[RFC2118] Pall, G., "Microsoft Point -To-Point Compression (MPPC) Protocol”, RFC 2118, March 1997,
http://www.ietf.org/rfc/rfc21 18.txt

1.3 Overview

This protocol is designed to facilitate user interaction with a remote computer system by transferring
graphics display information from the remote computer to the user and transporting input

commands from the user to the remote computer, where the input ¢ ommands are replayed on the
remote computer. This protocol also provides an extensible transport mechanism which allows

specialized communication to take place between components on the user computer and

components running on the remote computer.
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The follo wing subsections present overviews of the protocol operation as well as sequencing
information.

1.3.1 Message Flows

1.3.1.1 Connection Sequence

The goal of the RDP Connection Sequence is to exchange client and server settings and to specify
common settings to use for the duration of the connection so that input, graphics, and other data

can be exchanged and processed between client and server. The RDP Connection Sequence is
described in following figure. All of the message exchanges in this diagram are strictly sequential,
except where noted in the text that follows.

Client Server

*.224 Connection Request PDU—— |
Connection Initiation
(——X. 224 Connection Confirm PDU

Basic Settings Exchange

MCS Connect Response PDU with
GCC Conference Create Response

— MCS Erect Domain Request PDU—————————

MCS Connect [nitial PDU with ) }
GCC Conference Create Request
t—MCS Attach User Request PDU——7m78————
t}——————MCS Attach User Confirm PDU Channel Connection
———— MCS Channel Join Request PDIL(s)——— =
lg— MCS Channel Join Confirm PDU(s)

Security Exchange POU————— g } RDP Security Commencement
Client Info PDU = } Secure Settings Exchange

l—————Auto-Detect Request PDU(s)

} Qptional Connect-Time Autg-Detection
—— Auto-Detect Response PDU(S)———————— =

——license Error PDU - Valid Client—— } Licensing
+}——Initiate Multitransport Request PDU( s }—m — 88— :} Optional Multitransport Bootstrapping
—— Demand Active PDU
i Capabilities Exchange
Confirm Active PDU -
Synchronize PDU )

Control PDU - Cooperate———— I
—— Control POU - Request Control——————
———— Persistent Key List PDU(s)———— P
Font List PDU -
—— Monitor Layout PDU (aptional)

= Connection Finalization

-t Synchronize PDU
l—— Control PDU - Cooperate

¢——Control PDU - Granted Control
-t Font Map PDU-

-

Figure 1: Remote Desktop Protocol (RDP) conne ction sequence
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The connection sequence can be broken up into ten distinct phases:

1. Connection Initiation: The client initiates the connection by sending the server a Class 0 X.224

Connection Request PDU (section 2.2.1.1 ). The server responds with a Class 0 X.224 Connection

Confirm PDU (section 2.2.1.2 ).

From this point, all subsequ ent data sent between client and server is wrapped in an X.224 Data

Protocol Data Unit (PDU)

2. Basic Settings Exchange: Basic settings are exchanged between the client and server by using

the MCS Connect Initial PDU (section 2.2.1.3 ) and MCS Connect Response PDU (section 22.1.4).
The Connect Initial PDU contains a Generic Conference Control (GCC) Conference Create
Request, while the Connect Response PDU contains a GCC Conference Create Response.
These two GCC packets contain concatenated blocks of settings data (such as core data, security
data, and network data) which are read by client and server.
Connect Initial
............................... Ficids
GCC Conference Create Request
FAER R EFRN R EENR AR CU”fErEnCECrEatE
Reguest Flelds
™
Client Data Block 1
\ Connect Initial
Client Data Block 2 Conference User Data
Create
} Request
User Data
Client Data Block M
4
Figure 2: MCS Connect Initial PDU
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Connect Response

Fields
GCC Conference Create Response ™
AR FEFRE R EER A CU”fErEnCEErEa[E
Response Fields
™
Server Data Block 1
Connect
= Response Liser
Server Data Block 2 Conference Data
. Create
Response
User Data
Server Data Elock M
>
-
Figure 3: MCS Connect Response PDU
3. Channel Connection: The client sends an MCS Erect Domain Request PDU (section 2.2.1. 5),
followed by an MCS Attach User Request PDU (section 2.2.1.6 ) to attach the primary user

identity to the MCS domain. The server responds with an MCS Attach User Confirm PDU (section

2.2.1.7 ) containing the User Channel ID. The client then proceeds to join the user channel, the
input/output (1/0) channel, and all of the static virtual channels (the 1/0 and static virtual

channel IDs are obtained from the data embedded in the GCC packets) by using multiple MCS
Channel Join Request PDUs (section 2.2.1.8 ). The server confirms each channel with an MCS
Channel Join Confirm PDU (section 2.2.1.9 ). (RDP 4.0,5.0,5.1,5.2,6.0,6.1, 7.0, 7.1 and 8.0

clients send a Channel Join Request to the server only after the Channel Join Confirm for a

previously sent request has been received. RDP 8.1 clients send all of the Channel Join Requests
to the server in a single batch to minimize the overall connection sequence time.)

From this point, all subsequent data sent from the client to the server is wrapped in an MCS Send
Data Request PDU, while data sent from the se rver to the client is wrapped in an MCS Send Data
Indication PDU. This is in addition to the data being wrapped by an X.224 Data PDU.

4. RDP Security Commencement: If Standard RDP Security mechanisms (section 5.3) are being
employed and encryption is in force (this is determined by examining the data embedded in the
GCC Conference Create Response packet) then the client sends a Security Exchange PDU (section
2.2.1.10 ) containing an encrypted 32 -byte random number to the server. This random number is
encrypted with the public key of the server as described in section 5.3.4.1 (the server's public
key, as wellas a 32 -byte server -generated random number, are both obtained from the data
embedded in the GCC Conference Create Response packet). The client and server then utilize the
two 32 -byte random numbers to gen erate session keys which are used to encrypt and validate
the integrity of subsequent RDP traffic.
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From this point, all subsequent RDP traffic can be encrypted and a security header is included

with the data if encryption is in force. (The Client Info PDU (section 2.2.1.11 ) and licensing PDUs
([MS -RDPELE] section 2.2.2) are an exception in that they always have a security header). The

Security Header follows the X.224 and MCS Headers and indicates whether the attached data is
encrypted. Even if encryption is in force, server -to - client traffic may not always be encrypted,

while client -to -server traffic must always be encrypted (encryption of licensing PDUs is optional,

howev er).

5. Secure Settings Exchange: Secure client data (such as the username, password, and auto -
reconnect cookie) is sent to the server by using the Client Info PDU (section 2.2.1.11 ).

6. Optional Connect -Time Auto -Detection: During the Optional Connect -Time Auto -Detection phase
the goal is to determine characteristics of the network, such as the round -trip latency time and
the bandwidth of the link between the server and client. This is accomplished by exchangi ng a
collection of PDUs (specified in section 2.2.1.4 ) over a predetermined period of time with enough
data to ensure that the results are statistically relevant.

7. Licensing: The goal of the licensing exc hange is to transfer a license from the server to the client.
The client stores this license and on subsequent connections sends the license to the server for
validation. However, in some situations the client may not be issued a license to store. In effec t,
the packets exchanged during this phase of the protocol depend on the licensing mechanisms
employed by the server. Within the context of this document, it is assumed that the client will
not be issued a license to store. For details regarding more advan ced licensing scenarios that
take place during the Licensing phase, see MS -RDPELE] section 1.3.

8. Optional Multitransport Bootstrapping: After the connection has been secured and the Licensing
phase has run to completion, the server can choose to initiate multitransport connections ( [MS -
RDPEMT] section 1.3). The Initiate Multitransport Request PDU (section 2.2.15.1 )is sent by the
server to th e client and results in the out -of-band creation of a multitransport connection using
messages from the RDP  -UDP, TLS, DTLS, and multitransport protocols ( MS -RDPEMT] section
1.3.1).

9. Capabilities Exchange: The server sends the set of capabilities it supports to the client in a
Demand Active PDU (section 2.2.1.13.1 ). The client responds with its capabilities by sending a
Confirm Active PDU (section 2.2.1.13.2 ).

10. Connection Finalization: The client and server exchange PDUs to finalize the connection details.
The client -to-server PDUs sent during this phase have no dependenc ies on any of the server  -to-
client PDUs; they may be sent as a single batch, provided that sequencing is maintained.

A The Client Synchronize PDU (section 2.2.1.14 ) is sent after transmitting the Confirm A ctive
PDU.
A The Client Control (Cooperate) PDU (section 2.2.1.15 ) is sent after transmitting the Client

Synchronize PDU.

A The Client Control (Request Control) PDU (section 2.2.1.16 ) is sent after transmitting the
Client Control (Cooperate) PDU.

A The optional Persistent Key List PDUs (section 2.2.1.17 ) are sent after transmitting the Client
Control (Request Control) PDU.

A The Font List PDU (section  2.2.1.18 ) is sent after transmitting the Persistent Key List PDUs or,
if the Persistent Key List PDUs we re not sent, it is sent after transmitting the Client Control
(Request Control) PDU (section 2.2.1.16 ).
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The server -to-client PDUs sent during the Connection Finalization phase have dependencies on
the cl ient -to - server PDUs.

A The optional Monitor Layout PDU (section 2.2.12.1 ) has no dependency on any client -to-
server PDUs and is sent after the Demand Active PDU.

A The Server Synchronize PDU (section 2.2.1.19 )is sent in response to the Confirm Active PDU.

A The Server Control (Cooperate) PDU (section 2.2.1.20 ) is sent after transmitting the Server
Synchron ize PDU.

A The Server Control (Granted Control) PDU (section 2.2.1.21 )is sentin response to the Client
Control (Request Control) PDU.

A The Font Map PDU (section 2.2.1.22 )is sent in response to the Font List PDU.

Once the client has sent the Confirm Active PDU, it can start sending mouse and keyboard input
to the server, and upon receipt of the Font List PDU the server can start sending graphics output
to the client.

Besides input and graphics data, other data that can be exchanged between client and server after
the connection has been finalized includes connection management information and virtual channel

messages (exchanged between client -side plug -ins and server -side applications).
1.3.1.2 Security - Enhanced Connection Sequence
The RDP Connection Sequence does not provide any mechanisms which ensure that the identity of
the server is authenticated, and as a result it is vulnerable to man -in-the -middle attacks (these
attacks can compromise the confidentiality of the data sent betw een client and server).

The goal of the Security  -Enhanced Connection Sequence is to provide an extensible mechanism
within RDP so that well  -known and proven security protocols (such as Secure Socket Layer (SSL) or
Kerberos) can be used to fulfill security objectives and to wrap RDP traffic. There are two variations
of the Security -Enhanced Connection Sequence. The negotiation -based approach aims to provide
backward -compatibility with previous RDP implementations, while the Direct Approach favors more
rigoro us security over interoperability.

Negotiation -Based Approach: The client advertises the security packages which it supports (by

appending a negotiation request structure to the X.224 Connection Request  PDU) and the server
selects the package to use (by appending a negotiation response structure to the X.224 Connection
Confirm PDU ). After the client receives the X.224 Connection Confirm PDU the handsha ke messages

defined by the negotiated security package are exchanged and then all subsequent RDP traffic is
secured by using the cryptographic techniques specified by the negotiated security package.

Direct Approach: Instead of negotiating a security packa ge, the client and server immediately
execute a predetermined security protocol (for example, the CredSSP Protocol ) prior to any RDP
traffic being exchanged on the wire. This approach results in all RDP traffic being secured u sing the

hard -coded security package. However, it has the disadvantage of not working with servers that
expect the connection sequence to be initiated by an X.224 Connection Request PDU.

For more details about Enhanced RDP Security, see section 54.

1.3.1.3 Deactivation - Reactivation Sequence

After the connection sequence has run to completion, the server may determine that the client must
be connected to an existing session. To accomplish this task the server signals the client with a
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Deactivate All PDU . A Deactivate All PDU implies that the connection will be dropped or that a

capability re -exchange will occur. If a capability re -exchange is required, then the Capability

Exchange and C onnection Finalization phases of the connection sequence (section 1.3.1.1 )arere -
executed.

The sending and processing of the Deactivate All PDU is described in sections 3.35.5.1 and

3.2.5.5.1 respectively.
1.3.1.4 Disconnection Sequences

1.3.1.4.1 User - Initiated on Client

The user can initiate a client -side disconnect by closing the RDP client application. To implement this
type of disconnection the client sends the server a Shutdown Request PDU . The server response to
this PDU is determined by whether the session is associated with a logged -0on user account.

A Ifalogged -on user accountis associated with the session, the server always denies the

shutdown request and sends the clienta Shutdown Request Denied PDU . At this point the client
behavior is implementation -dependent (the client may, for example, choose to display a dialog

box specifying that the session will be disco nnected). If the decision is made to proceed with the
disconnection, the client sends the server an MCS Disconnect Provider Ultimatum PDU (with the
reason code set to "user requested") and closes the con nection.

A Ifalogged -on user account is not associated with the session, the server closes the connection
immediately after receiving the Shutdown Request PDU.

The sending and processing of the Shutdown Request PDU is described in sections 3.25.4.1 and
3.3.5.4.1 respectively. The sending and processing of the Shutdown Request Denied PDU is
described in sections  3.3.5.4.2 and 3.2.5.4.2 respectively.

1.3.1.4.2 User - Initiated on Server

The user can initiate a server  -side disconnect by ending the session hosted on the server. To

implement this type of disconnection, the server first sends the client a Deactivate All PDU__ followed
by an optional MCS Disconnect Provider Ultimatum PDU (with the reason code set to "user
requested"). The connection is then closed by the server.

The sending of the Deactivate All and MCS Disconnect Provider Ultimatum PDUs is described in
section 3.3.5.5.1 .

1.3.1.4.3 Administrator - Initiated on Server

The administrator of a server can force a user to be logged off from a session or disconnect sessions

outside of the user's control. To implement this type of disconnection, the server first sends the

clienta Deactivate All PDU _ followed by an optional MCS Disconnect Provider Ultimatum PDU (with
the reason code set to "provider initiated"). The connection is then closed by the server.

The sending of the  Deactivate All and MCS Disconnect Provider Ultimatum PDUs is described in
section 3.3.5.5.1 .

1.3.1.5 Automatic Reconnection

The Automatic Reconnection feature allows a client to reconnect to an existing session (after a
short -term network failure has occurred) without having to resend the user's credentials to the
server.
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After a successful log on, the server sends the client an "auto -reconnect cookie" in the Save Session
Info PDU . This cookie is bound to the current user's session and is stored by the client. In the case

of a disconnection due to a network error, the client can try to automatically reconnect to the

server. If it can connect, it sends a cryptographically modified version of the cookie to the server in

the Client Info PDU (the Secure Settings Exchange phase of the connection sequence, as specified in

section 1.3.1.1 ). The server uses the modified cookie to confirm that the client requesting auto -
reconnec tion is the last client that was connected to the session. If this check passes, then the client

is automatically connected to the desired session upon completion of the connection sequence.

The auto -reconnect cookie associated with a given session is flus hed and regenerated whenever a
client connects to the session or the session is reset. This ensures that if a different client connects
to the session, then any previous clients that were connected can no longer use the auto -reconnect

mechanism to connect. Furthermore, the server invalidates and updates the cookie at hourly
intervals, sending the new cookie to the client in the Save Session Info PDU.

1.3.2 Server Error Reporting and Status Updates

A server can send detailed error codes to a client by using the Set Error Info PDU _ (the client must
indicate during the Basic Settings Exchange phase of the connection sequence, as specified in
section 1.3.1.1 |, that it supports this PDU). This PDU can be sent when a phase in the conne ction

sequence fails or when the client is about to be disconnected. Error codes allow the client to give
much clearer failure explanations to the user. If a server chooses not to send error codes to a client
that supports receiving these codes, then the ¢ lient will be unable to report a clear diagnosable
reason for any server  -side initiated disconnections.

Status updates can be sent to a client by using the Status Info PDU _ (the client must indicate durin g
the Basic Settings Exchange phase of the connection sequence, as specified in section 1.3.1.1 ,that
it supports this PDU). This PDU can be sent by the server to allow the client to give feedback to a

user when the server is performing processing that may take some time to complete.

The sending and processing of the Set Error Info PDU is described in sections 3.3.5.7.1 and
3.2.5.7.1 respectively, while the sending and processing of the Status Info PDU is described in
sections 3.3.5.7.2 and 3.2.5.7 .2 respectively.

1.3.3 Static Virtual Channels

Static Virtual Channels allow lossless communication between client and server components over the
main RDP data connection. Virtual channel data is application -specific and opaque to RDP. A
maximum of 31 static virtual channels can be created at connectio n time.

The list of desired virtual channels is requested and confirmed during the Basic Settings Exchange

phase of the connection sequence (as specified in section 1.3.1.1 ) and the endpoints are joined
during the Channel Connection phase (as specified in section 1.3.1.1 ). Once joined, the client and
server endpoints do not exchange data until the connection sequence has completed.

Static Virtual Channe | data must be broken up into chunks before being transmitted. The maximum

size of an individual chunk is determined by the settings exchanged in the Virtual Channel Capability

Set described in section  2.2.7.1.10 _ (the chunk size does not include RDP headers). Each virtual

channel acts as an independent data stream. The client and server examine the data received on

each virtual channel and route the data stream to the appropriate endpoint for further proc essing. A
particular client or server implementation can decide whether to pass on individual chunks of data

as they are received, or to assemble the separate chunks of data into a complete block before

passing it on to the endpoint.
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1.3.4 Data Compression

RDP uses a bulk compressor to compress virtual channel data and some data in PDUs sent from
server to client. Capability advertising for various versions of the bulk compressor occurs in the
Client Info PDU _ (the Secure Settings Exchange phase of the connection sequence, as specified in
section 1.3.1.1 ).

One version of the bulk compressor (th e RDP 4.0 bulk compressor) is based on the Microsoft Point -
To-Point Compression (MPPC) Protocol and uses an 8 kilobyte history buffer. A more advanced

version of the compressor (the RDP 5.0 bulk compressor) is derived from the RDP 4.0 bulk

compressor, but uses a 64 kilobyte history buffer and modified Huffman -style encoding rules.

Besides employing bulk compression for generic data, RDP also uses variations of run length
encoding (RLE) rulestoim  plement compression of bitmap data sent from server to client. All clients
must be capable of decompressing compressed bitmap data; this capability is not negotiable.

1.3.5 Keyboard and Mouse Input

The client sends mouse and keyboard input PDUs in two types: slow -path and fast -path. Slow -path
is similar to T.128 input formats for input PDUs, with some modifications for RDP input

requirements. Fast -path was introduced to take advantage of the fact that in RDP there are no

extended Multipoint Communication Services (MCS) topologies, just one top  -level node and one
leaf -node per socket. Fast -path also uses reduced or removed headers and alternate bytestream -
orientated encoding formats to reduce bandwidth and CPU cycles for enc ode and decode.

Client -to-server Input Event PDUs  convey keyboard and mouse data to the server so that it can

inject input as needed. The client can also periodically synchronize the state of the toggle keys (for
example, NUM LOCK and CAPS LOCK) using the Synchronize Event PDU . This is necessary when the
client loses input focus and then later gets the focus back (possibly with new toggle key states). | na
similar vein, the server can also force an update of the local keyboard toggle keys or the local input
method editor (IME) being used to ensure that synchronization with the session is maintained.

1.3.6 Basic Server Output

In a similar style to input -related PDUs (as specified in section 1.3.5), server output  -related PDUs
come in two types: slow  -path and fast -path. Slow -path output is similar to T.128 output and is not
optimized in any way. Fast - path output uses reduced or removed headers to save bandwidth and

reduce encoding and decoding laten cy by reducing the required CPU cycles.

The most fundamental output that a server can send to a connected client is bitmap images of the

user's session using  Bitmap Updates . This allows the client to ren der the working space and enables
a user to interact with the session running on the server. The global palette information for a

session is sent to the client using Palette Updates .

The client can choos e to render the mouse cursor locally (if it is not included in the graphics updates
sent by the server). In this case, the server sends updates of the current cursor image to ensure

that it can be drawn with the correct shape (the Pointer Update PDUs  are used to accomplish this
task). Furthermore, if the mouse is programmatically moved in the user's session, the server
informs the client of the new position using the Pointer Position PDU
Other basic output which a server sends to a connected client includes the Play Sound PDU , which
instructs a client to play rudimentary sounds (by specifying a freque ncy and its duration) and
Connection Management PDUs, as specified in section 2.2.10 .
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1.3.7 Controlling Server Graphics Output

A client connected to a server and displaying graphics data may need to request that the server

resend the graphics data for a collection of rectangular regions of the session screen area, or stop

sending graphics data for a period of time (perhaps when th e client is minimized). These two tasks
are accomplished by having the client send the Refresh Rect PDU _and Suppress Output PDUs
respectively.

1.3.8 Server Redirection

A client connection can be redirected to a specific session on another server by using the Server
Redirection PDU (section  2.2.13 ). This enables basic load -balancing scenarios, as shown in the
following figure.

Connection

—2- Broker

|
|
|
|
|
Y

Client A

Figure 4: Basic server redirection

Assume that User A has an existing session on Server S1 (Session #3). Both Server S1 and Server
S2 are able to communicate with a Connection Broker

1. User A uses Client C to connect to Server S2 and authenticate.

2. Server S2 communicates with the Connection Broker and is informed that User A has an existing
session on Server S1 (Session #3).

3. Server S2 sends a Redirection PDU to Client C, which contains:
A The name of the target server (S1).

A The target Session ID (Session #3).
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A The login credentials to use for Server S1 (if necessary).

4. Client C closes the connection to Server S2 and initiates a conne ction to Server S1. As part of the
connection initialization data sent to Server S1, Client C sends the login credentials and requests
a connection to Session #3.

5. Server S1 validates the login credentials, and, if they are correct, connects Client C to Ses sion
#3.

If Client C cannot connect directly to Server S1, the Redirection PDU should contain a variable -
length routing token that contains the information required by Server S2 to redirect the client
connection appropriately. The client must place this to keninto the X.224 Connection Request PDU
(section 2.2.1.1 ) ofthe RDP Connection Sequence and th en reconnect back to Server S2. Server
S2 should read the  routing token and then redirect the X.224 Connection Request and all future
traffic from Client C to Server S1.

For more information about load balancing of Remote Desktop sessions and the  routing token
format, see [MSFT-SDLBTS] sections "Load -Balanced Configurations”, "Revectoring Clients", and
"Routing Token Format".

1.3.9 Connect -Time and Continuous Network Characteristics Detection

Connect -Time Auto -Detection occurs once during the RDP Connection Sequence (section 1.3.1.1),
and is accomplished by sending request and response messages over the main RDP connection
during the Optional Connect  -Time Auto -Detection phase.

The following messages are encapsulated in the server -to-client Auto -Detect Request PDU (section
2.2.14.3 ) and flow over the main RDP connection, implementing Connect -Time Auto -Detection:
A RTT Message Request (section  2.2.14.1.1 )

A Bandwidth Measure Start (sect  ion 2.2.14.1.2 )
A Bandwidth Measure Payload (section 221413 )

A Bandwidth Measure Stop (section 2.2.14.14 )

A Network Characteristics Result (section 2.2.14.15 )
The following messages are encapsulated in the client -to-server Auto -Detect Response PDU (section
2.2.14.2 ) and flow over the main RDP connection as part of Connect -Time Auto -Detection:

A RTT Measure Response (section  2.2.14.2.1 )
A Bandwidth Measure Results (section 2.2.14.2.2 )
A Network Characteristics Sync (section 2.2.14.2.3 )

Continuous Auto -Detection occurs on a constant basis after the RDP Connection Sequence has
completed, and is impleme  nted by sending request and response messages over the main RDP
connection and any created sideband channels ( MS - RDPEMT] section 1.3.2).

The following messages are encapsulated in the server -to-client Auto -Detect Request PD U and flow
over the main RDP connection, implementing Continuous Auto - Detection:

A RTT Message Request (section 2.2.14.1.1 )

>

Bandwidth Measure Start (section 2.2.14.1.2 )
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A Bandwidth Measure Stop (section 2.2.14.1.4 )

The following messages are encapsulated in the client -to-server Auto -Detect Response PDU and flo  w
over the main RDP connection as part of Continuous Auto - Detection:

A RTT Measure Response (section  2.2.14.2.1 )

A Bandwidth Measure Results (section 2.2.142.2)

The following messages are encapsulated in the RDP_TUNNEL_SUBHEADER ( MS -RDPEMT] section
2.2.1.1.1) structure and are used to implement Continuous Auto - Detection over the sideband

channels that are in active use:
Ban dwidth Measure Start (section 2.2.141.2 )

Bandwidth Measure Stop (section 2.2.141.4 )

> > >

Network Characteristics Result (section 221415 )

>

Bandwidth Measure Results (section 2.2.142.2 )

1.3.10 Connection Health Monitoring

The Heartbeat PDU (section  2.2.16.1 ) allows a client to monitor the state of the connection to the

server in real time. If the client and server both support connection health monitoring, then the

server will send Heartbeat PDUs to the client at a regular cadence. If a predetermined number o f
heartbeats are not received by the client, then the server may be down or the network link may be

in a disconnected state. If this is the case, the client can respond by displaying a warning or

initiating a reconnection attempt.

1.4 Relationship to Other Protocols

[MS -RDPBCGR] is based on the ITU (International Telecommunication Union) T.120 series of

protocols. The T.120 standard is composed of a suite of communication and application -layer
protocols that enable implementers to create compatible products and servic es for real -time,
multipoint data connections and conferencing.

A Protocol for Providing the Connection -Mode Transport Service X224
A Multipoint communication service - Service definition  [T122
A Network -Specific Data Protocol Stacks for Multimedia Conferencing T123

A Generic Conference Control T124
A Multipoint Communication Service Protocol Specification T125
A Multipoint Application Sharing T128

The following protocols are tunneled within an [MS -RDPBCGR] static virtual channel:

>

Multiparty Virtual Channel Extension MS -RDPEMC
A Clipboard Virtual Channel Extension MS -RDPECLIP
A Audio Ou tput Virtual Channel Extension MS -RDPEA
A

Remote Programs Virtual Channel Extension MS -RDPERP

31 / 456

[MS -RDPBCGR] 6 v20140502
Remote Desktop Protocol: Basic Connectivity and Graphics Remoting

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014


%5bMS-RDPEMT%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=90588
http://go.microsoft.com/fwlink/?LinkId=94993
http://go.microsoft.com/fwlink/?LinkId=90541
http://go.microsoft.com/fwlink/?LinkId=90542
http://go.microsoft.com/fwlink/?LinkId=90543
http://go.microsoft.com/fwlink/?LinkId=90544
%5bMS-RDPEMC%5d.pdf
%5bMS-RDPECLIP%5d.pdf
%5bMS-RDPEA%5d.pdf
%5bMS-RDPERP%5d.pdf

A Dynamic Channel Virtual Channel Extension MS -RDPEDYC
A File Syst em Virtual Channel Extension MS -RDPEFS

A Serial Port Virtual Channel Extension MS -RDPESP

A Print Virtual Channel Extension MS -RDPEPC

A Smart Card Virtual Channe | Extension [MS-RDPESC

[MS -RDPEDYC] tunnels the following protocols:

A XPS Printing Virtual Channel Extension MS -RDPEXPS
A Plug and Play Devices Virtual Channel Extension MS -RDPEPNP

>

Video Virtual Channel Extension MS -RDPEV

>

Audio Input Virtual Channel Extension MS -RDPEAI

>

Composited Remoting V2 Extension MS -RDPCR2

>

USB Devices Virtual Channel Extension MS -RDPEUSB

>

Graphics Pipeline Extension MS - RDPEGFX

>

Input Virtual Channel Extension MS -RDPEI

>

Vid eo Optimized Remoting Virtual Channel Extension MS -RDPEVOR

>

Virtual Channel Echo Extension MS -RDPEECO

A Geometry Tracking Virtual Channel Protocol Extension MS - RDPEGT

>

Display Control Virtual Channel Extension [MS -RDPEDISP]

The following protocols extend [MS -RDPBCGR]:

>

Licensing Extension [MS -RDPELE

>

Session Selection Extension MS - RDPEPS

>

>

Desktop Composition Extension MS -RDPEDC

>

Remote Programs Virtual Channel Extension [MS -RDPERP]

>

NSCodec Extension [MS -RDPNSC

A RemoteFX Codec Extension [MS -RDPRFEX

A Multitransport Extension MS -RDPEMT

The following protocol tunnels [MS -RDPEDYCI:
A Multitransport Extension [MS -RDPEMT]

The following protocols tunnel [MS -RDPBCGR]:

Graphics Device Interface (GDI) Acceleration Extensions MS - RDPEGDI
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A Gateway Server Protocol  [MS-TSGU

A UDP Transport Extension  [MS -RDPEUDP

1.5 Prerequisites/Preconditions

This protocol assumes that the client and server systems both have an IP address and are able to
communicate over a computer network. It also assumes that the initiator (or "client") has already

obtained the IP address of the server, that the server has re gistered a port, and that the server is
actively listening for client connections on that port. <1>

1.6 Applicability Statement

This protocol is applicable in scenarios where interactions with a session or application hosted on a
remote server are required. In this context, the graphical user interface of a session or application
running on a remote machine is transmitted to the cl ient machine. The client, in turn, sends
keyboard and mouse input to be processed by the server allowing the client to interact with the
session or application on the server.

In scenarios in which more specialized communication between client and server co mponents is
needed, Virtual Channels (see section 1.3.3 ) provide an extensible transport mechanism. Examples

of more specialized communication include redirection of client -side devices (for example, pri nters,
drives, smart card readers, or Plug and Play devices) and synchronization of the local and remote

clipboards.

1.7 Versioning and Capability Negotiation

Capability negotiation for RDP is essentially the same as for T.128. The server advertises its

capabilitiesina Demand Active PDU _ sent to the client, and the client advertises its capabilities in the

follow -up Confirm Active PDU __ (see the Capability Exchange phase in section 1.3. 1.1). Capability sets
are packaged in a combined capability set structure. This structure contains a count of the number

of capability sets, followed by the contents of the individual capability sets.

Mumber of
capability sets
which
follow = N

Capability Set 1 Capability Set 2 e Capability Set N

Figure 5: Combined Capability Set structure

Information exchanged in the capability sets includes data such as supported PDUs and drawing
orders, desktop dimensions, and allowed color depths, input device support, cache structures and
feature support. The client and server must not violate any peer capabilities when sending data on
the wire. This ensures that all RDP traffic on the wire is consistent with expectations and can be
processed by each party.

Early capability information (in the form of a bitmask) is advertised by the client as part of the data
which it sends to the server during the Basic Settings Exchange phase. This information is intended

for capabilities that need to be advertised prior to the actual Capability Exchange phase. For

example, support for the Set Error Info PDU __is established before the Licensing phase of the

connection sequence, which occurs before the Capability Exchange phase (see section 1.3.1.1). This
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is necessary because the server must be aware of how errors can be communicated back to the
client.

The client and server data exchanged during the Basic Settings Exchange phase in the RDP

Connection Sequence (see section 1.3.1.1 ) includes an RDP version number (consisting of a major
and minor field). However, this version information does not accurately reflect the version of RDP

being used (for example, RDP 4.0 clients advertise a minor ver sion field of "1", while client versions
5.0,5.1,5.2,6.0, 6.1, 7.0, 7.1, and 8.0 advertise the same value of "4").

The build number of the client is also available as part of the data the client sends to the server
during the Basic Settings Exchange pha se. However, this value is implementation -dependent and is
not necessarily consistent across the spectrum of RDP clients manufactured by different vendors.

1.8 Vendor -Extensible Fields
This protocol uses NTSTATUS values as defined in MS - ERREF] section 2.3. Vendors are free to

choose their own values for this field, as long as the C bit (0x20000000) is set, indicating it is a
customer code.

1.9 Standards Assignments

None.
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2 Messages

2.1 Transport

The [MS -RDPBCGR] packets are encapsulated in the Transmission Control Protocol (TCP) . The
TCP packets MUST be encapsulated in version 4 or 6 of the IP protocol.

There is no officially assigned TCP port for [MS -RDPBCGR], but protocol servers listen by default on
TCP port 3389 for client requests.

2.2 Message Syntax

All multiple -byte fields within a message MUST be marshaled in little -endian byte order, unless
otherwise specified.

This protocol references commonly used data types as defined in MS -DTYP].

Version 2 MCS Encoding Rules (defined in T125] section 9) are used when encoding MCS structures
defined in [T125] .

2.2.1 Connection Sequence

2.2.1.1 Client X.224 Connection Request PDU

The X.224 Connection Request PDU is an RDP Connection Sequence PDU sent from client to server
during the Connection Initiation phase of the RDP Connection Sequence (see section 1.3.1.1 foran
overview of the RDP Connection Sequence phases).

tpktHeader

Xx224Crq

routingToken (variable)

cookie (variable)

rdpNegReq (optional)

rdpCorrelationinfo (optional)
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tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.

x224Crq (7 bytes): An X.224 Class 0 Connection Request transport protocol data unit (TPDU),
as specified in  [X224] section 13.3.

routingToken (variable): An optional and variable  -length routing token (used for load
balancing) terminated by a 0xODOA two -byte sequence. For more information about the
routing token format, see [MSET-SDLBTS] "Routing Token Format". The length of the routing
token and CR+LF sequence is included in the X.224 Connection Request Length Indicator
field. If this field is present, then the cookie field MUST NOT be present.

cookie (variable ): An optional and variable  -length ANSI character string terminated by a
OxODOA two -byte sequence. This text string MUST be "Cookie: mstshash=IDENTIFIER", where
IDENTIFIER is an ANSI character string (an example cookie string is show ninsection 4.1.1).
The length of the entire cookie string and CR+LF sequence is included in the X.224
Connection Request Length Indicator field. This field MUST NOT be present if the
routingToken field is present.

rdpNegReq (8 bytes): An optional RDP Negotiation Request (section 2.2.1.1.1 ) structure.
The length of this field is included in the X.224 Connection Request Length Indicator
field.

rdpCorre lationinfo (36 bytes): An optional Correlation Info (section 2.2.1.1.2 ) structure.
The length of this field is included in the X.224 Connection Request Length Indicator
field. This field MUST be present if the CORRELATION_INFO_PRESENT (0x08) flag is set in the
flags field of the RDP Negotiation Request structure, encapsulated within the optional
rdpNegRsp field. If the CORRELATION_INFO_PRESENT (0x08) flag is not set, then this field
MUST NOT be present.

2.2.1.1.1 RDP Negotiation Request (RDP_NEG_REQ)

The RDP Negotiation Request structure is used by a client to advertise the security protocols which it
supports.
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type flags length

requestedProtocols

type (1 byte): An 8 -bit, unsigned integer that indicates the packet type. This field MUST be set
to Ox01 (TYPE_RDP_NEG_REQ).
flags (1 byte): An 8 -bit, unsigned integer that contains protocol flags.
Flag Meaning
RESTRICTED_ADMIN_MODE_REQUIRED Indicates that the client requires credential -less logon
0x01 over CredSSP (also known as "restricted admin mode").
If the server supports this mode then it is acceptable for
the client to send empty credentials in t he

TSPasswordCreds structure defined in MS -CSSP
section 2.2.1.2.1.

CORRELATION_INFO_PRESENT The optional rdpCorrelationinfo field of the 224
0x08 Connection Request PDU (section 2.2.1.1 )is present.
length (2 bytes): A 16 - bit, unsigned integer that specifies the packet size. This field MUST be

set to 0x0008 (8 bytes).

requestedProtocols (4 bytes): A 32 -bit, unsigned integer tha  t contains flags indicating the
supported security protocols.

Flag Meaning

PROTOCOL_RDP Standard RDP Security (section 5.3).

0x00000000

PROTOCOL_SSL TLS 1.0, 1.1, or 1.2 (section 5.4.5.1 ).

0x00000001

PROTOCOL_HYBRID Credential Security Support Provider protocol (CredSSP) (section

0x00000002 5.4.5.2 ). If this flag is set, then the PROTOCOL_ SSL (0x00000001) flag
SHOULD also be set because  Transport Layer Security (TLS) isa
subset of CredSSP.

PROTOCOL_HYBRID_EX Credential Security Support Provider protocol (CredSSP) (section
0x00000008 5.4.5.2 ) coupled with the  Early User Authorization Result PDU (section
2.2.10.2 ). If this flag is set, then the PROTOCOL_HYBRID (0x00000002)
flag SHOULD also be set. For more information on the sequencing of the
CredSSP messages and the Early User Authorization Result PDU, see
sections 5.4.2.1 and 5.4.2.2 .

2.2.1.1.2 RDP Correlation Info (RDP_NEG_CORRELATION_INFO)

The RDP Correlation Info structure is used by a client to propagate connection correlation
information to the server. This information allows diagnostic tools on the server to track and monitor
a specific connection as it is handled by Terminal Services co mponents.
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type flags length

correlationld

reserved

type (1 byte): An 8 -bit, unsigned integer that indicates the packet type. This field MUST be set

to 0x06 (TYPE_RDP_CORRELATION_INFO).

flags (1 byte): An 8 -bit, unsigned integer that contains protocol flags. There are currently no
defined flags, so this field MUST be set to 0x00.

length (2 bytes): A 16 - bit, unsigned integer that specifies the packet size. This field MUST be

set to 0x0024 (36 bytes).

correlationld (16 bytes): An array of sixteen 8  -bit, unsigned integers that specifies a unique

identifier to associate with the connection. The first byte in the array SHOULD NOT have a
value of 0x00 or OxF4 and the value OxOD SHOULD NOT be contained in any of the bytes.

reserved (16 bytes): An array of sixteen 8  -bit, unsigned integers reserved for future use. All

sixteen integers within this array MUST be set to zero.

2.2.1.2 Server X.224 Connection Confirm PDU

The X.224 Connection Confirm PDU is an RDP Connection Sequence PDU sent from server to client

during the Connection Initiation phase of the RDP Connection Sequence (see section 1.3.1.1 foran

overview of the RDP Connection Sequence phases). It is sent as a response to the X.224 Connection
Request PDU (section 2.2.1.1 ).

tpktHeader

x224Ccf
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rdpNegData (optional)

tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.

x224Ccf (7 bytes): An X.224 Class 0 Connection Confirm TPDU, as specified in X224] section
13.4.

rdpNegData (8 bytes ):  Anoptional RDP Negotiation Response (section 2.2.1.2.1 ) structure
or an optional RDP Negotiation Failure (section 2.2.1.2.2 ) structure. The lengt  h of this field
is included inthe  X.224 Connection Confirm Length Indicator field.

2.2.1.2.1 RDP Negotiation Response (RDP_NEG_RSP)

The RDP Negotiation Response structure is used by a server to inform the client of the security
protocol which it has selected to use for the connection.

type flags length

selectedProtocol

type (1 byte): An 8 -bit, unsigned integer that indicates the packet type. This field MUST be set
to Ox02 (TYPE_RDP_NEG_RSP).
flags (1 byte): An 8 -bit, unsigned integer that contains protocol flags.
Flag Meaning
EXTENDED_CLIENT_DATA_SUPPORTED The server supports  Extended Client Data Blocks in
0x01 the GCC Conference Create Request user data (section
2.2.1.3).
DYNVC_GFX_PROTOCOL_SUPPORTED The server supports the Graphics Pipeline Extension
0x02 Protocol described in  [MS -RDPEGFEX] sections 1, 2, and
3.
NEGRSP_FLAG_RESERVED An unused flag that is reserved for future use.
0x04
RESTRICTED_ADMIN_MODE_SUPPORTED Indicates that the server supports credential -less logon
0x08 over CredSSP (also known as "restricted admin mode")
and it is acceptable for the client to send empty
credentials in the  TSPasswordCreds structure defined
in [MS -CSSP] section 2.2.1.2.1.

length (2 bytes): A 16 -bit, unsigned inte  ger that specifies the packet size. This field MUST be
set to 0x0008 (8 bytes)

39 / 456

[MS -RDPBCGR] 6 v20140502
Remote Desktop Protocol: Basic Connectivity and Graphics Remoting

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014


http://go.microsoft.com/fwlink/?LinkId=90541
http://go.microsoft.com/fwlink/?LinkId=90588
%5bMS-RDPEGFX%5d.pdf
%5bMS-RDPEGFX%5d.pdf
%5bMS-RDPEGFX%5d.pdf
%5bMS-RDPEGFX%5d.pdf
%5bMS-CSSP%5d.pdf

selectedProtocol (4 bytes): A 32 -bit, unsigned integer that specifies the selected security

protocol.
Value Meaning
PROTOCOL_RDP Standard RDP Security (section 5.3)
0x00000000
PROTOCOL_SSL TLS 1.0, 1.1 or 1.2 (section 54.5.1 )
0x00000001
PROTOCOL_HYBRID CredSSP (section 5.4.5.2 )
0x00000002
PROTOCOL_HYBRID_EX Credential Security Support Provider protocol (CredSSP) (section
0x00000008 5.4.5.2 ) coupled with the  Early User Authorization Result PDU (section
2.2.10.2 ).

2.2.1.2.2 RDP Negotiation Failure (RDP_NEG_FAILURE)

The RDP Negotiation Failure structure is used by a server to inform the client of a failure that has
occurred while preparing security for the connection.

type flags length

failureCode

type (1 byte): An 8 -bit, unsigned integer that indicates the packet type. This field MUST be set
to 0x03 (TYPE_RDP_NEG_FAILURE).

flags (1 byte): An 8 -bit, unsigned integer that contains protocol flags. There are currently no
defined flags, so the field MUST be set to 0x00.

length (2 bytes): A 16 -bit, unsigned integer that specifies the packet size. This field MUST be
set to 0x0008 (8 bytes).
failureCode (4 bytes): A 32 -bit, unsigned integer that specifies the failure code.
Value Meaning
SSL_REQUIRED_BY_SERVER The server requires that the client support
0x00000001 Enhanced RDP Security (section 5.4 ) with either

TLS 1.0, 1.1 or 1.2 (section 54.5.1 )or
CredSSP (section 5.4.5.2 ). Ifonly CredSS P was
requested then the server only supports TLS.

SSL_NOT_ALLOWED_BY_SERVER The server is configured to only use Standard
0x00000002 RDP Security mechanisms (section 5.3)and
does not support any Exter  nal Security
Protocols (section 5.4.5 ).

SSL_CERT_NOT_ON_SERVER The server does not possess a valid
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Value Meaning

0x00000003 authentication certificate and cannot initialize
the External Security Protocol Provider (se ction
5.45).
INCONSISTENT_FLAGS The list of requested security protocols is not
0x00000004 consistent with the current security protocol in

effect. This error is only possible when the

Direct Approach (see sections 5.4.2.2 and
1.3.1.2 ) is used and an External Security
Protocol (section 5.4.5)is a Iready being used.

HYBRID_REQUIRED_BY_SERVER The server requires that the client support
0x00000005 Enhanced RDP Security (section 5.4) with
CredSSP (section 5.4.5.2 ).

SSL_WITH_USER_AUTH_REQUIRED_BY_SERVER The server requires that the client support
0x00000006 Enhanced RDP Security (section 5.4) with TLS
1.0, 1.1 or 1.2 (section 5.4.5.1 ) and certificate -
based client authentication. <2>

2.2.1.3 Client MCS Connect Initial PDU with GCC Conference Create Request

The MCS Connect Initial PDU is an RDP Connection Sequence PDU sent from client to server during

the Basic Settings Exchange phase of the RDP Connection Sequence (see section 1.3.1.1 foran
overview of the RDP Connection Sequence phases). It is sent after receiving the X.224 Connection

Confirm PDU (section 2.2.1.2 ). The MCS C onnect Initial PDU encapsulates a GCC Conference Create
Request, which encapsulates concatenated blocks of settings data. A basic high -level overview of
the nested structure for the Client MCS Connect Initial PDU is illustrated in section 1.3.1.1 ,inthe
figure specifying MCS Connect Initial PDU. Note that the order of the settings data blocks is allowed

to vary from that shown in the previously mentioned figure and the message syntax layout that

follows. This is possible because each data block is identified by a User Data Header structure

(section 2.2.1.3.1 ).

tpktHeader

x224Data mcsCi (variable)

gccCCrq (variable)

clientCoreData (variable)
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clientSecurityData

clientNetworkData (variable)

clientClusterData (optional)

clientMonitorData (variable)

clientMessageChannelData (optional)

clientMultitransportChannelData (optional)

clientMonitorExtendedData (variable)

tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.

x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in X224] section 13.7.

mcsCi (variable): Variable -length Basic Encoding Rules encoded (BER -encoded) MCS
Connect Initial structure (using definite -length encoding) as described in T125] section 11.1

(the ASN.1 structure definition is detailed in T125] section 7, part 2). The userData field of
the MCS Connect Initial encapsulates the GCC Conference Create Request data (contained in

the gccCCrq and subsequent fields). If the server did not advertise suppo rt for extended

client data (section  2.2.1.2.1 ), then the maximum allowed size of the userData field is 1024
bytes, and the combined size of the gccCCrg and subsequent fields MUST be less than 1024
bytes. However, if the server did advertise support for extended client data, then the

maximum allowed size of the userData field is 4096 bytes and the gccCCrg and subsequent
fields MUST be less than 4096 bytes

gccCCrq (variable): Variable -length Packed Encoding Rules encoded (PER -encoded) GCC
Connect Data structure, which encapsulates a Connect GCC PDU that contains a GCC
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Conference Create Request structure as described in T124] (the ASN.1 structur
are detailed in  [T124] section 8.7) appended as user data to the MCS Connect Initial (using
ribed in [T124] sections 9.5 and 9.6). The userData field of the GCC
Conference Create Request contains one user data set consisting of concatenated

the format desc

Blocks .

clie ntCoreData (variable):

clientSecurityData (12 bytes):

clientNetworkData (variable):

2.2.1.3.4 ).

clientClusterData (12 bytes):

clientMonitorData (variable):

Variable -length Client Core Data structure (section

e definitions

Client Data

22132 ).

Client Security Data structure (section 2.2.1.3.

Variable -length Client Network Data structure (sect

Optional Client Cluster Data structure (section

3).

ion

2.2.1.35 ).

Variable -length Client Monitor Data __ structure (section
2.2.1.3.6 ). This field MUST NOT be included if the server did not advertise support for
Extended Client Data Blocks by using the EXTENDED_CLIENT_DATA_SUPPORTED flag
(0x00000001) as described in section 22.1.2.1 .

clientMessageChannelData (8 bytes): Optional Client Message Channel Data
(section 2.2.1.3.7 ). This field MUST NOT be included if the server did not advertise support for
Extended Client Data Blocks by using the EXTENDED_CLIENT_DATA_SUPPORTED flag
(0x00000001) as described in section 22121 .

structure

clientMultitransportChannelData (8 bytes): Optional Client Multitransport Channel Data

structure (section

2.2.1.3.8 ). This field MUST NOT be include

d if the server did not advertise

support for Extended Client Data Blocks by using the EXTENDED_CLIENT_DATA_SUPPORTED
flag (0x00000001) as described in section 22121 .

clientMonitorExtendedData (varia ble): Variable -length Client Monitor Extended Data
2.2.1.3.9 ). This field MUST NOT be included if the server did not advertise
sup port for Extended Client Data Blocks by using the EXTENDED_CLIENT_DATA_SUPPORTED
flag (0x00000001) as described in 22121 .

structure (section

2.2.1.3.1 User Data Header (TS_UD_HEADER)

The TS_UD_HEADER precedes all data blocks in the client and server GCC user data.

1 2 3
0[1(2(3|4|5(|6]|7|8 0(1(2(3|4|5|6|7|8]9|0|1|2|3(4(5|6[7|8]9]|0]|1
type length

type (2 bytes): A 16 -bit, unsigned integer. The type of the data block that this header
precedes.
Value Meaning
CS_CORE The data block that follows contains Client Core Data (section 22132 ).
0xC001
CS_SECURITY The data block that follows contains Client Security Data (section
0xC002 22133 ).
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Value Meaning

CS_NET The data block that follows contains Client Network Data (section
0xC003 2.2.1.34 ).

CS_CLUSTER The data block that follows contains Client Cluster Data (section
0xC004 2.2.1.35 ).

CS_MONITOR The data block that foll  ows contains Client Monitor Data (section
0xC005 2.2.1.3.6 ).

CS_MCS_MSGCHANNEL The data block that follows contains Client Message Channel Data

0xC006 (section 2.2.1.3.7 ).
CS_MONITOR_EX The data block that follows contains Client Monitor Extended Data
0xC008 (section 2.2.1.3.9 ).

CS_MULTITRANSPORT The data block that follows contains Client Multitransport Channel Data

0xCO0A (section 2.2.1.3.8 ).
SC_CORE The data block that follows contains Server Core Data (section
0x0C01 22142 ).
SC_SECURITY The data block that follows contains Server Security Data (section
0x0C02 22143 ).
SC_NET The data block that follows contains Server Network Dat a (section
0x0C03 22144 ).
SC_MCS_MSGCHANNEL The data block that follows contains Server Message Channel Data
0x0C04 (section 2.2.1.4.5 ).
SC_MULTITRANSPORT The data block that follows contains Server Multitransport Channel Data
0x0C08 (section 2.2.1.4.6 ).

length (2 bytes): A 16 - bit, unsigned integer. The size in bytes of the data block, including this

header.

2.2.1.3.2 Client Core Data (TS_UD_CS_CORE)

The TS_UD_CS_CORE data block contains core client connection -related information.

1 2 3
0(1(2(3(4(5(6(7|8|9|0|1|2|3|4|5(6|7|8[9|0|1]|2|3|4|5|6(|7(8[9|0]1
header
version
desktopWidth desktopHeight
colorDepth SASSequence
keyboardLayout
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clientBuild

clientName

keyboardType

keyboardSubType

keyboardFunctionKey

imeFileName

(imeFileName cont'd for 8 rows)

postBeta2ColorDepth (optional) clientProductld (optional)

serialNumber (optional)
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highColorDepth (optional)

supportedColorDepths (optional)

earlyCapabilityFlags (optional)

clientDigProductld (optional)

(clientDigProductld (optional) cont'd for 8 rows)

connectionType
(optional)

padloctet (optional)

serverSelectedProtocol (optional)

desktopPhysicalWidth (optional)

desktopPhysicalHeight (optional)

desktopOrientation (optional)

desktopScaleFactor (optional)

deviceScaleFactor (optional)

header (4 bytes): A GCC user data block header, as specified in section

Data Header type field MUST be setto CS_CORE (0xC001).

2.2.1.3.1 . The User

version (4 bytes): A 32 -bit, unsigned integer. Client version number for the RDP . The major
version number is stored in the high 2 bytes, while the minor version number is stored in the
low 2 bytes.
Value Meaning
0x00080001 RDP 4.0 clients
0x00080004 RDP 5.0,5.1,5.2,6.0, 6.1, 7.0, 7.1, and 8.0 clients
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desktopWidth (2 bytes): A 16 -bit, unsigned integer. The requested desktop width in pixels

(validation of this field is described in section 3.35.3.3 ).

desktopHeight (2 bytes): A 16 -bit, unsigned integer. The requested desktop height in pixels
(validation of this field is described in section 3.35.3.3 ).

colorDepth (2 bytes): A 16 -bit, unsigned integer. The requested color depth. Values in this

field MUST be ignored if the p ostBeta2ColorDepth

field is present.

Value

Meaning

RNS_UD_COLOR_4BPP

4 bits -per -pixel (bpp)

0xCAO00
RNS_UD_COLOR_8BPP 8 bpp
0xCAO01
SASSequence (2 bytes): A 16 -bit, unsigned integer. Secure access sequence. This field
SHOULD be setto RNS_UD_SAS_DEL (OxA  A03).
keyboardLayout (4 bytes): A 32 -bit, unsigned integer. The active input locale identifier, also
known as the "HKL" (for example, 0x00010409 for a "United States -Dvorak" keyboard layout
and 0x00020418 for a "Romanian (Programmers)" keyboard layout). F or a list of input locale

identifiers, see [MSFT-DIL] .<3>

clientBuild (4 bytes): A 32 -bit, unsigned integer. The build number of the client.

clientName (32 bytes): Name of the client computer. This field contains up to 15 Unicode

characters  plus a null terminator.

keyboardType (4 bytes): A 32 -bit, unsigned integer. The keyboard type.
Value Meaning
0x00000001 IBM PC/XT or compatible (83  -key) keyboard
0x00000002 Olivetti "ICO" (102  -key) keyboard
0x00000003 IBM PC/AT (84 -key) and similar keyboards
0x00000004 IBM enhanced (101 -key or 102 -key) keyboard
0x00000005 Nokia 1050 and similar keyboards
0x00000006 Nokia 9140 and similar keyboards
0x00000007 Japanese keyboard
keyboardSubType (4 bytes): A 32 -bit, unsigned integer. The keyboard subtype (an original

equipment manufacturer  -dependent value).

keyboardFunctionKey (4 bytes): A 32 -bit, unsigned integer. T he number of function keys on

the keyboard.

imeFileName (64 bytes): A 64 -byte field. The input method editor (IME) file name associated

with the active input locale. This field contains up to 31
terminator.

Unicode characters plus a null
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postBeta2ColorDepth (2 bytes): A 16 -bit, unsigned integer. The requested color depth.

Values in this field MUST be ignored if the highColorDepth field is present.
Value Meaning
RNS_UD_COLOR_4BPP 4 bits -per -pixel (bpp)
0xCAO00
RNS_UD_COLOR_8BPP 8 bpp
0xCA01

RNS_UD_COLOR_16BPP_555 15 - bit 555 RGB mask (5 bits for red, 5 bits for green, and 5 bits for

0xCA02 blue)

RNS_UD_COLOR_16BPP_565 16-bit 565 RGB mask (5 bits for red, 6 bits for green, and 5 bits for
0xCA03 blue)

RNS_UD_COL OR_24BPP 24 -bit RGB mask (8 bits for red, 8 bits for green, and 8 bits for
0xCA04 blue)

If this field is not present, all of the subsequent fields MUST NOT be present.

clientProductld (2 bytes): A 16 -bit, unsigned integer. The client product ID. This fie Id

SHOULD be initialized to 1. If this field is present, then the postBeta2ColorDepth field MUST

also be present. If this field is not present, all of the subsequent fields MUST NOT be present.

serialNumber (4 bytes): A 32 -bit, unsigned integer. Serial nu mber. This field SHOULD be
initialized to zero. If this field is present, then the clientProductld field MUST also be
present. If this field is not present, all of the subsequent fields MUST NOT be present.

highColorDepth (2 bytes): A 16 -bit, unsigned int  eger. The requested color depth.
Value Meaning
HIGH_COLOR_4BPP 4 bpp
0x0004
HIGH_COLOR_8BPP 8 bpp
0x0008

HIGH_COLOR_15BPP 15 - bit 555 RGB mask (5 bits for red, 5 bits for green, and 5 bits for blue)
0x000F

HIGH_COLOR_16BPP 16 -bit 565 RGB mask (5 bits for red, 6 bits for green, and 5 bits for blue)
0x0010

HIGH_COLOR_24BPP 24 -bit RGB mask (8 bits for red, 8 bits for green, and 8 bits for blue)
0x0018

If this field is present, then the serialNumber field MUST also be present. If this field is not
present, all of the subsequent fields MUST NOT be present.

supportedColorDepths (2 bytes): A 16 -bit, unsigned integer. Specifies the high color depths
that the client is capable of supporting.
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Flag Meaning

0x0001

RNS_UD_24BPP_SUPPORT 24 -bit RGB mask (8 bits for red, 8 bits for green, and 8 bits for blue)

0x0002 blue)

RNS_UD_16BPP_SUPPORT 16-bit 565 RGB mask (5 bits for red, 6 bits for green, and 5 bits for

0x0004 blue)

RNS_UD_15BPP_SUPPORT 15-bit 555 RGB mask

(5 bits for red, 5 bits for green, and 5 bits for

RNS_UD_32BPP_SUPPORT 32-bit RGB mask (8 bits for the alpha channel, 8 bits for red, 8 bits
0x0008 for green, and 8 bits for blue)

If this field is present, then the

highColorDepth

field MUST also be present. If this field is

not present, all of the subsequent fields MUST NOT be present.

earlyCapabilityFlags (2 bytes):
the connection sequence.

A 16 -bit, unsigned integer that specifies capabilities early in

Flag

Meaning

RNS_UD_CS_SUPPORT_ERRINFO_PDU
0x0001

Indicates that the client supports the Set Error
Info PDU (section 2.2.5.1 ).

RNS_UD_CS_WA NT_32BPP_SESSION
0x0002

Indicates that the client is requesting a session
color depth of 32 bpp. This flag is necessary
because the highColorDepth field does not
support a value of 32. If this flag is set, the
highColorDepth field SHOULD be set to 24 to
provide an acceptable fallback for the scenario
where the server does not support 32 bpp color.

RNS_UD_CS_SUPPORT_STATUSINFO_PDU
0x0004

Indicates that the client supports the Server
Status Info PDU (secti _on 2.2.5.2 ).

RNS_UD_CS_STRONG_ASYMMETRIC_KEYS
0x0008

Indicates that the client supports asymmetric

keys larger than 512 bits for use with the

Server Certificate (section 2.2.1.4.3.1 )sentin
the Server Security Data block (section

22143 ).

RNS_UD_CS_UNUSED
0x0010

An unused flag that MUST be ignored by the
server.

RNS_UD_CS_VALID_CONNECTION_TYPE
0x0020

Indicates that the  connectionType field
contains valid data.

0x0040

RNS_UD_CS_SUPPORT MONITOR_LAYOUT PDU

Indicates that the client supports the Monitor
Layout PDU (section 2.2.12.1 ).

0x0080

RNS_UD_CS_SUPPORT_NETCHAR_AUTODETECT

Indicates that  the client supports network
characteristics detection using the structures
and PDUs described in section 2.2.14 .

0x0100

RNS_UD_CS_SUPPORT_DYNVC_GFX_PROTOCOL

Indicates that the client supports the Graphi cs
Pipeline Extension Protocol described in MS -
RDPEGFX] sections 1, 2,and 3.
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Flag Meaning

RNS_UD_CS_SUPPORT_DYNAMIC_TIME_ZONE I ndicates that the client supports Dynamic
0x0200 DST . Dynamic DST information is provided by
the client in the
cbDynamicDSTTimeZoneKeyName ,

dynamicDSTTimeZoneKeyName and
dynamicDaylightTimeDisabled fields of the
Extended Info Packet (section 22111111 ).
RNS_UD_CS_SUPPORT_HEARTBEAT_PDU Indicates that the client supports the Heartbeat
0x0400 PDU (section 2.2.16.1 ).
If this field is present, then the supportedColorDepths field MUST also be present. If this
field is not present, all of the subsequent fields MUST NOT be present.
clientDigProductld (64 bytes): Contains a value that uniquely identifies the client. If thi s field
is present, thenthe  earlyCapabilityFlags field MUST also be present. If this field is not

present, all of the subsequent fields MUST NOT be present.

connectionType (1 byte): An 8 -bit unsigned integer. Hints at the type of network connection
being used by the client. This field only contains valid data if the
RNS_UD_CS_VALID_CONNECTION_TYPE (0x0020) flag is present in the
earlyCapabilityFlags field.

Value Meaning
CONNECTION_TYPE_MODEM Modem (56 Kbps)
0x01

CONNECTION_TYPE_BROADBAND_LOW Low -speed broadband (256 Kbps - 2 Mbps)

0x02

CONNECTION_TYPE_SATELLITE Satellite (2 Mbps - 16 Mbps with high latency)

0x03

CONNECTION_TYPE_BROADBAND_HIGH High -speed broadband (2 Mbps - 10 Mbps)

0x04

CONNECTION_TYPE_WAN WAN (10 Mbps or higher with high | atency)

0x05

CONNECTION_TYPE_LAN LAN (10 Mbps or higher)

0x06

CONNECTION_TYPE_AUTODETECT The server SHOULD attempt to detect the connection

0x07 type. If the connection type can be successfully
determined then the performance flags, sent by the
clientin the performanceFlags field of the Extended

Info Packet (section  2.2.1.11.1.1.1 ), SHOULD be
ignored and the server SHOULD determine the
appropriate set of performance flags to apply to the
remote session (bas ed on the detected connection
type). If the
RNS_UD_CS_SUPPORT_NETCHAR_AUTODETECT
(0x0080) flag is not set in the earlyCapabilityFlags
field, then this value SHOULD be ignored.
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If this field is present, then the clientDigProductld field MUST also be presen t. If this field is

not present, all of the subsequent fields MUST NOT be present.

padloctet (1 byte): An 8 -bit, unsigned integer. Padding to align the serverSelectedProtocol
field on the correct byte boundary. If this field is present, then the connectio nType field

MUST also be present. If this field is not present, all of the subsequent fields MUST NOT be
present.

serverSelectedProtocol (4 bytes): A 32 -bit, unsigned integer that contains the value
returned by the server in the selectedProtocol field of the RDP Negotiation Response
(section 2.2.1.2.1 ). Inthe event that an RDP Negotiation Response was not received from the

server, this field MUST be initialized to PROTOCOL_RDP (0). This field MUST be pr esent if an

RDP Negotiation Request (section 2.2.1.1.1 ) was sent to the server. If this field is present,
thenthe padloctet field MUST also be present. If this field is not present, all of the
subsequen t fields MUST NOT be present.

desktopPhysicalWidth (4 bytes): A 32 -bit, unsigned integer. The requested physical width of
the desktop, in millimeters (mm). This value MUST be ignored if it is less than 10 mm or
greater than 10,000 mm or desktopPhysicalHei ght is less than 10 mm or greater than
10,000 mm. If this field is present, then the serverSelectedProtocol and
desktopPhysicalHeight fields MUST also be present. If this field is not present, all of the

subsequent fields MUST NOT be present. If the desktopPhysicalHeight field is not present,

this field MUST be ignored.

desktopPhysicalHeight (4 bytes): A 32 -bit, unsigned integer. The requested physical height
of the desktop, in millimeters. This value MUST be ignored if it is less than 10 mm or great
than 10,000 mmor  desktopPhysicalWidth is less than 10 mm or greater than 10,000 mm.
If this field is present, then the desktopPhysicalWidth field MUST also be present. If this
field is not present, all of the subsequent fields MUST NOT be present.

desk topOrientation (2 bytes): A 16 -bit, unsigned integer. The requested orientation of the
desktop, in degrees.

er

Value Meaning

ORIENTATION_LANDSCAPE The desktop is not rotated.
0

ORIENTATION_PORTRAIT The desktop is rotated clockwise by 90 degrees.
90

ORIENTATION_LANDSCAPE_FLIPPED The desktop is rotated clockwise by 180 degrees.
180

ORIENTATION_PORTRAIT_FLIPPED The desktop is rotated clockwise by 270 degrees.
270

This value MUST be ignored if it is invalid. If this field is present, then the
desktopPh ysicalHeight field MUST also be present. If this field is not present, all of the
subsequent fields MUST NOT be present.

desktopScaleFactor (4 bytes): A 32 -bit, unsigned integer. The requested desktop scale
factor . This value MUST be ignored if it is less than 100% or greater than 500% or
deviceScaleFactor is not 100%, 140%, or 180%. If this field is present, then the
desktopOrientation and deviceScaleFactor fields MUST also be present. If this field is not
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present, all of the subsequ  ent fields MUST NOT be present. If the deviceScaleFactor field is
not present, this field MUST be ignored.

deviceScaleFactor (4 bytes): A 32 -bit, unsigned integer. The requested device scale factor.
This value MUST be ignored if it is not set to 100%, 14 0%, or 180% or  desktopScaleFactor
is less than 100% or greater than 500%. If this field is present, then the
desktopScaleFactor field MUST also be present.

2.2.1.3.3 Client Security Data (TS_UD_CS_SEC)

The TS_UD_CS_SEC data block contains security -related information used to advertise client
cryptographic support. This information is only relevant when Standard RDP Security mechanisms

(section 5.3) will be used. See sections 3 and 5.3.2 for a detailed discussion of how this information
is us ed.

0123456789(1)123456789512345678931
header
encryptionMethods
extEncryptionMethods
header (4 bytes): A GCC user data block header as described in User Data Header (section

2.2.1.3.1). The User Data Header type field MUST be setto CS_SECURITY (0xC002).

encryptionMethods (4 bytes): A 32 - bit unsigned integer. Cryptographic encryption methods
supported byt he client and used in conjunction with Standard RDP Security. The client MUST
specify at least one encryption method, and the server MUST select one of the methods
specified by the client.

Flag Meaning

40BIT_ENCRYPTION_FLAG 40 -bit session keys MUST be used to encrypt data (with RC4) and

0x00000001 generate Message Authentication Codes (MAC)

128BIT_ENCRYPTION_FLAG 128 -bit session keys MUST be used to encrypt data (w ith RC4) and

0x00000002 generate MACs.

56BIT_ENCRYPTION_FLAG 56 - bit session keys MUST be used to encrypt data (with RC4) and

0x00000008 generate MACs.

FIPS_ENCRYPTION_FLAG All encryption and Message Authentication Code generation routines

0x00000010 MUST be Federal Information Processing Standard (FIPS) 140 -1
compliant.

Section 5.3.2 describes how the client and server negotiate the security parameters for a
given connection.

extEncryptionMethods (4 bytes): A 32 -bit unsigned integer. This field is used exclusively for
the French locale. In French locale clients, encryptionMethods MUST be set to zero and
extEncryptionMethods MUST be set to the value to which encryptionMethods would have
been set. For non -French lo cale clients, this field MUST be set to zero.
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2.2.1.3.4 Client Network Data (TS_UD_CS_NET)

The TS_UD_CS_NET packet contains a list of requested virtual channels.

header

channelCount

channelDefArray (variable)

header (4 bytes): A GCC user data block header, as specified in User Data Header (section
2.2.1.3.1 ). The User Data Header  type field MUST be setto CS_NET (0xC003).

cha nnelCount (4 bytes): A 32 -bit, unsigned integer. The number of requested static virtual
channels (the maximum allowed is 31).

channelDefArray (variable): A variable -length array containing the information for requested
static virtual channels encapsulated in CHANNEL_DEF structures (section 2.2.1.34.1 ). The
number of CHANNEL_DEF structures which follows i s given by the channelCount  field.

2.2.1.3.4.1 Channel Definition Structure (CHANNEL_DEF)

The CHANNEL_DEF packet contains information for a particular static virtual channel.

name
options
name (8 bytes): An 8 -byte array containing a null -terminated collection of seven ANSI
characters that uniquely identify the channel.

options (4 bytes): A 32 -bit, unsigned integer. Channel option flags.
Flag Meaning
CHANNEL_OPTION_INITIALIZED Absence of this flag indicates that this channel is a
0x80000000 placeholder and that the server MUST NOT set it up.
CHANNEL_OPTION_ENCRYPT_RDP This flag is unused and its value MUST be ignored by the
0x40000000 server.
CHANNEL_OPTION_ENCRYPT_SC This flag is unused and its value MUST be ignored by the
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Flag Meaning

0x200000 00 server.

CHANNEL_OPTION_ENCRYPT_CS This flag is unused and its value MUST be ignored by the

0x10000000 server.

CHANNEL_OPTION_PRI_HIGH Channel data MUST be sent with high MCS priority.

0x08000000

CHANNEL_OPTION_PRI_MED Channel data MUST be sent with medium MCS priority.

0x04000000

CHANNEL_OPTION_PRI_LOW Channel data MUST be sent with low MCS priority.

0x02000000

CHANNEL_OPTION_COMPRESS_RDP Virtual channel data MUST be compressed if RDP data is

0x00800000 being compressed.

CHANNEL_OPTION_COMPRESS Virtual channel data MUST be compressed, regardless of

0x00400000 RDP compression settings.

CHANNEL_OPTION_SHOW_PROTOCOL The value of this flag MU ST be ignored by the server. The

0x00200000 visibility of the Channel PDU Header (section 2.26.11 )is
determined by the CHANNEL_FLAG_SHOW_PROTOCOL
(0x00000010) flag as defined in the flags field (section
22611 ).

REMOTE_CONTROL_PERSISTENT Channel MUST be persistent across remote control

0x00100000 transactions.

2.2.1.3.5 Client Cluster Data (TS_UD_CS_CLUSTER)

The TS_UD_CS_CLUSTER data block is sent by the client to the server either to advertise that it can
support the Server Redirection PDUs (sections 2.2.13.2 and 2.2.13.3 ) or to request a connection to
a given session identifier.

header

Flags

RedirectedSessionID

header (4 bytes): A GCC user data block header, as specified in User Data Header (section
2.2.1.3.1 ). The User Data Header  type field MUST be setto CS_CLUSTER (0xC004).

Flags (4 bytes): A 32 -bit, unsigned integer. Cluster information flags.
Flag Meaning
REDIRECTION_SUPPORTED The client can receive server session redirection
0x00000001 packets. If this flag is set, the
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Flag Meaning

ServerSessionRedirectionVersionMask MUST contain the
server session redirection version that the client

supports.
ServerSessionRedirectionVersionMask The server session redirection version that the client
0x0000003C supports. See the discussion which follows this table for

more information.

REDIRECTED_SESSIONID_FIELD_VALID The RedirectedSessionID field contains an ID that
0x00000002 identifies a session on the server to as sociate with the
connection.
REDIRECTED_SMARTCARD The client logged on with a smart card.
0x00000040
The ServerSessionRedirectionVersionMask is a 4 -bit enumerated value containing the server
session redirection version supported by the client. The follo wing are possible version values.
Value Meaning

REDIRECTION_VERSION1 If REDIRECTION_SUPPORTED is set, server session redirection version
0x00 1 is supported by the client. <4>

REDIRECTION_VERSION2 If REDIRECTION_SUPPORTED is set, server session redirection version
0x01 2 is supported by the client. <5>

REDIRECTION_VERSION3 If REDIRECTION_SUPPORTED is set, server session redirection version
0x02 3 is supported by the client. <6>

REDIRECTION_VERSION4 If REDIRECTION_SUPPORTED is set, server session redirection version

0x03 4 is supported by the client. <7>
REDIRECTION_VERSION5 If REDIRECTION_SUPPORTED is set, server session redirection version
0x04 5 is supported by the client. <8>

REDIRECTION_VERSIONG6 If REDIRECTION_SUPPORTED is set, server session redirection version

0x05 6 is supported by the client. <9>
The version values cannot be combined; only one value MUST be specified if the
REDIRECTED_SESSIONID_FIELD_VALID (0x00000002) flag is present in the Flags field.
RedirectedSessionID (4 bytes): A 32 -bit unsigned integer. If the
REDIRECTED_SESSIONID_FIELD_VALID flag is set in the Flags field, the nthe
RedirectedSessionID field contains a valid session identifier to which the client requests to
connect.

2.2.1.3.6 Client Monitor Data (TS_UD_CS_MONITOR)

The TS_UD_CS_MONITOR packet describes the client -side display monitor layout. This packet is an
Extended Client Data Block and MUST NOT be sent to a server which does not advertise support for
Extended Client Data Blocks by using the EXTENDED_CLIENT_DATA_SUPPORTED flag (0x00000001)
as described in section  2.2.1.2.1 .

The max imum width of the virtual desktop resulting from the union of the monitors contained in the
monitorDefArray field MUST NOT exceed 32766 pixels. Similarly, the maximum height of the
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virtual desktop resulting from the union of the monitors contained in the m onitorDefArray field
MUST NOT exceed 32766 pixels. The minimum permitted size of the virtual desktop is 200 x 200
pixels.

header

flags

monitorCount

monitorDefArray (variable)

header (4 bytes): A GCC user data block header, as specified in User Data Header (section
2.2.1.3.1 ). The User Data Header type field MUST be set to CS_MONITOR (0xC005).

flags (4 bytes): A 32 -bit, unsigned integer. This field is unused and reserved for future use. It
MUST be set to zero.

monitorCount (4 bytes): A 32 -bit, unsigned integer. The number of display monitor definitions
in the monitorDefArray field (the maximum allowed is 16).
monitorDefArray (variable): A variable -length array containing a series of

TS_MONITOR_DEF  structures (section  2.2.1.3.6.1 ) which describe the display monitor
layout o f the client. The number of TS_MONITOR_DEF  structures is given by the
monitorCount field.

2.2.1.3.6.1 Monitor Definition (TS_MONITOR_DEF)

The TS_MONITOR_DEF packet describes the configuration of a client -side display monitor. The x and
y coordinates used to describe the monitor position MUST be relative to the upper -left corner of the
monitor designated as the "primary display monitor" (the upper -left corner of the primary monitor is

always (0, 0)).

left

top

right

bottom

flags
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left (4 bytes): A 32 -bit, signed integer. Specifies the x -coordinate of the upper

the display monitor.

top (4 bytes): A 32 -bit, signed integer. Specifies the y -coordinate of the upper

the display monitor.

right (4 bytes): A 32 -bit, signed integer. Specifies the inclusive x

corner of the display monitor.

bottom (4 bytes): A 32 - bit, signed integer. Specifies the inclusive y

right corner of the display monitor.

flags (4 by tes): A 32 -bit, unsigned integer. Monitor configuration flags.

-left corner of

-left corner of

-coordinate of the lower  -right

-coordinate of the lower -

Flag

Meaning

TS_MONITOR_PRIMARY
0x00000001

The top, left, right, and bottom fields describe the position of the
primary monitor.

2.2.1.3.7 Client Message Channel Data (TS_UD_CS_MCS_MSGCHANNEL)

The TS_UD_CS_MCS_MSGCHANNEL packet indicates support for the message channel which is used

to transport the  Initiate Multitransport Request PDU (section

Client Data Block and MUST NOT be sent to a server which does not a

2.2.15.1 ). This packet is an Extended
dvertise support for Extended

Client Data Blocks by using the EXTENDED_CLIENT_DATA_SUPPORTED flag (0x00000001) as

described in section 2.2.1.2.1 .

header

flags

header (4 bytes): A GCC user data block header, as specified in

User Data Header (section

2.2.1.3.1 ). The User Data Header type field MUST be set to CS_MCS_MSGCHANNEL (0xC006).

flags (4 bytes): A 32 -bit, unsigned integer. This field is unused and reserved for future use. It

MUST be set to ze ro.

2.2.1.3.8 Client Multitransport Channel Data (TS_UD_CS_MULTITRANSPORT)

The TS_UD_CS_MULTITRANSPORT packet is used to indicate support for the RDP Multitransport
Layer ( [MS -RDPEMT] section 1.3) and to specify multitransport characteristics. This packet is an
Extended Client Data Block and MUST NOT be sent to a server which does not advertise support for

Extended Client Data Blocks by using the EXTENDED_CLIENT_DATA_SUPPORTED flag (0x

as described in section 22.1.2.1 .

00000001)

header
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flags

header (4 bytes): A GCC user data block header, as specified in User Data Header (section
2.2.1.3.1 ). The User Data Header type field MUST be set to CS_MULTITRANSPORT (0xCOO0A).

flags (4 bytes): A 32 -bit, unsigned integer that specifies protocols supported by the client -side
multitransport layer.
Value Meaning
TRANSPORTTYPE_UDPFECR RDP-UDP Forward Error Correction (FEC) reliable transport
0x01 ([MS -RDPEUDP] sections 1 to 3).
TRANSPORTTYPE_UDPFECL RDP-UDP FEC lossy transport ((MS  -RDPEUDP] sections 1 to
0x04 3).
TRANSPORTTYPE_UDP_PREFERRED | Indicates that tunneling of static virtual channel traffic over
0x100 UDP is supported.

2.2.1.3.9 Client Monitor Extended Data (TS_UD_CS_MONITOR_EX)

The TS_UD_CS_MONITOR_EX packet describes extended attributes of the client -side display

monitor layout defined by the Client Monitor Data block (section 2.2.1.3.6 ). This packet is an
Extended Client Data Block and MUST NOT be sent to a server which does not advertise support for

Extended Client Data Blocks by using the EXTENDED_CLIENT_DATA_SUPPORTED flag ( 0x00000001)
as described in section  2.2.1.2.1 .

header

flags

monitorAttributeSize

monitorCount

monitorAttributesArray (variable)

header (4 bytes): A GCC user data block header, as specified in User Data Header _ (section
2.2.1.3.1 ). The User Data Header type field MUST be set to CS_MONITOR_EX (0xC008).

flags (4 bytes): A 32 -bit, unsigned integer. This field is unused and reserved for future use. It
MUST be set to zero.

monitorAttributeSize (4 bytes): A 32 -bit, unsigned integer. T he size, in bytes, of a single
elementinthe monitorAttributesArray field. This field MUST be set to 20 bytes, which is
the size of the  Monitor Attributes structure (section  2.2.1.3.9.1 ).
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monitorCount ( 4 bytes): A 32 -bit, unsigned integer. The number of elements in the
monitorAttributesArray field. This value MUST be the same as the monitorCount field
specified in the Client Monitor Data block.

monitorAttributesArray (variable): Avariable -length array containing a series of Monitor
Attribute structures (section 2.2.1.3.9.1 ) which describe extended attributes of each display
monitor specified in the Client Monitor Data block. The number of Monitor Att ribute structures

is specified by the  monitorCount field.

2.2.1.3.9.1 Monitor Attributes (TS_MONITOR_ATTRIBUTES)

The TS_MONITOR_ATTRIBUTES packet describes extended attributes of a client -side display
monitor.

physicalWidth

physicalHeight

orientation

desktopScaleFactor

deviceScaleFactor

physicalWidth (4 bytes): A 32 -bit, unsigned integer. The physical width of the monitor, in
millimeters (mm). This value MUST be ignored if it is less than 10 mm or greater than 10,000
mm or physicalHeight is less than 10 mm or greater than 10,000 mm.

physicalHeight (4 bytes): A 32 -bit, unsigned integer. The physical height of the monitor, in
millimeters. This value MUST be ignored if it is less than 10 mm or greater than 10 ,000 mm or

physicalWidth is less than 10 mm or greater than 10,000 mm.

orientation (4 bytes): A 32 -bit, unsigned integer. The orientation of the monitor, in degrees.
This value MUST be ignored if it is invalid.
Value Meaning
ORIENTATION_LANDSCAPE The desktop is not rotated.
0
ORIENTATION_PORTRAIT The desktop is rotated clockwise by 90 degrees.
90
ORIENTATION_LANDSCAPE_FLIPPED The desktop is rotated clockwise by 180 degrees.
180
ORIENTATION_PORTRAIT_FLIPPED The desktop is rotated clockwise by 2 70 degrees.
270
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desktopScaleFactor (4 bytes):

deviceScaleFactor (4 by tes):

A 32 -bit, unsigned integer. The desktop scale factor of the
monitor. This value MUST be ignored if it is less than 100% or greater than 500% or
deviceScaleFactor is not 100%, 140% or 180%.

desktopScaleFactor is less than 100% or greater than 500%.

A 32 -bit, unsigned integer. The device scale factor of the
monitor. This value MUST be ignored if it is not set to 100%, 140% or 180% or

2.2.1.4 Server MCS Connect Response PDU with GCC Conference Create Response

The MCS Connect Response PDU is an RDP Connection Sequence PDU sent from server to client

during the Basic Settings Exchange phase of the RDP Connection Sequence (see section 1.3.1.1 for
an overview of the RDP Connection Sequence phases). It is sent as a response to the MCS Connect

Initial PDU (section  2.2.1.3 ). The MCS Conne ct Response PDU encapsulates a GCC Conference

Create Response, which encapsulates concatenated blocks of settings data. A basic high -level
overview of the nested structure for the Server MCS Connect Response PDU is illustrated in section

1.3.1.1 , in the figure specifying MCS Connect Response PDU. Note that the order of the settings

data blocks is allowed to vary from that shown in the previously mentioned figure and the message

syntax layout that follows. This is possible because each data block is identified by a User Data

Header structure (section 2.2.1.41 ).

tpktHeader

x224Data

mcsCrsp (variable)

gccCCrsp (variable)

serverCoreData (variable)

serverNetworkData (variable)

serverSecurityData (variable)

serverMessageChannelData (optional)

serverMultitransportChannelData (optional)
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tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.

x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in X224] section 13.7.
mcsCrsp (variable): Variable -length BER -encoded MCS Connect Response structure (using

definite -length encoding) as described in T125] section 11.2 (the ASN.1 structure definition is
detailed in [T125] section 7, part 2). The userData field of the MCS Connect Response
encapsulates the GCC Conference Create R esponse data (contained in the gccCCrsp  and
subsequent fields).

gccCCrsp (variable): Variable -length PER -encoded GCC Connect Data structure which
encapsulates a Connect GCC PDU that contains a GCC Conference Create Response structure
as described in  [T124] (the ASN.1 structure definitions are specified in T124] section 8.7)
appended as user data to the MCS Connect Response (using the f ormat specified in  [T124
sections 9.5 and 9.6). The userData field of the GCC Conference Create Response contains
one user data set consisting of concatenated Server Data  Blocks .

serverCoreData (variable): Variable -length Server Core Data structure (section 2.2.1.42 ).

serverNetworkData (variable): Variable -length Server Network Data structure (section
2.21.4.4 ).

serverSecurityData (variable): Variable -length Server Security Data structure (section
22143 ).

serverMessageChannelData (6 bytes): Optional Server Message Channel Data structure
(section 2.2.1.4.5 ). This field MUST NOT be included if the client did not populate the optional
clientMessageChannelData field in the MCS Connect Initial PDU (section 2.2.1.3 ).

serverMultitransportChannelData (8 bytes): Optional Server Multitransport Channel Data
structure (section  2.2.1.4.6 ). This field M UST NOT be included if the client did not populate

the optional clientMultitransportChannelData field in the MCS Connect Initial PDU (section
2.2.1.3).

2.2.1.4.1 User Data Header (TS_UD_HEADER)

See section 2.2.1.3.1 for a description of the User Data Header.

2.2.1.4.2 Server Core Data (TS_UD_SC_CORE)

The TS_UD_SC_CORE data block contains core server connection -related information.

header

version
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clientRequestedProtocols (optional)

earlyCapabilityFlags (optional)

header (4 bytes):
2.2.1.3.1 ). The User Data Header

version (4 bytes):

A GCC user data block header, as specified in User Data Header (section
type field MUST be set to SC_CORE (0x0CO01).

A 32 -bit, unsigned integer. The server version number for the RDP. The

major version number is stored in the high two bytes, while the minor version number is

stored in the low two bytes.

Value Meaning
0x00080001 RDP 4.0 servers
0x00080004 RDP 5.0,5.1,5.2,6.0,6.1, 7.0, 7.1, and 8.0 servers

If the server advertises a version number greater than or equal to 0x00080004, it MUST

support a maximum length of 512 bytes for the

2211111 ).

clientRequestedProtocols (4 bytes):
by the client in the requestedProtocols

UserName field in the Info

A 32 -bit, unsigned integer that contains the flags sent
field of the RDP Negotiation Request (

section

2.2.1.1.1 ). In the event that an RDP Negotiation Request was not received from the client,
this field MUST be initialized to PROTOCOL_RDP (0). If this field is not present, all of the

subsequent fields MUST NOT be present.

earlyCapabilityFlags (4 bytes):
the connection sequence.

A 32 -bit, unsigned integer that specifies capabilities early in

Packet (section

Value

Meaning

RNS_UD_SC_EDGE_ACTIONS_SUPPORTED
0x00000001

Indicates that the following key combinations a re
reserved by the server operating system:

A WIN+Z
WIN + CTRL + TAB
WIN + C

WIN + .

> > > >

WIN + SHIFT + .

In addition, the monitor boundaries of the remote
session are employed by the server operating system
to trigger user interface elements via touch or mouse
gestures.

RNS_UD_SC_DYNAMIC_DST_SUPPORTED
0x00000002

Indicates that the server supports Dynamic DST
Dynamic DST information is provided by the client in
the cbDynamicDSTTimeZoneKeyName ,
dynamicDSTTimeZoneKeyName and
dynamicDaylightTimeDisabled fields of the
Extended Info Packet (section 22.1.11.1.1. 1).
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If this field is present, all of the preceding fields MUST also be present.

2.2.1.4.3 Server Security Data (TS_UD_SC_SEC1)

The TS_UD_SC_SECI1 data block returns negotiated security

-related information to the client. See

section 5.3.2 for a detailed discussion of how this information is used.

1 2 3]
0(1|2|3|4|5(6|7(|8|9|0|1|2|3|4|5|6|7|8|9|0|1|2(3|4|5|6|7[8|9]|0]|1
header
encryptionMethod
encryptionLevel
serverRandomLen (optional)
serverCertLen (optional)
serverRandom (variable)
serverCertificate (variable)
header (4 bytes): A GCC user data block header, as specified in User Data Header (section
2.2.1.3.1 ). The User Data Header  type field MUST be set to SC_SECURITY (0x0C02).
encryptionMethod (4 bytes): A 32 -bit, unsigned integer. The selected cryptographic method
to use for the session. When Enhanced RDP Security (section 5.4)is being used, this field
MUST be set to ENCRYPTION_METHOD_NONE (0).
Value Meaning
ENCRYPTION_METHOD_NONE No encryption or Message Authentication Codes (MACs) will be
0x00000000 used.
ENCRYPTION_METHOD_40BIT 40 -bit session keys will be used to encrypt data (with RC4) and
0x00000001 generate MACs.
ENCRYPTION_METHOD_128BIT 128 - bit session keys will be used to encrypt data (with RC4) and
0x00000002 generate MACs.
ENCRYPTION_METHOD_56BIT 56 - bit session keys wil | be used to encrypt data (with RC4) and
0x00000008 generate MACs.
ENCRYPTION_METHOD_FIPS All encryption and Message Authentication Code generation
0x00000010 routines will be FIPS 140 -1 compliant.
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encryptionLevel (4 bytes): A 32 -bit, unsigned integer that descri bes the encryption behavior
to use for the session. When Enhanced RDP Security (section 5.4) is being used, this field
MUST be set to ENCRYPTION_LEVEL_NONE (0).

Name Value

ENCRYPTION_LEVEL_NONE 0x00000000
ENCRYPTION_LEVEL_LOW 0x00000001
ENCRYPTION_LEVEL_CLIENT_COMPATIBLE 0x00000002
ENCRYPTION_LEVEL_HIGH 0x00000003
ENCRYPTION_LEVEL_FIPS 0x00000004

See section 5.3.1 for a description of each of the low, client -compatible, high, and FIPS
encryption levels.

serverRandomLen (4 bytes): An optional 32 -bit, unsigned integer that specifies the size in
bytes of the serverRandom field. If the  encryptionMethod and encryptionLevel fields are
both sett o zero, then this field MUST NOT be present and the length of the serverRandom
field MUST be zero. If either the encryptionMethod or encryptionLevel field is non -zero,
this field MUST be set to 0x00000020.

serverCertLen (4 bytes): An optional 32 -bit, unsigned integer that specifies the size in bytes
of the serverCertificate field. If the  encryptionMethod and encryptionLevel fields are
both set to zero, then this field MUST NOT be present and the length of the serverCertificate
field MUST be zero.

serverRandom (variable): The variable -length server random value used to derive session
keys (see sections 5.3.4 and 5.3.5 ). The lengt hin bytes is given by the serverRandomLen
field. If the  encryptionMethod and encryptionLevel fields are both set to zero, then this

field MUST NOT be present.

serverCertificate (variable): The variable -length certificate containing the server's public ke y
information. The length in bytes is given by the serverCertLen field. If the
encryptionMethod and encryptionLevel fields are both set to zero, then this field MUST

NOT be present.

2.2.1.4.3.1 Server Certificate (SERVER_CERTIFICATE)

The SERVER_CERTIFICATE structure describes the generic server certificate structure to which all
server certificates present in the Server Security Data (section 2.2.1.4.3 ) conform.

dwVersion

certData (variable)
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dwVersion (4 bytes): A 32 -bit, unsigned integer. The format of this field is described by the
following bitmask diagram.

=
N

certChainVersion

certChainVersion (31 bits): A 31 -bit, unsigned integer that contains the certificate
version.

Value (31 bits) Meaning

0x00000001 Proprietary Certificate (section 2214311 ).

CERT_CHAIN_VERSION_1 The certificate contained in the certData field is a Server

0x00000002 Certificate (see section  5.3.3.2 ).

CERT_CHAIN_VERSION_2 The certificate contained in the certData field is an X.509

t (1 bit): A 1-bit field that indicates whether the certificate contained in the certData field

has been permanently or temporarily issued to the server.

Value (1 bit) Meaning

0 The certificate has been permanently issued to the server.

1 The certificate has been temporarily issued to the server.

certData (variable): Certificate data. The format of this certificate data is determined by the
dwVersion field.

2.2.1.4.3.1.1 Server Proprietary Certificate (PROPRIETARYSERVERCERTIFICATE)

The PROPRIETARYSERVERCERTIFICATE structure describes a signed certificate containing the

server's public key and conforming to the structure of a Server Certificate (section 2.2.1.4.3.1 ).For

a detailed description of Proprietary Certificates, see section 5.3.3.1 .

dwVersion

dwsSigAlgld

dwKeyAlgld

wPublicKeyBlobType wPublicKeyBlobLen

PublicKeyBlob (variable)
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wSignatureBlobType wSignatureBlobLen

SignatureBlob (variable)

dwVersion (4 bytes): A 32 -bit, unsigned integer. The certificate version number. This field
MUST be set to CERT_CHAIN_VERSION_1 (0x00000001).

dwSigAlgld (4 bytes): A 32 -bit, unsigned integer. The signature algorithm identifier. This field
MUST be set to SIGNATURE_ALG_RSA (0x0  0000001).

dwKeyAlgld (4 bytes): A 32 -bit, unsigned integer. The key algorithm identifier. This field
MUST be set to KEY_EXCHANGE_ALG_RSA (0x00000001).

wPublicKeyBlobType (2 bytes): A 16 -bit, unsigned integer. The type of data in the
PublicKeyBlob field. This field MUST be set to BB_RSA_KEY_BLOB (0x0006).

wPublicKeyBlobLen (2 bytes): A 16 -bit, unsigned integer. The size in bytes of the
PublicKeyBlob field.

PublicKeyBlob (variable): Variable -length server public key bytes, formatted using the Rivest -
Shami r- Adleman (RSA) Public Key structure (section 2.2.1.4.3.1.1.1 ). The length in bytes is
given by the  wPublicKeyBlobLen field.

wSignatureBlobType (2 bytes): A 16 - bit, unsigned integer. The type of data in the
SignatureKeyBlob field. This field is set to BB_RSA_SIGNATURE_BLOB (0x0008).

wSignatureBlobLen (2 bytes): A 16 - bit, unsigned integer. The size in bytes of the
SignatureKeyBlob field.

SignatureBlob (variable): Variable -length signature of the certifi cate created with the
Terminal Services Signing Key (see sections 5.3.3.1.1 and 5.3.3.1.2 ). The length in bytes is
given by the  wSignatureBlobLen fiel d.

2.2.1.4.3.1.1.1 RSA Public Key (RSA_PUBLIC_KEY)

The structure used to describe a public key in a Proprietary Certificate (section 2214311 ).

magic

keylen

bitlen

datalen

pubExp
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modulus (variable)

magic (4 bytes): A 32 -bit, unsigned integer. The sentinel value. This field MUST be set to
0x31415352.

keylen (4 bytes): A 32 -bit, unsigned integer. The size in bytes of the modulus field. This value
is directly related to the bitlen field and MUST be ((bitlen / 8) + 8) bytes.

bitlen (4 bytes): A 32 -bit, unsigned integer. The number of bits in the public key modulus.

datale n (4 bytes): A 32 -bit, unsigned integer. The maximum number of bytes that can be
encoded using the public key. This value is directly related to the bitlen field and MUST be
((bitlen/8) - 1) bytes.

pubExp (4 bytes): A 32 -bit, unsigned integer. The publ ic exponent of the public key.

modulus (variable): A variable -length array of bytes containing the public key modulus. The
length in bytes of this field is given by the keylen field. The modulus field contains all (bitlen

/ 8) bytes of the public key modu lus and 8 bytes of zero padding (which MUST follow after the
modulus bytes).

2.2.1.4.4 Server Network Data (TS_UD_SC_NET)

The TS_UD_SC_NET data block is a reply to the static virtual channel list presented in the Client
Network Data structure (section 2.2.1.34 ).

header

MCSChannelld channelCount

channelldArray (variable)

Pad (optional)

header (4 bytes): A GCC user data block header, as specified in section User Data Header
(section 2.2.1.3.1). The User Data Header type field MUST be set to SC_NET (0x0C03).

MCSChannelld (2 bytes): A 16 -bit, unsigned integer. The MCS channel identifier of the I/O
channel.

channelCount (2 bytes): A 16 -bit, unsigned integer. The number of 16 -bit, unsigned integer
MCS channel IDs in the  channelldArray field.

channelldArray (variable): A variable -length array of MCS channel IDs (each channel ID is a
16 - bit, unsigned integer) which have been allocated (the number is given by the
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channelCount field). Each MCS channel ID corresponds in position to the channels requested
in the Client Network Data structure. A channel value of 0 indicates that the channel was not

allocated.

Pad (2 bytes): A 16 -bit, unsigned integer. Optional padding. Values in this field MUST be
ignored. The size in bytes of the Server Network Data structure MUST be a multiple of 4. If
the channelCount field contains an odd value, then the size of the channelldArr  ay (and by
implication the entire Server Network Data structure) will not be a multiple of 4. In this
scenario, the Pad field MUST be present and it is used to add an additional 2 bytes to the size
of the Server Network Data structure. If the channelCount field contains an even value, then
the Pad field is not required and MUST NOT be present.

2.2.1.4.5 Server Message Channel Data (TS_UD_SC_MCS_MSGCHANNEL)

The TS_UD_SC_MCS_MSGCHANNEL packet is used to specify the ID of the MCS channel which
transports the Multitransport Bootstrapping PDUs (sections 2.2.15.1 and 2.2.15.2 ) and Network
Characteristics Detection PDUs (sections 2.2.14.3 and 2.2.14.4 ).

header

MCSChannellD

header (4 bytes): A GCC user data block header, as specified in User Data Header (section
2.2.1.4.1 ). The User Data Header type field MUST be set to SC_MCS_MSGCHAN NEL (0x0CO04).

MCSChannellD (2 bytes): A 16 -bit, unsigned integer that specifies the MCS channel identifier
of the MCS message channel. If this value is zero, then the channel MUST NOT be joined
(section 3.2.5.3.8 ), and the PDUs which are transported on this channel cannot be
transmitted.

2.2.1.4.6 Server Multitransport Channel Data (TS_UD_SC_MULTITRANSPORT)

The TS_UD_CS_MULTITRANSPORT packet is used to indicate support for the RDP Multitransport
Layer ( [MS -RDPEMT] section 1.3) and to specify multitransport characteristics.

header

flags

header (4 bytes): A GCC user data block header, as specified in User Data Header (section
2.2.1.3.1 ). The User Data Header type field MUST be set to SC_MULTITRANSPORT (0x0C08).

flags (4 bytes): A 32 -bit, unsigned integer that specifies protocols supported by the server -side
multitransport layer.
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Value Meaning

TRANSPORTTYPE_UDPFECR RDP-UDP Forward Error Correction (FEC) reliable transport
0x01 ([MS -RDPEUDP] sections 1 to 3).
TRANSPORTTYPE_UDPFECL RDP-UDP FEC lossy transport (MS  -RDPEUDP] sections 1 to
0x04 3).

TRANSPORTTYPE_UDP_PREFERRED | Indicates that tunneling of static virtual channel traffic over
0x100 UDP is supported.

2.2.1.5 Client MCS Erect Domain Request PDU

The MCS Erect Domain Request PDU is an RDP Connection Sequence PDU sent from client to server

during the Channel Connection phase of the RDP Connection Sequence (see section 1.3.1.1 foran
overview of the RDP Connection Sequence phases). It is sent after receiving the MCS Connect

Response PDU (section 2.2.1.4 ).

tpktHeader
x224Data mcsEDrq
tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in X224] section 13.7.
mcsEDrq (5 bytes): PER-encoded MCS Domain PDU which encapsulates an MCS Erect Domain

Request structure, as s  pecified in [T125] section 11.8 (the ASN.1 structure definitions are
givenin [T125] section 7, parts 3 and 10).

2.2.1.6 Client MCS Attach User Request PDU

The MCS Attach User Request PDU is an RDP Connection Sequence PDU sent from client to server
during the Channel Connection phase of the RDP Connection Sequence to request a User Channel ID
(see section 1.3.1.1 for an overview of the RDP Connection Sequence phases). It is sent after
transmitting the MCS Erect Domain Request PDU (section 2.2.1.5 ).

tpktHeader
x224Data mcsAUrq
tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in X224] section 13.7.
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mcsAUrg (1 byte): PER-encoded MCS Domain PDU that encapsulates an MCS Attach User
Request structure, as spe  cified in [T125] section 11.17 (the ASN.1 structure definitions are
givenin [T125] section 7, parts 5 and 10).

2.2.1.7 Server MCS Attach User Confirm PDU

The MCS Attach User Confirm PDU is an RDP Connection Sequence PDU sent from server to client

during the Channel Connection phase of the RDP Connection Sequence (see section 1.3.1.1 foran
overview of the RDP Connection Sequence phases). It is sent as a response to the MCS Attach User

Request PDU (section 2.2.1.6 ).

1 2 3
0(1(2(3(4(5(6(7|8|9|0|1|2|3|4|5(6(|7|8[9|0|1|2|3|4|5|6(|7(8[9|0]1
tpktHeader

x224Data mcsAUCf
tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in section X224] 13.7.
mcsAUcf (4 bytes): PER-encoded MCS Domain PDU which encapsulates an MCS Attach User

Confirm stru cture, as specified in T125] sections 11.18 (the ASN.1 structure definitions are
givenin [T125] section 7, parts 5 and 10).

2.2.1.8 Client MCS Channel Join Request PDU

The MCS Channel Join Request PDU is an RDP Connection Sequence PDU sent from client to server

during the Channel Connection phase of the RDP Connection Sequence (see section 1.3.1.1 foran
overview of the RDP Connection Sequence phases). It is sent after receiving the MCS Attach User

Confirm PDU (section 2.2.1.7 ). The client uses the MCS Channel Join Request PDU to join the user
channel obtained from the Attach User Confirm PDU, the I/O channel (section 2.2.1.4.4 ), the
message channel (section 2.2.1.4.5 ), and all of the static virtual channels obtained from the Server
Network Data structure (section 2.2.1.44 ).

tpktHeader
x224Data mcsCJrq
tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in X224] section 13.7.
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mcsCJrq (5 bytes): PER-encoded MCS Domain PDU which encapsulates an MCS Channel Join

Request structure as specified in
givenin [T125] section 7,

parts 6 and 10).

2.2.1.9 Server MCS Channel Join Confirm PDU

T125] section 11.21 (the ASN.1 structure definitions are

The MCS Channel Join Confirm PDU is an RDP Connection Sequence PDU sent from server to client

during the Channel Connection phase of the RDP Connection Sequence (see section

1.3.1.1 foran

overview of the RDP Connection Sequence phases). It is sent as a response to the MCS Channel Join

Request PDU (section 2.2.1.8 ).

1 2 3
0(1(2(3(4(5(6(7|8|9|0|1|2|3|4|5(6(|7|8[9|0|1|2|3|4|5|6(|7(8[9|0]1
tpktHeader

x224Data mcsClJcf
tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in X224] section 13.7.
mcsCJcf (8 bytes): PER-encoded MCS Domain PDU which encapsulates an MCS Channel Join

Confirm PDU structure, as specified in

are givenin [T125] section 7, parts 6 and 10).

2.2.1.10 Client Security Exchange PDU

T125] section 11.22 (the ASN.1 structure definitions

The Security Exchange PDU is an optional RDP Connection Sequence PDU that is sent from client to
server during the RDP Security Commencement phase of the RDP Connection Sequence (see section
1.3.1.1 for an overview of the RDP Connection Sequence phases). It is sent after all of the

requested MCS Channel Join Confirm PDUs (section 2.2.1.9) have been received.

tpktHeader

x224Data

mcsSDrq (variable)

securityExchangePduData (variable)

tpktHeader (4 bytes): A TPKT Header, as specified in

T123] section 8.
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x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in

X224] section 13.7.

mcsSDrq (variable): Variable -length PER -encoded MCS Domain PDU (DomainMCSPDU) which
encapsulates an MCS Send Data Request structure (SDrq, choice 25 from DomainMCSPDU),
as specified in  [T125] section 11.32 (the ASN. 1 structure definitions are given in T125
section 7, parts 7 and 10). The userData field of the MCS Send Data Request contains a
Security Ex change PDU Data (section  2.2.1.10.1 ) structure.

securityExchangePduData (variable): The actual contents of the Security Exchange PDU, as

specified in section 2.2.1.10.1 .

2.2.1.10.1 Security Exchange PDU Data (TS_SECURITY_PACKET)

The TS_SECURITY_PACKET structure contains the encrypted client random value which is used
together with the server random (see section 2.2.1.4.3 ) to derive session keys to secure the

connection (see sections  5.3.4 and 5.3.5).

basicSecurityHeader

length

encryptedClientRandom (variable)

basicSecurityHeader (4 bytes): A Basic Security Header (section

2.2.8.1.1.2.1 ). The flags

field of the security header MUST contain the SEC_EXCHANGE_PKT flag (0x0001).

length (4 bytes): A 32 -bit, unsigned integer. The size in bytes of the buffer containing the
encrypted client random value, not including the header length.

encryptedClientRand om (variable): The client random value encrypted with the public key of

the server (see section  5.3.4).

2.2.1.11 Client Info PDU

The Client Info PDU is an RDP Connection Sequence PDU sent from client to server during the
Secure Settings Exchange phase of the RDP Connection Sequence (see section
overview of the RDP Connection Sequence phases). It is sent after transmitting a Security Exchange
PDU (section 2.2.1.10) or, if the Security Exchange PDU was not sent, it is transmitted after

receiving all requested MCS Channel Join Confirm PDUs (

section 2.2.1.9 ).

1.3.1.1 foran

tpktHeader

x224Data

mcsSDrq (variable)
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clientinfoPduData (variable)

tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in X224] section 13.7.

mcsSDrq (variable): Variable -length PER -encoded MCS Domain PDU (DomainMCSPDU) which
encapsulates an MCS Send Data Request structure (SDrq, choice 25 from DomainMCSPDU),
as spe cified in  [T125] section 11.32 (the ASN.1 structure definitions are given in T125
section 7, parts 7 and 10). The userData field of the MCS Send Data Request contains a
Client Info PDU Data (section 2.2.1.11.1) structure.

clientinfoPduData (variable): The contents of the Client Info PDU, as specified in section
221111 .

2.2.1.11.1 Client Info PDU Data (CLIENT_INFO_PDU)

The CLIENT_INFO_PDU structure serves as a wrapper for a Security Header (section 228112 )
and the actual client information contained in a TS_INFO_PACKET structure (section 22.1.11.11 ).
1 2 3

securityHeader (variable)

infoPacket (variable)

securityHeader (variable): Security header. The format of the security header depends on the
Encryption Level and Encryption Method selected by the server (sections 5.3.2 and 2.2.1.4.3 ).
This field MUST contain one of the following headers:

A Basic Security Header (section 2.2.8.1.1.2.1 ) if the Encryption Level selected by the server
is ENCRYPTION_LEVEL_NONE (0).

A Non-FIPS Security Header (section 2.2.8.1.1.2.2 ) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_40BIT  (0x00000001), ENCRYPTION_METHOD_56BIT
(0x00000008), or ENCRYPTION_METHOD_128BIT (0x00000002).

A FIPS Security Header (section 2.2.8.1.1.2.3 ) if the Encryption Method selected by the
server is ENCRYPTION_ME THOD_FIPS (0x00000010).

The flags field of the security header MUST contain the SEC_INFO_PKT flag (section
228.1.1.21 ).
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infoPacket (variable): Client information, as specified in TS_INFO_PACKET.

2.2.1.11.1.1 Info Packet (TS_INFO_PACKET)

The TS_INFO_PACKET structure contains extra information not passed to the server during the Basic

Settings Exchange phase (see section 1.3.1.1 ) of the RDP Connection Sequence, primarily to ensure
that it gets encrypted (as auto -logon password data and other sensitive information is passed here).
1 2 3

CodePage
flags
cbDomain cbUserName
cbPassword cbAlternateShell
cbWorkingDir Domain (variable)

UserName (variable)

Password (variable)

AlternateShell (variable)

WorkingDir (variable)

extralnfo (variable)

CodePage (4 bytes): A 32 -bit, unsigned integer. If the flags field does not contain the
INFO_UNICODE flag (0x00000010), then this field MUST contain the ANSI code page
descriptor being used by the client (for a list of code pages, see MSDN - CP]) to encode the
character fields in the Info Packet and Extended Info Packet (section 22111111 ).
However, ifthe flags field contains the INFO_UNIC  ODE flag, thenthe CodePage field MUST
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contain the active language identifier in the low
see [MSDN -MUI] ); the contents of the

flags (4 bytes):

high -word MUST be ignored by the server.

A 32 -bit unsigned integer. Option flags.

-word <10>  (for a list of language identifiers,

Flag Meaning
INFO_MOUSE Indicates that the client machine has a mouse attached.
0x00000001

INFO_DISABLECTRLALTDEL
0x00000002

Indicates that the CTRL+ALT+DEL (or the equivalent) secure
access keyboard sequence is not required at the logon
prompt.

INFO_AUTOLOGON

The client requests auto logon using the included user name,

0x00000008 password and domain.
INFO_UNICODE I ndicates that the character set for strings in the Info Packet
0x00000010 and Extended Info Packet (section 22111111 )is

Unicode. If this flag is absent, then the ANSI character set
that is specified by the A NSI code page descriptor in the
CodePage field is used for strings in the Info Packet and
Extended Info Packet.

INFO_MAXIMIZESHELL
0x00000020

Indicates that the alternate shell (specified in the
AlternateShell field of the Info Packet structure) MUST be
started in a maximized state.

INFO_LOGONNOTIFY
0x00000040

Indicates that the client wants to be informed of the user
name and domain used to log on to the server, as well as the
ID of the session to which the user connected. The Save
Session Info PDU (sect ion 2.2.10.1) is sent from the server
to notify the client of this information using a Logon Info
Version 1 (section  2.2.10.1.1.1 ) or Logon Info Version 2
(section 2.2.10.1.1.2 ) structure.

INFO_COMPRESSION
0x00000080

Indicates that the CompressionTypeMask is valid and
contains the highest compression package type supported by
the client.

CompressionTypeMask
0x00001E00

Indicates the highest compression package type supported.
See the discussion which follows this table for more
information.

INFO_ENABLEWINDOWSKEY
0x00000100

Indicates that the client uses the Windows key on Windows
compatible keyboards.

0x00002000

INFO_REMOTECONSOLEAUDIO

Requests that audio played in a session hosted on a remote
server be played on the server using the protocol defined in
MS -RDPEA] sections 2 and 3.

INFO_FORCE_ENCRYPTED_CS_PDU

Indicates that all client  -to -server traffic is encrypted when

0x00004000 encryption is in force. Setting this flag prevents the server
from processing unencrypted packets in man -in-the -middle
attack scenar ios. This flag is understood only by RDP 5.2,
6.0,6.1,7.0,7.1, 8.0, and 8.1 servers.

INFO_RAIL Indicates that the remote connection being established is for

0x00008000 the purpose of launching remote programs using the protocol
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Flag Meaning

defined in [MS -RDPERP] sections 2 and 3. This flag is
understood only by RDP 6.0, 6.1, 7.0, 7.1, 8.0, and 8.1

servers.
INFO_LOGONERRORS Indicates a request for logon error notifications using the
0x00010000 Save Session Info PDU. This flag is understood only by RDP
6.0,6.1,7.0,7.1, 8.0, and 8.1 servers.
INFO_MOUSE_HAS_WHEEL Indicates that the mouse which is connected to the client
0x00020000 machine has a scroll wheel. This flag is understood only by

RDP 6.0, 6.1, 7.0, 7.1, 8.0, and 8.1 servers.

INFO_PASSWORD_IS_SC_PIN Indicates that the ~ Password field in the Info Packet contains
0x00040000 a smart card personal identification number (PIN). This flag
is understood only by RDP 6.0, 6.1,7.0,7.1,8.0,and 8.1
servers.
INFO_NOAUDIOPLAYBACK Indicates that audio redirection or playback (using the
0x00080000 protocol defined in [MS  -RDPEA] sections 2 and 3) MUST NOT

take place . This flag is understood only by RDP 6.0, 6.1, 7.0,
7.1, 8.0, and 8.1 servers.

INFO_USING_SAVED_CREDS Any user credentials sent on the wire during the RDP
0x00100000 Connection Sequence (see sections 1.3.1.1 and 1.3.1.2 )
have been retrieved from a credential store and were not
obtained directly from the user. This flag is understood only

by RDP 6.1, 7.0, 7.1, 8.0, and 8.1 servers.

INFO_AUDIOCAPTURE Indicates that the redirection of client -side audio input to a
0x00200000 session hosted on a remote server is supported using the

protocol defined in MS -RDPEAI] sections 2 and 3. This flag
is understood only by RDP 7.0, 7.1, 8.0, and 8.1 servers.

INFO_VIDEO_DISABLE Indicates that video redirection or playback (using the
0x00400000 protocol defined in MS -RDPEV] sections 2 and 3) MUST NOT

take place. This flag is understood only by RDP 7.0, 7.1, 8.0,
and 8.1 servers.

INFO_HIDEF_RAIL_SUPPORTED Indicates that the client supports Enhanced RemoteApp
0x02000000 ([MS -RDPERP] section 1.3.3). The

INFO_HIDEF_RAIL_SUPPORTED flag MUST be ignored if the
INFO_RAIL (0x00008000) flag is not specified. Furthermore,

a client that specifies the INFO_HIDEF_RAIL_SUPPORTED

flag MUST send the Remote Programs Ca pability Set ( [MS -
RDPERP] section 2.2.1.1.1 ) to the server.The
INFO_HIDEF_RAIL_SUPPORTED flag is understood only by

RDP 8.1 servers.

The CompressionTypeMaskis a4  -bit en umerated value containing the highest compression
package support available on the client. The packages codes are:

Value Meaning
PACKET_COMPR_TYPE_8K RDP 4.0 bulk compression (see section 3.1.84.1 ).
0x0
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Value Meaning

PACKET_COMPR_TYPE_64K RDP 5.0 bulk compression (see section 3.1.84.2 ).
0x1

PACKET_COMPR_TYPE_RDP6 RDP 6.0 bulk compression (see MS -RDPEGDI] section 3.1.8.1).
0x2

PACKET_COMPR_TYPE_RDP61 RDP 6.1 bulk compression (see MS -RDPEGDI] section 3.1.8.2).

0x3
If a client supports compression package n then it MUST support packages 0..(n -1).
cbDomain (2 bytes): A 16 -bit, unsigned integer. The size in bytes of the character data in the

Domain field. This size excludes the length of the mandatory null terminator.

cbUserName (2 bytes): A 16 -bit, unsigned integer. The size in bytes of the character data in
the UserN ame field. This size excludes the length of the mandatory null terminator.

cbPassword (2 bytes): A 16 - bit, unsigned integer. The size in bytes of the character data in
the Password field. This size excludes the length of the mandatory null terminator.

cbA IternateShell (2 bytes): A 16 - bit, unsigned integer. The size in bytes of the character data
in the AlternateShell field. This size excludes the length of the mandatory null terminator.
cbWorkingDir (2 bytes): A 16 -bit, unsigned integer. The size in byte s of the character data in

the WorkingDir  field. This size excludes the length of the mandatory null terminator.

Domain (variable): Variable -length logon domain of the user (the length in bytes is given by
the cbDomain field). The maximum length allowed b y RDP 4.0 and RDP 5.0 servers is 52
bytes (including the mandatory null terminator). RDP 5.1, 5.2, 6.0, 6.1, 7.0, 7.1, 8.0, and 8.1
allow a maximum length of 512 bytes (including the mandatory null terminator). The field
MUST contain at least a null termin ator character in Windows  -1252 or Unicode format
(depending on the presence of the INFO_UNICODE flag).

UserName (variable): Variable -length logon user name of the user (the length in bytes is
given by the cbUserName field). The maximum length allowed by R DP 4.0 servers is 44
bytes (including the mandatory null terminator). RDP 5.0, 5.1, 5.2, 6.0, 6.1, 7.0, 7.1, 8.0, and
8.1 allow a maximum length of 512 bytes (including the mandatory null terminator). The field
MUST contain at least a null terminator chara cter in Windows -1252 or Unicode format
(depending on the presence of the INFO_UNICODE flag).

Password (variable): Variable -length logon password of the user (the length in bytes is given
by the cbPassword field). The maximum length allowed by RDP 4.0 and RDP 5.0 servers is
32 bytes (including the mandatory null terminator). RDP 5.1, 5.2, 6.0, 6.1, 7.0, 7.1, 8.0, and
8.1 allow a maximum length of 512 bytes (including the mandatory null terminator). The field
MUST contain at least a null terminator character in Windows -1252 or Unicode format
(depending on the presence of the INFO_UNICODE flag).

AlternateShell (variable): Variable -length path to the executable file of an alternate shell, e.g.
"c: \dir\prog.exe" (the length in bytes is given by the cbAlternateS  hell field). The maximum
allowed length is 512 bytes (including the mandatory null terminator). This field MUST only be
initialized if the client is requesting a shell other than the default. The field MUST contain at
least a null terminator character in W indows -1252 or Unicode format (depending on the
presence of the INFO_UNICODE flag).
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WorkingDir (variable): Variable -length directory that contains the executable file specified in
the AlternateShell field or any related files (the length in bytes is given by the
cbWorkingDir field). The maximum allowed length is 512 bytes (including the mandatory null
terminator). This field MAY be initialized if the client is requesting a shell other than the
default. The field MUST contain at least a null terminator char acter in Windows -1252 or
Unicode format (depending on the presence of the INFO_UNICODE flag).

extralnfo (variable): Optional and variable  -length extended information used in RDP 5.0, 5.1,
5.2,6.0,6.1,7.0,7.1, 8.0, and 8.1, and specified in section 22111111 .

2.2.1.11.1.1.1 Extended Info Packet (TS_EXTENDED_INFO_PACKET)

The TS_EXTENDED_INFO_PACKET structure contains user information specific to RDP 5.0, 5.1, 5.2,
6.0,6.1,7.0,7.1, and 8.0.

0(1|{2|3|4|5(6|7|8|9(0(1|2|3|4|5(6|7|8|9(0(1|2|3|4|5|6|7|8|9|0]1

clientAddressFamily cbClientAddress

clientAddress (variable)

cbClientDir clientDir (variable)

clientTimeZone (optional)

(clientTimeZone (optional) cont'd for 35 rows)

clientSessionld (optional)

performanceFlags (optional)
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cbAutoReconnectCookie (optional) autoReconnectCookie (optional)

reservedl (optional)

reserved2 (optional) cbDynamicDSTTimeZoneKeyName (optional)

dynamicDSTTimeZoneKeyName (variable)

dynamicDaylightTimeDisabled (optional)

clientAddressFamily (2 bytes): A 16 -bit, unsigned integer. The numeric socket descriptor for
the client address type.
Value Meaning
AF_INET The clientAddress field contains an IPv4 address.
0x00002
AF_INET6 The clientAddress field contains an IPv6 address.
0x0017
cbClientAddress (2 bytes): A 16 -bit, unsigned integer. The size in bytes of the character data
in the clientAddress field. This size includes the length o f the mandatory null terminator.
clientAddress (variable): Variable -length textual representation of the client IPv4 or IPv6

address. The maximum allowed length (including the mandatory null terminator) is 64 bytes
for RDP 5.0, 5.1, 5.2, and 6.0, and 80 b ytes for RDP 6.1, 7.0, 7.1, and 8.0.

cbClientDir (2 bytes): A 16 -bit, unsigned integer. The size in bytes of the character data in the
clientDir  field. This size includes the length of the mandatory null terminator.

clientDir (variable): Variable -length directory that contains either (a) the folder path on the
client machine from which the client software is being run, or (b) the full path of the software
module implementing the client (see section 4.1. 10 for an example). The maximum allowed
length is 512 bytes (including the mandatory null terminator).
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clientTimeZone (172 bytes): A TS_TIME_ZONE_INFORMATION structure (section
2.2.1.11.1.1.1.1 ) thatco ntainstime zone information for a client. This field is read by RDP
5.2,6.0,6.1, 7.0, 7.1, and 8.0 servers. If this field is not present, then all of the subsequent
fields MUST NOT be present.

clientSessionld (4 bytes): A 32 -bit, unsigned integer. This field was added in RDP 5.1 and is
currently ignored by the server. It SHOULD be set to zero. If this field is present, then the
clientTimeZone field MUST also be present. If this field is not present, then all of the
subsequent fields MUST NOT be present.

performanceFlags (4 bytes): A 32 -bit, unsigned integer. It specifies a list of server desktop
shell features to enable or disable in the session (with the goal of optimizing bandwidth
usage). This field is read by RDP 5.1, 5.2, 6.0, 6.1, 7.0, 7.1, and 8. 0 servers. If this field is
present, thenthe clientSessionld field MUST also be present. If this field is not present, then
all of the subsequent fields MUST NOT be present.
Flag Meaning
PERF_DISABLE_WALLPAPER Disable desktop wallpaper.
0x00000001
PERF_DISABLE_FULLWINDOWDRAG Disable full -window drag (only the window outline is
0x00000002 displayed when the window is moved).
PERF_DISABLE_MENUANIMATIONS Disable menu animations.
0x00000004
PERF_DISABLE_THEMING Disable user interface themes
0x00000008
PERF_RESERVED1 Reserved for future use.
0x00000010
PERF_DISABLE_CURSOR_SHADOW Disable mouse cursor shadows.
0x00000020
PERF_DISABLE_CURSORSETTINGS Disable cursor blinking.
0x00000040
PERF_ENABLE_FONT_SMOOTHING Enable font smoothing.  <11>
0x00000080
PERF_ENABLE_DESKTOP_COMPOSITION Enable Desktop Composition ( MS -RDPEDC] sections 1,
0x00000100 2 and 3;and [MS-RDPCR2] sections 1, 2 and 3). The
usage of Desktop Composition in a remote session
requires that the color depth be 32 bits per pixel (bpp).
(See the description of the highColorDepth ,
supportedColorDepths and earlyCapabilityFlags
(specifically the RNS_UD_CS_WANT_32BPP_SESSION
(0x0002) flag) fields in section 2.2.1.3.2 for background
on setting the remote session color depth to 32
bpp.) <12>
PERF_RESERVED2 Reserved for future use.
0x80000000
If the connectionType field of the Client Core Data (section 2.2.1.3.2 )issetto

CONNECTION_TYPE_AUTODETECT (0x07), and the client indicates support for network
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characteristics detection by specifying the RNS_UD_CS_SUPPORT_NETCHAR_AUTODETECT
(0x0080) flag in the earlyCapabilityFlags field of the Client Core Data, then the server
SHOULD ignore the contents of the performanceFlags field if the connection type can be

determined (using the PDUs specified in section 2.2.14 ) and SHOULD instead determine an

appro priate set of performance flags to apply to the remote session based on the detected
connection type.

cbAutoReconnectCookie (2 bytes): A 16 - bit, unsigned integer. The size in bytes of the cookie
specified by the  autoReconnectCookie field. This field MUST  be set to zero or 0x001C. The

cbAutoReconnectCookie field is only read by RDP 5.2, 6.0, 6.1, 7.0, 7.1, and 8.0 servers. If
this field is present, then the performanceFlags field MUST also be present. If this field is
not present, then all of the subsequent fields MUST NOT be present.

autoReconnectCookie (28 bytes): Buffer containing an ARC_CS_PRIVATE_PACKET structure

(section 2.2.4.3 ). This buffer is a unique cookie that allows a disconnected client to s ea
reconnect to a previously established session (see section 5.5 for more details). The
autoReconnectCookie field is only read by RDP 5.2, 6.0, 6.1, 7.0, 7.1, and 8.0 servers. This
field MUST be presentifthe cbAutoReconnectCookie field is nonzero.

reservedl (2 bytes): This field is reserved for future use and has no effect on RDP wire traffic.

mlessly

It SHOULD <13> be set to zero. If this field is present, the cbAutoReconnectCook ie and

reserved2 fields MUST also be present. If this field is not present, then all of the subsequent
fields MUST NOT be present.

reserved? (2 bytes): This field is reserved for future use and has no effect on RDP wire traffic.

It MUST be set to zero. If this field is present, then the reservedl field MUST also be present.

If this field is not present, then all of the subsequent fields MUST NOT be present.

cbDynamicDSTTimeZoneKeyName (2 bytes): A 16 - bit, unsigned integer. The size, in bytes,
of the dyna micDSTTimeZoneKeyName field. This field is read by RDP 8.0 servers. If this
field is present, then the reserved2 and dynamicDaylightTimeDisabled fields MUST also

be present. If this field is not present, then all of the subsequent fields MUST NOT be
presen t. <14>

dynamicDSTTimeZoneKeyName (variable): A variable -length array of Unicode characters
with no terminating null, containing the descriptive name of the Dynamic DST time zone on
the client. This field is read by RDP 8.0 servers. The maximum allowed length is 254 bytes.
This field MUST be present if the cbDynamicDSTTimeZoneKeyName field is nonzero. <15>
dynamicDaylightTimeDisabled (2 bytes): A 16 -bit, unsigned integer that specifies whether
Dynamic DST MUST be disabled in the remote session. This field is read by RDP 8.0 servers.
Value Meaning
FALSE Dynamic DST MUST be enabled in the remote session if the feature is supported.
0x0000
TRUE Dynamic DST MUST be disabled in the remote session.
0x0001
If this field is present, then the cbDynamicDSTTimeZoneKeyName field MUST also be

present. If this field is not present, then all of the subsequent fields MUST NOT be
present. <16>
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2.21.11.1.1.1.1 Time Zone Information (TS_TIME_ZONE_INFORMATION)

The TS_TIME_ZONE_INFORMATION structure contains client time zone information.

Bias

StandardName

(StandardName cont'd for 8 rows)

StandardDate

StandardBias

DaylightName

82 / 456

[MS -RDPBCGR] 6 v20140502
Remote Desktop Protocol: Basic Connectivity and Graphics Remoting

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014



(DaylightName cont'd for 8 rows)

DaylightDate

DaylightBias

Bias (4 bytes): A 32 -bit, unsigned integer that contains the current bias for local time
translation on the client. The bias is the difference, in minutes, between Coordinated Universal
Time (UTC) and local time. All translations between UTC and local tim e are based on the
following formula:

UTC = local time + bias

StandardName (64 bytes): An array of 32 Unicode characters. The descriptive name for
standard time on the client.

StandardDate (16 bytes): ATS_SYSTEMTIME (section 2.2.1.11.1.1.1.1.1 ) structure that
contains the date and local time when the transition from daylight saving time to standard
time occurs on the client. If this field contains a valid date and time, then t he DaylightDate
field MUST also contain a valid date and time. If the wYear , wMonth , wDayOfWeek , wDay ,
wHour , wMinute , wSecond , and wMilliseconds fields are all set to zero, then the client
does not support daylight saving time.

StandardBias (4 bytes): A 32-bit, unsigned integer that contains the bias value to be used
during local time translations that occur during standard time. This value is added to the value
of the Bias field to form the bias used during standard time. This field MUST be ignored if a
valid date and time is not specified in the StandardDate field or the wYear , wMonth ,
wDayOfWeek , wDay , wHour , wMinute , wSecond ,and wMilliseconds fields of the
StandardDate field are all set to zero.

DaylightName (64 bytes): An array of 32 Unicode charac  ters. The descriptive name for
daylight saving time on the client.

DaylightDate (16 bytes): ATS_SYSTEMTIME (section 2.2.1.11.1.1.1.1.1 ) structure that
contains a date and local time when the transition from standard time to daylight saving time
occurs on the client. If this field contains a valid date and time, then the StandardDate field
MUST also contain a valid date and time. If the w Year , wMonth , wDayOfWeek , wDay ,
wHour , wMinute , wSecond , and wMilliseconds fields are all set to zero, then the client
does not support daylight saving time.
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DaylightBias (4 bytes):

value of the

A 32 -bit, unsigned integer that contains the bias value to be used

during local time translations that occur during daylight saving time. This value is added to the
Bias field to form the bias used during daylight saving time. This field MUST be
ignored if a valid date and time is not specified in the

DaylightDate

field orthe wYear

wMonth , wDayOfWeek , wDay , wHour , wMinute , wSecond , and wMilliseconds fields of
the DaylightDate field are all set to zero.
2.2.1.11.1.1.1.1.1 System Time (TS_SYSTEMTIME)
The TS_SYSTEMTIME structure contains a date and local time when the transition occurs between
daylight saving time to standard time occurs or standard time to daylight saving time.
2 3
0(1(2(3[(4[(5|6|7|8]9 4(5(6(7|8[9|0|1|2|3|4|5|6|7 0|1
wYear wMonth
wDayOfWeek wDay
wHour wMinute
wSecond wMilliseconds
wYear (2 bytes): A 16 - bit, unsigned integer. This field MUST be set to zero.
wMonth (2 bytes): A 16 -bit, unsigned integer. The month when transition occurs.
Value Meaning
1 January
2 February
3 March
4 April
5 May
6 June
7 July
8 August
9 September
10 October
11 November
12 December
84 / 456

[MS -RDPBCGR] 6 v20140502
Remote Desktop Protocol: Basic Connectivity and Graphics Remoting

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014



wDayOfWeek (2 bytes):

A 16 -bit, unsigned integer. The day of the week when transition

occurs.
Value Meaning
0 Sunday
1 Monday
2 Tuesday
3 Wednesday
4 Thursday
5 Friday
6 Saturday

wDay (2 bytes): A 16 - bit, unsigned integer. The occurrence of
month when the transition takes place.

wDayOfWeek  within the

Value Meaning

1 First occurrence of wDayOfWeek

2 Second occurrence of  wDayOfWeek
3 Third occurrence of wDayOfWeek

4 Fourth occurrence of ~ wDayOfWeek
5 Last occurrence of wDayOfWeek

wHour (2 bytes):
wMinute (2 bytes):
wSecond (2 bytes):

wMilliseconds (2 bytes):
to 999).

2.2.1.12 Server License Error PDU - Valid Client

A 16 -bit, unsigned integer. The hour when transition occurs (0 to 23).
A 16 -bit, unsigned integer. The minute when transition occurs (0 to 59).
A 16 -bit, unsigned integer. The second when transition occurs (0 to 59).

A 16 -bit, unsigned integer. The millisecond when transition occurs (0

The License Error (Valid Client) PDU is an RDP Connection Sequence PDU sent from server to client

during the Licensing phase of the RDP Connection Sequence (see section

1.3.1.1 for an overview of

the RDP Connection Sequence phases). This licensing PDU indicates that the server will not issue the

client a license to store and that the Licensing Phase has ended successfully
licensing PDU that may be sent during the Licensing Phase (see
of all permissible licensing PDUS).

. This is one possible

MS -RDPELE] section 2.2.2 for a list
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tpktHeader

x224Data mcsSDin (variable)

securityHeader (variable)

validClientLicenseData (variable)

tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in X224] section 13.7.
mcsSDin (variable): Variable -length PER -encoded MCS Domain PDU (DomainMCSPDU) which

encapsulates an MCS Send Data Indication structure (SDin, choice 26 from DomainMCSPDU),

as specified in  [T125] section 11.33 (the ASN.1 struct ure definitions are given in T125
section 7, parts 7 and 10). The userData field of the MCS Send Data Indication contains a
Security Header and a  Valid Client License Data (section 2.2.1.12.1 ) structure.

securityHeader (variable): Security header. The format of the security header depends on the
Encryption Level and Encryption Method selected by the server (sections 532 and 2.2.1.4.3 ).
This field MUST contain one of the following hea ders:

A Basic Security Header (section 2.2.8.1.1.2.1 ) if the Encryption Level selected by the server
is ENCRYPTION_LEVEL_NONE (0) or ENCRYPTION_LEVEL_LOW (1) and the embedded
flags field does not containt he SEC_ENCRYPT (0x0008) flag.

A Non-FIPS Security Header (section 2.2.8.1.1.2.2 ) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_40BIT (0x00000001), ENCRYPTION_METHOD_56BIT
(0x00000008 ), or ENCRYPTION_METHOD_128BIT (0x00000002) and the embedded flags
field contains the SEC_ENCRYPT (0x0008) flag.

A FIPS Security Header (section 2.2.8.1.1.2.3 ) if the Encryption Method selected by the
serv er is ENCRYPTION_METHOD_FIPS (0x00000010) and the embedded flags field
contains the SEC_ENCRYPT (0x0008) flag.

If the Encryption Level is set to ENCRYPTION_LEVEL_CLIENT_COMPATIBLE (2),
ENCRYPTION_LEVEL_HIGH (3), or ENCRYPTION_LEVEL_FIPS (4) and the flags field of the
security header does not contain the SEC_ENCRYPT (0x0008) flag (the licensing PDU is not
encrypted), then the field MUST contain a Basic Security Header. This MUST be the case if
SEC_LICENSE_ENCRYPT_SC (0x0200) flag was not set on the Security Exchange PDU (section

2.2.1.10 ).

The flags field of the security header MUST contain the SEC_LICENSE_PKT (0x0080) flag
(section 2.2.8.1.1.2.1 ).
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validClientLicenseData (variable): The actual contents of the License Error (Valid Client)
PDU, as s pecified in section 2.2.1.12.1 .

2.2.1.12.1 Valid Client License Data (LICENSE_VALID_CLIENT_DATA)

The LICENSE_VALID_CLIENT_DATA structure contains information which indicates that the server
will not issue the client a license to store and that the Licensing Phase has ended successfully.

preamble

validClientMessage (variable)

preamble (4 bytes): Licensing Preamble (section 2.2.1.12.1.1 ) structure containing header
information. The  bMsgType field of the preamble structure MUST be set to ERROR_ALERT
(OXFF).

validClientMessage (variable): A Licensing Error Message (section 2.2.1.12.1.3 ) structure.
The dwStateTransition field MUST be set to ST_NO_TRANSITION (0x00000002). The
bbErrorinfo field MUST contain an empty binary large object (BLOB) of type
BB_ERROR_BLOB (0x0004).

2.2.1.12.1.1 Licensing Preamble (LICENSE_PREAMBLE)

The LICENSE_PREAMBLE structure precedes every licensing packet sent on the wire.

0|1(2|3|4|(5|6(7(8|9|0|1|2(3|4|5(6|7|8(9|0(1|2|3(4|5|6(|7|8[9|0]1

bMsgType flags wMsgSize
bMsgType (1 byte): An 8 -bit, unsigned integer. A type of the licensing packet. For more details
about the different licensing packets, see MS -RDPELE] section 2.2.2.

Sent by server:

Value Meaning

LICENSE_REQUEST Indicates a License Request PDU ( MS -RDPELE] section 2.2.2.1).
0x01

PLATFORM_CHALLENGE Indicates a Platform Challenge PDU ( MS -RDPELE] section 2.2.2.4).
0x02

NEW_LICENSE Indicates a New License PDU ( MS -RDPELE] section 2.2.2.7).

0x03

UPGRADE_LICENSE Indicates an Upgrade License PDU ( MS -RDPELE] section 2.2.2.6).
0x04
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Sent by client:

Value Meaning

LICENSE_INFO Indicates a License Information PDU ( MS -RDPELE] section
0x12 2.2.2.3).

NEW_LICENSE_REQUEST Indicates a New License Request PDU ( MS -RDPELE] section
0x13 2.2.22).

PLATFORM_CHALLENGE_RESPONSE | Indicates a Platform Challenge Response PDU ( MS -RDPELE
0x15 section 2.2.2.5).

Sent by either client or server:

Value Meaning
ERROR_ALERT Indicates a Licensing Err_or Message PDU (section  2.2.1.12.1.3 ).
OxFF

flags (1 byte): An 8 - bit unsigned integer. License preamble flags.
Value Meaning
LicenseProtocolVersionMask The license protocol version. See the discussion which
OxOF follows this table for more information.

EXTENDED_ERROR_MSG_SUPPORTED Indicates that extended error information using the

0x80 License Error Message (section 2.2.1.12.1.3 )is supported.

The LicenseProtocolVersionMask isa4  -bit value containing the supported license protocol
version. The following are possible version values.

Value Meaning
PREAMBLE_VERSION_2_0 RDP 4.0
0x2
PREAMBLE_VERSION_3_0 RDP 5.0, 5.1,5.2,6.0,6.1,7.0, 7.1, and 8.0
0x3
wMsgSize (2 bytes): An 16 -bit, unsigned integer. The size in bytes of the licensing packet

(including the size of the preamble).

2.2.1.12.1.2 Licensing Binary Blob (LICENSE_BINARY_BLOB)

The LICENSE_BINARY_BLOB structure is used to encapsulate arbitrary length binary licensing data.
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blobData (variable)

wBlobType (2 bytes): A 16 - bit, unsigned integer. The data type of the binary information. If
wBlobLen is set to 0, then the contents of this field SHOULD be ignored.
Value Meaning
BB_DATA_BLOB Used by License Information PDU and Platform Challenge
0x0001 Response PDU ( [MS -RDPELE] sections 2.2.2.3 and 2.2.2.5 ).
BB_RANDOM_BLOB Used by License Information PDU and New License Request
0x0002 PDU ([MS -RDPELE] sections 2.2.2.3 and 2.2.2.2 ).
BB_CERTIFICATE_BLOB Used by License Request PDU (  [MS -RDPELE] section
0x0003 2.2.2.1).
BB_ERROR_BLOB Used by License Error PDU (section  2.2.1.12 ).
0x0004
BB_ENCRYPTED_DATA_BLOB Used by Platform Challenge Response PDU and Upgrade
0x0009 License PDU ([MS -RDPELE] sections 2.2.2.5 and 2.2.2.6 ).
BB_KEY_EXCHG_ALG_BLOB Used by License Request PDU ( [MS -RDPELE] section
0x000D 2.2.2.1).
BB_SCOPE_BLOB Used by License Request PDU (  [MS -RDPELE] section
0X000E 2.2.2.1).
BB_CLIENT_USER_NAME_BLOB Used by New License Request PDU ( [MS -RDPELE] section
0x000F 2.2.2.2).
BB_CLIENT_MACHINE_NAME_BLOB Used by New License Request PDU ( MS -RDPELE] section
0x0010 2.2.2.2).
wBlobLen (2 bytes): A 16 -bit, unsigned integer. The size in bytes of the binary information in
the blobData field. If wBlobLen is setto 0, then the blobData field is not included in the
Licensing Binary BLOB structure and the contents of the wBlobType  field SHOULD be
ignored .
blobData (variable): Variable -length binary data. The size of this data in bytes is given by the

wBlobLen field. If wBlobLen is setto 0, then this field is not included in the Licensing Binary
BLOB structure.

2.2.1.12.1.3 Licensing Error Message (LICENSE_ERROR_MESSAGE)

The LICENSE_ERROR_MESSAGE structure is used to indicate that an error occurred during the
licensing protocol. Alternatively, it is also used to notify the peer of important status information.

dwErrorCode
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dwStateTransition

bbErrorinfo (variable)

dwErrorCode (4 bytes): A 32 -bit, unsigned integer. The error or status code.

Sent by client:

Name Value
ERR_INVALID_SERVER_CERTIFICATE 0x00000001
ERR_NO_LICENSE 0x00000002

Sent by server:

Name Value

ERR_INVALID_SCOPE 0x00000004
ERR_NO_LICENSE_SERVER 0x00000006
STATUS_VALID_CLIENT 0x00000007
ERR_INVALID_CLIENT 0x00000008
ERR_INVALID_PRODUCTID 0x0000000B
ERR_INVALID_MESSAGE_LEN 0x0000000C

Sent by client and server:

Name Value
ERR_INVALID_MAC 0x00000003
dwStateTransition (4 bytes): A 32 -bit, unsigned integer. The licensing state to transition into
upon receipt of this message. For more details about how this field is used, see MS -RDPELE
section 3.1.5.2.
Name Value
ST_TOTAL_ABORT 0x00000001
ST_NO_TRANSITION 0x00000002
ST_RESET_PHASE_TO_START 0x00000003
ST_RESEND_LAST_MESSAGE 0x00000004
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bbErrorinfo (variable): A LICENSE_BINARY_BLOB (section 2.2.1.12.1.2 ) structure which
MUST contain a BLOB of type BB_ERROR_BLOB (0x0004) that includes info rmation relevant to
the error code specified in dwErrorCode

2.2.1.13 Mandatory Capability Exchange

2.2.1.13.1 Server Demand Active PDU

The Demand Active PDU is an RDP Connection Sequence PDU sent from server to client during the
Capabilities Exchange phase of the RDP Connection Sequence (see section 1.3.1.1 for an overview
of the RDP Connection Sequence phases). It is sent upon successful completion of the Licensing

phase of the RDP Connection Sequence.

tpktHeader

x224Data mcsSDin (variable)

securityHeader (variable)

demandActivePduData (variable)

tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in X224] section 13.7.
mcsSDin (variable): Variable -length PER -encoded MCS Domain PDU (DomainMCSPDU) which

encapsulates an MCS Send Data Indication structure (SDin, choice 26 from DomainMCSPDU),

as specified in  [T125] section 11.33 (the ASN.1 struct ure definitions are given in T125
section 7, parts 7 and 10). The userData field of the MCS Send Data Indication contains a
Security Header and a Demand Active PDU Data (section 2.2.1.13.1) str ucture.

securityHeader (variable): Optional security header. The presence and format of the security
header depends on the Encryption Level and Encryption Method selected by the server
(sections 5.3.2 and 2.2.1.4.3 ). If the Encryption Level selected by the server is greater than
ENCRYPTION_LEVEL_NONE (0) and the Encryption Method selected by the server is greater
than ENCRYPTION_METHOD_NONE (0), thent his field MUST contain one of the following
headers:

A Basic Security Header (section 2.2.8.1.1.2.1 ) if the Encryption Level selected by the server
is ENCRYPTION_LEVEL_LOW (1).
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A Non-FIPS Security Header (section 2.2.8.1.1.2.2 ) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_40BIT (0x00000001), ENCRYPTION_METHOD_56BIT
(0x00000008), or ENCRYPTION_METHOD_128BIT (0x00000002).

A FIPS Security Header (section 2.2.8.1.1.2.3 ) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_FIPS (0x00000010).

If the Encryption Lev el selected by the server is ENCRYPTION_LEVEL_NONE (0) and the
Encryption Method selected by the server is ENCRYPTION_METHOD_NONE (0), then this
header MUST NOT be included in the PDU.

demandActivePduData (variable): The contents of the Demand Active PDU, as specified in
section 2.2.1.13.1.1 .

2.2.1.13.1.1 Demand Active PDU Data (TS_DEMAND_ACTIVE_PDU)

The TS_DEMAND_ACTIVE_PDU structure is a standard T.128 Demand Active PDU (see T128
section 8.4.1).

shareControlHeader

shareld

lengthSourceDescriptor

lengthCombinedCapabilities sourceDescriptor (variable)

numberCapabilities pad2Octets

capabilitySets (variable)

sessionld

shareControlHeader (6 bytes): Share Control Header (section 2.2.8.1.1.1.1 ) containing
information about the packet. The type subfield ofthe pduType field of the Share Control
Header MUST be set to PDUTYPE_DEMANDACTIVEPDU (1).

shareld (4 bytes): A 32 -bit, unsigned integer. The share identifier for the packet (see T128
section 8.4.2 for more information regarding share IDs).

lengthSourceDescriptor (2 bytes): A 16 - bit, unsigned integer. The size in bytes of the
sourceDescriptor field.

lengthCombinedCapabilities (2 bytes): A 16 -bit, unsigned integer. The combined size in
bytes of the numberCapabilities , pad20ctets , and capabilitySets fields.
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sourceDescriptor (variable): A variable -length array of bytes containing a source descriptor

(see [T128] section 8.4.1 for more information regarding source descriptors).
numberCapabilities (2 bytes): A 16 -bit, unsigned integer. The number of capability sets
included in the Demand Active PDU.
pad20ctets (2 bytes): A 16 -bit, unsigned integer. Padding. Values in this field MUST be
ignored.
capabilitySets (variable): An array of Capability Set (section  2.2.1.13.1.1.1 ) structures. The
number of capability sets is specified by the numberCapabilities field.
sessionld (4 bytes): A 32 -bit, unsigned integer. The session identifier. This field is ignored by
the client.

2.2.1.13.1.1.1 Capability Set (TS_CAPS_SET)

The TS_CAPS_SET structure is used to describe the type and size of a capability set exchanged
between clients and servers. All capability sets conform to this basic structure (see section 2.2.7).

0(1|{2|3|4|5(6|7|8|9(0(1|2|3|4|5(6|7|8|9(0(1|2|3|4|5|6|7|8|9|0]1

capabilitySetType lengthCapability

capabilityData (variable)

capabilitySetType (2 bytes): A 16 -bit, unsigned integer. The type identifier of the capability
set.

Value Meaning
CAPSTYPE_GENERAL General Capability Set (section 22711 )
0x0001
CAPSTYPE_BITMAP Bitmap Capability Set (section 22.7.12 )
0x0002
CAPSTYPE_ORDER Order Capability Set (section 22713 )
0x0003
CAPSTYPE_BITMAPCACHE Revision 1 Bitmap Cache Capability Set (section
0x0004 227141 )
CAPSTYPE_CONTROL Control Capability Set (section 2.2.7.22 )
0x0005
CAPSTYPE_ACTIVATION Window Activation Capability Set (section 22723 )
0x0007
CAPSTYPE_POINTER Pointer Capability Set (section 2.2.7.15 )
0x0008
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Value

Meaning

CAPSTYPE_SHARE
0x0009

Share Capability Set (section 22.7.24 )

CAPSTYPE_COLORCACHE

Color Table Cache Capability S

et(see [MS-RDPEGDI]

0x000F

0x000A section 2.2.1.1)

CAPSTYPE_SOUND Sound Capability Set (section 22.7.1.11 )
0x000C

CAPSTYPE_INPUT Input Capability Set (section 2.2.7.1.6 )
0x000D

CAPSTYPE_FONT Font Capability Set (section 22725 )
0x000E

CAPSTYPE_BRUSH Brush Capability Set (section 2.2.7.1.7 )

CAPSTYPE_GLYPHCACHE
0x0010

Glyph Cache Capability Set (section 22718 )

CAPSTYPE_OFFSCREENCACHE
0x0011

Offscreen Bitmap Cache Capability Set (section

22.7.19 )

CAPSTYPE_BITMAPCACHE_HOSTSUPPORT
0x0012

Bitmap Cache Host Support Capability Set (section

22721 )

CAPSTYPE_BITMAPCACHE_REV2
0x0013

Revision 2 Bitmap Cache Capability Set (section

22.7.14.2 )

CAPSTYPE_VIRTUALCHANNEL
0x0014

Virtual Channel Capability Set (section 2.2.7.1.10 )

CAPSTYPE_DRAWNINEGRIDCACHE

DrawNineGrid Cache Capability Set

([IMS -RDPEGDI

0x0017

0x0015 section 2.2.1.2)

CAPSTYPE_DRAWGDIPLUS Draw GDI+ Cache Capability Set ( MS -RDPEGDI
0x0016 section 2.2.1.3)

CAPSTYPE_RAIL Remote Programs Capability Set ( MS -RDPERP

section 2.2.1.1.1)

CAPSTYPE_WINDOW
0x0018

Window List Capability Set (
2.2.1.1.2)

MS -RDPERP] section

CAPSETTYPE_COMPDESK
0x0019

Desktop Composition Extension Capability Set (section

22.7.2.8 )

CAPSETTYPE_MULTIFRAGMENTUPDATE

Multifragment Update Capability Set (section
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CAPSETTYPE_LARGE_POINTER Large Pointer Capability Set (section 22.7.2.7 )
0x001B
CAPSETTYPE_SURFACE_COMMANDS Surface Comma__nds Capability Set (section 2.2.7.29 )
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Value Meaning
CAPSETTYPE_BITMAP_CODECS Bitmap Codecs Capability  Set (section 2.2.7.2.10 )
0x001D
CAPSSETTYPE_FRAME_ACKNOWLEDGE Frame Acknowledge Capability Set ( MS -RDPRFEX
0x001E section 2.2.1.3)

lengthCapability (2 bytes): A 16 -bit, unsigned integer. The length in bytes of the capability

data, including the size of the capabilitySetType and lengthCapability fields.

capabilityData (variable): Capability set data which conforms to the structure of the type
given by the capabilitySetType field.

2.2.1.13.2 Client Confirm Active PDU

The Confirm Active PDU is an RDP Connection Sequence PDU sent from client to server during the
Capabilities Exchange phase of the RDP Connection Sequence (see section 1.3.1.1 for an overview
of the RDP Connection Sequence phases). It is sent as a response to the Demand Active PDU
(section 2.2.1.13.1 ). Once the Confirm Active PDU has been sent, the client can start sending input

PDUs (see section 2.2.8 ) to the ser ver.

tpktHeader

x224Data mcsSDrq (variable)

securityHeader (variable)

confirmActivePduData (variable)

tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.

x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in X224] section 13.7.

mcsSDrq (variable): Variable -length PER -encoded MCS Domain PDU (DomainMCSPDU) which
encapsulates an MCS Send Data Request structure (SDrq, choice 25 from DomainMCSPDU),
as specified in  [T125] section 11.32 (the ASN.1 structure definitions are given in T125
section 7, parts 7 and 10). The userData field of the MCS Send Data Request contains a

Security Header and a Confirm Active PDU D ata (section 2.2.1.13.2) structure.

securityHeader (variable): Optional security header. The presence and format of the security
header depends on the Encryption Level and Encryption Method selected by the server
(sections 5.3.2 and 2.2.1.4.3 ). If the Encryption Level selected by the server is greater than
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ENCRYPTION_LEVEL_NONE (0) and the Encryption Method selected by the server is greater
than ENCRYP TION_METHOD_NONE (0) then this field MUST contain one of the following
headers:

A Non-FIPS Security Header (section 2.2.8.1.1.2.2 ) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_40BIT (0x00000001), ENCRYPTION_METHOD_56BIT
(0x00000008), or ENCRYPTION_METHOD_128BIT (0x00000002).

A FIPS Security Header (section 2.2.8.1.1.2.3 ) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_FIPS (0x00000010).

If the Encryption L evel selected by the server is ENCRYPTION_LEVEL_NONE (0) and the
Encryption Method selected by the server is ENCRYPTION_METHOD_NONE (0), then this
header MUST NOT be included in the PDU.

confirmActivePduData (variable): The contents of the  Confirm Active PDU , as specified in
section 2.2.1.13.2.1 .

2.2.1.13.2.1 Confirm Active PDU Data (TS_CONFIRM_ACTIVE_PDU)

The TS_CONFIRM_ACTIVE_PDU structure is a standard T.128 Confirm Active PDU (see T128
section 8.4.1).
1 2 3
0(1(2(3|4|5(6|7(8|9(0|12|2|3|4|5|6|7|8[9|0|1(2|3(4|5[6|7[8|9]|0|1
shareControlHeader
shareld
originatorld
lengthSourceDescriptor lengthCombinedCapabilities
sourceDescriptor (variable)
numberCapabilities pad20ctets
capabilitySets (variable)
shareControlHeader (6 bytes): Share Control Header (section 2.2.8.1.1.1.1 ) containing
information about the packet. The type subfield ofthe pduType field of the Share Control
Header MUST be set to PDUTYPE_CONFIRMACTIVEPDU (3).
shareld (4 bytes): A 32 -bit, unsigned integer. The share identifier for the packet (see T128

section 8.4.2 for more information regarding share IDs).
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originatorld (2 bytes): A 16 -bit, unsigned integer. The identifier of the packet originator. This
field MUST be set to the server cha nnel ID (0x03EA).

lengthSourceDescriptor (2 bytes): A 16 -bit, unsigned integer. The size in bytes of the
sourceDescriptor field.

lengthCombinedCapabilities (2 bytes): A 16 -bit, unsigned integer. The combined size in
bytes of the numberCapabilities , pad20 ctets and capabilitySets fields.

sourceDescriptor (variable): A variable -length array of bytes containing a source descriptor

(see [T128] section 8.4.1 for more information regarding source descriptors).

numberCapabilities (2 bytes): A 16 -bit, unsigned i nteger. Number of capability sets included
in the Confirm Active PDU.

pad20ctets (2 bytes): A 16 - bit, unsigned integer. Padding. Values in this field MUST be
ignored.

capabilitySets (variable): An array of Capability Set (section 2.2.1.13.1.1.1 ) structures. The
number of capability sets is specified by t he numberCapabilities field.

2.2.1.14 Client Synchronize PDU

The Client Synchronize PDU is an RDP Connection Sequence PDU sent from client to server during

the Connection Finalization phase of the RDP Connection Sequence (see section 1.3.1.1 foran
overview of the RDP Connection Sequence phases). It is sent after transmitting the Confirm Active

PDU (section 2.2.1.13.2).

tpktHeader

x224Data mcsSDrq (variable)

securityHeader (variable)

synchronizePduData
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tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.

x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in X224] section 13.7.
mcsSDrq (variable): Variable -length PER -encoded MCS Domain PDU (DomainMCSPDU) which

encapsulates an MCS Send Data Request structure (SDrq, choice 25 from DomainMCSPDU),

as specified in  [T125] section 11.32 (the ASN.1 structure definitions are given in T125
section 7, parts 7 and 10). The userData field of the MCS Send Data Request contains a
Security Header and a Synchronize PDU Data (section 2.2.1.14.1) structure.

securityHeader (variable): Optional security header. The presence and format of the security
header depends on the Encryption Level and Encryption Method selected by the server
(sections 5.3.2 and 2.2.1.4.3 ). If the Encryption Level selected by the server is greater than
ENCRYPTION_LEVEL_NONE (0) and the Encryption Method selected by the server is greater
than ENCRYPTION_METHOD_NONE (0), then this fiel d MUST contain one of the following
headers:

A Non-FIPS Security Header (section 2.2.8.1.1.2.2 ) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_40BIT (0x00000001), ENCRYPTION_METHOD_56 BIT
(0x00000008), or ENCRYPTION_METHOD_128BIT (0x00000002).

A FIPS Security Header (section 2.2.8.1.1.2.3 ) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_FIPS (0x00000010).

If the Encryption Level selected by the server is ENCRYPTION_LEVEL_NONE (0) and the
Encryption Method selected by the server is ENCRYPTION_METHOD_NONE (0), then this
header MUST NOT be included in the PDU.

synchronizePduData (22 bytes): The contents of th e Synchronize PDU, as specified in section
221141 .

2.2.1.14.1 Synchronize PDU Data (TS_SYNCHRONIZE_PDU)

The TS_SYNCHRONIZE_PDU structure is a standard T.128 Synchronize PDU ( T128] section 8.6.1).

shareDataHeader

messageType

targetUser
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shareDataHeader (18 bytes): Share Data Header (section 2.2.8.1.1.1.2 ) containing
information about the packet. The type subfield ofthe pduType field of the Share Data
Header MUST be set to PDUTYPE_DATAPDU (7). The pduType2 field of the Share Data
Header MUST be set to PDUTYPE2_SYNCHRONIZE (31).

messageType (2 bytes): A 16 -bit, unsigned integer. The message type. This field MUST be set
to SYNCMSGTYPE_SYNC (1).
targetUser (2 bytes): A 16 -bit, unsigned intege  r. The MCS channel ID of the target user.
2.2.1.15 Client Control PDU - Cooperate

The Client Control (Cooperate) PDU is an RDP Connection Sequence PDU sent from client to server

during the Connection Finalization phase of the RDP Connection Sequence (see section 1.3.1.1 for
an overview of the RDP Connection Sequence phases). It is sent after transmitting the Client

Synchronize PDU (section 2.2.1.14).

tpktHeader

x224Data mcsSDrq (variable)

securityHeader (variable)

controlPduData

tpktHeader (4 bytes): A TPKT Header, as specified in T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in X224] section 13.7.
mcsSDrq (variable): Variable -length PER -encoded MCS Domain PDU (DomainMCSPDU) which

encapsulates an MCS Send Data Request structure (SDrq, choice 25 from DomainMCSPDU),
as specified in  [T125] section 11.32 (the ASN.1 structure definitions are given in T125
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section 7, parts 7 and 10). The userData field of the MCS Send Data Request contains a
Security Header and a Control PDU Data (section 2.2.1.15.1) structure.

securityHeader (variable): Optional security header. The presence and format of the security
header depends on the Encryption Level and Encryption Method selected by the server
(sections 5.3.2 and 2.2.1.4.3 ). If the Encryption Level selected by the server is greater than
ENCRYPTION_LEVEL_NONE (0) and the Encryption Method selected by the server is greater
than ENCRYPTION_METHOD_NONE (0), then this fiel d MUST contain one of the following
headers:

A Non-FIPS Security Header (section 2.2.8.1.1.2.2 ) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_40BIT (0x00000001), ENCRYPTION_METHOD_56 BIT
(0x00000008), or ENCRYPTION_METHOD_128BIT (0x00000002).

A FIPS Security Header (section 2.2.8.1.1.2.3 ) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_FIPS (0x00000010).

If the Enc ryption Level selected by the server is ENCRYPTION_LEVEL_NONE (0) and the
Encryption Method selected by the server is ENCRYPTION_METHOD_NONE (0), then this
header MUST NOT be included in the PDU.

controlPduData (26 bytes): The actual contents of the Contr ol PDU, as specified in section

2.2.1.15.1 .The grantld and controlld fields of the Control PDU Data MUST both be set to
zero, while the  action field MUST be set to CTRLACTION_COOPERATE (0x0004).

2.2.1.15.1 Control PDU Data (TS_CONTROL_PDU)

The TS_CONTROL_PDU structure is a standard T.128 Synchronize PDU (see T128] section 8.12).

shareDataHeader

action

grantld controlld

shareDataHeader (18 bytes): Share Data Header (section 2.2.8.1.1.1.2 ) containing
information about the packet. The type subfield ofthe pduType field ofthe Share Control
Header (section 2.2.8.1.1.1.1 ) MUST be set to PDUTYPE_DATAPDU (7). The pduType2 field
of the Share Data Header MUST be set to PDUTYPE 2_CONTROL (20).

action (2 bytes): A 16 -bit, unsigned integer. The action code.
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