[MS-PSRDP]:
PowerShell Remote Debugging Protocol

Intellectual Property Rights Notice for Open Specifications Documentation

= Technical Documentation. Microsoft publishes Open Specifications documentation for
protocols, file formats, languages, standards as well as overviews of the interaction among each
of these technologies.

= Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you may make copies of it in order to develop implementations of the
technologies described in the Open Specifications and may distribute portions of it in your
implementations using these technologies or your documentation as necessary to properly
document the implementation. You may also distribute in your implementation, with or without
modification, any schema, IDL’s, or code samples that are included in the documentation. This
permission also applies to any documents that are referenced in the Open Specifications.

= No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.

= Patents. Microsoft has patents that may cover your implementations of the technologies
described in the Open Specifications. Neither this notice nor Microsoft's delivery of the
documentation grants any licenses under those or any other Microsoft patents. However, a given
Open Specification may be covered by Microsoft Open Specification Promise or the Community
Promise. If you would prefer a written license, or if the technologies described in the Open
Specifications are not covered by the Open Specifications Promise or Community Promise, as
applicable, patent licenses are available by contacting iplg@microsoft.com.

= Trademarks. The names of companies and products contained in this documentation may be
covered by trademarks or similar intellectual property rights. This notice does not grant any
licenses under those rights. For a list of Microsoft trademarks, visit
www.microsoft.com/trademarks.

= Fictitious Names. The example companies, organizations, products, domain names, email
addresses, logos, people, places, and events depicted in this documentation are fictitious. No
association with any real company, organization, product, domain name, email address, logo,
person, place, or event is intended or should be inferred.

Reservation of Rights. All other rights are reserved, and this notice does not grant any rights
other than specifically described above, whether by implication, estoppel, or otherwise.

Tools. The Open Specifications do not require the use of Microsoft programming tools or
programming environments in order for you to develop an implementation. If you have access to
Microsoft programming tools and environments you are free to take advantage of them. Certain
Open Specifications are intended for use in conjunction with publicly available standard
specifications and network programming art, and assumes that the reader either is familiar with the
aforementioned material or has immediate access to it.

1/17

[MS-PSRDP] — v20140502
PowerShell Remote Debugging Protocol

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014


http://go.microsoft.com/fwlink/?LinkId=214445
http://go.microsoft.com/fwlink/?LinkId=214448
http://go.microsoft.com/fwlink/?LinkId=214448
mailto:iplg@microsoft.com
http://www.microsoft.com/trademarks

Revision Summary

Date

Revision History

Revision Class

Comments

05/15/2014

1.0

New

Released new document.

[MS-PSRDP] — v20140502
PowerShell Remote Debugging Protocol

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014

2/17



Contents
B N 1 3 o e Yo LT ot o'oY o R 5
3 A €] [0 111 | oV PP 5
B U= =1 <] Lo PP PP 5
1.2.1 NOIrmative Ref@rENCeS .. civiiiitii i e e e aees 5
1.2.2  INformative RefEIrENCES . vttt e e e 5
G O O 1 7= T 5
1.4 Relationship to Other ProtOCOIS . ..cii it i aaeans 6
1.5 Prerequisites/Preconditions ... ..o.ieiiiiiiii 6
1.6 Applicability StatemeEnt....c.oiiii i e 6
1.7 Versioning and Capability Negotiation........c.oviiiiiiii e 6
1.8 Vendor-Extensible Fields ... ..o e 6
1.9 Standards ASSIGNMIENTES ...t e 6
7 =TT T 1T 7
0 N I =1 11 oo P 7
2.1.1 Transport of CHENE MESSAgES . uiiuiiiiiiii ittt aaaaes 7
2.1.2 Transport of REMOTE_DEBUGGER_STATE MESSAQE.....cuiieeeeieierernanenerneneneaerennanns 7
2.1.3 Transport of REMOTE_DEBUGGER_BREAKPOINT_UPDATED_EVENT Message ........... 7
2.1.4 Transport of REMOTE_DEBUGGER_STOP_EVENT MESSAQGE ...cuvvverninininiieenenenanens 7
2.2 MESSAGE SYNEAX tiutititiitiitiit ittt r et e 7
B R I 0 g =1 o 1= [ ol 1T PP 7
2.2.2 SET_PSDEBUGMODE MESSAQE. .. uiutiuiutitintinieitetiaatateeiasntanserneaeasenerasnranannrnanens 7
2.2.3 SET_PSDEBUGGERACTION MESSAQE 1uutiriutititiritinitatsaeissneananeissnssssnesssnsansnernsnnns 7
2.2.4 GET_PSDEBUGGERSTOPARGS MESSAQE. .. .ciuiuiitiiiniiiiiitiaitaieeiaenesieesasneananeraanens 8
2.2.5 REMOTE_DEBUGGER _STATE MESSAGE ... ittutirititititiititiieinineananeineneanenerssnsansnernenens 8
2.2.6 REMOTE_DEBUGGER_BREAKPOINT_UPDATED_EVENT MESSAQE€ ....euvuvurnininenenenenanens 8
2.2.7 REMOTE_DEBUGGER_STOP_EVENT MESSAQE ..ttiutiriiitiiiiiiiitiieineneenanesssneansnernanens 8
3 Protocol Details . .cicciiiimiririeiasr s s s s s s na s nsaraa s aararaananra R A nnnnnnn 9
T B O [ 1=T o | o 1= = | = PP 9
3.1.1 ADSEract Data MOl ...oviiriii i 9
3.1.2  INItiAliZation cveie i e 9
3.1.3 Higher-Layer Triggered EVENES .. ..ciiuiiiiii e 9
3.1.4 Message Processing Events and Sequencing RUIES........cceviiiiiiiiiiiiiiiic e 9
3.1.4.1 SET_PSDEBUGMODE MESSAQE .. .ueiuiuiititinititeieiaieseaeisaesenerasaeanenerneeaneneas 9
3.1.4.2 SET_PSDEBUGGERACTION MESSAQGE ...uiuiuineereitinananeeeaeiererernrnansnsneaeneaeaennnnns 9
3.1.4.3 GET_PSDEBUGGERSTOPARGS MESSAGE ...vviutiritinieiientiniieiteneisnesneneisneanennes 9
I I O 1 o U= ol e or= | B =T ¥ P 10
3.2 SIVEN DOEAIIS tuititiit ittt 10
3.2.1 AbSEract Data MOl .....viiriiiii i e 10
3.2.2 INItialiZation cveiei e 10
3.2.3 Higher-Layer Triggered EVENES .....ciuiiiiiii i e r e e e e 10
3.2.4 Message Processing Events and Sequencing Rules.........c.coooiiiiiiiiiiiiiiiiieens 11
3.2.4.1 SET_PSDEBUGMODE MESSAGE .. .iuuiitiiiiiiiiiiiiieiiae ittt enaenneee e e eeenes 11
3.2.4.2 SET_PSDEBUGGERACTION MESSAQGE ...uvuiuerrririritaneeeneieieresssnansnsararneneaeannnns 11
3.2.4.3 GET_PSDEBUGGERSTOPARGS MESSAQE ....uiitiiiieiiteiiiitiieiieanneanenneresneeneanes 11
3.2.4.4 REMOTE_DEBUGGER_STATE MESSQGE .utututririririniniieneiererernasanesararaeneaeaennns 11
3.2.4.5 REMOTE_DEBUGGER_BREAKPOINT_UPDATED_EVENT Message.........c.ccceeuuvuns 11
3.2.4.6 REMOTE_DEBUGGER_STOP_EVENT MESSAQE .....cuiuiuiuiniieieieinininiiieneeaenanns 11
3.2.5 Other LOCal EVENTS .ouiiiiiiiii it a e et e e e eaeaeas 11
3/17

[MS-PSRDP] — v20140502

PowerS

hell Remote Debugging Protocol

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014



4 Protocol EXamples.....ccciieirimierimrsisie s s s s sas s s ansa s an s a s anranrraanrananana 12

L =T ol 13

5.1 Security Considerations for Implementers.....ccooiiiiiiiiii e 13

5.2 Index of SECUrity Parameters .. ..o e 13

6 Appendix A: Product Behavior......ciiciiiiiiiimasmsmsmse s s s ssassssssssssssassassansanssnssnsnns 14

7 Change TracCKiNg. o iocreoriririmiemresrasrasmsa s ssasrsssassssssssssmssssssssssssssssssssssssssanssnsanssnssnsnns 15

2 N 1 1 T =) 16
4/17

[MS-PSRDP] — v20140502
PowerShell Remote Debugging Protocol

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014



1 Introduction

This document specifies the PowerShell Remote Debugging Protocol (PSRDP).

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,
MUST, MUST NOT, and SHOULD NOT as defined in RFC 2119. Sections 1.5 and 1.9 are also

normative but cannot contain those terms. All other sections and examples in this specification are
informative.

1.1 Glossary

breakpoint: A temporary stopping place in executing code.
debugger: An application or function that is used to perform debugging actions.

debugging: The process of stopping and stepping through running code to analyze the behavior
of the code.

remote debugging: Debugging that operates over a remote session.
remote session: A session established from a client to a server via PSRP.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as

described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

References to Microsoft Open Specifications documentation do not include a publishing year because
links are to the latest version of the documents, which are updated frequently. References to other
documents include a publishing year when one is available.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information.

[MS-PSRP] Microsoft Corporation, "PowerShell Remoting Protocol".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

1.2.2 Informative References

None.
1.3 Overview

This protocol extends the existing PowerShell Remoting Protocol (PSRP) specified in [MS-PSRP] to
support debugging over a remote session.
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1.4 Relationship to Other Protocols

This protocol depends on PSRP specified in [MS-PSRP] for transport of messages between client and
server.

PSRDP

PSRP

WSMV

SOAP

HTTP HTTPS

IP

Figure 1: Relationship of the PowerShell Remote Debugging Protocol to other protocols

1.5 Prerequisites/Preconditions

Because this protocol is a higher layer than PSRP, a remote session established over PSRP is
required before this protocol can operate. The client must be aware of the Debugger_State,
Resume_Action, Debugger_Mode, Debugger_Breakpoint_Collection, and
Debugger_Stop_Context abstract data model elements, specified in section 3.2.1, on the server.

1.6 Applicability Statement

This protocol can be used only in conjunction with PSRP that has been initialized with a single
runspace in its runspace pool as specified in [MS-PSRP] section 2.2.2.2 INIT_RUNSPACEPOOL
Message.

1.7 Versioning and Capability Negotiation
This document covers versioning issues in the following areas:

Capability Negotiation: The client determines that the server supports remote debugging by
looking for Debugger_State data returned in the PSRP APPLICATION_PRIVATE_DATA
message specified in section 2.2.6, after session creation. If this data exists, the client
determines that the server capability includes remote debugging support.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments

None.
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2 Messages

2.1 Transport

Messages are transported using PSRP.

2.1.1 Transport of Client Messages

Client to server messages MUST be sent as PSRP pipeline commands as specified in [MS-PSRP
section 2.2.2.10 and section 2.2.3.11.

2.1.2 Transport of REMOTE_DEBUGGER_STATE Message

The server MUST send the REMOTE_DEBUGGER_STATE message to the client as a PSRP
APPLICATION_PRIVATE_DATA message as specified in [MS-PSRP] section 2.2.2.13.

2.1.3 Transport of REMOTE_DEBUGGER_BREAKPOINT_UPDATED_EVENT Message

The server MUST send the REMOTE_DEBUGGER_BREAKPOINT_UPDATED_EVENT message to the
client as a PSRP USER_EVENT message as specified in [MS-PSRP] section 2.2.2.12.

2.1.4 Transport of REMOTE_DEBUGGER_STOP_EVENT Message

The server MUST send the REMOTE_DEBUGGER_STOP_EVENT message to the client as a PSRP
USER_EVENT message as specified in [MS-PSRP] section 2.2.2.12.

2.2 Message Syntax

All message data is passed using PSRP mechanisms and therefore MUST use the PSRP message
syntax as specified in [MS-PSRP] section 2.2.

2.2.1 Namespaces

All message data is passed using PSRP mechanisms and therefore MUST use namespaces as
specified in [MS-PSRP] section 2.2.5.

2.2.2 SET_PSDEBUGMODE Message
This message is a PSRP pipeline command sent from the client to the server.

This message MUST be sent as a PSRP pipeline command as specified in [MS-PSRP] section 2.2.2.10
and section 2.2.3.12.

The PSRP pipeline command name MUST be __Set-PSDebugMode.

The PSRP pipeline command MUST take a single 32-bit argument (Debugger_Mode).

2.2.3 SET_PSDEBUGGERACTION Message
This message is a PSRP pipeline command message sent from the client to the server.

This message MUST be sent as a PSRP pipeline command (as specified in [MS-PSRP] section
2.2.2.10 and section 2.2.3.12).

The PSRP pipeline command name MUST be __Set-PSDebuggerAction.
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The PSRP pipeline command MUST take a single 32-bit argument (Resume_Action).

2.2.4 GET_PSDEBUGGERSTOPARGS Message
This message is a PSRP pipeline command sent from the client to the server.

This message MUST be sent as a PSRP pipeline command (as specified in [MS-PSRP] section
2.2.2.10 and section 2.2.3.12).

The PSRP pipeline command name MUST be __ Get-PSDebuggerStopArgs.
The PSRP pipeline command MUST NOT take arguments.

The PSRP pipeline command MUST return a data structure containing the server debugger stop
state (Debugger_Stop_Context).

2.2.5 REMOTE_DEBUGGER_STATE Message
This message is sent from the server to the client.

This message MUST be sent as the PSRP APPLICATION_PRIVATE_DATA message as specified in
MS-PSRP] section 2.2.2.13.

This message MUST contain a Debugger_State data structure.

The PSRP APPLICATION_PRIVATE_DATA message allows for a collection of multiple data structures
to be sent from the server to the client after a successful connection is established via PSRP. This
message is the same as the PSRP APPLICATION_PRIVATE_DATA message but includes the
Debugger_State data structure as defined by a higher layer.

2.2.6 REMOTE_DEBUGGER_BREAKPOINT_UPDATED_EVENT Message
This message is sent from the server to the client.

This message MUST be sent using the PSRP USER_EVENT event mechanism specified in [MS-PSRP
section 2.2.2.12.

The PSRP USER_EVENT event name MUST be PSInternalRemoteDebuggerBreakpointUpdatedEvent.

This event message MUST contain a server Debugger_Breakpoint_Collection data structure.

2.2.7 REMOTE_DEBUGGER_STOP_EVENT Message
This message is sent from the server to the client.

This message MUST be sent using the PSRP USER_EVENT event mechanism specified in [MS-PSRP
section 2.2.2.12.

The PSRP USER_EVENT name MUST be PSInternalRemoteDebuggerStopEvent.

This event message MUST contain a server Debugger_Stop_Context data structure.

8/17

[MS-PSRDP] — v20140502
PowerShell Remote Debugging Protocol

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014


%5bMS-PSRP%5d.pdf
%5bMS-PSRP%5d.pdf
%5bMS-PSRP%5d.pdf
%5bMS-PSRP%5d.pdf
%5bMS-PSRP%5d.pdf

3 Protocol Details

3.1 Client Details
The client can send three messages to the server.

1. SET_PSDEBUGMODE (section 2.2.2). This message is sent to the server to set the
Debugger_Mode state on the server.

2. SET_PSDEBUGGERACTION (section 2.2.3). This message is sent to the server in response to a
server REMOTE_DEBUGGER_STOP_EVENT message. It sets the Resume_Action state on the
server.

3. GET_PSDEBUGGERSTOPARGS (section 2.2.4). This message queries the server for the
Debugger_Stop_Context information.

3.1.1 Abstract Data Model
None.
3.1.2 Initialization
This protocol is initialized when a remote session is established over PSRP. After this, the client

higher layer MAY<1 > initialize the remote session for remote debugging by sending the
SET_PSDEBUGMODE message as specified in section 2.2.2 to the server.

3.1.3 Higher-Layer Triggered Events

= When the client sends a SET_PSDEBUGMODE message (section 2.2.2) to the server, the server
uses the message argument value Debugger_Mode to update its state.

= When the client sends a SET_PSDEBUGGERACTION message (section 2.2.3) to the server, the
server uses the message argument value Resume_Action to update its state.

= When the client sends a GET_PSDEBUGGERSTOPARGS message (section 2.2.4) to the server, the

server returns the current Debugger_Stop_Context data to the client via the PSRP pipeline
command infrastructure (as specified in [MS-PSRP] section 2.2.2.10 and section 2.2.3.12).

3.1.4 Message Processing Events and Sequencing Rules
3.1.4.1 SET_PSDEBUGMODE Message
This message is sent at the discretion of the client to set the server-side Debugger_Mode state.

3.1.4.2 SET_PSDEBUGGERACTION Message
This message is sent by the client in response to a server REMOTE_DEBUGGER_STOP_EVENT

message as specified in section 2.2.7. The client sends this message to set the server-side
Resume_Action state.

3.1.4.3 GET_PSDEBUGGERSTOPARGS Message

This message is sent at the discretion of the client to retrieve the Debugger_Stop_Context
information from the server.
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3.1.5 Other Local Events

None.

3.2 Server Details

The server supports remote debugging by handling client messages and sending server state and
event data to the client.

3.2.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

Debugger_Mode: This is a 32-bit field representing the server-side debugger mode. The
interpretation of this field is defined at a higher layer.

Resume_Action: This is a 32-bit field representing the action the server-side debugger takes
when resuming code execution. The interpretation of this field is defined at a higher layer.

Debugger_State: This is a data structure representing the current state of the server debugger.
The specific form of this data structure is defined at a higher layer.

Debugger_Breakpoint_Collection: This is a collection of data structures representing
breakpoints on the server. The specific form of this data structure is defined at a higher layer.

Debugger_Stop_Context: This is a data structure that represents the server debugger stop
state. The specific form of this data structure is defined at a higher layer.

3.2.2 Initialization

This protocol is initialized when a remote session is established over PSRP.

3.2.3 Higher-Layer Triggered Events

= When the remote session is first established, the server MUST send a
REMOTE_DEBUGGER_STATE message (section 2.2.5) to the client.

= When the server receives the SET_PSDEBUGMODE message (section 2.2.2) from the client, it
MUST set the server Debugger_Mode state.

= When server breakpoint state changes in the remote session, the server MUST send a
REMOTE_DEBUGGER_BREAKPOINT_UPDATED_EVENT message (section 2.2.6) to the client.

= When code execution is halted through debugger action in the remote session, the server MUST
send a REMOTE_DEBUGGER_STOP_EVENT message (section 2.2.7) to the client.

* When the server receives the SET_PSDEBUGGERACTION message (section 2.2.3) from the client,
it MUST set the server Resume_Action state.

= When the server receives the GET_PSDEBUGGERSTOPARGS message (section 2.2.4) from the
client, it MUST return the server Debugger_Stop_Context information.

10/ 17

[MS-PSRDP] — v20140502
PowerShell Remote Debugging Protocol

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014



3.2.4 Message Processing Events and Sequencing Rules

3.2.4.1 SET_PSDEBUGMODE Message

When the server receives this message, it MUST update its Debugger_Mode state as provided by
the message argument specified in section 2.2.2.

3.2.4.2 SET_PSDEBUGGERACTION Message

When the server receives this message, it MUST update its Resume_Action state as provided by
the message argument specified in section 2.2.3.

3.2.4.3 GET_PSDEBUGGERSTOPARGS Message

When the server receives this message, it MUST return a Debugger_Stop_ Context data structure
corresponding to its current state.

3.2.4.4 REMOTE_DEBUGGER_STATE Message

The server MUST send this message after a remote session is successfully established over PSRP as
specified in section 2.2.5.

3.2.4.5 REMOTE_DEBUGGER_BREAKPOINT_UPDATED_EVENT Message

The server MUST send this message whenever its breakpoint state changes as specified in section
2.2.6.

3.2.4.6 REMOTE_DEBUGGER_STOP_EVENT Message

The server MUST send this message whenever running code is halted on the server for debugging
purposes as specified in section 2.2.7.

3.2.5 Other Local Events

None.
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4 Protocol Examples

A common remote debugging sequence is as follows:

Client Server
T T
I [
| [
| [

Connection established over PSRP
st =
REMOTE_DEBUGGER_STATE
|
SET_PSDEBUGMODE
.
REMOTE_DEBUGGER_BREAKPOINT UPDATE_EVENT
|-
REMOTE_DEBUGGER_STOP_EVENT
|t
SET_PSDEBUGGERACTION
-
REMOTE_DEBUGGER_STOP_EVENT
|
SET_PSDEBUGGERACTION
>

Figure 2: Common PowerShell Remote Debugging Protocol sequence

-
|
|
|
|
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5 Security

5.1 Security Considerations for Implementers

None.

5.2 Index of Security Parameters

None.
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6 Appendix A: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs:

= Windows 7 operating system

= Windows Server 2008 R2 operating system
= Windows 8 operating system

= Windows Server 2012 operating system

= Windows 8.1 operating system

= Windows Server 2012 R2 operating system

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number
appears with the product version, behavior changed in that service pack or QFE. The new behavior
also applies to subsequent service packs of the product unless otherwise specified. If a product
edition appears with the product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD
or SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product
does not follow the prescription.

<1> Section 3.1.2: In Windows PowerShell, remote script debugging is opt in, therefore the server-
side script debugger is created with remote debugging initially disabled. The Windows PowerShell
client enables remote session debugging by sending the SET_PSDEBUGMODE message to the
server.
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7 Change Tracking

No table of changes is available. The document is either new or has had no changes since its last
release.
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