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1 Introduction

The Public Key Authentication Protocol (PKAP) provides a method for HTTP clients to prove possession
of a private key to a web server without having to rely on client Transport Layer Security (TLS)
support [RFC4346] from the underlying platform.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

1.1 Glossary
This document uses the following terms:

Active Directory Federation Services (AD FS): A Microsoft implementation of a federation
services provider, which provides a security token service (STS) that can issue security tokens
to a caller using various protocols such as WS-Trust, WS-Federation, and Security Assertion
Markup Language (SAML) version 2.0.

base64 encoding: A binary-to-text encoding scheme whereby an arbitrary sequence of bytes is
converted to a sequence of printable ASCII characters, as described in [RFC4648].

Hypertext Transfer Protocol (HTTP): An application-level protocol for distributed, collaborative,
hypermedia information systems (text, graphic images, sound, video, and other multimedia
files) on the World Wide Web.

JSON web signature (JWS): A mechanism that uses JavaScript Object Notation (JSON) data
structures to represent signed content.

JSON Web Token (JWT): A type of token that includes a set of claims encoded as a JSON object.
For more information, see [IETFDRAFT-JWT].

nonce: A number that is used only once. This is typically implemented as a random number large
enough that the probability of number reuse is extremely small. A nonce is used in
authentication protocols to prevent replay attacks. For more information, see [RFC2617].

Secure Sockets Layer (SSL): A security protocol that supports confidentiality and integrity of
messages in client and server applications that communicate over open networks. SSL uses two
keys to encrypt data-a public key known to everyone and a private or secret key known only to
the recipient of the message. SSL supports server and, optionally, client authentication using
X.509 certificates. For more information, see [X509]. The SSL protocol is precursor to
Transport Layer Security (TLS). The TLS version 1.0 specification is based on SSL version

3.0 [SSL3].

Transport Layer Security (TLS): A security protocol that supports confidentiality and integrity of
messages in client and server applications communicating over open networks. TLS supports
server and, optionally, client authentication by using X.509 certificates (as specified in [X509]).
TLS is standardized in the IETF TLS working group.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [REC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.
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1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[IETFDRAFT-JWA-36] Jones, M., "JISON Web Algorithms (JWA)", draft-ietf-jose-json-web-algorithms-
36, October 2014, https://tools.ietf.org/html/draft-ietf-jose-json-web-algorithms-36

[IETFDRAFT-JWS] Internet Engineering Task Force (IETF), "JSON Web Signature (JWS)", draft-ietf-
jose-json-web-signature-10, April 2013, http://tools.ietf.org/html/draft-ietf-jose-json-web-signature-
10

[IETFDRAFT-JWT-LATEST] Jones, M., Bradley, J., and Sakimura, N., "JSON Web Token (JWT) draft-
ietf-oauth-json-web-token-08", draft-ietf-oauth-json-web-token-08, May 2013,
http://datatracker.ietf.org/doc/draft-ietf-oauth-json-web-token/

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC2459] Housley, R., Ford, W., Polk, W., and Solo, D., "Internet X.509 Public Key Infrastructure
Certificate and CRL Profile", RFC 2459, January 1999, http://www.rfc-editor.org/rfc/rfc2459.txt

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.rfc-editor.org/rfc/rfc2616.txt

[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.rfc-
editor.org/rfc/rfc2818.txt

[RFC4158] Cooper, M., Dzambasow, Y., Hesse, P., et la., "Internet X.509 Public Key Infrastructure:
Certification Path Building", RFC 4158, September 2005, http://rfc-editor.org/rfc/rfc4158.txt

1.2.2 Informative References

[ISO8601] ISO, "Data elements and interchange formats - Information interchange - Representation
of dates and times", ISO 8601:2004, December 2004,
http://www.iso.org/iso/iso catalogue/catalogue tc/catalogue detail.htm?csnumber=40874

Note There is a charge to download the specification.

[RFC4346] Dierks, T., and Rescorla, E., "The Transport Layer Security (TLS) Protocol Version 1.1",
RFC 4346, April 2006, http://www.ietf.org/rfc/rfc4346.txt

[RFC6265] Barth, A., "HTTP State Management Mechanism", RFC 6265, April 2011,
https://tools.ietf.org/html/rfc6265

1.3 Overview

One of the most common practices to validate the proof of possession of a secret on the client in an
HTTP transaction is to use Secure Sockets Layer (SSL)/Transport Layer Security (TLS) client
authentication. Although this works in many cases, using this method has the following drawbacks.

=  SSL/TLS client authentication is not supported on many HTTP client implementations. There is no
simple way for a client application relying on the platform to prove possession of private keys for
X509 certificates [RFC4158].

= It is not convenient to use SSL/TLS client authentication when the service needs to validate proof
of possession of multiple keys. With SSL/TLS client authentication, a dynamic renegotiation of
client certificates is required after verifying proof of possession of each key. Some server
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implementations do not support this type of dynamic renegotiation of certificates because the
challenge criteria are statically configured on the server.

This protocol provides a way for client applications written on any HTTP client stack to participate in a
message-based protocol. A client application uses this protocol at the application layer to prove that
its possession of private keys of X509 certificates fits the criteria configured on the server.

To participate in this protocol, the HTTP client application should enable HTTP cookie handling
RFC6265]. The server can use HTTP cookies (that the server can validate and use later) to save any

state during the protocol interaction.

1.4 Relationship to Other Protocols

The Public Key Authentication Protocol depends on HTTP [RFC2616].

Public Key Authentication Protocol This protocol
[MS-PKAP] P

HTTP [RFC2616]

Industry
standard

TCP (RFC 793)

Figure 1: Protocol dependency

1.5 Prerequisites/Preconditions

All exchanges in this protocol happen over an HTTPS channel [RFC2818].

1.6 Applicability Statement
The Public Key Authentication Protocol was designed to provide an alternative means for clients to
perform device authentication with Active Directory Federation Services (AD FS). Using this

alternative means for device authentication is applicable when a client cannot rely on the client TLS
mechanism offered by its underlying operating system platform.

1.7 Versioning and Capability Negotiation

Supported Transports: The Public Key Authentication Protocol (PKAP) supports only HTTP.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assighments

None.
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2 Messages

2.1 Transport
The HTTP protocol [RFC2616] MUST be used as the transport.

2.2 Common Data Types

2.2.1 Complex Types

The following table summarizes the set of complex type definitions that are included in this
specification.

Complex type Section Description

Client Token 2.2.1.1 The token that is presented to the server
as part of the challenge response.

Client Token JWS Headers 2.2.1.2 Data that is included as part of the
headers during signing.

2.2.1.1 Client Token

This type represents the token that needs to be presented to the server as part of the challenge
response.

{

"aud" : "<server-endpoint>",
"iat" : "<creation-timestamp>",
"nonce" : "<server-challenge-nonce>"

}
server-endpoint: The service endpoint that this token is meant for. It is the full URL of the service
endpoint that responded with the challenge to the initial request.

creation-timestamp: The timestamp at the client when the token was created. It is represented in
Unix time [ISO8601] as a 64-bit signed integer.

server-challenge-nonce: A nonce that is issued as part of the server challenge.

2.2.1.2 Client Token JWS Headers

This type represents data that is included as part of the headers during JISON Web Signature (JWS)
signing [IETFDRAFT-JWS].

{

"alg" : "<signing-algorithm>",
"typ" : "<token-type>",
"x5c" : "<signing-cert>"

}
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signing-algorithm: The algorithm that will be used for signing, as specified in the JWS specification
([IETFDRAFT-JWS] section 4.1.1). It is a hint to the server regarding how the signature was
generated. The appropriate value defined in the algorithm table of the JSON Web Algorithms
specification ([IETFDRAFT-JWA-36] section 3.1) is used for this purpose.

token-type: Set to "jwt" in order to signify that the signed content is a JSON Web Token (JWT)
[IETFDRAFT-JWT-LATEST].

signing-cert: The X509 certificate [RFC4158] used to sign the Client Token (without the private key),
as a base64-encoded string.
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3 Protocol Details
3.1 Client Details

3.1.1 Abstract Data Model

None.

3.1.2 Timers

None.

3.1.3 Initialization

None.

3.1.4 Higher-Layer Triggered Events

A client that is capable of using the Public Key Authentication Protocol (PKAP) MUST always make
requests to an HTTP server that conform to the "Initial Request" (section 3.1.5.1), regardless of proof
of possession of keys that might be required by the server it is trying to access.

3.1.5 Message Processing Events and Sequencing Rules

The behavior of the client can be divided into its actions on the following processing events.

Event Description

Initial request The initial request that the client makes to indicate to the server that it supports PKAP.
The initial request can take one of two forms, depending on whether the client prefers
to set HTTP headers or user agent strings.

Response for issuer The client's response when the server challenges for proof of possession of the private
based certificate key of any certificate issued by one of a given set of issuers.
challenge

Response for thumbprint The client's response when the server challenges for proof of possession of the private
based certificate key of a specific certificate.
challenge

3.1.5.1 Initial Request

When the client makes a request to the service's endpoint that might require verification of proof of
possession of an X509 certificate [RFC4158], the request follows the rules defined in the following
sections.

3.1.5.1.1 Request

If the client is capable and prefers to add HTTP headers, it MUST insert an HTTP header into the HTTP
request that it is sending to the server. This header indicates that the server should use PKAP for
client authentication instead of a traditional mechanism (such as SSL/TLS client authentication).

This HTTP header is defined as follows.
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Header Name | Value

X-ms-PKeyAuth | 1.0

Alternatively, if the client is not capable or prefers not to add HTTP headers, the client can choose to
pass the string "PKeyAuth/1.0" along with its User-Agent header [RFC2616].

The requests with the x-ms-PKeyAuth header and the requests with the User-Agent header are
semantically equivalent.

All other parts of the HTTP request (HTTP method, contents of the body, and so on) are specific to the
client and the service application.

3.1.5.1.2 Response

The server that supports PKAP responds to this message as specified in section 3.2.5.1 or section
3.2.5.2.

3.1.5.1.3 Processing Details

Upon receiving a response as specified in section 3.2.5.1, the client MUST respond to the challenge as
detailed in section 3.1.5.2.

Upon receiving a response as specified in section 3.2.5.2, the client MUST respond to the challenge as
detailed in section 3.1.5.3.

3.1.5.2 Issuer based certificate challenge response

The server's response is a challenge for proof of possession of a private key for a certificate that is
acceptable to the server, as described in section 3.2.5.1. The server's challenge from section 3.2.5.1
is converted into an [Issuer based certificate challenge], and a signed JWT token is created on the
client from the [Issuer based certificate challenge], as defined in the processing details (section
3.1.5.2.3). The client then responds to the server with a challenge response as defined in section
3.1.5.2.1.

Note that an [Issuer based certificate challenge], which is used only locally for message processing, is
a tuple with the following definition.

[Issuer based certificate challenge] =
[
SubmitUrl, string;
CertAuthorities, string;
ServerContext, string;
Nonce, string

3.1.5.2.1 Request

In response to the server's challenge, which is specified in section 3.2.5.1, the client responds to the
server by making an HTTP request to the server as follows.

HTTP Request parameter Value

Method GET

URL [Issuer based certificate challenge].SubmitUrl

Header: "Authorization" PKeyAuth AuthToken="<Signed-JWT>", Context="[Issuer based
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HTTP Request parameter Value

certificate challenge].ServerContext"

Signed-JWT: A Client Token (section 2.2.1.1) that was generated and signed using JWS, as specified
in the processing details (section 3.1.5.2.3).

3.1.5.2.2 Response

See section 3.2.5.3.

3.1.5.2.3 Processing Details
The client processes the server's issuer based certificate challenge in the following manner.

1. The client converts the server's challenge into an [Issuer based certificate challenge] as follows.

[Issuer based certificate challenge] name Value

SubmitUrl <Submit-url> (section 3.2.5.1.2)
CertAuthorities <cert-authorities> (section 3.2.5.1.2)
ServerContext <Server-state> (section 3.2.5.1.2)
Nonce <Challenge-nonce> (section 3.2.5.1.2)

2. The client forms a Client Token (section 2.2.1.1) with the following attributes.

Client Token Value

aud The same URL as the service URL that
responded with the challenge (from
section 3.1.5.1.1); that is, [Issuer based
certificate challenge].SubmitUrl

iat The current timestamp as described in
section 2.2.1.1

nonce [Issuer based certificate
challenge].Nonce

3. The Client Token that was generated in step 2 is signed using JWS with an X509 certificate. The
Issuer ([RFC2459] section 4.1.2.4) of the certificate MUST be one of the values in [Issuer based
certificate challenge].CertAuthorities. If more than one certificate meets this criterion, the choice
of which certificate to use is implementation-specific. During signing, JWS headers, as defined in
Client Token JWS Headers (section 2.2.1.2), MUST be used.

4. The content that was obtained in step 3 is used as the <Signed-JWT> value in the request that is
specified in section 3.1.5.2.1.

5. 1If the client does not have possession of the private key of an X509 certificate that matches the

conditions in step 3, the client MUST omit the AuthToken parameter from the request that is
defined in section 3.1.5.2.1.

3.1.5.3 Thumbprint based certificate challenge response

The server's response is a challenge for proof of possession of a private key for a certificate that is
specified by the server, as described in section 3.2.5.2. The server's challenge from section 3.2.5.2 is
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converted into a [Thumbprint based certificate challenge], and a signed JWT token is created on the
client from the [Thumbprint based certificate challenge], as described in the processing details

(section 3.1.5.3.3). The client then responds to the server with a challenge response as defined in
section 3.1.5.3.1.

Note that a [Thumbprint based certificate challenge], which is used only locally for message
processing, is a tuple with the following definition.

[Thumbprint based certificate challenge] =
[

CertThumbprint, string;

ServerContext, string;

Nonce, string

]

3.1.5.3.1 Request

In response to the server's challenge, as specified in section 3.2.5.2, the client responds to the server
by making an HTTP request to the server as follows.

HTTP Request parameter Value

Method The same method as the request that was made to the service URL that
responded with the challenge (from section 3.1.5.1.1)

URL The same URL as the service URL that responded with the challenge
(from section 3.1.5.1.1)

Header: "Authorization" PKeyAuth AuthToken="<Signed-JWT>", Context="[Thumbprint based
certificate challenge].ServerContext"

Signed-JWT: A Client Token (section 2.2.1.1) that was generated and signed using JWS, as specified
in the processing details (section 3.1.5.3.3).

3.1.5.3.2 Response
See section 3.2.5.3.
3.1.5.3.3 Processing Details

The client processes the server's thumbprint based certificate challenge in the following manner.

1. The client converts the server's challenge into a [Thumbprint based certificate challenge] as

follows.
[Thumbprint based certificate challenge]
name Value
CertThumbprint <cert-thumbprint> (section 3.2.5.2.2)
ServerContext <Server-state> (section 3.2.5.2.2)
Nonce <Challenge-nonce> (section 3.2.5.2.2)

2. The client forms a Client Token (section 2.2.1.1) with the following attributes.

Client Token Value

aud The same URL as the service URL that
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Client Token Value

responded with the challenge (from
section 3.1.5.1.1)

iat The current timestamp as described in
section 2.2.1.1

nonce [Thumbprint based certificate
challenge].Nonce

3. The Client Token that was generated in step 2 is signed using JWS with an X509 certificate. The
certificate MUST have the same X509-certificate thumbprint as specified in [Thumbprint based
certificate challenge].CertThumbprint. During signing, JWS headers, as defined in Client Token
JWS Headers (section 2.2.1.2), MUST be used.

4. The content that was obtained in step 3 is used as the <Signed-JWT> value in the request that is
defined in section 3.1.5.3.1.

5. If the client does not have possession of the private key of an X509 certificate whose thumbprint
matches [Thumbprint based certificate challenge].CertThumbprint, the client MUST omit the
AuthToken parameter from the request that is specified in section 3.1.5.3.1.

3.1.6 Timer Events

None.

3.1.7 Other Local Events

None.
3.2 Server Details

3.2.1 Abstract Data Model

None.

3.2.2 Timers

None.

3.2.3 Initialization

None.

3.2.4 Higher-Layer Triggered Events

None.

3.2.5 Message Processing Events and Sequencing Rules

The following processing events and rules apply when the service needs to verify proof of possession
of the private key of an X509 certificate on the client, and the client indicated its ability to participate
in this protocol using the request semantics specified in section 3.1.5.1.1.
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Event Description

Issuer based certificate A challenge for proof of possession of the private key of any certificate issued by
challenge one of a given set of issuers.

Thumbprint based certificate A challenge for proof of possession of the private key of a specific certificate.
challenge

Challenge response Processing of the challenge response that was received from the client.

Based on the context of the client or the resource being protected, the service will issue either an
issuer based certificate challenge (section 3.2.5.1) or a thumbprint based certificate challenge (section
3.2.5.2). This determination is implementation-specific.

3.2.5.1 Issuer based certificate challenge

The server issues this challenge if it must verify proof of the client's possession of the private key of
any X509 certificate that was issued by a set of trusted issuers.

3.2.5.1.1 Request

See section 3.1.5.1.

3.2.5.1.2 Response

The server issues a challenge using an HTTP response with the following characteristics.

HTTP response Value
Response code 302 Found [RFC2616
Header: Location urn:http-auth:PKeyAuth?Nonce=<Challenge-nonce>

&CertAuthorities=<cert-authorities>&Version=1.0
&SubmitUrl=<Submit-url>&Context=<Server-state>

Challenge-nonce: A short-lived nonce.

cert-authorities: A semicolon-delimited list of URL-encoded issuer names. The client must prove
possession of the private key of a certificate that was issued by one of these issuers.

Submit-url: The URL to which the client MUST submit its response to the server's challenge. The
server uses the same URL to which the client submitted its request (section 3.1.5.1.1).

Server-state: Context information that the client will play back to the server to complete this
protocol sequence. This information is in the form of opaque binary data that cannot be
deciphered by the client.

3.2.5.1.3 Processing Details
None.

See section 5.1 for security considerations.

3.2.5.2 Thumbprint based certificate challenge

The service issues this challenge if it must verify proof of the client's possession of the private key of a
specific X509 certificate.
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3.2.5.2.1 Request

See section 3.1.5.1.

3.2.5.2.2 Response

The server issues a challenge using an HTTP response with the following characteristics.

HTTP response Value

Response code 401 Unauthorized [RFC2616

Header: WWW-Authenticate PKeyAuth Nonce="<Challenge-nonce>", Version="1.0",
CertThumbprint="<cert-thumbprint>", Context="<server-state>"

Challenge-nonce: A short-lived nonce

cert-thumbprint: Thumbprint of the X509 certificate. The client needs to prove possession of private
key of this certificate.

Server-state: Context information that the client will play back to the server to complete this
protocol sequence. This information is in the form of opaque binary data that cannot be
deciphered by the client.

3.2.5.2.3 Processing Details
None.

See section 5.1 for security considerations.

3.2.5.3 Challenge response processing

When the server receives a challenge response from the client, it processes the responses as
described in the following sections.

3.2.5.3.1 Request

The request is a challenge response from the client, as defined in section 3.1.5.2.2 and section
3.1.5.3.2.

3.2.5.3.2 Response

After processing the challenge response, the server can determine whether the proof presented by the
client meets its requirements. The response from the service, regardless of whether the challenge
response met its criteria, is implementation-specific.

3.2.5.3.3 Processing Details

When the server receives the challenge response, the server SHOULD perform the same checks that it
performed to determine whether to issue an issuer based or thumbprint based certificate challenge
(section 3.2.5).

If the request contains an Authorization header that has an AuthToken parameter, the server uses all
of the following criteria to verify the client's proof of possession of the appropriate private key.

= The Signed-JWT parameter that was generated in section 3.1.5.2.1 or section 3.1.5.3.1 has a
valid signature according to the JWS specification.

= The Signed-JWT parameter contains the JWS headers specified in section 2.2.1.2.

16/ 26

[MS-PKAP] - v20170915

Public Key Authentication Protocol
Copyright © 2017 Microsoft Corporation
Release: September 15, 2017


https://go.microsoft.com/fwlink/?LinkId=90372

= The x5c attribute of the JWS headers contains an X509 certificate that meets the proof of
possession criteria for this server request.

= [Client Token].nonce (section 3.1.5.2.3 or section 3.1.5.3.3) is the same as the nonce specified in
the challenge (section 3.2.5.1.2 or section 3.2.5.2.2).

= [Client Token].aud is the same as the URL that is being requested.

If the request contains an Authorization header, but no AuthToken parameter, the server can conclude
that the client does not have an X509 certificate that meets the server's criteria.

If the request does not contain an Authorization header, the server MUST evaluate the client for a
challenge as specified in section 3.2.5.1 or section 3.2.5.2.

3.2.6 Timer Events

None.

3.2.7 Other Local Events

None.
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4 Protocol Examples

Note Throughout these examples, the fictitious names "client.contoso.com" and
"server.contoso.com" are used.

4.1 Interactive Request

4.1.1 Client Request

The following shows an example of a GET request from the client browser of the Public Key
Authentication Protocol (PKAP).

GET /adfs/ls/?wa=wsigninl.O&wtrealm=https://client.contoso.com/&wreply=
https://client.contoso.com/ HTTP/1.1

User-Agent: Mozilla/5.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0);PKeyAuth/1.0

4.1.2 Server Challenge Response

The following shows an example of a successful server response in PKAP.

HTTP/1.1 302 Found

Location: urn:http-auth:PKeyAuth?SubmitUrl=
https%3A%2F%2Fserver.contoso.com$2F&nonce=z89m3ZKTa3cg819N3khitA&Version=1.0&Context=AAEA
AEZ2vfj-laYagWZKsOae3sJjkmyeLZOBeuDF76aU-

vbUWWWgS g77 WYWawrxSdaDxseYte sNevuvsotlY6V82XPwnmi5TaNefBbeoxDzpa6jf2KDSNIXP8wewsEJil91
cb2ETdqUih3GBnx2psQkGurZzKZgeycOsVOVIA7INCQGa5QUHcOMa9Q9vK7ZR1vXXUc7U%09Npdlp fAbsXNWd-
4f7AeezaFgK3Nnyrlmgptxn4 5BWODrZg3RgnCogX3It9grL9tnNbYHONZsy479gWpH40LoROY2bmXt J1FNKVsdTnX
iQ0ckFts5A yHmBA5GjOf14fX0WALt1PeVYOBDsKfeZlEXLnAYsNMOs4wXSBZNALBfAJY1bigadY5hPKgABAACO4R
v1lnd4Z-aBAE8 vOGta Y4fg9CtM941tzjgVjC6clMLGHIyeeUxGaog6xolh4SnGJiYzi5NF-
OMMo770iIdpmncJSHJIElsavMlX5A7TH5aVEOhrFavVoA7SKiz aSR-YdxQ9VSC1JS—
8P1DFgXiH1BGlQEX4FtWN8Nm9izF52~—

E6Sovge5M9aHvQdY3IVeyJJ3QzclkcLYLKZN 20JunG7ul8DvCpSubhxuwxdbpwQVcdP5gtMURGLE9wWQ97S0vuP—
MC-F1u7M-W4887£SNL5HU65309BOxx0qT7JB7pe0xYzcJg-534rOr-
UyhWDXNh5dwv85A1FXg00YWUHELykYAAAAEQcSOCQUPUel5FWtQ2XzLn-—k—

0 55xfN3dRjvIYuduOkpM1MbjiBRXQsHerZwnkA3nuuJRDQVkSotQ90PP eRgSpEZr8cl70VclORi8uX4qdZIxc6Q
A4pK5hrD2vyWwA&CertAuthorities= 0U%253Df15cd533-92fa-4d96-8b69~
aa2d0c2£f17d7%252CCN%253DMS-0Organization-
Access%252CDC%253Dserver%252CDC%253Dcontoso%252CDC%253Dcoms2b

4.1.3 Client Response

The following shows an example of a successful client response to the server challenge in PKAP.

GET /adfs/ls/?wa=wsigninl.O&wtrealm=https://client.contoso.com/&wreply=
https://client.contoso.com/ HTTP/1.1

Authorization: PkeyAuth

AuthToken="eyJ0eXA10iJKVIQiLCJhbGciO01iJSUzIINiIsInglYyI6WyJNSULEFVURDQOF6aWdBd01CQWAJUVE40X
glYkloc0OpOSVdjaDlmbWJIIY¥YmpBTkIna3Foa2lHOXcwQkFRc0OZBRENCCURHQNBUQVJICZ29Ka21lhSmsvSXNaQUVaRmd
0amIyMHAGQOV1LOlpJbWlaUHIMRIFCR1JZR2JuUjBaWE4wTUJVRONNDbVNKb21UOG14a0FsaldCMUSEVEMXRVE6RXAG
dl1LOlpJbWlaUHIMRIFCR1JZSmIXbGpjbT16YjJaME1CMEABMVVEQXhNVIRWTXRUMOpuWVclcGVtRjBhVz11TEVGa
1kyVnpjekFyOmdOVkJBc1RKR114T1d0a05UTXpMVGt S5Wml FAESHUTVOaTAOWWp ZNUXXRmhNbVEF3WxpKbU1UZGtOek
F1RncweES5UQX1NRGN3TURBeE1UrmFGdzB5T1RBeULEUXANREV4ATVRGYU1DOHhMVEFyQOmdOVkIJBTVRKR1IE1WkdNek5
EZ3pMVGcOTURrdESEZ3dNaTFoT0daakxXRmpOekJrTORVNU1UZ3hNRENDQVNJdORRWUpLblpJaHZjTkFRRUJCUUFE
Z2dFUEFEQONBUWODZ2dFQkFKUOh4UExiRXBIalBVbm9Rc2hFZVB1b3VLAjR6U2NKVXhsUWVoaFBDAWFPSVZ6aExwd
ExaeXFjc2ZccGE3SVE2SULkbHEPMINXWEJYZ1VoODNXVXY3d1RCRTZmMZURrckVrdkJRZFhhRFFjUHA4bGhmZjVGVm
1gSFVPT1A4a3VMUEt4clZ5dFZJVEFMSclpXczdwekhtdXdoaGI9xcFIVNOdWdzdUb3crTUx0dEFBS11QVDdsYXhuSUQ

18/ 26

[MS-PKAP] - v20170915

Public Key Authentication Protocol
Copyright © 2017 Microsoft Corporation
Release: September 15, 2017



wdnozUjVNd3A5ejg4a083R3dxcO0RzcVNHRGtkdjUyTXZPQOVQZTdlanZIYOUxRXplTuhvUzY5b31IeXErOWNxRk1J
UkZsME5maTlgVHkxWUxDamhgS21GR3Nkdk50cVFRRVPIWEINYStIMkxJbXF6bONDZE1IVIVErMGt IWUVYZTAQS1VHW
XFVODNsSWEdXNENXQzNjcnR2LORhQ2dObE1DQXAFQUFhTOI3VENCNmpBTUINT1ZIUk1CQWY4RUFQQUFNQ11HQTFVZE
PRRUIVAIFNTUFVRONDcOdBUVVGQONANQO1CMEABMVVKRGARVOJCVGRENHNWRHESamJySG1Ja2NiR3dvLORzdAXFzREF
pOmdzcWhraUcbeFFCQ11JYOFRUVRCSUVReT1kRUExdO5rMFcS5R2F3NwdoeEpMakFpOmdzcWhraUc5eFFCQ11JY0Fn
UVRCSUVRZ3pUYzJRbU1Ba21lvL0t4dzJGallFREFpOmdzcWhraUcb5eFFCQ11JYOF3UVRCSUVRaOVLOD1tZVBFalcyd
01VSVRGOFZWakFpQmdzcWhraUc5eFFCQ11JYOJBUVRCSUVRR1p1Z1ZYcDVzZME85ZDZFNWpgqOWxzekFUQmdzcWhraU
c5eFFCQ11JY0J3UUVCSUVCTURBTkJIna3Foa2l1HOXcwQkFRc0ZBQUIDQVEFFQVP5Z2uxsT1VVZEhgqR3UXMWAuQTI zQXZ
KdU04eUZpTOhhZCs5MkNVZEhZSTN4ViFBSn1TUMtHVDh5ZTMwdj FS5RmdANZkhSVOtoeFdIWktiVW13LO1NWXM5UzNa
bOVwcDFMZFQweVkrSjJsTTNaTlFaa2JwQTFPR1IAtRmIUa0prbDRWOUhXWES8rWDMrS1p2cmQyUnJgZEszdVN2TWV6b
mNpZzd3a0xQd31ZbytRaG5XY2pmSWp4 ZepBV3owV3pPMOVheS96TS81UMVpQzJWWMxKT3JfbjUzRHPpGR2RsOmxHSF
ZOoSVNEVzdaM2QySXBwU1lU3b1c4NE4rSHZWZms 0dFJSAUJLYmZIOWVINZVrZFBzM2FpRUSYU2x 1RmIJmR2w5c2c0TkR
3Rk5kSzJ4VFAQObOULRG50UGxweThoVk5rNGFOY0Z1cURzaTc5Z3M2NFALW] Z1ibHVIT1J5UT09I119. eyJub2572ST
6Ino040W0zWktUYTN]ZzhsOU4za2hpdEEiLCIJhdWQi0iJodHRwczovL2ZzLnNjbS1kYzEubnROZXNOLmlpY3Jve29m
dC59b206NDQzL2FkZnMvbHMvP3dhPXdzaWduaW4xLjBcdTAWM] Z3dHI1YWxt PWhO0dHBzO01i8vUONNLVRFUIREQyY5TQ
00tREMxLm50dGVzdC5taWNyb3NvZnQuY29tL2Z1ZHBhc3NpdmUvXHUWMDI2d3J1cGx5PWh0dHBZz018vUONNLVRFUL
REQy5TQO0tREMxLm50dGVzdC5taWNyb3NvZnQuY29tL2Z1ZHBhc3NpdmUvIiwiaWF0IjoxNDIzMjY30dgyfQ.aNWy
CNoh91EANnebRci52h65HIEQSy-ymbzy6pS9V817eChrocnEIPVEU9-JhRU9jNSTY3ZmL6Zfg-
XCQOldLjy7wHmF6kEiF433Xieli fI CvMtOrwFjNluk eJPHkbkaFkHSDFOHz8fbdKzvNfehSZz2a2sgqPgYLngnQFp
wbcHgYPsSExC5b7LoiG7uaZtlE4d0-
709NgVEDESVP3RjjlpEpuaKCeCItd7Ujcvavso7phTgST31wtjgk20S 4i0crpkel FCMOGcwbGGEies7E vOSOFvr
IJ19RCOrvY39Tud IdgDMxgfMs EVQONUOUb4WUEKAyGpgU9dblAsCMHimg",Context="AAEAAEZ2vE]j-
laYagWZKsOae3sJjkmyeLZOBeuDF76aU-

vbUWWWgS g77 WYWawrxSdaDxseYte sNevuvsotlY6V82Xpwnmi5TaNefBbeoxDzpa6jf2KDSNIXP8wewsEJil91
cb2EtdqUih3GBnx2psQkGurZzKZgeycOsVOVIA7INCQGa5QUHcOMa9Q9vK7ZR1vXXUc7U%09Npdlp fAbsXNWd-
4f7AeezaFgK3Nnyrlmgptxn4 5BWODrZg3RgnCogX3It9grLo9tnNbYHONZsy479gWpH40LoROY2bmXtJ1FNKVsdTnX
1i0QckFts5A yHmBA5GJOf14fX0WALt1PeVYOBDsKfeZlEXLNAYsNM0s4wXSBZNALBEfAJY1bigadY5hPKgABAACO4R
vlnd4Z-aBAE8 vOGta Y4fg9CtM941tzjgVjC6clMLGHIyeeUxGaog6xolh4SnGJiYzi5NF-
OMMo770iIdpmncJSHJIElsavMlX5ATH5aVEOhrFavVoA7Skiz aSR-YdxQ9VSC1lJS—
8P1DFgXiH1BG1Qex4FtWN8Nm9izF52—

E6Sovge5M9aHvQdY3IveyJJ3QzclkcLYLKZN 2UjunG7ul8DvCpSubhxuwxdbpwQVcdP5gtMURGLE9wQ97S0vuP—
MC-F1u7M-W4887£f£SNL5HU65j09Bgxx0qT7JB7pe0xYzcJg-534r0Or-
UyhWDXNh5dwv85A1FXg00YWUHE1ykYAAAAEQcSOCQUPUel5FWtQ2XzLn—k~—

0 55xfN3dRjvIYuduOkpMlMbjiBRXQsHerZwnkA3nuuJRDQVkSotQ90PP eRqSpEZr8cl70vclORi8uX4qdZIxc6Q
A4pKS5hrD2vyWwA"

User-Agent: Mozilla/5.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0);PkeyAuth/1.0

4.2 OAuth Token Request

4.2.1 Client Refresh Token Request

The following shows an example of a POST request from the OAuth client of PKAP as it redeems a
refresh token. The full refresh token has been removed to improve the readability of the example.

POST /adfs/oauth2/token/ HTTP/1.1
x-ms-PKeyAuth: 1.0
User-Agent: Mozilla/5.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0)

grant type=refresh token&refresh token=7Cn3mdR

4.2.2 Server Challenge Response

The following shows an example of the server response for an OAuth refresh-token redemption in
PKAP.

HTTP/1.1 401 Unauthorized

Location: https://server.contoso.com:443/adfs/oauth2/token/
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Server: Microsoft-HTTPAPI/2.0
WWW-Authenticate: PKeyAuth

SubmitUrl="https://server.contoso.com:443/adfs/oauth2/token/", nonce="MgiWURGtrAgPPdYcHUOx
TA",Version="1.0",Context="AAEAAE4MZ8m12uEHYDIzkAvI1elMWF45YfXgWfcQzJzOH8hts9Ciqre 4f5xbn
F75bLOKLRZipINZht8PHg56m4CoJQwWOIluobHcezKcKU92 otNQ3NJDZHxKNvJIhe4QTg9BuLfLONnVrenxHW2w618
3adr6K9TDvknio3XnnL8£fs7xH9ybp] 7W5 ArWta3WOXMaidryiMMDSP201nQ4yEK8XSVzPGZuzG3UInIgfc20wo9—-
BnuyquiQpYgdvxHhQbfiwue68VLcmlakUR1gmYvg40s H2W 7vD1hJQEnlgXwcc3wL3£Cvo81LmgG2dKTrtMsgWX0O
HgZoOR3DGcx10129DfsKfeZlEXLnAYsNMOs4wXSBZNALBfAJY1bigadY5hPKgABAACDgfgHPXUV kX-dVzQHd-
HnNFfvzatdjGytmRDo5SNdkAHIkhH6rgJOx5GyoXDJI1QFYAE7ZDvuUzX0Onx7acv3EUxX62~

MSEyNYoCaHbg5B 1NBPusLjaMgvr9BvGCePosGJULX10uZmTRxJW jhkmIR gtRgeK33V6BsoNOIOOEL8VeI9sbpIF
hlk-FjaARruVBuUHZjpxwoKHGONbK5--nY-v5mXeK8d-fVxVPwgEk9CkOzNaCIPN4Pn-

Q bGNNfnOBU14j4z5YirHOuuzoNDR8xFonoNaTRIpQSErsK71M6TVgyHxtzjD7adw_XnPG-
0JpXEI39ccsbR2ndt£5VgHzzSYAAARAHZS32 7bGuepWQA8) SmgrWIGsAMANKJ1 SAdt—
Vb7gvONmwIETFeAWCjndeiAnAK328 a¥g2Xn7f XFBA1iubSvMZ-XYPOT2sgLbW Ykks-—
wascZ7iRn9IXufu8c7YmiO0uw", CertThumbprint="A74F3CE065D87A12149FB2C0DC492D0C99580BD3"

4.2.3 Client Response

The following shows an example of a successful client response to the server challenge for an OAuth
refresh-token redemption in PKAP.

POST https://server.contoso.com/adfs/oauth2/token/ HTTP/1.1
x-ms-PKeyAuth: 1.0

Authorization: PKeyAuth
AuthToken="eyJ0eXAi01JKV1IQiLCIhbGciOiJSUzIINiIsInglYyI6WyJIJNSUIFVURDQOF6aWdBd01CQWdJUU4zU1
9sYkloeDZaS3dLSTE0ZOh6aERBTkJIna3Foa2lHOXcwQkFRcOZBRENCCURHONBUQVJICZ29Ka21lhSmsvSXNaQUVaRmd
0amIyMHAGOV1LOlpJbWlaUHIMRIFCR1JZR2JuUjBaWE4wTUJVRONNDbVNKb21U0G14a0FSaldCMUSEVEMXRVE6RXAG
d11LQlpJbWlaUHIMRIFCR1JZSmIXbGpjbT16YjJaME1CMEABMVVEQXhNVIRWTXRUMOpuWVclcGVtRjBhVz11TFVGa
1kyVnpjekFyOmdOVkJBc1RKR114T1d0a05UTXpMVGE 5Wml FAESHUTVOaTAOWWp ZNUXXRmMhNbVF3WXpKbU1UZGtOek
F1RncweES5UQX1INRGN3TURNMESUZGFGAzBS5T1RBeULEUXANRFEWT 1RkYU1DOHhMVEFyOmdOVkIJBTVRKREk1 TVAZNUL
UTTFMVFF4TXprdESERTRaaTFpTVdKaExXVm10akl3TWpnNU1gWmlaRENDOQVNIJdORRWUpLblpJaHZj TkFRRUJCUUFE
Z2dFUEFEQONBUWIDZ2dFQkFLem1BTVk10VpsaDBHZ0Q5Q0Wg2UFZpb3hla2 IMW1hRQk IQWmUxd1dkKzVgOXVib2lua
1IMzRFASQXpoUFNQVTNSNWNazZkpNZkJHZHI3N1IJCS2tQTEFJR1tEQncSblF5L1YxSnk5bEtJRWlaYUwrbDhDSnFxRk
93 ZULuWGpXWnJIPWC8yM3ppUTBYKO01UbS9JcUIZzRjg4U2FGN2Ezb04wQ1ZMa21PaUl 10kFXNW50L0Fucl TuWXNVWGN
2YmZreXRPNWEGCcVZpQiBgc2VpUUJicFJJMXR6SVAIS2kweWRKWWp IdDALb3NSaHhaUG9YOmwyRmV4U2VMRNNpYj15
2Dd0d0NablRad30rekOwTDQ2TmVVQWhKLzZRN11HMEPpS5U11qUUVzQ315aWpsNOhnVmR6dUk2UWZ1aml SZThUN1QrZ
kRHZTI1eHJ6L3NFZXJ4V11tRmZ1aDIWcHNDOQXdFQUFhTOI3VENCNmpBTUINT1ZIUkKICQWY4RUFQQUENQLIHQTFEFVZE
PRRUIVAIFNTUFVRONDcOdBUVVGONANQO1CMEABMVVKRGARVOJCUZ1rMHFKSUxOMXpwS1A4Kzk1RE4vcitJWVVoakFE
pOmdzcWhraUc5eFFCQ11JYOFRUVRCSUVReT1kRUExdO5rMFc5R2F3NWdoeEpMakFpOmdzcWhraUc5eFFCQ11JYOFn
UVRCSUVRT1pFZktUbEJgMEd4dXV0akFva2l2VEFpQOmdzcihraUc5eFFCQ11JYOF3UVRCSUVRa09BaHpsbGhJRUduc
103RVJWci9tekFpOmdzcWhraUc5eFFCQ11JYOJBUVRCSUVRR1P1Z1ZYcDVzZMESS5ZDZFNWpqOWxzekFUQmdzcWhraU
c5eFFCQ11JY0J3UUVCSUVCTURBTkJIna3Foa2lHOXcwQkFRc0ZBQUIDQVEFFQVUvTkpmTF1oWDVGSkIrcDFOOG43Ykd
HRVRBdAy9yQnRXN11hRWRZSmhJaWZMTHIJJOWSHYUVXTHI4VzdFeVBOoMWExU3paQ3glbGxxL11EbEhoNVp0dUlnSXpn
clFBAXA2R3N5RmMRHZ21Db1hNK2VXTmMNLZO00o0YXA4aFEral ZQRk5SZjUxXNVF6VGsyalpLeGARKORXTkc1TWkzQ3B27Z
NnVKQWAYRUFLMHpHM1hgK2FpVmNLMm1 ZSDFVUkFLCcESBUGPNS2h502NGNUXRNKRRWIhHZERYWEM3Wm1 3REsyNzJgeE
pycTEFwY3RpSTBIW1VtQTBCamlmWERITE1ONkcxbCtIRUlrbzJCZkZoVOIRRHZNekxQcXZESGS5McFZSKzZFWmplbFh
nYUZZUJjdBSINEUHFBaESYWk9JONhRYWUWAENXL3A3DXFWSk1xOWXFNm1hQ2tickpWSHIPUT09I119.eyJub25j7ZST
6Ik1navVdvUkd0ckFnUFBkWWNIVU94NOELiLCIJhdWQi0iJodHRwczovL2ZzLnNjbS1kYzEubnROZXNOLmlpY3Jve29m
dC53b206NDQzL2FkZnMvb2F1dGgyL3Rva2VulLyIsImlhdCI6eMTQyMzI20TkwOX0.0ZubpegaCaVOTPjSL7j3BarR1l
dPsR7Ige4nlwOHNASN0O0X7ebPgw]jfnVCOClrlo4gxBnoDWGSmroEA 09Ty]jPVgqwlyO7BAlS—

y9v9Q4otkfXpWi MfAORRzE3dgmHbxYFgOnY2oIzRalh8vmmDnRFwbMbH1CUWV7tEOVgePjMnamY68CUgUKPJ]7-
x99ghGQgOGVvPyjbAWXocX3I4admlfiMY6gEfVm BAO7C55rul7UYeGjecOw8fEAZYXE4ANIdiolADH2CuS5jEICBOy3
rI54emEUMEpy6QfrKzncDIDKERNAQvVrQZ0G—

sb8wjQtskNK5DoaGl2TFzYGACFRowg", Context="AAEAAE4MZ8m12uEHYDIzkAvI1elIMWF45YEXgWfcQzJzOH8ht
s9Cigre 4f5xbnF75bLOkKLRZipINZht8PHg56m4CoJQwWOIluobHcezKcKU92 otNQ3NJIDZHxKNvJIhe4QTq9BuLfL
OnVrenxHW2w6183adr6K9TDvknio3XnnL8fs7xHI9ybpj7W5 ArWta3WOXMai4ryiMMDSP201nQ4yEK8XSVzPGZuzG
3UInIgfc20wo9-
BnuyquiQpYgdvxHhQbfiwue68VLcmlakURl1gmYvg40s H2W 7vDlhJQEnlgXwcc3wL3fCvo81LmgG2dKTrtMsqWxO
HgZoOR3DGcx10129DfsKfeZlEXLnAYsNMOs4wXSBZNALBfAJY1bigadY5hPKgABAACDGfgHpXUV kX-dVzQHd-
HmNFfvzatdjGytmRDoSNdkAHIkhH6rqJOx5GyoXDJI1QFYAET7ZDvuUzX0Onx7acv3EUx6z-

MSEyNYoCaHbg5B 1NBPusLjaMgvr9BvGCePosGJUfXiO0uZmTRxJW jhkmIR gtRgeK33V6BsoNOIOOEL8Ve9sbpIF
hlk-FjaARruVBuUHZjpxwoKHGONbKS5-—nY-v5mXeK8d-fVxVPwgEk9CkOzNaCIPN4Pn-
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Q bGNNfnOBU14j4z5YirHOuuzoNDR8xFonoNaTRIpQSErsK71M6TVgyHxtzjD7adw_XnPG-
0JpXEI39ccsbR2ndt£5VgHzzSYAAARAHZS327bGuepWQA8) SmgrWIGsAMANKA1 SAdt~
Vb7gvONmwIETFeAWCjndeiAnAK328 a¥g2Xn7f XFBA1liubSvMZ-XYPOT2sgLbW Ykks-—
wascZ7iRn9IXufu8c7YmiO0uw"

grant type=refresh token&refresh token=7Cn3mdR

21/ 26

[MS-PKAP] - v20170915

Public Key Authentication Protocol
Copyright © 2017 Microsoft Corporation
Release: September 15, 2017



5 Security

5.1 Security Considerations for Implementers

The server should ensure that the nonce that it generates is short-lived, and cannot be used by any
client after a short period of time.<1>

5.2 Index of Security Parameters

None.
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6 Appendix A: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include updates to those products.

The terms "earlier" and "later", when used with a product version, refer to either all preceding
versions or all subsequent versions, respectively. The term "through" refers to the inclusive range of
versions. Applicable Microsoft products are listed chronologically in this section.

The following table shows the relationships between Microsoft product versions or supplemental
software and the roles they perform.

Windows Server releases Client role Server role
Windows Server 2016 operating No Yes

system

Windows Server operating system No Yes

Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base
(KB) number appears with a product name, the behavior changed in that update. The new behavior
also applies to subsequent updates unless otherwise specified. If a product edition appears with the
product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the
SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the
product does not follow the prescription.

<1> Section 5.1: Windows Server 2016 and later validate that the nonce provided by the client was
issued at a time not more than seven minutes before the current system time of the server evaluating
it.
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7 Change Tracking

This section identifies changes that were made to this document since the last release. Changes are
classified as Major, Minor, or None.

The revision class Major means that the technical content in the document was significantly revised.
Major changes affect protocol interoperability or implementation. Examples of major changes are:

= A document revision that incorporates changes to interoperability requirements.
= A document revision that captures changes to protocol functionality.

The revision class Minor means that the meaning of the technical content was clarified. Minor changes
do not affect protocol interoperability or implementation. Examples of minor changes are updates to
clarify ambiguity at the sentence, paragraph, or table level.

The revision class None means that no new technical changes were introduced. Minor editorial and
formatting changes may have been made, but the relevant technical content is identical to the last
released version.

The changes made to this document are listed in the following table. For more information, please
contact dochelp@microsoft.com.

Section Description ]
class
6 Appendix A: Product Added Windows Server operating system to the list of Mai
; - ajor
Behavior applicable products.
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