[MS-OTPCE]:

One-Time Password Certificate Enroliment Protocol

Intellectual Property Rights Notice for Open Specifications Documentation

* Technical Documentation. Microsoft publishes Open Specifications documentation (“this
documentation”) for protocols, file formats, data portability, computer languages, and standards
support. Additionally, overview documents cover inter-protocol relationships and interactions.

* Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other
terms that are contained in the terms of use for the Microsoft website that hosts this
documentation, you can make copies of it in order to develop implementations of the technologies
that are described in this documentation and can distribute portions of it in your implementations
that use these technologies or in your documentation as necessary to properly document the
implementation. You can also distribute in your implementation, with or without modification, any
schemas, IDLs, or code samples that are included in the documentation. This permission also
applies to any documents that are referenced in the Open Specifications documentation.

* No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation.

* Patents. Microsoft has patents that might cover your implementations of the technologies
described in the Open Specifications documentation. Neither this notice nor Microsoft's delivery of
this documentation grants any licenses under those patents or any other Microsoft patents.
However, a given Open Specifications document might be covered by the Microsoft Open
Specifications Promise or the Microsoft Community Promise. If you would prefer a written license,
or if the technologies described in this documentation are not covered by the Open Specifications
Promise or Community Promise, as applicable, patent licenses are available by contacting
iplg@microsoft.com.

* License Programs. To see all of the protocols in scope under a specific license program and the
associated patents, visit the Patent Map.

* Trademarks. The names of companies and products contained in this documentation might be
covered by trademarks or similar intellectual property rights. This notice does not grant any
licenses under those rights. For a list of Microsoft trademarks, visit
www.microsoft.com/trademarks.

* Fictitious Names. The example companies, organizations, products, domain names, email
addresses, logos, people, places, and events that are depicted in this documentation are fictitious.
No association with any real company, organization, product, domain name, email address, logo,
person, place, or event is intended or should be inferred.

Reservation of Rights. All other rights are reserved, and this notice does not grant any rights other
than as specifically described above, whether by implication, estoppel, or otherwise.

Tools. The Open Specifications documentation does not require the use of Microsoft programming
tools or programming environments in order for you to develop an implementation. If you have access
to Microsoft programming tools and environments, you are free to take advantage of them. Certain
Open Specifications documents are intended for use in conjunction with publicly available standards
specifications and network programming art and, as such, assume that the reader either is familiar
with the aforementioned material or has immediate access to it.

Support. For questions and support, please contact dochelp@microsoft.com.

1/28

[MS-OTPCE] - v20170601

One-Time Password Certificate Enrollment Protocol
Copyright © 2017 Microsoft Corporation

Release: June 1, 2017


http://go.microsoft.com/fwlink/?LinkId=214445
http://go.microsoft.com/fwlink/?LinkId=214445
http://go.microsoft.com/fwlink/?LinkId=214448
mailto:iplg@microsoft.com
https://msdn.microsoft.com/en-us/openspecifications/dn750984
http://www.microsoft.com/trademarks
mailto:dochelp@microsoft.com

Revision Summary

Revision Revision

Date History Class Comments

12/16/2011 | 1.0 New Released new document.
No changes to the meaning, language, or formatting of the

3/30/2012 1.0 None technical content.

7/12/2012 2.0 Major Significantly changed the technical content.
No changes to the meaning, language, or formatting of the

10/25/2012 | 2.0 None technical content.

1/31/2013 2.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

8/8/2013 3.0 Major Significantly changed the technical content.
No changes to the meaning, language, or formatting of the

11/14/2013 | 3.0 None technical content.

2/13/2014 3.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

5/15/2014 3.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

6/30/2015 4.0 Major Significantly changed the technical content.

10/16/2015 | 4.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

7/14/2016 4.0 None No ch_anges to the meaning, language, or formatting of the
technical content.

6/1/2017 5.0 Major Significantly changed the technical content.

2/28

[MS-OTPCE] - v20170601

One-Time Password Certificate Enrollment Protocol
Copyright © 2017 Microsoft Corporation

Release: June 1, 2017



Table of Contents

B N 112 1o T [T T ot f ' Y 4 4
1.1 [0 T1== 1 PP 4
1.2 3] =T =T g Lol PP 6

1.2.1 NOrMative RefEIENCES . ovii ittt e e e e e e e anans 6

1.2.2 INfOrmMative REFEIENCES ...vitiitiii i e e e e e e e 6
1.3 L Y] Y 7
1.4 Relationship to Other ProtoCoIS ..uvuiirii i e e 10
1.5 Prerequisites/Preconditions ........ovieiiiiiiii e 10
1.6 Applicability STatemM N ... s 11
1.7 Versioning and Capability Negotiation ..o 11
1.8 Vendor-EXtensible Fields ....o.viieiiiiii i e e 11
1.9 Standards ASSIGNMENTS. ... . e 11

A 1 [T =T T o 1= 12
2.1 I r= 1 .17 oo ] o o PP 12
2.2 =SS T LISV o = G PP 12

2.2.1 NN F= g g =TS o= [ ol PP 12
2.2.2 SIgNCErt REQUESE. .. e e 12
2.2.3 Y Lo g L@ =T o ol S =T=] oo 1= = P 13

3 Protocol Details ...ciiciiiammmimmimie s sra s sssssas s ssa s sransassassanssassassassansassansansnnsnnsnnsnnnsa 15

3.1 (O 1= o I 7= = T 1 PP 15
3.1.1 AbSEract Data Model.....ccvieiiii e 15
3.1.2 LT 15
3.1.3 AR I 1 4= o o PP 15
3.1.4 Higher-Layer Triggered EVENES ..o e e 15
3.1.5 Message Processing Events and Sequencing Rules ........c.covviiiiiiiiiiiiiiinneenen 15

3.1.5.1 Creating A SignCert Request MeSSage .......cocviviiiiiiiiiiiiiiinrie e 15
3.1.5.2 Processing A SignCert Response MeSSage ......coviviniiiiiiiiiniiieneiinereneenenes 16
3.1.6 LI L L= == PP 16
3.1.7 (O a1l W Tor= 1 B Y= o | PP 16

3.2 L= Y L=T D= = 1 OO 16
3.2.1 Abstract Data Model. ... 16
3.2.2 LI L. L= 1= PP 16
3.2.3 | T = | 4= T ] o PP 16
3.2.4 Higher-Layer Triggered EVENES ..ot e e 17
3.2.5 Message Processing Events and Sequencing Rules .........cccocviiiiiiiiiiiiiinee e, 17

3.2.5.1 Processing A SignCert Request MeSSage .......ccvviviiiiiiiiiiiiiiin e 17
3.2.6 LI L L= == L PP 18
3.2.7 (O a1 ol o Yo=Y 7= o | PP 18

4 Protocol EXamples ...cuiciiiiiiiiiiiiiinr s s s s r s ra s rr s rnrar R srasEnanaaRRERRERREEE 19
4.1 Accepted SignCert Request EXample. . ..o e e e e 19
4.2 SignCert Request with Invalid Credentials Example .......cocooviiiiiiiiiiicii e 20
4.3 Challenged SignCert Request EXampPle ...t e 21
4.4 Invalid SignCert Request EXample ..o 21

L = oL 1 o 3 22
5.1 Security Considerations for Implementers ........cocoiiiiiiiiii 22
5.2 Index of Security Parameters ......ouieieiiiiiii et e 22

6 Appendix A: Full XML Schema.....ciicvrimrariemerimremsemsssasassassssssasssssssasasssssssasassasssnnsansns 23

7 Appendix B: Product Behavior .......cocivierimierimssiesesessisssnssssssssnasssnssssasassnsasnnsanns 24

8 Change TracKing....ciciciciarerraramimiminiirrrasasasisissssasasasasasasassnsasasasasasasasasassssssnsnnnnnnns 25

£ T 1 3 e = T 26

3/28

[MS-OTPCE] - v20170601

One-Time Password Certificate Enrollment Protocol
Copyright © 2017 Microsoft Corporation

Release: June 1, 2017



4 /28
[MS-OTPCE] - v20170601
One-Time Password Certificate Enrollment Protocol
Copyright © 2017 Microsoft Corporation
Release: June 1, 2017



1 Introduction

The One-Time Password Certificate Enrollment Protocol was created to enhance the network security
of remote access connections. The protocol uses different components to increase network security.
For example, the one-time password (OTP) authentication mechanism provides enhanced security
for remote clients connecting to a server by using different passwords for each logon session. Another
component used by the protocol is a short-lived smart card logon certificate template.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

1.1 Glossary
This document uses the following terms:

Active Directory: A general-purpose network directory service. Active Directory also refers to
the Windows implementation of a directory service. Active Directory stores information about
a variety of objects in the network. Importantly, user accounts, computer accounts, groups, and
all related credential information used by the Windows implementation of Kerberos are stored
in Active Directory. Active Directory is either deployed as Active Directory Domain Services
(AD DS) or Active Directory Lightweight Directory Services (AD LDS). [MS-ADTS] describes both
forms. For more information, see [MS-AUTHSOD] section 1.1.1.5.2, Lightweight Directory
Access Protocol (LDAP) versions 2 and 3, Kerberos, and DNS.

certificate template: A list of attributes that define a blueprint for creating an X.509 certificate. It
is often referred to in non-Microsoft documentation as a "certificate profile". A certificate
template is used to define the content and purpose of a digital certificate, including issuance
requirements (certificate policies), implemented X.509 extensions such as application policies,
key usage, or extended key usage as specified in [X509], and enrollment permissions.
Enrollment permissions define the rules by which a certification authority (CA) will issue or
deny certificate requests. In Windows environments, certificate templates are stored as
objects in the Active Directory and used by Microsoft enterprise CAs.

certification authority (CA): A third party that issues public key certificates. Certificates serve to
bind public keys to a user identity. Each user and certification authority (CA) can decide whether
to trust another user or CA for a specific purpose, and whether this trust should be transitive.
For more information, see [RFC3280].

DirectAccess: A collection of different component policies, including Name Resolution Policy and
IPsec, which allows seamless connectivity to corporate resources when not physically connected
to the corporate network.

enhanced key usage (EKU): An extension that is a collection of object identifiers (OIDs) that
indicate the applications that use the key.

Group Policy: A mechanism that allows the implementer to specify managed configurations for
users and computers in an Active Directory service environment.

Hypertext Transfer Protocol (HTTP): An application-level protocol for distributed, collaborative,
hypermedia information systems (text, graphic images, sound, video, and other multimedia
files) on the World Wide Web.

Hypertext Transfer Protocol Secure (HTTPS): An extension of HTTP that securely encrypts and
decrypts web page requests. In some older protocols, "Hypertext Transfer Protocol over Secure
Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information,
see [SSL3] and [RFC5246].
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Kerberos: An authentication system that enables two parties to exchange private information
across an otherwise open network by assigning a unique key (called a ticket) to each user that
logs on to the network and then embedding these tickets into messages sent by the users. For
more information, see [MS-KILE].

Key Distribution Center (KDC): The Kerberos service that implements the authentication and
ticket granting services specified in the Kerberos protocol. The service runs on computers
selected by the administrator of the realm or domain; it is not present on every machine on the
network. It must have access to an account database for the realm that it serves. KDCs are
integrated into the domain controller role. It is a network service that supplies tickets to clients
for use in authenticating to services.

key storage provider (KSP): A Cryptography API: Next Generation (CNG) component which can
be used to create, delete, export, import, open and store keys.

one-time password (OTP): A password that is valid for only one logon session or transaction in
the One-Time Password Certificate Enrollment Protocol.

Public Key Cryptography Standards (PKCS): A group of Public Key Cryptography Standards
published by RSA Laboratories.

public key infrastructure (PKI): The laws, policies, standards, and software that regulate or
manipulate certificates and public and private keys. In practice, it is a system of digital
certificates, certificate authorities (CAs), and other registration authorities that verify and
authenticate the validity of each party involved in an electronic transaction. For more
information, see [X509] section 6.

Remote Authentication Dial-In User Service (RADIUS): A protocol for carrying authentication,
authorization, and configuration information between a network access server (NAS) that
prefers to authenticate connection requests from endpoints and a shared server that performs
authentication, authorization, and accounting.

Secure Sockets Layer (SSL): A security protocol that supports confidentiality and integrity of
messages in client and server applications that communicate over open networks. SSL uses two
keys to encrypt data-a public key known to everyone and a private or secret key known only to
the recipient of the message. SSL supports server and, optionally, client authentication using
X.509 certificates. For more information, see [X509]. The SSL protocol is precursor to Transport
Layer Security (TLS). The TLS version 1.0 specification is based on SSL version 3.0 [SSL3].

smart card: A portable device that is shaped like a business card and is embedded with a memory
chip and either a microprocessor or some non-programmable logic. Smart cards are often used
as authentication tokens and for secure key storage. Smart cards used for secure key storage
have the ability to perform cryptographic operations with the stored key without allowing the
key itself to be read or otherwise extracted from the card.

Unicode: A character encoding standard developed by the Unicode Consortium that represents
almost all of the written languages of the world. The Unicode standard [UNICODES.0.0/2007]
provides three forms (UTF-8, UTF-16, and UTF-32) and seven schemes (UTF-8, UTF-16, UTF-16
BE, UTF-16 LE, UTF-32, UTF-32 LE, and UTF-32 BE).

XML: The Extensible Markup Language, as described in [XML1.0].

XML namespace: A collection of names that is used to identify elements, types, and attributes in
XML documents identified in a URI reference [RFC3986]. A combination of XML namespace and
local name allows XML documents to use elements, types, and attributes that have the same
names but come from different sources. For more information, see [XMLNS-2ED].

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [REC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
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1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[MS-ADTS] Microsoft Corporation, "Active Directory Technical Specification".

[RFC1334] Lloyd, B., and Simpson, W., "PPP Authentication Protocols", RFC 1334, October 1992,
http://www.ietf.org/rfc/rfc1334.txt

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC2315] Kaliski, B., "PKCS #7: Cryptographic Message Syntax Version 1.5", RFC 2315, March 1998,
http://www.ietf.org/rfc/rfc2315.txt

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.rfc-editor.org/rfc/rfc2616.txt

[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.rfc-
editor.org/rfc/rfc2818.txt

[RFC2986] Nystrom, M. and Kaliski, B., "PKCS#10: Certificate Request Syntax Specification", RFC
2986, November 2000, http://www.ietf.org/rfc/rfc2986.txt

[XMLNS-2ED] World Wide Web Consortium, "Namespaces in XML 1.0 (Second Edition)", August 2006,
http://www.w3.0rg/TR/2006/REC-xml-names-20060816/

[XMLSCHEMA1] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema Part
1: Structures", W3C Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-xmlschema-1-
20010502/

[XML] World Wide Web Consortium, "Extensible Markup Language (XML) 1.0 (Fourth Edition)", W3C
Recommendation 16 August 2006, edited in place 29 September 2006,
http://www.w3.0rg/TR/2006/REC-xmI-20060816/

1.2.2 Informative References

[MS-GPNRPT] Microsoft Corporation, "Group Policy: Name Resolution Policy Table (NRPT) Data
Extension".

[MS-PKCA] Microsoft Corporation, "Public Key Cryptography for Initial Authentication (PKINIT) in
Kerberos Protocol".

[MSFT-OTP] Microsoft Corporation, "Strong Authentication with One-Time Passwords in Windows 7
and Windows Server 2008 R2", February 2011, http://technet.microsoft.com/en-
us/library/gg637807(WS.10).aspx
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[MSFT-TEMPLATES] Microsoft Corporation, "Implementing and Administering Certificate Templates in
Windows Server 2003", July 2004, http://technet.microsoft.com/en-us/library/c25f57b0-5459-4c17-
bb3f-2f657bd23f78

1.3 Overview

The One-Time Password Certificate Enrollment Protocol is a stateless application-layer protocol. This
protocol defines one type of request message, sent from the client to the server, and one type of
response message, returned by the server to the client. The request message consists of the user
name, one-time password (OTP), and certificate enrollment request. The response message
consists of the return code, an optional signed certificate enrollment request (the same request that
was sent by the client to the server), and (also optional) the name of the certification authority
(CA) from which to enroll the certificate.

This protocol was created for OTP authentication with DirectAccess as described in [MSFT-OTP]. It is
used as part of the mechanism that transforms OTP credentials into a short-lived smart card logon
certificate that is used for Kerberos smart card authentication. The certificate is short-lived to
minimize the risk of it being reused for future authentication sessions. It is configured to the minimum
lifetime supported by the public key infrastructure (PKI) in use. The following figure shows how
the protocol is used in DirectAccess authentication.

1. OTPCEP request
{over S5L)
OTP Credential OTP auth
Provider :; QUCLE HEIIEE ISAPI
(over SSL) extension U oTP
a Z'RTgla‘éer RADIUS |gp»{ authentication
° e i server
g 5. Store shprt-lived \R
5 certificate 9,
5 v M
2 Microsoft
= Software
& KSP DirectAccess CA [ —
=] machine |
& tunnel |
o 7. Retrieve|short-lived |
= certificate 12
\ i : -
% |
| Kerberos \‘ 8. PKINIT KDC [t — ~
| |
| |
DirectAccess DirectAccess
client machine server
New component Corporate LAN

Existing component

Legend

Figure 1: DirectAccess OTP authentication process

In the DirectAccess implementation of the One-Time Password Certificate Enrollment Protocol, the
following events take place.

1. The DirectAccess client sends OTP credentials along with a short-lived smart card logon certificate
enrollment request to the DirectAccess server over a Secure Sockets Layer (SSL) tunnel, where
both client and server are mutually authenticated by certificates.

2. The DirectAccess server communicates with an OTP authentication server using the Password
Authentication Protocol (PAP) [RFC1334] over Remote Authentication Dial-In User Service
(RADIUS) in order to validate the OTP credentials.
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3. The DirectAccess server signs the certificate enrollment request with a dedicated signing
certificate only the DirectAccess server possesses. After that, the signed certificate request and
the name of the CA (from which the DirectAccess client enrolls the short-lived smart card logon
certificate) are sent to the DirectAccess client by using the OTPCE protocol.

4. The DirectAccess client communicates with the certification authority (CA) using a Public Key
Cryptography Standards (PKCS) #10 request [RFC2986] and a PKCS #7 response [RFC2315
in order to enroll a short-lived smart card logon certificate. The enrolled short-lived certificate is

used by the PKINIT Protocol ([MS-PKCA]) to acquire a new Kerberos ticket from the Key
Distribution Center (KDC) for the user.

The following figure shows a protocol message exchange of successful OTP credential validation by the
OTP server and the subsequent signing of the certificate enrollment request by the server.

Clignt Server D1
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Figure 2: Successful sequence for certificate enroliment

The following figure shows a typical protocol message exchange in which invalid OTP credentials are
rejected by the OTP server. In this case, the server returns an error and does not proceed with the
signing of the certificate enrollment request.
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Figure 3: Typical sequence of a certificate enroliment with erroneous credentials
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The following figure shows the use of the OTPCE protocol in Windows DirectAccess OTP authentication.
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Figure 4: DirectAccess OTP authentication end to end flow

1.4 Relationship to Other Protocols

The One-Time Password Certificate Enrollment Protocol is a Hypertext Transfer Protocol (HTTP)-
based protocol. Every protocol request is a single pair of HTTP POST and HTTP response messages.
Failure to carry out the request due to server error is reported by an HTTP response code.

The parameters of the protocol's requests and responses are carried in XML-formatted body of the
message. The full XML schema (XSD) is described in section 6.
1.5 Prerequisites/Preconditions

For One-Time Password Certificate Enrollment Protocol communication to begin, the prerequisite
configuration is as follows:

1. The administrator sets up an OTP authentication solution from an OTP vendor that includes an
OTP authentication server and hardware/software OTP tokens for end users.
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2. The administrator establishes one or more implementation-specific<1> CA servers, configures a
new, unique application-policy enhanced key usage (EKU) in Active Directory, and configures
two certificate templates on it:

1. A short-lived smart card logon certificate template.

2. A signing certificate template with the new, unique application-policy EKU.
The CA server requires permissions to enroll certificates by using this certificate template. The
administrator grants users read and enroll permissions to the short-lived smart card logon certificate
template. The administrator grants the OTPCEP server enroll and auto enroll permissions to the
signing certificate template.

In addition, configure the CA to verify that any short-lived smart card logon certificate request is
signed by the signing certificate.

1.6 Applicability Statement

The One-Time Password Certificate Enroliment Protocol was designed to support OTP authentication
for DirectAccess.

The use of this protocol is appropriate as the basis for any network authentication scenario that

involves sending a request with OTP credentials and a certificate enrollment request, and receiving a
signed certificate enrollment request.

1.7 Versioning and Capability Negotiation

For versioning control, a proprietary HTTP header "X-OTPCEP-version" is introduced and is mandatory
in both the request and response. It is required to have the value of "1.0".

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments

None.
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2 Messages

2.1 Transport

The One-Time Password Certificate Enrollment Protocol does not provide its own secure transport. It
MUST be transmitted over a secured channel, for example, Hypertext Transfer Protocol over
Secure Sockets Layer (HTTPS), as specified in [RFC2818].

This protocol is encapsulated within and depends on HTTP, as specified in [RFC2616], for delivery of
messages. The protocol does not impose any message retransmissions or other requirements on this
transport.

2.2 Message Syntax

This section contains common definitions used by this protocol. The protocol is HTTP-based protocol.
"Content-type" header is always set to Application/xml;charset=utf-8. The syntax of the definitions
uses the XML schema as specified in [XMLSCHEMA1].

2.2.1 Namespaces

This specification defines and references various XML namespaces that are using the mechanisms
specified in [XMLNS-2ED]. Although this document associates a specific XML namespace prefix for
each XML namespace that is used, the choice of any particular XML namespace prefix is
implementation-specific and not significant for interoperability.

Prefixes and XML namespaces used in this specification are as follows:

Prefix | Namespace URI Reference
XS http://www.w3.0rg/2001/XMLSchema XMLSCHEMA1

otpcep | http://schemas.microsoft.com/otpcep/1.0/protocol

2.2.2 SignCert Request

The SignCert Request is the message sent by a client when the end user is asked to provide OTP
credentials in order to perform OTP authentication.

The message MUST be a Unicode XML 1.0 document that uses the following XML namespace as its
default:

http://schemas.microsoft.com/otpcep/1.0/protocol

The XML document MUST contain a signCertRequest element. The message MUST NOT include
additional data before or after the XML document. The XML document MAY contain trailing whitespace
as part of the encoded content, as specified in [XML] section 2.1.

<xs:element name="signCertRequest">
<xs:complexType>

<xs:attribute name="username" type="xs:string"
use="required" />

<xs:attribute name="oneTimePassword" type="xs:string"
use="required" />

<xs:attribute name="certRequest" type="otpcep:CertificateRequestBase64Binary"
use="required" />
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</xs:complexType>
</xs:element>

The signCertRequest element contains the following attributes:
username: A NULL-terminated string that contains the user name.

oneTimePassword: A NULL-terminated string that contains the user's one-time credentials. The
one-time credentials MUST contain an ever-changing one-time password (OTP) part. The one-
time credentials MAY contain a static password (PIN) part.

certRequest: The certificate enrollment request in PKCS #10 format ([REC2986]). The request
MUST be created by using the certificate template as defined in section 1.5.

The request MUST be digitally signed with a valid signature, as specified in [RFC2986].

2.2.3 SignCert Response

A SignCert Response message is returned by the OTPCEP server as a response to a SignCert
Request message (section 2.2.2) received from the client.

The message MUST be a Unicode XML 1.0 document that uses the following XML namespace as its
default:

http://schemas.microsoft.com/otpcep/1.0/protocol

The document MUST contain a signCertResponse element. The message MUST NOT include
additional data before or after the XML document. The XML document MAY contain trailing whitespace
as part of the encoded content, as specified in [XML] section 2.1.

<xs:complexType name="SignCertResponse">

<xs:sequence>

<xs:element name="IssuingCA" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded" />

</xs:sequence>

<xs:attribute name="statusCode" type="otpcep:SignCertStatusCode" use="required" />

<xs:attribute name="SignedCertRequest" type="otpcep:CertificateBase64Binary"
use="optional" />

</xs:complexType>

The signCertResponse element contains the following attributes:

IssuingCA (optional): If the user credentials are valid and the statusCode attribute equals
Success, the names of one or more CA servers from which the client enrolls the short-lived
smart card certificate are included in the SignCert Response message. Otherwise, this field
MUST be empty.

statusCode: Can be one of the following enumeration values.

Value Meaning
Success Certificate enrollment request was signed successfully.
AuthenticationError User credentials validation failed.

ChallengeResponseRequired | User credentials were challenged.

OtherError Other error occurred during the validation of the OTP credentials or during signing
of the certificate enrollment request.

14 / 28

[MS-OTPCE] - v20170601

One-Time Password Certificate Enrollment Protocol
Copyright © 2017 Microsoft Corporation

Release: June 1, 2017


https://go.microsoft.com/fwlink/?LinkId=90401
https://go.microsoft.com/fwlink/?LinkId=90598

SignedCertRequest (optional): If the user credentials are valid and the statusCode attribute

equals Success, a signed certificate enrollment request is included in the SignCert Response
message. Otherwise, this field MUST be empty.
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3 Protocol Details
3.1 Client Details

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

Server Name: A null-terminated Unicode string that represents the name of the server the client
can communicate with in order to authenticate the user and enroll certificates for accessing
corporate resources. A list of strings representing available servers can be used for high
availability.

OTP Certificate Template Name: A null-terminated string representing the name of the short-
lived smart card certificate template that is in use.

3.1.2 Timers

None.

3.1.3 Initialization

The Abstract Data Model (ADM) elements defined in section 3.1.1 are initialized during the client
startup. They are configured by the administrator<2> and stored in persistent storage. On client
startup, the configuration is read from the persistent storage and set in the ADM elements.

3.1.4 Higher-Layer Triggered Events

The One-Time Password Certificate Enrollment Protocol is invoked when a user logs on to a client
computer from outside the corporate network by using a username/password, smart card, or any
other user credentials available for login, and then attempts to connect to a corporate resource using
a connection that requires one-time password (OTP) authentication. The client MUST create and
send a SignCert Request message (section 2.2.2), as specified in section 3.1.5.2.

3.1.5 Message Processing Events and Sequencing Rules

3.1.5.1 Creating A SignCert Request Message
When the user performs an OTP authentication, the client performs the following steps.
1. The client creates a SignCert Request message (section 2.2.2) with the following attributes:

= The logon name of the user is set as the username attribute in the SignCert Request
message. The name is in the domain\username format.

= The one-time credentials that the user provides after the logon are set in the
oneTimePassword attribute of the SignCert Request message. The oneTimePassword
attribute contains an ever-changing OTP part. The oneTimePassword attribure MAY contain
a static password (PIN) part. The existence of the PIN part and the PIN and one-time
password concatenating format depend on the OTP vendor implementation.
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= The client creates the certificate PKCS #10 request, as specified in [RFC2986], by using the
template referred by the OTP Certificate Template Name ADM element, and sets it as the
CertRequest attribute in the SignCert Request message.

2. The client sends the SignCert Request message to the server.

3.1.5.2 Processing A SignCert Response Message

Upon receiving the SignCert Response message (section 2.2.3), the client MUST send an enrollment
request to the Certification Authority (CA) server using the signed certificate request, and MUST
store the certificate issued by the CA using a key storage provider (KSP) to be used by the upper
layer for authentication, thus enabling connectivity to the corporate resources.

If the statusCode attribute does not equal Success, the client fails the operation. The client MAY<3>
display an error message to the user indicating that the operation failed.
3.1.6 Timer Events

None.

3.1.7 Other Local Events

None.
3.2 Server Details

3.2.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

OTP servers information: A structure that represents the OTP servers that are available for
credentials validation on the server. The information in the structure MAY contain a server name
or IP address, port, and other connectivity-related attributes. A sorted list of available servers
can be used for high availability or load balancing.

CA servers list: A null-terminated Unicode string that represents the names of the CAs available
for issuing OTP certificates. A sorted list of strings representing available CAs can be used for
high availability or load balancing.

Signing Certificate Template Name: A null-terminated string representing the name of the
signing certificate template that is in use.

3.2.2 Timers

None.

3.2.3 Initialization

The ADM elements defined in section 3.2.1 are initialized during the server startup. They are
configured by the administrator<4> and stored in persistent storage. On server startup, the
configuration is read from persistent storage and set in the ADM elements.
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3.2.4 Higher-Layer Triggered Events

None.
3.2.5 Message Processing Events and Sequencing Rules

3.2.5.1 Processing A SignCert Request Message

Upon receiving a SignCert Request message (section 2.2.2), the server performs the following
steps:

1. Validate the certificate request received in the SignCert Request message:

= The user name inside the certificate request MUST match the OTP user name received in the
username attribute of the SignCert Request message. If the user name appears in multiple
places in the certificate request, all instances MUST match the OTP user name.

= The certificate template named in the user certificate request MUST NOT be empty and it
MUST be the one that is configured in the server.

= The certificate request MUST be digitally signed with a valid signature, as specified in

RFC2986].

If the validations fail, the server MUST stop processing the request and send a SignCert
Response message (section 2.2.3) to the client with a status of OtherError, without setting
the SignedCertRequest and IssuingCA attributes.

2. Validate that the user name is listed in Active Directory, as specified in [MS-ADTS]. If the
validation fails, the server MUST stop processing the request and send a SignCert Response
message to the client with a status of AuthenticationError, without setting the
SignedCertRequest and IssuingCA attributes.

3. Validate user name, static password (if available), and one-time password with the first OTP
server represented in the OTP servers information ADM element using the Password
Authentication Protocol (PAP) [RFC1334] over Remote Authentication Dial-In User Service
(RADIUS) to validate the OTP credentials. If the validation fails, the server MUST stop the
processing and send a SignCert Response message with an error status corresponding to the
response received from OTP server:

= If the OTP server cannot be reached, the server MUST send a status of OtherError to the
client.

= If the response from the OTP server is Access-Reject, the server MUST send a status message
of AuthenticationError to the client.

= If the response from OTP server is Challenge-Response, the server MUST send a status
message of ChallengeResponseRequired to the client.

The SignedCertRequest and IssuingCA attributes are not set upon failure.

4. Sign the certificate request that was part of the SignCert Request message using the dedicated
signing certificate. If this operation fails, the server MUST send a status message of OtherError to
the client.

The SignedCertRequest and IssuingCA attributes are not set upon failure.

5. Verify that the list of CA servers in the CA servers list ADM element is not empty and pick the
first CA server from the list. If this operation fails, the server MUST send a status message of
OtherError to the client.
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6. When a certificate is successfully signed, the server MUST create a SignCert Response message
with the following values in it:

= The statusCode attribute is set to Success.
= The SignedCertRequest attribute value is set to the signed certificate enrollment request.

= The IssuingCA attribute is set to the name of the first or several high-ranked CA servers from
the CA servers list ADM element.

Then the server MUST send the response back to the client.

3.2.6 Timer Events

None.

3.2.7 Other Local Events

None.
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4 Protocol Examples

The following sections describe four examples of the SignCert Request message (section 2.2.2) and
the SignCert Response message (section 2.2.3).

4.1 Accepted SignCert Request Example

The following example describes an accepted SignCert Request message (section 2.2.2).

<?xml version="1.0" encoding="UTF-8"?>

<signCertRequest xmlns="http://schemas.microsoft.com/otpcep/1.0/protocol™
username="DOMAINl\userl" oneTimePassword="Pa$$wordl"
certRequest="MIIE]jzCCA3cCAQAWEJETMBEGCgmSJomT81xkARKWA2NVOTEXMBUGCgmSJomT 81ixk&#xA; ARKWB2NVDXB
hbnkxFDASBgoJkiaJk/IsZAEZFgRIb3JWwMRCWFQYKCZImiZPyLGQOB&#xA; GRYHZGIt YW1 uMTEOMAWGAIUEAWWFVXN1cnM
xDzANBgNVBAMMB1VzZXIgMTCCASIw&#xA; DQYJKoZ IThvcNAQEBBQADggEPADCCAQOoCggEBAL/ jy9vhdLG3yZJYw7VC6PG
FwA2c&#xA; yG7G9TaRX52230269e8AQIsKsMkepv4gCv8xEs0Q4grSkEmTXOPbMsxeogzKt9/E&#xA; el 7THgObdrGWyoS
161ykVB9gu8blx7LXmj4E2plrj0401Z5be3hVbPijuGa6M8mh9&#xA; n3pDar5sbe8YY4gwNUIgtgWSg7NIFCIyRmOhjqg
F60M55totkCTall+K4n+vL/71c&#xA; IxFUKgeYiHD8pbhEaKUesfGQ1l1TsXhUjMWCxJLJaeclCXkms2wky9fbbA8XvEc
43 &#xA;V101Xcal7nns/ymmVZLig8LPimcvr8wY+t+Bbzlx7BPcYap8b3+NeiZrzTUCAWEA&#XA; AaCCACOWGgYKKWYBB
AGCNwOCAZEMFgo2LjIuODMxMS4 yMFMGCSsGAQQOBY]j cVEDFG& #xA; MEQCAQUMIENMSUVOVDIUZGOtYW1uMS5jb3JwLmNvb
XBhbnkuY29tDBBETO01BSU4x&#xA; XENMSUVOVDIkDAtMb2dvblVJILmV4ZTBmBgorBgEEAYI3DQICMVgwVgIBABS0AEOAS
#xA; aQBJAHIAbWBZAG8AZgBOACAAUWBVAGYAJAR3AGEACOB1ACAASWB1AHKATARTAHQAS #xA; bwByAGEAZWB1ACAAUABY
AG8AdgBpAGQAZQOBYAWEAMIHUBgkghkiGI9w0OBCQ4xgeAws #xA; gdOwOwY JKwYBBAGCNXUHBC4WLAYkKwYBBAGCNxXUIjcRr
39UihpmHLOHg2CGGLlOV5&#xA; S4e7th2D1 ThxAgFkAGEFMBUGA1UdJQQOMAWGC1sGAQQBg ) cUAgIwDgYDVROPAQH/ & #xA
; BAODAgWgMBOGCSsGAQOBg ) cVCgQOMA4wDAYKKWYBBAGCNxQCAJASBgNVHREEMJAWS #xA; 0oC4GC1isGAQQBg]cUAGOgIAW
edXN1cjFAZGItYW1uMS5jb3JwLmNvbXBhbnkuY29t &#xA; MBOGA1UdDgQWBBQgnOjnsdeugKhWrGOts4ucmuuRvzANBgk
ghkiGO9wOBAQUFAAOC&#xA; AQEANT7/yTQYMpLsn+kt TRUWvHAJIQ7Prelccssn7hChTRmOGCarrS+K1IDOWXDUSW&#xA; tY
AEXV8fA6MXFoYK4rrdtyZImgpkuxhO5SH5XnuytTY6K3Wgt IviDSFYNahNCAUBN&#xA; 6syO9ydrXWJ21BBtsPlhoczkLE
mIsV/bRSAfrYh2rUtBP+P4s9TQRtZ3WtBsOaXH&#xA; TqqdrUgGXCTarm2ESe9z0P1IroKVDIqv4ZjxXbpuld3NKYeso9
BNO9rtNS/unNBY&#xA; wI2mD6W7wigK/jQUpxuWljhzCylGxvIxN9iZNg4VBIV7cJIsz5X701TolATJMONEI&#xA; kpEgw
Ee0g7h3Mwqgft6zPVIShBA==&#xA;"/>

The following example describes the SignCert Response message (section 2.2.3) for the accepted
request. The statusCode attribute equals Success.

<?xml version="1.0" encoding="UTF-8"?>

<signCertResponse xmlns="http://schemas.microsoft.com/otpcep/1l.0/protocol”
statusCode="Success"
SignedCertRequest="MIINbgYJKoZIhvcNAQcCoIINXzCCDVsCAQMxCzAJBgUrDgMCGQUAMIIFIwYIKwYB&#xA; BQUHD
AKgggUVBIIFETCCBQOwaTBnAgECBgorBgEEAYI3CgoBMVYWVAIBADADAGEB& #xA; MUOWSAYJKwYBBAGCNXUUMTswOQIBB
QWCREEXLMRVDOWEPbJEUY29ycC5jb21wYW55&#xA; LmNVOQWMRE ONQU1OMVXEQTEkKDAh3M3dwLmV4ZTCCBIqgggSWAgGEBM
ITEjzCCA3cC&#xA; AQAWEJETMBEGCgmSJomT 81 xkARKWA2NVDOTEXMBUGCgmSJomT 81 xkARKWB2NvbXBh & #xA; bnkxFDAS
BgoJkiaJk/IsZAEZFgRJb3IJWMRCWFQYKCZImiZPyLGOBGRYHZGItYWlu&#xA; MTEOMAWGA1UEAWWEFVXN1cnMxDzANBgNV
BAMMB1VzZXIgMTCCASIwDQYJKOZIhvcN&#xA; AQEBBQADggEPADCCAQOCYgEBAL/jy9vhdLG3yZIYwTVC6PGFWA2CcyG7G
9TaRX5z2&#xA; 3026ge8AQIsKsMkepv4qCv8xEs0Q4grSkEmTXOPbMsxeogzKt9/Eel 7THg0bdrGWy&#xA; 0S161ykVBIg
u8blx7LXmj4E2plrj0401Z5be3hVbPijuGacM8mhIn3pDarSsbe8Y&#xA; Y4gwNUIgtgWSg7NIFCIyRmOhjgF60M55tot
kCTall+K4n+vL/71cIxFUKgeYiHD8&#xA; pbhEaKUesfGQl1TsXhUjMWCxJLJaeclCXkms2wky9fbbA8XvEc4jVv101lXca
L7nns&#xA; /ymmVZLig8LPimcvr8wY+t+Bbz1lx7BPcYap8b3+NeiZrzTUCAWEARaCCACOWGYYK&#xA; KWYBBAGCNwWOCAZ
EMFgo2LjIuODMxMS4 yMFMGCSsGAQQBG]j cVFDFGMEQCAQUMIENMS& #xA; SUVOVDIuZGItYW1uMS5jb3IJwLmNvbXBhbnkuY?2
9tDBBETO01BSU4xXENMSUVOVDIk&#xA; DAtMb2dvblVJILmV4ZTBmBgorBgEEAYI3DQICMVgwVgIBABSOAEOAaQBJAHIAbW
Bz&#xA; AGBAZgBOACAAUWBVAGYAJAB3AGEACGBLACAASWRIAHKATABTAHQALWBYAGEAZWR1 & #xA; ACAAUABYAG8AJgBPA
GQAZQOBYAWEAMIHUBgkghkiGI9wOBCQ4xgeAwgdOwOwYJKwYB&#xA ; BAGCNXUHBC4WLAYkKwYBBAGCNXUIjcRr39UihpmHL
OHg2CGG1OV5S4e7th2D1Thx&#xA; AGQFkAGEFMBUGA1UdJQQOMAWGC1SGAQQBg ) cUAgIwDgYDVROPAQH/BAQDAGWGMBOGE
#xA; CSSGAQOBg) cVCgOOMA4wDAYKKwYBBAGCNxXQCAJASBgNVHREEM ) AwoC4GC1isGAQOB&#XA; gjcUAGOgIAwedXN1ciFA
ZGI9tYW1uMS5jb3IwLmNvbXBhbnkuY29tMBOGA1UdDgQWs #xA; BBQgn0jnsdeugKhWrG0ts4ucmuuRvzANBgkghkiG9w0B
AQUFAAOCAQEANT/yTQYM&#xA; pLsn+ktTRUwvHAIQ7Prelccssn7hChTRmOGCarrS+K1IDOWXDUBWt YAEXVE fAOMX & #XA
;FoYK4rrdtyZImgpkuxhOS5H5XnuytTY6K3Wqt IviDSFYNahNCAUBN6syO9ydrXWJ2&#xA; 1BBtsPlhoczkLEmIsV/bRSd
frYh2rUtBP+P4s9TqRtZ3WtBsO0aXHTqq4rUgGXCTa&#xA; rm2ESe9z0P1IroKVDIqv4ZixXbpuIld3NKYeso9IBNOIrtNS/
unNBYwI2mD6W7wigK&#xA; /jQUpxuWljhzCylGxvIxNIiZNg4VBIV7cIsz5X701TolATI JMONEIkpEgwEeOg7h3&#xA; Mw
qft6zPVIShBDAAMACGGgWOMIIF1zCCBH+gAWIBAGIKYV+KUAAAAAAAQDANBgkq&#xA; hkiGO9wOBAQUFADBYMRMWEQYKCZ
ImiZPyLGQOBGRYDY29tMRcwFQYKCZImiZPyLGOB&#xA; GRYHY29tcGFueTEUMBIGCgmSJomT 81 xkARKWBGNvCcnAxXFzAVBg
oJkiaJdk/IsZAEZ&#xA; Fgdkb21haW4xMRMWEQYDVQQODEwWPSb290Q0EtREMxMB4XDTEyMDOXMDEWMjgxN1oX&#xA; DTEyM
DOxMJEwWM]jgxN1owADCCASIwDQYJKoZ IhveNAQEBBQADggEPADCCAQOCOgEB&#xA; ALMeQgmLbcP2pYDav6ZndelJbuS/D
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wz3DxVRRZrgB7u9xK/vM8uJLVbkOeXB3yvr&#xA; WwgoZ/n2MPqgb/SFAVNRcT/zugY 7myGQggPO8TP4Ds 7M40PZkF1+G
vm30dpclUWK&#xA;2alz+FgJ00hL5BetISr8pR8aEtC6CGEF+Z0vmLgQaPmctulizT1A9TU]60UYHrNVY &#xA; tPRcgWrM
HAVPZgrl+cceUBM8gSLQzFrI3JCA2WrRBVepEwWQ7DaLmN52KnOMnRaWx & #xA; 4uLRtS9c+HgiLYjWhz2ZAel1lUL+1C5by
ofUKyKuxyml ZyAK8htG6ZjcpblgJ+tHp&#xA; Bo/HILgeXxV1hGmliaklRI8CAWEAAAOCAP8wggKbMDsGCSsGAQQBgjcV
BwQUMCWG&#xA; JCSGAQOBgjcVCI3Ea9/VIoazZhy6B6tghhtTleUuBv/1bhNObdQIBZAIBAJAVBGNV & #xA; HSUED)AMBgo
rBgEEAYI3UQEBMA4GA1UADWEB/wQEAWIHgDAdBgkrBgEEAYI3FQoE&#xA; EDAOMAWGC1sGAQQBgjdRAQEWHQYDVROOBRY
EFJ1IBItqJOcAV4x48mx6N5PIYANUg&#xA; MBEGA1UAIWQYMBaAFKBJo fXgEOVQXMoEy3jGrNnwhuHzMIHXBgNVHR8EgC8
wgcww&#xA; gecmggcaggcOGgeBsZGFwOi8vLONOPVIVE3RDOS1EQzEsQ04 9REMx LENOPUNEUCXD& #xA; TJ10dWIsaWM1M]
BLZXk1IMjBTZXJ2aWNlcyxDTj1TZXJ2aWNlcyxDTj1Db25maWdl &#xA; cmF0aWOuLERDPWRVDOWFpbjESREMOY29ycCxEQz
1Jb21wYW55LERDPWNVbT 97 ZXJ0&#xA; aWZpY2F0ZVJI1dm9]YXRpb25MaXNOP2Jhc2U/b2JqZWN0Q2xhc3M9Y1JIMRG1 zdH
Jp&#xA; YnV0aWouUG9pbnQwgc8GCCsGAQUFBWEBBIHCMIG/MIG8BggrBgEFBQcwAOaBr2xk&#xA; YXA6Ly8vQ049Um9vd
ENBLURDMSxDTJj1BSUEsQO049UHVibGljIJTIwS2V5JTIwU2Vy&#xA; dmljZXMsQ049U2Vydml jZXMsQ049Q29%uZmlndXJhd
GlvbixEQz1lkb21lhaW4xLERD&#xA; PWNvCnNASREMIY29tcGFueSxEQz1jb20/YOFDZXJ0aWZpY2F0ZT91YXN1P29iamV]y&
#xA; dENsSYXNzPWN1cnRpZmljYXRpb25BdXRob3JpdHkwKgYDVRORAQH/BCAWHOICREEx & #xA; LmMRVOWFpbjEUY29ycC57j
P21wYW55LmNVvbTANBgkghkiGIwOBAQUFAAOCAQEANGGME #xA ; G1cNVQxFsWc9/RYrMAGatUG2YngrE6IQMEeLGUv2XoHv
QFwyX43+58h0r1ImNdRVt&#xA; MQ6VvzsWz1gFUZBzUJ3YfugONR8IAWA7XKgYTcRI8G1cTEPvVU7XeCpMesXuYzvop&#xA
;NUTdpP6R10O1IAIMv3HT7Y8gyVChbIMm6AWZkmfR3hLiXgBBkOyhMLsi2MogmEoO7wuwS&#xA; owbikkHgxGaml f1wrORgmecV
COywS+FDgTJ3BNatQGoHnLCGH7/2fBnIxuDcD8vgc&#xA; amtD1Z2kvv)Gdrr8uhD20oKtbVS]/U7Z/VbGzgtoTOfthtrgpb
OuVrAZQ/CbAorbQOQ&#xA; tEYEaROefOskvHgK7zGCAOEWgZYCAQEWI JAAMRsSWGQY JKWYBBAGCNxUJEwWXEdW1t & #xA; eS
BTaWduZXICAQAWCQYFKw4DAhoFAKA+MBCcGCSGSIb3DQEJAZEKBggrBgEFBQCM&#xA; AJATBgkaghkiGOwOBCQOxFgQUNnU
MoaOCcmKMAYyC19SWEVOY41918wDAYIKwYBBQUH&#xA; BgIFAAQUUQOKxuLM8spZptYmlzo4u8cPm8r4wggHkAgEBMIGAMH
IxEzARBgoJkiaJ&#xA; k/IsZAEZFgNIb20xFzAVBgoJkiadk/IsZAEZFgdjb21wYW55MROWEgGYKCZImiZPy&#xA ; LGOBG
RYEY29ycDEXMBUGCgmSJomT81xkARKWB2RVbWEFpbjExXEZARBGNVBAMTC1Jv&#xA; b3RDOS1EQZzECCMF fpFAAAAAAAEAWC
QYFKw4DAhOFAKA+MBCcGCSgGSIb3DQEJAZEK& #xA; BggrBgEFBQCMAJAIBgkghkiGI9wOBCQOxFgQUnUMoa0CcmKMAYC19S
WEVO0Y41918w&#xA; DQYJKoZIhveNAQEBBQAEgGgEAIpLGv8ke7TktQzupRn9I3FMrp+5V3UPqdbSI7UVWG2 & #xA; CUTr4 9K2
HHTCpNfQFgCdnrEWkHvunoGszI1lvHQaVi0OmRc8RKIQIxM+OMOWXyAU25&#xA; YAX6Zgrof9f+VzdkPdmAeVLuxRe 9CAFD
95RJGGTR59EJTI jwp43LUYyaXG7eGjVi&#xA; Y7yQuYNIO+HUYmbuOyPR2DkOtk7NHfmVZHU6Y0yQarjhMuHG1Un 6Rmgw
V8bWSHAQ&#xA; 4bFOK1CNxpGhtbCueCgisN0S1ig9P/rcHsi73fEdpuN55CIB/AcZLVvxA3yQCz/s2&#xA; HxFXnepVhjB
HLPG1870aTjS4aDQaC3PxLHoltFs3UZnAbw==&#xA; "><IssuingCA
xmlns="http://schemas.microsoft.com/otpcep/1l.0/protocol">DCl.domainl.corp.company.com\RootCA-
DC1</IssuingCA></signCertResponse>

4.2 SignCert Request with Invalid Credentials Example

The following example describes a SignCert Request message (section 2.2.2) with an authentication
error, where the user credentials validation failed.

<?xml version="1.0" encoding="UTF-8"?>

<signCertRequest xmlns="http://schemas.microsoft.com/otpcep/1l.0/protocol™
certRequest="MIIE1zCCA38CAQAWfJETMBEGCgmSJomT81ixkARKWA2NVDLTEXMBUGCgmSJomT8ixk
ARKWB2NvbXBhbnkxFDASBgoJkiaJk/IsZAEZFgRjb3IJWMRCWFQYKCZImiZPyLGQB
GRYHZGItYWIuMTEOMAWGA1UEAWWEVXN]1 cnMxDzANBgNVBAMMB1VZZXIgMTCCASIw
DQYJKoZIhvcNAQEBBOADggEPADCCAQOCggEBAK79jEXP60FccVIx0+mH22Up+56X
TLHLompiiu/iH+NOUMJ95qgqKtgstUCiM2ij/01MYTp3NPx/Z+FrDCJlo/83x1Ad1
0/Y6DkgiAxt268adVKQ+WgZjVBIN8LSsIJmOE]1+9zXKUsnJIP4JCHgmnAwXxr /0k2
vxw4EpLcI97Lr5ImkpIsmSk9bTxICZAdYptAWS89gFY0dXHVeq9wZU3jEKyc0172X
cJSvgMdxuUq3d+/cgdz6DAkVeP2NTR6tzeCY4gVMFQ120Ifyl1KZFKKIFBTUBC/jv
Ionbb0TSznshInSVof6I0cylJUzLihcgg+fO0WXPuY2QNymlnatV4LaCWesCAWEA
AaCCAdAIWGgYKKwYBBAGCNwOCAZEMFgo2Lj TuODA1OC4 yMFWGCSsGAQOBgj cVEDEP
MEOCAQUMIENMSUVOVDIUZGItYW1uMS5jb3IJwLmNvbXBhbnkuY29tDAIETO01BSU4x
XHVzZXIxDBAUZXNORXZ1bnRMpb2dCYWRDZXJ0LmV4 ZTBmBgorBgEEAYI3DQICMVgw
VgIBABS50AEOAaQBjAHIAbwBZAG8AZgBOACAAUWBVAGYAJAB3AGEACgB1ACAASWRI
AHKAIABTAHQAbwBYAGEAZWB1ACAAUABYAG8AdgBPAGQAZQBYAWEAMIHtBgkghkiG
9w0BCQ4xgd8wgdwwOgY JKwYBBAGCNXUHBCOWKwY jKwYBBAGCNxUIjcRr39UihpmH
LoHg2CGG10OV5S7SgJYf£GrhQCAWQCAQMWEFQYDVRO1BA4wDAYKKwYBBAGCNXQCAJAO
BgNVHQ8BAf8EBAMCBaAwWHQYJKwYBBAGCNXUKBBAwWD]jAMBgorBg" oneTimePassword="aPa$$wordl"
username="domainl\userl" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"/>

The following example describes the SignCert Response message (section 2.2.3) for the request that
contained invalid data. The statusCode attribute equals AuthenticationError.

<?xml version="1.0" encoding="UTF-8"?>
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<signCertResponse statusCode="AuthenticationError"
xmlns="http://schemas.microsoft.com/otpcep/1.0/protocol"/>

4.3 Challenged SignCert Request Example

The following example describes a SignCert Request message (section 2.2.2) that is challenged by
the OTP server.

<?xml version="1.0" encoding="UTF-8"?>

<signCertRequest xmlns="http://schemas.microsoft.com/otpcep/1.0/protocol™
certRequest="MIIE1zCCA38CAQAWEJETMBEGCgmSJomT81ixkARKWA2NVDLTEXMBUGCgmSJomT81ixk
ARKWB2NvbXBhbnkxFDASBgoJkiaJk/IsZAEZFgRjb3IJWMRCWFQYKCZImiZPyLGQB
GRYHZG9tYW1uMTEOMAWGA1UEAWWFVXN1cnMxDzANBgNVBAMMB1VZZXIgMTCCASIw
DQYJK0oZIhvcNAQEBBQADggEPADCCAQOCggEBALA9+uJTAQSiAVIW3ndhJZ6Eec89G
bJE+bC9Zsny019Wn/gf fppXAjOKp4glBn/DUINYELFULOeeNZG2gv3ZAsplchiAg
03FcEblAEyz4hVSF/bAF83Snz08m2/DZON14pMdORLE3KNu7ERGuJQL /pDKUMULt
NOm6gDM2nAT/OpsPjcfOD7TWIL1PFH8sDzFgcipPQ237a0AIw2c7coott7gg8CwDN

k6Dccmt 5ThDOKWYveDZxSMY fGH/+P6GhFHMZDf741zegSahIgrTFiGXc3tnyr8e5
MLEnHDMNtJP83yrSLmlx3oVzdhujtMsD/euz56K31tz+£7PojI7mLBip4HECAWEA
AaCCAdIWGgYKKwYBBAGCNWOCAZEMFgo2LjIuODALOC4yMFwGCSsGAQQBgjcVFDFP
MEOCAQUMIENMSUVOVDIUZGI9tYW1uMS5jb3JwLmNvbXBhbnkuY29tDAIET01BSU4x
XHVZzZXIxDBAUZXNORXZ1bnRMb2dCYWRDZXJO0LmV4ZTBmBgorBgEEAYI3DQICMVgw
VgIBABSOAEOAaQBjAHIAbWBZAGS8AZgBOACAAUWBVAGYAJAB3AGEACgBIACAASWRI
AHKAIABTAHQAbwBYAGEAZWB1ACAAUABYAG8AdgBPAGOAZQBYAWEAMIHtBgkghkiG
9WOBCQ4xgd8wgdwwOgY JKwYBBAGCNxXxUHBCOWKWY jKwYBBAGCNxUIjcRr39UihpmH
LoHg2CGG10OV5S7SgJYEGrhQCAWQCAQMWEFQYDVRO1BA4wDAYKKwYBBAGCNXQCAJAO
BgNVHQ8BAf8EBAMCBaAwHQYJKwYBBAGCNXUKBBAwWD]jAMBgorBgEE" oneTimePassword="05278361"
username="domainl\userl" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"/>

The following example describes the SignCert Response message (section 2.2.3) for the challenged
request. The statusCode attribute equals ChallengeResponseRequired.

<?xml version="1.0" encoding="UTF-8"?>
<signCertResponse statusCode="ChallengeResponseRequired"
xmlns="http://schemas.microsoft.com/otpcep/1l.0/protocol”/>

4.4 Invalid SignCert Request Example

The following example describes a SignCert Request message (section 2.2.2) that contains an
invalid value for the certRequest attribute.

<?xml version="1.0" encoding="UTF-8"?>

<signCertRequest xmlns="http://schemas.microsoft.com/otpcep/l.0/protocol™ certRequest="asdf"
oneTimePassword="Pa$$wordl" username="domainl\userl"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance"/>

The following example describes the SignCert Response message (section 2.2.3) for the request that
contains the invalid field value. The statusCode attribute equals OtherError.

<?xml version="1.0" encoding="UTF-8"?>
<signCertResponse certificate="" statusCode="OtherError"
xmlns="http://schemas.microsoft.com/otpcep/1l.0/protocol"/>
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5 Security

5.1 Security Considerations for Implementers

The One-Time Password Certificate Enroliment Protocol does not provide message-level signing or
message-level encryption for either SignCert Request messages (section 2.2.2) or SignCert
Response messages (section 2.2.3). Implementers can make use of available transport protection as
available in HTTPS to provide security to the client/server interaction.

5.2 Index of Security Parameters

None.
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6 Appendix A: Full XML Schema

For ease of implementation, the following is the full XML schema (XSD) for this protocol.

<?xml version="1.0" encoding="utf-8"?>
<!-- Copyright (c) Microsoft Corporation. All Rights Reserved. -->
<xs:schema targetNamespace="http://schemas.microsoft.com/otpcep/1.0/protocol"
elementFormDefault="qualified"
xmlns="http://schemas.microsoft.com/otpcep/1l.0/protocol"
xmlns:otpcep="http://schemas.microsoft.com/otpcep/1l.0/protocol”
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:import namespace="http://schemas.microsoft.com/otpcep/1.0/common" />

<xs:simpleType name="SignCertStatusCode">
<xs:restriction base="xs:string">
<xs:enumeration value="Success"/>
<xs:enumeration value="AuthenticationError" />
<xs:enumeration value="ChallengeResponseRequired" />
<xs:enumeration value="OtherError" />
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="CertificateRequestBase64Binary">
<xs:restriction base="xs:base64Binary">
</xs:restriction>

</xs:simpleType>

<xs:simpleType name="CertificateBase64Binary">
<xs:restriction base="xs:base64Binary">
</xs:restriction>

</xs:simpleType>

<xs:complexType name="SignCertRequest">
<xs:attribute name="username" type="xs:string" use="required" />
<xs:attribute name="oneTimePassword" type="xs:string" use="required" />
<xs:attribute name="certRequest" type="otpcep:CertificateRequestBase64Binary"
use="required" />
</xs:complexType>

<xs:complexType name="SignCertResponse">
<xs:sequence>
<xs:element name="IssuingCA" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="statusCode" type="otpcep:SignCertStatusCode" use="required" />
<xs:attribute name="SignedCertRequest" type="otpcep:CertificateBase64Binary"
use="optional" />
</xs:complexType>

<xs:simpleType name="SignedCertBase64Binary">
<xs:restriction base="xs:base64Binary">
</xs:restriction>

</xs:simpleType>

<xs:element name="signCertRequest" type="otpcep:SignCertRequest" />
<xs:element name="signCertResponse" type="otpcep:SignCertResponse" />
</xs:schema>
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7 Appendix B: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs.

= Windows 8 operating system

= Windows Server 2012 operating system

= Windows 8.1 operating system

= Windows Server 2012 R2 operating system
= Windows 10 operating system

= Windows Server 2016 operating system

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number appears
with the product version, behavior changed in that service pack or QFE. The new behavior also applies
to subsequent service packs of the product unless otherwise specified. If a product edition appears
with the product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the
SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the
product does not follow the prescription.

<1> Section 1.5: The Microsoft CA implementation uses the certificate template as described
in [MSFT-TEMPLATES].

<2> Section 3.1.3: The Windows implementation depends on the administrator for configuration. The
administrator configures this manually or by using Group Policy as specified in [MS-GPNRPT].

<3> Section 3.1.5.2: In the Windows implementation, if the statusCode attribute equals Challenge,
an error message is displayed to the user.

<4> Section 3.2.3: The Windows implementation depends on the administrator for configuration. The
administrator configures this manually or by using Group Policy as specified in [MS-GPNRPT].
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https://go.microsoft.com/fwlink/?LinkId=90209
%5bMS-GPNRPT%5d.pdf#Section_8cc31cb920cb41409e853e08703b4745

8 Change Tracking

This section identifies changes that were made to this document since the last release. Changes are
classified as Major, Minor, or None.

The revision class Major means that the technical content in the document was significantly revised.
Major changes affect protocol interoperability or implementation. Examples of major changes are:

= A document revision that incorporates changes to interoperability requirements.
= A document revision that captures changes to protocol functionality.

The revision class Minor means that the meaning of the technical content was clarified. Minor changes
do not affect protocol interoperability or implementation. Examples of minor changes are updates to
clarify ambiguity at the sentence, paragraph, or table level.

The revision class None means that no new technical changes were introduced. Minor editorial and
formatting changes may have been made, but the relevant technical content is identical to the last
released version.

The changes made to this document are listed in the following table. For more information, please
contact dochelp@microsoft.com.

Section Description MO )
class
2.2.3 SignCert Response 67037 3 Updated code to match full XML schema in major
= Appendix A.
3.2.5.1 Processing A SignCert 67038 : Added the settings for IssuingCA and maior
Request Message SignedCertRequest when validation fails. )
3.2.5.1 Processing A SignCert . - .
Request Message 67041 : Added references for OTP authentication. major
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