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1 Introduction

The One-Time Password Certificate Enrollment Protocol was created for enhancing the network
security in remote access connections. The protocol is using different components to increase the
network security, such as using the one-time password (OTP) authentication mechanism. The
OTP authentication mechanism provides enhanced security measures for remote clients connecting
to a server, by using different passwords for each logon session. Another component used by the
protocol is a short-lived smart card logon certificate template.

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,
MUST, MUST NOT, and SHOULD NOT as defined in RFC 2119. Sections 1.5 and 1.9 are also
normative but cannot contain those terms. All other sections and examples in this specification are
informative.

1.1 Glossary
The following terms are defined in [MS-GLOS]:

Active Directory

CA

certificate template

certification authority (CA)

DirectAccess

enhanced key usage (EKU)

Group Policy

Hypertext Transfer Protocol (HTTP)

Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS)
Kerberos

Key Distribution Center (KDC)

Public Key Cryptography Standards (PKCS)

public key infrastructure (PKI)

Remote Authentication Dial-In User Service (RADIUS)
Secure Sockets Layer (SSL)

server

smart card

Unicode

XML

XML namespace

The following terms are specific to this document:

client: The sending endpoint of a Web services request message, and receiver of any resulting
Web services response message.

key storage provider (KSP): A Cryptography API: Next Generation (CNG) component which
can be used to create, delete, export, import, open and store keys.

one-time password (OTP): A password that is valid for only one logon session or transaction.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as

described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.
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1.2 References

References to Microsoft Open Specifications documentation do not include a publishing year because
links are to the latest version of the documents, which are updated frequently. References to other
documents include a publishing year when one is available.

A reference marked "(Archived)" means that the reference document was either retired and is no
longer being maintained or was replaced with a new document that provides current implementation
details. We archive our documents online [Windows Protocol].

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624, as an
additional source.

[MS-ADTS] Microsoft Corporation, "Active Directory Technical Specification".

[RFC1334] Lloyd, B., and Simpson, W., "PPP Authentication Protocols", RFC 1334, October 1992,
http://www.ietf.org/rfc/rfc1334.txt

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC2315] Kaliski, B., "PKCS #7: Cryptographic Message Syntax Version 1.5", RFC 2315, March
1998, http://www.ietf.org/rfc/rfc2315.txt

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.ietf.org/rfc/rfc2616.txt

[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.ietf.org/rfc/rfc2818.txt

[RFC2986] Nystrom, M., and Kaliski, B., "PKCS#10: Certificate Request Syntax Specification", RFC
2986, November 2000, http://www.ietf.org/rfc/rfc2986.txt

[XML] World Wide Web Consortium, "Extensible Markup Language (XML) 1.0 (Fourth Edition)", W3C
Recommendation, August 2006, http://www.w3.0rg/TR/2006/REC-xmI-20060816/

[XMLNS-2ED] World Wide Web Consortium, "Namespaces in XML 1.0 (Second Edition)", August
2006, http://www.w3.0rg/TR/2006/REC-xml-names-20060816/

[XMLSCHEMA1] Thompson, H.S., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema
Part 1: Structures", W3C Recommendation, May 2001, http://www.w3.0rg/TR/2001/REC-
xmlschema-1-20010502/

1.2.2 Informative References

[MSFT-OTP] Microsoft Corporation, "Strong Authentication with One-Time Passwords in Windows 7
and Windows Server 2008 R2", February 2011, http://technet.microsoft.com/en-
us/library/gg637807(WS.10).aspx

[MSFT-TEMPLATES] Microsoft Corporation, "Implementing and Administering Certificate Templates
in Windows Server 2003", July 2004, http://technet.microsoft.com/en-us/library/c25f57b0-5459-
4c17-bb3f-2f657bd23f78
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If you have any trouble finding [MSFT-TEMPLATES], please check here.

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary".

[MS-GPNRPT] Microsoft Corporation, "Group Policy: Name Resolution Policy Table (NRPT) Data
Extension".

[MS-PKCA] Microsoft Corporation, "Public Key Cryptography for Initial Authentication (PKINIT) in
Kerberos Protocol".

1.3 Overview

The One-Time Password Certificate Enrolilment Protocol is a stateless application-layer protocol that
has one type of request from the client to the server (consisting of the user name, one-time
password (OTP), and certificate enrollment request) and one type of response from the server to the
client (consisting of the return code, an optional, signed certificate enrollment request (the same
request that was sent by the client to the server), and an optional certification authority (CA)
name to enroll the certificate from).

This protocol was created for OTP authentication with DirectAccess as described in [MSFT-OTP]. It
is used as part of the mechanism that transforms OTP credentials into a short-lived smart card logon
certificate that is used for Kerberos smart card authentication. The certificate must be short-lived
to minimize the risk of it being reused for future authentication sessions. It should be configured to
the minimum lifetime supported by the public key infrastructure (PKI) in use. The following
figure shows how the protocol is used in DirectAccess authentication.
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Provider :; OTPCEP response ISAPI
(over SSL) extension u oTP
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5 certificate 4.
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3 Microsoft
= Software
& KSP DirectAccess CA - —
=} machine |
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i certificate 12
\J [
|
|
- Kerberos 8. PKINIT KDC g — =
| |
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Figure 1: DirectAccess OTP authentication process

In the DirectAccess implementation of the One-Time Password Certificate Enrollment Protocol, the
following events take place.
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= The DirectAccess client sends OTP credentials along with a short-lived smart card logon
certificate enrollment request to the DirectAccess server over a Secure Sockets Layer (SSL)
tunnel, where both client and server are mutually authenticated by certificates.

= Then, the DirectAccess server communicates with an OTP authentication server using the
Password Authentication Protocol (PAP) [RFC1334] over Remote Authentication Dial-In User
Service (RADIUS) in order to validate the OTP credentials.

= Then, the DirectAccess server signs the certificate enroliment request with a dedicated signing
certificate only the DirectAccess server possesses. After that, the signed certificate request along
with the name of the CA from which the DirectAccess client should enroll the short-lived smart
card logon certificate are sent to the DirectAccess client by using the OTPCE protocol.

= Then, the DirectAccess client communicates with the certification authority (CA) using a Public
Key Cryptography Standards (PKCS) #10 request [RFC2986] and a PKCS #7 response
RFC2315] in order to enroll a short-lived smart card logon certificate. The enrolled short-lived
certificate is used by the PKINIT Protocol ([MS-PKCA]) to acquire a new Kerberos ticket from the
Key Distribution Center (KDC) for the user.

The following figure shows a protocol message exchange of successful OTP credential validation by
the OTP server and the subsequent signing of the certificate enrollment request by the server.
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Figure 2: Successful sequence for certificate enroliment

The following figure shows a typical protocol message exchange in which invalid OTP credentials are
rejected by the OTP server. In this case, the server returns an error and does not proceed with the
signing of the certificate enrollment request.
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Figure 3: Typical sequence of a certificate enroliment with erroneous credentials

The following figure shows the use of the OTPCE protocol in Windows DirectAccess OTP
authentication.
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1.4 Relationship to Other Protocols

The One-Time Password Certificate Enroliment Protocol is a Hypertext Transfer Protocol (HTTP)-
based protocol. Every protocol request is a single pair of HTTP POST and HTTP response messages.
Failure to carry out the request due to server error is reported by an HTTP response code.

The parameters of the protocol's requests and responses are carried in XML-formatted body of the
message. The full XML schema (XSD) is described in section 6.

1.5 Prerequisites/Preconditions

For One-Time Password Certificate Enrollment Protocol communication to begin, the prerequisite

configuration is as follows:

py ety | certificate '—I///—_ ;

Microsoft Ca
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1. The administrator sets up an OTP authentication solution from an OTP vendor that includes an
OTP authentication server and hardware/software OTP tokens for end users.

2. The administrator establishes one or more implementation-specific<1> CA servers, configures a
new, unique application-policy enhanced key usage (EKU) in Active Directory, and configures
two certificate templates on it:

1. A short-lived smart card logon certificate template.
2. A signing certificate template with the new, unique application-policy EKU.

The CA server requires permissions to enroll certificates by using this certificate template. The
administrator grants users read and enroll permissions to the short-lived smart card logon certificate
template. The administrator grants the OTPCEP server enroll and auto enroll permissions to the
signing certificate template.

In addition, the CA should be configured to verify that any short-lived smart card logon certificate
request is signed by the signing certificate.

1.6 Applicability Statement

The One-Time Password Certificate Enrollment Protocol was designed to support OTP authentication
for DirectAccess.

The use of this protocol is appropriate as the basis for any network authentication scenario that

involves sending a request with OTP credentials and a certificate enrollment request, and receiving a
signed certificate enrollment request.

1.7 Versioning and Capability Negotiation

For versioning control, a proprietary HTTP header "X-OTPCEP-version" is introduced and is
mandatory in both the request and response. It is required to have the value of "1.0".

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments

None.
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2 Messages

2.1 Transport

The One-Time Password Certificate Enrollment Protocol does not provide its own secure transport. It
MUST be transmitted over a secured channel, for example, Hypertext Transfer Protocol over
Secure Sockets Layer (HTTPS), as specified in [REC2818].

This protocol is encapsulated within and depends on HTTP, as specified in [REC2616], for delivery of
messages. The protocol does not impose any message retransmissions or other requirements on
this transport.

2.2 Message Syntax

This section contains common definitions used by this protocol. The protocol is HTTP-based protocol.
"Content-type" header is always set to Application/xml;charset=utf-8. The syntax of the definitions
uses the XML schema as specified in [XMLSCHEMA1].

2.2.1 Namespaces

This specification defines and references various XML namespaces that are using the mechanisms
specified in [XMLNS-2ED]. Although this document associates a specific XML namespace prefix for
each XML namespace that is used, the choice of any particular XML namespace prefix is
implementation-specific and not significant for interoperability.

Prefixes and XML namespaces used in this specification are as follows:

Prefix Namespace URI Reference
Xs http://www.w3.0rg/2001/XMLSchema XMLSCHEMA1
Otpcep http://schemas.microsoft.com/otpcep/1.0/protocol

2.2.2 SignCert Request

The SignCert Request is the message sent by a client when the end user is asked to provide OTP
credentials in order to perform OTP authentication.

The message MUST be a Unicode XML 1.0 document that uses the following XML namespace as its
default:

http://schemas.microsoft.com/otpcep/1.0/protocol

The XML document MUST contain a signCertRequest element. The message MUST NOT include
additional data before or after the XML document. The XML document MAY contain trailing
whitespace as part of the encoded content, as specified in [XML] section 2.1.

<xs:element name="signCertRequest">
<xs:complexType>

<xs:attribute name="username" type="xs:string"
use="required" />

<xs:attribute name="oneTimePassword" type="xs:string"
use="required" />

<xs:attribute name="certRequest" type="otpcep:CertificateRequestBase64Binary"
use="required" />
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</xs:complexType>
</xs:element>

The signCertRequest element contains the following attributes:
username: A NULL-terminated string that contains the user name.

oneTimePassword: A NULL-terminated string that contains the user's one-time credentials. The
one-time credentials MUST contain an ever-changing one-time password (OTP) part. The one-
time credentials MAY contain a static password (PIN) part.

certRequest: The certificate enroliment request in PKCS #10 format ([RFC2986]). The request
MUST be created by using the certificate template as defined in section 1.5.

The request MUST be digitally signed with a valid signature, as specified in [RFC2986].

2.2.3 SignCert Response

A SignCert Response message is returned by the OTPCEP server as a response to a SignCert
Request message (section 2.2.2) received from the client.

The message MUST be a Unicode XML 1.0 document that uses the following XML namespace as its
default:

http://schemas.microsoft.com/otpcep/1.0/protocol

The document MUST contain a signCertResponse element. The message MUST NOT include
additional data before or after the XML document. The XML document MAY contain trailing
whitespace as part of the encoded content, as specified in [XML] section 2.1.

<xs:element name="signCertResponse" >
<xs:complexType>
<xs:attribute name="IssuingCA" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded" />

<xs:attribute name="statusCode" type="otpcep:SignCertStatusCode"
use="required" />
<xs:attribute name="SignedCertRequest" type="otpcep:CertificateBase64Binary"
use="optional" />
</xs:complexType>
</xs:element >

The signCertResponse element contains the following attributes:

IssuingCA (optional): If the user credentials are valid and the statusCode attribute equals
Success, the names of one or more CA servers from which the client should enroll the short-
lived smart card certificate are included in the SignCert Response message. Otherwise, this
field MUST be empty.

statusCode: Can be one of the following enumeration values.

Value Meaning
Success Certificate enrollment request was signed successfully.
AuthenticationError User credentials validation failed.
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Value Meaning

ChallengeResponseRequired | User credentials were challenged.

OtherError Other error occurred during the validation of the OTP credentials or
during signing of the certificate enroliment request.

SignedCertRequest (optional): If the user credentials are valid and the statusCode attribute
equals Success, a signed certificate enrollment request is included in the SignCert Response
message. Otherwise, this field MUST be empty.
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3 Protocol Details
3.1 Client Details

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations

adhere to this model as long as their external behavior is consistent with that described in this
document.

Server Name: A null-terminated Unicode string that represents the name of the server the client
can communicate with in order to authenticate the user and enroll certificates for accessing
corporate resources. A list of strings representing available servers can be used for high
availability.

OTP Certificate Template Name: A null-terminated string representing the name of the short-
lived smart card certificate template that is in use.

3.1.2 Timers

None.

3.1.3 Initialization

The Abstract Data Model (ADM) elements defined in section 3.1.1 are initialized during the client
startup. They are configured by the administrator<2> and stored in persistent storage. On client
startup, the configuration is read from the persistent storage and set in the ADM elements.

3.1.4 Higher-Layer Triggered Events

The One-Time Password Certificate Enrollment Protocol is invoked when a user logs on to a client
computer from outside the corporate network by using a username/password, smart card, or any
other user credentials available for login, and then attempts to connect to a corporate resource
using a connection that requires one-time password (OTP) authentication. The client MUST create
and send a SignCert Request message (section 2.2.2), as specified in section 3.1.5.2.

3.1.5 Message Processing Events and Sequencing Rules

3.1.5.1 Creating A SignCert Request Message
When the user performs an OTP authentication, the client performs the following steps.
1. The client creates a SignCert Request message (section 2.2.2) with the following attributes:

= The logon name of the user is set as the username attribute in the SignCert Request
message. The name is in the domain\username format.

= The one-time credentials that the user provides after the logon are set in the
oneTimePassword attribute of the SignCert Request message. The oneTimePassword
attribute contains an ever-changing OTP part. The oneTimePassword attribure MAY contain
a static password (PIN) part. The existence of the PIN part and the PIN and one-time
password concatenating format depend on the OTP vendor implementation.
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= The client creates the certificate PKCS #10 request, as specified in [RFC2986], by using the
template referred by the OTP Certificate Template Name ADM element, and sets it as the
CertRequest attribute in the SignCert Request message.

2. The client sends the SignCert Request message to the server.

3.1.5.2 Processing A SignCert Response Message

Upon receiving the SignCert Response message (section 2.2.3), the client MUST send an
enrollment request to the Certification Authority (CA) server using the signed certificate request,
and MUST store the certificate issued by the CA using a key storage provider (KSP) to be used by
the upper layer for authentication, thus enabling connectivity to the corporate resources.

If the statusCode attribute does not equal Success, the client fails the operation. The client
MAY<3> display an error message to the user indicating that the operation failed.

3.1.6 Timer Events

None.

3.1.7 Other Local Events

None.
3.2 Server Details

3.2.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

OTP servers information: A structure that represents the OTP servers that are available for
credentials validation on the server. The information in the structure MAY contain a server
name or IP address, port, and other connectivity-related attributes. A sorted list of available
servers can be used for high availability or load balancing.

CA servers list: A null-terminated Unicode string that represents the names of the CAs available
for issuing OTP certificates. A sorted list of strings representing available CAs can be used for
high availability or load balancing.

Signing Certificate Template Name: A null-terminated string representing the name of the
signing certificate template that is in use.

3.2.2 Timers
None.
3.2.3 Initialization
The ADM elements defined in section 3.2.1 are initialized during the server startup. They are

configured by the administrator<4> and stored in persistent storage. On server startup, the
configuration is read from persistent storage and set in the ADM elements.
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3.2.4 Higher-Layer Triggered Events

None.

3.2.5 Message Processing Events and Sequencing Rules

3.2.5.1 Processing A SignCert Request Message

Upon receiving a SignCert Request message (section 2.2.2), the server performs the following
steps:

1.

Validate the certificate request received in the SignCert Request message:

= The user name inside the certificate request MUST match the OTP user name received in the
username attribute of the SignCert Request message. If the user name appears in multiple
places in the certificate request, all instances MUST match the OTP user name.

= The certificate template named in the user certificate request MUST NOT be empty and it
MUST be the one that is configured in the server.

= The certificate request MUST be digitally signed with a valid signature, as specified in

RFC2986].

If the validations fail, the server MUST stop processing the request and send a SignCert
Response message (section 2.2.3) to the client with a status of OtherError.

. Validate that the user name is listed in Active Directory, as specified in [MS-ADTS]. If the

validation fails, the server MUST stop processing the request and send a SignCert Response
message to the client with a status of AuthenticationError.

. Validate user name, static password (if available), and one-time password with the first OTP

server represented in the OTP servers information ADM element by using any protocol that the
OTP server supports. If the validation fails, the server MUST stop the processing and send a
SignCert Response message with an error status corresponding to the response received from
OTP server:

= If the OTP server cannot be reached, the server MUST send a status of OtherError to the
client.

= If the response from the OTP server is Access-Reject, the server MUST send a status message
of AuthenticationError to the client.

= If the response from OTP server is Challenge-Response, the server MUST send a status
message of ChallengeResponseRequired to the client.

. Sign the certificate request that was part of the SignCert Request message using the dedicated

signing certificate. If this operation fails, the server MUST send a status message of OtherError to
the client.

. Verify that the list of CA servers in the CA servers list ADM element is not empty and pick the

first CA server from the list. If this operation fails, the server MUST send a status message of
OtherError to the client.

. When a certificate is successfully signed, the server MUST create a SignCert Response message

with the following values in it:

= The statusCode attribute is set to Success.
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= The SignedCertRequest attribute value is set to the signed certificate enrollment request.

= The IssuingCA attribute is set to the name of the first or several high-ranked CA servers
from the CA servers list ADM element.

Then the server MUST sent the response back to the client.

3.2.6 Timer Events

None.

3.2.7 Other Local Events

None.
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4 Protocol Examples

The following sections describe four examples of the SignCert Request message (section 2.2.2)
and the SignCert Response message (section 2.2.3).

4.1 Accepted SignCert Request Example

The following example describes an accepted SignCert Request message (section 2.2.2).

<?xml version="1.0" encoding="UTF-8"?>

<signCertRequest xmlns="http://schemas.microsoft.com/otpcep/1.0/protocol”
username="DOMAINl\userl" oneTimePassword="Pa$$wordl"
certRequest="MIIE]jzCCA3cCAQAWIJETMBEGCgmSJomT81xkARKWA2NVOTEXMBUGCgmSJomT 81ixk&#xA; ARKWB2NVOXB
hbnkxFDASBgoJkiaJk/IsZAEZFgRIb3JWwMRCWFQYKCZImiZPyLGQB&#xA ; GRYHZGIt YW1 uMTEOMAWGAIUEAWWFVXN1cnM
xDzANBgNVBAMMB1VzZXIgMTCCASIw&#xA; DQYJKoZ IThvcNAQEBBQADggEPADCCAQoCggEBAL/ Jy9vhdLG3yZJYw7VC6PG
FwA2c&#xA; yG7G9TaRX52230269e8AQIsKsMkepv4gCv8xEs0Q4grSkEmTXOPbMsxeogzKt9/E&#xA; el 7THgObdrGWyoS
161ykVB9gu8blx7LXmj4E2plrj0401Z5be3hVbPijuGa6M8mh9&#xA; n3pDar5sbe8YY4gwNUIgtgWSg7NIFCIyRmOhjqg
F60M55totkCTall+K4n+vL/71c&#xA; IxFUKgeYiHD8pbhEaKUesfGQ1l1TsXhUjMWCxJLJaeclCXkms2wky9fbbA8XvEc
43 &#xA;V101Xcal7nns/ymmVZLig8LPimcvr8wY+t+Bbz1lx7BPcYap8b3+NeiZrzTUCAWEA&#XA; AaCCACOWGgYKKWYBB
AGCNwOCAZEMFgo2LjIuODMxMS4yMFMGCSsGAQQOBY]j cVEDFG& #xA; MEQCAQUMIENMSUVOVDIUZGOtYW1uMS5jb3JwLmnNvb
XBhbnkuY29tDBBETO01BSU4x&#xA; XENMSUVOVDIkDAtMb2dvblVJILmV4ZTBmBgorBgEEAYI3DQICMVgwVgIBABS0AEOAS
#xA; aQBjAHIAbwWBzAG8AZgBOACAAUWBVAGYAJAB3AGEACGBIACAASWB1AHKATABTAHQA& #xA ; bwByAGEAZWB1ACAAUABY
AG8AdgBpAGQAZQOBYAWEAMIHUBgkghkiGI9wOBCQ4xgeAws #xA; gdOwOwYJKwYBBAGCNXUHBC4WLAYkKwYBBAGCNxXUIjcRr
39UihpmHLOHg2CGG1OV5&#xA; S4e7th2D1 ThxAgFkAgGEFMBUGA1UdJQQOMAWGCisGAQQOBg ) cUAgIwDgYDVROPAQH/ & #xA
; BAODAgWgMBOGCSsGAQOBg ) cVCgQOMA4wDAYKKWYBBAGCNxQCAJASBgNVHREEMJAWS #xA; 0C4GCisGAQQBg]cUAGOgIAW
edXN1cJFAZGItYWI1uMS5jb3JwLmNvbXBhbnkuY29t&#xA; MBOGA1UADgQWBBQAnOjnsdeugKhiWrGOts4ucmuuRvzANBgk
ghkiGO9wOBAQUFAAOC&#xA; AQEANT7/yTQYMpLsn+kt TRUWvHAJIQ7Prelccssn7hChTRmOGCarrS+K1IDOWXDUSW&#xA; tY
AEXVB8fAGMXFoYK4rrdtyZImgpkuxhOS5H5XnuytTY6K3WgtIviDSFYNahNCAUBN&#xA; 6sy09ydrXWJ21BBtsPlhoczkLE
mIsV/bRSAfrYh2rUtBP+P4s9TQRtZ3WtBsOaXH&#xA; TqqdrUgGXCTarm2ESe9z0P1IroKVDIqv4ZjxXbpuld3NKYeso9
BNO9rtNS/unNBY&#xA; wI2mD6W7wigK/jQUpxuWljhzCylGxvIxXNIiZNg4VBIV/cJsz5X701TolATIJMONEI &#xA; kpEgw
Ee0g7h3Mwqft6zPVIShBA==&#xA;"/>

The following example describes the SignCert Response message (section 2.2.3) for the accepted
request. The statusCode attribute equals Success.

<?xml version="1.0" encoding="UTF-8"?>

<signCertResponse xmlns="http://schemas.microsoft.com/otpcep/1l.0/protocol”
statusCode="Success"
SignedCertRequest="MIINbgYJKoZIhvcNAQcCoIINXzCCDVsCAQMxCzAJBgUrDgMCGgUAMIIFIwYIKwYB&#xA; BQUHD
AKgggUVBIIFETCCBQOwaTBnAgECBgorBgEEAYI3CgoBMVYWVAIBADADAGER& #xA; MUOWSAY JKWYBBAGCNxUUMTswOQIBB
QWCREEXLMRvbWEPpbIEuY29ycC57b21wYW55&#xA ; LmNvbOWMRE INQU1OMVXEQTEKDAh3M3dwLmV4 ZTCCBIqgggSWAGERM
IIEjzCCA3cC&#xA; AQAWE JETMBEGCgmSJomT 81 xkARKWA2NVOTEXMBUGCgmSJomT 81 xkARKWB2NvbXBh&#xA ; bnkxFDAS
BgoJkiaJdk/IsZAEZFgRjb3JwWMRCWFQYKCZImiZPyLGOBGRYHZGItYWlu&#xA; MTEOMAWGA1UEAWWEVXN1cnMxDzANBgNV
BAMMB1VzZXIgMTCCASIwDQYJKoZIhveNa#xA; AQEBBOADGGEPADCCAQOCGGEBAL/Jy9vhdLG3yZIYwTVC6PGFWA2CyGTG
9TaRX5z2&#xA; 3026ge8AQIsKsMkepv4qCv8xEs0Q4grSkEmTXOPbMsxeogzKt9/Eel 7THg0bdrGWy &#xA; 0S161ykVBIg
uB8blx7LXmj4E2plrjO0401Z5be3hVbPijuGa6M8mhIn3pDarSsbe8Y&#xA; Y4gwNUIgtgWSg7NIFCIyRmOhjgF60M55tot
kCTall+K4n+vL/71cIxFUKgeYiHD8&#xA; pbhEaKUesfGQ1l1TsXhUjMWCxJLJaeclCXkms2wky9fbbA8XvEic4jV101lXca
L7nns&#xA; /ymmVZLig8LPimcvr8wY+t+Bbz1lx7BPcYap8b3+NeiZrzTUCAWEAAACCACOWGYYK&#XA; KWYBBAGCNwWOCAZ
EMFgo2LjIuODMxMS4yMFMGCSsGAQQBg]) cVFDFGMEQCAQUMIENM&#xA; SUVOVDIUZGItYW1uMS5jb3IwLmNvbXBhbnkuY?2
9tDBBET01BSU4xXENMSUVOVDIk&#xA; DAtMb2dvblVJILmV4ZTBmBgorBgEEAYI3DQICMVgwVgIBARSOAEOAaQB)AHIAbW
Bz&#xA; AGBAZgBOACAAUWBVAGYAJAB3AGEACGB1ACAASWB1AHKATABTAHQALWBYAGEAZWB1 &#xA; ACAAUABYAGB8AJgBPA
GOAZOBYAWEAMIHUBgkahkiGOw0BCQ4xgeAwgdOwOwY JKwYB&#xA ; BAGCNXxUHBCAWLAYkKwYBBAGCNxUIjcRr39UihpmHL
0HQ2CGG10V5S4e7th2D1Thre#xA; AGFkAGEFMBUGALUAJQQOMAWGC 1 sGAQOBGj cUAGIwDgYDVROPAQH/BAQDAGWGMBOG&
#xA; CSSGAQOBgj cVCgQOMA4wDAYKKwYBBAGCNXQCAJASBgNVHREEM) AwoC4GC1 sGAQOB&#xA ; g cUAgOgTAwedXN1cjFA
ZG9tYW1uMS5jb3JwLmNvbXBhbnkuY29tMBOGA1UdDgQW&#xA ; BBOgqn0jnsdeugKhWrGOts4ucmuuRvzANBgkghkiGIw0B
AQUFAAOCAQEANT/yTQYM&#xA; pLsn+kt TRUwvHAJIQ7Prelccssn7hChTRmOGCarrS+K1IDOWXDUSWEYAEXVE8 FAGMX&# XA
;FoYK4rrdtyZImgpkuxhO5H5XnuytTY6K3Wqt IviDSFYNahNCAUBN6syO9ydrXWJ2&#xA; 1BBtsPlhoczkLEmIsV/bRSd
frYh2rUtBP+P4s9TqRtZ3WtBsOaXHTqq4rUgGXCTa&#xA; rm2ESe9z0P1IroKVDIqv4ZixXbpuIld3NKYeso9IBNOIrtNS/
unNBYwI2mD6W7wigK&#xA; /jQUpxuWljhzCylGxvIxNI1iZNg4VBIV7cIsz5X701TolAIJMONEIkpEgwEeOg7h3&#xA; Mw
qft6zPVIShBDAAMACGggWbMIIF1zCCBH+gAWIBAGIKYV+KUAAAAAAAQDANBgkq&#xA ; hkiGOwOBAQUFADBYMRMWEQYKCZ
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ImiZPyLGQOBGRYDY29tMRcwFQYKCZImiZPyLGOB&#xA; GRYHY29tcGFueTEUMBIGCgmSJomT 8 1ixkARKWBGNvcnAXFzAVBg
oJkiaJdk/IsZAEZ&#xA; Fgdkb21haW4xMRMWEQYDVQQODEwWpPSb290Q0EtREMxMB4XDTEyMDOXMDEWMjgxN1oX&#xA; DTEyM
DQOxMjEwWM]jgxN1owADCCASIwDQYJKoZ IThveNAQEBBQADggEPADCCAQOCOgEB&#xA; ALMeQgmLbcP2pYDav6Zndel JbuS/D
wz3DxVRRZrgB7u9xK/vM8uJLVbkOeXB3yvr&#xA; WwgoZ/n2MPggb/SFAVNRcT/zugY 7myGQggPO8TP4Ds 7M40PZkF1+G
vm30dpclUWK&#xA; 2alz+FgqJ00hL5BetISr8pR8aEtC6CGF+Z0vmLgQaPmctulizT1A9TU]60UYHrNVY &#xA; tPRcqWrM
HAVPZgrl+cceUBM8gSLQzFrI3JCA2WrRBVepEWQ7DalmN52KnOMnRaWx & #xA; 4uLRtS9c+HgiLYjWhz2ZAel1lUL+1C5by
ofUKyKuxyml ZyAK8htG6ZjcpblgJ+tHp&#xA; Bo/HILgeXxV1hGmliaklRI8CAWEAAaOCAP8wggKbMDsGCSsGAQQBgjcV
BwQUMCwWG&#xA; JCSGAQQBgjcVCI3Ea9/VIoazhy6B6tghhtTleUuBv/1bhNObdQIBZAIBAJAVBgNV&#xA; HSUEDjAMBgO
rBgEEAYI3UQEBMA4GA1UdADWEB/wQEAWIHgDAdBgkrBgEEAYI3FQoE&#xA; EDAOMAWGC1sGAQQBgjdRAQEWHQYDVROOBRY
EFJ1IBItqJOcAV4x48mx6N5PIYANUg&#xA; MBEGALIUAIWQYMBaAFKBJofXgEOVQXMoEy3jGrNnwhuHzMIHXBgNVHR8EgC8
wgcww&#xA; gecmggcaggcOGgeBsZGFwO1i8vLONOPVIVOE3RDOS1EQzESQ04 9REMx LENOPUNEUCXD& #xA; TJ10dWIsaWM1M]
BLZXk1MJjBTZXJ2aWN1cyxDTj1TZXJ2aWN1lcyxDTJ1Db25maWdl&#xA; cmFOaW9uLERDPWRVOWFpbjESREMIY29ycCxEQz
1Jb21wYW55LERDPWNVbT 9 ZXJ0&#xA; aWZpY2F0ZVJI1dm9]YXRpb25MaXNOP2Jhc2U/b2JgZWN0Q2xhc3M9IY1JIMRG1 zdH
Jp&#xA; YnV0aWIuUG9pbnQwgc8GCCsGAQUFBWEBBIHCMIG/MIG8BggrBgEFBQcwAOaBr2xk&#xA; YXA6Ly8vQ049Um9vd
ENBLURDMSxDTJj1BSUEsQO049UHVibGljJTIwS2V5JTIwU2Vy&#xA; dmljZXMsQ049U2Vydml jZXMsQ049Q29%uZmlndXJhd
GlvbixEQz1lkb21haW4xLERD&#xA; PWNVCNASREMIY29tcGFueSxEQz1jb20/YOFDZXJ0aWZpY2F0ZT91YXN1IP29iamV]&
#xA; dENsSYXNzPWN1cnRpZmljYXRpb25BdXRob3JpdHkwKgYDVRORAQH/BCAWHOICREEX & #xA; LmMRVOWFpbjEUY29ycC57j
P21wYW55LmNVbTANBgkghkiG9wOBAQUFAAOCAQEANQGME #xA ; G1cNVQOxXFsWc9/RYrMAGatUG2YngqrE6IQMEeLGUV2XoHvV
QFwyX43+58h0r1ImNdRVt &#xA; MQ6VvzsWz1gFUZBzUJ3YfugQNR8IAWA7XKgYTcRI8G1cTEPvVU7XeCpMesXuYzvop&#xA
;NuTdpP6R101AIMv3H7Y8qyVChbIm6AWZkmfR3hLiXgBBk0OyhMLsi2MogmEoO7wuwS &#xA; owbikkHgxGaml f1wrORgmcV
COywS+FDgTJ3BNatQGoHnLCGH7/2fBnIxuDcD8vgc&#xA; amtD1Z2kvv)Gdrr8uhD20oKtbVS]/U7Z/VbGzgtoTOfhtrgpb
OuVrAZQ/CbAorbQOQ&#xA; tEYEaROefOskvHgK7zGCAOEWgZYCAQEWI JAAMRsSWGQYJKWYBBAGCNXUJEwWXEdW1t&#xA; eS
BTaWduZXICAQAWCQYFKw4DAhoFAKA+MBcGCSgGSIb3DQEJAZEKBggrBgEFBQcM& #xA; AJAJBgkghkiGIwOBCQOxFgQUNnU
Moa0CcmKMAYC19SWFV0Y41918wDAY TKwYBBQUHG& #xA; BgTFAAQUUQKxULM8spZptYmlzo4u8cPm8riwggHkAGEBMI GAMH
IxEzARBgoJkiaJ&#xA; k/IsZAEZFgNjb20xFzAVBgoJkiaJk/IsZAEZFgdib21wYW55MROWEQYKCZImi ZPy & #xA ; LGOBG
RYEY29ycDEXMBUGCgmSJomT 81ixkARKWB2RVOWFpbJEXEZARBGNVBAMTCLlIvE&#xA; b3RDOSIEQzECCMF fpFARAARAAAEAWC
QYFKw4DAhOFAKA+MBCcGCSqgGSIb3DQEJAZEK& #xA; BggrBgEFBQCMAJABgkghkiGI9wOBCQOxFgQUnUMoa0CcmKMAYC19S
WEVO0Y41918w&#xA; DQYJKoZIhvcNAQEBBQAEgGGEAIpLGv8ke7TktQzupRn9I3FMrp+5V3UPqdbSI7UVWG2 & #xA; CUTr4 9K2
HHTCpNfQFgCdAnrEWkHvunoGszI1vHQaViOmRc8RKIQIXM+OMOWXyAu25&#xA; YAX6Zqgrof9f+VzdkPdmAeVLuxRe9CAFD
95RjGGTRS59EJITIJwp43LUYyaXG7eGjVi&#xA; Y7yQuYNLIO+HUYmbuOyPR2DkOtk7NHfmVZHU6Y0yQarjhMuHG1Un6Rmgw
V8bWSHAQ&#xA; 4bFOK1CNxpGhtbCueCgisN0S1ig9P/rcHsi73fEdpuN55CIB/AcZLvxA3yQCz/s2&#xA; HxFXnepVhjB
HLPG1870aTjS4aDQaC3PxLHoltFs3UZnAbw==&#xA; "><IssuingCA
xmlns="http://schemas.microsoft.com/otpcep/1l.0/protocol”">DCl.domainl.corp.company.com\RootCA-
DC1</IssuingCA></signCertResponse>

4.2 SignCert Request with Invalid Credentials Example

The following example describes a SignCert Request message (section 2.2.2) with an
authentication error, where the user credentials validation failed.

<?xml version="1.0" encoding="UTF-8"?>

<signCertRequest xmlns="http://schemas.microsoft.com/otpcep/1l.0/protocol”
certRequest="MIIE1zCCA38CAQAWfJETMBEGCgmSJomT81ixkARKWA2NVDLTEXMBUGCgmSJomT8ixk
ARKWB2NvbXBhbnkxFDASBgoJkiaJk/IsZAEZFgRIb3JwMRCcwFQYKCZImi ZPyLGOB
GRYHZGI9tYWIuMTEOMAWGA1UEAWWEVXN]1 cnMxDzANBgNVBAMMB1VzZZXIgMTCCASIw
DQYJKoZIhvceNAQEBBQADGGEPADCCAQOCGGEBAKT 9jEXP60FCcVIX0+mH2 2Up+56X
TLHLompiiu/iH+NOUMJ95qqKtgstUCiM2ij/01MYTp3NPx/Z+FrDCJlo/83x1Ad1
0/Y6DkgiAxt268adVKQ+WgZjVBIN8LSsImOE]1+92zXKUsnJIP4JCHgmnAwxr /0Ok2
vxw4EpLcI97Lr5ImkpIsmSk9bTxICZAdYptAWS89gFY0dXHVeq9wZU3jEKyc0172X
cJSvgMdxuUqg3d+/cgdz6DAkVeP2NTR6tzeCY4gVMFQL20I fy1KZFKKIFBTUBC/ v
Ionbb0TSznshInSVof6I0cylJUzLihcgg+fO0WXPuY2QNymlnatV4LaCWosCAWEA
AaCCAdIwGgYKKwYBBAGCNwOCAZEMFgo2LjIuODA10C4 yMFwGCSsGAQQOBgjcVEDEP
MEOCAQUMIENMSUVOVDIUZGItYW1uMS5jb3IJwLmNvbXBhbnkuY29tDAIETO01BSU4x
XHVzZXIxDBAUZXNORXZ1bnRMb2dCYWRDZXJ0LmV4ZTBmBgorBgEEAYI3DQICMVgw
VgIBABS50OAEOAaQBjAHIAbwBZAG8AZgBOACAAUWBVAGYAJdAB3AGEACgB1ACAASWRI
AHKAIABTAHQAbWBYAGEAZWB1ACAAUABYAGS8AdgBpAGOAZOBYAWEAMIHtBgkghkiG
9w0BCQ4xgd8wgdwwOgY JKwYBBAGCNXUHBCOWKwY jKwYBBAGCNxUIjcRr39UihpmH
LoHg2CGG10OV5S7SgIYfGrhQCAWQCAQMWEQYDVRO1BA4wDAYKKWwYBBAGCNXQCAFAQ
BgNVHQ8BAf8EBAMCBaAwHQYJKwYBBAGCNXUKBBAWDjAMBgorBg" oneTimePassword="aPa$$wordl"
username="domainl\userl" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"/>
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The following example describes the SignCert Response message (section 2.2.3) for the request
that contained invalid data. The statusCode attribute equals AuthenticationError.

<?xml version="1.0" encoding="UTF-8"?>
<signCertResponse statusCode="AuthenticationError"
xmlns="http://schemas.microsoft.com/otpcep/1.0/protocol"/>

4.3 Challenged SignCert Request Example

The following example describes a SignCert Request message (section 2.2.2) that is challenged by
the OTP server.

<?xml version="1.0" encoding="UTF-8"?>

<signCertRequest xmlns="http://schemas.microsoft.com/otpcep/1.0/protocol™
certRequest="MIIE1zCCA38CAQAWIJETMBEGCgmSJomT81ixkARKWA2NVDLTEXMBUGCgmSJomT 81ixk
ARKWB2NvbXBhbnkxFDASBgoJkiaJk/ISZAEZFgRjb3IJWMRCWFQYKCZImiZPyLGQB
GRYHZGI9tYWI1uMTEOMAWGAL1UEAWWFVXN1cnMxDzANBgNVBAMMB1VzZZXIgMTCCASIw
DQYJKoZIhvcNAQEBBOADggEPADCCAQOCggEBALAS+uJTdQSiAVIW3n4dhJZ6Eec89G
bIE+bC9Zsny019Wn/gf fppXAjOKp4glBn/DUINYEtFULOeeNZG2gv3ZAsplchiAg
03FcEblAEyz4hVSF/bAF83Snz08m2/DZON14pMdORLE3KNu7ERGUIQL /pDKUMULt
NOm6gDM2nAT/OpsPjcfOD7TW/L1PFH8sDzFgcipPQ237a0AIw2c7coott7gg8CwDN

k6Dccmt 5ThDIKWYveDZxSMY fGH/+P6GhFHMZDf741zegSahIgrTFiGXc3tnyr8e5
MLEnHDMNtJP83yrSLmlx3oVzdhujtMsD/euz56K31tz+£7PojI7mLBip4HECAWEA
AaCCAdIWGgYKKwWYBBAGCNWOCAZEMFgo2LjIuODALOC4yMFwGCSsGAQQBgjcVFDFP
MEOCAQUMIENMSUVOVDIUZGI9tYW1uMS5jb3JwLmNvbXBhbnkuY29tDAIET01BSU4x
XHVZzZXIxDBAUZXNORXZ1bnRMpb2dCYWRDZXJO0LmV4 ZTBmBgorBgEEAYI3DQICMVgw
VgIBABSOAEOAaQBjAHIAbWBZAGS8AZgBOACAAUWBVAGYAJAB3AGEACgBIACAASWRI
AHKAIABTAHQAbWBYAGEAZWB1ACAAUABYAG8AdgBPAGOAZQOBYAWEAMIHtBgkghkiG
9WwOBCQ4xgd8wgdwwOgY JKwYBBAGCNxUHBCOWKWY jKwYBBAGCNxUTIjcRr39UihpmH
LoHg2CGG10OV5S7SgJYEGrhQCAWQCAQMWEFQYDVRO1BA4wDAYKKwYBBAGCNXQCAJAO
BgNVHQ8BAf8EBAMCBaAwHQYJKwYBBAGCNXUKBBAwWD]jAMBgorBgEE" oneTimePassword="05278361"
username="domainl\userl" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"/>

The following example describes the SignCert Response message (section 2.2.3) for the
challenged request. The statusCode attribute equals ChallengeResponseRequired.

<?xml version="1.0" encoding="UTF-8"?>
<signCertResponse statusCode="ChallengeResponseRequired"
xmlns="http://schemas.microsoft.com/otpcep/1.0/protocol™/>

4.4 Invalid SignCert Request Example

The following example describes a SignCert Request message (section 2.2.2) that contains an
invalid value for the certRequest attribute.

<?xml version="1.0" encoding="UTF-8"?>

<signCertRequest xmlns="http://schemas.microsoft.com/otpcep/l.0/protocol™ certRequest="asdf"
oneTimePassword="Pa$$wordl" username="domainl\userl"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance"/>

The following example describes the SignCert Response message (section 2.2.3) for the request
that contains the invalid field value. The statusCode attribute equals OtherError.
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<?xml version="1.0" encoding="UTF-8"?>
<signCertResponse certificate="" statusCode="OtherError"
xmlns="http://schemas.microsoft.com/otpcep/1l.0/protocol"/>
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5 Security

5.1 Security Considerations for Implementers

The One-Time Password Certificate Enrollment Protocol does not provide message-level signing or
message-level encryption for either SignCert Request messages (section 2.2.2) or SignCert

Response messages (section 2.2.3). Implementers can make use of available transport protection
as available in HTTPS to provide security to the client/server interaction.

5.2 Index of Security Parameters

None.
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6 Appendix A: Full XML Schema

For ease of implementation, the following is the full XML schema (XSD) for this protocol.

<?xml version="1.0" encoding="utf-8"?>
<!-- Copyright (c) Microsoft Corporation. All Rights Reserved. -->
<xs:schema targetNamespace="http://schemas.microsoft.com/otpcep/1.0/protocol™
elementFormDefault="qualified"
xmlns="http://schemas.microsoft.com/otpcep/1l.0/protocol"
xmlns:otpcep="http://schemas.microsoft.com/otpcep/1l.0/protocol”
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:import namespace="http://schemas.microsoft.com/otpcep/1.0/common"™ />

<xs:simpleType name="SignCertStatusCode">
<xs:restriction base="xs:string">
<xs:enumeration value="Success"/>
<xs:enumeration value="AuthenticationError" />
<xs:enumeration value="ChallengeResponseRequired" />
<xs:enumeration value="OtherError" />
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="CertificateRequestBase64Binary">
<xs:restriction base="xs:base64Binary">
</xs:restriction>

</xs:simpleType>

<xs:simpleType name="CertificateBase64Binary">
<xs:restriction base="xs:base64Binary">
</xs:restriction>

</xs:simpleType>

<xs:complexType name="SignCertRequest">
<xs:attribute name="username" type="xs:string" use="required" />
<xs:attribute name="oneTimePassword" type="xs:string" use="required" />
<xs:attribute name="certRequest" type="otpcep:CertificateRequestBase64Binary"
use="required" />
</xs:complexType>

<xs:complexType name="SignCertResponse">
<xs:sequence>
<xs:element name="IssuingCA" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="statusCode" type="otpcep:SignCertStatusCode" use="required" />
<xs:attribute name="SignedCertRequest" type="otpcep:CertificateBase64Binary"
use="optional" />
</xs:complexType>

<xs:simpleType name="SignedCertBase64Binary">
<xs:restriction base="xs:base64Binary">
</xs:restriction>

</xs:simpleType>

<xs:element name="signCertRequest" type="otpcep:SignCertRequest" />
<xs:element name="signCertResponse" type="otpcep:SignCertResponse" />
</xs:schema>
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7 Appendix B: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs:

= Windows 8 operating system

= Windows Server 2012 operating system

= Windows 8.1 operating system

= Windows Server 2012 R2 operating system

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number
appears with the product version, behavior changed in that service pack or QFE. The new behavior
also applies to subsequent service packs of the product unless otherwise specified. If a product
edition appears with the product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD
or SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product
does not follow the prescription.

<1> Section 1.5: The Microsoft CA implementation uses the certificate template as described
in [MSFT-TEMPLATES].

<2> Section 3.1.3: The Windows implementation depends on the administrator for configuration.
The administrator configures this manually or by using Group Policy as specified in [MS-GPNRPT].

<3> Section 3.1.5.2: In the Windows implementation, if the statusCode attribute equals
Challenge, an error message is displayed to the user.

<4> Section 3.2.3: The Windows implementation depends on the administrator for configuration.
The administrator configures this manually or by using Group Policy as specified in [MS-GPNRPT].
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8 Change Tracking

No table of changes is available. The document is either new or has had no changes since its last
release.
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