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[bookmark: section_95bdb7d56bff4bcab1609ee9077d983b][bookmark: _Toc499829322]Introduction
The Network Cost Transfer Protocol enables an IEEE 802.11 access point (AP) to communicate the network cost and tethering identification information about the AP type to wireless clients. It defines two vendor-specific Information Elements within the 802.11 beacon and probe response to relay this information to the client.
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_00fd86a74a07473d802e652e67c181b0][bookmark: _Toc499829323]Glossary
This document uses the following terms:
[bookmark: gt_65bc73a4-04fe-4ed7-b51a-3480e179ff54]802.11 Access Point (AP): Any entity that has IEEE 802.11 functionality and provides access to the distribution services, via the wireless medium for associated stations (STAs).
[bookmark: gt_7bc3cb91-62c5-43be-8233-ea26dcdaca26]Beacon: A management frame that contains all of the information required to connect to a network. In a WLAN, Beacon frames are periodically transmitted to announce the presence of the network.
[bookmark: gt_1e551fa1-b581-403c-acac-374de84b8cbd]information element (IE): A unit of information transmitted as part of the management frames in the IEEE 802.11 [IEEE802.11-2012] protocol. Wireless devices, such as access points, communicate descriptive information about themselves in the form of one or more IEs in their management frames.
[bookmark: gt_ae5809ed-a0af-458f-81c8-72d165fed65c]Medium Access Control (MAC): A data communication protocol sublayer that is part of the seven-layer OSI model data-link layer (layer 2). It provides addressing and channel access control mechanisms that make it possible for several terminals or network nodes to communicate within a multipoint network, typically a local area network (LAN).
[bookmark: gt_eb844e4f-a148-42ed-8fe5-294eedebf9aa]network cost: Information about how the Internet service provider bills customers for data usage on the network.
[bookmark: gt_154a9ee5-2673-4ab0-ad4f-1331c20b2fdf]organizationally unique identifier (OUI): A unique 24-bit string that uniquely identifies a vendor, manufacturer, or organization on a worldwide l basis, as specified in [IEEE-OUI]. The OUI is used to help distinguish both physical devices and software, such as a network protocol, that belong to one entity from those that belong to another.
[bookmark: gt_1786a2c6-59a8-4bfd-9945-59e4a0912dd3]Probe Response: A frame that contains the advertisement IE for a device. The Probe Response is sent in response to a Probe Request. The Probe Response frame is defined in the Wi-Fi Peer-to-Peer (P2P) Specification v1.2 [WF-P2P1.2] section 4.2.3.
[bookmark: gt_aec98994-fbb4-43fb-ac7d-0ef37b747c9b]tether: Enables a device to gain access to the Internet by establishing a connection with another device that is connected to the Internet.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_03ca99cf19014fe5ad197c063aa0d44b][bookmark: _Toc499829324]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_b4de2c7cedee49a1861fedcb94438568][bookmark: _Toc499829325]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[IEEE-OUI] IEEE Standards Association, "IEEE OUI Registration Authority", February 2007, http://standards.ieee.org/regauth/oui/oui.txt
[IEEE802.11-2007] Institute of Electrical and Electronics Engineers, "Standard for Information Technology - Telecommunications and Information Exchange Between Systems - Local and Metropolitan Area Networks - Specific Requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications", ANSI/IEEE Std 802.11-2007, http://standards.ieee.org/getieee802/download/802.11-2007.pdf
Note There is a charge to download this document.
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[bookmark: section_aaca95575399452687f179ca0e9df978][bookmark: _Toc499829326]Informative References
None.
[bookmark: section_20a160d82cf148939d10c9689b688224][bookmark: _Toc499829327]Overview
The Network Cost Transfer Protocol enables an IEEE 802.11 access point (AP) to communicate the network cost and information about the AP type to clients. It defines two vendor-specific information elements (IEs), Network Cost and Tethering Identifier, within the 802.11 Beacon and Probe Response to relay this information to the client. Tethering allows a Windows device to share Internet connectivity from one interface over a Wi-Fi adapter, acting as a network to which other devices can connect.
Network Cost IE is used by clients to determine whether data transferred on that specific connection is metered (section 2.2.1). The Tethering Identifier IE is used to differentiate tethering (device-based) networks from stand-alone APs (section 2.2.2). The difference can then be used to vary the experience in implementation-defined ways.
[bookmark: section_fb9de3f6067642d2b72454f0df0707c6][bookmark: _Toc499829328]Relationship to Other Protocols
The Network Cost Transfer Protocol extends the IEEE802.11 standard, whose conventions are applied as specified in [IEEE802.11-2007]. The Network Cost Transfer Protocol introduces a specific use for one of that protocol's reserved information element types, and it defines additional Medium Access Control (MAC) layer abstract service primitives for managing the configuration, transmission, and receipt of these new information elements.
[bookmark: section_e60863d03c6b4e41a1350d4169d0c013][bookmark: _Toc499829329]Prerequisites/Preconditions
The Network Cost Transfer Protocol requires APs to adhere to 802.11 standard specifications. The AP SHOULD have knowledge about the metered state of its network connection. This state may be explicitly configured, inferred from media type, or obtained using any other relevant means.
[bookmark: section_323ced5da0f1471ab1dc11c30f975144][bookmark: _Toc499829330]Applicability Statement
This protocol is only applicable to APs that support tethering. The client is required to support connecting to Wi-Fi networks. Lastly, the Tethering Identifier information element (IE) only applies to multi-purpose devices capable of acting as access points, not to dedicated network hardware.
[bookmark: section_3391000a762c4891ae15a658cbd36119][bookmark: _Toc499829331]Versioning and Capability Negotiation
None.
[bookmark: section_277c7eca9ce24de39317fa2135dd067f][bookmark: _Toc499829332]Vendor-Extensible Fields
None.
[bookmark: section_0ffa60f7f9794d7a96ab8dc1a2888a75][bookmark: _Toc499829333]Standards Assignments

	Parameter 
	 Value 
	 Reference 

	OUI
	00-50-F2
	As specified in [IEEE-OUI]



[bookmark: section_0a45386e76e94767b07a1d91c10f0e99][bookmark: _Toc499829334]Messages
[bookmark: section_52d3b63eced247c2bc45dd508a034c58][bookmark: _Toc499829335]Transport
The two vendor-specific information elements in the Network Cost Transfer Protocol are transmitted as part of IEEE802.11 Beacons or Probe Responses. There are no requirements for the order of the information elements and it is not necessary that both be used at the same time.
The format of information elements is specified in [IEEE802.11-2007] section 7.3.2. The format and processing of Beacon or Probe Response frames are also specified in [IEEE802.11-2007].
[bookmark: section_8301fcc1a7ff4ef6a0dc6a7c61f4876a][bookmark: _Toc499829336]Message Syntax
The following sections specify Network Cost Transfer Protocol Message syntax.
[bookmark: section_88f0cdf4cdf24455b8494abf1e5c11ac][bookmark: _Toc499829337]Network Cost IE
[bookmark: Appendix_A_Target_1][bookmark: _Hlk494971880]The Network Cost information element (IE) structure SHOULD<1> be used by clients to determine whether data transferred on that specific connection is metered. The structure of the Network Cost IE is shown in the following packet.
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	ATTR
	Length
	OUI

	...
	OUI_Type
	Cost_Level
	Reserved

	Cost_Flags
	Reserved


ATTR - Attribute_ID (1 byte): Contains the ID of the element as specified [IEEE802.11-2007] section 7.3.2. It MUST contain a value of 221 (OxDD), identifying a vendor-specific element (as specified in [IEEE802.11-2007] table 26) in which the vendor is identified by an IEEE-issued OUI.
Length (1 byte): The total length of the subsequent fields. This value MUST be 0x08.
OUI - Organizationally Unique Identifier (OUI) (3 bytes): The IEEE-assigned OUI for Microsoft. The OUI field MUST contain a value of (00:50:F2) as specified in [IEEE-OUI].
OUI_Type (1 byte): A packet subtype within the universe specific to a specific OUI value. For the Network Cost IE, the OUI Type MUST contain a value of 0x11.
Cost_Level (1 byte): A value indicating the metering type of the network connection, as specified in section 2.2.1.2.
Reserved (1 byte): SHOULD be 0.
Cost_Flags (1 byte): Flags that indicate possible states of the network connection, as specified in section 2.2.1.1.
Reserved (1 byte): SHOULD be 0.
[bookmark: section_b601a6a0a4ff4527bf432eeee8c5796b][bookmark: _Toc499829338]Cost Flags
The following table shows the possible cost flags that can be represented in the IE:
	Value
	Name
	Description

	0x00
	Unknown
	The usage is unknown or unrestricted.

	0x01
	Over Data Limit
	Usage has exceeded the data limit of the metered network; different network costs or conditions might apply.

	0x02
	Congested
	The network operator is experiencing or expecting heavy load.

	0x04
	Roaming
	The tethering connection is roaming outside the provider's home network or affiliates.

	0x08
	Approaching Data Limit
	Usage is near the data limit of the metered network; different network costs or conditions might apply once the limit is reached.


If the AP is aware that any of these states applies to its network connection, it SHOULD indicate the corresponding flag in all Beacons and Probe Responses.
[bookmark: section_24b044274ed64d12a73dc89ea72c7a94][bookmark: _Toc499829339]Cost Level
The following table shows the possible cost levels that can be represented in the IE:
	Value
	Name
	Description

	0x00
	Unknown
	The connection cost is unknown.

	0x01
	Unrestricted
	The connection is unlimited and has unrestricted usage constraints.

	0x02
	Fixed
	Usage counts toward a fixed allotment of data which the user has already paid for (or agreed to pay for).

	0x04
	Variable
	The connection cost is on a per-byte basis.


[bookmark: Appendix_A_Target_2]The AP MUST indicate the cost level that most accurately describes the network's cost and metering type, based on configuration or other information sources.<2>
[bookmark: section_a097f5bb6eca44ad9a0220d46ad30d6d][bookmark: _Toc499829340]Tethering Identifier IE
[bookmark: Appendix_A_Target_3]The Tethering Identifier information element (IE) SHOULD<3> be used to differentiate tethering (device-based) networks from stand-alone APs. The structure of the Tethering Identifier IE is shown in the following packet.
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	A
	Length
	OUI

	...
	OUI_Type
	Type

	Length
	MAC_Address

	...


A - Attribute_ID (1 byte): Contains the ID of the element as specified [IEEE802.11-2007] section 7.3.2. It MUST contain a value of 221 (0xDD), identifying a vendor-specific element (as specified in [IEEE802.11-2007] table 26) in which the vendor is identified by an IEEE-issued OUI.
Length (1 byte): The length of the subsequent fields. This value MUST be 14 (0x0E).
OUI - Organizationally Unique Identifier (OUI) (3 bytes): The IEEE-assigned OUI for Microsoft. The OUI field MUST contain a value of (00:50:F2) as specified in [IEEE-OUI].
OUI_Type (1 byte): A packet subtype within the universe specific to a specific OUI value. For the Tethering Identifier IE, the OUI Type MUST contain a value of 18 (0x12).
Type (2 bytes): Used to specify that the network is broadcasted as tethered. The Type field MUST contain a value of 43 (0x2B).
Length (2 bytes): Contains the length of the MAC_Address field in octets. This value MUST be 6 (0x06).
MAC_Address (6 bytes): Contains the Medium Access Control (MAC) address of the AP. 
[bookmark: section_cb9dba09b5364a73beefc5b5d2793c0b][bookmark: _Toc499829341]Protocol Details
[bookmark: section_77d487c9e26d4531aa16a6fe61729c74][bookmark: _Toc499829342]AP Role Details
To compensate for an unreliable transmission over the wireless medium, the information elements SHOULD be contained in each Beacon frame and Probe Response.
[bookmark: section_cb83381590484408bb86b8e4c4897cd4][bookmark: _Toc499829343]Abstract Data Model
None.
[bookmark: section_e29db9075fe14a1085cfe47d353274d6][bookmark: _Toc499829344]Timers
None.
[bookmark: section_549db6d92fd74afbb042953c4b6ed39c][bookmark: _Toc499829345]Initialization
The 802.11 Access Point (AP) MUST have initial information about the cost state of the upstream flow of data and convey the appropriate flag in the IE. This information may be administratively configured, inferred from media type, or acquired by other means.
[bookmark: section_a1cc5e73054042819eddb97c59e4c602][bookmark: _Toc499829346]Higher-Layer Triggered Events
If the metering state of the network changes, the AP SHOULD immediately reflect the new value in all future Beacons and Probe Responses.
[bookmark: section_9595f61952464ed789ca8db48ce413e9][bookmark: _Toc499829347]Message Processing Events and Sequencing Rules
None.
[bookmark: section_a32df7e4e82d4d0a9688c4c8f43f5897][bookmark: _Toc499829348]Timer Events
None.
[bookmark: section_8dff39b2dfdf459c98015d6685d67e7b][bookmark: _Toc499829349]Other Local Events
None.
[bookmark: section_48beaee920c94d3b9ed8ff777b6e8ac8][bookmark: _Toc499829350]Client Role Details
The client acquires information about the network during network discovery and connection. The client role is triggered when in range of an 802.11 Access Point (AP) and finding the relevant information element in the Beacon or Probe Response frame.
[bookmark: section_14a6e22e71df4bdd877fd000a41dcf1d][bookmark: _Toc499829351]Abstract Data Model
For each AP to which the client is currently connected, the client SHOULD maintain the current estimated cost state and network type.
[bookmark: section_4a545f42352044588a592363cce29344][bookmark: _Toc499829352]Timers
None.
[bookmark: section_c9a50c466fa542dcbae8cb4a1244158a][bookmark: _Toc499829353]Initialization
None.
[bookmark: section_5d4dce0fefde48938a379dbf62b2d0b3][bookmark: _Toc499829354]Higher-Layer Triggered Events
When in range of an 802.11 Access Point (AP), the client SHOULD inspect the Beacon and Probe Response frames for the information elements defined by this protocol. If they are present, they SHOULD inform the client's data about the network. If not, the client may infer value using implementation-specific defaults.
[bookmark: section_9d7aec35d5e74cae8f347ce41573ab34][bookmark: _Toc499829355]Message Processing Events and Sequencing Rules
If these information elements are found, the local knowledge of the current network SHOULD be updated with the information they contain. Use of this information is implementation-dependent and handled by higher-layer protocols.
[bookmark: section_605ca8f6d75c4520b92ae9cdde0a3245][bookmark: _Toc499829356]Timer Events
None.
[bookmark: section_b37a7e3e86a24e13b5ea2d1530d37cf4][bookmark: _Toc499829357]Other Local Events
None.
[bookmark: section_bd8584cc174346939f71af98b246235f][bookmark: _Toc499829358]Protocol Examples
The following table shows some sample cost attribute values:
	[bookmark: _Hlk488679974]Name
	Cost Flag
	Cost Level
	Description

	Default WLAN
	0x00
	0x01
	Unrestricted connection; standard WLAN backed by fixed broadband.

	Portable Hotspot Default
	0x00
	0x02
	Metered network; limit unknown or not yet reached; reasonable default for mobile broadband connections without other information.

	Over Limit / Throttled
	0x01
	0x01
	User has exceeded data limit; speed is reduced, but no further usage limitation applies.

	Over Limit / Charges
	0x01
	0x04
	User has exceeded data limit; additional usage incurs incremental charges.

	Portable Hotspot / Roaming
	0x04
	0x04
	Connection is roaming; incremental charges apply due to network state.


The following is an example of the Network Cost IE conveyed in a Beacon or Probe Response frame for the over data limit cost flag.
	Offset
(hex)
	Value
(hex)
	Field

	0000
	DD
	Element ID

	0001
	08
	Length

	0002
	00
	OUI (Microsoft)

	0003
	50
	

	0004
	F2
	

	0005
	11
	OUI Type

	0006
	02
	Cost Level (Fixed)

	0007
	00
	Reserved

	0008
	01
	Cost Flag (Over Data Limit)

	0009
	00
	Reserved


Figure 1: Example of the Network Cost IE
The following is an example of the Tethering Identifier IE conveyed in a Beacon or Probe Response frame.
	Offset
(hex)
	Value
(hex)
	Field

	0000
	DD
	Element ID

	0001
	0E
	Length

	0002
	00
	OUI (Microsoft)

	0003
	50
	

	0004
	F2
	

	0005
	12
	OUI Type

	0006
	00
	Type

	0007
	2B
	

	0008
	00
	Length

	0009
	06
	

	0010
	68
	MAC Address

	0011
	5D
	

	0012
	43
	

	0013
	0B
	

	0014
	66
	

	0015
	12
	


Figure 2: Example of the Tethering Identifier IE
[bookmark: section_6cd1ba8e784642d09f1969f07bed120e][bookmark: _Toc499829359]Security
[bookmark: section_1aa0e418e2e7453e9d1a4c08010abc00][bookmark: _Toc499829360]Security Considerations for Implementers
The information transferred by this protocol is transmitted unencrypted, even for a secured AP. Do not include sensitive information.
[bookmark: section_f8263c9607894669b6b6911244c47347][bookmark: _Toc499829361]Index of Security Parameters
None.
[bookmark: section_69cf035c005a46f68ef15e9e4df4e8fa][bookmark: _Toc499829362]Appendix A: Product Behavior
The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Windows 8 operating system 
· Windows Server 2012 operating system 
· Windows 8.1 operating system   
· Windows Server 2012 R2 operating system  
· Windows 10 operating system 
· Windows Server 2016 operating system  
· Windows Server operating system  
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 2.2.1: Windows 8 and Windows Server 2012 could consume but not generate the IE. They implemented only the client role.
<2> Section 2.2.1.2:  Windows acting as APs always set the cost to Fixed with no flags set, regardless of the actual state.
<3> Section 2.2.2: Windows 8 and Windows Server 2012 did not implement this IE.
[bookmark: section_1482835d98ac44a39ecf9a48c1308697][bookmark: _Toc499829363]Change Tracking
No table of changes is available. The document is either new or has had no changes since its last release.
[bookmark: section_cf9f7048c2834c10a653d517b4b9c6be][bookmark: _Toc499829364]Index
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