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referenced. 
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Errata below are for Protocol Document Version V8.0 – 2021/10/06.  

Errata 
Published* Description 

2022/04/04 In section 1.7 Versioning and Capability Negotiation: Added that v3.1 and v3.2 are applied to 
the last previous Windows Server versions. 

 

Changed from: 

<1> Section 1.7: Version v2 is not supported in Windows Server 2016 with the [MSKB-
3216755] update. Version v3 is not supported in Windows Server v1709 operating system. 
Version 3.1 was added in the June 2021 patch. Version 3.2 was added in the August 2021 
patch. Version v4 is not supported in Windows Server v1809 operating system and Windows 
Server 2019. 

 

<2> Section 1.7: The capability negotiation resources are supported according to the 
following table. 

 

Operating system  
versions 

Protocol 
versions Resources and properties  available 

. . .     

June 2021 patch V3.1 Updated to v3.1 property: 

PortDefaultState  (section 3.1.5.26) 

  

Added v1 property: 

numInterfacesHavingQos (section 3.1.5.26) 

August 2021 patch V3.2 Updated to v3.2 property: 

enableTcpReset  (section 3.1.5.5.4, section 
3.1.5.5.5, and section 3.1.5.5.6) 

. . .     

 

 

Changed to: 

<1> Section 1.7: Version v2 is not supported in Windows Server 2016 with the [MSKB-
3216755] update. Version v3 is not supported in Windows Server v1709 operating system. 
Version 3.1 was added in the June 2021 patch for Windows Server 2022. Version 3.2 was 
added in the August 2021 patch for Windows Server 2022. April 2022 versions v3.1 and v3.2 
were applied to Windows Server v1809 operating system and Windows Server 2019. Version 
v4 is not supported in Windows Server v1809 and Windows Server 2019. 

 

<2> Section 1.7: The capability negotiation resources are supported according to the 
following table. 

 

http://blogs.msdn.com/b/protocol_content_errata/rss.aspx
http://blogs.msdn.com/b/protocol_content_errata/atom.aspx
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-ncnbi/d2a6f7c9-563f-40aa-94f7-9bf89fb79b80


Errata 
Published* Description 

Operating system  versions 
Protocol 
versions Resources and properties  available 

. . .     

June 2021 patch for Windows 
Server 2022. 

April 2022 applied to Windows 
10  v1809 operating system and 
Windows Server 2019. 

V3.1 Updated to v3.1 property: 

PortDefaultState  (section 3.1.5.26) 

  

Added v1 property: 

numInterfacesHavingQos (section 
3.1.5.26) 

August 2021 patch for Windows 
Server 2022. 

April 2022 applied to Windows 
10  v1809 and Windows Server 
2019. 

V3.2 Updated to v3.2 property: 

enableTcpReset  (section 3.1.5.5.4, 
section 3.1.5.5.5, and section 3.1.5.5.6) 

. . .     
 

2021/12/14 In section 3.1.5.1.2 aclRules, in the protocol element added HTTP value and changed 
asterisk(*) to All for any protocol. 

 

Changed from: 

Element 
name Type Description 

…   

protocol Required Indicates the protocol to which the ACL rule will  apply. Allowed 
values are TCP, UDP, ICMPv4, ICMPv6, and *. The asterisk (*)  
means any protocol. 

ICMPv4 and ICMPv6 are supported with URI version v3 or  later. 

 

 

Changed to: 

Element 
name Type Description 

…   

protocol Required Indicates the protocol to which the ACL rule will  apply. Allowed 
values are TCP, UDP, HTTP, ICMPv4, ICMPv6, and All. The value  
"All" means any protocol. 

ICMPv4 and ICMPv6 are supported with URI version v3 or  later. 

 

 

In section 3.1.5.16 serviceInsertions, in the protocol element added Http value and changed 
asterisk(*) to All for any protocol. 

 

Changed from: 



Errata 
Published* Description 

Element 
name Type Description 

…     

rules.protocol Optional Indicates the protocol to match for this rule.   Valid values are 
TCP, UDP, or *. The asterisk (*) indicates the rule will  match 
for all protocols. 

 

 

Changed to: 

Element 
name Type Description 

…     

rules.protocol Optional Indicates the protocol to match for this rule.  Valid values are 
Tcp, Udp, Http, or All.  The value "All" indicates the rule will 
match for all protocols. 

 

2021/12/14 In section 3.1.5.1.2 aclRules, in the protocol element added HTTP value and changed 
asterisk(*) to All for any protocol. 

 

Changed from: 

Element 
name Type Description 

…   

protocol Required Indicates the protocol to which the ACL rule will  apply. Allowed 
values are TCP, UDP, ICMPv4, ICMPv6, and *. The asterisk (*)  
means any protocol. 

ICMPv4 and ICMPv6 are supported with URI version v3 or  later. 

 

 

Changed to: 

Element 
name Type Description 

…   

protocol Required Indicates the protocol to which the ACL rule will  apply. Allowed 
values are TCP, UDP, HTTP, ICMPv4, ICMPv6, and All. The value  
"All" means any protocol. 

ICMPv4 and ICMPv6 are supported with URI version v3 or  later. 

 

 

In section 3.1.5.16 serviceInsertions, in the protocol element added Http value and changed 
asterisk(*) to All for any protocol. 

 

Changed from: 



Errata 
Published* Description 

Element 
name Type Description 

…     

rules.protocol Optional Indicates the protocol to match for this rule.   Valid values are 
TCP, UDP, or *. The asterisk (*) indicates the rule will  match 
for all protocols. 

 

 

Changed to: 

Element 
name Type Description 

…     

rules.protocol Optional Indicates the protocol to match for this rule.  Valid values are 
Tcp, Udp, Http, or All.  The value "All" indicates the rule will 
match for all protocols. 

 

2021/11/11 The following sections were updated. Please see the diff doc for the details. 
 
In Section 1.7   Versioning and Capability Negotiation 
Added URIs versions 3.1 and 3.2 and in behavior notes. 
 
In Section 3.1.5.1.1.1.3 Processing Details 
Added failure scenario for when the portDefaultState property of the virtualSwitchManager 
resource is equal to AllowTraffic. 
 
In Section 3.1.5.5.3.1.1.3 Processing Details 
Added network source rules for two or more  frontendIPConfigurations resources. 
 
In Section 3.1.5.5.4 inboundNatRules 
Changed frontendPort and backendPort minimum value from 1 to 0, zero. Changed 
enableTcpReset URI version from v4 to v3.2. 
 
In Section 3.1.5.5.5 loadBalancingRules 
Changed enableTcpReset URI version from v4 to v3.2. 
 
In Section 3.1.5.5.5.1.1.3 Processing Details 
Added previous and new processing rules for port numbers for frontendPort and backendPort 
for the inboundNatRules resource type. 
 
In Section 3.1.5.5.6 outboundNatRules 
Changed enableTcpReset URI version from v4 to v3.2. 
 
In Section 3.1.5.18.1.1.3 Processing Details 
Added failure scenario for when the portDefaultState property of the virtualSwitchManager 
resource is equal to AllowTraffic. 
 
In Section 3.1.5.26 virtualSwitchManager 
Changed PortDefaultState property URI from v4 to v3.1. Added numInterfacesHavingQos 
property for URI v1. 

 

 

https://winprotocoldoc.blob.core.windows.net/productionwindowsarchives/MS-NCNBI/%5bMS-NCNBI%5d-20211109-diff.pdf
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