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[bookmark: section_67f0fdd9d8bc445d95de2cb6d5c4d149][bookmark: _Toc75401339]Introduction
The File Server Remote VSS Protocol (FSRVP) is a remote procedure call (RPC)-based protocol that is used for creating shadow copies of file shares on a remote computer. This protocol facilitates the backup applications' tasks in performing application-consistent backup and restore of VSS-aware applications storing data on network file shares.
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_0856b27846f44f3ebc06bc382b26428b][bookmark: _Toc75401340]Glossary
This document uses the following terms:
[bookmark: gt_b91c1e27-e8e0-499b-8c65-738006af72ee]endpoint: A network-specific address of a remote procedure call (RPC) server process for remote procedure calls. The actual name and type of the endpoint depends on the RPC protocol sequence that is being used. For example, for RPC over TCP (RPC Protocol Sequence ncacn_ip_tcp), an endpoint might be TCP port 1025. For RPC over Server Message Block (RPC Protocol Sequence ncacn_np), an endpoint might be the name of a named pipe. For more information, see [C706].
[bookmark: gt_220dcaa3-364d-4de3-9752-82c053762cb6]file store: An area on a storage device that is managed as a discrete logical storage unit on which a shadow copy can be taken. The file store is backed by a system (typically a file system) that provides the ability to create, query and modify resources accessed as files.
[bookmark: gt_528b06a4-e67c-43b3-a02d-8738858a691d]file system: A system that enables applications to store and retrieve files on storage devices. Files are placed in a hierarchical structure. The file system specifies naming conventions for files and the format for specifying the path to a file in the tree structure. Each file system consists of one or more drivers and DLLs that define the data formats and features of the file system. File systems can exist on the following storage devices: diskettes, hard disks, jukeboxes, removable optical disks, and tape backup units.
[bookmark: gt_1769aec9-237e-44ed-9014-1abb3ec6de6e]fully qualified domain name (FQDN): An unambiguous domain name that gives an absolute location in the Domain Name System's (DNS) hierarchy tree, as defined in [RFC1035] section 3.1 and [RFC2181] section 11.
[bookmark: gt_799103ab-b3cb-4eab-8c55-322821b2b235]HRESULT: An integer value that indicates the result or status of an operation. A particular HRESULT can have different meanings depending on the protocol using it. See [MS-ERREF] section 2.1 and specific protocol documents for further details.
[bookmark: gt_bd4ca8ab-6338-4eb5-95a9-6f90f728d21e]indexing: The process of extracting text or properties from files and storing the extracted values in an index or property cache.
[bookmark: gt_73177eec-4092-420f-92c5-60b2478df824]Interface Definition Language (IDL): The International Standards Organization (ISO) standard language for specifying the interface for remote procedure calls. For more information, see [C706] section 4.
[bookmark: gt_9c5903c1-1477-4181-b451-3ba1e34a0c0c]Microsoft Interface Definition Language (MIDL): The Microsoft implementation and extension of the OSF-DCE Interface Definition Language (IDL). MIDL can also mean the Interface Definition Language (IDL) compiler provided by Microsoft. For more information, see [MS-RPCE].
[bookmark: gt_34537940-5a56-4122-b6ff-b9a4d065d066]shadow copy: A duplicate of data held on a volume at a well-defined instant in time.
[bookmark: gt_b3f0aa95-0afc-49e3-a5d5-aa465c3bc385]shadow copy utility: A utility on the client and server which creates and manages the shadow copies of shares.
[bookmark: gt_a596258c-e445-4a87-8547-b3bb6301a633]volume shadow copy service (VSS): A service that coordinates the actions required to create a consistent snapshot of backup data without affecting the running of the application that is using the data.
[bookmark: gt_e5c59c4f-5ba0-4772-9ab2-71320d15e1c1]VSS writer: A component of an application that guarantees a consistent data to back up.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_2ee2498e26994bc6946fc9c3323c82f0][bookmark: _Toc75401341]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_392100317b8b49c6aaf9ec8eb39591da][bookmark: _Toc75401342]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[C706] The Open Group, "DCE 1.1: Remote Procedure Call", C706, August 1997, https://publications.opengroup.org/c706
Note Registration is required to download the document.
[MS-CIFS] Microsoft Corporation, "Common Internet File System (CIFS) Protocol".
[MS-DTYP] Microsoft Corporation, "Windows Data Types".
[MS-ERREF] Microsoft Corporation, "Windows Error Codes".
[MS-RPCE] Microsoft Corporation, "Remote Procedure Call Protocol Extensions".
[MS-SMB2] Microsoft Corporation, "Server Message Block (SMB) Protocol Versions 2 and 3".
[MS-SMB] Microsoft Corporation, "Server Message Block (SMB) Protocol".
[MS-SRVS] Microsoft Corporation, "Server Service Remote Protocol".
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[bookmark: section_da8bfd558a474bdfba875d7730af449e][bookmark: _Toc75401343]Informative References
[MSDN-SHADOW] Microsoft Corporation, "Volume Shadow Copy Service", http://msdn.microsoft.com/en-us/library/bb968832(VS.85).aspx
[bookmark: section_1bd85b8528ae410db005608256e39e2b][bookmark: _Toc75401344]Overview
The File Server Remote VSS Protocol is designed to remotely create shadow copies of file shares hosted on a file server. This facilitates applications hosting their data on a file server to back up and restore their application state. The client-side implementation of this protocol typically runs on an application server and the server-side implementation runs on a file server. This protocol is modeled in such way that the client-side and server-side implementation can be integrated with existing volume shadow copy creation utilities. 
[bookmark: section_c52c1170793940d7852a8a168bbeb185][bookmark: _Toc75401345]Relationship to Other Protocols
This protocol depends on RPC and SMB for its transport. This protocol uses RPC over named pipes, as specified in section 2.1. Named pipes use the SMB protocols, as specified in [MS-CIFS], [MS-SMB], and [MS-SMB2].
[bookmark: section_ba87197d3d1f429d87d42ffc83a19a89][bookmark: _Toc75401346]Prerequisites/Preconditions
The File Server Remote VSS Protocol is an RPC interface and, as a result, has the prerequisites that are described in [MS-RPCE] section 1.5 as being common to RPC interfaces.
[bookmark: section_70fc8e25927647058b991f682b03ec13][bookmark: _Toc75401347]Applicability Statement
The File Server Remote VSS Protocol is applicable in environments in which shadow-copy-aware applications store or manage data on remote file shares.
[bookmark: section_ac5ea93095684e68adb36dcac9ad97cd][bookmark: _Toc75401348]Versioning and Capability Negotiation
This document covers versioning in the following areas:
· Protocol Versions: This protocol currently supports one version. The operations listed in section 3.1.4 are applicable for version 1 of the protocol as defined in section 2.2.2.4. The client queries the minimum and maximum versions supported by server through the RPC method GetSupportedVersion (Opnum 0).
[bookmark: section_375a9b2055be400fa6eeef94aceda8ae][bookmark: _Toc75401349]Vendor Extensible Fields
None.
[bookmark: section_92d20000dcbc4ec1bf109a38c828436d][bookmark: _Toc75401350]Standards Assignments
	Parameter
	Value
	Reference

	UUID for FileServerVssAgent
	a8e0653c-2744-4389-a61d-7373df8b2292
	[C706]

	Named Pipe
	\\pipe\FssagentRpc
	Section 2.1



[bookmark: section_c0091fdb31b44196b7aebdf2dc4c3012][bookmark: _Toc75401351]Messages
[bookmark: section_c504c88e3248418f8d8322ec8f008816][bookmark: _Toc75401352]Transport
The RPC methods that the File Server Remote VSS Protocol exposes are available on one endpoint:
· FssagentRpc named pipe (RPC protseqs ncacn_np), as specified in [MS-RPCE] section 2.1.1.2.
The File Server Remote VSS Protocol endpoint is available only on RPC over named pipes.
This protocol MUST use the UUID as specified in section 1.9. The RPC version number is 3.0.
This protocol allows any user to establish a connection to the RPC server. The protocol requires the underlying RPC protocol to retrieve the identity of the caller that made the method call, as specified in [MS-RPCE] section 3.3.3.4.3. The server SHOULD use this identity to perform method-specific access checks as specified in section 3.1.4.
[bookmark: section_c20138d599f446a6a5d7699c7b6d106a][bookmark: _Toc75401353]Common Data Types
In addition to RPC base types defined in [C706] and [MS-RPCE], the data types that follow are defined in the Microsoft Interface Definition Language (MIDL) specification for this RPC interface. 
The following data types are specified in [MS-DTYP]:
	Data type name
	Section

	BOOL
	[MS-DTYP] section 2.2.3

	DWORD
	[MS-DTYP] section 2.2.9

	GUID
	[MS-DTYP] section 2.3.4.3

	LONGLONG
	[MS-DTYP] section 2.2.28

	LPWSTR
	[MS-DTYP] section 2.2.36



[bookmark: section_1d67779f51e74f2888a3f5751a3f2dd5][bookmark: _Toc75401354]Structures
	Structure name
	Section
	Description

	FSSAGENT_SHARE_MAPPING_1
	2.2.1.1
	The structure used to represent the mapping of a file share to its shadow copy in protocol version 1.



[bookmark: section_665c2d2b5ad748319beab21a3d219311][bookmark: _Toc75401355]FSSAGENT_SHARE_MAPPING_1
This structure contains the mapping information for a file share to its shadow copy.
typedef struct _FSSAGENT_SHARE_MAPPING_1 {
    GUID ShadowCopySetId;
    GUID ShadowCopyId;
    [string] LPWSTR ShareNameUNC;
    [string] LPWSTR ShadowCopyShareName;
    LONGLONG CreationTimestamp;
} FSSAGENT_SHARE_MAPPING_1, *PFSSAGENT_SHARE_MAPPING_1;


ShadowCopySetId:  The GUID of the shadow copy set.
ShadowCopyId:  The GUID of the shadow copy.
ShareNameUNC:  The name of the share in UNC format.
ShadowCopyShareName:  The name of the share exposing the shadow copy of the base share identified by ShareNameUNC, in UNC format.
CreationTimestamp:  The time at which the shadow copy of the share is created. This MUST be a 64-bit integer value containing the number of 100-nanosecond intervals since January 1, 1601 (UTC).
[bookmark: section_06aac03197184bd1a988736514eba83a][bookmark: _Toc75401356]Constants
[bookmark: section_b781e81fc25d4643b03589d24b1fb6e1][bookmark: _Toc75401357]SHADOW_COPY_ATTRIBUTES
The following table lists the valid values for the attributes of a shadow copy.
	Value
	Meaning

	ATTR_PERSISTENT
(0x00000001)
	The shadow copy is persistent across reboots of the server.

	ATTR_NO_AUTO_RECOVERY 
(0x00000002)
	The shadow copy is created as read-only. The client is not allowed to modify its contents.

	ATTR_NO_AUTO_RELEASE
(0x00000008)
	The shadow copy is not automatically deleted when all references to the shadow copy are released.

	ATTR_NO_WRITERS
(0x00000010)
	The shadow copy is created without application-specific participation.

	ATTR_AUTO_RECOVERY 
(0x00400000)
	The shadow copy is created as read-write. The client is allowed to modify its contents between the ExposeShadowCopySet and RecoveryCompleteShadowCopySet operations, after which the shadow copy becomes and remains read-only.



[bookmark: section_bdef672f624f484d8ee55d8045483334][bookmark: _Toc75401358]CONTEXT_VALUES
The context of a shadow copy is a combination of zero or more attribute values, as defined in section 2.2.2.1. The following table lists the valid context values for the shadow copy operations. The client can additionally include either the ATTR_AUTO_RECOVERY or ATTR_NO_AUTO_RECOVERY attribute in any of the following contexts.
	Value
	Meaning

	CTX_BACKUP
(0x00000000)
	Specifies an auto-release, non-persistent shadow copy.

	CTX_FILE_SHARE_BACKUP 
(0x00000010)
	Specifies an auto-release, non-persistent shadow copy created without writer involvement. It is a combination of the following shadow copy attributes:
ATTR_NO_WRITERS

	CTX_NAS_ROLLBACK
(0x00000019)
	Specifies a persistent, non-auto-release shadow copy without writer involvement. It is a combination of the following shadow copy attributes:
ATTR_PERSISTENT
ATTR_NO_AUTO_RELEASE
ATTR_NO_WRITERS

	CTX_APP_ROLLBACK
(0x00000009)
	Specifies a persistent, non-auto-release shadow copy. It is a combination of the following shadow copy attributes:
ATTR_PERSISTENT
ATTR_NO_AUTO_RELEASE



[bookmark: section_67c091da9a2b413aa2bb346751513c19][bookmark: _Toc75401359]SHADOW_COPY_COMPATIBILITY_VALUES
The following table lists the valid values for shadow copy compatibility.
	Value
	Meaning

	DISABLE_DEFRAG
(0x00000001)
	The provider managing the shadow copies for the specified path does not support defragmentation operations on the file store containing the path.

	DISABLE_CONTENTINDEX
(0x00000002)
	The provider managing the shadow copies for the specified path does not support indexing on the file store containing the path.



[bookmark: section_05354a25640042a8ba69ebc125177d79][bookmark: _Toc75401360]FSRVP_VERSION_VALUES
The following table lists the valid values for the protocol versions supported by a server.
	Value
	Meaning

	FSRVP_RPC_VERSION_1
(0x00000001)
	Version 1 of the FSRVP protocol.



[bookmark: section_0217ba2a09624638a340da6935d9a8f3][bookmark: _Toc75401361]Unions
	Union name
	Section
	Description

	FSSAGENT_SHARE_MAPPING
	2.2.3.1
	This union contains information mapping a share to its shadow copy based on the level value.



[bookmark: section_8bf625df4d5d4301a56803a902415a5d][bookmark: _Toc75401362]FSSAGENT_SHARE_MAPPING
The FSSAGENT_SHARE_MAPPING union contains mapping information for a share to its shadow copy based on the level value.
typedef [switch_type(unsigned long)] union _FSSAGENT_SHARE_MAPPING {
    [case(1)]
        PFSSAGENT_SHARE_MAPPING_1 ShareMapping1;
    [default]
        ;       
} FSSAGENT_SHARE_MAPPING, *PFSSAGENT_SHARE_MAPPING;
ShareMapping1:  A pointer to an FSSAGENT_SHARE_MAPPING_1 structure, as specified in section 2.2.1.1.
[bookmark: section_b45c794e936242b780c67dae3382acf0][bookmark: _Toc75401363]Error Codes
The following error codes are specific to File Server Remote VSS Protocol (FSRVP) in addition to the HRESULT values as defined in [MS-ERREF] section 2.1.
	Return value/code
	Description

	FSRVP_E_BAD_STATE
(0x80042301)
	A method call was invalid because of the state of the server. (For example, calling AddToShadowCopySet (Opnum 3) before StartShadowCopySet (Opnum 2).)

	FSRVP_E_SHADOW_COPY_SET_IN_PROGRESS
(0x80042316)
	A call was made to either SetContext (Opnum 1) or  StartShadowCopySet (Opnum 2) while the creation of another shadow copy set is in progress.

	FSRVP_E_NOT_SUPPORTED
(0x8004230C)
	The file store which contains the share to be shadow copied is not supported by the server.

	FSRVP_E_WAIT_TIMEOUT
(0x00000102)
	The wait for a shadow copy commit or expose operation has timed out.

	FSRVP_E_WAIT_FAILED
(0xFFFFFFFF)
	The wait for a shadow copy commit expose operation has failed.

	FSRVP_E_OBJECT_ALREADY_EXISTS
(0x8004230DL)
	The specified object already exists.

	FSRVP_E_OBJECT_NOT_FOUND
(0x80042308)
	The specified object does not exist.

	FSRVP_E_UNSUPPORTED_CONTEXT
(0x8004231B)
	The specified context value is invalid.

	FSRVP_E_SHADOWCOPYSET_ID_MISMATCH
(0x80042501)
	The provided ShadowCopySetId does not exist.



[bookmark: section_6553ed3c39f349e788224a416881e842][bookmark: _Toc75401364]Protocol Details
The methods in this RPC interface MUST return ZERO (0x00000000) or a nonerror HRESULT (as specified in [MS-ERREF] section 2.1) to indicate success or a nonzero error code as specified in section 2.2.4, to indicate failure. Unless otherwise specified in section 3.2.4, the client-side of the File Server Remote VSS Protocol MUST NOT interpret returned error codes and MUST simply return error codes to the invoking application.
The following diagram describes the typical client and server environments and the interactions between various components.
[image: FSRVP client and server environments and components]
Figure 1: FSRVP client and server environments and components
[bookmark: Appendix_A_Target_1]The application server hosts VSS writers that are components of the applications accessing their data from a remote file share. The backup/restore tools interact with the shadow copy utility on the application server to perform backup of the application's data on the remote file server. When the storage location supplied by the backup tool is a UNC path, the shadow copy utility directs the backup requests to the FSRVP client. The FSRVP client exchanges messages with the FSRVP server on the file server to query, create, or delete the shadow copies. The FSRVP server acts as a backup tool on the file server and interacts with the local shadow copy utility to respond to client's requests. The server's processing behavior is outlined in section 3.1 and the client's processing behavior is outlined in section 3.2.<1>
[bookmark: section_9a2ac3dd8ce54254af0eb215be446007][bookmark: _Toc75401365]FileServerVssAgent Server Details
The server implementing this interface responds to the client's requests as specified in section 3.1.4. Upon the client's request, the server initiates a shadow copy set (see section 3.1.1.2) and performs shadow copy operations on that set. 
[bookmark: section_a77a95a3c057499b96b8d125bae6bc7a][bookmark: _Toc75401366]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The organization is provided to facilitate the explanation of how the protocol behaves. This specification does not mandate that implementations adhere to this model as long as their external behaviors are consistent with that described in this specification. 
[bookmark: section_78b807b64a7d4b8ead66a80e8366f4eb][bookmark: _Toc75401367]Global
The server implements the following properties:
ContextSet: A Boolean value that, when set to TRUE, indicates that the shadow copy operation is in progress and the client has set a valid context for the shadow copy operations by calling the SetContext method, as specified in section 3.1.4.2.
CurrentContext: Indicates the context to be used for the subsequent shadow copy operations. This MUST be set to one of the values specified in section 2.2.2.2.
GlobalShadowCopySetTable: A table of shadow copy sets, as specified in section 3.1.1.2. The table is indexed by ShadowCopySetId.
MinServerVersion: The minimum version of the protocol supported by the server. This MUST be set to one of the values specified in section 2.2.2.4.
MaxServerVersion: The maximum version of the protocol supported by the server. This MUST be set to one of the values specified in section 2.2.2.4.
ShadowCopyClientAddress: The IP address of the client, in a string format, that has set the context for shadow copy operation.
ShadowCopyClientRetryCount: A numeric value that indicates the count of SetContext retry attempts.
[bookmark: section_ed6ba6d027f74097b4a763442019fdd1][bookmark: _Toc75401368]Per ShadowCopySet
The ShadowCopySet element consists of the following properties:
ShadowCopySetId: The GUID of the shadow copy set.
Status: The status of the shadow copy set. This MUST be one of "Started", "Added", "CreationInProgress", "Committed", "Exposed", or "Recovered".
Context: The attributes used for creation of this shadow copy set. This MUST be set to one of the values defined in section 2.2.2.2.
ShadowCopyList: A list of ShadowCopy objects, as specified in section 3.1.1.3.
[bookmark: section_4c11cf965bba4f05b337a80a8ea620ca][bookmark: _Toc75401369]Per ShadowCopy
The ShadowCopy element consists of the following properties:
ShadowCopyId: The GUID of the shadow copy.
VolumeName: The unique name that identifies the server object store on which this shadow copy is created.
CreationTimeStamp: The timestamp containing the time that the client initiated the creation of this shadow copy.
ShareMappingList: A list of ShareMapping objects, as specified in section 3.1.1.4. Each entry in the list is for a share mapped to this shadow copy.
[bookmark: section_41cbb2143c2b43469b6f8e3f978c54e6][bookmark: _Toc75401370]Per MappedShare
The MappedShare element consists of the following properties:
ShareName: The UNC name of the file share.
ShadowCopyShareName: The name of the share exposing the shadow copy of the base share (identified by ShareName).
IsExposed: A Boolean value indicating whether the shadow copy is exposed.
[bookmark: section_d88b9fb3aa00439691e5f3db036d4a74][bookmark: _Toc75401371]Timers
Message Sequence Timer: This timer controls the amount of time the server waits between successive messages received from the client. The values taken by this timer for individual messages are specified in section 3.1.4.
[bookmark: section_68b466e398b9474690cbfe80a66f4e0a][bookmark: _Toc75401372]Initialization
The server MUST initialize ContextSet to FALSE.
The server MUST initialize CurrentContext to zero.
The server MUST initialize the GlobalShadowCopySetTable to an empty table. 
The server MUST populate the GlobalShadowCopySetTable with the ShadowCopySet entries read from the implementation-specific configuration store.
[bookmark: Appendix_A_Target_2]The server MUST initialize MinServerVersion to one of the values specified in section 2.2.2.4, based on a local configuration policy.<2>
[bookmark: Appendix_A_Target_3]The server MUST initialize MaxServerVersion to one of the values specified in section 2.2.2.4, based on a local configuration policy.<3>
[bookmark: section_9c9fee5f420d4d60af3426f020306963][bookmark: _Toc75401373]Message Processing Events and Sequencing Rules
This interface defines the following methods:
	Method
	Description

	GetSupportedVersion
	Gets the minimum and maximum versions of the protocol that the server supports.
Opnum: 0

	SetContext
	Sets the context for the current shadow copy creation process.
Opnum: 1

	StartShadowCopySet
	Initiates a new shadow copy set for shadow copy creation.
Opnum: 2

	AddToShadowCopySet
	Adds a share to an existing shadow copy set.
Opnum: 3

	CommitShadowCopySet
	Commits a given shadow copy set.
Opnum: 4

	ExposeShadowCopySet
	Exposes all the shadow copies in a shadow copy set as file shares on the file server.
Opnum: 5

	RecoveryCompleteShadowCopySet
	Indicates to the server that the VSS writers have recovered the data associated with the file shares in a shadow copy set.
Opnum: 6

	AbortShadowCopySet
	Deletes a given shadow copy set on the server.
Opnum: 7

	IsPathSupported
	Queries whether a given share is supported by the server for shadow copy operations.
Opnum: 8

	IsPathShadowCopied
	Queries whether a shadow copy already exists for a share.
Opnum: 9

	GetShareMapping
	Gets the shadow copy information for a given file share on the server after the shadow copy of the share is exposed.
Opnum: 10

	DeleteShareMapping
	Deletes the mapping of a shadow copy for a share from a shadow copy set.
Opnum: 11

	PrepareShadowCopySet
	Ensures that the server is finished with preparations to create the shadow copy set.
Opnum: 12


All methods MUST NOT throw exceptions.
The server MUST enforce the following security measures to verify that the caller has the required permissions to execute any method: 
· The security provider as RPC_C_AUTHN_GSS_NEGOTIATE or RPC_C_AUTHN_GSS_KERBEROS or RPC_C_AUTHN_WINNT, as specified in [MS-RPCE] section 2.2.1.1.7.
· The authentication level as RPC_C_AUTHN_LEVEL_PKT_INTEGRITY or RPC_C_AUTHN_LEVEL_PKT_PRIVACY, as specified in [MS-RPCE] section 2.2.1.1.8.
[bookmark: Appendix_A_Target_4]The server can perform additional implementation-specific<4> checks to verify that the caller has permission.
If the caller does not have the required permissions, then the server MUST fail the call and return E_ACCESSDENIED. The details on how to determine the identity of the caller for the purpose of performing an access check are specified in [MS-RPCE] section 3.3.3.1.3.
For all methods, unless otherwise specified, if any of the parameters is NULL, the server MUST fail the call with E_INVALIDARG.
For all methods, when the server returns ZERO to the client, the server MUST persist all state information into an implementation-specific configuration store.
[bookmark: section_73cb5fa1daaa4e2bb4e22b8de08daf97][bookmark: _Toc75401374]GetSupportedVersion (Opnum 0)
The GetSupportedVersion method is invoked by the client to get the minimum and maximum versions of the protocol that the server supports.
DWORD GetSupportedVersion(
        [out] DWORD* MinVersion,
        [out] DWORD* MaxVersion);

MinVersion:  The minimum version of the protocol that the server supports.
MaxVersion:  The maximum version of the protocol that the server supports.
Return Values: The method returns one of the values specified in section 2.2.4. The most common error codes are listed below.
	Return value/code
	Description

	0x80070005
E_ACCESSDENIED
	The caller does not have the permissions to perform the operation.


The server MUST set MinVersion to the global MinServerVersion, MaxVersion to the global MaxServerVersion, and MUST return ZERO to the caller.
[bookmark: section_53472780a9084fe6a04992444119010f][bookmark: _Toc75401375]SetContext (Opnum 1)
The SetContext method sets the context for the current shadow copy creation process.
DWORD SetContext(
        [in] handle_t hBinding,
        [in] unsigned long Context);

hBinding: An RPC binding handle (as defined in [C706]).
Context: The context to be used for the shadow copy operations. It MUST be set to one of the CONTEXT_VALUES specified in section 2.2.2.2. 
Return Values: The method returns one of the values as specified in section 2.2.4. The most common error codes are listed below.
	Return value/code
	Description

	0x80070005
E_ACCESSDENIED
	The caller does not have the permissions to perform the operation.

	0x8004231B
FSRVP_E_UNSUPPORTED_CONTEXT
	The context value specified is invalid.

	0x80042316
FSRVP_E_SHADOW_COPY_SET_IN_PROGRESS
	Creation of another shadow copy set is in progress.


If the Context parameter contains an invalid value, the server MUST fail the call with FSRVP_E_UNSUPPORTED_CONTEXT.
The server MUST get the requestor client address corresponding to the hBinding parameter as specified in [C706] section 2.12.1.
If ContextSet is TRUE, the server MUST process as follows:
· If the requestor client address is not the same as ShadowCopyClientAddress, the server MUST fail the call with FSRVP_E_SHADOW_COPY_SET_IN_PROGRESS.
· Otherwise, if the requestor client address is the same as ShadowCopyClientAddress, the server MUST process as follows:
· Remove the ShadowCopySet if a ShadowCopySet exists in the GlobalShadowCopySetTable where ShadowCopySet.Status is not equal to "Recovered".
· Set ContextSet to FALSE.
· Set ShadowCopyClientAddress to NULL.
· Increment the ShadowCopyClientRetryCount.
· [bookmark: Appendix_A_Target_5]If ShadowCopyClientRetryCount exceeds the implementation-specific count<5>, the server MUST fail the call with FSRVP_E_SHADOW_COPY_SET_IN_PROGRESS.
Otherwise, if ContextSet is FALSE, set ShadowCopyClientRetryCount to 0.  
The server MUST set ShadowCopyClientAddress to the retrieved requestor client address.
The server MUST update CurrentContext to Context, set ContextSet to TRUE, start the Message Sequence Timer (as specified in section 3.1.2) with a timeout value of 180 seconds, and return ZERO to the caller. 
[bookmark: section_d533d6dc48fa4827b0e465baeafd713d][bookmark: _Toc75401376]StartShadowCopySet (Opnum 2)
[bookmark: Appendix_A_Target_6]The StartShadowCopySet method is called by the client to initiate a new shadow copy set for shadow copy creation.<6>
DWORD StartShadowCopySet(
        [in] handle_t hBinding,
        [in] GUID ClientShadowCopySetId,
        [out] GUID* pShadowCopySetId);

hBinding:  An RPC binding handle (as defined in [C706]).
[bookmark: Appendix_A_Target_7]ClientShadowCopySetId: The GUID assigned by the client for the shadow copy set.<7>
pShadowCopySetId: The GUID of the shadow copy set, assigned by the server. 
Return Values: The method returns one of the values specified in section 2.2.4. The most common error codes are listed in the following table:
	Return value/code
	Description

	0x80070005
E_ACCESSDENIED
	The caller does not have the permissions to perform the operation.

	0x80070057
E_INVALIDARG 
	One or more arguments are invalid.

	0x80042316
FSRVP_E_SHADOW_COPY_SET_IN_PROGRESS
	StartShadowCopySet (Opnum 2) was called while the creation of another shadow copy set was in progress.


If ContextSet is FALSE, the server MUST fail the call with FSRVP_E_BAD_STATE.
If there is a ShadowCopySet in the GlobalShadowCopySetTable where ShadowCopySet.Status is not equal to "Recovered", the server MUST fail the call with FSRVP_E_SHADOW_COPY_SET_IN_PROGRESS.
The server MUST stop the Message Sequence Timer specified in section 3.1.2.
The server MUST create a new ShadowCopySet, as specified in section 3.1.1.2, with the following values, and insert it into GlobalShadowCopySetTable:
· ShadowCopySetId is set to a unique GUID generated by the server.
· Status is set to "Started".
· Context is set to CurrentContext.
· ShadowCopyList is set to an empty list.
The server MUST set pShadowCopySetId to ShadowCopySetId, start the Message Sequence Timer specified in section 3.1.2 with a timeout value of 180 seconds, and return ZERO to the caller.
[bookmark: section_07c2bef104714a828254a91a7b4a33b8][bookmark: _Toc75401377]AddToShadowCopySet (Opnum 3)
The AddToShadowCopySet method adds a share to an existing shadow copy set.
DWORD AddToShadowCopySet(
        [in] handle_t hBinding,
        [in] GUID ClientShadowCopyId,
        [in] GUID ShadowCopySetId,
        [in] [string] LPWSTR ShareName,
        [out] GUID* pShadowCopyId);

hBinding:  An RPC binding handle (as defined in [C706]).
[bookmark: Appendix_A_Target_8]ClientShadowCopyId: The GUID for the shadow copy, assigned by the client.<8>
ShadowCopySetId: The GUID of the shadow copy set to which ShareName is to be added. This GUID is assigned by the server.
ShareName: The name of the share, in UNC format, for which a shadow copy is required.
pShadowCopyId: The GUID of the shadow copy associated with the share.
Return Values: The method returns one of the values specified in section 2.2.4. The most common error codes are listed in the following table:
	Return value/code
	Description

	0x80070005
E_ACCESSDENIED
	The caller does not have permission to perform the operation.

	0x80070057
E_INVALIDARG 
	One or more arguments are invalid.

	0x8004230C
FSRVP_E_NOT_SUPPORTED
	The file store that contains the share to be shadow copied is not supported by the server.

	0x80042301
FSRVP_E_BAD_STATE
	The method call is invalid because of the state of the server.

	0x8004230D
FSRVP_E_OBJECT_ALREADY_EXISTS
	The object already exists.

	0x80042501
FSRVP_E_SHADOWCOPYSET_ID_MISMATCH
	The provided ShadowCopySetId does not exist.


The server MUST verify that the share identified by ShareName exists on the server, in an implementation-specific manner. If the share does not exist, the server MUST fail the call with FSRVP_E_OBJECT_NOT_FOUND.
The server MUST identify the object store on which the ShareName is hosted, in an implementation-defined manner. If the object store contains mount points below the share root directory, or if the object store is not supported by the underlying shadow copy utility, the server MUST fail the call with FSRVP_E_NOT_SUPPORTED.
The server MUST look up the ShadowCopySet from GlobalShadowCopysetTable using the index ShadowCopySetId. If no shadow copy set is found, the server MUST fail the call with FSRVP_E_SHADOWCOPYSET_ID_MISMATCH.
If ShadowCopySet.Status is not "Started" or "Added", the server MUST fail the call with FSRVP_E_BAD_STATE.
The server MUST stop the Message Sequence Timer as specified in section 3.1.2.
The server MUST look up the ShadowCopy in ShadowCopySet.ShadowCopyList where ShadowCopy.VolumeName matches the file store (typically a file system) on which the share identified by ShareName is hosted. If an entry is found, the server MUST fail the call with FSRVP_E_OBJECT_ALREADY_EXISTS and start the Message Sequence Timer as specified in section 3.1.2 with a time-out value of 180 seconds. If no entry is found, the server MUST create a new ShadowCopy object, as specified in section 3.1.1.3, with the following values, and insert it into the ShadowCopySet:
· ShadowCopyId is set to a unique GUID generated by the server. 
· VolumeName is set to an implementation-specific value identifying the file store on the server that is exposed through the share.
· CreationTimeStamp is set to the current time.
· ShareMappingList is set to an empty list.
The server MUST create a new MappedShare object (as specified in section 3.1.1.4) with the following values, and insert it into ShadowCopy.ShareMappingList.
· ShareName is set to ShareName. 
· ShadowCopyShareName is set to an empty string.
· IsExposed is set to FALSE.
The server MUST set ShadowCopySet.Status to "Added".
The server MUST set pShadowCopyId to ShadowCopy.ShadowCopyId, start the Message Sequence Timer (as specified in section 3.1.2) with a time-out value of 1800 seconds, and return ZERO to the caller.
[bookmark: section_b6117a8b081648bc902d026ab2b4f959][bookmark: _Toc75401378]CommitShadowCopySet (Opnum 4)
The CommitShadowCopySet method is invoked by the client to commit a given shadow copy set.
DWORD CommitShadowCopySet(
        [in] handle_t hBinding,
        [in] GUID ShadowCopySetId,
        [in] unsigned long TimeOutInMilliseconds);

hBinding: An RPC binding handle (as defined in [C706]).
ShadowCopySetId: The GUID of the shadow copy set, assigned by the server.
TimeOutInMilliseconds: The time in milliseconds that the server MUST wait for the shadow copy commit process.
Return Values: The method returns one of the values specified in section 2.2.4. The most common error codes are listed below.
	Return value/code
	Description

	0x80070005
E_ACCESSDENIED
	The caller does not have the permissions to perform the operation.

	0x80070057
E_INVALIDARG 
	One or more arguments are invalid.

	0x80042301
FSRVP_E_BAD_STATE
	The method call is invalid because of the state of the server.

	0x80042500
FSSAGENT_E_TIMEOUT
	The wait for the shadow copy commit operation has timed out.

	0xFFFFFFFF 
FSRVP_E_WAIT_FAILED
	The wait for shadow copy commit operation has failed.

	0x80042501
FSRVP_E_SHADOWCOPYSET_ID_MISMATCH
	The provided ShadowCopySetId does not exist.


The server MUST look up the ShadowCopySet from GlobalShadowCopysetTable using the index ShadowCopySetId. If no entry is found, the server MUST fail the call with FSRVP_E_SHADOWCOPYSET_ID_MISMATCH.
If ShadowCopySet.Status is not "Added" or "CreationinProgress", the server MUST fail the call with FSRVP_E_BAD_STATE.
The server MUST stop the Message Sequence Timer as specified in section 3.1.2.
The server MUST set ShadowCopySet.Status to "CreationInProgress", MUST start the shadow copy commit in the underlying shadow copy utility, and MUST wait for the completion of the shadow copy commit process.
If the wait for the commit process fails, the server MUST set ShadowCopySet.Status to "Added", start the Message Sequence Timer as specified in section 3.1.2 with a timeout value of 180 seconds, and fail the call with FSRVP_E_WAIT_FAILED.
If the commit operation for all shadow copies in this set does not complete within TimeOutInMilliseconds, the server MUST start the Message Sequence Timer as specified in section 3.1.2 with a timeout value of 180 seconds, and return FSSAGENT_E_TIMEOUT.
If the commit operation for any shadow copy returns an error, the server MUST start the Message Sequence Timer as specified in section 3.1.2 with a timeout value of 180 seconds, and return the same error code to the caller.
If the shadow copy commit operation for all shadow copies in this set completes within TimeOutInMilliseconds, the server MUST update ShadowCopySet.Status to "Committed", start the Message Sequence Timer as specified in section 3.1.2 with a timeout value of 180 seconds, and return ZERO to the caller.
[bookmark: section_c5882cd456054c64883cc9c039de4d6c][bookmark: _Toc75401379]ExposeShadowCopySet (Opnum 5)
The ExposeShadowCopySet method exposes all the shadow copies in a shadow copy set as file shares on the file server.
DWORD ExposeShadowCopySet(
        [in] handle_t hBinding,
        [in] GUID ShadowCopySetId,
        [in] unsigned long TimeOutInMilliseconds);

hBinding:  An RPC binding handle (as defined in [C706]).
ShadowCopySetId: The GUID of the shadow copy set. 
TimeOutInMilliseconds:  The maximum time, in milliseconds, for which the server MUST wait for completion of the expose operation. 
Return Values: The method returns one of the values specified in section 2.2.4. The most common error codes are listed in the following table.
	Return value/code
	Description

	0x80070005
E_ACCESSDENIED
	The caller does not have the permissions to perform the operation.

	0x80070057
E_INVALIDARG 
	One or more arguments are invalid.

	0x80042301
FSRVP_E_BAD_STATE
	The method call is invalid because of the server's state.

	0x80042501
FSRVP_E_SHADOWCOPYSET_ID_MISMATCH
	The provided ShadowCopySetId does not exist.


The server MUST look up the ShadowCopySet from GlobalShadowCopysetTable using the index ShadowCopySetId. If no shadow copy set is found, the server MUST fail the call with FSRVP_E_SHADOWCOPYSET_ID_MISMATCH.
If ShadowCopySet.Status is not "Committed", the server MUST fail the call with FSRVP_E_BAD_STATE.
The server MUST stop the Message Sequence Timer specified in section 3.1.2.
The server MUST initiate the shadow copy expose process for the ShadowCopySet, which includes the following steps:
· For each ShadowCopy in ShadowCopySet.ShadowCopyList:
· For each MappedShare in ShadowCopy.ShareMappingList:
· [bookmark: Appendix_A_Target_9]Expose the shadow copy of the share as a new share with a UNC name of the form \\hostname\sharename@{ShadowCopy.ShadowCopyId}. The hostname portion of the path can be different from the hostname portion of MappedShare.ShareName. The sharename portion (prior to the @ suffix) of the exposed share name MUST match the sharename portion of MappedShare.ShareName.<9>
· Set the access permissions for the exposed shadow copy share to be same as that of MappedShare.ShareName
· If the ATTR_AUTO_RECOVERY bit is set in ShadowCopySet.Context, enable read-write mode for the exposed shadow copy share until a RecoveryCompleteShadowCopySet message is received.
· Set MappedShare.ShadowCopyShareName to the share name of the shadow copy exposed as above, and set ShareMapping.IsExposed to TRUE.
The server MUST wait for the completion of the expose process for the entire ShadowCopySet.
If the wait for the expose process fails, the server MUST start the Message Sequence Timer as specified in section 3.1.2 with a timeout value of 180 seconds, and fail the call with FSRVP_E_WAIT_FAILED.
If the expose operation does not complete within TimeOutInMilliseconds, the server MUST start the Message Sequence Timer as specified in section 3.1.2 with a timeout value of 180 seconds, and fail the call with FSRVP_E_WAIT_TIMEOUT.
If the expose operation returns success within TimeOutInMilliseconds, the server MUST update ShadowCopySet.Status to "Exposed", start the Message Sequence Timer as specified in section 3.1.2 with a timeout value of 180 seconds, and return ZERO to the caller.
If the expose operation returns an error within TimeOutInMilliseconds, the server MUST start the Message Sequence Timer as specified in section 3.1.2 with a timeout value of 180 seconds, and fail the call with the same error code.
[bookmark: section_609cac7c0cad4548869cf0fc45cad533][bookmark: _Toc75401380]RecoveryCompleteShadowCopySet (Opnum 6)
The RecoveryCompleteShadowCopySet method is invoked by the client to indicate to the server that the data associated with the file shares in a shadow copy set have been recovered by the VSS writers.
DWORD RecoveryCompleteShadowCopySet(
        [in] handle_t hBinding,
        [in] GUID ShadowCopySetId);

hBinding:  An RPC binding handle (as defined in [C706]).
ShadowCopySetId: The GUID of the shadow copy set.
Return Values: The method returns one of the values as specified in section 2.2.4. The most common error codes are listed in the following table:
	Return value/code
	Description

	0x00000000
ZERO
	The operation completed successfully.

	0x80070005
E_ACCESSDENIED
	The caller does not have the permissions to perform the operation.

	0x80070057
E_INVALIDARG 
	One or more arguments are invalid.

	0x80042301
FSRVP_E_BAD_STATE
	The method call is invalid because of the server's state.

	0x80042501
FSRVP_E_SHADOWCOPYSET_ID_MISMATCH
	The provided ShadowCopySetId does not exist.


The server MUST look up the ShadowCopySet from GlobalShadowCopysetTable using the index ShadowCopySetId. If no shadow copy set is found, the server MUST fail the call with FSRVP_E_SHADOWCOPYSET_ID_MISMATCH.
If ShadowCopySet.Status is not "Exposed", the server MUST fail the call with FSRVP_E_BAD_STATE.
The server MUST stop the Message Sequence Timer specified in section 3.1.2.
If ATTR_NO_AUTO_RECOVERY bit in ShadowCopySet.Context is not set, for each ShadowCopy in ShadowCopySet.ShadowCopyList, the server MUST set the shadow copy identified by ShadowCopy.ShadowCopyId to read-only.
The server MUST update ShadowCopySet.Status to "Recovered", set ContextSet to FALSE, set ShadowCopyClientAddress to NULL, and return ZERO to the caller.
[bookmark: section_0c8bb3996dec4d2890f6a49dd05c8adc][bookmark: _Toc75401381]AbortShadowCopySet (Opnum 7)
The AbortShadowCopySet method is invoked by the client to delete a given shadow copy set on the server.
DWORD AbortShadowCopySet(
        [in] handle_t hBinding,
        [in] GUID ShadowCopySetId);

hBinding:  An RPC binding handle (as defined in [C706]).
ShadowCopySetId: The GUID of the shadow copy set.
Return Values: The method returns one of the values as specified in section 2.2.4. The most common error codes are listed in the following table.
	Return value/code
	Description

	0x80070005
E_ACCESSDENIED
	The caller does not have the permissions to perform the operation.

	0x80070057
E_INVALIDARG 
	One or more arguments are invalid.

	0x80042301
FSRVP_E_BAD_STATE
	The method call is invalid because of the server's state.

	0x80042501
FSRVP_E_SHADOWCOPYSET_ID_MISMATCH
	The provided ShadowCopySetId does not exist.


The server MUST fail the call with E_INVALIDARG if ShadowCopySetId is set to NULL.
The server MUST look up the ShadowCopySet from GlobalShadowCopysetTable using the index ShadowCopySetId. If no shadow copy set is found, the server MUST fail the call with FSRVP_E_SHADOWCOPYSET_ID_MISMATCH.
The server MUST attempt to abort the shadow copy set. If the process returns an error, the server MUST fail the call with the same error code.
The server MUST delete ShadowCopySet from GlobalShadowCopySetTable and free the ShadowCopySet object. The server MUST set ContextSet to FALSE, set ShadowCopyClientAddress to NULL, and return ZERO to the caller.
[bookmark: section_f0f0166f07954b2f8567ff6a6cfb71cb][bookmark: _Toc75401382]IsPathSupported (Opnum 8)
The IsPathSupported method is invoked by the client to query if a given share is supported by the server for shadow copy operations.
DWORD IsPathSupported(
        [in] handle_t hBinding,
        [in] [string] LPWSTR ShareName,
        [out] BOOL* SupportedByThisProvider,
        [out] [string] LPWSTR* OwnerMachineName);

hBinding:  An RPC binding handle (as defined in [C706]).
ShareName: The full path of the share in UNC format.
SupportedByThisProvider:  A Boolean, when set to TRUE, that indicates that shadow copies of this share are supported by the server.
OwnerMachineName:  The name of the server machine to which the client MUST connect to create shadow copies of the specified ShareName. 
Return Values: The method returns one of the values as specified in section 2.2.4. The most common error codes are listed in the following table:
	Return value/code
	Description

	0x80070005
E_ACCESSDENIED
	The caller does not have the permissions to perform the operation.

	0x80070057
E_INVALIDARG 
	One or more arguments are invalid.

	0x8004230CL
FSRVP_E_NOT_SUPPORTED
	The file store that contains the share to be shadow copied is not supported by the server.


The server MUST verify that the share identified by ShareName exists on the server, by invoking the event as specified in [MS-SMB2] section 3.3.4.16 or [MS-CIFS] section 3.3.4.12. If the share does not exist, the server MUST fail the call with FSRVP_E_OBJECT_NOT_FOUND.
The server MUST identify the file store on which the ShareName is hosted, in an implementation-defined manner. If the object store has mount points underneath or if the file store is not supported by the underlying shadow copy utility, the server MUST fail the call with FSRVP_E_NOT_SUPPORTED.
The server MUST set OwnerMachineName to the name of the server which it requires the client to connect to create shadow copies for the specified ShareName. The server MUST set SupportedByThisProvider to TRUE and return ZERO to the caller.
[bookmark: section_a42d84390ef84c88905ddc781a69753e][bookmark: _Toc75401383]IsPathShadowCopied (Opnum 9)
The IsPathShadowCopied method is invoked by the client to query if any shadow copy for a share already exists.
DWORD IsPathShadowCopied(
        [in] handle_t hBinding,
        [in] [string] LPWSTR ShareName,
        [out] BOOL* ShadowCopyPresent,
        [out] long* ShadowCopyCompatibility);

hBinding:  An RPC binding handle (as defined in [C706]).
ShareName: The full path of the share in UNC format.
ShadowCopyPresent: This value is set to TRUE if the ShareName specified has a shadow copy; otherwise set to FALSE.
ShadowCopyCompatibility: This value indicates whether certain I/O operations on the file store containing the shadow copy are disabled. This MUST be zero or a combination of the values as specified in section 2.2.2.3.
Return Values:  The method returns one of the values as specified in section 2.2.4. The most common error codes are listed in the following table.
	Return value/code
	Description

	0x00000000
ZERO
	The operation completed successfully.

	0x80070005
E_ACCESSDENIED
	The caller does not have the permissions to perform the operation.

	0x80070057
E_INVALIDARG 
	One or more arguments are invalid.


The server MUST verify that the share identified by ShareName exists on the server by invoking the event as specified in [MS-SMB2] section 3.3.4.16 or [MS-CIFS] section 3.3.4.12. If the share does not exist, the server MUST fail the call with FSRVP_E_OBJECT_NOT_FOUND.
The server MUST identify the file store on which the ShareName share is hosted, in an implementation-defined manner.
For each ShadowCopySet in the GlobalShadowCopySetTable, where ShadowCopySet.Status is "Committed", "Exposed", or "Recovered", the server MUST iterate over all the ShadowCopy objects in ShadowCopySet.ShadowCopyList and verify if any ShadowCopy exists where ShadowCopy.VolumeName matches the file store on which ShareName is hosted. If no entry is found, the server MUST set ShadowCopyPresent to FALSE. If an entry is found, the server MUST do the following:
· Set ShadowCopyPresent to TRUE.
· Query the properties of the file store in an implementation-defined manner.
· If the shadow copy provider does not support defragmentation operations on the file store, set the DISABLE_DEFRAG bit of ShadowCopyCompatibility.
· If the shadow copy provider does not support indexing (see the definition in section 1.1) on the file store, the server MUST set the DISABLE_CONTENTINDEX bit of ShadowCopyCompatibility. 
The server MUST return ZERO to the caller.
[bookmark: section_f663aa66a1d145838f36590410ebdfa8][bookmark: _Toc75401384]GetShareMapping (Opnum 10)
The GetShareMapping method is invoked by the client to get the shadow copy information on a given file share on the server after the shadow copy of the share has been exposed.
DWORD GetShareMapping(
        [in] handle_t hBinding,
        [in] GUID ShadowCopyId,
        [in] GUID ShadowCopySetId,
        [in] [string] LPWSTR ShareName,
        [in] DWORD Level,
        [out] [switch_is(Level)] PFSSAGENT_SHARE_MAPPING ShareMapping);

hBinding:  An RPC binding handle (as defined in [C706]).
ShadowCopyId: The GUID of the shadow copy associated with the share.
ShadowCopySetId: The GUID of the shadow copy set.
ShareName: The name of the share in UNC format.
Level: The information level of the share mapping data. This parameter MUST be one of the following values.
	Value
	Meaning

	1
	FSSAGENT_SHARE_MAPPING_1


ShareMapping: A pointer to an FSSAGENT_SHARE_MAPPING structure, as specified in section 2.2.3.1.
Return Values: The method returns one of the values as specified in section 2.2.4. The most common error codes are listed in the following table:
	Return value/code
	Description

	0x80070005
E_ACCESSDENIED
	The caller does not have the permissions to perform the operation.

	0x80070057
E_INVALIDARG 
	One or more arguments are invalid.

	0x80042501
FSRVP_E_SHADOWCOPYSET_ID_MISMATCH
	The provided ShadowCopySetId does not exist.


If the value of Level is invalid, the server MUST fail the call with E_INVALIDARG.
The server MUST look up the ShadowCopySet from GlobalShadowCopysetTable using the index ShadowCopySetId. If no shadow copy set is found, the server MUST fail the call with FSRVP_E_SHADOWCOPYSET_ID_MISMATCH.
[bookmark: Appendix_A_Target_10]If ShadowCopySet.Status is not "Exposed", the server SHOULD<10> fail the call with FSRVP_E_BAD_STATE.
The server MUST stop the Message Sequence Timer specified in section 3.1.2.
The server MUST look up the ShadowCopy in ShadowCopySet.ShadowCopyList where ShadowCopy.ShadowCopyId matches ShadowCopyId. If no entry is found, the server MUST fail the call with E_INVALIDARG.
The server MUST look up the MappedShare in ShadowCopy.ShareMappingList where MappedShare.ShareName matches ShareName. If no entry is found, the server MUST fail the call with E_INVALIDARG.
If the value of Level is 1, the server MUST update the ShareMapping1 structure of the ShareMapping parameter as follows:
· ShareMapping1.ShadowCopySetId is set to ShadowCopySet.ShadowCopySetId.
· ShareMapping1.ShadowCopyId is set to ShadowCopy.ShadowCopyId.
· ShareMapping1.ShareNameUNC is set to MappedShare.ShareName.
· If MappedShare.IsExposed is TRUE, ShareMapping1.ShadowCopyShareName is set to MappedShare.ShadowCopyShareName. Otherwise, ShareMapping1.ShadowCopyShareName is set to NULL.
· ShareMapping1.CreationTimeStamp is set to ShadowCopy.CreationTimeStamp.
The server MUST start the Message Sequence Timer as specified in section 3.1.2 with a timeout value of 1800 seconds, and return ZERO to the caller.
[bookmark: section_1884e614bdff4e7fa5d0c27048a3f733][bookmark: _Toc75401385]DeleteShareMapping (Opnum 11)
The DeleteShareMapping method deletes the mapping of a share's shadow copy from a shadow copy set. 
DWORD DeleteShareMapping(
        [in] handle_t hBinding,
        [in] GUID ShadowCopySetId,
        [in] GUID ShadowCopyId,
        [in] [string] LPWSTR ShareName);

hBinding:  An RPC binding handle (as defined in [C706]).
ShadowCopySetId: The GUID of the shadow copy set.
ShadowCopyId: The GUID of the shadow copy.
ShareName: The name of the share for which the share mapping is to be deleted.
Return Values: The method returns one of the values as specified in section 2.2.4. The most common error codes are listed in the following table:
	Return value/code
	Description

	0x80070005
E_ACCESSDENIED
	The caller does not have the permissions to perform the operation.

	0x80070057
E_INVALIDARG 
	One or more arguments are invalid.

	0x80042308
FSRVP_E_OBJECT_NOT_FOUND
	The specified object does not exist.

	0x80042501
FSRVP_E_SHADOWCOPYSET_ID_MISMATCH
	The provided ShadowCopySetId does not exist.


The server MUST fail the call with E_INVALIDARG if ShadowCopySetId, ShadowCopyId, or ShareName is set to NULL.
The server MUST look up the ShadowCopySet from GlobalShadowCopysetTable using the index ShadowCopySetId. If no shadow copy set is found, the server MUST fail the call with FSRVP_E_OBJECT_NOT_FOUND.
If ShadowCopySet.Status is not "Exposed" or "Recovered", the server MUST fail the call with FSRVP_E_BAD_STATE.
The server MUST look up the ShadowCopy in ShadowCopySet.ShadowCopyList where ShadowCopy.ShadowCopyId matches "ShadowCopyId". If no entry is found, the server MUST fail the call with FSRVP_E_OBJECT_NOT_FOUND.
The server MUST look up the ShareMapping in ShadowCopy.ShareMappingList where ShareMapping.ShareName matches "ShareName". If no entry is found, the server MUST fail the call with FSRVP_E_OBJECT_NOT_FOUND.
The server MUST delete the file share identified by MappedShare. ShadowCopyShareName.
The server MUST delete the MappedShare from ShadowCopy.ShareMappingList and free the MappedShare object.
If ShadowCopy.ShareMappingList is now empty, the server SHOULD remove the shadow copy for the file store identified by ShadowCopy.VolumeName and MUST delete ShadowCopy from ShadowCopySet.ShadowCopyList and free the ShadowCopy object.
If the ShadowCopySet.ShadowCopyList is now empty, the server MUST remove the ShadowCopySet from GlobalShadowCopySetTable and free the ShadowCopySet object.
The server MUST return ZERO to the caller.
[bookmark: section_5625325f5ce44157b996bef4e63bf400][bookmark: _Toc75401386]PrepareShadowCopySet (Opnum 12)
The PrepareShadowCopySet method is invoked by the client to ensure that the server has completed preparation for creating the shadow copy set.
DWORD PrepareShadowCopySet(
        [in] handle_t hBinding,
        [in] GUID ShadowCopySetId,
        [in] unsigned long TimeOutInMilliseconds);

hBinding: An RPC binding handle (as defined in [C706]).
ShadowCopySetId: The GUID of the shadow copy set, assigned by the server.
TimeOutInMilliseconds: The time in milliseconds for which the server MUST wait for the shadow copy preparation process to complete.
Return Values: The method returns one of the values as specified in section 2.2.4. The most common error codes are listed below.
	Return value/code
	Description

	0x80070005
E_ACCESSDENIED
	The caller does not have permission to perform the operation.

	0x80070057
E_INVALIDARG 
	One or more arguments are invalid.

	0x80042301
FSRVP_E_BAD_STATE
	The method call is invalid because of the state of the server.

	0x00000102
FSRVP_E_WAIT_TIMEOUT
	The wait for shadow copy preparation operation has timed out.

	0xFFFFFFFF 
FSRVP_E_WAIT_FAILED
	The wait for shadow copy preparation operation has failed.

	0x80042501
FSRVP_E_SHADOWCOPYSET_ID_MISMATCH
	The provided ShadowCopySetId does not exist.


The server MUST look up the ShadowCopySet from GlobalShadowCopysetTable using the index ShadowCopySetId. If no entry is found, the server MUST fail the call with FSRVP_E_SHADOWCOPYSET_ID_MISMATCH.
If ShadowCopySet.Status is not "Added", the server MUST fail the call with FSRVP_E_BAD_STATE.
The server MUST stop the Message Sequence Timer specified in section 3.1.2.
The server MUST start the shadow copy preparation process in the underlying shadow copy utility and MUST wait for the completion of the operation.
If the wait for the preparation operation fails, the server MUST start the Message Sequence Timer as specified in section 3.1.2 with a timeout value of 180 seconds, and fail the call with FSRVP_E_WAIT_FAILED.
If the preparation operation for does not complete within TimeOutInMilliseconds, the server MUST start the Message Sequence Timer as specified in section 3.1.2 with a timeout value of 180 seconds, and return FSRVP_E_WAIT_TIMEOUT.
If the preparation operation returns an error, the server MUST start the Message Sequence Timer as specified in section 3.1.2 with a timeout value of 180 seconds, and fail the call with the same error code.
If the shadow copy preparation operation completes within TimeOutInMilliseconds, the server MUST start the Message Sequence Timer as specified in section 3.1.2 with a timeout value of 1800 seconds, and return ZERO to the caller.
[bookmark: section_58204718f2c146b188d989fd2726f033][bookmark: _Toc75401387]Timer Events
Message Sequence Timer elapses: When the Message Sequence Timer elapses, the server MUST delete the ShadowCopySet in the GlobalShadowCopySetTable where ShadowCopySet.Status is not equal to "Recovered", ContextSet MUST be set to FALSE, ShadowCopyClientAddress MUST be set to NULL, and the ShadowCopySet object MUST be freed.
[bookmark: section_b105d48147b4475f8e31243acb20554f][bookmark: _Toc75401388]Other Local Events
None.
[bookmark: section_fcbee070deb44723bfa3fba2b5d65335][bookmark: _Toc75401389]FileServerVssAgent Client Details
[bookmark: section_2b58a06e763b4f68b00a3d378e0c06de][bookmark: _Toc75401390]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The organization is provided to facilitate the explanation of how the protocol behaves. This specification does not mandate that implementations adhere to this model as long as their external behaviors are consistent with that described in this specification.
 
[bookmark: section_628fc2e41d75413388008cbcf2817088][bookmark: _Toc75401391]Global
The client implements the following properties:
CurrentContext: Indicates the context to be used for the subsequent shadow copy operations. This MUST be set to one of the values as specified in section 2.2.2.2.
GlobalShadowCopySetTable: A table of shadow copy sets, as specified in section 3.2.1.2. The table is indexed by ShadowCopySetId and ServerName.
PrepareTimeout: The time in milliseconds that the client waits for the completion of the shadow copy preparation operation on the server.
CommitTimeout: The time in milliseconds that the client waits for the completion of the shadow copy commit operation on the server.
ExposeTimeout: The time in milliseconds that the client waits for the completion of the shadow copy expose operation on the server.
ClientVersion: The maximum protocol version supported by the client.
[bookmark: section_d53e1a29e1c745a7b460eaac9134e683][bookmark: _Toc75401392]Per ShadowCopySet
The ShadowCopySet element consists of the following properties:
ShadowCopySetId: The GUID of the shadow copy set, as supplied by the shadow copy utility.
ServerShadowCopySetId: The GUID of the shadow copy set, as returned by the server.
ServerName: The server on which this ShadowCopySet exists.
Status: The status of the shadow copy set. This MUST be one of the following: "Started", "Added", "Committed", "Exposed", or "Recovered".
Context: The attributes used for creation of this shadow copy set. The valid values for this field are defined in section 2.2.2.2.
ShadowCopyList: A list of ShadowCopy objects, as specified in section 3.2.1.3.
[bookmark: section_3d0d9b767c544b1a843a345359f1c08e][bookmark: _Toc75401393]Per ShadowCopy
The ShadowCopy element consists of the following properties:
ShadowCopyId: The GUID of the shadow copy, as supplied by the shadow copy utility.
ServerShadowCopySetId: The GUID of the shadow copy created on the server for this share.
ServerName: A name of the server that this shadow copy is created on.
ShareName: The name of the share in UNC format.
ExposedName: The exposed name of the shadow copy associated with this share.
CreationTimeStamp: The timestamp containing the time that the client initiated the creation of this shadow copy.
[bookmark: section_281dbfdab0be4bceb877932ebd9095d3][bookmark: _Toc75401394]Timers
The FSRVP client uses non-default behavior for the RPC Call Timeout timer defined in [MS-RPCE] section 3.3.2.2.2. The timer value that the client uses is 180,000 milliseconds; this value applies to all the method calls.
[bookmark: section_7ea3b1ef4d794cd1a585b63d149c3d83][bookmark: _Toc75401395]Initialization
The client MUST set CurrentContext to zero.
The client MUST initialize GlobalShadowCopySetTable to an empty table.
The client MUST read the configuration store and populate the entries in GlobalShadowCopySetTable.
[bookmark: Appendix_A_Target_11]The client MUST set PrepareTimeout to an implementation-specific value.<11>
[bookmark: Appendix_A_Target_12]The client MUST set CommitTimeout to an implementation-specific value.<12>
[bookmark: Appendix_A_Target_13]The client MUST set ExposeTimeout to an implementation-specific value.<13>
[bookmark: Appendix_A_Target_14]The client MUST set ClientVersion to one of the values specified in section 2.2.2.4, based on a local configuration policy.<14>
[bookmark: section_c0a9237becc54481afbaf875a3ffafa7][bookmark: _Toc75401396]Message Processing Events and Sequencing Rules
After the FSRVP client is initialized, it is subsequently driven by the higher-layer events described in the following sections.
[bookmark: section_41e4b665ce2e4b7288991756e2199a6c][bookmark: _Toc75401397]Application Queries Shadow Copy Support for a Share
The caller provides the following:
· ShareName in UNC format
The client MUST derive the server name from the hostname part of the UNC ShareName provided by the caller.
The client MUST establish an RPC connection to the FSRVP service running on the server, as specified in section 2.1.
The client MUST call the IsPathSupported method, with ShareName set to the ShareName supplied by the caller.
The client MUST return the value of the parameters SupportedByThisProvider and OwnerMachineName, which are returned by the server, to the calling application.
[bookmark: section_c5a1499f061442fdb169595a2e94e56e][bookmark: _Toc75401398]Application Requests Shadow Copy Preparation For a Share
The caller provides the following:
· ShareName in UNC format.
· Context: The set of context values as specified in section 2.2.2.2.
· ShadowCopySetId: The GUID of the shadow copy set.
· ShadowCopyId: The GUID of the shadow copy.
· IsLastShareToAdd: A Boolean; when set to TRUE, it indicates that this is the last share to be added to the shadow copy set.
The client MUST derive the server name from the hostname part of the UNC ShareName provided by the caller.
The client MUST establish an RPC connection to the FSRVP service running on the server, as specified in section 2.1.
The client MUST look up ShadowCopySet in GlobalShadowCopySetTable where ShadowCopySet.ServerName matches the server name identified from the caller-supplied ShareName and ShadowCopySet.ShadowCopySetId matches the caller-supplied ShadowCopySetId. If an entry is found, the client processing MUST be continued from section 3.2.4.2.2. If no entry is found, the client processing MUST be continued from section 3.2.4.2.1.
[bookmark: section_74b9ded62f5e469ea9a49882141d89d4][bookmark: _Toc75401399]Starting a Shadow Copy Set
The client MUST call the RPC IsPathSupported method, with ShareName set to the ShareName supplied by the caller. If the server returns FALSE in the SupportedByThisProvider parameter, the client MUST return an implementation-defined error to the caller. 
The client MUST close the existing RPC connection to the server and MUST establish a new RPC connection to the server using the OwnerMachineName returned by the server in the previous step.
The client MUST call the RPC GetSupportedVersion method. If the MinVersion returned by the server is greater than ClientVersion, the client MUST return an implementation-defined error to the caller. The client MUST choose the highest value between MinVersion and MaxVersion that is equal to or less than ClientVersion as the protocol version to be used.
The client MUST call the RPC SetContext method, with Context set by the caller-supplied Context value. If the server returns an error, the client MUST return the same error code to the caller. If the server returns ZERO, the client MUST set CurrentContext to the context value supplied by the caller.
The client MUST call an RPC StartShadowCopySet message, with ClientShadowCopySetId set to the caller-supplied ShadowCopySetId. If the server returns an error, the client MUST return the same error code to the caller. If the server returns ZERO, the client MUST create a new ShadowCopySet, as specified in section 3.2.1.2, with the following values, and insert it into GlobalShadowCopySetTable.
· ShadowCopySetId is set to the caller-supplied ShadowCopySetId.
· ServerShadowCopySetId is set to the ShadowCopySetId returned by the server.
· ServerName is set to the server name identified from the caller-supplied ShareName.
· Status is set to "Started".
· Context is set to CurrentContext.
· ShadowCopyList is set to an empty list.
· [bookmark: Appendix_A_Target_15]PathFormat is set to either "Hostname" or "FQDN" based on a local configuration policy.<15>
[bookmark: section_98ae8c7479944ee8b2533d6bd6061cee][bookmark: _Toc75401400]Adding Shadow Copies to the Shadow Copy Set
If ShadowCopySet.Status is not "Started" or "Added", the client MUST return an implementation-defined error code to the caller.
The client MUST normalize the UNC ShareName supplied by the caller into the format specified by ShadowCopySet.PathFormat in an implementation-specific manner. The client MUST verify whether a duplicate entry exists in ShadowCopySet.ShadowCopyList, where ShadowCopy.ShareName matches the normalized path. If such an entry exists, the client MUST return FSRVP_E_OBJECT_ALREADY_EXISTS to the caller.
The client MUST call the RPC AddToShadowCopySet method, with ClientShadowCopyId set to the caller-supplied ShadowCopyId, ShadowCopySetId set to ShadowCopySet.ServerShadowCopySetId, and ShareName set to the caller-supplied ShareName. If the server returns an error, the client MUST return the same error code to the caller. If the server returns ZERO, the client MUST create a new ShadowCopy, as specified in section 3.2.1.3, with the following values:
· ShadowCopyId is set to the caller-supplied ShadowCopyId.
· ServerShadowCopyId is set to the ShadowCopyId returned by the server.
· ServerName is set to the server name identified from the caller-supplied ShareName.
· ShareName is set to the caller-supplied ShareName.
· ExposedName is set to an empty string.
· CreationTimeStamp is set to zero.
If IsLastShareToAdd is TRUE, the client MUST perform the following:
· The client MUST call an RPC PrepareShadowCopySet message, with ShadowCopySetId set to ShadowCopySet.ServerShadowCopySetId and TimeOutInMilliSeconds set to PrepareTimeout.
· If the server returns an error, the client MUST return the same error code to the caller.
The client MUST return ZERO to the caller.
[bookmark: section_beea40f4dbf544a5ae4eb534cd90ea15][bookmark: _Toc75401401]Application Requests Committing a Shadow Copy Set
The caller provides the following:
· ShadowCopySetId in GUID format
The client MUST look up ShadowCopySet in GlobalShadowCopySetTable where ShadowCopySet.ShadowCopySetId matches the caller-supplied ShadowCopySetId. If no entry is found, the client MUST return an implementation-defined error to the caller.
The client MUST call the RPC CommitShadowCopySet method, with ShadowCopySetId set to ShadowCopySet.ServerShadowCopySetId and TimeOutInMilliSeconds set to CommitTimeout. 
If the server returns an error, the client MUST return the same error code to the caller. 
If the server returns ZERO, the client MUST set ShadowCopySet.Status to "Committed" and return ZERO to the caller.
[bookmark: section_3362ac3441b34d40a35fe658b1b33f48][bookmark: _Toc75401402]Application Requests Exposing a Shadow Copy Set
The caller provides the following:
· ShadowCopySetId in GUID format
The client MUST look up ShadowCopySet in GlobalShadowCopySetTable where ShadowCopySet.ShadowCopySetId matches the caller-supplied ShadowCopySetId. If no entry is found, the client MUST return an implementation-defined error to the caller.
If ShadowCopySet.Status is not "Committed", the client MUST return an implementation-defined error to the caller.
The client MUST call the RPC ExposeShadowCopySet method, with ShadowCopySetId set to ShadowCopySet.ServerShadowCopySetId and TimeOutInMilliSeconds set to ExposeTimeout. If the server returns an error, the client MUST return the same error code to the caller. If the server returns ZERO, the client MUST set ShadowCopySet.Status to "Exposed".
Then, for each ShadowCopy in ShadowCopySet.ShadowCopyList, the client MUST call the GetShareMapping method with ShadowCopyId set to ShadowCopy.ServerShadowCopyId, ShadowCopySetId set to ShadowCopySet.ServerShadowCopySetId, and ShareName set to ShadowCopy.ShareName. If the server returns an error, the client MUST return the same error code to the caller. If the server returns ZERO, the client MUST do the following:
· Set ShadowCopy.ExposedName to ShareMapping.ShadowCopyShareName.
· Set ShadowCopy.CreationTimeStamp to ShareMapping.CreationTimestamp.
[bookmark: section_bddece2c43dc4dfc81c019be0393c355][bookmark: _Toc75401403]Application Updates Recovery Status of a Shadow Copy Set
The caller provides the following:
· ShadowCopySetId in GUID format
The client MUST look up ShadowCopySet in GlobalShadowCopySetTable where ShadowCopySet.ShadowCopySetId matches the caller-supplied ShadowCopySetId. If no entry is found, the client MUST return an implementation-defined error to the caller.
If ShadowCopySet.Status is not "Exposed", the client MUST return an implementation-defined error to the caller.
The client MUST call the RPC RecoveryCompleteShadowCopySet method, with ShadowCopySetId set to ShadowCopySet.ServerShadowCopySetId. If the server returns an error, the client MUST return the same error code to the caller. If the server returns ZERO, the client MUST set ShadowCopySet.Status to "Recovered" and return ZERO to the caller.
[bookmark: section_bb900cd19de84b19b7b4bf7a997e2bfb][bookmark: _Toc75401404]Application Aborts a Shadow Copy Set
The caller provides the following:
· ShadowCopySetId in GUID format
The client MUST look up ShadowCopySet in GlobalShadowCopySetTable where ShadowCopySet.ShadowCopySetId matches the caller-supplied ShadowCopySetId. If no entry is found, the client MUST return an implementation-defined error to the caller.
The client MUST call the RPC AbortShadowCopySet method, with ShadowCopySetId set to ShadowCopySet.ServerShadowCopySetId. If the server returns an error, the client MUST return the same error code to the caller. If the server returns ZERO, the client MUST remove ShadowCopySet from GlobalShadowCopySetTable, free the ShadowCopySet object, and return ZERO to the caller.
[bookmark: section_d0a1a88f5f24459da0b712b4ca608069][bookmark: _Toc75401405]Application Queries Shadow Copy Information of a Share
The caller provides the following:
· ShareName in UNC format.
· ShadowCopySetId: The GUID of the shadow copy set.
· ShadowCopyId: The GUID of the shadow copy.
The client MUST look up ShadowCopySet in GlobalShadowCopySetTable where ShadowCopySet.ShadowCopyId matches the caller-supplied ShadowCopySetId. If no entry is found, the client MUST return an implementation-defined error to the caller.
The client MUST look up ShadowCopy ShadowCopySet.ShadowCopyList, where ShadowCopy.ShareName matched the caller-supplied share name. If no entry exists, the client MUST return an implementation-defined error to the caller.
The client MUST generate a handle to the ShadowCopy object in an implementation-specific manner and then return the handle to the caller.
[bookmark: section_501ebde370a04c9c8f2e949ed8cefbc8][bookmark: _Toc75401406]Application Requests Deleting Shadow Copy Of a Share
The caller provides the following:
· Identifier: The GUID of either a shadow copy set or a shadow copy, based on the IsShadowCopySet parameter.
· IsShadowCopySet: A Boolean that when set to TRUE indicates that the Identifier parameter refers to a shadow copy set.
If IsShadowCopySet is TRUE, the client MUST perform the following:
The client MUST look up ShadowCopySet in GlobalShadowCopySetTable where ShadowCopySet.ShadowCopySetId matches the caller-supplied Identifier. If no entry is found, the client MUST return an implementation-defined error to the caller.
The client MUST call the RPC GetSupportedVersion method. If the MinVersion returned by the server is greater than ClientVersion, the client MUST return an implementation-specific error the caller. The client MUST choose the highest value between MinVersion and MaxVersion that is equal to or less than ClientVersion as the protocol version to be used.
For each ShadowCopy in ShadowCopySet.ShadowCopyList, the client MUST call the RPC DeleteShareMapping method, with ShadowCopySetId set to ShadowCopySet.ServerShadowCopySetId, ShadowCopyId set to ShadowCopy.ServerShadowCopyId, and ShareName set to ShadowCopy.ShareName. If the server returns an error, the client MUST return the same error code to the caller. If the server returns ZERO, the client MUST remove ShadowCopy from ShadowCopySet.ShadowCopyList and free ShadowCopy object. If deletion of all the shadow copies in the ShadowCopySet succeeds, the client returns ZERO to the caller.
If IsShadowCopySet is FALSE, the client MUST do the following:
· The client MUST iterate through the ShadowCopySet objects in GlobalShadowCopySetTable and look up ShadowCopy in ShadowCopySet.ShadowCopyList where ShadowCopy.ShadowCopyId matches the caller-supplied Identifier. If no entry is found, the client MUST return an implementation-defined error to the caller.
· The client MUST call the RPC DeleteShareMapping method, with ShadowCopySetId set to ShadowCopySet.ServerShadowCopySetId, ShadowCopyId set to ShadowCopy.ServerShadowCopyId, and ShareName set to ShadowCopy.ShareName. If the server returns an error, the client MUST return the same error code to the caller. If the server returns ZERO, the client MUST remove ShadowCopy from ShadowCopySet.ShadowCopyList, free ShadowCopy object and return ZERO to the caller.
[bookmark: section_835e113e4a614eb4a3046a4c973915cc][bookmark: _Toc75401407]Application Requests Shutdown of Client
For each ShadowCopySet in GlobalShadowCopySetTable where the ShadowCopySet.Status is not "Recovered", the client MUST call the RPC AbortShadowCopySet method, with ShadowCopySetId set to ShadowCopySet.ServerShadowCopySetId.
The client MUST close the RPC connection to the server and release the binding handle.
[bookmark: section_6ededd2ba2d84e60b95998ca8276c260][bookmark: _Toc75401408]Timer Events
Upon the expiration of RPC Call Timeout Timer, as specified in section 3.2.2, the client MUST close the RPC connection to the server and release the binding handle.
[bookmark: section_50c7acec8a914c83865a8da30ea8ee70][bookmark: _Toc75401409]Other Local Events
None.
[bookmark: section_2dcc3f89bcf94416a1f5e8d02dbc44c9][bookmark: _Toc75401410]Protocol Examples
[bookmark: section_e9f295cf0f5c4eec8cfcf2a031ae7805][bookmark: _Toc75401411]Shadow Copy Preparation
The following diagram illustrates the protocol message sequence for preparing a shadow copy set on the server.
[image: Message sequence for preparing a shadow copy set]
Figure 2: Message sequence for preparing a shadow copy set
1. The client calls IsPathSupported (Opnum 8) to query if the share is supported by the server for shadow copy operations.
2. The server processes the method and returns ZERO.
3. The client calls GetSupportedVersion (Opnum 0) to query the minimum and maximum protocol versions supported by the server.
4. The server processes the method and returns ZERO.
5. The client calls SetContext (Opnum 1) to set the context of subsequent shadow copy operations.
6. The server processes the method and returns ZERO.
7. The client calls StartShadowCopySet (Opnum 2) to initiate a new shadow copy set on the server.
8. The server processes the method and returns ZERO.
9. The client calls AddToShadowCopySet (Opnum 3) to add a share to the shadow copy set.
10. The server processes the method and returns ZERO.
11. The client calls PrepareShadowCopySet (Opnum 12) to prepare the shadow copy set.
12. The server processes the method and returns ZERO.
[bookmark: section_63fc786fb3fd43138599ebffc0568adf][bookmark: _Toc75401412]Shadow Copy Creation
The following diagram illustrates the protocol message sequence for committing a shadow copy set on the server.
[image: Message sequence for committing a shadow copy set]
Figure 3: Message sequence for committing a shadow copy set
1. The client calls CommitShadowCopySet (Opnum 4) to commit a shadow copy set. 
2. The server processes the method and returns ZERO. 
3. The client calls ExposeShadowCopySet (Opnum 5) to wait synchronously to expose all the shadow copies in a shadow copy set as file shares.
4. The server processes the method and returns ZERO.
5. The client calls GetShareMapping (Opnum 10) for each share in the shadow copy set to get the shadow copy information.
6. The server processes the method and returns ZERO.
7. The client finishes recovery work on the writeable shadow copy and calls RecoveryCompleteShadowCopySet (Opnum 6) to indicate to the server that the data associated with the file shares in a shadow copy set has been recovered by the VSS writers.
8. The server processes the method and returns ZERO. At this time, shadow copy creation is complete and the shadow copy is sealed as read-only.
[bookmark: section_d1dc116679e443c0a3da3dd5ed5e8272][bookmark: _Toc75401413]Shadow Copy Deletion
The following diagram illustrates the protocol message sequence for deleting a shadow copy on the server.
[image: Message sequence for committing a shadow copy set]
Figure 4: Message sequence for committing a shadow copy set
1. The client calls GetSupportedVersion (Opnum 0) to query the minimum and maximum protocol versions supported by the server.
2. The server processes the method and returns ZERO.
3. The client calls DeleteShareMapping (Opnum 11) to delete the shadow copy associated with a share.
4. The server processes the method and returns ZERO.
[bookmark: section_87a9d3baf04a4840af06d1694bd081f0][bookmark: _Toc75401414]Security
[bookmark: section_761b00ac7ceb48cc8762d266432a593e][bookmark: _Toc75401415]Security Considerations for Implementers
This protocol allows any user to connect to the server; therefore, any security weakness in the server implementation could be exploitable. It is recommended that the server implementation enforce security on each method.
[bookmark: section_41499aa650764afba7fd8c7a711ed1bd][bookmark: _Toc75401416]Index of Security Parameters
This protocol allows any user to establish a connection to the RPC server as specified in section 2.1.
[bookmark: section_2338263378f1419ebad0699dff0c6ef1][bookmark: _Toc75401417]Appendix A: Full IDL
For ease of implementation, the full IDL is provided below, where "ms-dtyp.idl" refers to the IDL found in [MS-DTYP] section 5. The syntax uses the IDL syntax extensions defined in [MS-RPCE] section 2.2.4 and [MS-RPCE] section 3.1.1.5.1. For example, as noted in [MS-RPCE] section 2.2.4.9, a pointer_default declaration is not required and pointer_default(unique) is assumed.
import "ms-dtyp.idl";

[
    uuid(A8E0653C-2744-4389-A61D-7373DF8B2292),
    version(1.0),
    ms_union,
    pointer_default(unique)
]
    
interface FileServerVssAgent
{
    typedef struct _FSSAGENT_SHARE_MAPPING_1 {
        GUID ShadowCopySetId;
        GUID ShadowCopyId;
        [string] LPWSTR ShareNameUNC;
        [string] LPWSTR ShadowCopyShareName;
        LONGLONG CreationTimestamp;
    } FSSAGENT_SHARE_MAPPING_1, *PFSSAGENT_SHARE_MAPPING_1;           
    
    typedef [switch_type(unsigned long)] union _FSSAGENT_SHARE_MAPPING {
        [case(1)]
            PFSSAGENT_SHARE_MAPPING_1 ShareMapping1;
        [default]
            ;
    } FSSAGENT_SHARE_MAPPING, *PFSSAGENT_SHARE_MAPPING;
    
    DWORD GetSupportedVersion (
    [out] DWORD *MinVersion,
    [out] DWORD *MaxVersion);
    
    DWORD SetContext (
    [in] handle_t hBinding,
    [in] unsigned long Context);
    
    DWORD StartShadowCopySet (
    [in] handle_t  hBinding,
    [in] GUID ClientShadowCopySetId,
    [out] GUID *pShadowCopySetId);
    
    DWORD AddToShadowCopySet (
    [in] handle_t hBinding,
    [in] GUID ClientShadowCopyId,
    [in] GUID ShadowCopySetId,
    [in] [string] LPWSTR ShareName,
    [out] GUID *pShadowCopyId);
    
    DWORD CommitShadowCopySet (
    [in] handle_t hBinding,
    [in] GUID ShadowCopySetId,
    [in] unsigned long TimeOutInMilliseconds);
    
    DWORD ExposeShadowCopySet (
    [in] handle_t hBinding,
    [in] GUID ShadowCopySetId,
    [in] unsigned long TimeOutInMilliseconds);
    
    DWORD RecoveryCompleteShadowCopySet (
    [in] handle_t hBinding,
    [in] GUID ShadowCopySetId);
    
    DWORD AbortShadowCopySet (
    [in] handle_t hBinding,
    [in] GUID ShadowCopySetId);
    
    DWORD IsPathSupported (
    [in] handle_t hBinding,
    [in] [string] LPWSTR ShareName,
    [out] BOOL* SupportedByThisProvider,
    [out] [string] LPWSTR* OwnerMachineName);
    
    DWORD IsPathShadowCopied (
    [in] handle_t hBinding,
    [in] [string] LPWSTR ShareName,
    [out] BOOL* ShadowCopyPresent,
    [out] long* ShadowCopyCompatibility);
    
    DWORD GetShareMapping (
    [in] handle_t hBinding,
    [in] GUID ShadowCopyId,
    [in] GUID ShadowCopySetId,
    [in] [string] LPWSTR ShareName,
    [in] DWORD Level,
    [out] [switch_is(Level)] PFSSAGENT_SHARE_MAPPING ShareMapping);
    
    DWORD DeleteShareMapping (
    [in] handle_t hBinding,
    [in] GUID ShadowCopySetId,
    [in] GUID ShadowCopyId,
    [in] [string] LPWSTR ShareName);
    
    DWORD PrepareShadowCopySet (
    [in] handle_t hBinding,
    [in] GUID ShadowCopySetId,
    [in] unsigned long TimeOutInMilliseconds);
}

[bookmark: section_97e8cd5d666b428db701ebd48fb59e16][bookmark: _Toc75401418]Appendix B: Product Behavior
The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Windows 8 operating system
· Windows Server 2012 operating system
· Windows 8.1 operating system
· Windows Server 2012 R2 operating system
· Windows 10 operating system
· Windows Server 2016 operating system 
· Windows Server operating system
· Windows Server 2019 operating system
· Windows Server 2022 operating system 
· Windows 11 operating system
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 3:  Windows implementations use the Volume Shadow Copy service [MSDN-SHADOW] available on the application server and file server. The client implementation provides an extension to the VSS provider model by acting as File Share Shadow Copy Provider. The server implementation acts as the VSS requestor and makes use of the underlying VSS service to create shadow copies of the local volumes on which the file shares are hosted.
<2> Section 3.1.3:  Windows Server 2012 operating system and later FSRVP servers set MinServerVersion to FSRVP_RPC_VERSION_1 (0x000000001).
<3> Section 3.1.3:  Windows Server 2012 operating system and later FSRVP servers set MaxServerVersion to FSRVP_RPC_VERSION_1 (0x000000001).
<4> Section 3.1.4:  Windows-based servers additionally check whether the caller is a member of the local administrators or backup operators group.
<5> Section 3.1.4.2:  Windows Server 2012 R2 operating system and later FSRVP servers set this retry attempt limit to 5. Windows Server 2012 doesn't perform this verification.
<6> Section 3.1.4.3:  At any given time, Windows-based servers allow only one shadow copy set to be going through the creation process. If a client attempts to start a new shadow copy set while another set creation is in progress, Windows-based servers fail the client request with FSRVP_E_SHADOW_COPY_SET_IN_PROGRESS (0x80042316). If the following events occur in the order given, Windows-based servers fail a StartShadowCopySet request with FSRVP_E_SHADOW_COPY_SET_IN_PROGRESS (0x80042316):
· The client aborts a shadow copy set that is in an "Added" or "Exposed" state.
· The client attempts to start a new shadow copy set within 30 minutes of the last call to AbortShadowCopySet.
<7> Section 3.1.4.3:  Windows clients set this field to the GUID that is exposed by the shadow copy utility (VSS) to the backup applications. When this parameter is set to NULL, Windows-based servers fail the request with E_INVALIDARG (0x80070057).
<8> Section 3.1.4.4:  Windows clients set this field to the GUID exposed by the shadow copy utility (VSS) to the backup applications. Windows-based servers ignore this parameter.
<9> Section 3.1.4.6: Windows-based servers expose the shadow copy of the share by invoking the NetrShareAdd() method, as specified in [MS-SRVS] section 3.1.4.7.
If MappedShare.ShareName ends with "$\", then the FSRVP server creates the share as hidden by appending "$" to the exposed share name.
For example:
· If MappedShare.ShareName is set to \\server\thisshare$\, the exposed name would be \\<any>\thisshare$@{ShadowCopy.ShadowCopyId}$.
· If MappedShare.ShareName is set to \\server\thisshare\, the exposed name would be \\<any>\thisshare@{ShadowCopy.ShadowCopyId}.
<10> Section 3.1.4.11:  If ShadowCopySet.Status is "Started", "Added", "CreationInProgress", or "Committed", Windows Server 2012 FSRVP servers return an error value of 0x80042311.
<11> Section 3.2.3:  Windows clients set this timeout to 1,800,000 milliseconds.
<12> Section 3.2.3:  Windows clients set this timeout to 60,000 milliseconds.
<13> Section 3.2.3:  Windows clients set this timeout to 1,800,000 milliseconds.
<14> Section 3.2.3:  Windows 8 operating system and later and Windows Server 2012 operating system and later FSRVP clients set ClientVersion to FSRVP_RPC_VERSION_1 (0x000000001).
<15> Section 3.2.4.2.1: Windows 8 operating system and later and Windows Server 2012 operating system and later FSRVP clients set the PathFormat to "Hostname".
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This section identifies changes that were made to this document since the last release. Changes are classified as Major, Minor, or None. 
The revision class Major means that the technical content in the document was significantly revised. Major changes affect protocol interoperability or implementation. Examples of major changes are:
· A document revision that incorporates changes to interoperability requirements.
· A document revision that captures changes to protocol functionality.
The revision class Minor means that the meaning of the technical content was clarified. Minor changes do not affect protocol interoperability or implementation. Examples of minor changes are updates to clarify ambiguity at the sentence, paragraph, or table level.
The revision class None means that no new technical changes were introduced. Minor editorial and formatting changes may have been made, but the relevant technical content is identical to the last released version.
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