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[bookmark: section_430845a46a4a4b26a48345cd424a1718][bookmark: _Toc492419576]Introduction
The MSDTC Connection Manager: OleTx Transaction Protocol (DTCO) allows multiple participants to negotiate and commit transactions while maintaining the ACID properties (atomicity, consistency, isolation, and durability) of those transactions. The protocol specifies comprehensive distributed transaction processing that is referred to in this document as OleTx.
The MSDTC Connection Manager: OleTx Transaction Protocol is a concrete manifestation of the Two-Phase Commit protocol for coordinating the work of multiple parties in a distributed system. The protocol specifies the syntax and semantics but does not attempt to provide a primer on transactin processing in general. 
The Two-Phase Commit protocol ensures that work associated with a transaction is atomic across multiple participating resources. Each resource is controlled by a resource manager. A resource manager has the responsibility of interacting with a transaction manager to perform the steps necessary to implement the Two-Phase Commit protocol.
In the first phase of the Two-Phase Commit protocol, the transaction manager asks each participating resource manager to "prepare" for transaction commit. Each resource manager then decides if it can allow the transaction commit to continue or if the transaction will be aborted. Each resource manager informs the transaction manager of its decision through either a "prepared" notification or a "rollback" notification. If all participating resource managers respond with "prepared", thus agreeing that the transaction commit can continue, the transaction manager makes the outcome decision permanent and moves on to the second phase of the Two-Phase Commit protocol.
In the second phase of the Two-Phase Commit protocol, the transaction manager informs all the resource managers of the final outcome decision for the transaction. This step is necessary because when a resource manager provides a "prepared" vote in the first phase, it is in an "in-doubt" state, pending the outcome of the transaction. The resource manager has promised to commit its work on the transaction, but because the final outcome of the transaction is unknown, it cannot yet treat the updates as permanent. The transaction manager informs each resource manager that the transaction either committed or aborted during this second phase. In the case of a commit decision, the resource managers are responsible for acknowledging to the transaction manager that they have received the commit notification. This step is required because the transaction manager has the responsibility of retaining the committed outcome of the transaction until all resource managers have acknowledged that they have received the outcome and have confirmed that they will not request them again.
The Two-Phase Commit protocol is also used between two transaction managers when a transaction is distributed between them. The originating transaction manager is considered the superior while the receiving transaction manager is considered subordinate. With respect to the Two-Phase Commit protocol, the superior transaction manager asks the subordinate transaction manager to "prepare" in the first phase, and the subordinate transaction manager then performs the Two-Phase Commit protocol with its resource managers and subordinate transaction managers, if any, before responding "prepared" back to the superior transaction manager. In the second phase, the outcome of the transaction is communicated from the superior to the subordinate, and the subordinate acknowledges its receipt.
This commit coordination ensures that either all of the resource managers end up committing their work on a transaction, or none of them does, thereby guaranteeing atomicity of the data updated by a single transaction.
Section 1.3.1, covering the transaction lifetime, provides a more complete description of the Two-Phase Commit protocol. Section 10.4 of [GRAY] also provides an excellent description.
The MSDTC Connection Manager: OleTx Transaction Protocol uses the transports protocol described in [MS-CMPO], and the multiplexing protocol described in [MS-CMP], as a transport layer. This protocol provides concrete mechanisms for beginning, propagating, and completing atomic transactions. It also provides mechanisms for coordinating agreement on a single atomic outcome for each transaction and for reliably distributing that outcome to all participants in the transaction.
This protocol is applicable to application scenarios where atomic transaction processing is a requirement. This protocol is usable in network topologies where the transports protocol, together with the multiplexing protocol, are a viable network transport for establishing long-lived session relationships between the participants in an atomic transaction.
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_2d6315d6cd9542fc9437e16edc39243c][bookmark: _Toc492419577]Glossary
This document uses the following terms:
[bookmark: gt_f749a6b3-a591-41ee-aa3b-53f795e1b65f]abort outcome: A possible outcome of an atomic transaction that indicates that the work performed during the lifetime of the transaction is discarded after the transaction completes. An abort outcome is reached when at least one transaction participant does not agree to commit the transaction.
[bookmark: gt_070216d3-8fa6-4399-8d33-f4e6bfbdf1e5]abort request: An action that a participant performs to force a transaction to reach an abort outcome.
[bookmark: gt_8dc36a3e-0f28-44b3-be31-c974593b62ad]acceptor: A participant that receives a session or connection request. This role is also known as the "subordinate".
[bookmark: gt_44f0cb35-f618-456d-b7b1-25213fed1045]ACID: A term that refers to the four properties that any database system must achieve in order to be considered transactional: Atomicity, Consistency, Isolation, and Durability [GRAY].
[bookmark: gt_79d58699-71a3-4060-afd4-faec712b309a]active phase: The time during the lifetime of an atomic transaction before the commit request when the participants in the transaction (applications and resource managers) perform all their intended work operations inside the transaction.
[bookmark: gt_15dae0ae-da4d-4984-9c8f-4f337e8e42d2]application: A participant that is responsible for beginning, propagating, and completing an atomic transaction. An application communicates with a transaction manager in order to begin and complete transactions. An application communicates with a transaction manager in order to marshal transactions to and from other applications. An application also communicates in application-specific ways with a resource manager in order to submit requests for work on resources.
[bookmark: gt_6db11d6b-d493-46d4-ab87-2429ca8bcb1e]atomic transaction: A shared activity that provides mechanisms for achieving the atomicity, consistency, isolation, and durability (ACID) properties when state changes occur inside participating resource managers.
[bookmark: gt_88bda94f-7575-497d-ac08-6fcb67bd4ce7]begin request: The action that is performed by a root application in order to create a new atomic transaction.
[bookmark: gt_60e0e1fa-66fe-41e1-b5e3-ceab97e53506]client: A computer on which the remote procedure call (RPC) client is executing.
[bookmark: gt_46d91635-8130-4a9b-915d-92726d5ad5f8]commit outcome: One of the outcomes of an atomic transaction. The commit outcome indicates that the work performed during the lifetime of the transaction will be retained after the transaction has completed, as specified by the ACID properties. A commit outcome is reached when all transaction participants agree to commit the transaction.
[bookmark: gt_573d9061-e2ef-443a-8edd-c36c6df45abd]commit request: The action that is performed by a root application to initiate the Two-Phase Commit Protocol for an atomic transaction.
[bookmark: gt_866b0055-ceba-4acf-a692-98452943b981]connection: In OleTx, an ordered set of logically related messages. The relationship between the messages is defined by the higher-layer protocol, but they are guaranteed to be delivered exactly one time and in order relative to other messages in the connection.
[bookmark: gt_2aa4d4a1-8163-4bbb-83d5-dfbb1e6f56b9]connection type: A specific set of interactions between participants in an OleTx protocol that accomplishes a specific set of state changes. A connection type consists of a bidirectional sequence of messages that are conveyed by using the MSDTC Connection Manager: OleTx Transports Protocol and the MSDTC Connection Manager: OleTx Multiplexing Protocol transport protocol, as described in [MS-CMPO] and [MS-CMP]. A specified transaction typically involves many different connection types during its lifetime.
[bookmark: gt_008df1ed-6dde-44be-be73-57a5008782ca]contact identifier: A universally unique identifier (UUID) that identifies a partner in the MSDTC Connection Manager: OleTx Transports Protocol. These UUIDs are frequently converted to and from string representations. This string representation must follow the format specified in [C706] Appendix A. In addition, the UUIDs must be compared, as specified in [C706] Appendix A.
[bookmark: gt_6a16b1bb-7d86-46d4-ae21-3632e9a9e179]core transaction manager facet: The facet that acts as the internal coordinator of each transaction that is inside the transaction manager. The core transaction manager facet communicates with other facets in its transaction manager to ensure that each transaction is processed correctly. To accomplish this, the core transaction manager facet maintains critical transaction state, in both volatile memory and in a durable store, such as in a log file.
[bookmark: gt_8754b5ff-f59d-4ef3-abdb-49358f02446b]distributed transaction: A transaction that updates data on two or more networked computer systems. Distributed transactions extend the benefits of transactions to applications that must update distributed data.
[bookmark: gt_ccc10f77-9bb1-428c-93a7-945c2af223ea]durable resource: A resource whose state is expected to be retained beyond the lifetime of a particular resource manager connection. Durable resources are managed by durable resource managers.
[bookmark: gt_b43f0aaa-3a44-46d1-b637-250aedc903d9]durable resource manager: A resource manager that manages resources whose states are expected to be maintained beyond the lifetime of a particular resource manager connection.
[bookmark: gt_b91c1e27-e8e0-499b-8c65-738006af72ee]endpoint: A network-specific address of a remote procedure call (RPC) server process for remote procedure calls. The actual name and type of the endpoint depends on the RPC protocol sequence that is being used. For example, for RPC over TCP (RPC Protocol Sequence ncacn_ip_tcp), an endpoint might be TCP port 1025. For RPC over Server Message Block (RPC Protocol Sequence ncacn_np), an endpoint might be the name of a named pipe. For more information, see [C706].
[bookmark: gt_76e74a2a-7a93-43de-a137-75b93967d97f]enlistment: The relationship between a participant and a transaction manager in an atomic transaction. The term typically refers to the relationship between a resource manager and its transaction manager, or between a subordinate transaction manager facet and its superior transaction manager facet.
[bookmark: gt_4280eca0-0bb4-4c1c-858f-e0aa07fffdf6]extended whereabouts: The data that is provided by a protocol extension and that indicates its network endpoint location and other information that is relevant to the protocol extension.
[bookmark: gt_71e285ee-43d0-43d0-a25a-8ae5b5df050a]facet: In OleTx, a subsystem in a transaction manager that maintains its own per-transaction state and responds to intra-transaction manager events from other facets. A facet can also be responsible for communicating with other participants of a transaction.
[bookmark: gt_f49694cc-c350-462d-ab8e-816f0103c6c1]globally unique identifier (GUID): A term used interchangeably with universally unique identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of these terms does not imply or require a specific algorithm or mechanism to generate the value. Specifically, the use of this term does not imply or require that the algorithms described in [RFC4122] or [C706] must be used for generating the GUID. See also universally unique identifier (UUID).
[bookmark: gt_d62e6fc2-e669-42d2-b53e-8ba4d388b16d]In Doubt outcome: One of the outcomes of an atomic transaction. The In Doubt outcome indicates that a commit request was issued by the root application but that the transaction manager cannot ascertain the actual commit or abort decision.
[bookmark: gt_c66d2bda-f3e1-4d01-aa9e-8d790d3be5ab]initiator: A participant  that originates a session or connection request.
[bookmark: gt_34157c42-0e8e-40a2-bbcc-0761202d2093]message tag (MTAG): A message that is sent between participants in the context of connections.
[bookmark: gt_ba500a5b-8c29-467c-a335-0980c8b11304]NULL GUID: A GUID of all zeros.
[bookmark: gt_f5c7f28c-1b45-4204-b5c2-367cf2512f9c]OleTx: A comprehensive distributed transaction manager processing protocol that uses the protocols specified in the following document(s): [MS-CMPO], [MS-CMP], [MS-DTCLU], [MS-DTCM], [MS-DTCO], [MC-DTCXA], [MS-TIPP], and [MS-CMOM].
[bookmark: gt_7bb3b0d3-b5ea-4a09-835f-3b7eae0a233b]outcome: One of the three possible results (Commit, Abort, In Doubt) reachable at the end of a life cycle for an atomic transaction.
[bookmark: gt_ffa8c727-3935-4301-b4d9-826409e0af5a]participant: Any of the parties that are involved in an atomic transaction and that have a stake in the operations that are performed under the transaction or in the outcome of the transaction ([WSAT10], [WSAT11]).
[bookmark: gt_10216cd2-f5a3-4d03-af78-5c610af16e46]Phase One enlistment: An enlistment that indicates that the subordinate participant participates in Phase One.
[bookmark: gt_22da903d-b9aa-441e-9306-5ba0573c91d7]Phase One participant: A participant in a Phase One enlistment.
[bookmark: gt_a22e9c54-e33a-463d-b0e0-8c99e114f026]Phase Two enlistment: An enlistment that indicates that the subordinate participant participates in Phase Two.
[bookmark: gt_78d5145e-6085-4dc7-a07a-476a6fedf6ae]Phase Zero: A phase in distributed transaction processing that is composed of one or more Phase Zero waves. At the beginning of a Phase Zero wave, all Phase Zero participants are notified that the transaction has entered Phase Zero. While the participants process the Phase Zero notification, they can continue to marshal the transaction to new participants. Consequently, participating transaction managers can still accept new enlistments during Phase Zero.
[bookmark: gt_4116cf80-4355-4a84-adf2-a1434cebeac4]Phase Zero enlistment: An enlistment that indicates that the subordinate participant participates in Phase Zero.
[bookmark: gt_b9610b37-fbf2-4d34-8840-461f5c1b27e0]Phase Zero participant: A participant with a Phase Zero enlistment.
[bookmark: gt_bfc86934-a407-4504-9afd-5e2e72a821da]Phase Zero wave: A discrete stage inside Phase Zero processing in which Phase Zero notifications are sent to all known Phase Zero enlistments. New Phase Zero enlistments that appear during a Phase Zero wave are processed during the next Phase Zero wave. The process is repeated until a Phase Zero wave is processed without the creation of new Phase Zero enlistments.
[bookmark: gt_13f55a45-891b-43d6-a20e-1ea6af9180e3]presumed abort: An optimization of the Two-Phase Commit Protocol in which a transaction manager omits persisting transaction abort outcomes from a durable store.
[bookmark: gt_eb0f4c6f-6bbc-4ac2-a405-ba8ec1f7669a]protocol extension: An addition of new integrated behavior to an existing protocol.
[bookmark: gt_6f2da884-103f-4eaf-ad06-289e95dce3b2]pull propagation: An operation that enables the untargeted marshaling of a transaction from one application or resource manager to another. Pull propagation allows the source participant to marshal the transaction without the prior knowledge of the contact information of the transaction manager of the destination participant.
[bookmark: gt_6ed07bff-9907-467d-8cdf-0b4ed8c8f722]push propagation: An operation that enables the targeted marshaling of a transaction from one application or resource manager to another. For marshaling the transaction, push propagation requires the source participant to have prior knowledge about the contact information of the transaction manager of the destination participant.
[bookmark: gt_bfa1c057-34af-4cba-9c49-d758898cf170]recovery: The process of reestablishing connectivity and synchronizing views on the outcome of transactions between two participants after a transient failure. Recovery occurs either between a resource manager and a transaction manager, or between a Superior Transaction Manager Facet and a Subordinate Transaction Manager Facet.
[bookmark: gt_94e97f15-2f1a-406f-a740-607bb97761ec]resource: A logical entity or unit of data whose state changes in accordance with the outcome of an atomic transaction. Resources are either durable or volatile.
[bookmark: gt_a7d0361f-8608-454d-9a52-67d4d181ae09]resource manager (RM): The participant that is responsible for coordinating the state of a resource with the outcome of atomic transactions. For a specified transaction, a resource manager enlists with exactly one transaction manager to vote on that transaction outcome and to obtain the final outcome. A resource manager is either durable or volatile, depending on its resource.
[bookmark: gt_836ed719-48d6-4a96-8438-d5fd1d54e51a]resource manager identifier: The GUID that uniquely identifies the resource manager.
[bookmark: gt_8063cebc-7a54-4925-881b-f8953de0cf3d]resource manager session identifier: The GUID that uniquely identifies a particular session between the resource manager and a transaction manager.
[bookmark: gt_0ec8fd5d-56c0-4c1a-9c05-f7210093bd7a]rollback: Synonymous with abort.
[bookmark: gt_ab3befcd-e7a9-4f0a-846e-5937d77a2ff1]root application: The application that is responsible for beginning and completing an atomic transaction. The root application communicates with a root transaction manager in order to begin and complete transactions.
[bookmark: gt_0ebddc48-73c9-4bb5-b0d3-d95bdc1288a8]root transaction manager: The specific transaction manager that processes both the Begin Request and the Commit Request for a specified transaction. A specified transaction has exactly one root transaction manager.
[bookmark: gt_434b0234-e970-4e8c-bdfa-e16a30d96703]server: A computer on which the remote procedure call (RPC) server is executing.
[bookmark: gt_0cd96b80-a737-4f06-bca4-cf9efb449d12]session: In OleTx, a transport-level connection between a Transaction Manager and another Distributed Transaction participant over which multiplexed logical connections and messages flow. A session remains active so long as there are logical connections using it.
[bookmark: gt_b1451181-d9f8-4ce7-afc5-d0ed99add8c4]single-phase commit: An optimization of the Two-Phase Commit Protocol in which a transaction manager delegates the right to decide the outcome of a transaction to its only subordinate participant. This optimization can result in an In Doubt outcome.
[bookmark: gt_1edd9048-0da0-47f9-a047-6c33e5f4ed3d]subordinate participant: A role that is taken by a participant that is responsible for voting on the outcome of an atomic transaction. For a specified transaction, the set of subordinate participants is the set of all resource managers and the set of all subordinate transaction managers.
[bookmark: gt_42f3578d-056a-4f24-ae09-89b1f8f31309]subordinate transaction manager: A role taken by a transaction manager that is responsible for voting on the outcome of an atomic transaction. A subordinate transaction manager coordinates the voting and notification of its subordinate participants on behalf of its superior transaction manager. When communicating with those subordinate participants, the subordinate transaction manager acts in the role of superior transaction manager. The root transaction manager is never a subordinate transaction manager. A subordinate transaction manager has exactly one superior transaction manager.
[bookmark: gt_83fadb88-a971-4deb-aeb5-28c770bc2a2e]superior transaction manager: A role taken by a transaction manager that is responsible for gathering outcome votes and providing the final transaction outcome. A root transaction manager can act as a superior transaction manager to a number of subordinate transaction managers. A transaction manager can act as both a subordinate transaction manager and a superior transaction manager on the same transaction.
[bookmark: gt_61e1de21-a78d-4d20-b184-eda380386871]transaction: In OleTx, an atomic transaction.
[bookmark: gt_afb7c42d-cb70-475b-b159-e45ad8c04572]transaction description: An implementation-specific string that is associated with an atomic transaction and is often used to provide human-readable information about the transaction. Description strings are typically provided by the higher-layer software.
[bookmark: gt_38a9eb89-2702-4107-8edc-4ae0a81c1d06]transaction identifier: The GUID that uniquely identifies an atomic transaction.
[bookmark: gt_20c4f42c-bf5a-499e-8037-6237b6564bb8]transaction lifetime: The lifetime of an atomic transaction. The transaction lifetime extends from the time when the root transaction manager processes a begin request to the time when all participants have forgotten the transaction.
[bookmark: gt_4553803e-9d8d-407c-ad7d-9e65e01d6eb3]transaction manager: The party that is responsible for managing and distributing the outcome of atomic transactions. A transaction manager is either a root transaction manager or a subordinate transaction manager for a specified transaction.
[bookmark: gt_8d61c23d-a608-4478-965b-05d4776421e2]transaction marshaling: The act of serializing and deserializing the information that is needed to carry out a transaction propagation action on a specified transaction.
[bookmark: gt_945fa3b8-0b13-4508-b533-a112a406832c]transaction propagation: The act of coordinating two transaction managers to work together on a single atomic transaction. When propagating a transaction to a transaction manager that is not already a participant in the transaction, that transaction manager plays the role of subordinate transaction manager to the originating transaction manager, which will play the role of superior transaction manager. When propagating a transaction to a transaction manager that is already a participant in the transaction, no new superior or subordinate relationship is established.
[bookmark: gt_72226d20-3ed0-48a0-8795-532b3219e10f]transient failure: Any event that could result in a loss of transport connectivity between participants, such as a software crash, a software restart, or a temporary problem with network connections.
[bookmark: gt_41b6ce49-256f-4a26-94a6-a520b9d5e541]two-phase commit: An agreement protocol that is used to resolve the outcome of an atomic transaction in response to a commit request from the root application. Phase One and Phase Two are the distinct phases of the Two-Phase Commit Protocol.
[bookmark: gt_c305d0ab-8b94-461a-bd76-13b40cb8c4d8]Unicode: A character encoding standard developed by the Unicode Consortium that represents almost all of the written languages of the world. The Unicode standard [UNICODE5.0.0/2007] provides three forms (UTF-8, UTF-16, and UTF-32) and seven schemes (UTF-8, UTF-16, UTF-16 BE, UTF-16 LE, UTF-32, UTF-32 LE, and UTF-32 BE).
[bookmark: gt_55b5a5e7-8605-43c9-988a-e883d46d57f4]volatile resource: A resource whose value is not expected to be retained beyond the lifetime of a particular resource manager connection.
[bookmark: gt_0b1ff322-4518-43af-97db-b7c9af8e6e24]volatile resource manager: A resource manager that manages volatile resources. A volatile resource manager does not perform recovery operations.
[bookmark: gt_d746e937-cae2-4b4b-9ad4-dcb165993ef5]voter: A participant in an atomic transaction that contributes to the final outcome of the transaction but does not manage access to durable resources or require recovery services. A voter votes on the outcome of the transaction, but it is provided with only best-effort outcome notifications by the transaction manager. A volatile resource manager typically acts as a voter.
[bookmark: gt_ab642159-884b-46f5-996d-a9f6c2970389]voter enlistment: An enlistment that indicates that the voter participates in Phase One.
[bookmark: gt_8a05399f-fa42-4f7b-b824-f5f68a3439b0]whereabouts: Data that indicates the network endpoint location and properties of a transaction manager.
[bookmark: gt_a17fa7a2-9072-4109-a4af-9f66cb7d1332]work: The set of state changes that are applied to resources inside an atomic transaction.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
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This section presents a brief overview of the following topics:
· The life cycle of a transaction, including the Two-Phase Commit protocol
· The distinct roles that are played by participants in transaction processing
· Transaction recovery details
· Transaction marshaling and propagation details
[bookmark: section_735c00838064479cb9673c9e2a903120][bookmark: _Toc492419582]Transaction Lifetime
At a general level, a transaction consists of a set of operations that an application or a set of applications treats as an atomic unit. These applications typically use one or more resource managers to modify and store the state that is affected by the transaction. The applications and resource managers make use of transaction managers to obtain a set of services. These roles are described further in section 1.3.3.
The lifetime of a transaction begins when an application determines that it needs a new transaction. The application assumes the role of root application and issues a Begin request to the root transaction manager. When a new transaction is created, either the root application or the root transaction manager assigns it an identifier that is unique in both time and space.
After the transaction is created, it enters the active phase. In the active phase, applications and resource managers perform all their intended actions inside the transaction.
Resource managers that perform work inside an atomic transaction contact their transaction manager to enlist on the transaction. By enlisting in a transaction, the resource manager is agreeing to participate in the Two-Phase Commit Protocol.
Applications and resource managers often share a transaction with a participant that is not located in the same operating system process or execution context. In this case, the application marshals the transaction to the other participant over an implementation-specific communication mechanism. If the receiving participant does not share a transaction manager with the sending participant, a transaction propagation handshake occurs to coordinate the transaction managers at both the sender and receiver of the transaction. After the transaction is successfully marshaled and (if needed) propagated, the receiving participant can perform operations on the transaction with its own transaction manager and also marshal the transaction to further participants.
As transaction enlistment and propagation occurs, the collection of resource managers and transaction managers relate to each other in a hierarchy known as a transaction tree. 
The following figure depicts the transaction tree.
[image: Transaction tree]
Figure 1: Transaction tree
Eventually, the root application that began the transaction determines that no more work is to be performed under the transaction. When that occurs, the application sends a Commit request to the root transaction manager to begin the process of completing the transaction.
When the root transaction manager receives the Commit request, it begins the process of determining the transaction outcome and communicating that outcome to all interested participants. That process begins with zero or more Phase Zero waves followed by Phase One and Phase Two of the Two-Phase Commit sequence.
[bookmark: section_5b62045cddeb4dcc9794accdef66be69][bookmark: _Toc492419583]Phase Zero
When a Commit request is issued by the root application, the transaction first enters Phase Zero. If there are no Phase Zero participants, the transaction leaves Phase Zero and proceeds to Phase One.
Phase Zero is composed of one or more Phase Zero waves. At the beginning of a Phase Zero wave, all Phase Zero participants are notified that the transaction has entered Phase Zero. While the participants process the Phase Zero notification, they can continue to marshal the transaction to new participants. Consequently, participating transaction managers can still accept new enlistments during Phase Zero.
When a Phase Zero participant completes its Phase Zero processing, it sends a Phase Zero completion notification back to the transaction manager.
If any of the Phase Zero participants fail or issue an Abort request during the Phase Zero wave, the current Phase Zero wave is terminated and the transaction immediately moves to the aborting state, which is discussed in section 1.3.2.1.
Otherwise, after completion notifications are received from all Phase Zero participants:
· If no new Phase Zero enlistments were created during the current Phase Zero wave, the transaction proceeds to Phase One.
· If one or more new Phase Zero enlistments were created during the current Phase Zero wave, the transaction executes another Phase Zero wave with the new Phase Zero participants.
The following figure shows the overall Phase Zero flow.
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Figure 2: Transaction manager Phase Zero flow
[bookmark: section_a986839f3d404c75913e310ffc358580][bookmark: _Toc492419584]Phase One
When Phase One begins, all transaction participants are now presumed to have completed their work inside the transaction.
During Phase One, each Phase One participant is asked to vote on the outcome of the transaction. Each participant vote can have one of three possible results:
· Read Only: The participant agrees for the transaction to Commit but does not require an outcome notification.
· Prepared: The participant agrees for the transaction to Commit and requires an outcome notification.
· Aborted: The participant requires that the transaction abort.
Before a participant can vote Prepared, it performs whatever actions are necessary to be able to process an order to Commit or an order to Abort at some point in the future. Note that the request for a vote polls the transaction tree from the root transaction manager down to the leaf participants. When a subordinate transaction manager receives a request for a vote, it will first issue that request to all its immediate subordinates and process their votes before voting itself.
When all votes are collected by the root transaction manager, a decision about the transaction outcome is made. If every vote was either Read Only or Prepared, the root transaction manager attempts to record a Commit outcome decision. If successful, the Commit outcome decision is officially made.
Otherwise, if one or more of the votes is Aborted or if a Commit outcome decision cannot be successfully recorded, the transaction manager makes an Abort outcome decision.
After an outcome decision is made, the root transaction manager proceeds to Phase Two in order to distribute outcome notification messages throughout the transaction tree.
The following figure depicts the Phase One flow.
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Figure 3: Transaction manager Phase One flow
[bookmark: section_761fc7b6532545118c1e241ad92e08e8][bookmark: _Toc492419585]Phase Two
When Phase Two begins, the root transaction manager has determined the transaction outcome.
If the transaction outcome is a Commit outcome, the transaction enters the committing state. Each participant that voted Prepared is sent an order to commit. The participants perform any necessary commit processing and respond with a committed notification. 
If the transaction outcome is an Abort outcome, the transaction enters the Aborting state. Each participant that voted Prepared is sent an order to abort. The participants perform any necessary abort processing, and respond with an Aborted notification.
If a Prepared participant loses contact with its transaction manager, it is said to be In Doubt. If it is a durable resource manager, it attempts to reconnect to the transaction manager and perform recovery in order to learn the outcome of the transaction. See section 1.3.4 for recovery details.
In general, participants (including the root application) are sent the outcome decision notification in parallel.
Phase Two is complete when the root transaction manager sends the outcome decision notification to all the subordinate participants, the root transaction manager receives the reply notifications from all the subordinate participants, and the root transaction manager does the necessary work to forget the transaction.
The following figure shows the Phase Two flow.
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Figure 4: Transaction manager Phase Two flow
[bookmark: section_a9c45722ba7e4866aa6c7662917fd635][bookmark: _Toc492419586]Additional Considerations
In addition to the two-phase commit processing described in the previous section, there are two more cases to consider:
· Unilateral abort
· Single-phase commit
[bookmark: section_95e47e0475bb4ab9ba6cb2271e6bc508][bookmark: _Toc492419587]Unilateral Abort
Until a participant votes on the outcome of the transaction, any participant can decide to unilaterally stop the transaction by issuing an Abort request to its transaction manager. This ability is known as a Unilateral Abort.
After a transaction manager receives an Abort request from one of its participants, it immediately transitions the transaction to the Aborting state, which guarantees an Abort outcome. All other participants will be notified of the Abort outcome, although it is possible that the root application does not discover the Abort outcome until it attempts to complete the transaction or perform some other operation involving the transaction manager or another participant.
After a specified transaction manager enters the Aborting state, it does not issue any further Phase Zero notifications or Phase One requests to vote. For a transaction that spans two or more transaction managers due to propagation, it is possible for the Abort outcome decision to race with other Phase Zero or Phase One activity as it is communicated between the transaction managers.
The following figure shows the Unilateral Abort flow.
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Figure 5: Unilateral Abort flow
[bookmark: section_006b07c2c66d46b091c665b42bc5ac98][bookmark: _Toc492419588]Single-Phase Commit
If a transaction manager has exactly one subordinate Phase One enlistment, the transaction manager attempts to perform the single-phase commit optimization. In this case, the transaction manager sends the subordinate participant a request to perform a single-phase commit, instead of the standard Phase One Prepare request. This optimization delegates the right to decide the transaction outcome to the subordinate. 
The subordinate accepts this delegation by making an outcome decision and eventually notifying the transaction manager; or it rejects the Single-Phase Commit request by responding Prepared. In the latter case, the transaction manager makes its own outcome decision and then engages in a standard Phase Two exchange with the participant.
There is a possible disadvantage to this optimization: if the transaction manager loses contact with the subordinate participant after sending the Single-Phase Commit request but before receiving an outcome notification, it has no reliable mechanism for recovering the actual outcome of the transaction. Consequently, the transaction manager sends an In Doubt outcome to any applications or voters awaiting informational outcome notification.
The single-phase commit optimization can be used by any transaction manager that has exactly one Phase One subordinate enlistment, not just the root transaction manager. For example, if transaction manager A has only transaction manager B as a subordinate enlistment, then A can use the single-phase commit optimization with B. If in the same transaction, B has only transaction manager C as a subordinate enlistment, it too can use the single-phase commit optimization with C. This is true regardless of the number of subordinate enlistments that are registered with C.
Note that a non-root transaction manager performs only the single-phase commit optimization if its own superior transaction manager has sent it a Single-Phase Commit request.
The following figure shows the Single-Phase Commit flow.
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Figure 6: Single-Phase Commit flow
[bookmark: section_75c91f040708444cafca7d49f74d16d5][bookmark: _Toc492419589]Transaction Roles
This protocol enables transaction processing to be distributed among two or more distinct participants. These participants are categorized according to three specialized roles that perform specific functions inside the transaction:
· Application role
· Resource manager role
· Transaction manager role
Each role is functionally independent of the other two. It is possible to implement the protocol functions that are required by any of these three roles without implementing the protocol functions that are required by the other two. For example, it is possible to implement a transactional resource manager without building a transaction manager or a transaction-aware application.
The following graphic depicts the transaction roles.
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Figure 7: Transaction roles
[bookmark: section_5bb568ceb344406a9c9aeb28d1322de4][bookmark: _Toc492419590]Application Role
The application role is generally performed by user software programs that make use of transaction processing services to obtain greater reliability or reduce the complexity of error-handling tasks.
The application role is typically responsible for performing the following tasks:
· Determining when to begin a transaction
· Marshaling the transaction to other applications and to resource managers
· Propagating the transaction from one transaction manager to another
· Determining when to complete a transaction
· Performing administrative operations against a specific transaction
· Performing administrative operations against the transaction manager
In general, the motivations behind these tasks are application-specific. The protocol mechanisms by which these tasks can be accomplished are discussed in sections 2 and 3.
[bookmark: section_4dad026672e84c50b6d184aaaea50e20][bookmark: _Toc492419591]Resource Manager Role
The resource manager role is generally performed by software programs that manage transactional resources. Databases and queues are the most common examples of such programs.
This protocol supports three types of enlistments: Phase Zero enlistments, Phase One enlistments, and voter enlistments. These enlistment types correspond to three common categories of resource manager:
· Caching resource managers appear like a durable resource manager to an application, but they actually delegate their durable state changes to another resource manager that provides true durability. Caching resource managers typically use Phase Zero enlistments.
· Durable resource managers manage access to durable resources. They are expected to support recovery. Durable resource managers typically use Phase One enlistments.
· Volatile resource managers manage access to volatile resources whose state does not persist beyond the lifetime of the resource manager process. Volatile resource managers typically use voter enlistments.
The resource manager role is typically responsible for the following tasks:
· Providing applications with access to data in a transactional manner. This function is specific to the implementation of a resource manager.
· Registering with a transaction manager and performing recovery operations for all In Doubt transactions.
· Enlisting for various two-phase Commit notifications.
· Voting on transaction outcomes in accord with the implementation-specific policies of the resource manager.
In general, the motivations behind these tasks are application-specific. The specific protocol mechanisms by which these tasks are accomplished are discussed in sections 2 and 3.
[bookmark: section_6b96ea9688ce48fea8002890fc1ad43c][bookmark: _Toc492419592]Transaction Manager Role
The Transaction Manager Role is generally performed by specialized middleware software programs that provide transactional services to applications and resource managers.
The transaction manager role is typically responsible for the following tasks:
· Providing the following services to applications and resource managers:
· Beginning transactions
· Completing transactions
· Coordinating agreement with participants on the outcome of the transaction
· Reaching the decision to commit
· Ensuring the outcome decision is reliably distributed
· Coordinating the process of recovery if failures occur
· Coordinating the outcome of individual transactions by using the Two-Phase Commit protocol.
· Coordinating recovery with other participants after a process or communication failure. See section 1.3.4 for recovery details.
A transaction manager is best understood as the aggregation of several cooperating software modules that work together to provide the services previously mentioned. This document calls these software modules facets, and assumes the presence of the following five facets:
· A facet that acts as a core transaction manager manager
· A facet that communicates with applications
· A facet that communicates with resource managers
· A facet that acts as a superior transaction manager
· A facet that acts as a subordinate transaction manager
A transaction manager provides implementation-specific mechanisms to allow the facets to communicate with one another within the transaction manager itself.
In contrast, the transaction manager facets use the MSDTC Connection Manager: OleTx Transports Protocol as specified in [MS-CMPO], and the MSDTC Connection Manager: OleTx Multiplexing Protocol as specified in [MS-CMP], as transports for this protocol when they communicate with other participants (for example, applications, resource managers, and remote transaction managers). The subprotocols that are used to provide services to these participants are known as connection types. The specific connection types that are used in this protocol are specified in detail in section 3.
These facets are functionally dependent upon each other. A general-purpose transaction manager is composed of all five of these facets.
The following figure shows the transaction manager facets.
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Figure 8: Transaction manager facets
[bookmark: section_0419eb3934b1454c96c4c393a484f0eb][bookmark: _Toc492419593]Core Transaction Manager Facet
The Core Transaction Manager Facet is a logical construct in the context of this protocol. It never establishes network communication with any other transaction participant. It communicates with the other transaction manager facets through implementation-specific mechanisms.
[bookmark: section_b206b27897ad473ab0a48427bce1fd54][bookmark: _Toc492419594]Transaction Manager Communication with an Application Facet
When the transaction manager is communicating with an application facet, it provides the following services to applications:
· Transaction creation.
· Transaction propagation to a remote transaction manager.
· Transaction propagation by providing an existing transaction to the subordinate transaction manager facet for propagation.
· Transaction completion.
· Administrative operations against a specific transaction. These operations include:
· Setting the time-out on a transaction.
· Obtaining transaction details, such as information about the superior transaction manager facet and the list of subordinate participants.
· Manually resolving the outcome of a transaction.
· Requesting that the transaction manager provide details of the transaction in its implementation-specific trace log.
· Administrative operations against the transaction manager. These operations include the ability to obtain information about the security configuration of the transaction manager.
[bookmark: section_c04be6d6bec645dfb1e8f0d11f85502b][bookmark: _Toc492419595]Transaction Manager Communication with a Resource Manager Facet
When the transaction manager is communicating with a resource manager facet, it provides the following services to resource managers:
· Resource manager registration
· Recovery and outcome notification for In Doubt transactions
· Transaction enlistment for Phase Zero, Phase One, and voter participants
· Phase Zero, Phase One, and Phase Two notifications inside the Two-Phase Commit protocol
[bookmark: section_0a456dd5e7d340bfbd028b92511ecf69][bookmark: _Toc492419596]Superior Transaction Manager Facet
The Superior Transaction Manager Facet provides the following services to subordinate transaction manager facets:
· Acts as Superior Transaction Manager Facet to a number of subordinate transaction manager facets in the Two-Phase Commit protocol.
· Provides recovery and outcome notification for transactions that are left in the Failed to Notify state after a failure.
[bookmark: section_d320c503901a455fadf53523f8e4047d][bookmark: _Toc492419597]Subordinate Transaction Manager Facet
The Subordinate Transaction Manager Facet provides the following services to superior transaction manager facets:
· Acts as a Subordinate Transaction Manager Facet to a superior transaction manager facet in the Two-Phase Commit protocol.
· Provides recovery and outcome notification for transactions that are left in the In Doubt state after a failure.
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The atomicity property of a transaction guarantees that all participants in the transaction receive the same outcome. This guarantee is relaxed in the case of volatile resources such as voters but is strictly honored for durable resource managers and transaction managers.
To honor this guarantee, transaction managers and durable resource managers have to be capable of recovering from transient failures that can occur, such as loss of transport connectivity or a software crash. The process of recovery involves reestablishing connectivity with other transaction participants and exchanging the protocol messages that are required to synchronize all parties on the actual outcome of the transaction.
After a transient failure, the transaction manager reestablishes connectivity with the following parties:
· The superior transaction manager for each transaction for which the transaction manager was In Doubt at the time of the failure
· The subordinate transaction managers for which the transaction manager was in the Failed to Notify state at the time of the failure
After a transient failure, the resource manager reestablishes connectivity with the following parties:
· The superior transaction manager for each transaction for which the resource manager was In Doubt at the time of the failure
The following sections describe in more detail the recovery process for each participant.
[bookmark: section_db12078ef7eb4c5880cf669287f00594][bookmark: _Toc492419599]Relationship Between Recovery and Durability
Transaction managers and durable resource managers can use any mechanism they choose to implement the durability guarantees of an atomic transaction.
At minimum:
· Before a durable resource manager or subordinate transaction manager sends a Prepared notification to its superior transaction manager, it needs to first ensure that it can derive the information that is needed to contact its superior transaction manager and to inquire about the outcome of the transaction after a transient failure. This requirement is needed for the subordinate to perform recovery on In Doubt transactions.
· Before a transaction manager can communicate the transaction outcome to a subordinate participant or the root application, it has to first ensure that it can derive the transaction outcome for as long as at least one durable subordinate has not acknowledged receipt of the transaction outcome. This requirement is needed for the superior to perform recovery on Failed to Commit transactions.
· Before a durable resource manager or subordinate transaction manager acknowledges a Commit notification from its superior transaction manager, it has to first ensure that it will not perform recovery on the transaction after a transient failure. This requirement allows the superior transaction manager to implement the Presumed Abort optimization.
The information that is needed in order to be able to contact another participant is identical to the information that was needed to establish the initial transport session with that participant, as specified in [MS-CMPO] section 1.3.3.1.
[bookmark: section_2563168b6ee94e1a8a3353bdeee9c6f0][bookmark: _Toc492419600]Resource Manager Recovery
Resource manager recovery is unidirectional: the resource manager is always responsible for initiating recovery with its transaction manager. A resource manager always performs recovery on startup, even when it has not detected any transactions remaining in the In Doubt state. This is because the transaction manager cannot determine when it has Failed to Notify the resource manager of specific transaction outcomes.
The typical sequence for recovery of a resource manager is as follows:
1. The resource manager determines the list of transactions for which it is In Doubt. These are the transactions for which it previously voted Prepared but has not yet learned the outcome.
2. The resource manager registers with its transaction manager.
3. For each In Doubt transaction, the resource manager attempts to contact the transaction manager to determine the transaction outcome.
4. When the resource manager receives the outcome from the transaction manager, it performs any implementation-specific actions that are required to honor the ACID properties. Also, this process can take some time because the transaction manager can be acting as a subordinate transaction manager and it too might still be In Doubt about the actual transaction outcome.
5. After the resource manager ensures that there are no transactions for which it is still In Doubt, it informs the transaction manager that its recovery is complete. This allows the transaction manager to clean up any pending transactions for which it considered that the resource manager was in the Failed to Notify state.
[bookmark: section_02488b1c99424ebe90ed3c264cf40532][bookmark: _Toc492419601]Transaction Manager Recovery
Transaction manager recovery is dual-faceted. The recovering transaction manager will attempt to recover those transactions for which it is acting as a superior transaction manager facet and those for which it is acting as a subordinate transaction manager facet.
The typical sequence for a superior transaction manager facet to perform recovery is the following:
1. The superior transaction manager determines the list of transactions for which it is in the Failed to Notify state. These are the transactions whose outcome has been decided but for which there exists at least one durable subordinate participant whose receipt of that outcome cannot be verified.
2. For each of these transactions, the superior transaction manager attempts to perform recovery by contacting all subordinate transaction managers whose receipt of outcome cannot be verified in order to redeliver the transaction outcome.
The typical sequence for a subordinate transaction manager facet to perform recovery is the following:
1. The subordinate transaction manager determines the list of transactions for which it is in the In Doubt state.
2. For each of these transactions, the subordinate transaction manager attempts to contact the superior transaction manager to determine the transaction outcome.
3. For each In Doubt transaction whose transaction outcome is now known, the subordinate transaction manager proceeds to communicate the outcome to its own subordinate transaction managers. 
[bookmark: section_e1c9d8a9f29247559defa8659040e5cd][bookmark: _Toc492419602]Transaction Propagation
A single transaction typically requires work to be performed by one or more resource managers for one or more applications. Each of these applications and resource managers is typically associated with exactly one transaction manager.
When two participants share a common transaction manager, all that is needed to share a transaction is agreement on the transaction's unique identifier. How this unique identifier is communicated among the applications and resource managers is implementation-specific.
However, when two participants do not share a common transaction manager, this protocol defines a propagation mechanism that enables the two participants to notify their respective transaction managers that a specified transaction will span the two transaction managers. Transaction propagation allows applications and resource managers to freely marshal transactions across process and host machine boundaries by using whatever communication mechanisms and formats they chose. 
When a participant (the source) determines that it marshals a transaction to a second participant (the destination), the participant chooses between two distinct propagation techniques:
· Push propagation (section 1.3.5.2)
· Pull propagation (section 1.3.5.1)
Push propagation requires the source participant to have a prior knowledge about which transaction manager the destination participant is associated with (as specified in section 1.3.5.2). In contrast, pull propagation allows the source participant to marshal the transaction without any awareness of the transaction manager of the destination participant (as specified in section 1.3.5.1).
Independent of the choice of push or pull propagation, after the propagation is complete, the destination transaction manager will have enlisted with the source transaction manager to coordinate the outcome of the transaction. In this enlistment, the source transaction manager plays the role of superior transaction manager, and the destination transaction manager plays the role of subordinate transaction manager. 
[bookmark: section_a73a9e0275d143e8b9ca0ea1111ee9bb][bookmark: _Toc492419603]Pull Propagation
Pull propagation enables the untargeted marshaling of a transaction from one application or resource manager to another. Contact information for the destination transaction manager is not required to be known by the source in advance.
The following sequence of events represents a complete pull propagation operation between two participants:
1. When the source determines that it possesses a transaction that it wants to share with the destination, it provides the destination with marshaling information about the transaction being shared in an implementation-specific manner. The marshaling information needs to be sufficient for the destination to create a Propagation Token structure, as specified in section 2.2.5.4, that corresponds to the transaction being shared.
2. The destination contacts its own transaction manager and requests that it join the transaction by using the marshaling information that is provided by the source application.
3. If the destination transaction manager is not already a participant in the transaction, the destination transaction manager uses the marshaling information to contact the source transaction manager to enlist in the transaction as a subordinate transaction manager. This inter–transaction manager handshake is called pull propagation.
4. If the operation is successful, the destination transaction manager reports success to the destination. The destination performs further operations on the transaction with its associated transaction manager or marshals the transaction further to other participants.
The following figure shows a typical pull propagation.
[image: Transaction manager pull propagation]
Figure 9: Transaction manager pull propagation
[bookmark: section_2da6fdaa9d3e40e9a71ad384ce2a3259][bookmark: _Toc492419604]Push Propagation
Push propagation enables the targeted marshaling of a transaction from one participant to another. Push propagation is available only when the source knows the contact information for the destination transaction manager in advance.
Push propagation consists of two distinct logical operations: an export operation and an import operation.
The following sequence of events represents a complete push propagation operation between two participants:
1. The source obtains contact information for the destination transaction manager by using implementation-specific means. The contact information consists of whatever the source needs to construct an SWhereabouts structure, as specified in section 2.2.5.11. This step need be performed only one time per destination because the contact information is not specific to a specified transaction or propagation.
2. When the source determines that it possesses a transaction that it wants to share with the destination, the source asks its transaction manager to export the transaction to the destination transaction manager by using the contact information it obtained in the previous step.
3. The source transaction manager contacts the destination transaction manager by using the provided contact information and informs it of the existence and details of the transaction. This inter–transaction manager handshake is the export operation of push propagation.
4. When the source transaction manager receives acknowledgment from the destination transaction manager, the export operation is complete. If the destination transaction manager was not already a participant in the transaction, the destination transaction manager is now enlisted as a subordinate transaction manager at the source transaction manager, which acts as the superior transaction manager.
5. After the source transaction manager informs the source that the transaction was successfully exported, the source then uses an implementation-specific mechanism to marshal the exported transaction to the destination. The marshaled information can take any form that the source and destination agree on but is sufficient for the source to construct an STxInfo structure as specified in section 2.2.5.10.
6. The destination uses the marshaled information that is provided by the source to request an import operation from its transaction manager. The import operation is typically a simple confirmation that the transaction exists and was correctly exported to the destination.
7. If the import operation is successful, the destination transaction manager reports success to the destination. The destination performs further operations on the transaction with its associated transaction manager or marshals the transaction further to other participants.
The following figure depicts a typical push propagation.
[image: Transaction manager push propagation]
Figure 10: Transaction manager push propagation
[bookmark: section_a9155e5323e842e7acf7390a7bd71581][bookmark: _Toc492419605]Relationship to Other Protocols
The following figure illustrates the relationship between the MSDTC Connection Manager: OleTx Transaction Protocol and the underlying protocols on which it depends.
[image: Protocol relationships]
Figure 11: Protocol relationships
This protocol provides extensibility elements that are used by the following specifications:
· [MS-DTCM]
· [MS-TIPP] 
· [MS-DTCLU]
· [MC-DTCXA]
· [MS-WSRVCAT]
The following protocols perform transaction marshaling by using the structures specified in section 2.2.5 and its subsections of [MS-DTCO]:
· [MS-COM]
· [MS-MQRR]
· [MS-MQMP]
[bookmark: section_b9101497cf104d048fcfdd927150bd11][bookmark: _Toc492419606]Prerequisites/Preconditions
This protocol requires that all participating roles possess implementations of MSDTC Connection Manager: OleTx Transports Protocol as specified in [MS-CMPO], and MSDTC Connection Manager: OleTx Multiplexing Protocol as specified in [MS-CMP].
[bookmark: section_1611981b1a904f37be6c283f634010dc][bookmark: _Toc492419607]Applicability Statement
This protocol applies to scenarios where distributed atomic transaction processing is required.
Distributed transactions are generally required in scenarios where several applications and resource managers cooperate to perform a set of related work items that require the ACID properties of a distributed transaction. These properties are needed in order to make changes to persistent state in a deterministic, correct, and highly reliable manner. Although distributed transactions are one of several mechanisms for accomplishing this goal, they are the most efficient and understood general-purpose solution.
This specific distributed transaction protocol requires network topologies where the MSDTC Connection Manager: OleTx Transports Protocol as specified in [MS-CMPO], and the MSDTC Connection Manager: OleTxMultiplexing Protocol as specified in [MS-CMP], constitute a viable network transport for establishing long-lived session relationships between different parties supporting many short-lived connection exchanges that accomplish specific tasks.
[bookmark: section_c8a874ee817749b8bf8674510cfb2485][bookmark: _Toc492419608]Versioning and Capability Negotiation
This document covers versioning aspects in the following areas:
· Protocol versions
This protocol provides five different versions: 1, 2, 4, 5, and 6 (version 3 is reserved and not used). More details on the protocol elements supported in each version are provided in Protocol Versioning (section 2.2.1).
· Capability negotiation
This protocol performs explicit versioning and capability negotiation, as specified in sections 1.7.2 and section 1.7.3.
[bookmark: section_9e6f5ebb2ef64e9386e7b3232197561a][bookmark: _Toc492419609]Versioning Mechanisms
 This protocol uses various mechanisms for versioning that are introduced as follows:
· Protocol Version numbers as versioning mechanism: 
This protocol provides five different versions. The following are the implications of supporting a particular protocol version:
· Support for connection types is version-specific and is either required, optional, or not allowed for a given Protocol Version.
· For a version-specific supported connection type, support for all messages defined for that connection type is required. 
· The layout of data associated with specific messages is version-specific and is determined by the Protocol Version.
Protocol Version Numbers as a Versioning Mechanism (section 2.2.1.1) specifies details of what it means to support a certain Protocol Version Number. Protocol Versioning Details (section 3.1.4) specifies how the Protocol Version numbers are negotiated during communication initiation.
· Structures with fields containing version numbers as versioning mechanism: Certain structures have fields containing version numbers that specify how to interpret other parts of the structure. As an example, the Propagation_Token (section 2.2.5.4) structure has the fields dwVersionMin and dwVersionMax the values of which are used to indicate whether certain other fields are present or not. 
Structures with Fields Containing Version Numbers as Versioning Mechanism (section 2.2.2) provides a list of the structures that fall in this category and links to information regarding each.
· Structures with complex fields using specific values to indicate the type of the complex field. Certain structures have a field that specifies how to interpret other parts of the structure. As an example, the STmToTmProtocol structure (section 2.2.5.9) uses the value of the tmprotDescribed field to specify how to interpret the rest of the fields in that structure.
Structures with a Format-Specifying Field as Versioning Mechanism (section 2.2.3) provides a list of the structures that fall in this category and links to information regarding each. 
[bookmark: section_48ffd5064d7843b0b2a8e2c1e01e08d2][bookmark: _Toc492419610]Versioning Negotiation Mechanisms
This protocol uses the following versioning negotiation mechanisms for each of the versioning mechanisms discussed above.
· Protocol Version Numbers as versioning mechanism
This protocol makes use of the explicit versioning negotiation mechanism as specified in [MS-CMPO], BuildContext Primary, section 3.3.4.2.1. An implementation of this protocol uses this mechanism to specify which versions of the protocol it supports and to negotiate a mutually agreeable version with its partners (see Protocol Versioning Details, (section 3.1.4)).
· Structures with fields containing version numbers as versioning mechanism
There is no versioning negotiation mechanism for this case. The version numbers are passed in each structure by the sender, and interpreted by the receiver. 
· Structures with a field containing a value that identifies the structure format as versioning mechanism
There is no versioning negotiation mechanism for this case. The values of the field specifying the format are passed in each structure by the sender, and interpreted by the receiver.
[bookmark: section_0fa48026df5d4ce286ad2b23be30ed7c][bookmark: _Toc492419611]Capability Negotiation Mechanisms
This protocol uses the following capability negotiation mechanisms for each of the versioning mechanisms discussed previously.
· Protocol Version numbers as versioning mechanism
· Support for certain connection types is optional for a specific protocol version. A connection initiator can determine whether the acceptor supports these connection types by sending the first message for the connection and determining the acceptor's level of support from the response. If the acceptor rejects the connection with a MTAG_CONNECTION_REQ_DENIED as specified in [MS-CMP] section 2.2.5, the connection type is not supported.
· Support for a message type is never optional for a specific connection type, with one exception: TXUSER_RESOLVE_MTAG_ACCESSDENIED (section 2.2.8.3.2.1). However, there is no negotiation process to determine support for this message, and the message is sent by a sender that supports it in all cases.
· Some specific data fields inside certain message types were added in specific protocol versions as additional data fields that appear after the fields that are defined by previous protocol versions. The receivers examine the size of the incoming MESSAGE_PACKET (section 2.2.4.1) structure to determine which additional data fields, if any, were included in the message by the sender.
· Structures with fields containing version numbers as a versioning mechanism
The structures using version numbers as a versioning mechanism do not have any optional elements for a particular version. Therefore, there are no capability negotiation mechanisms associated with them.
· Structures with a field containing a value that identifies the structure format as a versioning mechanism
In this case, the format of the structure is completely determined by the respective format-specifying field. There are no capability negotiation mechanisms associated with these structures.
[bookmark: section_956f2a8c10494968aea225915d308942][bookmark: _Toc492419612]Vendor-Extensible Fields
MSDTC Connection Manager: OleTx Transaction Protocol gives vendors the ability to provide implementation-specific protocol extensions to the Core Transaction Manager Facet. This protocol provides the following vendor-extensible fields and data elements: 
· A protocol extension can augment the default set of transaction manager facets that are implemented inside an implementation of the transaction manager role, as specified in section 3.2.1.4. A protocol extension provides a set of services, as specified in section 3.2.1.5.
· A protocol extension also includes the contribution of extended whereabouts information to the Core Transaction Manager Facet, as specified in section 3.2.3.
· Each vendor-supplied transaction manager facet has the option to use the local events that are provided by the Core Transaction Manager Facet that is specified in section 3.2.7.
[bookmark: section_b1912f347ae740948a77ab15eaf7c362][bookmark: _Toc492419613]Standards Assignments
This protocol has no standards assignments.
[bookmark: section_6e8792a03b8444fa89e8676b3ab652a4][bookmark: _Toc492419614]Messages
[bookmark: section_faeca5c275e845aab7676ee7f681d711][bookmark: _Toc492419615]Transport
This protocol uses implementations of MSDTC Connection Manager: OleTx Transports Protocol as specified in [MS-CMPO], and MSDTC Connection Manager: OleTx Multiplexing Protocol as specified in [MS-CMP], as the transport layer for sending and receiving protocol messages.
[bookmark: section_2d507248b0a8405cae683577ef740e6a][bookmark: _Toc492419616]Messages, Connections, and Sessions
The layout of each message that is defined by this protocol MUST extend the MESSAGE_PACKET structure, as specified in section 2.2.4.1. The general mechanisms that are used to send and receive messages are as specified in [MS-CMP] sections 3.1.4.1 and 3.1.7.4.
Each message MUST be sent by using an active [MS-CMP] connection that has been established between an initiator and an acceptor. The mechanisms that are used to initiate and accept connections are as specified in [MS-CMP] sections 3.1.4.2 and 3.1.5.5.
Each connection MUST be initiated inside an active [MS-CMP] session that has been established between two OleTx participants. The mechanisms that are used to establish sessions are as specified in [MS-CMPO] section 1.3.3.
The session creation is handled by MSDTC Connection Manager: OleTx Multiplexing Protocol, when a new connection is initiated, as specified in [MS-CMP] section 3.1.4.2.
When a new connection is initiated as specified in [MS-CMP] section 3.1.4.2, the OleTx participant MUST provide the following:
· The Name Object of the partner computed from implementation-specific configuration (section 2.1.2.3).
· The connection type.
· An Incoming Message Notification Interface object (as specified in [MS-CMP] section 3.1.1.1) with local events (section 3.1.8) to receive incoming message notifications from MSDTC Connection Manager: OleTx Multiplexing Protocol layer.
[bookmark: section_df9f8bb0471b4cfea0f740d9af887d22][bookmark: _Toc492419617]MS-CMP and MS-CMPO Initialization
 In order to establish a transports protocol session as specified in [MS-CMPO] Local Partner State (section 3.2.1.1), the following values MUST be provided to the lower-layer multiplexing protocol as specified in [MS-CMP], which initializes the transports protocol with the provided values:
· A security-level value that indicates the requested RPC authentication level. The possible values for this element are specified in [MS-CMPO] section 3.2.1.1. The Security Level field ([MS-CMPO] section 3.2.1.1) is initialized with the security-level value.
· The minimum and maximum protocol version values as computed in section 2.1.2.2. The Minimum Level 3 Version Number and Maximum Level 3 Version Number fields ([MS-CMPO] section 3.2.1.1) are initialized with the computed minimum and maximum protocol version values.
· A local Name object that indicates the host name, the contact identifier, and the supported RPC network protocols of the local partner endpoint. Name objects are specified in [MS-CMPO] section 3.2.1.4. The Local Name Object field ([MS-CMPO] section 3.2.1.1) is initialized with the local Name Object value.
If the initialization of the underlying MSDTC Connection Manager: OleTx Multiplexing protocol instance fails as specified in [MS-CMP] section 3.1.3.2, then the implementation-specific failure result MUST be returned to the higher-layer business logic.
[bookmark: section_a364733ee37f4d548478a2b1e3920826][bookmark: _Toc492419618]Computing a Security Level
When an application or resource manager initiates a connection to its transaction manager, the application or resource manager MUST use an implementation-specific way to compute the Security Level.
[bookmark: section_0d752621f3da4978b5f654dc19b0333e][bookmark: _Toc492419619]Computing Protocol Version Values
The process for computing the minimum and maximum protocol version numbers used in initializing the underlying transport specified in [MS-CMPO] is defined in Protocol Versioning Details (section 3.1.4).
[bookmark: section_e289d483b1f1416d9aed115eaa61d1c2][bookmark: _Toc492419620]Computing a Name Object
The Name object that is used to initiate a session is obtained in a variety of ways. This section defines how to obtain the appropriate Name object for several common situations. The specific transaction processing roles mentioned in these sections (applications, resource managers, and transaction managers) are defined as specified in section 1.3.3.
When an application or resource manager initiates a connection to its transaction manager, the application or resource manager MUST use implementation-specific configuration information to compute a Name object that represents the transaction manager:
1. For pull propagation of transactions, the source application MUST include the Name object representing its transaction manager in the marshaling information that is sent to the destination application. The Propagation Token (section 2.2.5.4) structure SHOULD be used for marshaling this information. 
2. For pull propagation of transactions, the subordinate transaction manager (the transaction manager of the destination) MUST communicate its own Name object to the superior transaction manager (the source transaction manager) using a CONNTYPE_PARTNERTM_BRANCH connection.
3. [bookmark: Appendix_A_Target_1]For push propagation of transactions, the destination application MUST make the Name object that represents its transaction manager available to the source application. The SWhereabouts (section 2.2.5.11) structure SHOULD be used for marshaling this information. Alternatively, the NAMEOBJECTBLOB (section 2.2.5.3) structure MAY be used for the same purpose.<1>
4. For push propagation of transactions, the superior transaction manager MUST communicate its own Name object to the subordinate transaction manager using a CONNTYPE_PARTNERTM_PROPAGATE (section 2.2.9.1.1.1) connection.
[bookmark: section_a683f48e388e430595ec6f37b2684b1e][bookmark: _Toc492419621]Message Syntax
[bookmark: section_80032ae17bed4d19b322dc8319c4e510][bookmark: _Toc492419622]Protocol Versioning
[bookmark: section_af28f1708cc14e48a53044eed51c6da1][bookmark: _Toc492419623]Protocol Version Numbers as a Versioning Mechanism
[bookmark: Appendix_A_Target_2]This protocol has five versions: 1, 2, 4, 5, and 6 (version 3 is reserved and not used).<2> For each version, there is a set of protocol elements that MUST be supported (called version-required elements), a set of optional protocol elements that SHOULD be supported (called version-optional elements), and a set of protocol elements that MUST NOT be supported. The following sections provide versioning tables that specify the scope of each protocol version with respect to the three mentioned sets. 
The tables contain the following values.
	Value
	Description

	Yes
	The protocol element MUST be supported in the respective protocol version.

	No
	The protocol element MUST NOT be supported in the respective protocol version.

	Optional
	The protocol element SHOULD be supported in the respective protocol version.



[bookmark: section_8b530b1fff95404db29f69c85cb7a5d2][bookmark: _Toc492419624]Version-Specific Aspects of Connection Types Relevant to an Application
The following table shows version-specific aspects for connection types that are relevant to applications. This table includes connection types and messages that are supported on certain versions as well as messages whose size is version specific. If a connection type or message that is relevant to applications is omitted from this table, it is not version specific and MUST be supported on all versions.
	Version-specific aspect
	V1
	V2
	V4
	V5
	V6

	Version supports connection type
CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2)
	No
	Yes
	Yes
	Yes
	Yes

	Version supports connection type
[bookmark: Appendix_A_Target_3]CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS (section 2.2.8.2.2.1)<3>
	No
	No
	No
	Optional

	Optional


	Version supports connection type
CONNTYPE_TXUSER_GETSECURITYFLAGS (section 2.2.8.4.1)
	No
	No
	Yes
	Yes
	Yes

	Version supports connection type
CONNTYPE_TXUSER_IMPORT2 (section 2.2.8.2.2.5)
	No
	Yes
	Yes
	Yes
	Yes

	Version supports connection type
[bookmark: Appendix_A_Target_4]CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3)<4>
	No
	No
	No
	Optional

	Optional


	Version supports connection type
[bookmark: Appendix_A_Target_5]CONNTYPE_TXUSER_SETTXTIMEOUT (section 2.2.8.3.3)<5>
	No
	Optional

	No
	No
	No

	Version supports connection type
[bookmark: Appendix_A_Target_6]CONNTYPE_TXUSER_SETTXTIMEOUT2 (section 2.2.8.3.4)<6>
	No
	No
	Optional
	Optional
	Optional

	Version supports connection type
CONNTYPE_TXUSER_TRACE (section 2.2.8.3.5)
	No
	No
	Yes
	Yes
	Yes

	Version supports messages 
TXUSER_EXPORT_MTAG_CREATE2 (section 2.2.8.2.2.2.2) and
TXUSER_EXPORT_MTAG_CREATE_NET_TX_DISABLED (section 2.2.8.2.2.2.4)
	No 
	No
	Yes
	Yes
	Yes

	Version supports message 
[bookmark: Appendix_A_Target_7]TXUSER_RESOLVE_MTAG_ACCESSDENIED (section 2.2.8.3.2.1)<7>
	No
	No
	Optional

	Yes
	Yes

	The SourceTmAddress field is described by the structure
NAMEOBJECTBLOB (section 2.2.5.3) in message
TXUSER_ASSOCIATE_MTAG_ASSOCIATE (section 2.2.8.2.1.1.1)
	Yes
	No
	No
	No
	No

	The SourceTmAddress field is described by the structure 
OLETX_TM_ADDR (section 2.2.4.2) in message
TXUSER_ASSOCIATE_MTAG_ASSOCIATE (section 2.2.8.2.1.1.1)
	No
	Yes
	Yes
	Yes
	Yes

	The SourceTmAddress field is described by the structure
NAMEOBJECTBLOB (section 2.2.5.3) in message
TXUSER_EXPORT_MTAG CREATE (section 2.2.8.2.2.2.1)
	Yes
	No
	No
	No
	No

	The SourceTmAddress field is described by the structure
OLETX_TM_ADDR (section 2.2.4.2) in message
TXUSER_EXPORT_MTAG_CREATE (section 2.2.8.2.2.2.1)
	No
	Yes
	Yes
	Yes
	Yes

	The grfNetworkDtcAcess field of the TXUSER_GETSECURITYFLAGS_MTAG_FETCHED message supports (uses) the following DTCADVCONFIG bits:
DTCADVCONFIG_NETWORKDTCACCESS_ENABLE
DTCADVCONFIG_NETWORKDTCACCESS_ADMIN
DTCADVCONFIG_NETWORKDTCACCESS_TX
DTCADVCONFIG_NETWORKDTCACCESS_CLIENTS
DTCADVCONFIG_NETWORKDTCACCESS_TIP
	No
	No
	Yes
	Yes
	Yes

	The grfNetworkDtcAcess field of the TXUSER_GETSECURITYFLAGS_MTAG_FETCHED message supports (uses) the following DTCADVCONFIG bits: 
DTCADVCONFIG_INBOUNDNETWORK_TX
DTCADVCONFIG_OUTBOUNDNETWORK_TX
DTCADVCONFIG_SECURITYLEVEL_NOSECURITY
DTCADVCONFIG_SECURITYLEVEL_AUTHENTICATEDONLY
DTCADVCONFIG_SECURITYLEVEL_MUTUALAUTH
	No
	No
	No
	Yes
	Yes

	The grfOptions field of the TXUSER_GETSECURITYFLAGS_MTAG_FETCHED message supports (uses) the following DTCADVCONFIG_OPTIONS bits: 
DTCADVCONFIG_OPTIONS_LUTRANSACTIONS_DISABLE
	No
	No
	No
	No
	Yes

	The guidSignature field in the STxInfo structure present in propagation-related messages uses a reserved GUID with the binary value representation of {2adb4463-bd41-11d0-b12e-00c04fc2f3ef}. A GUID ([MS-DTYP] section 2.3.4.2) in this protocol is a 16-byte structure that is a unique identifier for an object.
	No
	Yes
	Yes
	Yes
	Yes

	The STxInfo structure supports versioning based on its guidSignature field.
	No
	Yes
	Yes
	Yes
	Yes

	Version supports connection type 
CONNTYPE_TXUSER_EXPORT2
	No
	No
	No
	No
	Yes

	Version supports message
TXUSER_EXPORT_MTAG_EXPORT_COMM_FAILED
	No
	No
	No
	No
	Yes



[bookmark: section_0665006e7f314c0faf5c798163c8f4b5][bookmark: _Toc492419625]Version-Specific Aspects of Connection Types Relevant to a Transaction Manager
The following table shows version-specific aspects for connection types that are relevant to transaction managers. This table includes connection types and messages that are supported on certain versions as well as messages whose size is version specific. If a connection type or message that is relevant to transaction managers is omitted from this table, it is not version specific and MUST be supported on all versions.
	Version-specific aspect
	V1
	V2
	V4
	V5
	V6

	PARTNERTM_PROPAGATE_MTAG_PHASE0,
PARTNERTM_PROPAGATE_MTAG_PHASE0COMPLETE,
PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTER,
PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTERED, and 
PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTRATIONREJECTED
	No
	Yes
	Yes
	Yes
	Yes



[bookmark: section_d21f3c9dab0b4e349d8e5760c8ce5101][bookmark: _Toc492419626]Version-Specific Aspects of Connection Types Relevant to a Resource Manager
The following table shows version-specific aspects for connection types that are relevant to resource managers. These include connection types and messages that are supported on certain MSDTC Connection Manager: OleTx Multiplexing Protocol versions as well as messages whose size is version specific. If a connection type or message that is relevant to resource managers is omitted from this table, then it is not version specific and MUST be supported on all versions.
	Version-specific aspect
	V1
	V2
	V4
	V5
	V6

	Version supports connection type
CONNTYPE_TXUSER_PHASE0.
	No
	Yes
	Yes
	Yes
	Yes

	Version supports connection type
CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL.
	No
	No
	No
	[bookmark: Appendix_A_Target_8]Optional<8>
	[bookmark: Appendix_A_Target_9]Optional<9>



[bookmark: section_e22074338786428a97f09aa1ce038c97][bookmark: _Toc492419627]Structures with Fields Containing Version Numbers as Versioning Mechanism
Currently, only one structure has fields that specify the version (and therefore the format) of the structure.
	Structure
	Fields containing version numbers

	Propagation_Token
	dwVersionMin
dwVersion Max



[bookmark: section_838c834240f64454938a3f00811b2253][bookmark: _Toc492419628]Structures with a Format-Specifying Field as Versioning Mechanism
The following table contains the structures that have a field whose value indicates the format of the structure.
	Structure
	Format-specifying field

	STmToTmProtocol
	tmprotDescribed

	STxInfo
	guidSignature



[bookmark: section_6edc62dae1bd4062be5ebe8094d29b03][bookmark: _Toc492419629]Common Structures
[bookmark: section_ab2000696f424a7ca25de5f943499a75][bookmark: _Toc492419630]MESSAGE_PACKET
The MESSAGE_PACKET structure defines the initial message fields that are contained by all message tags (MTAG)s in this protocol, as specified in [MS-CMP] section 2.2.2.
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	1
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	2
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	3
0
	1

	MsgTag

	fIsMaster

	dwConnectionId

	dwUserMsgType

	dwcbVarLenData

	dwReserved1


MsgTag (4 bytes): A 4-byte integer value that describes the OLE transaction message type. For all uses in this document, this value MUST be 0x00000FFF, which indicates MTAG_USER_MESSAGE, as specified in [MS-CMP] section 2.2.8.
fIsMaster (4 bytes): A 4-byte value indicating the direction of the message in the conversation.
This value MUST be one of the following values. 
	Value
	Meaning

	0x00000000
	The message is sent by the party that accepted the connection.

	0x00000001
	The message is sent by the party that initiated the connection.


dwConnectionId (4 bytes): A 4-byte integer value that MUST contain the unique identifier for the associated connection.
dwUserMsgType (4 bytes): This field contains the message type identifier. Each MTAG that is defined in this section MUST specify a distinct value for this field for a specified connection type.
dwcbVarLenData (4 bytes): An unsigned 4-byte integer value that MUST contain the size, in bytes, of the message buffer that contains the MESSAGE_PACKET structure, minus the size, in bytes, of the MESSAGE_PACKET structure itself.
[bookmark: Appendix_A_Target_10]dwReserved1 (4 bytes): Reserved. This value MAY be set to any implementation-specific value and MUST be ignored on receipt.<10>
[bookmark: section_65edf39f9e0447678a1e7c78ca7dc0be][bookmark: _Toc492419631]OLETX_TM_ADDR
The OLETX_TM_ADDR structure is used to represent the address of a transaction manager. 
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	guidSignature (16 bytes)

	...

	...

	guidEndpoint (16 bytes)

	...

	...

	grbComProtsSupported

	wszHostName (variable)

	...


guidSignature (16 bytes): This field contains a signature value for this structure. The value MUST be the binary representation of the GUID {DC85CB48-D8A5-11d2-828B-00805F0DF75A}.
guidEndpoint (16 bytes): This field MUST contain a GUID that specifies the contact identifier of the transaction manager.
grbComProtsSupported (4 bytes): Indicates the RPC transports for which the transaction manager is listening. The value MUST be the result of the bitwise OR combination of one or more flags as specified in [MS-CMPO] section 2.2.4.
wszHostName (variable): This field MUST contain a null-terminated, little-endian UTF-16 encoded string that specifies the NetBIOS host name of the transaction manager. This field MUST NOT contain a Unicode byte-order-mark (BOM) character. The length of this field MUST be 2 to 32 bytes, inclusive. For details about Unicode and character sets, see [MSDN-ANSI].
For specific information on NetBIOS, see [NETBEUI], [RFC1001], and [RFC1002].
[bookmark: section_a8191f0cf5d44b8685fafc6cf91b3e5f][bookmark: _Toc492419632]OLETX_VARLEN_STRING
 The OLETX_VARLEN_STRING structure is used to represent a byte-counted variable-length string.
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	cbLength

	szString (variable)

	...


cbLength (4 bytes): An unsigned integer that MUST contain the number of bytes in the szString field.
szString (variable): A Latin-1 string as specified in [ISO/IEC-8859-1] without a final null-terminating character. This field MUST be cbLength bytes in length. If cbLength is zero, this field MUST NOT be present.
[bookmark: section_e011886a3f2242b7b4bb920eaee71c9f][bookmark: _Toc492419633]Transaction Propagation Structures
[bookmark: section_4e34de7eca76477286e44494d7a02907][bookmark: _Toc492419634]Associate_Msg_Version2
 The Associate_Msg_Version2 structure contains the NetBIOS host name of a transaction manager.
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	cbHostNameW

	wszHostName (variable)

	...


cbHostNameW (4 bytes): The size, in bytes, of wszHostName, including the null terminator. The value of this field MUST be in the range 2 to 32 bytes, inclusive.
wszHostName (variable):  A null-terminated, little-endian UTF-16 encoded string that contains a NetBIOS host name. This string MUST have the length that is specified by cbHostNameW and MUST NOT contain a Unicode BOM character. 
[bookmark: section_ea02bb01e8b142048ef2804029cf5e67][bookmark: _Toc492419635]Associate_Msg_Version3
[bookmark: Appendix_A_Target_11]The Associate_Msg_Version3 structure contains information about the transaction protocol support of a transaction manager.<11>
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	fNetworkTxEnabled

	fTipEnabled

	cbTipTmUrl

	szTipTmUrl (variable)

	...


fNetworkTxEnabled (4 bytes): This field indicates if network access is enabled or disabled on the transaction manager. If network access is disabled, this field MUST be set to zero. If network access is enabled, this field MUST be set to a nonzero value.
fTipEnabled (4 bytes): This field indicates if the transaction Internet Protocol (TIP) is enabled or disabled on the transaction manager, as specified in [RFC2371]. If TIP is disabled, this field MUST be set to zero. If TIP is enabled, this field MUST be set to a nonzero value. For more information about the TIP protocol, see [RFC2371] for details.
cbTipTmUrl (4 bytes): This field MUST contain the size, in bytes, of szTipTmUrl, including the null terminator. The value of this field MUST be greater than or equal to 0. 
szTipTmUrl (variable): A null-terminated Latin-1 ANSI string, as specified in [ISO/IEC-8859-1], that MUST contain the URL of the TIP transaction manager on the node that created this propagation token. If cbTipTmUrl is zero, this field MUST NOT be present. Otherwise, this field MUST have the length specified by cbTipTmUrl.
[bookmark: section_a117a968389b49879ac17fb74e98ca24][bookmark: _Toc492419636]NAMEOBJECTBLOB
The NAMEOBJECTBLOB structure contains information to identify and locate a transaction manager.
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	szGuid (40 bytes)

	...

	...

	dwcbHostName

	dwReserved1

	grbComProtsSupported

	szHostName (variable)

	...


szGuid (40 bytes): A fixed-size array containing a null-terminated Latin-1 ANSI string, as specified in [ISO/IEC-8859-1], that contains a GUID that is formatted into a string, as specified in [C706], Appendix A, UUID. This string MUST identify the contact identifier for the transaction manager instance that is located at the node that is identified by the host name. Storage after the initial null MUST be ignored on receipt.
dwcbHostName (4 bytes): This field MUST contain the size, in bytes, of the szHostName field, including the null terminator. The value of this field MUST be in the range 1 to 16, inclusive.
[bookmark: Appendix_A_Target_12]dwReserved1 (4 bytes): Reserved. This field MUST be set to an implementation-specific value and MUST be ignored on receipt. The default value of this field is 0xCD64CD64.<12>
grbComProtsSupported (4 bytes): Indicates which RPC transports the transaction manager is able to use to communicate. The value MUST be the result of a bitwise OR operation of one or more flags, as specified in [MS-CMPO]. The COM_PROTOCOL data type is implemented as specified in [MS-CMPO] section 2.2.4. 
szHostName (variable): A null-terminated Latin-1 ANSI string, as specified in [ISO/IEC-8859-1], that MUST specify the host name of the transaction manager instance. It MUST have the length specified by dwcbHostName.
[bookmark: section_f5911ac27663477bbf768d4d01cc090c][bookmark: _Toc492419637]Propagation_Token
The Propagation Token structure is used for performing pull-based transaction propagation. This structure contains information about a transaction and about a superior transaction manager that is available for use by participants to enlist on the transaction.
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	dwVersionMin

	dwVersionMax

	guidTx (16 bytes)

	...

	...

	isoLevel

	isoFlags

	cbSourceTmAddr

	szDesc (40 bytes)

	...

	...

	NameObject (variable)

	...

	AssociateMsgVersion2 (variable)

	...

	AssociateMsgVersion3 (variable)

	...


dwVersionMin (4 bytes): The minimum version of the transaction information structure that accompanies the Propagation Token. The value MUST be set to 1.
[bookmark: Appendix_A_Target_13]dwVersionMax (4 bytes): The maximum version of the transaction information structure that accompanies the Propagation Token. The value MUST be 1, 2, or 3.<13>
guidTx (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
isoLevel (4 bytes): The isolation level of the transaction. This field MUST contain one value from the OLETX_ISOLATION_LEVEL enumeration.
isoFlags (4 bytes): The isolation flags for the transaction. This field MUST contain the result of a bitwise OR operation of zero or more OLETX_ISOLATION_FLAGS flags, as specified in section 2.2.6.8.
cbSourceTmAddr (4 bytes): This field MUST contain the total size, in bytes, of the space that is used by the NameObject, AssociateMsgVersion2, and AssociateMsgVersion3 fields.
szDesc (40 bytes): The description of the transaction, as a fixed-size array of 40 bytes containing a null-terminated Latin-1 ANSI string, as specified in [ISO/IEC-8859-1]. This field MUST be set to an implementation-specific value. Any bytes that follow the first null-terminator character SHOULD be ignored on receipt.
NameObject (variable): This field MUST be a NAMEOBJECTBLOB structure that contains contact information about the transaction manager that is referenced by the Propagation Token.
AssociateMsgVersion2 (variable): This field MUST be an Associate_Msg_Version2 structure that contains the NetBIOS host name for the transaction manager that is referenced by the Propagation Token. If dwVersionMax is 1, then this field MUST NOT be present; otherwise, it MUST be present. If this field is present, the contents MUST override the szHostName value in the NameObject field.
AssociateMsgVersion3 (variable): This field MUST be an Associate_Msg_Version3 structure that contains information about the transaction protocol support for the transaction manager that is referenced by the Propagation Token. If dwVersionMax is 3, then this field MUST be present; otherwise, it MUST NOT be present.
[bookmark: section_8be5f43ef0794710b94fe7237265b0d0][bookmark: _Toc492419638]SDtcCmEndpointInfoV1
The SDtcCmEndpointInfoV1 structure contains data used to connect to a transaction manager that supports the OleTx protocol.
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	comprotSupported

	guidEndpointID (16 bytes)

	...

	...

	szHostname (variable)

	...


comprotSupported (4 bytes): Indicates which RPC transports the transaction manager supports for communication. The value MUST be the result of the bitwise OR combination of one or more flags as specified in [MS-CMPO]. The COM_PROTOCOL data type is implemented as specified in [MS-CMPO] section 2.2.4. 
guidEndpointID (16 bytes): This field MUST be a GUID that specifies the contact identifier of the transaction manager.
szHostname (variable): A null-terminated Latin-1 ANSI character string, as specified in [ISO/IEC-8859-1], that MUST specify the host name for the transaction manager endpoint. This field MUST be between 1 and 16 bytes in length, inclusive.
[bookmark: section_425f2379d3f144bdb21ee694031ef17d][bookmark: _Toc492419639]SDtcCmEndpointInfoV2
The SDtcCmEndpointInfoV2 structure contains extended information that is used, along with the contents of the SDtcCmEndpointInfoV1 (section 2.2.5.5) structure, to connect to a transaction manager that supports the OleTx protocol.
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	wszHostname (variable)

	...


wszHostname (variable): A null-terminated little-endian UTF-16 character string that specifies the NetBIOS host name for the transaction manager endpoint. This field MUST be between 2 and 32 bytes in length, inclusive, and MUST NOT contain a Unicode BOM character.
[bookmark: section_3fa0a92033f1442fa70f4b2d71c99392][bookmark: _Toc492419640]SOleTxInfoForTip
The SOleTxInfoForTip structure contains data that is specific to the Transaction Internet Protocol (TIP) for an exported transaction. 
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	szDescription (40 bytes)

	...

	...

	isoLevel

	isoFlags

	szTipTmUrl (variable)

	...


szDescription (40 bytes): See the szDesc field in Propagation Token (section 2.2.5.4) for details.
isoLevel (4 bytes): The isolation level of the transaction. The value MUST be one as specified in the OLETX_ISOLATION_LEVEL (section 2.2.6.9) enumeration.
isoFlags (4 bytes): The isolation flags for the transaction. The value MUST be a legal combination of values from the OLETX_ISOLATION_FLAGS (section 2.2.6.8) enumeration.
szTipTmUrl (variable): A null-terminated Latin-1 ANSI string, as specified in [ISO/IEC-8859-1], that MUST specify the TIP URL of the transaction manager, as specified in [RFC2371].
[bookmark: section_5a2ffbe9b15342e0856fae8b23f78a4a][bookmark: _Toc492419641]SExtendedEndpointInfo
The SExtendedEndpointInfo packet contains data to represent endpoint information that is available for use to connect to a protocol extension that is hosted by a transaction manager. This structure does not specify its own length. Therefore, it MUST be used in a context that specifies the actual length.
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	guidProtocolExtension (16 bytes)

	...

	...

	rgbProtocolExtensionData (variable)

	...


guidProtocolExtension (16 bytes): This field MUST contain a GUID that specifies the protocol extension that contributed this extended endpoint information.
rgbProtocolExtensionData (variable): This field MUST contain data that is contributed by a protocol extension that represents protocol extension-specific endpoint information. The format and size of this data is specific to the respective extension protocol. This data MUST NOT be interpreted by an application or other transaction participant unless it recognizes the guidProtocolExtension field.
[bookmark: section_cdd7a2a8da414737a7b0c2d779012a8f][bookmark: _Toc492419642]STmToTmProtocol
The STmToTmProtocol structure contains protocol-specific endpoint information for the transaction manager.
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	tmprotDescribed

	cbTmProtocolData

	rgbTmProtocolData (variable)

	...


[bookmark: Appendix_A_Target_14]tmprotDescribed (4 bytes): This field specifies the type of transaction manager-to-transaction manager protocol-specific data for this transaction. This MUST be one of the values specified in TM_Protocol (section 2.2.6.2).<14>
cbTmProtocolData (4 bytes): This field MUST specify the length, in bytes, of the rgbTmProtocolData field.
rgbTmProtocolData (variable): The transaction manager protocol-specific data for this transaction. If the cbTmProtocolData field is 0x00000000, this field MUST NOT be present. Otherwise, the format of this field depends on the value of the tmprotDescribed field, which MUST be one of the following values.
	tmprotDescribed name/value
	Meaning

	TmProtocolMsdtcV1 0x00000002
	This field MUST contain an SDtcCmEndpointInfoV1 (section 2.2.5.5) structure that contains data that is used to connect to an OleTx transaction manager. The cbTmProtocolData field MUST be at least 21.

	TmProtocolMsdtcV2 0x00000003
	This field MUST contain an SDtcCmEndpointInfoV2 (section 2.2.5.6) structure that contains additional data that is used to connect to an OleTx transaction manager. The cbTmProtocolData field MUST be at least 2.

	TmProtocolExtended 0x00000004
	This field MUST contain an SExtendedEndpointInfo (section 2.2.5.8) structure for an extension protocol. The cbTmProtocolData field MUST be at least 16.



[bookmark: section_d3244003a8f547919f686ac96524a28d][bookmark: _Toc492419643]STxInfo
The STxInfo structure represents an exported transaction during push-based transaction propagation. The information in this structure is passed to a transaction manager in order to import a transaction.
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	1
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	2
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	3
0
	1

	guidSignature (16 bytes)

	...

	...

	uowTx (16 bytes, optional)

	...

	...

	tmprotUsed (optional)

	cbProtocolSpecificTxInfo (optional)

	protocolSpecificTxInfo (variable)

	...


guidSignature (16 bytes): This field MUST be a GUID that either specifies the transaction identifier or specifies a signature value that indicates that the fields following this field are present in the structure. If the field contains the binary value representation of the GUID {2adb4463-bd41-11d0-b12e-00c04fc2f3ef}, the fields uowTx, tmprotUsed, and cbProtocolSpecificTxInfo MUST be present. For all other values, this field MUST specify the GUID of the transaction to be imported, and all other fields MUST NOT be present. This field MUST be set to the binary value representation of the GUID {2adb4463-bd41-11d0-b12e-00c04fc2f3ef} or to the GUID of the transaction based on the protocol version as specified in section 2.2.1.1.1.
uowTx (16 bytes): If present, this field MUST be a GUID that specifies the transaction identifier.
tmprotUsed (4 bytes): If present, this field MUST specify the format of the data in the protocolSpecificTxInfo field. The value MUST be one that is as specified in TM_PROTOCOL (section 2.2.6.2). 
cbProtocolSpecificTxInfo (4 bytes): If present, this field MUST contain the size of the protocol-specific data. This value MUST be zero, unless tmprotUsed contains the value TmProtocolTip, in which case the value MUST be determined by adding the size of the SOleTxInfoForTip (section 2.2.5.7) structure and the size, in bytes, of the szTipTmUrl field in the SOleTxInfoForTip structure, including the null terminator.
protocolSpecificTxInfo (variable):  If present, this field MUST contain a SOleTxInfoForTip (section 2.2.5.7) structure. If the cbProtocolSpecificTxInfo field is present and has a nonzero value, this field MUST be present. Otherwise, this field MUST not be present.
[bookmark: section_f5ab232710b0469cac79f35da8daa3ff][bookmark: _Toc492419644]SWhereabouts
The SWhereabouts structure describes the location of a transaction manager and the protocols that MUST be used to contact it.
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	guidSignature (16 bytes)

	...

	...

	cTmToTmProtocols

	rgtmprotUsableList (variable)

	...


guidSignature (16 bytes): This field contains a signature value for this structure. The value MUST be the binary representation of the GUID {2adb4462-bd41-11d0-b12e-00c04fc2f3ef}.
cTmToTmProtocols (4 bytes): This field MUST contain the number of STmToTmProtocol (section 2.2.5.9) structures present in the rgtmprotUsableList field. This value MUST be at least 1.
rgtmprotUsableList (variable): This field MUST contain an unordered list of STmToTmProtocol structures with protocol-specific connection information for this transaction manager. Each entry MUST be aligned on a 4-byte boundary by padding with arbitrary values that MUST be ignored on receipt. A list that contains an STmToTmProtocol structure with a tmprotDescribed value of TmProtocolMsdtcV2 MUST also contain an STmToTmProtocol structure with a tmprotDescribed value of TmProtocolMsdtcV1. In this case, the wszHostName value in the SDtcCmEndpointV2 structure MUST be used in place of the szHostName value in the SDtcCmEndpointV1 structure.
[bookmark: section_b254bf60128540cf97e5a3138f2ca682][bookmark: _Toc492419645]Transaction Enumerations
[bookmark: section_590fe0b3b19540969f6c0ce8f0adbba2][bookmark: _Toc492419646]Connection Types
The CONNTYPE enumeration defines the connection types that are used by MSDTC Connection Manager: OleTx Multiplexing Protocol Specification.
typedef  enum 
{
  CONNTYPE_TXUSER_BEGINNER = 0x00000001,
  CONNTYPE_TXUSER_IMPORT = 0x00000002,
  CONNTYPE_TXUSER_ENLISTMENT = 0x00000003,
  CONNTYPE_TXUSER_EXPORT = 0x00000004,
  CONNTYPE_TXUSER_RESOURCEMANAGER = 0x00000005,
  CONNTYPE_TXUSER_REENLIST = 0x00000006,
  CONNTYPE_TXUSER_RESOLVE = 0x00000007,
  CONNTYPE_TXUSER_VOTER = 0x00000009,
  CONNTYPE_TXUSER_ASSOCIATE = 0x00000011,
  CONNTYPE_TXUSER_GETTXDETAILS = 0x00000022,
  CONNTYPE_TXUSER_PHASE0 = 0x00000024,
  CONNTYPE_TXUSER_BEGIN2 = 0x00000028,
  CONNTYPE_TXUSER_IMPORT2 = 0x00000033,
  CONNTYPE_TXUSER_GETSECURITYFLAGS = 0x00000035,
  CONNTYPE_TXUSER_TRACE = 0x00000036,
  CONNTYPE_TXUSER_SETTXTIMEOUT = 0x00000037,
  CONNTYPE_TXUSER_SETTXTIMEOUT2 = 0x00000038,
  CONNTYPE_TXUSER_PROMOTE = 0x00000039,
  CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS = 0x0000003D,
  CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL = 0x00000046,
  CONNTYPE_TXUSER_EXPORT2 = 0x00000048,
  CONNTYPE_PARTNERTM_PROPAGATE = 0x00000101,
  CONNTYPE_PARTNERTM_REDELIVERCOMMIT = 0x00000102,
  CONNTYPE_PARTNERTM_CHECKABORT = 0x00000103,
  CONNTYPE_PARTNERTM_BRANCH = 0x00000104
} CONNTYPE;
CONNTYPE_TXUSER_BEGINNER:  This connection type is used by applications that begin, commit, and roll back transactions.
CONNTYPE_TXUSER_IMPORT:  This connection type is used by a destination application to complete a push propagation that is initiated by a source application.
CONNTYPE_TXUSER_ENLISTMENT:  This connection type is used by a durable resource manager to establish an enlistment with its transaction manager.
CONNTYPE_TXUSER_EXPORT:  This connection type is used by a source application to initiate a push propagation to a destination application.
CONNTYPE_TXUSER_RESOURCEMANAGER:  This connection type is used by a durable resource manager to register with its transaction manager.
CONNTYPE_TXUSER_REENLIST:  This connection type is used by a durable resource manager to determine the outcome of an In Doubt transaction.
CONNTYPE_TXUSER_RESOLVE:  This connection type is used by an application either to manually resolve the outcome of an In Doubt transaction or to cause its transaction manager to forget a transaction that is in the Failed to Notify state.
CONNTYPE_TXUSER_VOTER:  This connection type is used by a volatile resource manager to establish a voter enlistment with its transaction manager.
CONNTYPE_TXUSER_ASSOCIATE:  This connection type is used by a destination application to complete the pull propagation of a transaction from a source application.
CONNTYPE_TXUSER_GETTXDETAILS:  This connection type is used by an application to retrieve details about a transaction from its transaction manager.
CONNTYPE_TXUSER_PHASE0:  This connection type is used by a resource manager to enlist for Phase Zero notifications from its transaction manager.
CONNTYPE_TXUSER_BEGIN2:  This connection type is used by an application to begin, commit, or roll back a transaction or to change the time-out of a transaction. This connection type supersedes CONNTYPE_TXUSER_BEGINNER and CONNTYPE_TXUSER_SETTXTIMEOUT2.
CONNTYPE_TXUSER_IMPORT2:  This connection type is used by a destination application to complete a Push Propagation that is initiated by a source application. This connection type supersedes CONNTYPE_TXUSER_IMPORT.
CONNTYPE_TXUSER_GETSECURITYFLAGS:  This connection type is used by an application to obtain the security configuration of its transaction manager.
CONNTYPE_TXUSER_TRACE:  This connection type is used by an application to ask its transaction manager to trace the status of a transaction by using an implementation-specific mechanism.
CONNTYPE_TXUSER_SETTXTIMEOUT:  This connection type is used by an application to modify the time-out of a transaction.
CONNTYPE_TXUSER_SETTXTIMEOUT2:  This connection type is used by an application to query the transaction manager's support for modifying the time-out of a transaction.
CONNTYPE_TXUSER_PROMOTE:  This connection type is used by an application to: 
· Begin a transaction using an application-specified transaction identity
· Commit or rollback a transaction
· Change the time-out of a transaction
This connection type supersedes CONNTYPE_TXUSER_SETTXTIMEOUT2.
CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS:  This connection type is used by an application to obtain Extended Whereabouts from its transaction manager.
CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL:  This connection type is used by a durable resource manager to register with a transaction manager and to detect duplicate registrations. This connection type supersedes CONNTYPE_TXUSER_RESOURCEMANAGER.
CONNTYPE_TXUSER_EXPORT2:  This connection type is used by a source application to initiate a push propagation to a destination application. This connection type supersedes CONNTYPE_TXUSER_EXPORT.
CONNTYPE_PARTNERTM_PROPAGATE:  This connection type is used by a superior transaction manager to do a push propagation of a transaction to its subordinate transaction manager and to execute the Two-Phase Commit Protocol.
CONNTYPE_PARTNERTM_REDELIVERCOMMIT:  This connection type is used by a superior transaction manager to redeliver a Commit notification for a transaction to its subordinate transaction manager.
CONNTYPE_PARTNERTM_CHECKABORT:  This connection type is used by a subordinate transaction manager to query the outcome of a transaction from its superior transaction manager.
CONNTYPE_PARTNERTM_BRANCH:  A subordinate transaction manager uses this connection type to register a new subordinate enlistment with a superior transaction manager.
[bookmark: section_0ebde158e6064ace89e48d1b417c8ba3][bookmark: _Toc492419647]TM_Protocol
The TM_PROTOCOL enumeration defines types of transaction manager-to-transaction manager protocols that are available for use.
typedef  enum 
{
  TmProtocolNone = 0,
  TmProtocolTip = 1,
  TmProtocolMsdtcV1 = 2,
  TmProtocolMsdtcV2 = 3,
  TmProtocolExtended = 4
} TM_PROTOCOL;
TmProtocolNone:  No transaction manager-to-transaction manager protocol is available.
TmProtocolTip:  The Transaction Internet Protocol (TIP) protocol is available.
TmProtocolMsdtcV1:  The OleTx protocol is available with information contained in SDtcCmEndpointInfoV1 structure.
TmProtocolMsdtcV2:  The OleTx protocol is available with extended information contained in SDtcCmEndpointInfoV2 structure along with SDtcCmEndpointInfoV1 structure.
TmProtocolExtended:  An extension protocol is available.
[bookmark: section_656369e32b5c4c5899afe55df3141254][bookmark: _Toc492419648]TXUSER_ENLISTMENT_PREPAREREQDONE_RESPONSE
The TXUSER_ENLISTMENT_PREPAREREQDONE_RESPONSE enumeration defines the status values for a prepare request from a subordinate resource manager.
typedef  enum 
{
  TXUSER_ENLISTMENT_PREPAREREQDONE_OK = 0,
  TXUSER_ENLISTMENT_PREPAREREQDONE_ABORT = 1,
  TXUSER_ENLISTMENT_PREPAREREQDONE_READONLY = 2,
  TXUSER_ENLISTMENT_PREPAREREQDONE_SINGLEPHASE_COMMIT = 3
} TXUSER_ENLISTMENT_PREPAREREQDONE_RESPONSE;
TXUSER_ENLISTMENT_PREPAREREQDONE_OK:  The prepare request was successful, and the enlistment requires the transaction outcome.
TXUSER_ENLISTMENT_PREPAREREQDONE_ABORT:  The prepare request was unsuccessful, and the transaction MUST be aborted.
TXUSER_ENLISTMENT_PREPAREREQDONE_READONLY:  The request to prepare the transaction for commitment was successful, and no further involvement in the transaction is required.
TXUSER_ENLISTMENT_PREPAREREQDONE_SINGLEPHASE_COMMIT:  The sender chose the single-phase commit option and committed the transaction.
[bookmark: section_ec53e7d8064443b48825ce7fd623510e][bookmark: _Toc492419649]PARTNERTM_PROPAGATE_PREPAREREQDONE_RESPONSE
The PARTNERTM_PROPAGATE_PREPAREREQDONE_RESPONSE enumeration defines the status values for a prepare request from a subordinate transaction manager.
typedef  enum 
{
  PARTNERTM_PROPAGATE_PREPAREREQDONE_OK = 0,
  PARTNERTM_PROPAGATE_PREPAREREQDONE_ABORT = 1,
  PARTNERTM_PROPAGATE_PREPAREREQDONE_READ_ONLY = 2,
  PARTNERTM_PROPAGATE_PREPAREREQDONE_SINGLEPHASE_COMMIT = 3,
  PARTNERTM_PROPAGATE_PREPAREREQDONE_SINGLEPHASE_INDOUBT = 4
} PARTNERTM_PROPAGATE_PREPAREREQDONE_RESPONSE;
PARTNERTM_PROPAGATE_PREPAREREQDONE_OK:  The prepare request was successful, and the enlistment requires the transaction outcome.
PARTNERTM_PROPAGATE_PREPAREREQDONE_ABORT:  The prepare request was unsuccessful, and the transaction MUST be aborted.
PARTNERTM_PROPAGATE_PREPAREREQDONE_READ_ONLY:  The request to prepare the transaction for commitment was successful, and no further involvement in the transaction is required.
PARTNERTM_PROPAGATE_PREPAREREQDONE_SINGLEPHASE_COMMIT:  The sender chose the single-phase commit option and committed the transaction.
PARTNERTM_PROPAGATE_PREPAREREQDONE_SINGLEPHASE_INDOUBT:  The prepare request was unsuccessful, and the transaction outcome is no longer determinable.
[bookmark: section_2e3f22d9a8154b82b63a552b46b0a5dc][bookmark: _Toc492419650]TXUSER_VOTER_VOTERREQDONE_RESPONSE
The TXUSER_VOTER_VOTERREQDONE_RESPONSE enumeration defines the status values for a prepare request from a subordinate resource manager.
typedef  enum 
{
  TXUSER_VOTER_VOTEREQDONE_OK = 0,
  TXUSER_VOTER_VOTEREQDONE_OK_NONOTIFY = 1,
  TXUSER_VOTER_VOTEREQDONE_ABORT = 2
} TXUSER_VOTER_VOTERREQDONE_RESPONSE;
TXUSER_VOTER_VOTEREQDONE_OK:  The prepare request was successful, and the voter requires the transaction outcome.
TXUSER_VOTER_VOTEREQDONE_OK_NONOTIFY:  The prepare request was successful, and the voter does not require the transaction outcome.
TXUSER_VOTER_VOTEREQDONE_ABORT:  The prepare request was unsuccessful, and the transaction MUST be aborted.
[bookmark: section_2178ac4962324a6085b825d92b3beddf][bookmark: _Toc492419651]TRUN_TXBEGIN_ERRORS
The TRUN_TXBEGIN_ERRORS enumeration defines the completion status values for requests from an application to perform the following steps in a transaction: begin, set time-out, commit, or abort a transaction.
typedef  enum 
{
  TRUN_TXBEGIN_ERROR_NO_MEM = 1,
  TRUN_TXBEGIN_ERROR_BEGIN_LOG_FULL = 20,
  TRUN_TXBEGIN_ERROR_NOTIFY_ABORTED = 30,
  TRUN_TXBEGIN_ERROR_NOTIFY_COMMITTED = 31,
  TRUN_TXBEGIN_ERROR_NOTIFY_INDOUBT = 32,
  TRUN_TXBEGIN_ERROR_DUPLICATE_GUID = 33
} TRUN_TXBEGIN_ERRORS;
TRUN_TXBEGIN_ERROR_NO_MEM:  There was insufficient memory to allocate the data structures necessary to create the new transaction.
TRUN_TXBEGIN_ERROR_BEGIN_LOG_FULL:  There was insufficient space in the transaction manager log to accommodate a new transaction.
TRUN_TXBEGIN_ERROR_NOTIFY_ABORTED:  The transaction has aborted.
TRUN_TXBEGIN_ERROR_NOTIFY_COMMITTED:  The transaction has committed.
TRUN_TXBEGIN_ERROR_NOTIFY_INDOUBT:  The transaction has completed, but the outcome is no longer determinable. This occurs if the transaction manager delegated the commit decision to a subordinate through the single-phase commit protocol and if the connection to that subordinate terminated before the result could be reported.
TRUN_TXBEGIN_ERROR_DUPLICATE_GUID:  An attempt was made to create or promote a transaction, but a transaction with the specified transaction identifier already exists.
[bookmark: section_6c8a03f0aa8a41778168cb04cf03ba34][bookmark: _Toc492419652]TRUN_TXIMPORT_ERRORS
The TRUN_TXIMPORT_ERRORS enumeration defines the completion status values for requests to import a transaction or to abort a transaction that was previously imported.
typedef  enum 
{
  TRUN_TXIMPORT_ERROR_NO_MEM = 1,
  TRUN_TXIMPORT_ERROR_IMPORT_TX_NOT_FOUND = 20,
  TRUN_TXIMPORT_ERROR_NOTIFY_ABORTED = 30,
  TRUN_TXIMPORT_ERROR_NOTIFY_COMMITTED = 31,
  TRUN_TXIMPORT_ERROR_NOTIFY_INDOUBT = 32
} TRUN_TXIMPORT_ERRORS;
TRUN_TXIMPORT_ERROR_NO_MEM:  There was not enough memory to complete the operation.
TRUN_TXIMPORT_ERROR_IMPORT_TX_NOT_FOUND:  The specified transaction was not found.
TRUN_TXIMPORT_ERROR_NOTIFY_ABORTED:  The transaction aborted.
TRUN_TXIMPORT_ERROR_NOTIFY_COMMITTED:  The transaction committed.
TRUN_TXIMPORT_ERROR_NOTIFY_INDOUBT:  The transaction completed, but the outcome could not be determined.
[bookmark: section_a2ed356477a44b85b07ad2c3c9c26ec0][bookmark: _Toc492419653]OLETX_ISOLATION_FLAGS
The OLETX_ISOLATION_FLAGS bitfield enumeration values specify isolation flags for a transaction.
typedef  enum 
{
  ISOFLAG_RETAIN_DEFAULT = 0x00000000,
  ISOFLAG_RETAIN_COMMIT_DC = 0x00000001,
  ISOFLAG_RETAIN_COMMIT = 0x00000002,
  ISOFLAG_RETAIN_COMMIT_NO = 0x00000003,
  ISOFLAG_RETAIN_ABORT_DC = 0x00000004,
  ISOFLAG_RETAIN_ABORT = 0x00000008,
  ISOFLAG_RETAIN_ABORT_NO = 0x0000000C,
  ISOFLAG_RETAIN_DONTCARE = 0x00000005,
  ISOFLAG_RETAIN_BOTH = 0x0000000A,
  ISOFLAG_RETAIN_NONE = 0x0000000F,
  ISOFLAG_OPTIMISTIC = 0x00000010,
  ISOFLAG_READONLY = 0x00000020
} OLETX_ISOLATION_FLAGS;
ISOFLAG_RETAIN_DEFAULT:  Default value if no other value has been set.
ISOFLAG_RETAIN_COMMIT_DC:  Retain locks on transaction commit, regardless of the success or failure of that commit request.
If this value is set, then ISOFLAG_RETAIN_COMMIT and ISOFLAG_RETAIN_COMMIT_NO MUST NOT be set.
ISOFLAG_RETAIN_COMMIT:  Retain locks on a successful transaction commit. 
If this value is set, then ISOFLAG_RETAIN_COMMIT_DC and ISOFLAG_RETAIN_COMMIT_NO MUST NOT be set.
ISOFLAG_RETAIN_COMMIT_NO:  Do not retain locks on a transaction commit. 
If this value is set, then ISOFLAG_RETAIN_COMMIT_DC and ISOFLAG_RETAIN_COMMIT MUST NOT be set.
ISOFLAG_RETAIN_ABORT_DC:  Retain locks on transaction abort, regardless of the success or failure of that Abort request. 
If this value is set, then ISOFLAG_RETAIN_ABORT and ISOFLAG_RETAIN_ABORT_NO MUST NOT be set.
ISOFLAG_RETAIN_ABORT:  Retain locks on a successful transaction abort. 
If this value is set, then ISOFLAG_RETAIN_ABORT_DC and ISOFLAG_RETAIN_ABORT_NO MUST NOT be set.
ISOFLAG_RETAIN_ABORT_NO:  Do not retain locks on a transaction abort.
If this value is set, then ISOFLAG_RETAIN_ABORT and ISOFLAG_RETAIN_ABORT_DC MUST NOT be set.
ISOFLAG_RETAIN_DONTCARE:  Retain locks on all transaction termination requests, regardless of whether the request was to abort or commit.
This is a synonym for selecting ISOFLAG_RETAIN_COMMIT_DC and ISOFLAG_RETAIN_ABORT_DC.
ISOFLAG_RETAIN_BOTH:  Retain locks on all successful transaction termination requests, regardless of whether or not the request was to abort or commit. 
This is a synonym for selecting ISOFLAG_RETAIN_COMMIT and ISOFLAG_RETAIN_ABORT.
ISOFLAG_RETAIN_NONE:  Do not retain locks on any transaction termination requests.
This is a synonym for selecting ISOFLAG_RETAIN_COMMIT_NO and ISOFLAG_RETAIN_ABORT_NO.
ISOFLAG_OPTIMISTIC:  Optimistic locking is allowed.
ISOFLAG_READONLY:  The transaction is not expected to modify data.
[bookmark: section_0d6f3fa3707441938621119e418b05b5][bookmark: _Toc492419654]OLETX_ISOLATION_LEVEL
The OLETX_ISOLATION_LEVEL enumeration values specify the isolation levels of a transaction. The values of the OLETX_ISOLATION_LEVEL enumeration are not interpreted by the transaction manager. They are typically interpreted by resource managers that implement data isolation. These values are transported by the transaction manager from the root application to the resource managers.
typedef  enum 
{
  ISOLATIONLEVEL_UNSPECIFIED = 0xffffffff,
  ISOLATIONLEVEL_CHAOS = 0x00000010,
  ISOLATIONLEVEL_READUNCOMMITTED = 0x00000100,
  ISOLATIONLEVEL_READCOMMITTED = 0x00001000,
  ISOLATIONLEVEL_REPEATABLEREAD = 0x00010000,
  ISOLATIONLEVEL_SERIALIZABLE = 0x00100000
} OLETX_ISOLATION_LEVEL;
ISOLATIONLEVEL_UNSPECIFIED:  No isolation level was specified. 
ISOLATIONLEVEL_CHAOS:  Data is not isolated.
ISOLATIONLEVEL_READUNCOMMITTED:  A transaction can read any data, even if it is being modified by another transaction. Any type of new data can be inserted during a transaction. 
ISOLATIONLEVEL_READCOMMITTED:  A transaction MUST NOT read data that is being modified by another transaction that has not committed. Any type of new data can be inserted during a transaction.
ISOLATIONLEVEL_REPEATABLEREAD:  Data read by a current transaction MUST NOT be changed by another transaction until the current transaction finishes. Any type of new data can be inserted during a transaction.
ISOLATIONLEVEL_SERIALIZABLE:  Data read by a current transaction MUST NOT be changed by another transaction until the current transaction finishes. New data MUST NOT be inserted by another transaction that would affect the current transaction.
[bookmark: section_cb6d8f7e42cd4c1488076a44ffcc954f][bookmark: _Toc492419655]Transaction Constants
[bookmark: section_aaaba3a71f2d4ccf86838bb3e79cfd98][bookmark: _Toc492419656]GRFRM
This MUST be a 32-bit unsigned integer that contains an implementation-defined value. This value SHOULD be ignored on receipt.
[bookmark: section_0872e6b2773342c1a5f6d553970b2405][bookmark: _Toc492419657]DTCADVCONFIG
[bookmark: section_dd9cd868414b4026a88e859aac9ec170][bookmark: _Toc492419658]DTCADVCONFIG_OPTIONS
These flags indicate the support for various miscellaneous options supported by the Core Transaction Manager Facet (section 1.3.3.3.1).
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Marker Bits
	Value
	Description

	A
                 
	DTCADVCONFIG_OPTIONS_LUTRANSACTIONS_DISABLE
This bit corresponds to the Allow LUTransactions flag maintained by the Core Transaction Manager Facet, as defined in Core Transaction Manager Facet Details (section 3.2). 

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.

	X
                 
	SHOULD be set to zero, and MUST be ignored when read.



[bookmark: section_3a147ba0feee4f0299dee5dea17a9548][bookmark: _Toc492419659]Connection Types Relevant to Applications
[bookmark: section_dd7cb2a3b0c04df9a9cdba43ab09570d][bookmark: _Toc492419660]Transaction Initiation and Completion
[bookmark: section_be0729a9fa2a4a0ab843faaaca9784ab][bookmark: _Toc492419661]CONNTYPE_TXUSER_BEGINNER
This connection type is used by applications that begin, commit, and roll back transactions.
For more information about CONNTYPE_TXUSER_BEGINNER as an initiator, see section 3.3.5.1.1, and as an acceptor, see section 3.4.5.1.1.
[bookmark: section_ccc684b0e7b34facb8ddeeb64079a1a2][bookmark: _Toc492419662]TXUSER_BEGINNER_MTAG_ABORT
This message requests an attempt to abort the transaction that was begun on this connection.   
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	MsgHeader (24 bytes)

	...

	...

	guidReason (16 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001013.
· The dwcbVarLenData field MUST be 16.
guidReason (16 bytes): The value MUST be set to an implementation-specific GUID that specifies the reason for aborting the transaction and SHOULD be ignored on receipt.
[bookmark: section_ef070dcd85754b4e88460131b34c1770][bookmark: _Toc492419663]TXUSER_BEGINNER_MTAG_BEGIN
This message requests the creation of a transaction.   
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	MsgHeader (24 bytes)

	...

	...

	isoLevel

	dwTimeout

	szDesc (40 bytes)

	...

	...

	isoFlags


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001011.
· The dwcbVarLenData field MUST be 52.
isoLevel (4 bytes): The OLETX_ISOLATION_LEVEL enumeration that is defined for the transaction.
dwTimeout (4 bytes): A 32-bit unsigned integer that MUST contain the time-out value, in milliseconds, for the transaction. The value zero MUST be interpreted as an infinite time-out. A transaction SHOULD NOT abort due to time-out before the time-out that is specified by this value has expired.
szDesc (40 bytes): The description of the transaction, as a fixed-size array of 40 bytes that contains a null-terminated Latin-1 ANSI string, as specified in [ISO/IEC-8859-1]. See section 2.2.5.4 for details.
isoFlags (4 bytes): The OLETX_ISOLATION_FLAGS enumeration that is defined for the transaction.
[bookmark: section_985f72124fcc439a866c34445edc2364][bookmark: _Toc492419664]TXUSER_BEGINNER_MTAG_BEGIN_LOG_FULL
This message indicates that the transaction was not created because the transaction recovery log had insufficient space to accommodate the new transaction.   
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	MsgHeader (24 bytes)

	...
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001018.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_d95a4154a363477dabed6a9ebde74a3e][bookmark: _Toc492419665]TXUSER_BEGINNER_MTAG_BEGIN_NO_MEM
  This message indicates that the transaction was not created because of insufficient memory.   
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001019.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_551ce319cb4b49c3ab4d8f4486538884][bookmark: _Toc492419666]TXUSER_BEGINNER_MTAG_BEGUN
  This message indicates that the request to begin a transaction was successful.   
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	MsgHeader (24 bytes)

	...

	...

	guidTx (16 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001012.
· The dwcbVarLenData field MUST be 16.
guidTx (16 bytes): This field MUST contain a GUID that specifies the transaction identifier. The value MUST NOT be set to a NULL GUID.
[bookmark: section_ed4941876ee34c1796de4f993a447df1][bookmark: _Toc492419667]TXUSER_BEGINNER_MTAG_COMMIT
  This message requests an attempt to commit the transaction that was begun on this connection.   
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	MsgHeader (24 bytes)

	...

	...

	grfRM

	fAsyncFull


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001014.
· The dwcbVarLenData field MUST be 8.
grfRM (4 bytes): The value of this field MUST be as specified in GRFRM (section 2.2.7.1).
fAsyncFull (4 bytes): Reserved. This value MUST be set to zero and MUST be ignored on receipt.
[bookmark: section_c7654ddfc46a4b51accb9b3e4db2861c][bookmark: _Toc492419668]TXUSER_BEGINNER_MTAG_COMMIT_INDOUBT
  This message indicates that the transaction manager is unable to determine, and will never be able to determine, the outcome of the transaction.   
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	MsgHeader (24 bytes)

	...
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001990.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_a8a5f9056a8546b1b905cf79b4863499][bookmark: _Toc492419669]TXUSER_BEGINNER_MTAG_COMMIT_TOO_LATE
This message indicates that the commit request cannot be completed successfully because it is too late in the lifetime of the transaction to commit it.   
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001016.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_5a3124b6c4a9477288c9732fc8d26bd5][bookmark: _Toc492419670]TXUSER_BEGINNER_MTAG_REQUEST_COMPLETED
This message is sent to indicate that the request to commit or abort the transaction was completed successfully. 
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001015.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_3da94d0799ff48b58e2b6e67d02e89d2][bookmark: _Toc492419671]CONNTYPE_TXUSER_BEGIN2
This connection type is used by an application to begin, commit, or roll back a transaction or to change the time-out of a transaction. This connection type supersedes CONNTYPE_TXUSER_BEGINNER and CONNTYPE_TXUSER_SETTXTIMEOUT2.
For more information about CONNTYPE_TXUSER_BEGIN2 as an initiator, see 3.3.5.1.2, and as an acceptor, see 3.4.5.1.2.
This connection type also uses the following message:
· TXUSER_SETTXTIMEOUT_MTAG_TX_NOT_FOUND (section 2.2.8.3.3.1)
[bookmark: section_89278b56e7ad4fe29cc2add90c9bbe99][bookmark: _Toc492419672]TXUSER_BEGIN2_MTAG_ABORT
The TXUSER_BEGIN2_MTAG_ABORT message requests an attempt to abort the transaction that was begun on this connection. 
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00006001.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_a87a571e894b4058a5a93100c05c10c2][bookmark: _Toc492419673]TXUSER_BEGIN2_MTAG_BEGIN
This message is used to request the creation of a transaction.  
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	...

	...

	isoLevel

	dwTimeout

	szDesc (40 bytes)

	...

	...

	isoFlags


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure:
· The dwUserMsgType field MUST be 0x00006002.
· The dwcbVarLenData field MUST be 52.
isoLevel (4 bytes): See the isoLevel field in section 2.2.8.1.1.2 for details.
dwTimeout (4 bytes): See the dwTimeout field in section 2.2.8.1.1.2 for details.
szDesc (40 bytes): See the szDesc field in section 2.2.8.1.1.2 for details.
isoFlags (4 bytes): See the isoFlags field in section 2.2.8.1.1.2 for details.
[bookmark: section_fde36c65acbd4a138208c11eeb7322c2][bookmark: _Toc492419674]TXUSER_BEGIN2_MTAG_COMMIT
 The TXUSER_BEGIN2_MTAG_COMMIT message requests an attempt to commit the transaction that was begun on this connection. 
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	MsgHeader (24 bytes)

	...

	...

	grfRM


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure:
· The dwUserMsgType field MUST be 0x00006003.
· The dwcbVarLenData field MUST be 4.
grfRM (4 bytes): The value of this field MUST be as specified in GRFRM.
[bookmark: section_a028a5d9f5ed446e9b9bda32058b1560][bookmark: _Toc492419675]TXUSER_BEGIN2_MTAG_SINK_BEGUN
This message indicates that the request to begin a transaction was successful. 
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	...

	...

	guidTx (16 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure:
· The dwUserMsgType field MUST be 0x00006006.
· The dwcbVarLenData field MUST be 16.
guidTx (16 bytes): This field MUST contain a GUID that specifies the transaction identifier. This value MUST NOT be a NULL GUID.
[bookmark: section_044ec5112eb54b83a9f248ecca19b031][bookmark: _Toc492419676]TXUSER_BEGIN2_MTAG_SINK_ERROR
 The content of this message provides information about the outcome of a request.
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	MsgHeader (24 bytes)

	...

	...

	Error


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure:
· The dwUserMsgType field MUST be 0x00006005.
· The dwcbVarLenData field MUST be 4.
Error (4 bytes): This field MUST contain the status for the previous request. The value MUST be a member of the TRUN_TXBEGIN_ERRORS enumeration.
[bookmark: section_3ee2aee9827b4de791c4872aa08df9a6][bookmark: _Toc492419677]TXUSER_SETTXTIMEOUT_MTAG_REQUEST_COMPLETE
This message indicates that the transaction time-out was successfully modified.
This message is also used for CONNTYPE_TXUSER_SETTXTIMEOUT.
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure:
· The dwUserMsgType field MUST be 0x0000107C.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_7c4a02194b8a4c179fdb7b02e212c560][bookmark: _Toc492419678]TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT
This message modifies the transaction time-out when it is used in CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) and CONNTYPE_TXUSER_SETTXTIMEOUT (section 2.2.8.3.3), or queries if the transaction manager supports the capability to do so when used in CONNTYPE_TXUSER_SETTXTIMEOUT2 (section 2.2.8.3.4).
This message is also used for CONNTYPE_TXUSER_SETTXTIMEOUT (section 2.2.8.3.3) and CONNTYPE_TXUSER_SETTXTIMEOUT2 (section 2.2.8.3.4).
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	...
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	guidTx (16 bytes)
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	dwTxTimeout


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure:
· The dwUserMsgType field MUST be 0x0000107B.
· The dwcbVarLenData field MUST be 20.
guidTx (16 bytes): This field MUST contain a GUID that specifies the transaction identifier. When this message is sent on a CONNTYPE_TXUSER_SETTXTIMEOUT2 (section 2.2.8.3.4) connection to query the capability of the transaction manager, this value SHOULD be set to a NULL GUID and MUST be ignored on receipt.
dwTxTimeout (4 bytes): A 32-bit unsigned integer that contains the new time-out value, in milliseconds, for the transaction. When used with a CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) connection, a transaction MUST NOT abort due to time-out before the number of milliseconds that is specified by the value has expired. The value zero MUST be interpreted as an infinite time-out. When used with a CONNTYPE_TXUSER_SETTXTIMEOUT2 (section 2.2.8.3.4) connection, this value SHOULD be set to zero and MUST be ignored on receipt.
[bookmark: section_afffdc81581c4280a261001b1b3a2dca][bookmark: _Toc492419679]TXUSER_SETTXTIMEOUT_MTAG_TOO_LATE
This message indicates that it is too late to modify the time-out of the transaction.
This message is also in the CONNTYPE_TXUSER_SETTXTIMEOUT connection type.
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure:
· The dwUserMsgType field MUST be 0x0000107E.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_2e5520eb09f54aa0b45d0f5364c94c20][bookmark: _Toc492419680]CONNTYPE_TXUSER_PROMOTE
This connection type is used by an application to do the following:
· Begin a transaction using an application-specified transaction identity
· Commit or roll back a transaction
· Change the time-out of a transaction
This connection type supersedes CONNTYPE_TXUSER_SETTXTIMEOUT2.
For more information about CONNTYPE_TXUSER_PROMOTE as an initiator, see section 3.3.5.1.3, and as an acceptor, see section 3.4.5.1.3.
This connection type also uses the following messages:
· TXUSER_BEGIN2_MTAG_COMMIT (section 2.2.8.1.2.3)
· TXUSER_BEGIN2_MTAG_ABORT (section 2.2.8.1.2.1)
· TXUSER_BEGIN2_MTAG_SINK_BEGUN (section 2.2.8.1.2.4)
· TXUSER_BEGIN2_MTAG_SINK_ERROR (section 2.2.8.1.2.5)
· TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT (section 2.2.8.1.2.7)
· TXUSER_SETTXTIMEOUT_MTAG_TOO_LATE (section 2.2.8.1.2.8)
· TXUSER_SETTXTIMEOUT_MTAG_REQUEST_COMPLETE (section 2.2.8.1.2.6)
[bookmark: section_d5ce147390e841b293174495603e7550][bookmark: _Toc492419681]TXUSER_BEGINNER_MTAG_PROMOTE
This message is used to request the creation of a transaction that specifies a predetermined transaction identifier.
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	MsgHeader (24 bytes)

	...

	...

	isoLevel

	dwTimeout

	szDesc (40 bytes)

	...

	...

	isoFlags

	guidTx (16 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure:
· The dwUserMsgType field MUST be 0x00001010.
· The dwcbVarLenData field MUST be 68.
isoLevel (4 bytes): See the isoLevel field in section 2.2.8.1.1.2 for details.
dwTimeout (4 bytes): See the dwTimeout field in section 2.2.8.1.1.2 for details.
szDesc (40 bytes): See the szDesc field in section 2.2.8.1.1.2 for details.
isoFlags (4 bytes): See the isoFlags field in section 2.2.8.1.1.2 for details.
guidTx (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
[bookmark: section_566bc5e920fa4e5db4ece2f172e3a657][bookmark: _Toc492419682]Transaction Propagation
[bookmark: section_f00d1132ef3943128274e119d3116474][bookmark: _Toc492419683]Pull Propagation
[bookmark: section_fcaa2aa9be0d450ba89f1b6c43f7f820][bookmark: _Toc492419684]CONNTYPE_TXUSER_ASSOCIATE
This connection type is used by a destination application to complete the pull propagation of a transaction from a source application.
For more information about CONNTYPE_TXUSER_ASSOCIATE as an initiator, see section 3.3.5.2.1.1, and as an acceptor, see section 3.4.5.2.1.1.
[bookmark: section_e3757665027a4857bca01d2991161a6a][bookmark: _Toc492419685]TXUSER_ASSOCIATE_MTAG_ASSOCIATE
This message requests that the transaction manager perform pull propagation of an existing transaction. This is also known as an associate request.  
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	MsgHeader (24 bytes)

	...
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	guidTx (16 bytes)

	...
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	isoLevel

	isoFlags

	cbSourceTmAddr

	szDesc (40 bytes)

	...
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	SourceTmAddr (variable)

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002031.
· The dwcbVarLenData field MUST be equal to the value of cbSourceTMAddr plus 68.
guidTx (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
isoLevel (4 bytes): See the isoLevel field in section 2.2.8.1.1.2 for details.
isoFlags (4 bytes): See the isoFlags field in section 2.2.8.1.1.2 for details.
cbSourceTmAddr (4 bytes): A 4-byte integer value that MUST contain the length, in bytes, of the SourceTmAddr field. The length MUST include the padding bytes used in the SourceTmAddr field.
szDesc (40 bytes): See the szDesc field in section 2.2.8.1.1.2 for details.
SourceTmAddr (variable): This field is used for identifying the address of the superior transaction manager against which the pull propagation operation is requested. This field MUST contain either a NAMEOBJECTBLOB (section 2.2.5.3) structure or an OLETX_TM_ADDR (section 2.2.4.2) structure in a version-specific manner as specified in Version-Specific Aspects of Connection Types Relevant to an Application (section 2.2.1.1.1). The SourceTmAddr field MUST be aligned on a 4-byte boundary by padding with arbitrary values.
[bookmark: section_4e41fbfb7c814acf9258240fd70c4ece][bookmark: _Toc492419686]TXUSER_ASSOCIATE_MTAG_ASSOCIATED
  This message indicates that the associate request was successful.   
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002032.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_9aa756d37e85452ca2b5dba10891e76e][bookmark: _Toc492419687]TXUSER_ASSOCIATE_MTAG_COMM_FAILED
This message indicates that the associated request failed because the sender of this message encountered a communication failure with the Superior Transaction Manager specified in the SourceTmAddr field of the TXUSER_ASSOCIATE_MTAG_ASSOCIATE (section 2.2.8.2.1.1.1) message. 
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	MsgHeader (24 bytes)

	...
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002034.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_b728f833cab044c1986ab5eb48d1607d][bookmark: _Toc492419688]TXUSER_ASSOCIATE_MTAG_CREATE_BAD_TMADDR
 This message indicates that the associate request failed because of failures during interpretation and processing of the SourceTmAddr field in the TXUSER_ASSOCIATE_MTAG_ASSOCIATE (section 2.2.8.2.1.1.1) message. 
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002044.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_f92a861b156044e39bb8f3918aa24533][bookmark: _Toc492419689]TXUSER_ASSOCIATE_MTAG_LOG_FULL_LOCAL
This message indicates that the associate request failed because the transaction recovery log was full at the transaction manager sending this message.   
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	...
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002035.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_cf1112e3c6564f60a8f1d80d75c4c969][bookmark: _Toc492419690]TXUSER_ASSOCIATE_MTAG_LOG_FULL_REMOTE
This message indicates first that the associated request failed because of a full transaction recovery log at the superior transaction manager specified in the SourceTmAddr field of the TXUSER_ASSOCIATE_MTAG_ASSOCIATE (section 2.2.8.2.1.1.1) message.    
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002037.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_4e5d3fdf383f48eeb692ee41f50b96c7][bookmark: _Toc492419691]TXUSER_ASSOCIATE_MTAG_NO_MEM_LOCAL
This message indicates that the associate request failed because of a failure to allocate dynamic memory by the transaction manager sending this message while processing the TXUSER_ASSOCIATE_MTAG_ASSOCIATE (section 2.2.8.2.1.1.1) message.   
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	MsgHeader (24 bytes)

	...
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002036.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_eb6d6ccacf4b4732a036068dc6825985][bookmark: _Toc492419692]TXUSER_ASSOCIATE_MTAG_NO_MEM_REMOTE
  This message indicates that the associate request failed because of a failure to allocate dynamic memory by the Superior Transaction Manager specified in the SourceTmAddr field of the TXUSER_ASSOCIATE_MTAG_ASSOCIATE (section 2.2.8.2.1.1.1) message. 
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002038.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_31e3690523ea4c548ddf1cb4aba636c0][bookmark: _Toc492419693]TXUSER_ASSOCIATE_MTAG_TOO_LATE
This message is sent in response to a TXUSER_ASSOCIATE_MTAG_ASSOCIATE (section 2.2.8.2.1.1.1) message. It indicates that the associate request failed because the transaction specified by the guidTx field in the TXUSER_ASSOCIATE_MTAG_ASSOCIATE message is neither in the Active, Phase Zero, nor Phase Zero Complete state. 
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	MsgHeader (24 bytes)

	...
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002040.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_68008731ae954299b73e34fa271a9d87][bookmark: _Toc492419694]TXUSER_ASSOCIATE_MTAG_TOO_MANY_LOCAL
[bookmark: Appendix_A_Target_15]This message indicates that the associate request failed because the number of direct participants for the transaction specified by the guidTx field in the TXUSER_ASSOCIATE_MTAG_ASSOCIATE (section 2.2.8.2.1.1.1) message exceeded an implementation-specific limit by the transaction manager sending this message while processing the TXUSER_ASSOCIATE_MTAG_ASSOCIATE message.<15>
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	MsgHeader (24 bytes)

	...
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002041. 
· The dwcbVarLenData field MUST be 0. 
[bookmark: section_42ee257719bd499b8c5aee2ee972ef28][bookmark: _Toc492419695]TXUSER_ASSOCIATE_MTAG_TOO_MANY_REMOTE
This message indicates a failure by the associate request. The number of direct participants for the transaction that is specified by the guidTx field in the TXUSER_ASSOCIATE_MTAG_ASSOCIATE (section 2.2.8.2.1.1.1) message exceeded the limit at the Superior Transaction Manager referenced in the SourceTmAddr field of the TXUSER_ASSOCIATE_MTAG_ASSOCIATE message.
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	MsgHeader (24 bytes)

	...
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002042.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_5d9d2dfae7ce464bb5fec63beb73ebf2][bookmark: _Toc492419696]TXUSER_ASSOCIATE_MTAG_TX_NOT_FOUND
This message indicates that the associate request failed because the transaction specified by the guidTx field in the TXUSER_ASSOCIATE_MTAG_ASSOCIATE (section 2.2.8.2.1.1.1) message was not found. 
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002043.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_9ce5da0377ff4e90b888f170dcb1d1f2][bookmark: _Toc492419697]Push Propagation
[bookmark: section_2f003619fb034049a561ec0711dfae61][bookmark: _Toc492419698]CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS
This connection type is used by an application to obtain Extended Whereabouts from its transaction manager.
For more information about CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS as an initiator, see section 3.3.5.2.2.1, and as an acceptor, see section 3.4.5.2.2.1.
[bookmark: section_a660cc46ba064f11addbd840935ed198][bookmark: _Toc492419699]TXUSER_EXTENDEDWHEREABOUTS_MTAG_GET
This message is sent by the application to the transaction manager to obtain the Extended Whereabouts of the transaction manager. 
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00005A01.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_f2414eeb164b4ef2adad6686bb249725][bookmark: _Toc492419700]TXUSER_EXTENDEDWHEREABOUTS_MTAG_GOT
This message returns the set of extended whereabouts elements.
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	MsgHeader (24 bytes)

	...

	...

	dwProtocolCount

	rgtmprotUsableList (variable)

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00005A02.
· The dwcbVarLenData field MUST be the number of bytes used by the rgtmprotUsableList field plus 4.
dwProtocolCount (4 bytes): An unsigned 32-bit value that MUST contain the number of elements in the rgtmprotUsableList array. If this value is zero, the rgtmprotUsableList field MUST be omitted.
rgtmprotUsableList (variable): Array of STmToTmProtocol (section 2.2.5.9) elements, each of which MUST be of type TmProtocolExtended. Each element defines the location information for an extension protocol. Each element MUST be aligned on a 4-byte boundary.
[bookmark: section_08f2a282acb8471688d9fed4844ecaf6][bookmark: _Toc492419701]TXUSER_EXTENDEDWHEREABOUTS_MTAG_NOMEM
This message is sent by the transaction manager to the client in response to a TXUSER_EXTENDEDWHEREABOUTS_MTAG_GET (section 2.2.8.2.2.1.1) message to indicate that there is not enough memory to process the request. 
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00005A03.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_ac14986992e04d1da92831f0cba5cb0b][bookmark: _Toc492419702]CONNTYPE_TXUSER_EXPORT
This connection type is used by a source application to initiate a push propagation to a destination application.
For more information about CONNTYPE_TXUSER_EXPORT as an initiator, see section 3.3.5.2.2.2, and as an acceptor, see section 3.4.5.2.2.2.
[bookmark: section_b7bc876ce7cd4ee387fa59a341dfa971][bookmark: _Toc492419703]TXUSER_EXPORT_MTAG_CREATE
  This message is used by applications to establish a connection with the transaction manager in order to export transactions to a destination transaction manager.  
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	MsgHeader (24 bytes)

	...

	...

	SourceTmAddr (variable)

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001041.
· The dwcbVarLenData field MUST be the number of bytes used for the SourceTmAddr field, and the value MUST be at least 40.
SourceTmAddr (variable): This field specifies the network address and identification information for the destination transaction manager. This field MUST contain either a NAMEOBJECTBLOB (section 2.2.5.3) structure or an OLETX_TM_ADDR (section 2.2.4.2) structure in a version-specific manner as described in Version-Specific Aspects of Connection Types Relevant to an Application (section 2.2.1.1.1). This transaction manager receives push propagation operations from the source transaction manager, which is the recipient of this message. CONNTYPE_PARTNERTM_PROPAGATE (section 2.2.9.1.1.1) defines the protocol that is used between the two transaction managers as a result of the export operation.
[bookmark: section_086a56891ee1414ca3285ff8b64f0b90][bookmark: _Toc492419704]TXUSER_EXPORT_MTAG_CREATE2
  This message is used by applications to establish a connection with the transaction manager in preparation to export transactions to a destination transaction manager.  
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	MsgHeader (24 bytes)

	...

	...

	SourceTmAddr (variable)

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001804.
· The dwcbVarLenData field MUST be the number of bytes used for the SourceTmAddr field, and the value MUST be at least 40.
SourceTmAddr (variable):  This field MUST contain an OLETX_TM_ADDR structure that specifies the network address and identification information for the destination transaction manager. This transaction manager receives push propagation operations from the source transaction manager, which is the recipient of this message. CONNTYPE_PARTNERTM_PROPAGATE (section 2.2.9.1.1.1) defines the protocol that is used between the two transaction managers as a result of the export operation. 
[bookmark: section_e81f6af1e85744e69fca51e4d44bf75f][bookmark: _Toc492419705]TXUSER_EXPORT_MTAG_CREATE_BAD_TMADDR
  This message indicates that the create request failed because of errors encountered during the interpretation and processing of the SourceTmAddr field in the connection's initial TXUSER_EXPORT_MTAG_CREATE (section 2.2.8.2.2.2.1) or TXUSER_EXPORT_MTAG_CREATE2 (section 2.2.8.2.2.2.2) message.  
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	1
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	2
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	3
0
	1

	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001046.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_ed6747ae4dd44bdfb326dfcb77df8873][bookmark: _Toc492419706]TXUSER_EXPORT_MTAG_CREATE_NET_TX_DISABLED
  This message indicates that the create request failed because the transaction manager that received the request has disabled the ability to export transactions to other transaction managers. See the Allow Outbound Transaction flag in Abstract Data Model (section 3.2.1) for more details.   
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001805.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_d9f74ee91f6a4d9d8b2a6b854bb99568][bookmark: _Toc492419707]TXUSER_EXPORT_MTAG_CREATED
  This message indicates that the create request succeeded and the connection is now ready to process export requests.  
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001042.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_412902d328fd46a2a0e29c4e25762448][bookmark: _Toc492419708]TXUSER_EXPORT_MTAG_EXPORT
This message is used to export a transaction to the destination transaction manager that is identified by SourceTmAddr in the connection's initial TXUSER_EXPORT_MTAG_CREATE (section 2.2.8.2.2.2.1) or TXUSER_EXPORT_MTAG_CREATE2 (section 2.2.8.2.2.2.2) message.    
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	...

	...

	guidTX (16 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001043.
· The dwcbVarLenData field MUST be 16.
guidTX (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
[bookmark: section_73e09bdfdab44dfd8cf632d2c40485ca][bookmark: _Toc492419709]TXUSER_EXPORT_MTAG_EXPORT_LOG_FULL
This message indicates that the export request failed because the transaction recovery log was full at the source transaction manager.   
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001050.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_9cf4b588eb4340af911b01c4cc763401][bookmark: _Toc492419710]TXUSER_EXPORT_MTAG_EXPORT_NO_MEM
This message indicates that the export request failed because the source transaction manager was unable to allocate sufficient dynamic memory for the request.   
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001802.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_9d4877dc78404cf4a76d85e8dcad8ea8][bookmark: _Toc492419711]TXUSER_EXPORT_MTAG_EXPORT_TOO_LATE
This message indicates that the export request failed because it was too late to process the export request for the current state of the transaction. See Export Transaction (section 3.2.7.21) and Export Transaction Failure (section 3.4.7.11) for more information.   
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001049.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_30f5720bf314490cad9603a71f754d86][bookmark: _Toc492419712]TXUSER_EXPORT_MTAG_EXPORT_TOO_MANY
This message indicates that the export request failed because the number of direct participants for the transaction specified by the guidTX field in the TXUSER_EXPORT_MTAG_EXPORT (section 2.2.8.2.2.2.6) message exceeded the allowed number of remote transaction manager enlistments. For more information, see Export Transaction (section 3.2.7.21).  
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	1
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	2
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	3
0
	1

	MsgHeader (24 bytes)
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	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001801.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_a82dc9729e0b475fbcb0160beefb5e5d][bookmark: _Toc492419713]TXUSER_EXPORT_MTAG_EXPORT_TX_NOT_FOUND
This message indicates that the export request failed because the transaction specified by the guidTX field in the TXUSER_EXPORT_MTAG_EXPORT (section 2.2.8.2.2.2.6) message was not found by the source transaction manager. 
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001048.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_e93c636a962541f2b227b0ac384c83e2][bookmark: _Toc492419714]TXUSER_EXPORT_MTAG_EXPORTED
This message indicates that the export request was successful.   
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001044.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_fd08f8e69cb344539b225796aad39257][bookmark: _Toc492419715]CONNTYPE_TXUSER_EXPORT2
This connection type is used by a source application to initiate a push propagation to a destination application. This connection type supersedes CONNTYPE_TXUSER_EXPORT.
For more information about CONNTYPE_TXUSER_EXPORT2 as an initiator, see section 3.3.5.2.2.3, and as an acceptor, see section 3.4.1.9.
This connection type also uses the following messages:
· TXUSER_EXPORT_MTAG_CREATE
· TXUSER_EXPORT_MTAG_CREATE2
· TXUSER_EXPORT_MTAG_CREATE_BAD_TMADDR
· TXUSER_EXPORT_MTAG_CREATE_NET_TX_DISABLED
· TXUSER_EXPORT_MTAG_CREATED
· TXUSER_EXPORT_MTAG_EXPORT
· TXUSER_EXPORT_MTAG_EXPORT_LOG_FULL
· TXUSER_EXPORT_MTAG_EXPORT_NO_MEM
· TXUSER_EXPORT_MTAG_EXPORT_TOO_LATE
· TXUSER_EXPORT_MTAG_EXPORT_TOO_MANY
· TXUSER_EXPORT_MTAG_EXPORT_TX_NOT_FOUND
· TXUSER_EXPORT_MTAG_EXPORTED
[bookmark: section_db7ffdf23f834ab6a73346dce6d954d4][bookmark: _Toc492419716]TXUSER_EXPORT_MTAG_EXPORT_COMM_FAILED
This message indicates that the export request failed because the sender of this message encountered a communication failure with the source transaction manager.
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	MsgHeader (24 bytes)

	...
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001806.
· The dwcbVarLenData field MUST be 0x00000000.
[bookmark: section_518f8b829cf641ca9fe314bb539bd07e][bookmark: _Toc492419717]CONNTYPE_TXUSER_IMPORT
 This connection type is used by a destination application to complete a push propagation that is initiated by a source application.
For more information about CONNTYPE_TXUSER_IMPORT as an initiator, see section 3.3.5.2.2.4, and as an acceptor, see section 3.4.5.2.2.4.
[bookmark: section_3e01fa6f93b7423db1cc887913cd2e1a][bookmark: _Toc492419718]TXUSER_IMPORT_MTAG_ABORT
This message is a request for the transaction manager to abort the transaction.   
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	...
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	guidReason (16 bytes)
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	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001023.
· The dwcbVarLenData field MUST be 16.
guidReason (16 bytes): The value MUST be set to an implementation-specific GUID that specifies the reason for aborting the transaction and SHOULD be ignored on receipt.
[bookmark: section_75f29131ee0547aa99f6c341062046f9][bookmark: _Toc492419719]TXUSER_IMPORT_MTAG_ABORT_TOO_LATE
This message is sent to the application in the connection type that was created for the originating TXUSER_IMPORT_MTAG_IMPORT (section 2.2.8.2.2.4.3) message.  
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001025.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_26e7177143bb4fe7a4b250e030ad171c][bookmark: _Toc492419720]TXUSER_IMPORT_MTAG_IMPORT
This message is used by a destination application to complete a push propagation operation that is initiated by a source application.  
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	guidTx (16 bytes)
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001021.
· The dwcbVarLenData field MUST be 16.
guidTx (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
[bookmark: section_e91069b714764e1c98fddfe5b8be4a9f][bookmark: _Toc492419721]TXUSER_IMPORT_MTAG_IMPORT_TX_NOT_FOUND
This message is sent if the attempt to import the transaction is unsuccessful because the transaction that is specified in the TXUSER_IMPORT_MTAG_IMPORT (section 2.2.8.2.2.4.3) message cannot be found. 
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001026.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_b7f481f5435b45619310ce416c9829a0][bookmark: _Toc492419722]TXUSER_IMPORT_MTAG_IMPORTED
 This message indicates that the import operation completed successfully. 
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	MsgHeader (24 bytes)

	...

	...

	isoLevel

	isoFlags


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001022.
· The dwcbVarLenData field MUST be 8.
isoLevel (4 bytes): See the isoLevel field in section 2.2.8.1.1.2 for details.
isoFlags (4 bytes): See the isoFlags field in section 2.2.8.1.1.2 for details. 
[bookmark: section_175bb575f56246de81bff0e1d5509690][bookmark: _Toc492419723]TXUSER_IMPORT_MTAG_REQUEST_COMPLETED
This message indicates that the attempt to abort the transaction was successful. 
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001024.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_93151afbcf1c40bb9c356bd3cbce2f3c][bookmark: _Toc492419724]CONNTYPE_TXUSER_IMPORT2
This connection type is used by a destination application to complete a push propagation that is initiated by a source application. This connection type supersedes CONNTYPE_TXUSER_IMPORT. 
For more information about CONNTYPE_TXUSER_IMPORT2 as an initiator, see section 3.3.5.2.2.5, and as an acceptor, see section 3.4.5.2.2.5.
[bookmark: section_23184ac3abff4320b750c42d4dcf8f1d][bookmark: _Toc492419725]TXUSER_IMPORT2_MTAG_ABORT
This message is used to abort a transaction that was previously successfully imported by using either the TXUSER_IMPORT2_MTAG_IMPORT (section 2.2.8.2.2.5.2) or TXUSER_IMPORT2_MTAG_IMPORT_WITH_SET (section 2.2.8.2.2.5.3) message. 
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00006101.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_4fe1e0ee0b7443538293e48bda40ce76][bookmark: _Toc492419726]TXUSER_IMPORT2_MTAG_IMPORT
This message is used by resource managers or server processes to establish a transaction connection with their transaction manager. The transaction identifier for which the connection is wanted is identified by the guidTX member of the message structure. 
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	MsgHeader (24 bytes)

	...

	...

	guidTX (16 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00006102.
· The dwcbVarLenData field MUST be 16.
guidTX (16 bytes): This field MUST be a GUID that specifies the transaction identifier.
[bookmark: section_ab6c07605e004f7ea176b04735692833][bookmark: _Toc492419727]TXUSER_IMPORT2_MTAG_IMPORT_WITH_SET
This message is used by a destination application to complete a push propagation operation that is initiated by a source application. It is similar to the TXUSER_IMPORT2_MTAG_IMPORT (section 2.2.8.2.2.5.2) message, except that it allows the application to specify the isolation level, isolation flags, and description of the transaction, in addition to the identifier. 
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	...
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	guidTX (16 bytes)

	...
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	isoLevel

	isoFlags

	szDesc (40 bytes)

	...
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00006107.
· The dwcbVarLenData field MUST be 64.
guidTX (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
isoLevel (4 bytes): See the isoLevel field in section 2.2.8.1.1.2 for details.
isoFlags (4 bytes): See the isoFlags field in section 2.2.8.1.1.2 for details.
szDesc (40 bytes): See the szDesc field in section 2.2.8.1.1.2 for details.
[bookmark: section_ae7cbde8a91041a1bfb680e0d11a1c7a][bookmark: _Toc492419728]TXUSER_IMPORT2_MTAG_SINK_ERROR
This message is sent if the attempt to import the transaction was unsuccessful or to indicate the success or failure of the abort operation. 
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	MsgHeader (24 bytes)

	...

	...

	Error


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00006105.
· The dwcbVarLenData field MUST be 4.
Error (4 bytes): This field MUST contain the status for the previous request. The value MUST be a member of the TRUN_TXIMPORT_ERRORS enumeration.
[bookmark: section_f445d0cbf0294cb88bc7e91944e2096e][bookmark: _Toc492419729]TXUSER_IMPORT2_MTAG_SINK_IMPORTED
This message provides the isolation level and isolation flags for the specified transaction. 
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	MsgHeader (24 bytes)

	...

	...

	isoLevel

	isoFlags


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00006106.
· The dwcbVarLenData field MUST be 8.
isoLevel (4 bytes): See the isoLevel field in section 2.2.8.1.1.2 for details.
isoFlags (4 bytes): See the isoFlags field in section 2.2.8.1.1.2 for details.
[bookmark: section_91a6f72087ff4b1aaeb27169bdc20ca9][bookmark: _Toc492419730]Transaction Administration
[bookmark: section_0bb8458758df4008905c9a2f9ded2e57][bookmark: _Toc492419731]CONNTYPE_TXUSER_GETTXDETAILS
This connection type is used by an application to retrieve details about a transaction from its transaction manager. 
For more information about CONNTYPE_TXUSER_GETTXDETAILS as an initiator, see section 3.3.5.3.1, and as an acceptor, see section 3.4.5.3.1.
[bookmark: section_3a6ed3f493954046ba10c334e2337473][bookmark: _Toc492419732]TXUSER_GETTXDETAILS_MTAG_GET
This message is used to request details about a transaction from the transaction manager.   
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	1
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	2
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	3
0
	1

	MsgHeader (24 bytes)

	...

	...

	guidTx (16 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00004701.
· The dwcbVarLenData field MUST be 16.
guidTx (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
[bookmark: section_eac5f3aad6ae48798c8024e48c592704][bookmark: _Toc492419733]TXUSER_GETTXDETAILS_MTAG_GOTIT
This message provides the client with name and identifier details for the transaction superior and all enlisted subordinates.
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	MsgHeader (24 bytes)

	...

	...

	lSubordinateCount

	Reserved

	vszSuperiorName (variable)

	...

	vszSuperiorID (variable)

	...

	rgSubordinates (variable)

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00004702.
· The dwcbVarLenData field MUST be at least 16 bytes.
lSubordinateCount (4 bytes): This field MUST contain the number of subordinates in the rgSubordinates array that follows.
Reserved (4 bytes): Reserved. This value MUST be set to zero and MUST be ignored on receipt.
vszSuperiorName (variable): This field MUST contain an OLETX_VARLEN_STRING structure. The structure specifies an implementation-specific name for the Name property of the Superior Enlistment object (see section 3.2.1) that is maintained by the Core Transaction Manager Facet (section 1.3.3.3.1). The Core Transaction Manager Facet is initialized as specified in Initialization (section 3.2.3).
If the transaction manager is the root transaction manager for the transaction, the value MUST be a zero-length OLETX_VARLEN_STRING. If the transaction manager is not acting as the root transaction manager for the transaction, the value MUST NOT be a zero-length OLETX_VARLEN_STRING. This field MUST be aligned on a 4-byte boundary by padding with arbitrary values that MUST be ignored on receipt. 
vszSuperiorID (variable): This field contains an OLETX_VARLEN_STRING structure. The structure MUST contain an implementation-specific identifier that corresponds to the Enlistment Object.Identifier property of the Superior Enlistment object (see section 3.2.1) that is maintained by the Core Transaction Manager Facet (section 1.3.3.3.1) as described for Enlistment objects (see section 3.1.1). The Core Transaction Manager Facet is initialized as specified in Initialization. If the transaction manager is the root transaction manager for the transaction, the value MUST be a zero-length OLETX_VARLEN_STRING. This field MUST be aligned on a 4-byte boundary by padding with arbitrary values that MUST be ignored on receipt.
rgSubordinates (variable): An array of OLETX_VARLEN_STRING structure pairs. Each pair MUST specify an implementation-specific name, followed by an implementation-specific identifier. The array MUST contain lSubordinateCount pairs of OLETX_VARLEN_STRING structures, representing the collection of subordinates enlisted on the transaction. If lSubordinateCount contains zero, this field MUST NOT be present.
This field MUST be aligned on a 4-byte boundary by padding with arbitrary values that MUST be ignored on receipt. The name and identifier correspond to the Name and Enlistment Object.Identifier properties (see section 3.1.1) respectively, of the Phase One Enlistment list that is maintained by the core transaction manager facet (see section 3.2.1) and initialized as specified in Enlistment Object Initialization (section 3.1.3.1).
[bookmark: section_f24b789fd0e14c3ca48e311f39d9bd61][bookmark: _Toc492419734]TXUSER_GETTXDETAILS_MTAG_TX_NOT_FOUND
This message is sent to indicate that the transaction details cannot be found.  
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00004703.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_a135cbc4d8964a66983e26637430c13f][bookmark: _Toc492419735]CONNTYPE_TXUSER_RESOLVE
This connection type is used by an application either to manually resolve the outcome of an In Doubt transaction or cause its transaction manager to forget a transaction that is in the Failed to Notify state.
For more information about CONNTYPE_TXUSER_RESOLVE as an initiator, see section 3.3.5.3.2, and as an acceptor, see section 3.4.5.3.2.
[bookmark: section_1a4fbc30115c486d922974701ef4b5da][bookmark: _Toc492419736]TXUSER_RESOLVE_MTAG_ACCESSDENIED
[bookmark: Appendix_A_Target_16]This message indicates that the principal that sent the previous TXUSER_RESOLVE_MTAG_CHILD_ABORT, TXUSER_RESOLVE_MTAG_CHILD_COMMIT, or TXUSER_RESOLVE_MTAG_FORGET_COMMITTED is not authorized to perform the requested action.<16> 
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x0000107F.
· The dwcbVarLenData field MUST be 0x00000000.
[bookmark: section_08cb2b49208e498f90796fcc79856db8][bookmark: _Toc492419737]TXUSER_RESOLVE_MTAG_CHILD_ABORT
This message is sent by the application to manually resolve the outcome of an in-doubt transaction as aborted.  
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	MsgHeader (24 bytes)

	...

	...

	guidTx (16 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001071.
· The dwcbVarLenData field MUST be 16.
guidTx (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
[bookmark: section_2f20a7d3016a412b9ef22ff0cbd35a2d][bookmark: _Toc492419738]TXUSER_RESOLVE_MTAG_CHILD_COMMIT
This message is sent by an application to manually resolve an in-doubt transaction as committed.   
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	MsgHeader (24 bytes)

	...

	...

	guidTx (16 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001072.
· The dwcbVarLenData field MUST be 16.
guidTx (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
[bookmark: section_20c66d01cc44461c990d21f46efd32d4][bookmark: _Toc492419739]TXUSER_RESOLVE_MTAG_CHILD_NOT_PREPARED
This message indicates that the specified transaction is not in the In Doubt state.   
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001077.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_68d7a8b9d31a4417a09d1ad684503285][bookmark: _Toc492419740]TXUSER_RESOLVE_MTAG_FORGET_COMMITTED
  This message is sent by an application to request that the transaction manager issue a Forget Transaction event for a transaction that is in the Failed to Notify state.  
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	...
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	guidTx (16 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001073.
· The dwcbVarLenData field MUST be 16.
guidTx (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
[bookmark: section_79be9741381d459d8ab0b72ba308d38f][bookmark: _Toc492419741]TXUSER_RESOLVE_MTAG_FORGET_TX_NOT_COMMITTED
This message indicates that the specified transaction is not in the Failed to Notify state.    
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001078.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_e84fe3adc4f1467ebfee8724ef7a7e5e][bookmark: _Toc492419742]TXUSER_RESOLVE_MTAG_REQUEST_COMPLETE
This message is sent by the transaction manager to indicate that the request completed successfully. 
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001074.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_d8f88e92b157412493bd676e10ef4306][bookmark: _Toc492419743]TXUSER_RESOLVE_MTAG_NOT_CHILD
[bookmark: Appendix_A_Target_17]This message indicates that the transaction manager is not a subordinate for the specified transaction.<17>
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001076.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_1031eff7a44b45aab44d5692f3a342e7][bookmark: _Toc492419744]TXUSER_RESOLVE_MTAG_TX_NOT_FOUND
This message is sent by the transaction manager to indicate that the specified transaction does not exist.    
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001075.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_6c620e154f3d441fa198de7fd476a4a1][bookmark: _Toc492419745]CONNTYPE_TXUSER_SETTXTIMEOUT
This connection type is used by an application to modify the time-out of a transaction that has been initiated on a CONNTYPE_TXUSER_BEGINNER connection. 
For more information about CONNTYPE_TXUSER_SETTXTIMEOUT as an initiator, see section 3.3.5.3.3, and as an acceptor, see section 3.4.5.3.3.
This connection type also uses the TXUSER_SETTXTIMEOUT_MTAG_REQUEST_COMPLETE (as specified in section 2.2.8.1.2.6), TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT (as specified in section 2.2.8.1.2.7), and TXUSER_SETTXTIMEOUT_MTAG_TOO_LATE (as specified in section 2.2.8.1.2.8) messages.
[bookmark: section_313f75f175194f2d8d9763e95ec18fac][bookmark: _Toc492419746]TXUSER_SETTXTIMEOUT_MTAG_TX_NOT_FOUND
This message is optionally sent by the transaction manager as part of the CONNTYPE_TXUSER_SETTXTIMEOUT (section 2.2.8.3.3) connection type to indicate that the specified transaction does not exist. This message is optionally also sent by the transaction manager as part of the CONNTYPE_TXUSER_SETTXTIMEOUT2 (section 2.2.8.3.4) connection type to indicate that the transaction manager supports the capability to modify the time-out of a transaction. For more information, see CONNTYPE_TXUSER_SETTXTIMEOUT2. 
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	MsgHeader (24 bytes)
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x0000107D.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_cae0e2bcc24d415ca102ad60abeb0bd6][bookmark: _Toc492419747]CONNTYPE_TXUSER_SETTXTIMEOUT2
This connection type is used by an application to query the transaction manager's support for modifying the time-out of a transaction that has been initiated on a CONNTYPE_TXUSER_BEGIN2 or CONNTYPE_TXUSER_PROMOTE connection. 
For more information about CONNTYPE_TXUSER_SETTXTIMEOUT2 as an initiator, see section 3.3.5.3.4, and as an acceptor, see section 3.4.5.3.4.
This connection type also uses the TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT (see section 2.2.8.1.2.7 and TXUSER_SETTXTIMEOUT_MTAG_TX_NOT_FOUND (see section 2.2.8.3.3.1) messages.
[bookmark: section_cb29bf0e7b5a4941982062143cffb5aa][bookmark: _Toc492419748]CONNTYPE_TXUSER_TRACE
This connection type is used by an application to ask its transaction manager to trace the status of a transaction by using an implementation-specific mechanism.
For more information about CONNTYPE_TXUSER_TRACE as an initiator, see section 3.3.5.3.5, and as an acceptor, see section 3.4.5.3.5.
[bookmark: section_09bfb6cc32ef465d9e10f75a8b69ecf7][bookmark: _Toc492419749]TXUSER_TRACE_MTAG_DUMP_TRANSACTION
This message requests that the transaction manager write the status of a transaction to a local trace file in an implementation-specific manner.    
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	1
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	2
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	3
0
	1

	MsgHeader (24 bytes)
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	guidTx (16 bytes)
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be0x00002100.
· The dwcbVarLenData field MUST be 16.
guidTx (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
[bookmark: section_a6b0c16908c641999ecfdddddb32f54c][bookmark: _Toc492419750]TXUSER_TRACE_MTAG_REQUEST_COMPLETE
This message indicates the transaction was successfully traced.    
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MsgHeader (24 bytes):  This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002101. 
· The dwcbVarLenData field MUST be 0. 
[bookmark: section_e84f0b9f2b5844109842b891c603606b][bookmark: _Toc492419751]TXUSER_TRACE_MTAG_REQUEST_FAILED
This message indicates that the trace request failed.    
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002103.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_ead6e375356f483988c96d5cc97b331d][bookmark: _Toc492419752]TXUSER_TRACE_MTAG_TX_NOT_FOUND
This message is sent by the transaction manager to indicate that the trace request failed because the transaction does not exist.    
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MsgHeader (24 bytes):  This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002102. 
· The dwcbVarLenData field MUST be 0. 
[bookmark: section_0cf7717f5d0447d9ab5eb86702f1ac16][bookmark: _Toc492419753]Transaction Manager Administration
[bookmark: section_47223639eaaa4bc1847960789fa34b35][bookmark: _Toc492419754]CONNTYPE_TXUSER_GETSECURITYFLAGS
This connection type is used by an application to obtain the security configuration of its transaction manager. 
For more information about CONNTYPE_TXUSER_GETSECURITYFLAGS as an initiator, see section 3.3.5.4.1, and as an acceptor, see section 3.4.5.3.5.
[bookmark: section_db063539814f4de8b2f68e4fe0bd1bb3][bookmark: _Toc492419755]TXUSER_GETSECURITYFLAGS_MTAG_FETCHED
This message indicates that the request to obtain security configuration flags was successful.   
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	MsgHeader (24 bytes)

	...
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	grfNetworkDtcAccess

	grfXaTransactions

	grfOptions


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00005502.
· The dwcbVarLenData field MUST be 12.
grfNetworkDtcAccess (4 bytes): This field contains a DTCADVCONFIG bitfield enumeration. See DTCADVCONFIG for details. 
grfXaTransactions (4 bytes): This field indicates whether the transaction manager supports the local use of the XA standard API in an implementation-specific manner as specified in Receiving a TXUSER_GETSECURITYFLAGS_MTAG_GETSECURITYFLAGS Message (section 3.4.5.4.1.1). For more information about XA, see [C193]. The field SHOULD have a value of zero if the use of the XA standard API is not supported, or it SHOULD have a value of one if the use of the XA standard API is supported.
grfOptions (4 bytes): This field contains a DTCADVCONFIG_OPTIONS bitfield enumeration. See section 2.2.7.3 for details.
[bookmark: section_980960c73a61418aacc3fe9121672865][bookmark: _Toc492419756]TXUSER_GETSECURITYFLAGS_MTAG_GETSECURITYFLAGS
This message is used by an application to obtain the configuration flags that are associated with the security settings of a transaction manager.   
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	...
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00005501.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_fa00e67daa534d32900f64fc036f5c4d][bookmark: _Toc492419757]Connection Types Relevant to Transaction Managers
[bookmark: section_09143271c242499b8d77b2e208a55a97][bookmark: _Toc492419758]Transaction Propagation and Coordination
[bookmark: section_6c069cbbd7eb418983279dd582b4d951][bookmark: _Toc492419759]Push Propagation
[bookmark: section_bba5c1ae287f48f79974fdb4a090e08e][bookmark: _Toc492419760]CONNTYPE_PARTNERTM_PROPAGATE
This connection type is used by a superior transaction manager to do a push propagation of a transaction to its subordinate transaction manager and to execute the Two-Phase Commit protocol.
For more information about CONNTYPE_PARTNERTM_PROPAGATE as Initiator, see section 3.7.5.1.1.1, and as an acceptor, see section CONNTYPE_PARTNERTM_PROPAGATE as Acceptor (section 3.8.5.1.1.1).
[bookmark: section_4303ae928f9c4f06bef6f90a084a86b8][bookmark: _Toc492419761]PARTNERTM_PROPAGATE_MTAG_PROPAGATE
This message is used to propagate a transaction to a subordinate transaction manager. 
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	guidTX (16 bytes)
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	isoLevel

	szDesc (40 bytes)
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	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002001.
· The dwcbVarLenData field MUST be 60.
guidTX (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
isoLevel (4 bytes): See the isoLevel field in section 2.2.8.1.1.2 for details.
szDesc (40 bytes): See the szDesc field in section 2.2.8.1.1.2 for details.
[bookmark: section_4acf0ebc853c4d6aa6f4b170589fec08][bookmark: _Toc492419762]PARTNERTM_PROPAGATE_MTAG_PROPAGATED
This message indicates that the transaction was successfully propagated to the subordinate transaction manager.
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002002.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_61eb075ec3634cc39694e48ac33b7c82][bookmark: _Toc492419763]PARTNERTM_PROPAGATE_MTAG_DUPLICATE
This message indicates that the transaction was already propagated to the subordinate transaction manager.
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002010.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_492fab9944234167972b740cdf9f60b3][bookmark: _Toc492419764]PARTNERTM_PROPAGATE_MTAG_NO_MEM
This message indicates that transaction propagation failed because the subordinate transaction manager was out of memory.
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002901.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_eef802b1edc9455fa4b9474f71d93334][bookmark: _Toc492419765]PARTNERTM_PROPAGATE_MTAG_LOG_FULL
This message indicates that transaction propagation failed because the transaction recovery log of the subordinate transaction manager is full.
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002902.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_b08d1c13c7974ea09cb35eb4d750b968][bookmark: _Toc492419766]PARTNERTM_PROPAGATE_MTAG_PREPAREREQ
This message is used to request that the subordinate transaction manager perform the actions that are needed to prepare the transaction to be committed.
This message is also used for CONNTYPE_PARTNERTM_BRANCH.
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	MsgHeader (24 bytes)

	...

	...

	grfRM

	fSinglePhase


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002003.
· The dwcbVarLenData field MUST be 8.
grfRM (4 bytes): The value of this field MUST be a 32-bit unsigned integer. This value SHOULD be ignored on receipt.
fSinglePhase (4 bytes): Indicates whether the sending transaction manager will allow the single-phase commit optimization. If the value is zero, the receiver of the message MUST NOT perform a single-phase commit for its superior transaction manager. If the value is nonzero, the receiver SHOULD perform a single-phase commit for its superior transaction manager.
[bookmark: section_87c7dc3e4c0a46e7bfa790dbe7b403d2][bookmark: _Toc492419767]PARTNERTM_PROPAGATE_MTAG_PREPAREREQDONE
This message indicates that the subordinate transaction manager has processed the Prepare request from the superior transaction manager.
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	MsgHeader (24 bytes)

	...

	...

	prepareReqDone

	guidReason (16 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002006.
· The dwcbVarLenData field MUST be 20.
prepareReqDone (4 bytes): Indicates the status of the Prepare request as specified in the PARTNERTM_PROPAGATE_PREPAREREQDONE_RESPONSE (section 2.2.6.4) enumeration.
guidReason (16 bytes): Reserved. This value SHOULD be set to a NULL GUID and MUST be ignored on receipt.
[bookmark: section_3e0609199912443db562db378ae56700][bookmark: _Toc492419768]PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR
This message indicates that the sender detected a violation of the Two-Phase Commit protocol and is unable to perform the previous request it received over the connection. 
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002009.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_200667e8c54d454394b7c8374d4ea5de][bookmark: _Toc492419769]PARTNERTM_PROPAGATE_MTAG_COMMITREQ
This message is sent by the superior transaction manager to request that the transaction be committed. 
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002005.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_58de91ef9ff34788adcf2be0b73f42e5][bookmark: _Toc492419770]PARTNERTM_PROPAGATE_MTAG_COMMITREQDONE
This message indicates that the transaction was successfully committed by the subordinate transaction manager. 
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002008.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_0f3f9696d3984622b9d2ed2720b1d9f1][bookmark: _Toc492419771]PARTNERTM_PROPAGATE_MTAG_ABORTREQ
This message is sent by the superior transaction manager to request that the transaction be aborted. 
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	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002004.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_74de98f2c3c24ee29bd9c1c72e6e9275][bookmark: _Toc492419772]PARTNERTM_PROPAGATE_MTAG_ABORTREQDONE
This message is sent by the subordinate transaction manager to indicate that the transaction was successfully aborted. 
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002007.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_8e43ca34ac954b13b0f7f2a2c1d4d713][bookmark: _Toc492419773]PARTNERTM_PROPAGATE_MTAG_ABORTNOTIFY
This message is sent to abort a transaction before the PARTNERTM_PROPAGATE_MTAG_PREPAREREQ (section 2.2.9.1.1.1.6) message is received.  
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002903.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_296e41ebebe54942ac820b99ce271bdd][bookmark: _Toc492419774]PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTER
This message is sent by the subordinate transaction manager to register for a Phase Zero notification. 
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002906.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_3cfe6338a26e4c649a00f88acddacf71][bookmark: _Toc492419775]PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTERED
This message is sent by the superior transaction manager to indicate that the subordinate transaction manager was successfully registered for Phase Zero notifications. 
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	1
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	2
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	3
0
	1

	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002907.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_b005c2aa2a194d8190ea88ac307da9ea][bookmark: _Toc492419776]PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTRATIONREJECTED
This message is sent by the superior transaction manager to indicate that it was unable to register the subordinate transaction manager for Phase Zero notifications.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002910.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_a73d3203c67e44459f80f513565c28f9][bookmark: _Toc492419777]PARTNERTM_PROPAGATE_MTAG_PHASE0
This message is sent by the superior transaction manager to request that the subordinate transaction manager begin Phase Zero.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002908.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_c2a490ec78934d18ac8e25f9a483d26e][bookmark: _Toc492419778]PARTNERTM_PROPAGATE_MTAG_PHASE0COMPLETE
This message indicates that the subordinate transaction manager successfully completed Phase Zero. 
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002909.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_bb01521b895f479193a511124f825062][bookmark: _Toc492419779]Pull Propagation
[bookmark: section_ba7449a3a3d047a3bb0f81e17afc9c18][bookmark: _Toc492419780]CONNTYPE_PARTNERTM_BRANCH
A subordinate transaction manager uses this connection type to register a new subordinate enlistment with a superior transaction manager. The two transaction managers also use this connection type to execute the Two-Phase Commit protocol. This connection type is initiated as a result of a TXUSER_ASSOCIATE_MTAG_ASSOCIATE message that is sent by an application to the subordinate transaction manager to request a pull propagation operation.
For more information about CONNTYPE_PARTNERTM_BRANCH as an initiator, see section 3.8.5.1.2.1, and as an acceptor, see section 3.7.5.1.2.1.
This connection type also uses PARTNERTM_PROPAGATE_MTAG_PREPAREREQ, PARTNERTM_PROPAGATE_MTAG_PREPAREREQDONE, PARTNERTM_PROPAGATE_MTAG_COMMITREQ, PARTNERTM_PROPAGATE_MTAG_COMMITREQDONE, PARTNERTM_PROPAGATE_MTAG_ABORTREQ, PARTNERTM_PROPAGATE_MTAG_ABORTREQDONE, PARTNERTM_PROPAGATE_MTAG_ABORTNOTIFY, PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTER, PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTERED, PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTRATIONREJECTED, PARTNERTM_PROPAGATE_MTAG_PHASE0, and PARTNERTM_PROPAGATE_MTAG_PHASE0COMPLETE messages. 
[bookmark: section_e54200a1b4794087a9d8a9a0517c6d73][bookmark: _Toc492419781]PARTNERTM_BRANCH_MTAG_BRANCH_LOG_FULL
This message indicates that the branch request failed because the transaction recovery log of the superior transaction manager is full.  
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002056.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_6cd42fc8cd3b49beaf591814640372ae][bookmark: _Toc492419782]PARTNERTM_BRANCH_MTAG_BRANCH_NO_MEM
This message indicates that the branch request failed because the superior transaction manager was unable to allocate sufficient memory.  
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002057.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_fd14725ae34d4d24954cb23334d5f59a][bookmark: _Toc492419783]PARTNERTM_BRANCH_MTAG_BRANCH_TOO_LATE
This message indicates that the branch request failed because it was too late in the transaction life cycle. For more information, see Create Subordinate Enlistment (section 3.2.7.11) and Create Subordinate Enlistment Failure (section 3.7.7.7).
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002055.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_f1283c75a3914b20a8c891ecec1d149a][bookmark: _Toc492419784]PARTNERTM_BRANCH_MTAG_BRANCH_TOO_MANY
This message indicates that the branch request failed because the superior transaction manager has reached the maximum number of subordinates allowed on a transaction.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002059.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_ad50fd0c42bf410fbc0026a991b0a8e7][bookmark: _Toc492419785]PARTNERTM_BRANCH_MTAG_BRANCH_TX_NOT_FOUND
This message indicates that the branch request failed because the superior transaction manager was unaware of the transaction.
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	1
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	2
0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	3
0
	1

	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002054.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_327262c233a44b6bbefb17f7bea9a2c4][bookmark: _Toc492419786]PARTNERTM_BRANCH_MTAG_BRANCHED
This message is sent by the superior transaction manager to indicate that the branch request was successful.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002052.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_7ecfd1c155734375b11af1a1638b7cf6][bookmark: _Toc492419787]PARTNERTM_BRANCH_MTAG_BRANCHING
This message is sent by a subordinate transaction manager to register a new subordinate enlistment with a superior transaction manager.
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	...

	...

	guidTX (16 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002051.
· The dwcbVarLenData field MUST be 16.
guidTX (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
[bookmark: section_cc562e62e61f4bc98b28f7ce38f239e1][bookmark: _Toc492419788]Transaction Recovery
[bookmark: section_f7001f6b59c640eeb6d6a8745b3ee2e2][bookmark: _Toc492419789]Subordinate-Driven
[bookmark: section_974eb041fc69474495c8f881d8882b2a][bookmark: _Toc492419790]CONNTYPE_PARTNERTM_CHECKABORT
This connection type is used by a subordinate transaction manager to query the outcome of a transaction from its superior transaction manager.
For more information about CONNTYPE_PARTNERTM_CHECKABORT as an initiator, see section 3.8.5.2.1.1, and as an acceptor, see section 3.7.5.2.1.1.
[bookmark: section_62063fe082644cb4b59dac6246df76d3][bookmark: _Toc492419791]PARTNERTM_CHECKABORT_MTAG_CHECK
This message is used by a subordinate transaction manager to check if the superior transaction manager aborted a specific transaction.  
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	...
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	guidTX (16 bytes)
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002021.
· The dwcbVarLenData field MUST be 16.
guidTX (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
[bookmark: section_438104b5424d40b3b3adf1541c9ed7ed][bookmark: _Toc492419792]PARTNERTM_CHECKABORT_MTAG_ABORTED
This message indicates that the transaction was successfully aborted. 
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002022.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_b2985a8fcee7458b9b873974a6039bc0][bookmark: _Toc492419793]PARTNERTM_CHECKABORT_MTAG_RETRY
This message indicates the superior transaction manager is unable to declare that the transaction aborted, either because the superior transaction manager has not yet determined the final outcome of the transaction, or because the transaction has already committed.
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	...
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002023.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_9838a020314442ebb0bff3f567325cfb][bookmark: _Toc492419794]Superior-Driven
[bookmark: section_e51e51ec442340d287833c28e74a65db][bookmark: _Toc492419795]CONNTYPE_PARTNERTM_REDELIVERCOMMIT
This connection type is used by a superior transaction manager to redeliver a Commit notification for a transaction to its subordinate transaction manager. 
For more information about CONNTYPE_PARTNERTM_REDELIVERCOMMIT as an initiator, see section 3.7.5.2.2.1, and as an acceptor, see section 3.8.5.2.2.1.
[bookmark: section_273a32f1e15f4f039e7dfa2b02d27794][bookmark: _Toc492419796]PARTNERTM_REDELIVERCOMMIT_MTAG_COMMITREQ
The superior transaction manager sends this message to begin Phase Two commit processing.    
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	guidTx (16 bytes)
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002011.
· The dwcbVarLenData field MUST be 16.
guidTx (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
[bookmark: section_0688967463024b2da4f8d7e96970a857][bookmark: _Toc492419797]PARTNERTM_REDELIVERCOMMIT_MTAG_COMMITREQDONE
This message indicates that the subordinate transaction manager has successfully committed the transaction.   
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002012.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_d6dbf8a60d484cd1b4be9158c7c58d2a][bookmark: _Toc492419798]PARTNERTM_REDELIVERCOMMIT_MTAG_RETRY
This message is sent by the subordinate transaction manager to indicate that it is in a state in which it is temporarily unable to process the commit request. 
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	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002013.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_1b75be905552452fa5e470b401332056][bookmark: _Toc492419799]Connection Types Relevant to Resource Managers
[bookmark: section_5f599a64a97849aa8ef562d86d971f76][bookmark: _Toc492419800]Resource Manager Registration
[bookmark: section_275fb62316304724aefe1872173a4925][bookmark: _Toc492419801]CONNTYPE_TXUSER_RESOURCEMANAGER
The CONNTYPE_TXUSER_RESOURCEMANAGER connection type is used by a durable resource manager to register with its transaction manager. 
For more details about CONNTYPE_TXUSER_RESOURCEMANAGER as an initiator, see section 3.5.5.1.1, and as an acceptor, see section 3.6.5.1.1.
[bookmark: section_b19a9adbc1a848749d0b3acf4baab4dc][bookmark: _Toc492419802]TXUSER_RESOURCEMANAGER_MTAG_CREATE
The TXUSER_RESOURCEMANAGER_MTAG_CREATE message is used by resource managers to register with a transaction manager.   
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	...

	...

	guidRM (16 bytes)

	...

	...

	guidSession (16 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001051.
· The dwcbVarLenData field MUST be 32.
guidRM (16 bytes): This field MUST contain a GUID that specifies the resource manager identifier.
guidSession (16 bytes): This field MUST contain a GUID that specifies the session identifier of the resource manager.
[bookmark: section_c2ca34dc39f14c9e97d75737ceac8c9b][bookmark: _Toc492419803]TXUSER_RESOURCEMANAGER_MTAG_DUPLICATE
The TXUSER_RESOURCEMANAGER_MTAG_DUPLICATE message is sent from the transaction manager when there is already a resource manager that is registered with the same guidRM value.  
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	...
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001054.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_a824c28c4c9b4ab59beb0b03efbb0033][bookmark: _Toc492419804]TXUSER_RESOURCEMANAGER_MTAG_REENLISTMENTCOMPLETE
The TXUSER_RESOURCEMANAGER_MTAG_REENLISTMENTCOMPLETE message is used by resource managers to inform the transaction manager that it has no outstanding in-doubt transactions for which the resource manager required an outcome. 
This message is used in the following scenarios:
· Recover Transactions (section 3.5.7.2)
· Recover Transaction (section 3.5.7.1)
· Reenlistment Complete (section 3.5.7.3)
· Enlistment Commit Request Completed (section 3.5.4.5)
· Enlistment Abort Request Completed (section 3.5.4.4)
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgTypefie ld MUST be 0x00001052.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_54962743f2bc470e9f58f3a8c605ea46][bookmark: _Toc492419805]TXUSER_RESOURCEMANAGER_MTAG_REQUEST_COMPLETE
The TXUSER_RESOURCEMANAGER_MTAG_REQUEST_COMPLETE message is used by transaction managers to indicate that the previous request that was sent by the resource manager on the connection was successfully completed.  
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	...
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001053.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_f38153696c734553b9a43adcd6ba615b][bookmark: _Toc492419806]CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL
This connection type is used by a durable resource manager to register with a transaction manager as well as to detect duplicate registrations. This connection type supersedes CONNTYPE_TXUSER_RESOURCEMANAGER.
This connection type also uses the following messages:
· TXUSER_RESOURCEMANAGER_MTAG_CREATE (section 2.2.10.1.1.1)
· TXUSER_RESOURCEMANAGER_MTAG_DUPLICATE (section 2.2.10.1.1.2)
· TXUSER_RESOURCEMANAGER_MTAG_REENLISTMENTCOMPLETE (section 2.2.10.1.1.3)
· TXUSER_RESOURCEMANAGER_MTAG_REQUEST_COMPLETE (section 2.2.10.1.1.4)
For more information about CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL as an initiator, see section 3.5.5.1.2, and as an acceptor, see section 3.6.5.1.2.
[bookmark: section_b926acd6c3df43baa730104fe7ce52d2][bookmark: _Toc492419807]TXUSER_RESOURCEMANAGERINTERNAL_MTAG_DUPLICATEDETECTED
This message notifies a resource manager that an attempt was made to register another resource manager instance with the unique identifier of this resource manager. See the guidRM field in TXUSER_RESOURCEMANAGER_MTAG_CREATE for more information. 
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001055.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_d20a8767251b4006958001cb1585a80c][bookmark: _Toc492419808]Transaction Coordination
[bookmark: section_e602f48303ac46f6b6748fa88335801d][bookmark: _Toc492419809]CONNTYPE_TXUSER_PHASE0
This CONNTYPE_TXUSER_PHASE0 connection type is used by a resource manager to enlist for Phase Zero notifications from its transaction manager.
The CONNTYPE_TXUSER_PHASE0 connection type is used as either an initiator or as an acceptor:
· For more details about CONNTYPE_TXUSER_PHASE0 as an initiator, see section 3.5.5.2.1.
· For more details about CONNTYPE_TXUSER_PHASE0 as an acceptor, see section 3.6.5.2.1.
[bookmark: section_f8b915f019e040399fe8ea088fefaa75][bookmark: _Toc492419810]TXUSER_PHASE0_MTAG_CREATE
The TXUSER_PHASE0_MTAG_CREATE message is sent by a resource manager to a transaction manager to create a new Phase Zero enlistment on a transaction.
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	...
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	guidTx (16 bytes)
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	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00004901.
· The dwcbVarLenData field MUST be 16.
guidTx (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
[bookmark: section_040dcd004ced48c3bf9adf18761f1199][bookmark: _Toc492419811]TXUSER_PHASE0_MTAG_CREATE_TOO_LATE
The TXUSER_PHASE0_MTAG_CREATE_TOO_LATE message is sent by the transaction manager if the creation of the Phase Zero failed because the enlistment request was made too late in the specified transaction lifetime. See Create Phase Zero Enlistment Failure (section 3.6.7.7) and Register Phase Zero Failure (section 3.2.7.28) for more information.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00004907.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_0c94ca614d42406ab158d6c609ed23f7][bookmark: _Toc492419812]TXUSER_PHASE0_MTAG_CREATE_TX_NOT_FOUND
The TXUSER_PHASE0_MTAG_CREATE_TX_NOT_FOUND message is sent by the transaction manager if the creation of the Phase Zero enlistment failed because the specified transaction could not be found.
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	MsgHeader (24 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00004906.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_bc334650864143c4afbfdfc049345a47][bookmark: _Toc492419813]TXUSER_PHASE0_MTAG_CREATED
The TXUSER_PHASE0_MTAG_CREATED message is sent by the transaction manager if the creation of the Phase Zero enlistment was successful.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00004902.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_01f42503a1a649f193e03d382bc68841][bookmark: _Toc492419814]TXUSER_PHASE0_MTAG_PHASE0REQ
The TXUSER_PHASE0_MTAG_PHASE0REQ message indicates a Phase Zero request from the transaction manager to the Phase Zero enlistment.  
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure. 
· The dwUserMsgType field MUST be 0x00004903.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_abc000084de04c6dae8a52cc083a7456][bookmark: _Toc492419815]TXUSER_PHASE0_MTAG_PHASE0REQ_ABORT
The TXUSER_PHASE0_MTAG_PHASE0REQ_ABORT message is sent by the transaction manager to notify the Phase Zero enlistment that the transaction aborted.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00004909.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_fc43a752d62848908668cd4898be2d18][bookmark: _Toc492419816]TXUSER_PHASE0_MTAG_PHASE0REQDONE
The TXUSER_PHASE0_MTAG_PHASE0REQDONE message is sent by the resource manager to notify the transaction manager that the Phase Zero enlistment has completed the Phase Zero processing request.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00004904.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_eac448b3541f400c9ba5973e18591805][bookmark: _Toc492419817]TXUSER_PHASE0_MTAG_UNENLIST
The TXUSER_PHASE0_MTAG_UNENLIST message is sent by the resource manager to notify the transaction manager that the Phase Zero enlistment is to be removed and is no longer part of the transaction.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00004905.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_833119dae6624f218edcbf71cdddb4ac][bookmark: _Toc492419818]CONNTYPE_TXUSER_ENLISTMENT
The CONNTYPE_TXUSER_ENLISTMENT connection type is used by a durable resource manager to establish an enlistment with its transaction manager. 
For more details about CONNTYPE_TXUSER_ENLISTMENT as an initiator, see section 3.5.5.2.2, and as an acceptor, see section 3.6.5.2.2.
[bookmark: section_72e5d73fd25e42e28685c93be058379d][bookmark: _Toc492419819]TXUSER_ENLISTMENT_MTAG_ABORTREQ
The TXUSER_ENLISTMENT_MTAG_ABORTREQ message is sent by the transaction manager (TM) to the resource manager (RM) to inform the RM that the transaction has aborted.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001034.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_f84478d63d5745eebdd07fa33767cca1][bookmark: _Toc492419820]TXUSER_ENLISTMENT_MTAG_ABORTREQDONE
The TXUSER_ENLISTMENT_MTAG_ABORTREQDONE message acknowledges that the resource manager processed the abort and the transaction manager is no longer obligated to retain the outcome of the transaction.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001037.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_6a13a270933c4a64b848721d4f85e72e][bookmark: _Toc492419821]TXUSER_ENLISTMENT_MTAG_COMMITREQ
The TXUSER_ENLISTMENT_MTAG_COMMITREQ message is sent by the transaction manager to notify the resource manager that the transaction has committed and that the resource manager MUST carry out the operations that are necessary to commit the work that is performed under the transaction.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001035.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_89bc735cfabb4b1f913084f21b8e03b3][bookmark: _Toc492419822]TXUSER_ENLISTMENT_MTAG_COMMITREQDONE
The TXUSER_ENLISTMENT_MTAG_COMMITREQDONE message is sent by the resource manager to indicate that it has carried out the necessary operations to commit the transaction, and that the transaction manager is no longer obligated to retain the outcome of the transaction for the resource manager.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001038.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_eebba427ebd34e399d0fec474efc7e10][bookmark: _Toc492419823]TXUSER_ENLISTMENT_MTAG_ENLIST
The TXUSER_ENLISTMENT_MTAG_ENLIST message is sent by the resource manager to request the creation of a new enlistment on a transaction.
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	guidTX (16 bytes)
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	guidRM (16 bytes)
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	guidSession (16 bytes)
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001031.
· The dwcbVarLenData field MUST be 48.
guidTX (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
guidRM (16 bytes): This field MUST contain a GUID that specifies the resource manager identifier.
guidSession (16 bytes): This field MUST contain a GUID that specifies the session identifier of the resource manager.
[bookmark: section_06be1d0aecd74531b6916feed0628e50][bookmark: _Toc492419824]TXUSER_ENLISTMENT_MTAG_ENLIST_LOG_FULL
The TXUSER_ENLISTMENT_MTAG_ENLIST_LOG_FULL message is sent by the transaction manager to indicate that the creation of the new enlistment failed because insufficient space exists in the recovery log of the transaction manager to be able to account for the new enlistment.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001903.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_b5f40fb9557a4adaa593d45034a1a57a][bookmark: _Toc492419825]TXUSER_ENLISTMENT_MTAG_ENLIST_TOO_LATE
The TXUSER_ENLISTMENT_MTAG_ENLIST_TOO_LATE message is sent by the transaction manager to indicate that the creation of that enlistment failed because it is too late in the lifetime of the specified transaction. See Create Subordinate Enlistment Failure and Create Subordinate Enlistment for more information.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001902.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_d3be6ca1144e496e99495ecbcf35e852][bookmark: _Toc492419826]TXUSER_ENLISTMENT_MTAG_ENLIST_TOO_MANY
[bookmark: Appendix_A_Target_18]The TXUSER_ENLISTMENT_MTAG_ENLIST_TOO_MANY message is sent by the transaction manager to indicate that the creation of the new enlistment failed because the implementation-specific maximum number of enlistments for the transaction has been reached.<18>
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001905.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_e80ce57f661346dfba075564d5db7d15][bookmark: _Toc492419827]TXUSER_ENLISTMENT_MTAG_ENLIST_TX_NOT_FOUND
The TXUSER_ENLISTMENT_MTAG_ENLIST_TX_NOT_FOUND message is sent by the transaction manager to indicate that the creation of the new enlistment failed because the specified transaction does not exist.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001901.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_a79f00c416e24f2e9b58716a86644c6d][bookmark: _Toc492419828]TXUSER_ENLISTMENT_MTAG_ENLISTED
The TXUSER_ENLISTMENT_MTAG_ENLISTED message is sent by the transaction manager to indicate that the creation of the new enlistment was successful.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001032.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_783dfa6c4a1a422d88277074c187bfdd][bookmark: _Toc492419829]TXUSER_ENLISTMENT_MTAG_PREPAREREQ
The TXUSER_ENLISTMENT_MTAG_PREPAREREQ message is used to request that the resource manager perform the actions that are needed to prepare the transaction to be committed.
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	...
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	grfRM

	fSinglePhase


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure. 
· The dwUserMsgType field MUST be 0x00001033.
· The dwcbVarLenData field MUST be 8.
grfRM (4 bytes): The value of this field MUST be a 32-bit unsigned integer. This value SHOULD be ignored on receipt.
fSinglePhase (4 bytes): Indicates whether the sending transaction manager is willing to allow the single-phase commit optimization. If the value is zero, the resource manager receiving this message MUST NOT perform a single-phase commit. If the value is nonzero, the resource manager receiving this message SHOULD perform a single-phase commit. 
[bookmark: section_5ca97684b499486e8f5361df0a00eed9][bookmark: _Toc492419830]TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE
The TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE message is sent by the resource manager to indicate either success or failure of the prepare operation, depending on the value of the prepareReqDone field.
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	...
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	prepareReqDone

	guidReason (16 bytes)

	...
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001036.
· The dwcbVarLenData field MUST be 20.
prepareReqDone (4 bytes): A value indicating the result of the prepare operations that are performed by the resource manager. The value MUST be one that is as specified by the TXUSER_ENLISTMENT_PREPAREREQDONE_RESPONSE enumeration.
guidReason (16 bytes): This field MUST contain a GUID that contains an implementation-specific value that MUST be ignored on receipt.
[bookmark: section_dd799cb5fd344ebfa552e7c20e5e8a90][bookmark: _Toc492419831]Transaction Recovery
[bookmark: section_aabfe43e1d74464db8abc33e50f3dc6c][bookmark: _Toc492419832]CONNTYPE_TXUSER_REENLIST
This connection type is used by a durable resource manager to determine the outcome of an In Doubt transaction.
For more information about CONNTYPE_TXUSER_REENLIST as an initiator, see section 3.5.5.3.1, and as an acceptor, see section 3.6.5.3.1.
[bookmark: section_2721e77ec357470ca7931d9bbed462b9][bookmark: _Toc492419833]TXUSER_REENLIST_MTAG_REENLIST
The TXUSER_REENLIST_MTAG_REENLIST message indicates that the resource manager wants to obtain the outcome of an In Doubt transaction from the transaction manager.
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	...

	...

	guidTx (16 bytes)

	...

	...

	ulTimeout

	guidRm (16 bytes)

	...

	...


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001061.
· The dwcbVarLenData field MUST be 36.
guidTx (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
ulTimeout (4 bytes): This field MUST specify the time, in milliseconds, that the resource manager will wait for a decision. A value of zero MUST represent an infinite timeout. The recipient SHOULD NOT send a TXUSER_REENLIST_MTAG_REENLIST_TIMEOUT message until the time span that is specified by this value has elapsed.
guidRm (16 bytes): This field MUST be a GUID that specifies the resource manager identifier. 
[bookmark: section_4f55a3950a1f4b83a8c4feb0024ca390][bookmark: _Toc492419834]TXUSER_REENLIST_MTAG_REENLIST_ABORTED
The TXUSER_REENLIST_MTAG_REENLIST_ABORTED message indicates that the transaction that is supplied by the TXUSER_REENLIST_MTAG_REENLIST has aborted.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001062.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_1afa1ddff0734b4b99a9564ccdf4098e][bookmark: _Toc492419835]TXUSER_REENLIST_MTAG_REENLIST_COMMITTED
The TXUSER_REENLIST_MTAG_REENLIST_COMMITTED message indicates that the transaction that is supplied by the TXUSER_REENLIST_MTAG_REENLIST has committed.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001063.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_4b90b29d262e460b899ec98f7641cdbb][bookmark: _Toc492419836]TXUSER_REENLIST_MTAG_REENLIST_TIMEOUT
The TXUSER_REENLIST_MTAG_REENLIST_TIMEOUT message indicates that the TXUSER_REENLIST_MTAG_REENLIST request has exceeded the time span that is specified by its ulTimeout field and therefore has failed.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001064.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_94e60cff06e748b79e6d4511cdfa8c0e][bookmark: _Toc492419837]Voting
[bookmark: section_a0f29ac0d4e04673aa0da3cf64567d89][bookmark: _Toc492419838]CONNTYPE_TXUSER_VOTER
This connection type is used by a volatile resource manager to establish a voter enlistment with its transaction manager.
For more details on CONNTYPE_TXUSER_VOTER as an initiator, see section 3.5.5.4.1, and as an acceptor, see section 3.6.5.4.1.
[bookmark: section_4fc26281d38244f488975ab462c85dc4][bookmark: _Toc492419839]TXUSER_STATUS_MTAG_ABORTED
The TXUSER_STATUS_MTAG_ABORTED message is sent by the transaction manager to notify the resource manager that the transaction has aborted.
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001093.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_7fd5add70aaa49ae99d163fb86d35f9a][bookmark: _Toc492419840]TXUSER_STATUS_MTAG_COMMITTED
The TXUSER_STATUS_MTAG_COMMITTED message is sent by the transaction manager to notify the resource manager that the transaction has committed.  
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001094.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_410ce3a27dd84127aefe7889bc2a033c][bookmark: _Toc492419841]TXUSER_STATUS_MTAG_INDOUBT
The TXUSER_STATUS_MTAG_INDOUBT message is sent by the transaction manager to notify the resource manager that the outcome of the transaction is In Doubt.   
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00001095.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_2979eaeb07c543ae82260b8a7f916fdb][bookmark: _Toc492419842]TXUSER_VOTER_MTAG_CREATE
The TXUSER_VOTER_MTAG_CREATE message is sent by the resource manager to create a new voter enlistment on a transaction.
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	guidTx (16 bytes)
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002091.
· The dwcbVarLenData field MUST be 16.
guidTx (16 bytes): This field MUST contain a GUID that specifies the transaction identifier.
[bookmark: section_08e15593961e4ecabad4cbb6b7f0ea7b][bookmark: _Toc492419843]TXUSER_VOTER_MTAG_CREATE_TOO_LATE
The TXUSER_VOTER_MTAG_CREATE_TOO_LATE message is sent by the transaction manager to indicate that the creation of the new voter enlistment was unsuccessful because it was too late in the lifetime of the transaction to create new enlistments. See Create Voter Enlistment Failure (section 3.6.7.12) and Create Voter Enlistment (section 3.2.7.14) for more information.  
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002096.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_9b282259a25c4779809a3fac2743c5e0][bookmark: _Toc492419844]TXUSER_VOTER_MTAG_CREATE_TX_NOT_FOUND
The TXUSER_VOTER_MTAG_CREATE_TX_NOT_FOUND message is sent by the transaction manager to indicate that creation of the new voter enlistment was unsuccessful because the specified transaction does not exist.   
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002095.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_64eefe01dd154a6fafb4e9d31810c73e][bookmark: _Toc492419845]TXUSER_VOTER_MTAG_CREATED
The TXUSER_VOTER_MTAG_CREATED message is sent by the transaction manager to indicate that creation of the new voter enlistment was successful.   
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002092.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_1f99fdbed7144a6eb4028bd36342005b][bookmark: _Toc492419846]TXUSER_VOTER_MTAG_VOTEREQ
The TXUSER_VOTER_MTAG_VOTEREQ message is sent by the transaction manager to request that the resource manager perform any operations it needs to during Phase One and to vote on the outcome of the transaction.  
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MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002093.
· The dwcbVarLenData field MUST be 0.
[bookmark: section_d44c1b459c214984b98fdfe7603e9080][bookmark: _Toc492419847]TXUSER_VOTER_MTAG_VOTEREQDONE
The TXUSER_VOTER_MTAG_VOTEREQDONE message is sent by a voter to indicate whether it agrees to a decision to commit the transaction for which it had previously created a voter enlistment.
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	VoteReqDone


MsgHeader (24 bytes): This field MUST contain a MESSAGE_PACKET structure.
· The dwUserMsgType field MUST be 0x00002094.
· The dwcbVarLenData field MUST be 4.
VoteReqDone (4 bytes): The resource manager votes to commit or abort the transaction. The value MUST be one that is defined by the TXUSER_VOTER_VOTERREQDONE_RESPONSE enumeration.
[bookmark: section_41ccc7c0123d4687bfb4f19c615cc6d2][bookmark: _Toc492419848]Protocol Details
[bookmark: section_9c1c4bb38d69448196981e1696b46a97][bookmark: _Toc492419849]Common Details
This section defines common details for the transaction participants, as specified in sections 3.2 through 3.8. Each participant MUST conform to the details as specified in this section.
[bookmark: section_2010e9f7b455402e9a440f303d81b7db][bookmark: _Toc492419850]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with the behavior that is described in this document.
Note that the abstract data model can be implemented in a variety of ways. This protocol does not prescribe or advocate any specific implementation technique.
Participants MUST use the multiplexing protocol connections specified in [MS-CMP] section 3.1.1.1 as a transport protocol for sending messages. The Transport section defines the mechanisms by which this protocol initializes and makes use of the multiplexing protocol.
A participant MUST also maintain the following data elements:
· Transaction table: A table of entries to transaction objects, keyed by transaction identifier.
· Session Table: A table of Session objects, as maintained by the multiplexing protocol specified in [MS-CMP] section 3.1.1. The MSDTC Connection Manager: OleTx Transaction Protocol reads the Session table data elements provided by [MS-CMPO] but does not extend or modify the table.
Each transaction object MUST contain the following data structures:
· Transaction Object.Identifier: This field contains a GUID that specifies the transaction identifier.
· Connection list: A list of multiplexing protocol connection objects, as specified in [MS-CMP] section 3.1.1.1, that are associated with the transaction.
A transaction object is extended by various participants. When this extension includes enlistment details, then each discrete enlistment is represented in this model as an enlistment object. In this description, the enlistment object represents a set of fields that are always associated with each enlistment. As a group, these fields are referred to in the processing rules as the enlistment object. In the processing rules, a set of fields comprising an enlistment object are always added or removed as a group. Depending on the participant, there can be more than one enlistment object as part of the transaction object (Core Transaction Manager Facet, as specified in section 3.2.1, is an example of this).
An Enlistment object MUST contain the following data structures:
· Transaction Manager Facet: A reference to the specific facet in the transaction manager that created the Enlistment object. A single facet creates zero or more Enlistment objects. Transaction manager facets are as specified in section 3.2.1.4.
· Transaction: A reference to a transaction object.
· Enlistment Object.Connection: A reference to a connection object.
· Resource Manager Identifier: A GUID that uniquely identifies the resource manager. Each transaction manager facet MUST set this field if the transaction manager facet is communicating with a durable resource manager.
· Recovery Information: An extensibility point that allows transaction manager facets to contribute information to the durable log that is returned to them when recovery occurs. This field MUST be interpreted only by the transaction manager facet that created the Enlistment object.
· Name: A string providing a name for the enlistment. Each transaction manager facet MUST define the contents of this field for the Enlistment objects that are created by that facet.
· Enlistment Object.Identifier: A string providing an identifier for the enlistment. Each transaction manager facet MUST provide the contents of this field for Enlistment objects that are created by that facet.
Furthermore, a participant MUST extend the definition of a connection object to include the following data elements:
· Transaction: A reference to the transaction object that is associated with the connection.
· State: A state enumeration that represents the current state of the connection.
· Connection-Specific Data: An opaque reference to an object. This field is used during the execution of a connection to associate connection-specific objects with the connection. Some connections do not use this field.
A state enumeration MUST contain a set of values that represent specific states in a logical state machine. For a connection type, these values represent the different states to which the connection's logical state machine is set during the lifetime of the connection.
When a participant initiates or accepts a connection, the State field of the connection MUST be set initially to the Idle state. When the connection is disconnected, the connection state MUST be set to the Ended state.
For a participant initiating a connection, once the connection's state machine enters the Ended state, the connection that is associated with the state machine MUST be disconnected, if it is not already disconnected, as specified in section 3.1.8.2.
[bookmark: section_34667cb2b74849c1b03a16d08c43d924][bookmark: _Toc492419851]Converting a Name Object to an OLETX_TM_ADDR Structure
A Name object MUST be converted to an OLETX_TM_ADDR (section 2.2.4.2) structure in the following manner:
· The guidSignature field of OLETX_TM_ADDR MUST be set as specified in section 2.2.4.2.
· The guidEndpoint field of OLETX_TM_ADDR MUST be set to the CID field of the Name object.
· The grbComProtsSupported field of OLETX_TM_ADDR MUST be set to the Protocols field of the Name object.
· The wszHostName field of OLETX_TM_ADDR MUST be set to the Hostname field of the Name object. 
[bookmark: section_7d77f9bfddfc4b22a8e695bd81f8bb26][bookmark: _Toc492419852]Converting an OLETX_TM_ADDR Structure to a Name Object
An OLETX_TM_ADDR (section 2.2.4.2) structure MUST be converted to a Name object in the following manner:
· The CID field of the Name object MUST be set to the guidEndpoint field of OLETX_TM_ADDR. 
· The Protocols field of the Name object MUST be set to the grbComProtsSupported field of OLETX_TM_ADDR.
· The Hostname field of the Name object MUST be set to the wszHostName field of OLETX_TM_ADDR. 
[bookmark: section_c0402afa0cb74a13adafb75d631b0d93][bookmark: _Toc492419853]Converting a Name Object to a NAMEOBJECTBLOB Structure
A Name object MUST be converted to a NAMEOBJECTBLOB (section 2.2.5.3) structure in the following manner:
· The szGuid field of NAMEOBJECTBLOB MUST be set to the CID field of the Name object and formatted as a string, as specified in [C706] Appendix A.
· The grbComProtsSupported field of NAMEOBJECTBLOB MUST be set to the Protocols field of the Name object.
· The szHostName field of NAMEOBJECTBLOB MUST be set to the Hostname field of the Name object and formatted as a null-terminated Latin-1 ANSI string, as specified in [ISO/IEC-8859-1].
· The dwcbHostName and dwReserved1 fields MUST be set as specified in section 2.2.5.3.
[bookmark: section_7f8e9c0b6ecd4c8293a026122d046eaa][bookmark: _Toc492419854]Converting a NAMEOBJECTBLOB Structure to a Name Object
A NAMEOBJECTBLOB (section 2.2.5.3) structure MUST be converted to a Name object in the following manner:
· The CID field of the Name object MUST be set to the szGuid field of NAMEOBJECTBLOB, converted from a string to a GUID as specified in [C706] Appendix A.
· The Protocols field of the Name object MUST be set to the grbComProtsSupported field of NAMEOBJECTBLOB.
· The Hostname field of the Name object MUST be set to the szHostName field of NAMEOBJECTBLOB.
[bookmark: section_6f100f4c6a144b7cb88a9c96f82b9689][bookmark: _Toc492419855]Timers
None.
[bookmark: section_f0fbe1d83f244a40af677f4375db3601][bookmark: _Toc492419856]Initialization
The initialization process of this protocol MUST initialize the underlying instance of the MSDTC Connection Manager: OleTx Multiplexing ([MS-CMP]) and MSDTC Connection Manager: OleTx Transports ([MS-CMPO]) protocols as specified in section 2.1.2.
If initialization fails for the underlying [MS-CMP] protocol as specified in [MS-CMP] section 3.1.3.1, or for the underlying [MS-CMPO] protocol as specified in [MS-CMPO] section 3.2.3.1, then the initialization of the [MS-DTCO] protocol MUST also fail and an implementation-specific failure result MUST be returned to the higher-layer business logic.
To establish an OleTx connection between an initiator and an acceptor both the initiator and the acceptor MUST follow the processing steps as specified in [MS-CMP] section 3.1.4.2.
To initiate a connection, a session MUST already be established between the initiator and the acceptor.
For the use of MSDTC Connection Manager: OleTx Transports Protocol sessions ([MS-CMPO] section 3.2.1.2) and MSDTC Connection Manager: OleTx Multiplexing Protocol connections ([MS-CMP] section 3.1.1.1) in this protocol, see section 2.1.
[bookmark: section_1f6f3998268d4f0fa2e5883a6dc999bf][bookmark: _Toc492419857]Enlistment Object Initialization
A participant MUST initialize each new Enlistment object that is created by the participant with the following default values:
· The transaction manager facet field MUST default to an empty value.
· The transaction field MUST default to an empty value.
· The Enlistment Object.Connection field MUST default to an empty value.
· The resource manager identifier field MUST default to NULL_GUID.
· The recovery information field MUST default to an empty value.
· The name field MUST default to an empty string.
· The Enlistment Object.Identifier field MUST default to an empty string.
[bookmark: section_ed10ebe7afaf41ab849ae2d128525178][bookmark: _Toc492419858]Protocol Versioning Details
[bookmark: section_1842c1d599964ec4aa6a69d6442d4492][bookmark: _Toc492419859]Supporting a Protocol Version
A protocol role implementation that claims support for a protocol version MUST implement all the protocol elements required by that version for the respective role, as specified in section 2.2.1.
A protocol role implementation that claims a version as the maximum supported protocol version MUST support that version, and it MUST NOT implement any protocol elements that are neither required nor optional for that version (see section 2.2.1).
[bookmark: section_ba8eca032d5e4f60b363af8b3bfaecbc][bookmark: _Toc492419860]Negotiating a Common Protocol Version
Before exchanging any protocol messages, two protocol participants MUST agree on what protocol version to use for their communication. To negotiate a common protocol version, the two protocol participants MUST use the version negotiation mechanism provided by the MSDTC Connection Manager: OleTx Transports Protocol transport (see [MS-CMPO] section 3.3.4.2.1 BuildContext-Primary) as follows:
· When a protocol participant (application, resource manager, transaction manager) initializes its underlying MSDTC Connection Manager: OleTx Transports Protocol transport, it MUST do the following:
· Set the Minimum Level 3 Version Number data field of the underlying MSDTC Connection Manager: OleTx Transports Protocol implementation to 0x00000001 (see also [MS-CMPO] section 3.2.1.1). Note that the MSDTC Connection Manager: OleTx Transaction Protocol is layered on top of MSDTC Connection Manager: OleTx Multiplexing Protocol (specified in [MS-CMP]), which is layered on top of the MSDTC Connection Manager: OleTx Transports Protocol (specified in [MS-CMPO]). Therefore, it is a level-three protocol for the MSDTC Connection Manager: OleTx Transports Protocol (as defined in [MS-CMPO] section 2.2.2).
· Set the Maximum Level 3 Version Number data field of the underlying MSDTC Connection Manager: OleTx Transports Protocol implementation to the value of the maximum supported MSDTC Connection Manager: OleTx Transaction Protocol version (defined in section 3.1.4.1).
When an MSDTC Connection Manager: OleTx Transports Protocol session is successfully established between the two protocol participants, the value of the dwLevelThreeAccepted field of the session object's Version field (see [MS-CMPO] section 3.2.1.2, Session State) indicates the negotiated protocol version (for example, if the value of the dwLevelThreeAccepted field is 5, the negotiated protocol version is 5).
[bookmark: section_e2d7eaf8f64147a39f99603c7e793761][bookmark: _Toc492419861]Using the Negotiated Protocol Version
Once a protocol version is negotiated, the session partners SHOULD use in their communication only the protocol elements that are either required or optional for that version (see section 2.2.1 for a definition of version-required and version-optional elements), as follows:
· [bookmark: Appendix_A_Target_19]When a partner makes a connection request, it SHOULD use only a connection type that is either required or optional for the negotiated protocol version. If the connection type is optional for the negotiated protocol version, it MUST handle the MTAG_CONNECTION_REQ_DENIED ([MS-CMP] section 2.2.5) response and return the failure result to the higher business layer.<19>
· When a partner receives a connection request, it MUST accept as valid only a connection type that is either required or optional for the negotiated protocol version. Invalid connections MUST be rejected, as specified in [MS-CMP] section 2.2.5.
· [bookmark: Appendix_A_Target_20]When a partner sends a message over an established connection, it SHOULD use only message types and formats that are supported by the negotiated protocol version in the context of the connection type of the respective connection.<20>
· When a partner receives a message over an established connection, it SHOULD accept as valid only message types and formats that are supported by the negotiated protocol version in the context of the connection type of the respective connection. An invalid message MUST be rejected, as specified in section 3.1.6.
[bookmark: section_bcc3a75e6f034efeacf658929f793c55][bookmark: _Toc492419862]Higher-Layer Triggered Events
None.
[bookmark: section_ef2c715503234d3cbf4d5c4d2ec0998e][bookmark: _Toc492419863]Processing Events and Sequencing Rules
When an OleTx connection partner receives an incoming message on a connection, it MUST perform the following actions in order to verify the validity of the message:
· Schema validation
· The participant MUST validate the message content in accord with the message schema and constraints specified in section 2.2 for the specific incoming message type. If a message type is not determinable, the message MUST be considered invalid. 
· State validation
· The participant MUST verify the current state of the connection by using the State field of the connection as follows:
· If the connection is in the Ended state, the message MUST be considered invalid.
· If the connection type has not defined a specific processing rule in section 3 for the processing of the specific message in the current connection state, then the message MUST be considered invalid.
[bookmark: Appendix_A_Target_21]If an incoming message is considered invalid, the participant MUST ignore the contents of the message. Furthermore, the connection on which the message was received MUST transition to the Ended state, and return a failure result to the higher-layer business logic. The participant MAY also tear down the session with which the connection was established.<21>
If the connection type defines specific actions that MUST be performed when an invalid message is received, the connection partner MUST also perform those actions. These actions are specified in the Message Processing Events and Sequencing Rules section that specifies the behavior of the connection type.
The various failure results returned to the higher-layer business logic are implementation-specific. Failure results SHOULD include implementation-specific context around valid error messages and invalid incoming messages.
[bookmark: section_45a86ab8a29d4ce5b3a88dfb2bcb0d02][bookmark: _Toc492419864]Timer Events
None.
[bookmark: section_74eb886b4def43bd94d25ee8b8655c7e][bookmark: _Toc492419865]Other Local Events
An OleTx connection participant MUST be able to handle the following events at any time during the lifetime of an OleTx connection. 
[bookmark: section_a4cfd18e84a04eb4b9bc14d0aeb045c8][bookmark: _Toc492419866]Initiate Connection
The Initiate Connection event MUST be signaled with the following parameters:
· Name Object of the partner to create the connection.
· The connection type of the outgoing connection.
On Initiate Connection event signal, an OleTx connection participant MUST perform the following:
· Create a new Incoming Message Notification Interface object with the event fields set to local events Receiving a Message (section 3.1.8.4) and Connection Disconnected (section 3.1.8.3) respectively.
· Signal Create Connection event as specified in [MS-CMP] section 3.1.4.2 by passing the following parameters:
· The provided Name Object of the partner to create the connection.
· The provided connection type of the outgoing connection.
· The new Incoming Message Notification Interface object to receive incoming message notifications from MSDTC Connection Manager: OleTx Multiplexing Protocol layer.
[bookmark: section_0c43e5fc877941ff81121e64e24f06af][bookmark: _Toc492419867]Disconnect Connection
The Disconnect Connection event MUST be signaled with the following argument:
· A Connection object
When a Disconnect Connection event is signaled, an OleTx connection participant MUST perform the following:
· Perform all the actions that are required for a valid disconnection as specified in [MS-CMP] section 3.1.4.3.
[bookmark: section_08d31baa98dd40e58f04ec30c8d1d210][bookmark: _Toc492419868]Connection Disconnected
The Connection Disconnected event MUST be signaled with the following argument:
· A Connection object
When a Connection Disconnected event is signaled, an OleTx connection participant MUST perform the following: 
· If the connection type defines specific additional actions that MUST be performed when a connection is disconnected, the OleTx participant MUST also perform those actions. These actions are specified in the specific Message Processing Events and Sequencing Rules section that defines the behavior of a specified connection type when receiving incoming messages.
· The connection MUST be removed from the connection list that belongs to the transaction that is associated with the connection.
· If the connection state is not already Ended, the state MUST be set to Ended.
[bookmark: section_64d881590c6745ebb0587a9c4b8ce705][bookmark: _Toc492419869]Receiving a Message
The Receiving a Message event MUST be signaled with the following arguments:
· A protocol message extending the MESSAGE_PACKET structure
· A Connection object
If the Receiving a Message event is signaled, an OleTx connection participant MUST perform the following actions:
· Verify the validity of the received protocol message as specified in section 3.1.6.
· When a partner receives a connection request, it MUST accept as valid only a connection type that is either required or optional for the negotiated protocol version. Invalid connections MUST be rejected by sending an MTAG_CONNECTION_REQ_DENIED [MS-CMP] (section 2.2.5) message with the Reason field set to 0x80070057.
· If the incoming message is MTAG_CONNECTION_REQ_DENIED [MS-CMP] (section 2.2.5) message:
· If the connection state is not already Ended, the state MUST be set to Ended.
· Return the failure reason code from the Reason field to higher-layer business logic.
· If the connection type defines specific additional actions that MUST be performed when a connection is requested or when a valid user message is processed, the OleTx participant MUST also perform those actions. These actions are specified in the specific Message Processing Events and Sequencing Rules section that defines the behavior of a specified connection type and the user message type when receiving incoming messages.
[bookmark: section_2f32384b26524cf6af2fb11ca256f3cf][bookmark: _Toc492419870]Core Transaction Manager Facet Details
[bookmark: section_80560feff24c44cf90d259441d5f1b24][bookmark: _Toc492419871]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with the behavior that is described in this document.
Note that the abstract data model can be implemented in a variety of ways. This protocol does not prescribe or advocate any specific implementation technique.
The Core Transaction Manager Facet MUST maintain all the data elements described in section 3.1.1.
The Core Transaction Manager Facet MUST also maintain the following data elements:
· Core Transaction Manager Facet.Durable Log: A durable list of transaction objects. The contents of the log MUST persist across software restarts or transient failures.
· Protocol Extension List: A list of protocol extensions, as specified in section 3.2.1.5.
· Extended Whereabouts: A memory buffer that represents the extended whereabouts information of the transaction manager, contributed by protocol extension objects as specified in section 3.2.1.5.
· Extended Whereabouts Size: The size of the extended whereabouts buffer, in bytes.
· Extended Whereabouts Protocol Count: The number of protocol extension objects that contributed to the extended whereabouts information.
· Security Level: An enumeration that indicates the security level at which the transaction manager initializes communication by using the transports protocol as specified in [MS-CMPO]  and the multiplexing protocol as specified in [MS-CMP] section 3.2.1.1. This element MUST be set to one of the following values:
· No Security: This value is set to indicate that the RPC communications MUST NOT require validation of the identity for an incoming message.
· Incoming Authentication: This value is set to indicate that the RPC communication SHOULD validate the identity for an incoming message.
· Mutual Authentication: This value is set to indicate that the RPC communication SHOULD validate that there is a known identity for an incoming connection. The incoming connection is refused if the identity is not established. The incoming identity MUST match the pattern "<domain>\<incoming-MSDTC-name>$", where <incoming-MSDTC-name> is the source hostname for the connection, and <domain> is the name of the domain in which the host is a member. 
· The Core Transaction Manager Facet MUST maintain the following security flags and MUST set each flag to either TRUE or FALSE:
· Allow Network Access: A Boolean flag that indicates whether the transaction manager will communicate with an OleTx participant that is located on a remote machine. If this flag is not set, network access MUST NOT be enabled for the OleTx protocol, regardless of the settings of the other flags.
· Allow Network Transactions: A Boolean flag that indicates whether the transaction manager will perform a distributed transaction with an OleTx participant that is located on a remote machine. If the Allow Network Access flag is set to false, this flag MUST be ignored.
· Allow Inbound Transactions: A Boolean flag that indicates whether the transaction manager will act as subordinate to a superior transaction manager facet that is located on a remote machine. If either the Allow Network Access flag or the Allow Network Transactions flags are set to false, this flag MUST be ignored.
· Allow Outbound Transactions: A Boolean flag that indicates whether the transaction manager will act as superior to a subordinate transaction manager facet that is located on a remote machine. If either the Allow Network Access flag or the Allow Network Transactions flag is set to false, this flag MUST be ignored.
· Allow Remote Administration: A Boolean flag that indicates whether the transaction manager will be administered by an application that is located on a remote machine. If the Allow Network Access flag is set to false, this flag MUST be ignored.
· Allow Remote Clients: A Boolean flag that indicates whether the transaction manager will communicate with an application or a resource manager that is located on a remote machine. If the Allow Network Access flag is set to false, this flag MUST be ignored. 
· Allow TIP: A Boolean flag that indicates whether the transaction manager has enabled the TIP protocol, as specified in [RFC2371]. For information on the transaction manager's interaction with [RFC2371], see [MS-DTCM]. If the Allow Network Access flag is set to false, this flag MUST be ignored.
· Allow XA: A Boolean flag that indicates whether the transaction manager provides support for the [C193] protocol in an implementation-specific manner.
· Allow LUTransactions: A Boolean flag that indicates whether the transaction manager provides support for the MSDTC Connection Manager: OleTx Transaction Protocol Logical Unit Mainframe Extension protocol, as specified in [MS-DTCLU]. A value of TRUE indicates the transaction manager accepts the connection type supported in the MSDTC Connection Manager: OleTx Transaction Protocol Logical Unit Mainframe Extension protocol. A value of FALSE indicates the transaction manager will refuse to accept incoming connections for the connection type supported in the MSDTC Connection Manager: OleTx Transaction Protocol Logical Unit Mainframe Extension protocol. If either the Allow Network Access flag or the Allow Remote Clients flag is set to FALSE, the transaction manager MUST ignore this flag and MUST refuse to accept incoming connections from remote machines for the connection type supported in the MSDTC Connection Manager: OleTx Transaction Protocol Logical Unit Mainframe Extension protocol.
The Core Transaction Manager Facet MUST extend the definition of a transaction object to include the following data elements:
· Superior Enlistment: A reference to an Enlistment object that belongs to either the subordinate transaction manager facet or the transaction manager communicating with an application facet, as specified in 3.1.1.
· Next Phase Zero Wave Enlistment list: A list of Enlistment objects that represent the enlistment set of Phase Zero that belongs to the next Phase Zero wave of the transaction.
· Phase Zero Enlistment list: A list of Enlistment objects that represent the enlistment set of Phase Zero that belongs to the current Phase Zero wave of the transaction.
· Phase One Enlistment list: A list of Enlistment objects that represent the set of Phase One enlistments currently registered on the transaction.
· Phase One Voter Enlistment list: A list of Enlistment objects that represent the set of voter enlistments currently registered on the transaction.
· Phase Two Enlistment list: A list of Enlistment objects that represent the set of Phase One enlistments who voted Prepared when asked to vote on the outcome of the transaction.
· Phase Two Voter Enlistment list: A list of Enlistment objects that represent the set of voter enlistments who voted Prepared when asked to vote on the outcome of the transaction.
· Root: A flag set to true if the Core Transaction Manager Facet is the root of the transaction; otherwise, false.
· Doomed: A flag set to true if the transaction has been aborted; otherwise, false.
· Attributes Set: A flag set to true when the transaction attributes are updated by using the Set Transaction Attributes event.
· Phase Zero Registered: A flag set to true if the transaction has successfully registered for the next Phase Zero wave; otherwise, false.
· Single Phase Commit: A flag set to true if the Core Transaction Manager Facet was requested to perform a Single Phase Commit on the transaction; otherwise, false.
· State: A State enumeration that represents the current state of the transaction. These states are as specified in section 3.2.1.3.
· Isolation Level: An Isolation Level value.
· Isolation Flags: An Isolation Flags value.
· Description: An implementation-specific description string that is provided to the core transaction manager when the transaction is created.
· Timeout: A 32-bit unsigned integer that represents the number of milliseconds after which a root transaction MUST time out if an outcome is not reached. This value MUST be used to initialize the Transaction Timeout Timer (section 3.2.2.1).
· GRFRM: A 32-bit unsigned integer that contains an implementation-defined value, as defined in section 2.2.7.1.
The Core Transaction Manager Facet MUST extend the definition of a connection object, as specified in [MS-CMP] section 3.1.1.1, to include the following data element:
· Enlistment: A reference to the Enlistment object that is associated with the connection. Some connections do not use this field.
[bookmark: section_7660a622e0054b94b4832319e4931946][bookmark: _Toc492419872]Versioning
The core transaction manager MUST maintain the data that pertains to the extended whereabouts functionality only on versions where the connection type CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS is supported as specified in section 2.2.1.1.1. The following data elements, as specified in section 3.2.1, are affected:
· Extended Whereabouts
· Extended Whereabouts Size
· Extended Whereabouts Protocol Count
· Extended Whereabouts data structures that are provided by protocol extension objects:
· Whereabouts
· Whereabouts Size
The core transaction manager MUST maintain the data that pertains to the Phase Zero functionality only on versions where the connection type CONNTYPE_TXUSER_PHASE0 is supported as specified in section 2.2.1.1.3. The following data elements, as specified in 3.2.1, are affected:
· Next Phase Zero Wave Enlistment list
· Phase Zero Enlistment list
· Phase Zero Registered
[bookmark: section_0faff33a79254deda75fbc21ff4ca64d][bookmark: _Toc492419873]Transaction Logging
When a transaction object is stored in the Core Transaction Manager Facet.Durable Log of the Core Transaction Manager Facet, the Core Transaction Manager Facet MUST record only the following fields:
· The Transaction Object.Identifier field.
· The State field. When a transaction object is stored in the Core Transaction Manager Facet.Durable Log, this field MUST be set to one of the following two states:
· In Doubt
· Failed to Notify
· The Phase Two Enlistment list.
· If the State field of the transaction is set to In Doubt, the Superior Enlistment field MUST be stored.
When an Enlistment object is stored in the Core Transaction Manager Facet.Durable Log of the Core Transaction Manager Facet, the Core Transaction Manager Facet MUST record all the object fields.
When a connection object is stored in the Core Transaction Manager Facet.Durable Log of the Core Transaction Manager Facet, the Core Transaction Manager Facet MUST record all the object fields.
When a connection object is retrieved from the Core Transaction Manager Facet.Durable Log of the Core Transaction Manager Facet, its state MUST be set to Ended.
[bookmark: section_8b3e00fde2ab4646b35a0bdc7679619c][bookmark: _Toc492419874]Transaction States
The state field of the transaction object MUST represent the set of different states to which the logical state machine of the transaction MUST be set. 
The transaction state machine MUST support the following states:
· Idle
· Active
· Phase Zero
· Phase Zero Complete
· Voting
· Voting Complete
· Phase One
· Phase One Complete
· Single Phase Commit
· Committing
· Aborting
· In Doubt
· Failed to Notify
· Ended
The following diagram reflects states and the events that directly change them. The transaction manager and the transaction can receive more events than those shown, but those events do not affect the state of the transaction.
[image: Transaction manager states and events (Phase Zero)]
Figure 12: Transaction manager states and events (Phase Zero)
[image: Transaction manager states and events (Phase One)]
Figure 13: Transaction manager states and events (Phase One)
[bookmark: section_b0d090362fef4eb3be5a3f7dd99bea3b][bookmark: _Toc492419875]Idle
This is the initial state. The following events are processed in the Idle state: 
· Create Transaction
· Create Superior Enlistment
· Associate Transaction
· Branch Transaction Success
· Branch Transaction Failure
[bookmark: section_f9197b037fe949edade8638c78e5dbb7][bookmark: _Toc492419876]Active
The following events are processed in the Active state: 
· Create Phase Zero Enlistment
· Create Voter Enlistment
· Create Subordinate Enlistment 
· Register Phase Zero Success
· Register Phase Zero Failure
· Export Transaction
· Set Transaction Attributes
· Set Transaction Timeout
· Begin Phase Zero
· Enlistment Unilaterally Aborted
· Notify Aborted
· Unenlist Phase Zero Enlistment
· Transaction Timeout Timer
[bookmark: section_180c9495bcb645d1ab40dad6d5b0914e][bookmark: _Toc492419877]Phase Zero
The following events are processed in the Phase Zero state:
· Create Phase Zero Enlistment
· Create Voter Enlistment
· Create Subordinate Enlistment
· Register Phase Zero Success 
· Register Phase Zero Failure
· Export Transaction
· Set Transaction Timeout
· Enlistment Phase Zero Complete
· Enlistment Unilaterally Aborted
· Notify Aborted
· Unenlist Phase Zero Enlistment
· Transaction Timeout Timer
[bookmark: section_77683e6b034f41bab96eff4d7a5c3f8b][bookmark: _Toc492419878]Phase Zero Complete
The following events are processed in the Phase Zero Complete state: 
· Create Phase Zero Enlistment
· Create Voter Enlistment 
· Create Subordinate Enlistment
· Register Phase Zero Success
· Register Phase Zero Failure
· Export Transaction
· Set Transaction Timeout
· Begin Phase One
· Begin Voting
· Enlistment Unilaterally Aborted 
· Notify Aborted
· Transaction Timeout Timer
[bookmark: section_1294ecd70d2545b8bd86cc5c536763bd][bookmark: _Toc492419879]Voting
The following events are processed in the Voting state: 
· Set Transaction Timeout
· Enlistment Vote Complete
· Voting Complete
· Enlistment Unilaterally Aborted
· Notify Aborted
· Transaction Timeout Timer
[bookmark: section_3edc951cd2504e1a8010dce85905b2d5][bookmark: _Toc492419880]Voting Complete
The following events are processed in the Voting Complete state: 
· Set Transaction Timeout
· Begin Commit
· Enlistment Unilaterally Aborted
· Notify Aborted
· Forget Transaction
· Transaction Timeout Timer 
[bookmark: section_382019d93fbb4a87bd3ead207c72d818][bookmark: _Toc492419881]Phase One
The following events are processed in the Phase One state:
· Set Transaction Timeout
· Enlistment Vote Complete
· Enlistment Phase One Complete
· Enlistment Unilaterally Aborted
· Notify Aborted
· Phase One Completed 
· Transaction Timeout Timer
[bookmark: section_d161f832c4f04ae3ab70e200ded9645e][bookmark: _Toc492419882]Phase One Complete
The following events are processed in the Phase One Complete state:
· Begin Commit
· Begin In Doubt
· Forget Transaction
[bookmark: section_5d3a3b622b824bdf8345e4e064bcd4dd][bookmark: _Toc492419883]Single Phase Commit
The following events are processed in the Single Phase Commit state: 
· Enlistment Phase One Complete
· Phase One Completed
[bookmark: section_0d7542a68ae6469da80690e113ca397f][bookmark: _Toc492419884]Committing
The following events are processed in the Committing state: 
· Begin Commit
· Enlistment Commit Complete
· Forget Transaction
· Request Transaction Outcome
[bookmark: section_68cffcba32864adcbcff467384983675][bookmark: _Toc492419885]Aborting
The following events are processed in the Aborting state: 
· Begin Rollback
· Enlistment Rollback Complete 
· Forget Transaction
· Request Transaction Outcome
[bookmark: section_675a743b61c040699ec11e2e667477aa][bookmark: _Toc492419886]In Doubt
The following events are processed in the In Doubt state: 
· Notify Recovered Transaction Committed
· Forget Transaction
· Resolve Transaction
· Notify Aborted
[bookmark: section_860d1598c9ee4513b6b68324bbb20186][bookmark: _Toc492419887]Failed to Notify
The following events are processed in the Failed to Notify state:
· Begin Commit
· Notify Recovered Transaction Committed
· Forget Transaction
· Resolve Transaction
· Request Transaction Outcome
[bookmark: section_57be7e7265be4da29739b6a831e3171f][bookmark: _Toc492419888]Ended
This is the final state. The following event is processed in the Ended state: 
· Request Transaction Outcome
[bookmark: section_507742a30dbd4df08f22bf7f0c760402][bookmark: _Toc492419889]Transaction Manager Facets
An OleTx transaction manager is subdivided into the following transaction manager facets:
· Core Transaction Manager Facet
· Transaction Manager Communicating with an Application Facet
· Transaction manager Communicating with a Resource Manager Facet
· Superior Transaction Manager Facet
· Subordinate Transaction Manager Facet
These facets MUST communicate with each other by using a set of events. Each facet MUST define the set of events that the facet supports.
An event MUST consist of the following data elements:
· The name of the event
· The list of arguments with which the event MUST be signaled
This protocol assumes the existence of an implementation-specific communication mechanism used to signal events between facets inside a transaction manager. This communication mechanism MUST NOT allow man-in-the-middle or other classes of intermediary attacks.
Each facet MUST provide a definition for the Name and Enlistment Object.Identifier fields of an Enlistment object, as specified in section 3.1.1.
The conceptual model that is described here requires that one and only one thread of operation be active inside the facets that make up the transaction manager.
[bookmark: section_4d0f809ac35f45eb983d3cd4c4705b2a][bookmark: _Toc492419890]Protocol Extension Objects
A protocol extension is an implementation-specific module that represents the ability to perform transaction processing by using a transaction coordination protocol that is not OleTx.
Protocol extension objects MUST leverage the following vendor extensibility points in the Core Transaction Manager Facet:
· The ability to augment the list of transaction manager facets, as specified in section 3.2.1.4, to include additional protocol-specific facets
· The ability to define custom behavior for the Name and Property fields on Enlistment objects that are created inside these facets
· The ability to contribute whereabouts information to the extended whereabouts field of the core transaction manager
· The ability to contribute recovery information to Enlistment objects that are stored in the durable log, as specified in section 3.1.1
A protocol extension object MUST provide the following data structures:
· Identifier: A GUID that uniquely identifies the protocol extension
· Whereabouts: An array of bytes that represents the protocol extension
· Whereabouts Size: The size of the Whereabouts array
[bookmark: section_5b4ef906c6554a559d98361012161eea][bookmark: _Toc492419891]Timers
The Core Transaction Manager Facet MUST provide a Transaction Timeout Timer.
[bookmark: section_877796297b2340d591f331d7e305e287][bookmark: _Toc492419892]Transaction Timeout Timer
This timer MUST be set when a new transaction is created. It MUST be canceled when a transaction enters one of the following states:
· Phase One Complete
· Single Phase Commit
· Committing
· Aborting
· Ended
The default value is specified by the Timeout field on the transaction object for which the instance of the timer is set. The minimum value of the timer MUST be zero, which means that the timer never generates a timer event.
When the timer is initialized, the initialization MUST provide a transaction object to associate with the timer. When the timer expires, the same transaction object MUST be provided alongside the timer notification. The Core Transaction Manager Facet MUST provide a distinct Transaction Timeout Timer instance for each active transaction. If an implementation sets the value of the timeout timer associated with a transaction object to zero, the Transaction Timeout Timer event (see 3.2.6.1) is never signaled, and therefore the transaction never times out. Examples of negative consequences of transactions that do not time out include resource availability and deadlocks between resources. In the availability example, if an application starts a transaction and accesses a resource, that resource typically blocks access to the specific item until the transaction completes in order to provide isolation. But if the application has an issue and does not complete the transaction within a reasonable amount of time, other applications are prevented from accessing the resource item. In the deadlock example, two resources are accessed by two different applications, but in reverse order. This results in the two applications blocking each other because each has its own transaction that holds a lock that the other needs to proceed. When transaction timeout values are implemented, these error scenarios resolve themselves by forcing the transactions to rollback after the specified timer period. 
[bookmark: section_61209cd423d0437881d6277b10e2e433][bookmark: _Toc492419893]Initialization
When the Core Transaction Manager Facet is initialized: 
· The MSDTC Connection Manager: OleTx Management Protocol [MS-CMOM] uses the registry to persistently store and retrieve the values for the security settings using Windows Remote Registry Protocol [MS-RRP] and Failover Cluster: Management API (ClusAPI) Protocol [MS-CMRP]. The registry is shared with the MSDTC Connection Manager: OleTx Management Protocol [MS-CMOM].
· [bookmark: Appendix_A_Target_22]The Security Level field is loaded directly from the registry key defined in [MS-CMOM] section 3.3.1.2.3.<22>
· The following security flags are loaded directly from the registry keys defined in [MS-CMOM] sections 3.3.1.2.1 and 3.3.1.2.2.
· Allow Network Access
· Allow Network Transactions
· Allow Inbound Transactions
· Allow Outbound Transactions
· Allow Remote Administration
· Allow Remote Clients
· Allow TIP
· Allow XA
· Allow LUTransactions
· The lower-layer transport protocol, the MSDTC Connection Manager: OleTx Multiplexing Protocol (section 2.1) MUST be initialized as specified in [MS-CMP] section 3.1.3, by passing the following parameter values as specified in section 2.1.2. The MSDTC Connection Manager: OleTx Multiplexing Protocol initialization as specified in [MS-CMP]  section 3.1.3,  initializes the MSDTC Connection Manager: OleTx Transports Protocol layer with additional parameters as specified in [MS-CMPO] section 3.2.3.
· The Security Level field ([MS-CMPO] Local Partner State (section 3.2.1.1)) is initialized with the Security Level value in Core Transaction Manager Facet.
· The Minimum Level 3 Version Number and Maximum Level 3 Version Number fields ([MS-CMPO] section 3.2.1.1) are initialized with the computed minimum and maximum protocol version values, as specified in section 3.1.4.2.
· Compute a local name object by initializing the fields of the Name object (see [MS-CMPO] section 3.2.1.4) with following values:
· HostName: The HostName field is initialized with the value of the ComputerName.NetBIOS element of the machine as specified in [MS-WKST] section 3.2.1.2.
· CID: The CID field is initialized as follows:
· Read the string value from the <MSDTC_GUID> registry key as specified in [MS-CMOM] section 2.2.3.5, for the Description\Default value of "MSDTC" as specified in [MS-CMOM] section 2.2.3.5.1.
· Convert the <MSTDC_GUID> string to GUID as specified in [C706]  Appendix A.
· Protocols:
· If the Allow Network Access flag is set to false:
· The Protocols field is initialized to PROT_LRPC flag as described in [MS-CMPO] (section 2.2.4).
· Otherwise:
· The Protocols field is initialized directly from the "ServiceNetworkProtocols" registry key as specified in [MS-CMOM] section 2.2.3.4.
· The computed local name object is used to initialize the Local Name Object field ([MS-CMPO] section 3.2.1.1).
· The protocol extension list MUST be populated with instances that are obtained from an implementation-specific source.
· If the protocol extension list is not empty, the Core Transaction Manager Facet MUST perform the following actions:
· Query each protocol extension for its extended whereabouts information by using the Whereabouts and Whereabouts Size fields of the object.
· Create an array of STmToTmProtocol (section 2.2.5.9) structures and assign it to the Extended Whereabouts field of the Core Transaction Manager Facet:
· The array MUST contain an entry for each protocol extension that contributes extended whereabouts information.
· The tmprotDescribed field of each entry MUST be set to TmProtocolExtended, as specified in section 2.2.6.2.
· The rgbTmProtocolData field of each entry MUST contain an SExtendedEndpointInfo (section 2.2.5.8) structure.
· The cbTmProtocolData field of each entry MUST be set to the length, in bytes, of the rgbTmProtocolData field.
· Assign the size, in bytes, of the STmToTmProtocol array to the Extended Whereabouts Size field of the Core Transaction Manager Facet.
· Assign the number of protocol extensions that contribute extended whereabouts information to the STmToTmProtocol array to the Extended Whereabouts Protocol Count field of the Core Transaction Manager Facet.
[bookmark: section_84e6d303950446e69cf53b334f21548c][bookmark: _Toc492419894]Transaction Object Initialization
The Core Transaction Manager Facet MUST initialize each new transaction object that is created by the facet with the following default values:
· The Root field MUST default to false.
· The Doomed field MUST default to false.
· The Attributes Set field MUST default to false.
· The Phase Zero Registered field MUST be set to false.
· The Single Phase Commit field MUST default to false.
· The State field MUST default to Idle.
· The Isolation Level field MUST default to Serializable.
· The Isolation Flags field MUST default to zero.
· The Description field MUST default to an empty string.
· The GRFRM field MUST default to zero.
· [bookmark: Appendix_A_Target_23]The Timeout field value MUST<23> default to a value that is obtained in an implementation-specific manner.
[bookmark: section_11787d363c3240339455c60177ed0665][bookmark: _Toc492419895]Durable Log
[bookmark: Appendix_A_Target_24]The Core Transaction Manager Facet.Durable Log size is configurable and is stored in the registry. It is configured in an implementation-specific manner.<24>
[bookmark: section_7be2adda1f5247e38b2fef2c55041db4][bookmark: _Toc492419896]Transaction Recovery
If the Core Transaction Manager Facet.Durable Log of the Core Transaction Manager Facet is not empty, it MUST perform the following actions:
· For each transaction object in the Core Transaction Manager Facet.Durable Log of the Core Transaction Manager Facet:
· Initialize the transaction object fields which are not durably stored with default values, as specified in Transaction Object Initialization (section 3.2.3.1).
· [bookmark: Appendix_A_Target_25]Copy the transaction object to the transaction table of the Core Transaction Manager Facet.<25>
· After all transactions in the Core Transaction Manager Facet.Durable Log are copied to the transaction table, start accepting new connections.
· For each transaction object in the transaction table of the Core Transaction Manager Facet:
· If the transaction state is In Doubt (section 3.2.1.3.12):
· Signal the Recover In Doubt Transaction (section 3.8.7.8) event on the transaction manager facet that is referenced by the transaction object's Superior Enlistment field with the value of the transaction object's Superior Enlistment field.
· Otherwise:
· Signal the Notify Recovered Transaction Committed (section 3.2.7.24) event on the Core Transaction Manager Facet with the transaction object.
[bookmark: section_abb7e56acc9747ed878cb6e122bd9f06][bookmark: _Toc492419897]Higher-Layer Triggered Events
None.
[bookmark: section_b4f8e7a3f86042e3b2cd719ae77f9826][bookmark: _Toc492419898]Processing Events and Sequencing Rules
[bookmark: section_d34e386d369544ee90b14512737d11ce][bookmark: _Toc492419899]Timer Events
[bookmark: section_6b83b10b613a402a9397ecc0ecc8b762][bookmark: _Toc492419900]Transaction Timeout Timer
When this timer expires, the core transaction manager MUST perform the following actions: 
· If the provided transaction object is in one of the following states, the core transaction manager MUST ignore the timer event:
· Phase One Complete
· Single Phase Commit
· Committing
· Aborting
· In Doubt
· Failed to Notify
· Ended
· Otherwise, the core transaction manager MUST: 
· Signal the Unilaterally Aborted event on the transaction's superior enlistment's transaction manager facet with the Superior Enlistment object of the transaction. 
· Signal the Notify Aborted event on the Core Transaction Manager Facet using the provided transaction object.
[bookmark: section_bf251cb036c64d9bb0ffb45497dcc93b][bookmark: _Toc492419901]Other Local Events
The core transaction manager MUST be prepared to process the local events that are defined in the following sections.
If the Core Transaction Manager Facet supports the CONNTYPE_TXUSER_PHASE0 connection type, this facet MUST be prepared to process local events that pertain to Phase Zero functionality. The following local events are affected:
· Create Phase Zero Enlistment
· Register Phase Zero Success
· Register Phase Zero Failure
· Begin Phase Zero
· Enlistment Phase Zero Complete
· Unenlist Phase Zero Enlistment
[bookmark: section_11139853e64340bc8c4e3a9e3598c1bb][bookmark: _Toc492419902]Associate Transaction
The Associate Transaction event MUST be signaled with the following arguments:
· A transaction object
· A Name object representing the remote superior transaction manager
If the Associate Transaction event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· If the Core Transaction Manager Facet.Durable Log is too full (section 3.2.3.2) to accept the provided transaction object:
· Signal the Associate Transaction Failure (section 3.4.7.1) event on the Transaction Manager Communicating with an Application Facet (section 1.3.3.3.2) with the following arguments:
· The provided transaction object
· The Log Full Local reason code
· Otherwise:
· Signal the Branch Transaction (section 3.8.7.1) event on the Subordinate Transaction Manager Facet (section 1.3.3.3.5) with the following arguments:
· The provided transaction object
· The provided Name object
[bookmark: section_1909ea8ab56b44febf02e7782368fac5][bookmark: _Toc492419903]Begin Commit
The Begin Commit event MUST be signaled with the following arguments:
· A transaction object
If the Begin Commit event is signaled, the Core Transaction Manager Facet MUST perform the following actions:
· Set the transaction state to Committing (section 3.2.1.3.10).
· If the Phase Two Voter Enlistment list of the transaction is not empty:
· For each Enlistment object in the Phase Two Voter Enlistment list of the transaction:
· Remove the Enlistment object from the Phase Two Voter Enlistment list of the transaction.
· Signal the Begin Commit event (see sections 3.4.7.3, 3.6.7.1, and 3.7.7.1) on the enlistment's transaction manager facet field with the Enlistment object.
· If the Phase Two Enlistment listof the transaction is not empty:
· For each Enlistment object in the Phase Two Enlistment list of the transaction:
· Signal the Begin Commit event (see sections 3.4.7.3, 3.6.7.1, and 3.7.7.1) on the enlistment's transaction manager facet field with the Enlistment object.
· Otherwise, if the Phase Two Enlistment list of the transaction is empty:
· Signal the Commit Complete (section 3.8.7.3) event on the transaction's superior enlistment's transaction manager facet with the transaction's Superior Enlistment object.
· Signal the Forget Transaction (section 3.2.7.22) event on the Core Transaction Manager Facet with the provided transaction object.
[bookmark: section_233670a115be44d595bc173d5e2a739a][bookmark: _Toc492419904]Begin In Doubt
The Begin In Doubt event MUST be signaled with the following arguments:
· A transaction object
If the Begin In Doubt event is signaled, the Core Transaction Manager Facet MUST perform the following actions:
· For each Enlistment object in the Phase Two Voter Enlistment list of the transaction:
· Signal the Begin In Doubt event (see sections 3.4.7.4 and 3.6.7.2) on the Enlistment object's transaction manager facet with the Enlistment object.
· Signal the Forget Transaction (section 3.2.7.22) event on the Core Transaction Manager Facet with the provided transaction object.
[bookmark: section_2706701e397f4a4a90dedd2e17435390][bookmark: _Toc492419905]Begin Phase One
The Begin Phase One event MUST be signaled with the following arguments:
· A transaction object
· A flag indicating whether the transaction SHOULD or MUST NOT attempt to perform a single-phase commit
If the Begin Phase One event is signaled, the Core Transaction Manager Facet MUST perform the following actions:
· Set the Single Phase Commit field of the transaction to the value of the provided Single Phase Commit flag (defined in section 3.2.1).
· Signal the Begin Voting (section 3.2.7.7) event on the Core Transaction Manager Facet with the following argument:
· The provided transaction object
[bookmark: section_6a77dd7c3ce44b389429b43fbb24e2ef][bookmark: _Toc492419906]Begin Phase Zero
The Begin Phase Zero event MUST be signaled with the following arguments:
· A transaction object
If the Begin Phase Zero event is signaled, the Core Transaction Manager Facet MUST perform the following actions:
· Set the transaction state to Phase Zero (section 3.2.1.3.3).
· Move each Enlistment object in the Next Phase Zero Wave Enlistment list of the transaction to the Phase Zero Enlistment list of the transaction.
· Set the Phase Zero Registered flag of the transaction object to false. 
· If the Phase Zero Enlistment list of the transaction is not empty:
· For each Enlistment object in the Phase Zero Enlistment list of the transaction:
· Signal the Begin Phase Zero event (see sections 3.6.7.4 and 3.7.7.3) on the Enlistment object's transaction manager facet with the Enlistment object.
· Otherwise:
· Set the transaction state to Phase Zero Complete (section 3.2.1.3.4).
· Signal the Phase Zero Complete event (see sections 3.4.7.14 and 3.8.7.6) on the superior enlistment's transaction manager facet of the transaction with the following arguments:
· The superior enlistment object of the transaction
· The success outcome
[bookmark: section_d1a12d6c88dd4afd9d719bc69c7c81fb][bookmark: _Toc492419907]Begin Rollback
The Begin Rollback event MUST be signaled with the following arguments:
· A transaction object.
If the Begin Rollback event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· Signal the Rollback Complete event (see sections 3.4.7.18 and 3.8.7.10) on the transaction's superior enlistment's transaction manager facet with the superior enlistment object of the transaction.
· Signal the Notify Aborted (section 3.2.7.23) event on the Core Transaction Manager Facet with the provided transaction object.
[bookmark: section_ce52b85b36174a3cbec6780caa91687c][bookmark: _Toc492419908]Begin Voting
The Begin Voting event MUST be signaled with the following arguments:
· A transaction object
If the Begin Voting event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· Set the transaction state to Voting (section 3.2.1.3.5).
· If the Phase One (section 1.3.1.2) Voter Enlistment list of the transaction is empty:
· Signal the Voting Complete (section 3.2.7.35) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the provided transaction object.
· Otherwise:
· For each Enlistment object in the Phase One (section 1.3.1.2) Voter Enlistment list of the transaction:
· Signal the Begin Voting event (see sections 3.4.7.6 and 3.6.7.6) on the enlistment's transaction manager facet field with the Enlistment object.
· If the Phase One (section 1.3.1.2) Enlistment list of the transaction contains more than one element, or if it contains one element and the Single Phase Commit flag (defined in section 3.2.1) of the transaction is set to false:
· For each Enlistment object in the Phase One (section 1.3.1.2) Enlistment list of the transaction:
· Signal the Begin Phase One (see section 3.6.7.3 and section 3.7.7.2) event on the enlistment's transaction manager facet field with the following argument:
· The Enlistment object
· The Single Phase Commit flag set to false
[bookmark: section_dff951eb40fb4ca6999951de0c01fe7b][bookmark: _Toc492419909]Branch Transaction Failure
The Branch Transaction Failure event MUST be signaled with the following arguments:
· An Enlistment object
· A value indicating the failure reason. The reason MUST be set to one of the following values:
· Log Full Remote
· No Mem Remote
· Too Late
· Too Many Remote
· Tx Not Found
· Comm Failed
If the Branch Transaction Failure (section 3.2.7.8) event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· Signal the Associate Transaction Failure (section 3.4.7.1) event on the transaction manager communicating with an application facet with the following arguments:
· The provided transaction object
· The provided reason code
[bookmark: section_dc173bfc1a4c4dffae068d4c7770ce66][bookmark: _Toc492419910]Branch Transaction Success
The Branch Transaction Success event MUST be signaled with the following arguments:
· An Enlistment object.
If the Branch Transaction Success event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· Add the transaction object of the enlistment to the transaction table of the Core Transaction Manager Facet (section 1.3.3.3.1).
· Set the superior enlistment of the transaction to the provided Enlistment object.
· Signal the Associate Transaction Success (section 3.4.7.2) event on the transaction manager communicating with an application facet with the transaction object of the enlistment.
[bookmark: section_6d5bf2442d6e44a887ad65142ce9e717][bookmark: _Toc492419911]Create Phase Zero Enlistment
The Create Phase Zero Enlistment event MUST be signaled with the following arguments:
· An Enlistment object
If the Create Phase Zero Enlistment event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· If the transaction state of the transaction object referenced by the provided enlistment object is Phase Zero (section 3.2.1.3.3):
· The Core Transaction Manager Facet (section 1.3.3.3.1) MUST: 
· Signal the Create Phase Zero Enlistment Success (see section 3.6.7.8 and section 3.7.7.6) event on the Enlistment object's transaction manager facet with the provided Enlistment object.
· Signal the Begin Phase Zero (see section 3.6.7.4 and section 3.7.7.3) event on the provided Enlistment object's transaction manager facet with the provided Enlistment object.
· Otherwise, if the transaction state is Active (section 3.2.1.3.2) or Phase Zero Complete (section 3.2.1.3.4):
· If the Next Phase Zero Wave Enlistment list of the transaction is empty:
· Signal the Register Phase Zero (section 3.4.7.15) event on the transaction's superior enlistment's transaction manager facet with the transaction's superior Enlistment object.
· Otherwise, if the list is nonempty and the Phase Zero Registered flag of the transaction is true:
· Signal the Create Phase Zero Enlistment Success (see section 3.6.7.8 and section 3.7.7.6) event on the enlistment object's transaction manager facet with the Enlistment object.
· Add the provided enlistment to the Next Phase Zero Wave Enlistment list of the transaction.
· Otherwise:
· Signal the Create Phase Zero Enlistment Failure (see section 3.6.7.7 and section 3.7.7.5) event on the Enlistment object's transaction manager facet field with the following arguments:
· The provided Enlistment object 
· The Too Late reason code 
[bookmark: section_672074a95fb74248af827633d8b34008][bookmark: _Toc492419912]Create Subordinate Enlistment
The Create Subordinate Enlistment event MUST be signaled with the following arguments:
· An Enlistment object
If the Create Subordinate Enlistment event is signaled, the Core Transaction Manager Facet MUST perform the following actions:
· If the state of the transaction object referenced by the provided Enlistment object is not Active (section 3.2.1.3.2) and not Phase Zero (section 3.2.1.3.3) and not Phase Zero Complete (section 3.2.1.3.4):
· Signal the Create Subordinate Enlistment Failure (see sections 3.6.7.10 and 3.7.7.7) event on the Enlistment object's transaction manager facet with the following arguments:
· The provided Enlistment object
· The Too Late reason code
· Otherwise, if the Core Transaction Manager Facet.Durable Log is too full to accept the transaction object referenced by the provided Enlistment object:
· Signal the Create Subordinate Enlistment Failure (see sections 3.6.7.10 and 3.7.7.7) event on the Enlistment object's transaction manager facet with the following arguments:
· The provided Enlistment object
· The Log Full reason code
· Otherwise, compute the number of Enlistment objects in the Phase One Enlistment list of the transaction object referenced by the provided Enlistment object whose Transaction Manager Facet field is set to Superior Transaction Manager Facet (section 3.2.1.4).
· [bookmark: Appendix_A_Target_26]If this computed number of Enlistment objects is greater than or equal to an implementation-specific value that indicates the maximum allowed Transaction Manager Enlistments:<26>
· Signal the Create Subordinate Enlistment Failure (see sections 3.6.7.10 and 3.7.7.7) event on the Enlistment object's transaction manager facet with the following arguments:
· The provided Enlistment object
· The Too Many reason code
· Otherwise:
· Add the provided Enlistment object to the transaction's Phase One Enlistment list.
· Signal the Create Subordinate Enlistment Success (see sections 3.6.7.11 and 3.7.7.8) event on the Enlistment object's transaction manager facet with the provided Enlistment object.
[bookmark: section_197ab778397344c4b90d2c8888ab83d2][bookmark: _Toc492419913]Create Superior Enlistment
The Create Superior Enlistment event MUST be signaled with the following arguments:
· An Enlistment object
If the Create Superior Enlistment event is signaled, the Core Transaction Manager MUST perform the following actions:
· If the transaction referenced by the provided Enlistment object already exists in the transaction table:
· Signal the Create Superior Enlistment Failure (section 3.8.7.5) event on the Transaction Manager facet referenced by the provided Enlistment object with the following arguments:
· The provided Enlistment object
· The Duplicate reason code
· Otherwise, if the Core Transaction Manager Facet.Durable Log is too full (section 3.2.3.2) to accept the transaction object referenced by the provided Enlistment object:
· Signal the Create Superior Enlistment Failure (section 3.8.7.5) event on the Enlistment object's transaction manager facet with the following arguments:
· The provided Enlistment object
· The Log Full reason code
· Otherwise:
· Add the transaction object referenced by the provided Enlistment object to the transaction table, using the Transaction Object.Identifier field of the transaction object as the key.
· Set the transaction's Superior Enlistment field to the provided Enlistment object.
· Set transaction state to Active.
· Set the transaction's Root flag to false.
· Signal the Create Superior Enlistment Success (section 3.8.7.4) event on the transaction manager facet referenced by the provided Enlistment object with the provided Enlistment object.
[bookmark: section_7769bcf6e7014fbbbe3d08af5adb2220][bookmark: _Toc492419914]Create Transaction
The Create Transaction event MUST be signaled with the following arguments:
· An Enlistment object
If the Create Transaction event is signaled, the Core Transaction Manager MUST perform the following actions:
· The Core Transaction Manager MUST:
· [bookmark: Appendix_A_Target_27]Look for an existing entry in the transaction table, using the Transaction Object.Identifier field of the transaction object referenced by the provided Enlistment object as the key.<27>
· If an entry exists:
· Signal the Create Transaction Failure (section 3.4.7.7) event on the Transaction Manager facet referenced by the provided Enlistment object with the following arguments:
· The provided transaction object
· The Duplicate reason code
· Cease processing the event
· If the Core Transaction Manager does not have sufficient memory available to process the Create Transaction event:
· Signal the Create Transaction Failure (section 3.4.7.7) event on the Transaction Manager facet referenced by the provided Enlistment object with the following arguments:
· The provided transaction object
· The No Mem reason code
· Cease processing the event.
· If the Core Transaction Manager Facet.Durable Log is too full (section 3.2.3.2) to accept a new transaction:
· Signal the Create Transaction Failure (section 3.4.7.7) event on the Transaction Manager facet referenced by the provided Enlistment object with the following arguments:
· The provided transaction object
· The Log Full reason code
· Cease processing the event.
· Add the transaction object referenced by the provided Enlistment object to the transaction table, by using the Transaction Object.Identifier field of the transaction object as the key.
· Set the transaction's Superior Enlistment to the provided Enlistment object.
· Set the transaction's Root flag to true.
· Set the transaction's state to Active.
· Initialize the transaction Timeout timer with the following arguments:
· The transaction object
· The transaction object's Timeout value
· Signal the Create Transaction Success (section 3.4.7.8) event on the Transaction Manager facet referenced by the provided enlistment with the transaction object referenced by the provided Enlistment object.
[bookmark: section_710319b6d17441d995a15a9707102d8a][bookmark: _Toc492419915]Create Voter Enlistment
The Create Voter Enlistment event MUST be signaled with the following arguments:
· An Enlistment object
If the Create Voter Enlistment event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· If the state of the transaction object referenced by the provided Enlistment object is not Active (section 3.2.1.3.2) and not  Phase Zero (section 3.2.1.3.3) and not Phase Zero Complete (section 3.2.1.3.4):
· Signal the Create Voter Enlistment Failure (see section 3.4.7.9 and section3.6.7.12) event on the Enlistment object's Transaction Manager facet with the following arguments:
· The Enlistment object
· The Too Late reason code
· Otherwise:
· Add the provided Enlistment to the transaction's Phase One Voter Enlistment list.
· Signal the Create Voter Enlistment Success (see section 3.4.7.10 and section 3.6.7.13) event on the Enlistment object's Transaction Manager facet with the provided Enlistment object.
[bookmark: section_c5a9809b6f1745bea0b500a85bb2a5a0][bookmark: _Toc492419916]Enlistment Commit Complete
The Enlistment Commit Complete event MUST be signaled with an Enlistment object.
If the Enlistment Commit Complete event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· Remove the enlistment from the transaction's Phase Two Enlistment list.
· If the Phase Two Enlistment list of the transaction object referenced by the provided Enlistment object is now empty:
· If the transaction's Single Phase Commit flag (defined in section 3.2.1) is false and the transaction state is not Failed to Notify (section 3.2.1.3.13):
· Signal the Commit Complete (section 3.8.7.3) event on the transaction's Superior Enlistment's Transaction Manager facet with the transaction's Superior Enlistment object.
· Signal the Forget Transaction (section 3.2.7.22) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the transaction object of the Enlistment.
[bookmark: section_9fa5c0f848cb4a1aa973d47e44f07b56][bookmark: _Toc492419917]Enlistment Phase One Complete
The Enlistment Phase One Complete event MUST be signaled with the following arguments:
· An Enlistment object.
· A value indicating the enlistment's outcome for Phase One (section 1.3.1.2). This value MUST be set to one of the following values:
· Committed
· Aborted
· In Doubt
· Read Only
· Prepared
If the Enlistment Phase One Complete event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· If the transaction's Doomed flag is set to true or the transaction state is Aborting (section 3.2.1.3.11), the Core Transaction Manager Facet (section 1.3.3.3.1) MUST ignore the signal.
· Otherwise:
· Remove the enlistment from the transaction's Phase One Enlistment list.
· If the transaction state is Single Phase Commit (section 3.2.1.3.9):
· If the enlistment's Phase One outcome is Committed:
· Set the transaction's state to Phase One Complete (section 3.2.1.3.8).
· Signal the Phase One Complete (section 3.4.7.13) event on the transaction's Superior Enlistment's Transaction Manager facet with the following arguments:
· The transaction's Superior Enlistment object
· The Committed outcome
· Signal the Begin Commit (section 3.2.7.2) event on the Core Transaction Manager Facet with the provided transaction object.
· Cease processing the event.
· Otherwise, if the Enlistment's Phase One outcome is Read Only:
· Signal the Phase One Complete event on the Transaction Manager Facet of the transaction's Superior Enlistment with the following arguments:
· The transaction's Superior Enlistment object
· The Read Only outcome
· Signal the Forget Transaction (section 3.2.7.22) event on the Core Transaction Manager Facet with the provided transaction object.
· Otherwise, if the enlistment's Phase One outcome is In Doubt (section 3.2.1.3.12):
· Set the transaction's state to Phase One Complete.
· Signal the Phase One Complete event on the transaction's Superior Enlistment's Transaction Manager facet with the following arguments:
· The transaction's Superior Enlistment object
· The In Doubt outcome
· Signal the Begin In Doubt (section 3.2.7.3) event on the Core Transaction Manager Facet with the provided transaction object.
· Cease processing the event.
· If the transaction state is Phase One or Single Phase Commit:
· If the enlistment's Phase One outcome is Aborted:
· Set the transaction's Doomed flag to true.
· Signal the Phase One Complete event on the transaction's Superior Enlistment's Transaction Manager facet with the following arguments:
· The transaction's Superior Enlistment object
· The Aborted outcome
· Signal the Notify Aborted (section 3.2.7.23) event on the Core Transaction Manager Facet with the provided transaction object.
· Cease processing the event.
· Otherwise, if the Enlistment's Phase One outcome is Prepared:
· Add the Enlistment to the transaction's Phase Two Enlistment list.
· Set the transaction's state to Phase One Complete.
· If both the transaction's Phase One Voter Enlistment list and Phase One Enlistment list are now empty:
· Signal the Phase One Completed (section 3.2.7.25) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the provided transaction object.
[bookmark: section_7d77c8807a2b4f5b886971f5719d4992][bookmark: _Toc492419918]Enlistment Phase Zero Complete
The Enlistment Phase Zero Complete event MUST be signaled with the following arguments:
· An Enlistment object.
· A value indicating the enlistment's outcome for Phase Zero (section 1.3.1.1). This value MUST be set to one of the following values:
· Completed
· Aborted
If the Enlistment Phase Zero Complete event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· Remove the enlistment from the transaction's Phase Zero Enlistments list.
· If the enlistment's Phase Zero outcome is Aborted:
· Set the transaction's Doomed flag to true.
· If the transaction's Phase Zero Enlistments list is now empty:
· Set the transaction's state to Phase Zero Complete (section 3.2.1.3.4).
· If the transaction's Doomed flag is set to true:
· Signal the Phase Zero Complete (section 3.8.7.6) event on the transaction's Superior Enlistment's Transaction Manager facet with the following arguments:
· The transaction's Superior Enlistment object
· The Failure outcome
· Signal the Notify Aborted (section 3.2.7.23) event on the Core Transaction Manager Facet with the provided transaction object.
· Otherwise:
· If the transaction's Root flag is true: 
· If the transaction's Next Phase Zero Wave Enlistment list is not empty: 
· Set the transaction's State to Active (section 3.2.1.3.2).
· Signal the Begin Phase Zero (section 3.2.7.5) event on the Core Transaction Manager Facet with the provided Enlistment's transaction object. 
· Otherwise: 
· Signal the Phase Zero Complete event on the transaction's Superior Enlistment's Transaction Manager facet with the following arguments: 
· The transaction's Superior Enlistment object
· The Success outcome
· Otherwise, if the transaction's Root flag is false:
· If the transaction's Next Phase Zero Wave Enlistment list is not empty: 
· Set the transaction's state to Active.
· Signal the Phase Zero Complete event on the transaction's Superior Enlistment's Transaction Manager facet with the following arguments:
· The transaction's Superior Enlistment object
· The Success outcome
[bookmark: section_e83bbd03dd2d48b78501b5ab197331ee][bookmark: _Toc492419919]Enlistment Rollback Complete
The Enlistment Rollback Complete event MUST be signaled with an Enlistment object.
If the Enlistment Rollback Complete event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· Remove the Enlistment from the transaction's Phase Two Enlistment list.
· If the transaction's Phase Two Enlistment list is now empty:
· Signal the Forget Transaction (section 3.2.7.22) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the Enlistment's transaction object.
[bookmark: section_00df521ff01e4c71b75c6bb584cdaeec][bookmark: _Toc492419920]Enlistment Unilaterally Aborted
The Enlistment Unilaterally Aborted event MUST be signaled with the following arguments:
· An Enlistment object
If the Enlistment Unilaterally Aborted event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· If the transaction state is Active (section 3.2.1.3.2), Phase Zero (section 3.2.1.3.3), Phase Zero Complete (section 3.2.1.3.4), Voting (section 3.2.1.3.5), Voting Complete (section 3.2.1.3.6) or Phase One (section 3.2.1.3.7):
· Remove the provided Enlistment object from any of the following transaction lists in which it is present:
· Next Phase Zero Wave Enlistment list
· Phase Zero Enlistment list
· Phase One Enlistment list
· Phase One Voter Enlistment list
· If the transaction state is Phase Zero (section 3.2.1.3.3):
· Signal the Phase Zero Complete (see sections 3.4.7.14 and 3.8.7.6) event on the transaction's Superior Enlistment's Transaction Manager Facet with the following arguments:
· The transaction's Superior Enlistment object
· The Failure outcome
· Otherwise, if the transaction state is Voting (section 3.2.1.3.5) or Phase One (section 3.2.1.3.7):
· Signal the Phase One Complete (see sections 3.4.7.13 and 3.8.7.7) event on the transaction's Superior Enlistment's Transaction Manager facet with the following arguments:
· The transaction's Superior Enlistment object
· The Aborted outcome
· Otherwise:
· Signal the Unilaterally Aborted (see sections 3.4.7.23 and 3.8.7.11) event on the transaction's Superior Enlistment's Transaction Manager facet with the transaction's Superior Enlistment object.
· Signal the Notify Aborted (section 3.2.7.23) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the transaction object referenced by the Transaction field of the provided Enlistment object.
· Otherwise, ignore the event.
[bookmark: section_a8534fb339d94f1a8063d359fc7c36ed][bookmark: _Toc492419921]Enlistment Vote Complete
The Enlistment Vote Complete event MUST be signaled with the following arguments:
· An Enlistment object.
· A value indicating the Enlistment's vote. This value MUST be set to one of the following values:
· Read Only
· Prepared
· Aborted
If the Enlistment Vote Complete event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· If the transaction's Doomed flag is set to true, the Core Transaction Manager Facet MUST cease processing the event.
· Otherwise:
· If the Enlistment's Vote outcome is Aborted:
· Set the transaction's Doomed flag to true.
· Remove the Enlistment from the transaction's Phase One (section 1.3.1.2) Voter Enlistment list.
· Signal the Phase One Completed event (section 3.2.7.25) on the transaction's Superior Enlistment's Transaction Manager facet with the following arguments:
· The transaction's Superior Enlistment object.
· The Aborted outcome.
· Signal the Notify Aborted (section 3.2.7.23) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the provided transaction object.
· Otherwise:
· If the enlistment's Vote outcome is Read Only:
· Remove the Enlistment from the transaction's Phase One Voter Enlistment list.
· Otherwise:
· Move the Enlistment from the transaction's Phase One Voter Enlistment list to the transaction's Phase Two (section 1.3.1.3) Voter Enlistment list.
· If the transaction's Phase One Voter Enlistment list is now empty:
· If the transaction state is Voting (section 3.2.1.3.5):
· Signal the Voting Complete (section 3.2.7.35) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the provided transaction object.
· Otherwise, if the transaction state is Phase One (section 3.2.1.3.7):
· If both the transaction's Phase One Voter Enlistment list and Phase One Enlistment list are now empty:
· Signal the Phase One Completed (section 3.2.7.25) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the provided transaction object.
[bookmark: section_a7fc3dce89e5464c97fa5320c2207bb2][bookmark: _Toc492419922]Export Transaction
The Export Transaction event MUST be signaled with the following arguments:
· A transaction object
· A Name object representing the remote subordinate transaction manager
If the Export Transaction event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· If the transaction state is not Active (section 3.2.1.3.2), or Phase Zero (section 3.2.1.3.3), or Phase Zero Complete (section 3.2.1.3.4):
· Signal the Export Transaction Failure (section 3.4.7.11) event on the Transaction Manager communicating with an Application facet with the following arguments:
· The provided transaction object.
· The Too Late reason code.
· Otherwise, if the Core Transaction Manager Facet.Durable Log is too full (section 3.2.3.2) to accept the provided transaction object:
· Signal the Export Transaction Failure event on the Transaction Manager Communicating with an Application facet with the following arguments:
· The provided transaction object.
· The Log Full reason code.
· Otherwise:
· Compute the number of Enlistment objects in the transaction's Phase One Enlistment list whose Transaction Manager Facet field is the superior transaction manager. 
· [bookmark: Appendix_A_Target_28]If that number is equal to an implementation-specific value that indicates the maximum allowed Transaction Manager enlistments:<28>
· Signal the Export Transaction Failure event on the Transaction Manager communicating with an Application facet with the following arguments:
· The provided transaction object 
· The Too Many reason code 
· Otherwise:
· Signal the Propagate Transaction (section 3.7.7.10) event on the Superior Transaction Manager facet with the following arguments: 
· The provided transaction object.
· The provided Name object 
[bookmark: section_0b18753c75124315bb5bb67887b6d26e][bookmark: _Toc492419923]Forget Transaction
The Forget Transaction event MUST be signaled with the following arguments:
· A transaction object
If the Forget Transaction event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· Remove the provided transaction object from the transaction table.
· If the transaction was added to the Core Transaction Manager Facet.Durable Log of the Core Transaction Manager Facet (section 1.3.3.3.1):
· Remove the transaction from the Core Transaction Manager Facet.Durable Log.
· Set the transaction's state to Ended.
[bookmark: section_fee275fcaa6246f0a3602080a3509711][bookmark: _Toc492419924]Notify Aborted
The Notify Aborted event MUST be signaled with the following arguments:
· A transaction object
If the Notify Aborted event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· Set the transaction's state to Aborting (section 3.2.1.3.11).
· Move each Enlistment object in the transaction's Next Phase Zero Wave Enlistment list to the transaction's Phase Zero Enlistment list.
· For each Enlistment object in the transaction's Phase Zero Enlistment list:
· Signal the Phase Zero Aborted event (see sections 3.6.7.14 and 3.7.7.9) on the Enlistment's Transaction Manager facet field with the Enlistment object. 
· Move each Enlistment object in the transaction's Phase One (section 1.3.1.2) Voter Enlistment list to the transaction's Phase Two (section 1.3.1.3) Voter Enlistment list
· For each Enlistment object in the transaction's Phase Two Voter Enlistment list:
· Signal the Begin Rollback event (sections 3.4.7.5, 3.6.7.5 and 3.7.7.4) on the Enlistment's Transaction Manager facet field with the Enlistment object.
· Move each Enlistment object in the transaction's Phase One Enlistment list to the transaction's Phase Two Enlistment list.
· If the transaction's Phase Two Enlistment list is not empty:
· For each Enlistment object in the transaction's Phase Two Enlistment list:
· Signal the Begin Rollback event (sections 3.4.7.5, 3.6.7.5 and 3.7.7.4) on the enlistment's Transaction Manager facet field with the Enlistment object.
· Otherwise, if the transaction's Phase Two Enlistment list is empty:
· Signal the Forget Transaction (section 3.2.7.22) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the provided transaction object.
[bookmark: section_2c7bc4c3e713441583cb336e5238d90c][bookmark: _Toc492419925]Notify Recovered Transaction Committed
The Notify Recovered Transaction Committed event MUST be signaled with the following arguments:
· A transaction object
If the Notify Recovered Transaction Committed event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· Set the transaction's state to Failed to Notify (section 3.2.1.3.13).
· If the Phase Two Enlistment list of the transaction is not empty:
· For each Enlistment object in the Phase Two Enlistment list of the transaction:
· Signal the Begin Commit event (see sections 3.4.7.3, 3.6.7.1, and 3.7.7.1) on the enlistment's transaction manager facet field with the Enlistment object.
· Otherwise:
· Signal the Forget Transaction (section 3.2.7.22) event on the Core Transaction Manager Facet with the provided transaction object.
[bookmark: section_d7fc256b95cb4c8996bea4bd3c875ef8][bookmark: _Toc492419926]Phase One Completed
The Phase One Completed event MUST be signaled by using the following arguments:
· A transaction object
If the Phase One Completed event is signaled, the Core Transaction Manager MUST perform the following actions:
· Set the state of the transaction to Phase One Complete (section 3.2.1.3.8).
· If both the transaction's Phase Two Enlistment list and the transaction's Phase Two (section 1.3.1.3) Voter Enlistment list are empty:
· Signal the Phase One Complete (see sections 3.4.7.13 and 3.8.7.7) event on the transaction's Superior Enlistment's Transaction Manager facet with the following arguments:
· The transaction's Superior Enlistment object
· The Read Only outcome
· Signal the Forget Transaction (section 3.2.7.22) event on the Core Transaction Manager Facet's (section 1.3.3.3.1) with the provided transaction object.
· If the Single Phase Commit flag (defined in section 3.2.1) of the transaction is set to true:
· Set the transaction state to Failed to Notify (section 3.2.1.3.13).
· Save the transaction to the Core Transaction Manager Facet.Durable Log of the Core Transaction Manager.
· Signal the Phase One Complete event on the Transaction Manager facet of the transaction's Superior Enlistment using the following arguments:
· The Superior Enlistment object of the transaction.
· The Committed outcome.
· Set the transaction state to Phase One Complete.
· Signal the Begin Commit (section 3.2.7.2) event on the Core Transaction Manager Facet's with the provided transaction object.
· Otherwise, if the Single Phase Commit flag of the transaction is set to false:
· Set the transaction state to In Doubt (section 3.2.1.3.12).
· Save the transaction to the Core Transaction Manager Facet.Durable Log of the Core Transaction Manager.
· Set the transaction state to Phase One Complete.
· Signal the Phase One Complete event on the Superior Enlistment of the transaction Transaction Manager Facet using the following arguments:
· The Superior Enlistment object of the transaction
· The Prepared outcome
[bookmark: section_b74dae70f7f74fa2b137a096375b7cc0][bookmark: _Toc492419927]Propagate Transaction Failure
The Propagate Transaction Failure event MUST be signaled with the following arguments:
· An Enlistment object.
· A value indicating the failure reason. The reason MUST be set to one of the following values:
· No Mem
· Log Full
· Duplicate
· Comm Failed
If the Propagate Transaction Failure event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· If the provided failure reason code is Duplicate:
· Signal the Export Transaction Success (section 3.4.7.12) event on the transaction manager communicating with an application facet with the enlistment transaction object.
· Otherwise:
· Signal the Export Transaction Failure (section 3.4.7.11) event on the transaction manager communicating with an application facet with the following arguments:
· The transaction object referenced by the provided Enlistment object
· The provided reason code
[bookmark: section_6d8809ea45784ba5a33a3e80b7dad7eb][bookmark: _Toc492419928]Propagate Transaction Success
The Propagate Transaction Success event MUST be signaled with the following arguments:
· An Enlistment object
If the Propagate Transaction Success event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· If the Enlistment's transaction is not Active (section 3.2.1.3.2), Phase Zero (section 3.2.1.3.3), or Phase Zero Complete (section 3.2.1.3.4):
· Signal the Export Transaction Failure (section 3.4.7.11) event on the Transaction Manager communicating with an Application facet with the following arguments:
· The transaction object referenced by the provided Enlistment object
· The Too Late reason code
· Otherwise:
· Add the Enlistment object to the transaction's Phase One Enlistment list.
· Signal the Export Transaction Success (section 3.4.7.12) event on the Transaction Manager communicating with an Application facet with the Enlistment's transaction object.
[bookmark: section_cd08270be1504770943dcca812c5f379][bookmark: _Toc492419929]Register Phase Zero Failure
The Register Phase Zero Failure event MUST be signaled with the following arguments:
· An Enlistment object.
· A value indicating the failure reason. The reason MUST be set to one of the following values:
· Too Late
·  Tx Not Found
If the Register Phase Zero Failure event is signaled, the Core Transaction Manager MUST perform the following actions:
· For each Enlistment object in the transaction's Next Phase Zero Wave Enlistment list:
· Signal the Create Phase Zero Enlistment Failure event (see sections 3.6.7.7 and 3.7.7.5) on the Enlistment object's Transaction Manager facet with the following arguments: 
· The Enlistment object
· The provided reason code
· Remove the Enlistment object from the list.
[bookmark: section_7a84656e5e3c46ffb0890b6d224eb777][bookmark: _Toc492419930]Register Phase Zero Success
The Register Phase Zero Success event MUST be signaled with the following arguments:
· An Enlistment object
If the Register Phase Zero Success event is signaled, the Core Transaction Manager MUST perform the following actions:
· For each Enlistment object in the transaction's Next Phase Zero Wave Enlistment list:
· Signal the Create Phase Zero Enlistment Success event (see sections 3.6.7.8 and 3.7.7.6) on the Enlistment object's Transaction Manager facet with the Enlistment object.
· Set the Phase Zero Registered flag of the transaction object referenced by the Enlistment to true.
[bookmark: section_4252ab2f22f14bedbd0b112ffb529381][bookmark: _Toc492419931]Resolve Transaction
The Resolve Transaction event MUST be signaled with the following arguments:
· A transaction object.
· A value indicating the desired Resolve Transaction outcome. This value MUST be set to one of the following values:
· Committed
· Aborted
· Forgotten
If the Resolve Transaction event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· If the provided Resolve Transaction outcome is Committed or Aborted:
· If the transaction state is not In Doubt (section 3.2.1.3.12):
· Signal the Resolve Transaction Complete (section 3.4.7.16) event on the Transaction Manager communicating with an Application facet, with the following arguments:
· The provided transaction object
· The Not Prepared result
· Otherwise:
· If the provided Resolve Transaction outcome is Committed:
· Signal the Notify Recovered Transaction Committed (section 3.2.7.24) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the provided transaction object.
· Signal the Resolve Transaction Complete (section 3.4.7.16) event on the Transaction Manager communicating with an Application facet with the following arguments:
· The provided transaction object
· The Committed result
· Otherwise, if the provided Resolve Transaction outcome is Aborted:
· Signal the Notify Aborted (section 3.2.7.23) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the provided transaction object.
· Signal the Resolve Transaction Complete (section 3.4.7.16) event on the Transaction Manager communicating with an Application facet with the following arguments:
· The provided transaction object
· The Aborted result
· Otherwise:
· If the transaction state is not Failed to Notify (section 3.2.1.3.13):
· Signal the Resolve Transaction Complete (section 3.4.7.16) event on the Transaction Manager communicating with an Application facet with the following arguments:
· The provided transaction object
· The Not Committed result
· Otherwise:
· Set the state of the connection object referenced by each Enlistment object in the transaction's Phase Two Enlistment list to Ended.
· Signal the Forget Transaction (section 3.2.7.22) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the provided transaction object.
· Signal the Resolve Transaction Complete (section 3.4.7.16) event on the Transaction Manager communicating with an Application facet, with the following arguments:
· The provided transaction object
· The Forgotten result
[bookmark: section_98d9764bdc5c4ea7b04966f434c950c1][bookmark: _Toc492419932]Set Transaction Attributes
The Set Transaction Attributes event MUST be signaled with the following arguments:
· A transaction object.
· A value indicating the transaction's Isolation Level. The value MUST be one of the isolation level values specified in section 2.2.6.9.
· A value indicating the transaction's Isolation flags. The value MUST be one of the valid isolation flag values specified in section 2.2.6.8
·  A string indicating an implementation-specific description of the transaction. 
If the Set Transaction Attributes event is signaled, the Core Transaction Manager MUST perform the following actions:
· If the transaction state is not Active:
· Signal the Set Transaction Attributes Failure (section 3.4.7.19) event on the Transaction Manager communicating with an Application Facet with the transaction object. 
· Otherwise
· If the transaction object's Attributes Set flag is set to false:
· Set the transaction object's Isolation Level field with the Isolation Level argument.
· Set the transaction object's Isolation Flags field with the Isolation Flags argument.
· Set the transaction object's Description field with the Description Argument.
· Set the transaction object's Attributes Set flag to true.
· Signal the Set Transaction Attributes Success (section 3.4.7.20) event on the Transaction Manager communicating with an Application facet with the transaction object. 
[bookmark: section_07dc81214532455da20d47d854134242][bookmark: _Toc492419933]Set Transaction Timeout
The Set Transaction Timeout event MUST be signaled with the following arguments:
·  A transaction object
· A time span
If the Set Transaction Timeout event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· If the transaction state is not Active:
· Signal the Set Transaction Timeout Failure (section 3.4.7.21) event on the Transaction Manager communicating with an Application facet with the provided transaction object.
· Otherwise:
· Cancel the Transaction Timeout Timer (section 3.2.2.1).
· Set the transaction Timeout field to the provided value.
· Update the transaction timer's timeout value to the provided timespan value.
· Signal the Set Transaction Timeout Success (section 3.4.7.22) event on the Transaction Manager communicating with an Application facet with the transaction object. 
[bookmark: section_54e201750c8b403c8e8c0a8fae54a10c][bookmark: _Toc492419934]Request Transaction Outcome
Request Transaction Outcome MUST be signaled with the following arguments: 
· An Enlistment object
If the Request Transaction Outcome event is signaled, the core transaction manager MUST perform the following actions:
· If the state of the transaction object referenced by the provided Enlistment object is Committing (section 3.2.1.3.10) or Failed to Notify (section 3.2.1.3.13): 
· Signal the Begin Commit (section 3.6.7.1) event on the provided Enlistment object's Transaction Manager facet with the provided Enlistment object. 
· Otherwise, if the provided enlistment's transaction state is Aborting (section 3.2.1.3.11) or Ended (section 3.2.1.3.14): 
· Signal the Begin Rollback (section 3.6.7.5) event on the provided Enlistment object's Transaction Manager facet with the provided Enlistment object.
· Otherwise, ignore the event.
[bookmark: section_4e5fcffda7b841978277a7d4341787ff][bookmark: _Toc492419935]Unenlist Phase Zero Enlistment
The Unenlist Phase Zero Enlistment event MUST be signaled with the following arguments: 
· An Enlistment object
If the Unenlist Phase Zero Enlistment event is signaled, the core transaction manager MUST perform the following actions: 
· If the provided Enlistment object is a member of the transaction's next Phase Zero Wave Enlistment list: 
· Remove the Enlistment object from the list. 
· Otherwise, if the provided Enlistment object is a member of the transaction's Phase Zero Enlistment list: 
· Remove the Enlistment object from the list.
[bookmark: section_c466747c0aff4c3a8120290d0e4baefc][bookmark: _Toc492419936]Voting Complete
The Voting Complete event MUST be signaled by using the following arguments:
· A transaction object
If the Voting Complete event is signaled, the Core Transaction Manager Facet (section 1.3.3.3.1) MUST perform the following actions:
· Set the transaction state to Voting Complete.
· If the Phase One Enlistment list of the transaction is empty:
· If the Phase Two (section 1.3.1.3) Voter Enlistment list of the transaction is empty:
· Signal the Phase One Completed event (section 3.2.7.25) on the transaction's Superior Enlistment's Transaction Manager facet using the following arguments:
· The Superior Enlistment that is referenced by the provided transaction object
· The Read Only outcome
· Set the transaction State to Ended (section 3.2.1.3.14).
· Otherwise:
· If the transaction's Single Phase Commit flag (defined in section 3.2.1) is set to true:
· Signal the Phase One Complete event on the transaction's Superior Enlistment's Transaction Manager facet with the following arguments:
· The Superior Enlistment referenced by the provided transaction object
· The Committed outcome
· Set the transaction's State to Phase One Complete.
· Signal the Begin Commit (section 3.2.7.2) event on the Core Transaction Manager with the provided transaction object.
· Otherwise:
· Set the transaction's state to Phase One Complete.
· Signal the Phase One Complete event on the transaction's Superior Enlistment's Transaction Manager facet with the following arguments:
· The Superior Enlistment referenced by the provided transaction object
· The Prepared outcome
· Otherwise, if the transaction's Single Phase Commit flag is set to true and the transaction's Phase One Enlistment list contains one element:
· Set the transaction's state to Single Phase Commit.
· Signal the Begin Phase One event (see the Resource Manager and Superior Transaction Manager Begin Phase One events in sections 3.6.7.3 and 3.7.7.2, respectively) on the enlistment's Transaction Manager Facet field with the following arguments:
· The Enlistment object
· The Single Phase Commit flag set to true
· Otherwise:
· Set the transaction's State to Phase One.
· For each Enlistment object in the transaction's Phase One Enlistment list:
· Signal the Begin Phase One event (see the Resource Manager and Superior Transaction Manager Begin Phase One events in sections 3.6.7.3 and 3.7.7.2, respectively) on the enlistment's Transaction Manager Facet field with the following arguments:
· The Enlistment object
· The Single Phase Commit flag set to false
[bookmark: section_5b1c3085499748469ce21472004974bd][bookmark: _Toc492419937]Application Details
[bookmark: section_c7cb0961f8184248af6e3399c0b4a7aa][bookmark: _Toc492419938]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with the behavior that is described in this document.
An application MUST maintain all the data elements that are specified in section 3.1.1.
An application MUST extend the definition of a transaction object to include the following data elements:
· Root: A flag set to true if the application is the beginner of the transaction; otherwise, to false.
An application MUST also maintain the following data elements: 
· Transaction Manager Name: A Name object that identifies the transaction manager that is associated with the application.
An application MUST provide the states that are defined in the following sections for its supported connection types. Section 2.2.1.1.1 defines the connection types that an application MUST provide for each supported protocol version.
[bookmark: section_962dd88bf8814b5c8ccb9e299cfc768c][bookmark: _Toc492419939]CONNTYPE_TXUSER_BEGINNER Initiator States
The application MUST act as an initiator for the CONNTYPE_TXUSER_BEGINNER (section 2.2.8.1.1) connection type. In this role, the application MUST provide support for the following states: 
· Idle
· Awaiting Begin Response
· Processing Transaction
· Awaiting Commit Response
· Awaiting Abort Response
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_BEGINNER initiator states.
[image: CONNTYPE_TXUSER_BEGINNER initiator states]
Figure 14: CONNTYPE_TXUSER_BEGINNER initiator states
[bookmark: section_dc2eb3b79b304ebaac878634bf399037][bookmark: _Toc492419940]Idle
This is the initial state. The following event is processed in this state:
· Beginning a Transaction Using CONNTYPE_TXUSER_BEGINNER (section 3.3.4.1.2)
[bookmark: section_63280431df8e4cefa3ece4c20572bd99][bookmark: _Toc492419941]Awaiting Begin Response
The following events are processed in this state:
· Receiving a TXUSER_BEGINNER_MTAG_BEGUN Message (section 3.3.5.1.1.1)
· Receiving a TXUSER_BEGINNER_MTAG_BEGIN_NO_MEM or TXUSER_BEGINNER_MTAG _BEGIN_LOG_FULL Message (section 3.3.5.1.1.2)
[bookmark: section_e291bed3c3584a539e99ee6a58e59a37][bookmark: _Toc492419942]Processing Transaction
The following events are processed in this state:
· Initiating Transaction Commit (section 3.3.4.8)
· Initiating Transaction Rollback (section 3.3.4.9)
[bookmark: section_0fbd98e61ca44412b297cd0f06e33e07][bookmark: _Toc492419943]Awaiting Commit Response
The following events are processed in this state:
· Receiving a TXUSER_BEGINNER_MTAG_REQUEST_COMPLETED Message (section 3.3.5.1.1.3)
· Receiving a TXUSER_BEGINNER_MTAG_COMMIT_TOO_LATE Message (section 3.3.5.1.1.4)
· Receiving a TXUSER_BEGINNER_MTAG_COMMIT_INDOUBT Message (section 3.3.5.1.1.5) 
[bookmark: section_66fd89e798494c52ae64f002a23747b5][bookmark: _Toc492419944]Awaiting Abort Response
The following event is processed in this state:
· Receiving a TXUSER_BEGINNER_MTAG_REQUEST_COMPLETED Message (section 3.3.5.1.1.3)
[bookmark: section_cd530ad8148e49eabadb5e9639ae831d][bookmark: _Toc492419945]Ended
This is the final state.
[bookmark: section_77593deebe784e97ac5c71a0f45472e9][bookmark: _Toc492419946]CONNTYPE_TXUSER_BEGIN2 Initiator States
The application MUST act as an initiator for the CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) connection type. In this role, the application MUST provide support for the following states: 
· Idle
· Awaiting Begin Response
· Processing Transaction
· Awaiting Set Timeout Response
· Awaiting Commit Response
· Awaiting Abort Response
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_BEGIN2 initiator states.
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Figure 15: CONNTYPE_TXUSER_BEGIN2 initiator states
[bookmark: section_2bf495e341074a159f6e94ee7d80b2b7][bookmark: _Toc492419947]Idle
This is the initial state. The following event is processed in this state:
· Beginning a Transaction Using CONNTYPE_TXUSER_BEGIN2 (section 3.3.4.1.1)
[bookmark: section_2766cdc4fc404fc895199eae604b411d][bookmark: _Toc492419948]Awaiting Begin Response
The following events are processed in this state:
· Receiving a TXUSER_BEGIN2_MTAG_SINK_BEGUN Message (section 3.3.5.1.2.1)
· Receiving a TXUSER_BEGIN2_MTAG_SINK_ERROR Message (section 3.3.5.1.2.5)
[bookmark: section_e041d8bdfe3a4995b0f953a27d28533a][bookmark: _Toc492419949]Processing Transaction
The following events are processed in this state:
· Querying Transaction Manager's Support for Modifying a Transaction Timeout Using CONNTYPE_TXUSER_SETTXTIMEOUT2 (section 3.3.4.2.2)
· Commit a Transaction Using CONNTYPE_TXUSER_BEGIN2 (section 3.3.4.8.1)
· Abort a Transaction Using CONNTYPE_TXUSER_BEGIN2 (section 3.3.4.9.1)
· Receiving a TXUSER_BEGIN2_MTAG_SINK_ERROR Message (section 3.3.5.1.2.5)
[bookmark: section_04cc1364f7234c6cb22070b15ae5320a][bookmark: _Toc492419950]Awaiting Set Timeout Response
The following events are processed in this state:
· Receiving a TXUSER_SETTXTIMEOUT_MTAG_REQUEST_COMPLETE Message (section 3.3.5.1.2.2)
· Receiving a TXUSER_SETTXTIMEOUT_MTAG_TOO_LATE Message (section 3.3.5.1.2.3)
· Receiving a TXUSER_SETTXTIMEOUT_MTAG_TX_NOT_FOUND Message (section 3.3.5.1.2.4)
[bookmark: section_fba6acffacb94a4cb1054305f0ac3305][bookmark: _Toc492419951]Awaiting Commit Response
The following event is processed in this state:
· Receiving a TXUSER_BEGIN2_MTAG_SINK_ERROR Message (section 3.3.5.1.2.5)
[bookmark: section_536c8dad334443608f31cbf463e6adf5][bookmark: _Toc492419952]Awaiting Abort Response
The following event is processed in this state:
· Receiving a TXUSER_BEGIN2_MTAG_SINK_ERROR Message (section 3.3.5.1.2.5) 
[bookmark: section_54611f6523de4865bc47aa046aed6286][bookmark: _Toc492419953]Ended
This is the final state.
[bookmark: section_9552a3d5984d484da903622794b86c5a][bookmark: _Toc492419954]CONNTYPE_TXUSER_PROMOTE Initiator States
The application MUST act as an initiator for the CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3) connection type. In this role, the application MUST provide support for the following states: 
· Idle
· Awaiting Promote Response
· Processing Transaction
· Awaiting Set Timeout Response
· Awaiting Commit Response
· Awaiting Abort Response
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_PROMOTE initiator states.
[image: CONNTYPE_TXUSER_PROMOTE initiator states]
Figure 16: CONNTYPE_TXUSER_PROMOTE initiator states
[bookmark: section_15a212e650324190a77fdf5426e1ef35][bookmark: _Toc492419955]Idle
This is the initial state. The following event is processed in this state:
· Beginning a Transaction Using CONNTYPE_TXUSER_PROMOTE (section 3.3.4.1.3)
[bookmark: section_28bec3963dd7429a84e183e89f249cc5][bookmark: _Toc492419956]Awaiting Promote Response
The following events are processed in this state:
· Receiving a TXUSER_BEGIN2_MTAG_SINK_BEGUN Message (section 3.3.5.1.3.1)
· Receiving a TXUSER_BEGIN2_MTAG_SINK_ERROR Message (section 3.3.5.1.3.2)
[bookmark: section_d82f522c1ef741ac88988a8ddb31784e][bookmark: _Toc492419957]Processing Transaction
The following events are processed in this state:
· Commit a Transaction Using CONNTYPE_TXUSER_PROMOTE (section 3.3.4.8.3)
· Roll Back a Transaction Using CONNTYPE_TXUSER_PROMOTE (section 3.3.4.9.5)
· Querying Transaction Manager's Support for Modifying a Transaction Timeout Using CONNTYPE_TXUSER_SETTXTIMEOUT2 (section 3.3.4.2.2)
· Receiving a TXUSER_BEGIN2_MTAG_SINK_ERROR Message (section 3.3.5.1.3.2)
[bookmark: section_ba2c836a11f2458097887ad0d24c060e][bookmark: _Toc492419958]Awaiting Set Timeout Response
The following events are processed in this state:
· Receiving a TXUSER_SETTXTIMEOUT_MTAG_REQUEST_COMPLETE Message (section 3.3.5.1.2.2)
· Receiving a TXUSER_SETTXTIMEOUT_MTAG_TOO_LATE Message (section 3.3.5.1.2.3)
· Receiving a TXUSER_SETTXTIMEOUT_MTAG_TX_NOT_FOUND Message (section 3.3.5.1.2.4)
[bookmark: section_04bfe302baa948b19d766476e2717e62][bookmark: _Toc492419959]Awaiting Commit Response
The following event is processed in this state:
· Receiving a TXUSER_BEGIN2_MTAG_SINK_ERROR Message (section 3.3.5.1.3.2)
[bookmark: section_2938266913ce4d1e805b9c741a07605f][bookmark: _Toc492419960]Awaiting Abort Response
The following event is processed in this state:
· Receiving a TXUSER_BEGIN2_MTAG_SINK_ERROR Message (section 3.3.5.1.3.2)
[bookmark: section_17887554ba8848eea2c775a3046798aa][bookmark: _Toc492419961]Ended
This is the final state.
[bookmark: section_a91334c48356412787f184deed21d84b][bookmark: _Toc492419962]CONNTYPE_TXUSER_ASSOCIATE Initiator States
The application MUST act as an initiator for the CONNTYPE_TXUSER_ASSOCIATE (section 2.2.8.2.1.1) connection type. In this role, the application MUST provide support for the following states: 
· Idle
· Awaiting Associate Response
· Active
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_ASSOCIATE initiator states.
[image: CONNTYPE_TXUSER_ASSOCIATE initiator states]
Figure 17: CONNTYPE_TXUSER_ASSOCIATE initiator states
[bookmark: section_6d3c8ada2245494295b0723895144cd7][bookmark: _Toc492419963]Idle
This is the initial state. The following event is processed in this state:
· Pulling a Transaction (section 3.3.4.12)
[bookmark: section_ba82b4ad39334405bdfc5c2e528e0798][bookmark: _Toc492419964]Awaiting Associate Response
The following events are processed in this state:
· Receiving a TXUSER_ASSOCIATE_MTAG_ASSOCIATED Message (section 3.3.5.2.1.1.1)
·  Receiving Other TXUSER_ASSOCIATE_MTAG Messages (section 3.3.5.2.1.1.2)
[bookmark: section_b8af5cafd4054385bfe5be1edebf161e][bookmark: _Toc492419965]Active
The following event is processed in this state:
· Receiving a TXUSER_IMPORT2_MTAG_SINK_ERROR Message (section 3.3.5.2.1.1.3).
[bookmark: section_d297e8007f5643248a1c6202153ea41c][bookmark: _Toc492419966]Ended
This is the final state.
[bookmark: section_a4cecf7a834341a6bbabdde9eca3012a][bookmark: _Toc492419967]CONNTYPE_TXUSER_EXTENDWHEREABOUTS Initiator States
The application MUST act as an initiator for the CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS (section 2.2.8.2.2.1) connection type. In this role, the application MUST provide support for the following states: 
· Idle
· Awaiting Get Response
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_EXTENDWHEREABOUTS initiator states.
[image: CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS initiator states]
Figure 18: CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS initiator states
[bookmark: section_46240aca991742dba8420d5bc7985d97][bookmark: _Toc492419968]Idle
This is the initial state. The following event is processed in this state:
· Obtaining Extended Whereabouts Using CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS (section 3.3.4.10)
[bookmark: section_2f2c808b1fc3472fbb0ede5b98c26dd2][bookmark: _Toc492419969]Awaiting Get Response
The following events are processed in this state:
· Receiving a TXUSER_EXTENDEDWHEREABOUTS_MTAG_GOT Message (section 3.3.5.2.2.1.1)
· Receiving a TXUSER_EXTENDEDWHEREABOUTS_MTAG_NOMEM Message (section 3.3.5.2.2.1.2)
[bookmark: section_87acbfd365734c049b463f9039d78662][bookmark: _Toc492419970]Ended
This is the final state.
[bookmark: section_ecdb63bbf4ee47379657c7f21b65cbc9][bookmark: _Toc492419971]CONNTYPE_TXUSER_IMPORT Initiator States
The application MUST act as an initiator for the CONNTYPE_TXUSER_IMPORT (section 2.2.8.2.2.4) connection type. In this role, the application MUST provide support for the following states: 
· Idle
· Awaiting Import Response
· Transaction Import Successful
· Awaiting Abort Response
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_IMPORT initiator states:
[image: CONNTYPE_TXUSER_IMPORT initiator states]
Figure 19: CONNTYPE_TXUSER_IMPORT initiator states
[bookmark: section_1092a44daed04d1f8ef56ed85fc66f5c][bookmark: _Toc492419972]Idle
This is the initial state. The following event is processed in this state:
· Importing a Transaction Using CONNTYPE_TXUSER_IMPORT (section 3.3.4.6.1)
[bookmark: section_e1d99946d21544ba9e79ebfc554044bb][bookmark: _Toc492419973]Awaiting Import Response
The following events are processed in this state:
· Receiving a TXUSER_IMPORT_MTAG_IMPORTED Message (section 3.3.5.2.2.4.1)
· Receiving a TXUSER_IMPORT_MTAG_IMPORT_TX_NOT_FOUND Message (section 3.3.5.2.2.4.2)
[bookmark: section_d45b3aebf25d405d85be4128dff102df][bookmark: _Toc492419974]Transaction Import Successful
The following event is processed in this state:
· Abort a Transaction Using CONNTYPE_TXUSER_IMPORT (section 3.3.4.9.3)
[bookmark: section_beb898044afc4937aaa39d53f9a8a895][bookmark: _Toc492419975]Awaiting Abort Response
The following events are processed in this state:
· Receiving a TXUSER_IMPORT_MTAG_ABORT_TOO_LATE Message (section 3.3.5.2.2.4.3)
· Receiving a TXUSER_IMPORT_MTAG_REQUEST_COMPLETED Message (section 3.3.5.2.2.4.4)
[bookmark: section_c528e42b2dcd46099d7e2ee853fea242][bookmark: _Toc492419976]Ended
This is the final state.
[bookmark: section_30d042cf111849f78c79d6335967ca41][bookmark: _Toc492419977]CONNTYPE_TXUSER_IMPORT2 Initiator States
The application MUST act as an initiator for the CONNTYPE_TXUSER_IMPORT2 (section 2.2.8.2.2.5) connection type. In this role, the application MUST provide support for the following states: 
· Idle
· Awaiting Import Response
· Transaction Import Successful
· Awaiting Abort Response
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_IMPORT2 initiator states.
[image: CONNTYPE_TXUSER_IMPORT2 initiator states]
Figure 20: CONNTYPE_TXUSER_IMPORT2 initiator states
[bookmark: section_b198171dd7fe49c3b758169db60ba319][bookmark: _Toc492419978]Idle
This is the initial state. The following events are processed in this state:
· Importing a Transaction Using CONNTYPE_TXUSER_IMPORT2 (section 3.3.4.6.2)
· Importing a Transaction with Additional Transaction Attributes (section 3.3.4.7)
[bookmark: section_50ac511070584cf9a5bd88efcb0415c7][bookmark: _Toc492419979]Awaiting Import Response
The following events are processed in this state:
· Receiving a TXUSER_IMPORT2_MTAG_SINK_IMPORTED Message (section 3.3.5.2.2.5.1)
· Receiving a TXUSER_IMPORT2_MTAG_SINK_ERROR Message (section 3.3.5.2.2.5.2)
[bookmark: section_ae2e7b6288884a97a3fc0d0f8fca758e][bookmark: _Toc492419980]Transaction Import Successful
The following events are processed in this state:
· Receiving a TXUSER_IMPORT2_MTAG_SINK_ERROR Message (section 3.3.5.2.2.5.2)
· Abort a Transaction Using CONNTYPE_TXUSER_IMPORT2 (section 3.3.4.9.4)
[bookmark: section_2018c246b85a4cf3b760bd39950003f4][bookmark: _Toc492419981]Awaiting Abort Response
The following event is processed in this state:
· Receiving a TXUSER_IMPORT2_MTAG_SINK_ERROR Message (section 3.3.5.2.2.5.2)
[bookmark: section_4bdb181eba7242258ba5f523a2f48630][bookmark: _Toc492419982]Ended
This is the final state.
[bookmark: section_a73f886f352349a88ae149b2efd2d0cd][bookmark: _Toc492419983]CONNTYPE_TXUSER_EXPORT Initiator States
The application MUST act as an initiator for the CONNTYPE_TXUSER_EXPORT (section 2.2.8.2.2.2) connection type. In this role, the application MUST provide support for the following states: 
· Idle
· Awaiting Create Response
· Connection Active
· Awaiting Export Response
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_EXPORT initiator states.
[image: CONNTYPE_TXUSER_EXPORT initiator states]
Figure 21: CONNTYPE_TXUSER_EXPORT initiator states
[bookmark: section_91b9297dd0974027ac15e0f380beb3b0][bookmark: _Toc492419984]Idle
This is the initial state. The following event is processed in this state:
· Creating an Export Connection (section 3.3.4.4)
[bookmark: section_e1cf1de298cf48c4af01709006e5956a][bookmark: _Toc492419985]Awaiting Create Response
The following events are processed in this state:
· Receiving a TXUSER_EXPORT_MTAG_CREATED Message (section 3.3.5.2.2.2.1)
· Receiving a TXUSER_EXPORT_MTAG_CREATE_BAD_TMADDR or TXUSER_EXPORT_MTAG_CREATE_NET_TX_DISABLED Message (section 3.3.5.2.2.2.2)
· CONNTYPE_TXUSER_EXPORT Connection Disconnected (section 3.3.5.2.2.2.5)
[bookmark: section_f2b6e0b17084484787153a21884bfa31][bookmark: _Toc492419986]Connection Active
The following event is processed in this state:
· Push a Transaction Using an Existing Export Connection (section 3.3.4.13)
[bookmark: section_61fbdb5392b5449b9b7f4e186d515e18][bookmark: _Toc492419987]Awaiting Export Response
The following events are processed in this state:
· Receiving a TXUSER_EXPORT_MTAG_EXPORTED Message (section 3.3.5.2.2.2.3)
· Receiving a TXUSER_EXPORT_MTAG_EXPORT_LOG_FULL, TXUSER_EXPORT_MTAG_EXPORT_NO_MEM, TXUSER_EXPORT_MTAG_EXPORT_TOO_LATE, TXUSER_EXPORT_MTAG_EXPORT_TOO_MANY, or TXUSER_EXPORT_MTAG_EXPORT_NOT_FOUND Message (section 3.3.5.2.2.2.4)
· CONNTYPE_TXUSER_EXPORT Connection Disconnected (section 3.3.5.2.2.2.5)
[bookmark: section_fa7101169c80492791d97da088c984d5][bookmark: _Toc492419988]Ended
This is the final state.
[bookmark: section_95f7e15502c74f4bbb07aa0191606930][bookmark: _Toc492419989]CONNTYPE_TXUSER_EXPORT2 Initiator States
The application MUST act as an initiator for the CONNTYPE_TXUSER_EXPORT2 (section 2.2.8.2.2.3) connection type. In this role, the application MUST provide support for the following states: 
· Idle
· Awaiting Create Response
· Connection Active
· Awaiting Export Response
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_EXPORT2 initiator states.
[image: CONNTYPE_TXUSER_EXPORT2 initiator states]
Figure 22: CONNTYPE_TXUSER_EXPORT2 initiator states
[bookmark: section_b88d388a5b654f2591a7389cbb5d3c94][bookmark: _Toc492419990]Idle
This is the initial state. The following event is processed in this state:
· Creating an Export Connection (section 3.3.4.4)
[bookmark: section_9d93084e743e4e7b94d9ec699b082dd9][bookmark: _Toc492419991]Awaiting Create Response
The following events are processed in this state:
· Receiving a TXUSER_EXPORT_MTAG_CREATED Message (section 3.3.5.2.2.3.1)
· Receiving a TXUSER_EXPORT_MTAG_CREATE_BAD_TMADDR or TXUSER_EXPORT_MTAG_CREATE_NET_TX_DISABLED Message (section 3.3.5.2.2.3.2)
[bookmark: section_326865849d2e4feb8e5176619545a16e][bookmark: _Toc492419992]Connection Active
The following event is processed in this state:
· Push a Transaction Using an Existing Export Connection (section 3.3.4.13)
[bookmark: section_90a7d0887f07469b90088d96697fbf93][bookmark: _Toc492419993]Awaiting Export Response
The following events are processed in this state:
· Receiving a TXUSER_EXPORT_MTAG_EXPORTED message (section 3.3.5.2.2.3.3)
· Receiving a TXUSER_EXPORT_MTAG_EXPORT_LOG_FULL, TXUSER_EXPORT_MTAG_EXPORT_NO_MEM, TXUSER_EXPORT_MTAG_EXPORT_TOO_LATE, TXUSER_EXPORT_MTAG_EXPORT_TOO_MANY, TXUSER_EXPORT_MTAG_EXPORT_NOT_FOUND, or TXUSER_EXPORT_MTAG_EXPORT_COMM_FAILED Message (section 3.3.5.2.2.3.4)
[bookmark: section_2df6ab81e1dd40bebe74342100d41b55][bookmark: _Toc492419994]Ended
This is the final state.
[bookmark: section_6751b22e975f4b5c93ebcf8d7757a2f4][bookmark: _Toc492419995]CONNTYPE_TXUSER_GETTXDETAILS Initiator States
The application MUST act as an initiator for the CONNTYPE_TXUSER_GETTXDETAILS (section 2.2.8.3.1) connection type. In this role, the application MUST provide support for the following states: 
· Idle
· Awaiting Response
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_GETTXDETAILS initiator states.
[image: CONNTYPE_TXUSER_GETTXDETAILS initiator states]
Figure 23: CONNTYPE_TXUSER_GETTXDETAILS initiator states
[bookmark: section_1b9b14031692454d9bf6084384f5baa7][bookmark: _Toc492419996]Idle
This is the initial state. The following event is processed in this state:
· Obtaining the Details for a Transaction (section 3.3.4.11.1)
[bookmark: section_ec6c6c75d404442aaa1c0c084a324f4d][bookmark: _Toc492419997]Awaiting Response
The following events are processed in this state:
· Receiving a TXUSER_GETTXDETAILS_MTAG_GOTIT Message (section 3.3.5.3.1.1)
· Receiving a TXUSER_GETTXDETAILS_MTAG_TX_NOT_FOUND Message (section 3.3.5.3.1.2)
[bookmark: section_b75aa7222bc04c19af979ae5bf94c812][bookmark: _Toc492419998]Ended
This is the final state.
[bookmark: section_089ed11f5170445898f6e98104c21a75][bookmark: _Toc492419999]CONNTYPE_TXUSER_RESOLVE Initiator States
The application MUST act as an initiator for the CONNTYPE_TXUSER_RESOLVE (section 2.2.8.3.2) connection type. In this role, the application MUST provide support for the following states: 
· Idle
· Awaiting Abort Response
· Awaiting Forget Response
· Awaiting Commit Response
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_RESOLVE initiator states.
[image: CONNTYPE_TXUSER_RESOLVE initiator states]
Figure 24: CONNTYPE_TXUSER_RESOLVE initiator states
[bookmark: section_6ddb90dfbd6b4c91a9cf024af499cf95][bookmark: _Toc492420000]Idle
This is the initial state. The following event is processed in this state:
· Resolving a Transaction (section 3.3.4.15)
[bookmark: section_0dfc91a431ac46b18acf379c5ab28874][bookmark: _Toc492420001]Awaiting Abort Response
The following events are processed in this state:
· Receiving a TXUSER_RESOLVE_MTAG_REQUEST_COMPLETE Message (section 3.3.5.3.2.1)
· Receiving a TXUSER_RESOLVE_MTAG_CHILD_NOT_PREPARED or TXUSER_RESOLVE_MTAG_NOT_CHILD Message (section 3.3.5.3.2.3) 
· Receiving a TXUSER_RESOLVE_MTAG_ACCESSDENIED or TXUSER_RESOLVE_MTAG_TX_NOT_FOUND Message (section 3.3.5.3.2.2)
[bookmark: section_841fbdfb077340c3af76eb05f12f4171][bookmark: _Toc492420002]Awaiting Forget Response
The following events are processed in this state:
· Receiving a TXUSER_RESOLVE_MTAG_REQUEST_COMPLETE Message (section 3.3.5.3.2.1)
· Receiving a TXUSER_RESOLVE_MTAG_FORGET_TX_NOT_COMMITTED Message (section 3.3.5.3.2.4)
· Receiving a TXUSER_RESOLVE_MTAG_ACCESSDENIED or TXUSER_RESOLVE_MTAG_TX_NOT_FOUND Message (section 3.3.5.3.2.2)
[bookmark: section_256776693e2f4752b28df0e7cf066eef][bookmark: _Toc492420003]Awaiting Commit Response
The following events are processed in this state:
· Receiving a TXUSER_RESOLVE_MTAG_REQUEST_COMPLETE Message (section 3.3.5.3.2.1)
· Receiving a TXUSER_RESOLVE_MTAG_CHILD_NOT_PREPARED or TXUSER_RESOLVE_MTAG_NOT_CHILD Message (section 3.3.5.3.2.3)
· Receiving a TXUSER_RESOLVE_MTAG_ACCESSDENIED or TXUSER_RESOLVE_MTAG_TX_NOT_FOUND Message (section 3.3.5.3.2.2)
[bookmark: section_7e9951cd3d9d4608b6139445ac9678d1][bookmark: _Toc492420004]Ended
This is the final state.
[bookmark: section_3ff5bce5a69b4366a5163e1744dc3cb1][bookmark: _Toc492420005]CONNTYPE_TXUSER_SETTXTIMEOUT Initiator States
The application MUST act as an initiator for the CONNTYPE_TXUSER_SETTXTIMEOUT (section 2.2.8.3.3) connection type. In this role, the application MUST provide support for the following states: 
· Idle
· Awaiting Set Timeout Response
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_SETTXTIMEOUT initiator states.
[image: CONNTYPE_TXUSER_SETTXTTIMEOUT initiator states]
Figure 25: CONNTYPE_TXUSER_SETTXTTIMEOUT initiator states
[bookmark: section_26fcfe57fcb44c6c9947c97f841fe65f][bookmark: _Toc492420006]Idle
This is the initial state. The following event is processed in this state:
· Changing a Transaction Time-out Using CONNTYPE_TXUSER_SETTXTIMEOUT (section 3.3.4.2.1)
[bookmark: section_e372d4acf5ee42cdb093f7823099daec][bookmark: _Toc492420007]Awaiting Set Timeout Response
The following events are processed in the Awaiting Set Timeout Response state:
· Receiving a TXUSER_SETTXTIMEOUT_MTAG_REQUEST_COMPLETE Message (section 3.3.5.3.3.1)
· Receiving a TXUSER_SETTXTIMEOUT_MTAG_TOO_LATE or TXUSER_SETTXTIMEOUT_MTAG_TX_NOT_FOUND Message (section 3.3.5.3.3.2)
[bookmark: section_4c2968233fbc43aaa8f6548c1abd3e81][bookmark: _Toc492420008]Ended
This is the final state.
[bookmark: section_e432b15ef1af4b399c6b4564b4445054][bookmark: _Toc492420009]CONNTYPE_TXUSER_SETTXTIMEOUT2 Initiator States
The application MUST act as an initiator for the CONNTYPE_TXUSER_SETTXTIMEOUT2 (section 2.2.8.3.4) connection type. In this role, the application MUST provide support for the following states: 
· Idle
· Awaiting Set Timeout Response
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_SETTXTIMEOUT2 initiator states.
[image: CONNTYPE_TXUSER_SETTXTTIMEOUT2 initiator states]
Figure 26: CONNTYPE_TXUSER_SETTXTTIMEOUT2 initiator states
[bookmark: section_c1e5da86a59843d3ac5e054fd0aa86e2][bookmark: _Toc492420010]Idle
This is the initial state. The following event is processed in this state:
· Querying Transaction Manager's Support for Modifying a Transaction Timeout Using CONNTYPE_TXUSER_SETTXTIMEOUT2 (section 3.3.4.2.2)
[bookmark: section_b704e734d91e4371a071e48101c20fab][bookmark: _Toc492420011]Awaiting Set Timeout Response
The following event is processed in this state:
· Receiving a TXUSER_SETTXTIMEOUT_MTAG_TX_NOT_FOUND Message (section 3.3.5.3.4.1)
· Receiving an MTAG_CONNECTION_REQ_DENIED message ([MS-CMP] section 2.2.5) as described in section 1.7.3.
[bookmark: section_37e24ca7e89d48d29eca2b359afb845c][bookmark: _Toc492420012]Ended
This is the final state.
[bookmark: section_d733d6ff88714eacab5568bb15594ae5][bookmark: _Toc492420013]CONNTYPE_TXUSER_TRACE Initiator States
The application MUST act as an initiator for the CONNTYPE_TXUSER_TRACE (section 2.2.8.3.5) connection type. In this role, the application MUST provide support for the following states: 
· Idle
· Awaiting Trace Response
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_TRACE initiator states.
[image: CONNTYPE_TXUSER_TRACE initiator states]
Figure 27: CONNTYPE_TXUSER_TRACE initiator states
[bookmark: section_adaf2a7cfce348c8bd7942641a3df82c][bookmark: _Toc492420014]Idle
This is the initial state. The following event is processed in this state:
· Generating Trace Records for a Transaction Using CONNTYPE_TXUSER_TRACE (section 3.3.4.5)
[bookmark: section_1d87f56f55904bc2b76e11f15a7ae689][bookmark: _Toc492420015]Awaiting Trace Response
The following events are processed in this state:
· Receiving a TXUSER_TRACE_MTAG_REQUEST_COMPLETE Message (section 3.3.5.3.5.1)
· Receiving a TXUSER_TRACE_MTAG_REQUEST_FAILED or TXUSER_TRACE_MTAG_TX_NOT_FOUND Message (section 3.3.5.3.5.2)
[bookmark: section_60d5973db7844661a113b180966b7f09][bookmark: _Toc492420016]Ended
This is the final state.
[bookmark: section_72060d70a1de4e01aaefb741024bb3f7][bookmark: _Toc492420017]CONNTYPE_TXUSER_GETSECURITYFLAGS Initiator States
The application MUST act as an initiator for the CONNTYPE_TXUSER_GETSECURITYFLAGS (section 2.2.8.4.1) connection type. In this role, the application MUST provide support for the following states: 
· Idle
· Awaiting Get Response
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_GETSECURITYFLAGS initiator states.
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Figure 28: CONNTYPE_TXUSER_GETSECURITYFLAGS initiator states
[bookmark: section_b9af35f176d94b8bafecc5113a48b6a3][bookmark: _Toc492420018]Idle
This is the initial state. The following event is processed in this state:
· Obtaining the Security Configuration of the Transaction Manager Using CONNTYPE_TXUSER_GETSECURITYFLAGS (section 3.3.4.11)
[bookmark: section_30e24306e24a42719c95184add3ca6cd][bookmark: _Toc492420019]Awaiting Get Response
The following event is processed in this state:
· Receiving a TXUSER_GETSECURITYFLAGS_MTAG_FETCHED Message (section 3.3.5.4.1.1)
[bookmark: section_96dfe8bb627f41539c5b231e0c94b205][bookmark: _Toc492420020]Ended
This is the final state.
[bookmark: section_45a917df727948ebb7d98bba46aa4222][bookmark: _Toc492420021]Timers
No timers apply here.
[bookmark: section_842f2287ab2742eebfcf12217e632046][bookmark: _Toc492420022]Initialization
When an application is initialized: 
· The Transaction Manager Name field MUST be set to a value that is obtained from an implementation-specific source. 
· The application MUST initialize each new transaction object that is created with the following default values:
· The Root field MUST default to false.
[bookmark: section_1684d2ae297a4608a90da3e7a614f428][bookmark: _Toc492420023]Higher-Layer Triggered Events
The application MUST be prepared to process a set of higher-layer events described in this section and in Message Processing Events and Sequencing Rules (section 3.3.5). These events are triggered by decisions that are made by the higher-layer business logic of the application. The motivations and details of the higher-layer business logic are specific to the implementation of the application and the software environment in which it executes.
When the application processes one of the higher-layer events described in this section and section 3.3.5, it MUST communicate one of the following results to the higher-layer business logic:
· Success
· Failure
· Transaction Committed
· Transaction Aborted
· Transaction In Doubt
If the processing of a higher-layer event includes a Message Processing event, the associated Message Processing event MUST communicate one of the above results to the higher-layer business logic.
[bookmark: section_dd79ecf5d330476288d295d143d53617][bookmark: _Toc492420024]Beginning a Transaction
[bookmark: Appendix_A_Target_29]If the higher-layer business logic begins a transaction  with a predetermined transaction identifier<29>:
· If the transaction manager of the application supports the CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3) connection type as specified in section 2.2.1.1.1:
· The application MUST attempt to begin a transaction by using the CONNTYPE_TXUSER_PROMOTE connection type.
· Otherwise:
· The application MUST return a Failure result to the higher-layer business logic.
If the higher-layer business logic decides to begin a transaction without using a predetermined transaction identifier, the application MUST perform the following actions:
· If the transaction manager supports the CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) connection type as specified in section 2.2.1.1.1:
· The application MUST attempt to begin a transaction by using CONNTYPE_TXUSER_BEGIN2.
· Otherwise:
· The application MUST attempt to begin a transaction by using CONNTYPE_TXUSER_BEGINNER (section 2.2.8.1.1).
[bookmark: section_bea770b83cd6483087dcd477732e6fbc][bookmark: _Toc492420025]Beginning a Transaction Using CONNTYPE_TXUSER_BEGIN2
The application MUST perform the following actions:
· Initiate a new CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) connection using the transaction manager Name field of the application.
· Send a TXUSER_BEGIN2_MTAG_BEGIN (section 2.2.8.1.2.2) message using the connection and the values that are provided by the higher-layer business logic:
· The isoLevel, dwTimeout, szDesc, and isoFlags fields MUST be set as specified in section 2.2.8.
· Set the connection state to Awaiting Begin Response.
[bookmark: section_60900bc095244af3b0c7d7f33075211e][bookmark: _Toc492420026]Beginning a Transaction Using CONNTYPE_TXUSER_BEGINNER
The application MUST perform the following actions:
· Initiate a new CONNTYPE_TXUSER_BEGINNER (section 2.2.8.1.1) connection by using the transaction manager Name field of the application.
· Send a TXUSER_BEGINNER_MTAG_BEGIN (section 2.2.8.1.1.2) message by using the connection. The following message fields MUST be set to values that are provided by the higher-layer business logic:
· The isoLevel field set to the required isolation-level value.
· The dwTimeout field MUST be set to the required time-out value.
· The szDesc field MUST be set to the required transaction description string.
· The isoFlags field MUST be set to the required isolation flags value.
· Set the connection state to Awaiting Begin Response.
[bookmark: section_d89477bdc8fa4facb3180a7ac385eac7][bookmark: _Toc492420027]Beginning a Transaction Using CONNTYPE_TXUSER_PROMOTE
The application MUST perform the following actions:
· Initiate a new CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3) connection using the transaction manager Name field of the application.
· Send a TXUSER_BEGINNER_MTAG_PROMOTE (section 2.2.8.1.3.1) message using the connection. The following message fields MUST be set to values that are provided by the higher-layer business logic:
· The isoLevel field to the wanted isolation-level value.
· The dwTimeout field to the wanted time-out value.
· The szDesc field to the wanted transaction description string.
· The isoFlags field to the wanted isolation flags value.
· The guidTx field to the wanted predetermined transaction identifier.
· Set the connection state to Awaiting Promote Response.
[bookmark: section_7a7ef017428642368b228c7b5b33fc32][bookmark: _Toc492420028]Changing a Transaction Timeout
If the higher-layer business logic changes the time-out of an existing transaction, the application MUST perform the following steps:
· If the Root field of the transaction is false:
· Return a failure result to the higher-layer business logic.
· Otherwise:
· If the root transaction manager supports the CONNTYPE_TXUSER_SETTXTIMEOUT2 (section 3.3.1.13) connection type, as specified in section 2.2.1.1.1:
· The application MUST attempt to change the transaction time-out by using CONNTYPE_TXUSER_SETTXTIMEOUT2 (section 3.3.1.13).
· Otherwise:
· The application MUST attempt to change the transaction time-out by using CONNTYPE_TXUSER_SETTXTIMEOUT (section 3.3.1.12).
[bookmark: section_e3abcdb3d146468aa536f77a5aa9537e][bookmark: _Toc492420029]Changing a Transaction Timeout Using CONNTYPE_TXUSER_SETTXTIMEOUT
The application MUST perform the following actions:
· Find an instance of a CONNTYPE_TXUSER_BEGINNER (section 2.2.8.1.1) connection in the connection list of the transaction.
· If a connection is not found, the application MUST return a failure result to the higher-layer business logic.
· Otherwise, if the connection state is not Processing Transaction (section 3.3.1.1.3):
· The application MUST return a failure result to the higher-layer business logic.
· Otherwise:
· Initiate a new CONNTYPE_TXUSER_SETTXTIMEOUT (section 2.2.8.3.3) connection using the transaction manager Name field of the application.
· Add the connection to the connection list of the transaction.
· Send a TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT (section 2.2.8.1.2.7) message using the CONNTYPE_TXUSER_SETTXTIMEOUT (section 2.2.8.3.3) connection:
· Set the guidTx field to the Transaction Object.Identifier for the transaction.
· Set the dwTxTimeout value to the time-out value that is provided by the higher-layer business logic, expressed as a total number of milliseconds.
· Set the connection state to Awaiting Set Timeout Response (section 3.3.1.12.2).
[bookmark: section_4b087b21545044198287c0cd324eb58b][bookmark: _Toc492420030]Querying Transaction Manager's Support for Modifying a Transaction Timeout Using CONNTYPE_TXUSER_SETTXTIMEOUT2
The application MUST perform the following steps:
· Find an instance of a CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) or CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3) connection in the connection list of the transaction. This connection is referred to as the beginner connection.
· If a connection is not found:
· The application MUST return a failure result to the higher-layer business logic.
· Otherwise, if the connection state is not Processing Transaction (section 3.3.1.2.3) or Processing Transaction (section 3.3.1.3.3):
· The application MUST return a failure result to the higher-layer business logic.
· Otherwise:
· Initiate a new CONNTYPE_TXUSER_SETTXTIMEOUT2 (section 2.2.8.3.4) connection using the Transaction Manager Name field of the application. This connection is referred to as the new connection.
· Add the new connection to the transaction connection list.
· Assign the transaction object to the Connection-Specific Data field of the new connection.
· Send a TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT (section 2.2.8.1.2.7) using the new connection:
· The guidTx field MUST be set to a NULL GUID.
· The dwTxTimeout value MUST be set to zero.
· Set the new connection state to Awaiting Set Timeout Response (section 3.3.1.13.2).
· Set the beginner connection state to Awaiting Set Timeout Response (section 3.3.1.2.4) if the beginner connection is CONNTYPE_TXUSER_BEGIN2, or to Awaiting Set Timeout Response (section 3.3.1.3.4) if the beginner connection is CONNTYPE_TXUSER_PROMOTE.
[bookmark: section_85d8a4c035d9438781942e46eb61bed8][bookmark: _Toc492420031]Obtaining a Propagation Token for a Transaction
If the higher-layer business logic decides to obtain a Propagation Token for a transaction, the application MUST perform the following actions:
· Find a CONNTYPE_TXUSER_PROMOTE, CONNTYPE_TXUSER_BEGINNER, or CONNTYPE_TXUSER_BEGIN2 connection in the transaction connection list.
· If the connection is not found,
· The application MUST return a failure result to the higher-layer business logic.
· Otherwise,
· Create a new Propagation Token structure.
· The dwVersionMin field MUST be set to 1.
· The dwVersionMax field MUST be set to the maximum supported protocol version, as specified in section 3.1.4.1.
· The guidTx field MUST be set to the Transaction Object.Identifier value of the provided Transaction object.
· The isoLevel field MUST be set to the Isolation Level value of the provided Transaction object.
· The isoFlags field MUST be set to the Isolation Flags value of the provided Transaction object.
· The cbSourceTmAddr field MUST be set as specified in section 2.2.5.4.
· The szDesc field MUST be set to the Description value of the provided Transaction object.
· The NameObject field MUST be set to the Transaction Manager Name of the application.
· The AssociateMsgVersion2 field MUST be set as specified in section 2.2.5.4.
· The AssociateMsgVersion3 field MUST be set as specified in section 2.2.5.4.
· Return the new Propagation Token structure and the total size of the new Propagation Token structure to the higher-layer business logic.
[bookmark: section_4c1dbe0db0414c9caeda9658b646f948][bookmark: _Toc492420032]Creating an Export Connection
If the higher-layer business logic initiates a push propagation by using a specified SWhereabouts structure, the application MUST perform the following actions:
· If the transaction manager of the application supports the CONNTYPE_TXUSER_EXPORT2 connection type as specified in section 2.2.1.1.1:
· Initiate a new CONNTYPE_TXUSER_EXPORT2 (section 2.2.8.2.2.3) connection by using the Transaction Manager Name field of the application.
· Otherwise:
· Initiate a new CONNTYPE_TXUSER_EXPORT (section 2.2.8.2.2.2) connection by using the Transaction Manager Name field of the application.
· Add the connection to the transaction connection list.
· If the negotiated protocol version of the previously initiated CONNTYPE_TXUSER_EXPORT connection supports the TXUSER_EXPORT_MTAG_CREATE2 (section 2.2.8.2.2.2.2) MTAG, as specified in 2.2.1.1.1:
· Send a TXUSER_EXPORT_MTAG_CREATE2 message by using the connection.
· Otherwise:
· Send a TXUSER_EXPORT_MTAG_CREATE (section 2.2.8.2.2.2.1) message using the connection:
· The SourceTmAddr field of the message MUST be set either to an OLETX_TM_ADDR (section 2.2.4.2) structure or a NAMEOBJECTBLOB (section 2.2.5.3) structure, as specified in section 2.2.1.1.1.
· Find the STmToTmProtocol entries in the SWhereabouts structure corresponding to TmProtocolMsdtcV1 and TmProtocolMsdtcV2. See section 2.2.5.11 for more information. 
· If the SourceTmAddr field is an OLETX_TM_ADDR (section 2.2.4.2) structure, the fields of the OLETX_TM_ADDR structure MUST be set as follows:
· The guidSignature field MUST be set as specified in section 2.2.4.2.
· The guidEndpoint field MUST be set to the guidEndpointID field of the SDtcCmEndpointInfoV1 structure. 
· The grbComProtsSupported field MUST be set to the comprotSupported field of the SDtcCmEndpointInfoV1 structure.
· If a TmProtocolMsdtcV2 entry was found: 
· The wszHostName field MUST be set to the wszHostName field of the SDtcCmEndpointInfoV2 structure. 
· Otherwise: 
· The wszHostName field MUST be set to the szHostName field of the SDtcCmEndpointInfoV1 structure and converted to Unicode little-endian UTF-16 encoding. This field MUST NOT contain a Unicode byte-order-mark (BOM) character.
· Otherwise, if the SourceTmAddr field is a NAMEOBJECTBLOB structure, the fields of the NAMEOBJECTBLOB structure MUST be set as follows:
· The szGuid field MUST be set to the guidEndpointID field of the SDtcCmEndpointInfoV1 structure and formatted as a string, as specified in [C706] appendix A. 
· The grbComProtsSupported field MUST be set to the comprotSupported field of the SDtcCmEndpointInfoV1 structure. 
· The szHostName field MUST be set to the szHostName field of the SDtcCmEndpointInfoV1 structure. 
· The dwcbHostName and dwReserved1 fields MUST be set as specified in section 2.2.5.3. 
· Set the connection state to Awaiting Create Response.
[bookmark: section_0836221973a6449cb3549a1eefef02b4][bookmark: _Toc492420033]Generating Trace Records for a Transaction Using CONNTYPE_TXUSER_TRACE
If the higher-layer business logic specifies that transaction trace records are to be generated to the trace file of the transaction manager for the higher-layer business logic specified transaction object, the application MUST perform the following steps: 
· Initiate a new CONNTYPE_TXUSER_TRACE (section 2.2.8.3.5) connection by using the Transaction Manager Name field of the application. 
· Send a TXUSER_TRACE_MTAG_DUMP_TRANSACTION (section 2.2.8.3.5.1) message:
· The guidTx field MUST be set to the Transaction Object.Identifier of the provided transaction.
· Set the connection state to Awaiting Trace Response. 
[bookmark: section_335b593aae8e454bb36ce0d9e72767a5][bookmark: _Toc492420034]Importing a Transaction
If the higher-layer business logic specifies that a transaction be imported by using an StxInfo (section 2.2.5.10) structure, the application MUST perform the following steps:
· If the transaction manager of the application supports the CONNTYPE_TXUSER_IMPORT2 connection type as specified in section 2.2.1.1.1:
· The application MUST attempt to import the transaction by using CONNTYPE_TXUSER_IMPORT2 (section 2.2.8.2.2.5).
· Otherwise:
· The application MUST attempt to import the transaction by using CONNTYPE_TXUSER_IMPORT (section 2.2.8.2.2.4).
[bookmark: section_9f5f60180848419da98622578552548a][bookmark: _Toc492420035]Importing a Transaction Using CONNTYPE_TXUSER_IMPORT
The application MUST perform the following actions:
· Initiate a new CONNTYPE_TXUSER_IMPORT (section 2.2.8.2.2.4) connection using the Transaction Manager Name field of the application.
· Get the transaction identifier from the provided STxInfo (section 2.2.5.10) structure.
· If the guidSignature field of the provided STxInfo structure is set to the binary value representation of the GUID {2adb4463-bd41-11d0-b12e-00c04fc2f3ef}
· The transaction identifier MUST be set to the uowTx field of the provided STxInfo structure.
· Otherwise,
· The transaction identifier MUST be set to the guidSignature field of the provided STxInfo structure.
· Create a new transaction object that uses the transaction identifier obtained from the provided STxInfo structure.
· Add the connection to the transaction connection list.
· Set the Connection-Specific Data field of the connection to reference the new transaction object.
· Send a TXUSER_IMPORT_MTAG_IMPORT (section 2.2.8.2.2.4.3) message using the connection:
· The guidTx field MUST be set to the transaction identifier obtained from the provided STxInfo (section 2.2.5.10) structure.
· Set the connection state to Awaiting Import Response.
[bookmark: section_44ea41e2bf79448ea23bf9ea4216a6ea][bookmark: _Toc492420036]Importing a Transaction Using CONNTYPE_TXUSER_IMPORT2
The application MUST perform the following actions:
· Initiate a new CONNTYPE_TXUSER_IMPORT2 (section 2.2.8.2.2.5) connection using the Transaction Manager Name field of the application.
· Get the transaction identifier from the provided STxInfo (section 2.2.5.10) structure, as specified in section 3.3.4.6.1.
· Create a new transaction object that uses the transaction identifier obtained from the provided STxInfo structure.
· Add the connection to the transaction connection list.
· Set the Connection-Specific Data field of the connection to reference the new transaction object.
· Send a TXUSER_IMPORT2_MTAG_IMPORT (section 2.2.8.2.2.5.2) message using the connection:
· The guidTx field MUST be set to the transaction identifier obtained from the provided STxInfo (section 2.2.5.10) structure. 
· Set the connection state to Awaiting Import Response.
[bookmark: section_1c1346df09f94f12a54b17605cfa6b5d][bookmark: _Toc492420037]Importing a Transaction with Additional Transaction Attributes
If the higher-layer business logic specifies that a transaction be imported by using a StxInfo (section 2.2.5.10) structure and that additional transaction attributes be set, the application MUST perform the following steps: 
· If the transaction manager of the application does not support the CONNTYPE_TXUSER_IMPORT2 (section 2.2.8.2.2.5) connection type, as specified in section 2.2.1.1.1.
· Return a failure result to the higher-layer business logic.
· Otherwise: 
· Initiate a new CONNTYPE_TXUSER_IMPORT2 connection using the Transaction Manager Name field of the application.
· Get the transaction identifier from the provided STxInfo structure, as specified in section 3.3.4.6.1.
· Create a new transaction object that uses the transaction identifier obtained from the provided STxInfo structure.
· Add the connection to the transaction connection list.
· Set the Connection-Specific Data field of the connection to reference the new transaction object.
· Send a TXUSER_IMPORT2_MTAG_IMPORT_WITH_SET (section 2.2.8.2.2.5.3) message, using the connection:
· The guidTx field MUST be set to the transaction identifier obtained from the provided STxInfo (section 2.2.5.10) structure. 
· The isoLevel field MUST be set to the provided isolation-level value.The isoFlags field MUST be set to the provided isolation flags value.The szDesc field MUST be set to the provided description string.
· Set the connection state to Awaiting Import Response (section 3.3.1.7.2). 
[bookmark: section_6de1f1300cd140b0ac9279e62188f3b6][bookmark: _Toc492420038]Initiating Transaction Commit
If the higher-layer business logic initiates the commit of an existing transaction, the application MUST perform the following steps:
· Find a CONNTYPE_TXUSER_PROMOTE, CONNTYPE_TXUSER_BEGINNER, or CONNTYPE_TXUSER_BEGIN2 connection in the transaction connection list.
· If a CONNTYPE_TXUSER_PROMOTE is found:
· The application MUST attempt to complete the transaction by using CONNTYPE_TXUSER_PROMOTE.
· Otherwise, if a CONNTYPE_TXUSER_BEGINNER is found:
· The application MUST attempt to complete the transaction by using CONNTYPE_TXUSER_BEGINNER.
· Otherwise, if a CONNTYPE_TXUSER_BEGIN2 is found:
· The application MUST attempt to complete the transaction by using CONNTYPE_TXUSER_BEGIN2.
· Otherwise:
· The application MUST return a failure result to the higher-layer business logic.
[bookmark: section_ea1959cdfd0c424eb7ecb9432677e249][bookmark: _Toc492420039]Commit a Transaction Using CONNTYPE_TXUSER_BEGIN2
The application MUST perform the following actions:
· If the connection state is not Processing Transaction:
· Return a failure result to the higher-layer business logic.
· Otherwise:
· Send a TXUSER_BEGIN2_MTAG_COMMIT (section 2.2.8.1.2.3) message using the CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) connection:
· Set the connection state to Awaiting Commit Response.
[bookmark: section_411d7a7c34aa444da787979f28d17101][bookmark: _Toc492420040]Commit a Transaction Using CONNTYPE_TXUSER_BEGINNER
The application MUST perform the following actions:
· If the state of the connection is not Processing Transaction:
· Return a failure result to the higher-layer business logic.
· Otherwise:
· Send a TXUSER_BEGINNER_MTAG_COMMIT (section 2.2.8.1.1.6) message using the CONNTYPE_TXUSER_BEGINNER (section 2.2.8.1.1) connection:
· The grfRM field MUST be set to an implementation-defined GRFRM (section 2.2.7.1) value.
· The fAsyncFull field MUST be set to 0.
· Set the connection state to Awaiting Commit Response.
[bookmark: section_408283d790cd4bd2b496baf335623209][bookmark: _Toc492420041]Commit a Transaction Using CONNTYPE_TXUSER_PROMOTE
The application MUST perform the following actions:
· If the state of the connection is not Processing Transaction:
· Return a failure result to the higher-layer business logic.
· Otherwise:
· Send a TXUSER_BEGIN2_MTAG_COMMIT (section 2.2.8.1.2.3) message using the CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3) connection:
· The grfRM field MUST be set to an implementation-defined GRFRM (section 2.2.7.1) value.
· Set the connection state to Awaiting Commit Response.
[bookmark: section_cb810c88b2bb497ca58ac5528092350a][bookmark: _Toc492420042]Initiating Transaction Rollback
If the higher-layer business logic initiates the rollback of an existing transaction, the application MUST perform the following steps:
· Find a CONNTYPE_TXUSER_PROMOTE, CONNTYPE_TXUSER_BEGIN2, CONNTYPE_TXUSER_BEGINNER, CONNTYPE_TXUSER_IMPORT2, or CONNTYPE_TXUSER_IMPORT connection in the transaction connection list.
· If a CONNTYPE_TXUSER_PROMOTE is found:
· The application MUST attempt to roll back a transaction by using CONNTYPE_TXUSER_PROMOTE.
· Otherwise, if a CONNTYPE_TXUSER_BEGIN2 is found:
· The application MUST attempt to roll back a transaction by using CONNTYPE_TXUSER_BEGIN2.
· Otherwise, if a CONNTYPE_TXUSER_BEGINNER is found:
· The application MUST attempt to roll back a transaction by using CONNTYPE_TXUSER_BEGINNER.
· Otherwise, if a CONNTYPE_TXUSER_IMPORT2 is found:
· The application MUST attempt to roll back a transaction by using CONNTYPE_TXUSER_IMPORT2.
· Otherwise, if a CONNTYPE_TXUSER_IMPORT is found:
· The application MUST attempt to roll back a transaction by using CONNTYPE_TXUSER_IMPORT.
· Otherwise, the application MUST return a failure result to the higher-layer business logic.
[bookmark: section_0ed12861aa3147bb84567a6421600d35][bookmark: _Toc492420043]Abort a Transaction Using CONNTYPE_TXUSER_BEGIN2
The application MUST perform the following actions:
· If the connection state is not Processing Transaction:
· Return a failure result to the higher-layer business logic.
· Otherwise:
· Send a TXUSER_BEGIN2_MTAG_ABORT (section 2.2.8.1.2.1) message using the CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) connection.
· Set the connection state to Awaiting Abort Response.
[bookmark: section_95da21209b454549ae5c9986e4e26f1a][bookmark: _Toc492420044]Abort a Transaction Using CONNTYPE_TXUSER_BEGINNER
The application MUST perform the following actions:
· If the connection state is not Processing Transaction:
· Return a failure result to the higher-layer business logic.
· Otherwise:
· Send a TXUSER_BEGINNER_MTAG_ABORT (section 2.2.8.1.1.1) message using the CONNTYPE_TXUSER_BEGINNER (section 2.2.8.1.1) connection:
· The guidReason field MUST be set to the value that is provided by the higher-layer business logic, as specified in section 2.2.8.1.1.1.
· Set the connection state to Awaiting Abort Response.
[bookmark: section_cb4fd34dbb6b4729a08a2e3ac5ecfe20][bookmark: _Toc492420045]Abort a Transaction Using CONNTYPE_TXUSER_IMPORT
The application MUST perform the following actions:
· If the connection state is not Transaction Import Successful:
· Return a failure result to the higher-layer business logic.
· Otherwise:
· Send a TXUSER_IMPORT_MTAG_ABORT (section 2.2.8.2.2.4.1) message using the CONNTYPE_TXUSER_IMPORT (section 2.2.8.2.2.4) connection:
· The guidReason field MUST be set to the value that is provided by the higher-layer business logic, as specified in section 2.2.8.2.2.4.1.
· Set the connection state to Awaiting Abort Response.
[bookmark: section_4b9c80a426ce4b73a48d710bcaf08ef1][bookmark: _Toc492420046]Abort a Transaction Using CONNTYPE_TXUSER_IMPORT2
The application MUST perform the following actions:
· If the connection state is not Transaction Import Successful:
· Return a failure result to the higher-layer business logic.
· Otherwise:
· Send a TXUSER_IMPORT2_MTAG_ABORT (section 2.2.8.2.2.5.1) message using the CONNTYPE_TXUSER_IMPORT2 (section 2.2.8.2.2.5) connection:
· Set the connection state to Awaiting Abort Response.
[bookmark: section_e543c950b6924d7f8cf50605d1bfbad7][bookmark: _Toc492420047]Roll Back a Transaction Using CONNTYPE_TXUSER_PROMOTE
The application MUST perform the following actions:
· If the connection state is not Processing Transaction: 
· Return a failure result to the higher-layer business logic.
· Otherwise:
· Send a TXUSER_BEGIN2_MTAG_ABORT (section 2.2.8.1.2.1) message using the CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3) connection.
· Set the connection state to Awaiting Abort Response.
[bookmark: section_018dad286b074a73884c326e91882ca7][bookmark: _Toc492420048]Obtaining Extended Whereabouts Using CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS
If the higher-layer business logic wants to obtain extended whereabouts for a transaction manager, the application MUST perform the following actions:
· Initiate a new CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS (section 2.2.8.2.2.1) connection using the Transaction Manager Name field of the application.
· Send a TXUSER_EXTENDEDWHEREABOUTS_MTAG_GET (section 2.2.8.2.2.1.1) message using the connection.
· Set the connection state to Awaiting Get Response.
[bookmark: section_eb58e960752b4bf6a5780bbf041e1960][bookmark: _Toc492420049]Obtaining the Security Configuration of the Transaction Manager Using CONNTYPE_TXUSER_GETSECURITYFLAGS
If the higher-layer business logic wants to obtain the security configuration of the transaction manager, the application MUST perform the following steps: 
· Initiate a new CONNTYPE_TXUSER_GETSECURITYFLAGS (section 2.2.8.4.1) connection by using the Transaction Manager Name field of the application.
·  Send a TXUSER_GETSECURITYFLAGS_MTAG_GETSECURITYFLAGS (section 2.2.8.4.1.2) message.
· Set the connection state to Awaiting Get Response. 
[bookmark: section_df26be157f4d494ea690a7f770b62e84][bookmark: _Toc492420050]Obtaining the Details for a Transaction
If the higher-layer business logic wants to obtain the details for a transaction, the application MUST perform the following steps:
· Initiate a new CONNTYPE_TXUSER_GETTXDETAILS (section 2.2.8.3.1) connection by using the Transaction Manager Name field of the application.
· Add the connection to the connection list of the transaction.
· Send a TXUSER_GETTXDETAILS_MTAG_GET (section 2.2.8.3.1.1) message using the connection:
· The guidTx field MUST be set to the provided Transaction Object.Identifier.
· Set the connection state to Awaiting Response.
[bookmark: section_2afe5d5e98b3498c9721ae8c766a1680][bookmark: _Toc492420051]Pulling a Transaction
If the higher-layer business logic wants to perform pull propagation of a transaction by using a Propagation_Token (section 2.2.5.4) structure, the application MUST perform the following actions:
· Initiate a new CONNTYPE_TXUSER_ASSOCIATE connection using the Transaction Manager Name field of the application.
· Create a new transaction object that uses the guidTx field of the Propagation_Token as the transaction identifier.
· Add the connection to the connection list of the new transaction object.
· Set the Connection-Specific Data field of the connection to the new transaction object.
· Send a TXUSER_ASSOCIATE_MTAG_ASSOCIATE message using the connection:
· The guidTx field MUST be set to the guidTx field of the Propagation_Token.
· The isoLevel field MUST be set to the isoLevel field of the Propagation_Token.
· The isoFlags field MUST be set to the isoFlags field of the Propagation_Token.
· The szDesc field MUST be set to the szDesc field of the Propagation_Token.
· The SourceTmAddr field in the message MUST be set from either an OLETX_TM_ADDR structure or a NAMEOBJECTBLOB structure, as specified in section 2.2.1.1.1:
· If the SourceTmAddr field is an OLETX_TM_ADDR structure, the OLETX_TM_ADDR structure fields MUST be set as follows: 
· The guidSignature field MUST be set as specified in section 2.2.4.2.
· The guidEndpoint field MUST be set to the szGuid field of the NameObject field within the Propagation_Token, converted from a string to a GUID as specified in [C706] appendix A.
· The grbComProtsSupported field MUST be set to the Propagation_Token's NameObject field's grbComProtsSupported field.
· If the dwVersionMax field of the Propagation_Token is at least 2:
· The wszHostName field MUST be set to the Propagation_Token.NameObject.szHostName field.
· Otherwise: 
· The wszHostName field MUST be set to the Propagation_Token.NameObject.szHostName field, converted to little-endian UTF-16 encoding. This field MUST NOT contain a Unicode BOM character.
· Otherwise, if the SourceTmAddr field is a NAMEOBJECTBLOB structure, the NAMEOBJECTBLOB structure fields MUST be set to the same values as the NameObject field of the Propagation_Token.
· The cbSourceTmAddr field MUST be set as specified in section 2.2.8.2.1.1.1.
· Set the connection state to Awaiting Associate Response.
[bookmark: section_8b55df53397a448f87e32f305bb9bf60][bookmark: _Toc492420052]Push a Transaction Using an Existing Export Connection
If the higher-layer business logic decides to export a transaction by using an existing export connection, the application MUST perform the following actions:
· If the provided connection state is not Connection Active:
· Return a failure result to the higher-layer business logic.
· Otherwise:
· Send a TXUSER_EXPORT_MTAG_EXPORT (section 2.2.8.2.2.2.6) message using the provided connection:
· The guidTX field MUST be set to the provided Transaction Object.Identifier field of the transaction object.
· Set the connection state to Awaiting Export Response.
[bookmark: section_13b482ba605a408e8564dc3ce6eb18a5][bookmark: _Toc492420053]Obtaining a Transaction Cookie Using an Existing Export Connection
If the higher-layer business logic obtains a transaction cookie by using an existing export connection, the application MUST perform the following actions:
· If the provided connection state is not Connection Active:
· Return a failure result to the higher-layer business logic.
· Otherwise:
· If the provided transaction cookie size is equal to the size of STxInfo structure:
· Create a new STxInfo structure.
· The guidSignature field MUST be set as specified in section 2.2.4.2.
· The uowTx field MUST be set to the Transaction Object.Identifier of the provided Transaction Object.
· The tmprotUsed field MUST be set with the TM_PROTOCOL value specified in the whereabouts data of the export connection.
· The cbProtocolSpecificTxInfo field MUST be set to zero.
· Return the newly created STxInfo structure, the size of the STxInfo structure, and the success result to the higher-layer business logic.
· Otherwise:
· Return the Transaction Object.Identifier of the provided Transaction object, the size of GUID, and the success result to the higher-layer business logic.
[bookmark: section_eac71be937064dd8b76550e284ee0a4b][bookmark: _Toc492420054]Resolving a Transaction
If the higher-layer business logic determines that it needs to manually resolve the outcome of a transaction, the application MUST perform the following steps:
· If the transaction is not in either the Failed to Notify (section 3.2.1.3.13) or the In Doubt (section 3.2.1.3.12) state:
· Return a failure result to the higher-layer business logic.
· Otherwise:
· Initiate a new CONNTYPE_TXUSER_RESOLVE (section 2.2.8.3.2) connection using the Transaction Manager Name field of the application.
· If the transaction is in the Failed to Notify (section 3.2.1.3.13) state:
· Send a TXUSER_RESOLVE_MTAG_FORGET_COMMITTED (section 2.2.8.3.2.5) message using the connection:
· The guidTx field MUST be set to the Transaction Object.Identifier of the provided transaction.
· Set the connection state to Awaiting Forget Response (section 3.3.1.11.3).
· Otherwise, if the transaction is in the In Doubt (section 3.2.1.3.12) state:
· If the higher-layer business logic wants to manually resolve the transaction outcome as Commit:
· Send a TXUSER_RESOLVE_MTAG_CHILD_COMMIT (section 2.2.8.3.2.3) message using the connection:
· The guidTx field MUST be set to the Transaction Object.Identifier of the provided transaction.
· Set the connection state to Awaiting Commit Response (section 3.3.1.1.4).
· Otherwise, if the higher-layer business logic wants to manually resolve the transaction outcome as Abort:
· Send a TXUSER_RESOLVE_MTAG_CHILD_ABORT (section 2.2.8.3.2.2) message using the connection:
· The guidTx field MUST be set to the Transaction Object.Identifier of the provided transaction.
· Set the connection state to Awaiting Abort Response (section 3.3.1.1.5).
[bookmark: section_57e47b2c1fc04072b620915f5dd5ddff][bookmark: _Toc492420055]Processing Events and Sequencing Rules
[bookmark: section_885a4ca79bb54d8e85f89410e1890d81][bookmark: _Toc492420056]Transaction Initiation and Completion
[bookmark: section_e3f39635a71242bd8237b8080599b884][bookmark: _Toc492420057]CONNTYPE_TXUSER_BEGINNER as Initiator
For all messages that are received in this connection type, the application MUST process the message as specified in section 3.1. The application MUST also follow the processing rules that are specified in the following sections.
[bookmark: section_aa335c14c2fc42809d80359a791e5116][bookmark: _Toc492420058]Receiving a TXUSER_BEGINNER_MTAG_BEGUN Message
When the application receives a TXUSER_BEGINNER_MTAG_BEGUN message, the application MUST perform the following actions: 
· If the connection state is Awaiting Begin Response: 
· Set the connection state to Processing Transaction.
· Create a transaction object that is initialized as follows:
· Set the transaction Transaction Object.Identifier field to the guidTx field from the message.
· Set the transaction Root field to true.
· Add the connection to the connection list of the transaction. 
· Set the Connection-Specific Data field of the connection to the transaction object.
· Return a success result and a reference to the transaction object to the higher-layer business logic.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_6fde9caadc284bd1ace2ad5e9d9136bb][bookmark: _Toc492420059]Receiving a TXUSER_BEGINNER_MTAG_BEGIN_NO_MEM or TXUSER_BEGINNER_MTAG _BEGIN_LOG_FULL Message
When the application receives either of these messages, the application MUST perform the following actions:
· If the connection state is Awaiting Begin Response: 
· Return a failure result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_57de7b4ed243497cabb7abe9b0849a72][bookmark: _Toc492420060]Receiving a TXUSER_BEGINNER_MTAG_REQUEST_COMPLETED Message
When the application receives a TXUSER_BEGINNER_MTAG_REQUEST_COMPLETED message, the application MUST perform the following actions: 
· If the connection state is Awaiting Commit Response: 
· Return a Transaction Committed result to the higher-layer business logic.
· Set the connection state to Ended.
· If the connection state is Awaiting Abort Response: 
· Return a Transaction Aborted result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_e9f286672235489397a5510299767dc4][bookmark: _Toc492420061]Receiving a TXUSER_BEGINNER_MTAG_COMMIT_TOO_LATE Message
When the application receives a TXUSER_BEGINNER_MTAG_COMMIT_TOO_LATE message, the application MUST perform the following actions: 
· If the connection state is Awaiting Commit Response: 
· Return a Transaction Aborted result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_8a948eaa43e14121add41e3fa52b49d4][bookmark: _Toc492420062]Receiving a TXUSER_BEGINNER_MTAG_COMMIT_INDOUBT Message
When the application receives a TXUSER_BEGINNER_MTAG_COMMIT_INDOUBT (section 2.2.8.1.1.7) message, the application MUST perform the following actions: 
· If the connection state is Awaiting Commit Response: 
· Return a transaction In Doubt (section 3.2.1.3.12) result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_7db68d2c34714dd3a7272b7806d78308][bookmark: _Toc492420063]Connection Disconnected
When a CONNTYPE_TXUSER_BEGINNER (section 2.2.8.1.1) connection is disconnected, the application MUST perform the following actions:
· If the connection state is Awaiting Begin Response:
· Return a failure result to the higher-layer business logic.
· If the connection state is Awaiting Abort Response: 
· Return a transaction aborted result to the higher-layer business logic.
· If the connection state is Awaiting Commit Response: 
· Return a transaction In Doubt (section 3.2.1.3.12) result to the higher-layer business logic.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3. 
[bookmark: section_c37e9cd664d24b53b771c3a5da69e132][bookmark: _Toc492420064]CONNTYPE_TXUSER_BEGIN2 as Initiator
 For all messages that are received in this connection type, the application MUST process the message as specified in section 3.1. The application MUST also follow the processing rules that are specified in the following sections.
[bookmark: section_6b75f2d4646646598a43bd19ae80ef54][bookmark: _Toc492420065]Receiving a TXUSER_BEGIN2_MTAG_SINK_BEGUN Message
When the application receives a TXUSER_BEGIN2_MTAG_SINK_BEGUN message, the application MUST perform the following actions: 
· If the connection state is Awaiting Begin Response, the application MUST:
· Set the connection state to Processing Transaction.
· Create a transaction object that is initialized as follows:
· Set the transaction Transaction Object.Identifier field to the guidTx field from the message.
· Set the transaction Root field to true.
· Add the connection to the transaction connection list.
· Set the transaction field of the connection to the transaction.
· Return a success result and a reference to the transaction object to the higher-layer business logic.
·  Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_239e734a1cd7486eb57eced5d50c0d0f][bookmark: _Toc492420066]Receiving a TXUSER_SETTXTIMEOUT_MTAG_REQUEST_COMPLETE Message
When the application receives a TXUSER_SETTXTIMEOUT_MTAG_REQUEST_COMPLETE message, the application MUST perform the following actions:
· If the connection state is Awaiting Set Timeout Response, the application MUST: 
· Set the connection state to Processing Transaction.
· Return a success result to the higher-layer business logic.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_da653914c5c44e3e852763737264d81b][bookmark: _Toc492420067]Receiving a TXUSER_SETTXTIMEOUT_MTAG_TOO_LATE Message
When the application receives a TXUSER_SETTXTIMEOUT_MTAG_TOO_LATE message, the application MUST perform the following actions:
· If the connection state is Awaiting Set Timeout Response, the application MUST: 
· Set the connection state to Processing Transaction.
· Return a failure result to the higher-layer business logic.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_70a8d1b7357b4a92bbaf83bc86fb5b36][bookmark: _Toc492420068]Receiving a TXUSER_SETTXTIMEOUT_MTAG_TX_NOT_FOUND Message
When the application receives a TXUSER_SETTXTIMEOUT_MTAG_TX_NOT_FOUND (section 2.2.8.3.3.1) message, the application MUST perform the following actions:
· If the connection state is Awaiting Set Timeout Response (section 3.3.1.2.4), the application MUST:
· Set the connection state to Processing Transaction (section 3.3.1.2.3).
· Return a failure result to the higher-layer business logic.
· Otherwise, the message MUST be processed as an invalid message, as specified in section 3.1.6.
[bookmark: section_1e0974fdd4b84f8fab82d5958f31363d][bookmark: _Toc492420069]Receiving a TXUSER_BEGIN2_MTAG_SINK_ERROR Message
When the application receives a TXUSER_BEGIN2_MTAG_SINK_ERROR message, the application MUST perform the following actions:
· If the connection state is Awaiting Begin Response:
· If the Error field in the message is set to TRUN_TXBEGIN_ERROR_NO_MEM or TRUN_TXBEGIN_ERROR_BEGIN_LOG_FULL or TRUN_TXBEGIN_ERROR_DUPLICATE_GUID: 
· Return a failure result to the higher-layer business logic.
· Set the connection state to Ended. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
· If the connection state is Processing Transaction (section 3.3.1.2.3):
· If the Error field of the message is set to TRUN_TXBEGIN_ERROR_NOTIFY_ABORTED:
· Return a transaction aborted result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
· If the connection state is Awaiting Commit Response:
· If the Error field in the message is set to TRUN_TXBEGIN_ERROR_NOTIFY_COMMITTED or TRUN_TXBEGIN_ERROR_NOTIFY_ABORTED or TRUN_TXBEGIN_ERROR_NOTIFY_INDOUBT: 
· Return the corresponding transaction outcome as a result to the higher-layer business logic.
· Set the connection state to Ended. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
· If the connection state is Awaiting Abort Response:
· If the Error field of the message is set to TRUN_TXBEGIN_ERROR_NOTIFY_ABORTED: 
·  Return a transaction aborted result to the higher-layer business logic. 
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
· If the Connection state is Awaiting Set Timeout Response:
· If the Error field of the message is set to TRUN_TXBEGIN_ERROR_NOTIFY_ABORTED: 
· Return a Transaction Aborted result to the higher-layer business logic.
· Set the connection state to Ended. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_22cc6bec0b22407e8f7b1de6ef5e859a][bookmark: _Toc492420070]Connection Disconnected
When a CONNTYPE_TXUSER_BEGIN2 connection is disconnected, the application MUST perform the following actions:
· If the connection state is Awaiting Begin Response: 
· Return a failure result to the higher-layer business logic.
· If the connection state is Awaiting Set Timeout Response, Processing Transaction, or Awaiting Abort Response: 
· Return a transaction aborted result to the higher-layer business logic.
· If the connection state is Awaiting Commit Response: 
· Return a transaction In Doubt (section 3.2.1.3.12) result to the higher-layer business logic.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3. 
[bookmark: section_dab981ec0520489a9882320bab79c081][bookmark: _Toc492420071]CONNTYPE_TXUSER_PROMOTE as Initiator
Unless stated otherwise in this section, the CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3) connection type that is acting as an initiator MUST follow the same message processing rules as the CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) connection type that is acting as an initiator, as specified in CONNTYPE_TXUSER_BEGIN2 as Initiator (section 3.3.5.1.2).
[bookmark: section_043ad33b6a304314b1861460f742d4f2][bookmark: _Toc492420072]Receiving a TXUSER_BEGIN2_MTAG_SINK_BEGUN Message
When the application receives a TXUSER_BEGIN2_MTAG_SINK_BEGUN message, the application MUST perform the following actions:
· If the connection state is Awaiting Promote Response (section 3.3.1.3.2), the application MUST:
· Set the connection state to Processing Transaction (section 3.3.1.3.3).
· Create a transaction object that is initialized as follows:
· Set the transaction Transaction Object.Identifier field to the guidTx field from the message. The guidTx MUST be the same value as the guidTx field in TXUSER_BEGINNER_MTAG_PROMOTE (section 2.2.8.1.3.1) message that was sent to the transaction manager.
· Set the transaction Root field to true.
· Add the connection to the transaction connection list.
· Set the transaction field of the connection to the transaction.
· Return a success result and a reference to the transaction object to the higher-layer business logic.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_b4745ccfba8345cfaf4857f78dc6d0c8][bookmark: _Toc492420073]Receiving a TXUSER_BEGIN2_MTAG_SINK_ERROR Message
When the application receives a TXUSER_BEGIN2_MTAG_SINK_ERROR message, the application MUST perform the following actions:
· If the connection state is Awaiting Promote Response (section 3.3.1.3.2):
· If the Error field in the message is set to TRUN_TXBEGIN_ERROR_NO_MEM or TRUN_TXBEGIN_ERROR_BEGIN_LOG_FULL or TRUN_TXBEGIN_ERROR_DUPLICATE_GUID:
· Return a failure result to the higher-layer business logic.
· Set the connection state to Ended (section 3.3.1.3.7).
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
· Otherwise,
· The application MUST follow the same message processing rules as the CONNTYPE_TXUSER_BEGIN2 connection type acting as an acceptor as specified in Receiving a TXUSER_BEGIN2_MTAG_SINK_ERROR Message (section 3.3.5.1.2.5).
[bookmark: section_e5a9232add29462cb4fde6dfc5cc29ae][bookmark: _Toc492420074]Transaction Propagation
[bookmark: section_8dc796db6b5b491ba0d17ca62f31e038][bookmark: _Toc492420075]Pull Propagation
[bookmark: section_e4185df8a13b4773be311233795a34af][bookmark: _Toc492420076]CONNTYPE_TXUSER_ASSOCIATE as Initiator
 For all messages that are received in this connection type, the application MUST process the messages as specified in section 3.1.
The application MUST also follow the processing rules that are specified in the following sections.
[bookmark: section_0e606aeaae424e55902c3a05fbc5aa9e][bookmark: _Toc492420077]Receiving a TXUSER_ASSOCIATE_MTAG_ASSOCIATED Message
When the application receives a TXUSER_ASSOCIATE_MTAG_ASSOCIATED message, the application MUST perform the following actions: 
· If the connection state is Awaiting Associate Response, the application MUST:
· Set the connection state to Active (section 3.3.1.4.3).
· Return a success result and a reference to the transaction object that is referenced by this connection's Connection-Specific Data field to the higher-layer business logic.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_8cc17d92f5ee4ffc9d9797eba1af6180][bookmark: _Toc492420078]Receiving Other TXUSER_ASSOCIATE_MTAG Messages
When the application receives one of these messages:
· TXUSER_ASSOCIATE_MTAG_TX_NOT_FOUND
· TXUSER_ASSOCIATE_MTAG_TOO_LATE
· TXUSER_ASSOCIATE_MTAG_CREATE_BAD_TMADDR
· TXUSER_ASSOCIATE_MTAG_LOG_FULL_LOCAL
· TXUSER_ASSOCIATE_MTAG_NO_MEM_LOCAL
· TXUSER_ASSOCIATE_MTAG_LOG_FULL_REMOTE
· TXUSER_ASSOCIATE_MTAG_NO_MEM_REMOTE
· TXUSER_ASSOCIATE_MTAG_TOO_MANY_REMOTE
· TXUSER_ASSOCIATE_MTAG_TOO_MANY_LOCAL
the application MUST perform the following actions:
·  If the connection state is Awaiting Associate Response:
· Set the connection state to Ended.
· Return a failure result to the higher-layer business logic.
·  Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_7d99ced89b1643ab9da19a90bfcc114b][bookmark: _Toc492420079]Receiving a TXUSER_IMPORT2_MTAG_SINK_ERROR Message
 When the application receives a TXUSER_IMPORT2_MTAG_SINK_ERROR message, the application MUST perform the following actions: 
· If the connection state is Active:
· If the Error field in the message is set to TRUN_TXBEGIN_ERROR_NOTIFY_COMMITTED, TRUN_TXBEGIN_ERROR_NOTIFY_ABORTED, or TRUN_TXBEGIN_ERROR_NOTIFY_INDOUBT: 
· Notify the higher-layer business logic of the outcome of the transaction.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_2e609539110a49599a5a2a17ecff6cd9][bookmark: _Toc492420080]Connection Disconnected
When a CONNTYPE_TXUSER_ASSOCIATE (section 2.2.8.2.1.1) connection is disconnected, the application MUST perform the following actions:
·  If the connection state is Awaiting Associate Response:
· Return a failure result to the higher-layer business logic.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3.
[bookmark: section_f797be48205e46888b7c6399a0bd8c86][bookmark: _Toc492420081]Push Propagation
[bookmark: section_ddba44dc96d241608eb8fe0286a45d6a][bookmark: _Toc492420082]CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS as Initiator
For all messages that are received in this connection type, the application MUST process the message as specified in section 3.1. The application MUST also follow the processing rules as specified in the following sections.
[bookmark: section_73958113718a4683aaca6e1254f163f7][bookmark: _Toc492420083]Receiving a TXUSER_EXTENDEDWHEREABOUTS_MTAG_GOT Message
When the application receives a TXUSER_EXTENDEDWHEREABOUTS_MTAG_GOT message, the application MUST perform the following actions: 
· If the connection state is Awaiting Get Response:
· Create a new SWhereabouts structure.
· Set the guidSignature field to the GUID value {2adb4462-bd41-11d0-b12e-00c04fc2f3ef}.
· Set the cTmToTmProtocols field to the dwProtocolCount field of the message.
· Set the rgtmprotUsableList field to the rgtmprotUsableList field of the message.
· Return a success result and the new SWhereabouts structure to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_00893c4c3b404b9fac57de62b4396841][bookmark: _Toc492420084]Receiving a TXUSER_EXTENDEDWHEREABOUTS_MTAG_NOMEM Message
When the application receives a TXUSER_EXTENDEDWHEREABOUTS_MTAG_NOMEM message, the application MUST perform the following actions: 
· If the connection state is Awaiting Get Response: 
· Return a failure result to the higher-layer business logic.
· Set the connection state to Ended. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_27e148364bb14621aa7405ffb97fb4db][bookmark: _Toc492420085]CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS Connection Disconnected
When a CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS (section 2.2.8.2.2.1) connection is disconnected, the application MUST perform the following actions: 
· If the connection state is Awaiting Get Response: 
· Return a failure result to the higher-layer business logic. 
· Otherwise, the event MUST be processed as specified in section 3.1.8.3.
[bookmark: section_26b3d7cc1290416aa206b65c90f39f9d][bookmark: _Toc492420086]CONNTYPE_TXUSER_EXPORT as Initiator
For all messages that are received in this connection type, the application MUST process the message as specified in section 3.1. The application MUST also follow the processing rules as specified in the following sections.
[bookmark: section_bc04ea3e8bd94068a469ba292169ab01][bookmark: _Toc492420087]Receiving a TXUSER_EXPORT_MTAG_CREATED Message
When the application receives a TXUSER_EXPORT_MTAG_CREATED message, the application MUST perform the following actions:
· If the connection state is Awaiting Create Response: 
· Set the connection state to Connection Active. 
· Return a success result to the higher-layer business logic. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_0fd396a79fd24e51b68a7d9cf8dfaa70][bookmark: _Toc492420088]Receiving a TXUSER_EXPORT_MTAG_CREATE_BAD_TMADDR or TXUSER_EXPORT_MTAG_CREATE_NET_TX_DISABLED Message
When the application receives one of these messages, the application MUST perform the following actions:
· If the connection state is Awaiting Create Response: 
· Return a failure result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_ba79606ab85643fbb2693918caf153a2][bookmark: _Toc492420089]Receiving a TXUSER_EXPORT_MTAG_EXPORTED Message
When the application receives a TXUSER_EXPORT_MTAG_EXPORTED message, the application MUST perform the following actions:
·  If the connection state is Awaiting Export Response: 
· Set the connection state to Connection Active.
· Return a success result to the higher-layer business logic.
· If the application uses OLETX_TM_ADDR (section 2.2.1.1.1) for creating an Export Connection:
· Compute the size of STxInfo structure in bytes and return the size of the STxInfo structure to the higher-layer business logic.
· Otherwise:
· Compute the size of GUID in bytes and return the size of the GUID to the higher-layer business logic.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_60678d6a5dd3493686c5359b85fae4b5][bookmark: _Toc492420090]Receiving a TXUSER_EXPORT_MTAG_EXPORT_LOG_FULL, TXUSER_EXPORT_MTAG_EXPORT_NO_MEM, TXUSER_EXPORT_MTAG_EXPORT_TOO_LATE, TXUSER_EXPORT_MTAG_EXPORT_TOO_MANY, or TXUSER_EXPORT_MTAG_EXPORT_NOT_FOUND Message
When the application receives one of these messages, the application MUST perform the following actions: 
· If the connection state is Awaiting Export Response, the application MUST: 
· Set the connection state to Connection Active.
· Return a failure result to the higher-layer business logic.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_ee11b5b5fbb845708d8c95ae1fb43347][bookmark: _Toc492420091]CONNTYPE_TXUSER_EXPORT Connection Disconnected
When a CONNTYPE_TXUSER_EXPORT (section 2.2.8.2.2.2) connection is disconnected, the application MUST perform the following additional actions: 
· If the connection state is Awaiting Create Response or Awaiting Export Response:
·  Return a failure result to the higher-layer business logic.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3. 
[bookmark: section_b3beda770b354ff49371a9d94015574a][bookmark: _Toc492420092]CONNTYPE_TXUSER_EXPORT2 as Initiator
For all messages that are received in this connection type, the application MUST process the message as specified in section 3.1. The application MUST also follow the processing rules as specified in the following sections.
[bookmark: section_73ed57bdf7eb40139fe18ad3b5c63094][bookmark: _Toc492420093]Receiving a TXUSER_EXPORT_MTAG_CREATED Message
When the application receives a TXUSER_EXPORT_MTAG_CREATED message, the application MUST perform the actions specified in section 3.3.5.2.2.2.1.
[bookmark: section_859fdc61891d4d2387a2228808c7f275][bookmark: _Toc492420094]Receiving a TXUSER_EXPORT_MTAG_CREATE_BAD_TMADDR or TXUSER_EXPORT_MTAG_CREATE_NET_TX_DISABLED Message
When the application receives one of these messages, the application MUST perform the actions specified in section 3.3.5.2.2.2.2.
[bookmark: section_8b595075eccf4eb0a15c66a1155ba851][bookmark: _Toc492420095]Receiving a TXUSER_EXPORT_MTAG_EXPORTED Message
When the application receives one of these messages, the application MUST perform the actions specified in section 3.3.5.2.2.2.3.
[bookmark: section_2bd72da81bdc4bcc859207ab6db7cc74][bookmark: _Toc492420096]Receiving a TXUSER_EXPORT_MTAG_EXPORT_LOG_FULL, TXUSER_EXPORT_MTAG_EXPORT_NO_MEM, TXUSER_EXPORT_MTAG_EXPORT_TOO_LATE, TXUSER_EXPORT_MTAG_EXPORT_TOO_MANY, TXUSER_EXPORT_MTAG_EXPORT_NOT_FOUND, or TXUSER_EXPORT_MTAG_EXPORT_COMM_FAILED Message
When the application receives one of these messages, the application MUST perform the actions specified in section 3.3.5.2.2.2.4.
[bookmark: section_4c4519e653424d40a238a295ee7dd9a8][bookmark: _Toc492420097]CONNTYPE_TXUSER_EXPORT2 Connection Disconnected
When a CONNTYPE_TXUSER_EXPORT2 (section 2.2.8.2.2.3) connection is disconnected, the application MUST perform the following additional actions: 
· If the connection state is Awaiting Create Response or Awaiting Export Response:
·  Return a failure result to the higher-layer business logic.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3. 
[bookmark: section_426ea5d7e123402ca3de9778f6f8e8de][bookmark: _Toc492420098]CONNTYPE_TXUSER_IMPORT as Initiator
For all messages that are received in this connection type, the application MUST process the messages as specified in section 3.1. The application MUST also follow the processing rules as specified in the following sections.
[bookmark: section_38d54714b93d46968a6a91a2342b897e][bookmark: _Toc492420099]Receiving a TXUSER_IMPORT_MTAG_IMPORTED Message
When the application receives a TXUSER_IMPORT_MTAG_IMPORTED message, the application MUST perform the following actions: 
· If the connection state is Awaiting Import Response: 
· Set the connection state to Transaction Import Successful.
· Return a success result and a reference to the transaction object to the higher-layer business logic. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_2e72df9d7b344d5eae02910d1bdcb6fd][bookmark: _Toc492420100]Receiving a TXUSER_IMPORT_MTAG_IMPORT_TX_NOT_FOUND Message
When the application receives a TXUSER_IMPORT_MTAG_IMPORT_TX_NOT_FOUND message, the application MUST perform the following actions: 
· If the connection state is Awaiting Import Response: 
· Set the connection state to Ended.
· Return a failure result to the higher-layer business logic. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_80730e06b73c4c2da7efea1bf912436f][bookmark: _Toc492420101]Receiving a TXUSER_IMPORT_MTAG_ABORT_TOO_LATE Message.
When the application receives a TXUSER_IMPORT_MTAG_IMPORT_TOO_LATE message, the application MUST perform the following actions: 
· If the connection state is Awaiting Abort Response:
· Set the connection state to Ended.
· Return a failure result to the higher-layer business logic. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_4d70e79fdbcb4b5884901ac7db270d6c][bookmark: _Toc492420102]Receiving a TXUSER_IMPORT_MTAG_REQUEST_COMPLETED Message
When the application receives a TXUSER_IMPORT_MTAG_REQUEST_COMPLETED message, the application MUST perform the following actions: 
· If the connection state is Awaiting Abort Response: 
· Set the connection state to Ended.
· Return a success result to the higher-layer business logic. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_b43c41d72c2542f88c35d34f9fdd5a13][bookmark: _Toc492420103]Connection Disconnected
When a CONNTYPE_TXUSER_IMPORT (section 2.2.8.2.2.4) connection is disconnected, the application MUST perform the following actions:
· If the connection state is Awaiting Import Response or Awaiting Abort Response: 
·  Return a failure result to the higher-layer business logic.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3. 
[bookmark: section_ca2084e126d04967b9769f8fa7be4144][bookmark: _Toc492420104]CONNTYPE_TXUSER_IMPORT2 as Initiator
For all messages that are received in this connection type, the application MUST process the messages as specified in section 3.1. The application MUST also follow the processing rules as specified in the following sections.
[bookmark: section_68bef7aa8a3943c1950b4b195b2f2657][bookmark: _Toc492420105]Receiving a TXUSER_IMPORT2_MTAG_SINK_IMPORTED Message
When the application receives a TXUSER_IMPORT2_MTAG_SINK_IMPORTED message, the application MUST perform the following actions:
· If the connection state is Awaiting Import Response: 
· Set the connection state to Transaction Import Successful. 
· Return a success result and a reference to the transaction object to the higher-layer business logic. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_f2d2a91eb8174e45b21addd9a979014b][bookmark: _Toc492420106]Receiving a TXUSER_IMPORT2_MTAG_SINK_ERROR Message
When the application receives a TXUSER_IMPORT2_MTAG_SINK_ERROR message, the application MUST perform the following actions: 
· If the connection state is Awaiting Import Response: 
· If the Error field in the message is set to TRUN_TXIMPORT_ERROR_IMPORT_TX_NOT_FOUND: 
· Return a failure result to the higher-layer business logic. 
· Set the connection state to Ended. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
· If the connection state is Awaiting Abort Response: 
· If the Error field in the message is set to TRUN_TXIMPORT_ERROR_IMPORT_TX_NOT_FOUND: 
· Return a failure result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, if the Error field in the message is set to TRUN_TXBEGIN_ERROR_NOTIFY_ABORTED, TRUN_TXBEGIN_ERROR_NOTIFY_COMMITTED, or TRUN_TXBEGIN_ERROR_NOTIFY_INDOUBT: 
· Return the respective transaction outcome as a result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
· If the connection state is Transaction Import Successful: 
· If the Error field in the message is set to TRUN_TXBEGIN_ERROR_NOTIFY_COMMITTED, TRUN_TXBEGIN_ERROR_NOTIFY_ABORTED, or TRUN_TXBEGIN_ERROR_NOTIFY_INDOUBT: 
· Notify the higher-layer business logic of the outcome of the transaction. 
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_abc477d0418a49b79487f92d958fc8d8][bookmark: _Toc492420107]CONNTYPE_TXUSER_IMPORT2 Connection Disconnected
When a CONNTYPE_TXUSER_IMPORT2 (section 2.2.8.2.2.5) connection is disconnected, the application MUST perform the following actions: 
· If the connection state is Awaiting Import Response or Awaiting Abort Response: 
· Return a failure result to the higher-layer business logic.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3.
[bookmark: section_119e21c7de5a46d6950fd6f2b55ef857][bookmark: _Toc492420108]Transaction Administration
[bookmark: section_301c4ae48b7b4f2cb25caf3986ee5856][bookmark: _Toc492420109]CONNTYPE_TXUSER_GETTXDETAILS as Initiator
For all messages that are received in this connection type, the application MUST process the message as specified in section 3.1. The application MUST also follow the processing rules as specified in the following sections. 
[bookmark: section_508c5787c48a480fbe1c38b97e67de8b][bookmark: _Toc492420110]Receiving a TXUSER_GETTXDETAILS_MTAG_GOTIT Message
When the application receives a TXUSER_GETTXDETAILS_MTAG_GOTIT message, the application MUST perform the following actions:
· If the connection state is Awaiting Response: 
·  Return a success result to the higher-layer business logic, including the details that are provided in the following message fields:
· The vszSuperiorName field
· The vszSuperiorID field
· The lSubordinateCount field
· The rgSubordinates field
· Set the connection state to Ended.
·  Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_b7a19d1e1be044aea79b683e483ed46e][bookmark: _Toc492420111]Receiving a TXUSER_GETTXDETAILS_MTAG_TX_NOT_FOUND Message
When the application receives a TXUSER_GETTXDETAILS_MTAG_TX_NOT_FOUND message, the application MUST perform the following actions: 
· If the connection state is Awaiting Response: 
· Return a failure result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_59d7e39054824028bf019faccf5932a7][bookmark: _Toc492420112]CONNTYPE_TXUSER_GETTXDETAILS Connection Disconnected
When a CONNTYPE_TXUSER_GETTXDETAILS (section 2.2.8.3.1) connection is disconnected, the application MUST perform the following actions: 
· If the connection state is Awaiting Response: 
· Return a failure result to the higher-layer business logic.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3.
[bookmark: section_adab721cc179423ea2af1f2d118e9a16][bookmark: _Toc492420113]CONNTYPE_TXUSER_RESOLVE as Initiator
For all messages that are received in this connection type, the application MUST process the message as specified in section 3.1.1. The application MUST also follow the processing rules as specified in the following sections. 
[bookmark: section_be24a75c126b4c5399f9889c8f2d5be2][bookmark: _Toc492420114]Receiving a TXUSER_RESOLVE_MTAG_REQUEST_COMPLETE Message
When the application receives a TXUSER_RESOLVE_MTAG_REQUEST_COMPLETE message, the application MUST perform the following actions:
· If the connection state is Awaiting Abort Response, Awaiting Commit Response, or Awaiting Forget Response:
· Return a success result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6
[bookmark: section_25585305e87047438364c369a94c416f][bookmark: _Toc492420115]Receiving a TXUSER_RESOLVE_MTAG_ACCESSDENIED or TXUSER_RESOLVE_MTAG_TX_NOT_FOUND Message
When the application receives one of these messages, the application MUST perform the following actions:
· If the connection state is Awaiting Abort Response, Awaiting Commit Response, or Awaiting Forget Response:
· Return a failure result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6
[bookmark: section_f0400cdf994c40b29f0c4107c5baadf5][bookmark: _Toc492420116]Receiving a TXUSER_RESOLVE_MTAG_CHILD_NOT_PREPARED or TXUSER_RESOLVE_MTAG_NOT_CHILD Message
When the application receives a TXUSER_RESOLVE_MTAG_CHILD_NOT_PREPARED or TXUSER_RESOLVE_MTAG_NOT_CHILD message, the application MUST perform the following actions:
· If the connection state is Awaiting Abort Response or Awaiting Commit Response:
· Return a failure result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_2a0d5a64e34e456d9ef26f71f9e19f53][bookmark: _Toc492420117]Receiving a TXUSER_RESOLVE_MTAG_FORGET_TX_NOT_COMMITTED Message
When the application receives a TXUSER_RESOLVE_MTAG_FORGET_TX_NOT_COMMITTED message, the application MUST perform the following actions:
· If the connection state is Awaiting Forget Response:
· Return a failure result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6
[bookmark: section_04bc9572708d4b49b8eb3cfb99e4347d][bookmark: _Toc492420118]Connection Disconnected
When a CONNTYPE_TXUSER_RESOLVE connection is disconnected, the application MUST perform the following actions:
· If the connection state is Awaiting Abort Response, Awaiting Commit Response, or Awaiting Forget Response:
· Return a failure result to the higher-layer business logic.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3.
[bookmark: section_b0d89237358e480c81fddafb60893845][bookmark: _Toc492420119]CONNTYPE_TXUSER_SETTXTIMEOUT as Initiator
For all messages that are received in this connection type, the application MUST process the message as specified in section 3.1. The application MUST also follow the processing rules as specified in the following sections.
[bookmark: section_30d6eb5c44cb447f857a3b3a601b694b][bookmark: _Toc492420120]Receiving a TXUSER_SETTXTIMEOUT_MTAG_REQUEST_COMPLETE Message
When the application receives a TXUSER_SETTXTIMEOUT_MTAG_REQUEST_COMPLETE message, the application MUST perform the following actions: 
· If the connection state is Awaiting Set Timeout Response:
· Return a success result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_80eb7b270ac7473fa32e41b2e28f400d][bookmark: _Toc492420121]Receiving a TXUSER_SETTXTIMEOUT_MTAG_TOO_LATE or TXUSER_SETTXTIMEOUT_MTAG_TX_NOT_FOUND Message
When the application receives a TXUSER_SETTXTIMEOUT_MTAG_TOO_LATE or TXUSER_SETTXTIMEOUT_MTAG_TX_NOT_FOUND message, the application MUST perform the following actions:
· If the connection state is Awaiting Set Timeout Response:
· Return a failure result to the higher-layer business logic. 
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_e33d0be461a64a82a85c88e33c82a9f6][bookmark: _Toc492420122]Connection Disconnected
When a CONNTYPE_TXUSER_SETTXTIMEOUT connection is disconnected, the application MUST perform the following actions: 
· If the connection state is Awaiting Set Timeout Response: 
· Return a failure result to the higher-layer business logic.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3. 
[bookmark: section_eaecab1152a04efabe393a027d22ab99][bookmark: _Toc492420123]CONNTYPE_TXUSER_SETTXTIMEOUT2 as Initiator
For all messages that are received in this connection type, the application MUST process the message as specified in section 3.1. The application MUST also follow the processing rules as specified in the following sections. 
[bookmark: section_8ff013ae6b0847ab8e98df9a29a968a6][bookmark: _Toc492420124]Receiving a TXUSER_SETTXTIMEOUT_MTAG_TX_NOT_FOUND Message
When the application receives a TXUSER_SETTXTIMEOUT_MTAG_TX_NOT_FOUND (section 2.2.8.3.3.1) message, the application MUST perform the following actions:
· If the connection state is Awaiting Set Timeout Response:
· Find an instance of a CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) or CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3) connection in the transaction connection list. This connection is referred to as the beginner connection.
· If a beginner connection is not found:
· The application MUST return a failure result to the higher-layer business logic.
· Otherwise, if the beginner connection state is not Awaiting Set Timeout Response:
· The application MUST return a failure result to the higher-layer business logic.
· Otherwise:
· Set the beginner connection state to Processing Transaction.
· The application MUST return a failure result to the higher-layer business logic.
· Set the CONNTYPE_TXUSER_SETTXTIMEOUT2 (section 2.2.8.3.4) connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_42343b2b869e469296ef9e206287d61c][bookmark: _Toc492420125]Connection Disconnected
When a CONNTYPE_TXUSER_SETTXTIMEOUT2 connection is disconnected, the application MUST perform the following actions:
· If the connection state is Awaiting Set Timeout Response:
· Return a failure result to the higher-layer business logic.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3
[bookmark: section_e4eb9133cd61497e9048abd9d49e53f6][bookmark: _Toc492420126]CONNTYPE_TXUSER_TRACE as Initiator
For all messages that are received in this connection type, the application MUST process the message as specified in section 3.1. The application MUST also follow the processing rules as specified in the following sections. 
[bookmark: section_c15eb83aa9a24a5dbe4168860dda1934][bookmark: _Toc492420127]Receiving a TXUSER_TRACE_MTAG_REQUEST_COMPLETE Message
When the application receives a TXUSER_TRACE_MTAG_REQUEST_COMPLETE (section 2.2.8.3.5.2) message, the application MUST perform the following actions: 
· If the connection state is Awaiting Trace Response: 
· Return a success result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_164307222d524b339a647bbfa06aea21][bookmark: _Toc492420128]Receiving a TXUSER_TRACE_MTAG_REQUEST_FAILED or TXUSER_TRACE_MTAG_TX_NOT_FOUND Message
When the application receives one of these messages, the application MUST perform the following actions:
· If the connection state is Awaiting Trace Response: 
· Return a failure result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_b103f6c0d9414bf48e8e8127004a3fc4][bookmark: _Toc492420129]Connection Disconnected
When a CONNTYPE_TXUSER_TRACE (section 2.2.8.3.5) connection is disconnected, the application MUST perform the following actions: 
·  If the connection state is Awaiting Trace Response: 
· Return a failure result to the higher-layer business logic.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3. 
[bookmark: section_687d3b2f4b5d41c5b28f61733145b51a][bookmark: _Toc492420130]Transaction Manager Administration
[bookmark: section_f09b1222ce4e4dcea922cbadc5a08063][bookmark: _Toc492420131]CONNTYPE_TXUSER_GETSECURITYFLAGS as Initiator
For all messages that are received in this connection type, the application MUST process the message as specified in section 3.1. The transaction manager MUST also follow the processing rules as specified in the following sections. 
[bookmark: section_00e6f5355f134b9e8600aa8c65fb89cc][bookmark: _Toc492420132]Receiving a TXUSER_GETSECURITYFLAGS _MTAG_FETCHED Message
When the application receives a TXUSER_GETSECURITYFLAGS_MTAG_FETCHED (section 2.2.8.4.1.1) message, the application MUST perform the following actions: 
· If the connection state is Awaiting Get Response: 
· Return a success result and the following message information to the higher-layer business logic: 
· The grfNetworkDtcAccess field
· The grfXaTransactions field
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_a422edc0bff24e60ac5d43553559e63c][bookmark: _Toc492420133]CONNTYPE_TXUSER_GETSECURITYFLAGS Connection Disconnected
When a CONNTYPE_TXUSER_GETSECURITYFLAGS (section 2.2.8.4.1) connection is disconnected, the application MUST perform the following actions: 
· If the connection state is Awaiting Get Response: 
· Return a failure result to the higher-layer business logic.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3. 
[bookmark: section_ed0902d8172b420480cc0d979e8ee6f7][bookmark: _Toc492420134]Timer Events
None.
[bookmark: section_d065d80f02d84d2bbf4c1e4b6ea78a18][bookmark: _Toc492420135]Other Local Events
None.
[bookmark: section_e798c735723f4ab08b9c3622c207544e][bookmark: _Toc492420136]Transaction Manager Communicating with Application Details
[bookmark: section_da33338196114e648278b920a48dd5b6][bookmark: _Toc492420137]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with the behavior that is described in this document.
The transaction manager communicating with an application facet MUST maintain all the data elements that are specified in section 3.2.1.
The transaction manager communicating with an application facet MUST also maintain the following data elements:
· Associates Table: A table where each object is a list of connection objects of type CONNTYPE_TXUSER_ASSOCIATE (section 2.2.8.2.1.1), keyed by the identifier of the transaction with which the connections are associated. All connection objects in each list reference the same transaction object, and there is only one list per transaction in the Associates Table.
Enlistment objects that are created by the transaction manager communicating with an application facet MUST provide the following properties, as specified in section 3.1.1:
· Name: An empty string 
· Enlistment Object.Identifier: An empty string 
The transaction manager communicating with an application facet MUST provide the states in the following sections for its supported connection types. The connection types that a transaction manager communicating with an application facet MUST provide for each supported protocol version are as specified in section 2.2.1.1.1.
[bookmark: section_a2f47dee9a7d437a8d5a9787395eaa21][bookmark: _Toc492420138]CONNTYPE_TXUSER_BEGINNER Acceptor States
The transaction manager communicating with an application MUST act as an acceptor for the CONNTYPE_TXUSER_BEGINNER connection type. In this role, the transaction manager communicating with an application MUST provide support for the following states:
· Idle
· Beginning Transaction
· Active
· Aborting Transaction
· Committing Transaction
· Ended
The following figure shows the relationships between the CONNTYPE_TXUSER_BEGINNER acceptor states.
[image: CONNTYPE_TXUSER_BEGINNER Acceptor States]
Figure 29: CONNTYPE_TXUSER_BEGINNER Acceptor States
[bookmark: section_ed18594ae9b94b0faf42ab1ae1b0c3fa][bookmark: _Toc492420139]Idle
The Idle state is the initial state. The following event is processed in this state:
· Receiving a TXUSER_BEGINNER_MTAG_BEGIN Message (section 3.4.5.1.1.1).
[bookmark: section_c96e353b3f1a46ad8c39eb0967110205][bookmark: _Toc492420140]Beginning Transaction
The following events are processed in this state:
· Create Transaction Success (section 3.4.7.8)
· Create Transaction Failure (section 3.4.7.7)
[bookmark: section_442b79af5c944417bc7038436435aff7][bookmark: _Toc492420141]Active
The following events are processed in this state:
· Receiving a TXUSER_BEGINNER_MTAG_COMMIT Message (section 3.4.5.1.1.2)
· Receiving a TXUSER_BEGINNER_MTAG_ABORT Message (section 3.4.5.1.1.3)
· Unilaterally Aborted (section 3.4.7.23)
[bookmark: section_fecc999c0fe24852905743d733ee6c42][bookmark: _Toc492420142]Aborting Transaction
The following events are processed in this state: 
· Rollback Complete (section 3.4.7.18)
· Receiving a TXUSER_BEGINNER_MTAG_COMMIT Message (section 3.4.5.1.1.2)
· Phase One Complete (section 3.4.7.13)
[bookmark: section_8eb3b6584767420fb98b0442d970179c][bookmark: _Toc492420143]Committing Transaction
The following event is processed in this state:
· Phase One Complete (section 3.4.7.13)
[bookmark: section_5cd9569cdf724ba4855ee1d5b85e51c8][bookmark: _Toc492420144]Ended
This is the final state.
[bookmark: section_9d7b5af311d7424c934eadeae0242c0a][bookmark: _Toc492420145]CONNTYPE_TXUSER_BEGIN2 Acceptor States
The transaction manager communicating with an application MUST act as an acceptor for the CONNTYPE_TXUSER_BEGIN2 connection type. In this role, the transaction manager communicating with an application MUST provide support for the following states:
· Idle
· Beginning Transaction
· Active
· Modifying Timeout
· Aborting Transaction
· Committing Transaction
· Ended
The following figure shows the relationships between the CONNTYPE_TXUSER_BEGIN2 acceptor states.
[image: CONNTYPE_TXUSER_BEGIN2 Acceptor States]
Figure 30: CONNTYPE_TXUSER_BEGIN2 Acceptor States
[bookmark: section_dd8ccd7f8e494d718c317f0c307ae468][bookmark: _Toc492420146]Idle
This is the initial state. The following event is processed in this state: 
· Receiving a TXUSER_BEGIN2_MTAG_BEGIN Message (section 3.4.5.1.2.1)
[bookmark: section_2b4cf48bb69d44efb263f1f93b5fae3f][bookmark: _Toc492420147]Beginning Transaction
The following events are processed in this state:
· Create Transaction Success (section 3.4.7.8)
· Create Transaction Failure (section 3.4.7.7)
[bookmark: section_7b8171d0a3fd4ec9bd348399dc371790][bookmark: _Toc492420148]Active
The following events are processed in this state:
· Receiving a TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT Message (section 3.4.5.1.2.2)
· Receiving a TXUSER_BEGIN2_MTAG_COMMIT Message (section 3.4.5.1.2.3)
· Receiving a TXUSER_BEGIN2_MTAG_ABORT Message (section 3.4.5.1.2.4)
· Unilaterally Aborted (section 3.4.7.23) 
[bookmark: section_2c709e581f244fbda7447502bb49678c][bookmark: _Toc492420149]Modifying Timeout
The following events are processed in this state:
· Set Transaction Timeout Success (section 3.4.7.22)
· Set Transaction Timeout Failure (section 3.4.7.21)
[bookmark: section_2bb11406d2024e0c86b5f30db90ee37d][bookmark: _Toc492420150]Aborting Transaction
The following event is processed in this state:
· Rollback Complete (section 3.4.7.18)
[bookmark: section_c67143ddf94649fcaaf9d8e6958ec5f0][bookmark: _Toc492420151]Committing Transaction
The following event is processed in this state:
· Phase One Complete (section 3.4.7.13)
[bookmark: section_15a086408c2c40519669d779d382302b][bookmark: _Toc492420152]Ended
This is the final state.
[bookmark: section_a7e8bb45791e45558f4a7412b7ce72b6][bookmark: _Toc492420153]CONNTYPE_TXUSER_PROMOTE Acceptor States
The transaction manager communicating with an application MUST act as an acceptor for the CONNTYPE_TXUSER_PROMOTE connection type. In this role, the transaction manager communicating with an application MUST provide support for the following states:
· Idle
· Beginning Transaction
· Active
· Modifying Timeout
· Aborting Transaction
·  Committing Transaction
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_PROMOTE acceptor states.
[image: CONNTYPE_TXUSER_PROMOTE Acceptor States]
Figure 31: CONNTYPE_TXUSER_PROMOTE Acceptor States
[bookmark: section_471c1679f660450e8aa24d1024b00250][bookmark: _Toc492420154]Idle
This is the initial state. The following event is processed in this state:
· Receiving a TXUSER_BEGINNER_MTAG_PROMOTE Message (section 3.4.5.1.3.1)
[bookmark: section_20923d03e69a4ef5a58561f9623addf3][bookmark: _Toc492420155]Beginning Transaction
The following events are processed in this state:
· Create Transaction Success (section 3.4.7.8)
· Create Transaction Failure (section 3.4.7.7)
[bookmark: section_3b72dbfefda0433dadf0acb037d289d4][bookmark: _Toc492420156]Active
The following events are processed in this state:
· Receiving a TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT, TXUSER_BEGIN2_MTAG_COMMIT, or TXUSER_BEGIN2_MTAG_ABORT Message (section 3.4.5.1.3.2)
· Receiving a TXUSER_BEGINNER_MTAG_PROMOTE Message (section 3.4.5.1.3.1)
· Unilaterally Aborted (section 3.4.7.23)
[bookmark: section_0bece30daf67462fad81eeae17743f2b][bookmark: _Toc492420157]Modifying Timeout
The following events are processed in this state:
· Set Transaction Timeout Success (section 3.4.7.22)
· Set Transaction Timeout Failure (section 3.4.7.21)
[bookmark: section_f054b26fd6cf4a1bab52a552bb07ac93][bookmark: _Toc492420158]Aborting Transaction
The following event is processed in this state:
· Rollback Complete (section 3.4.7.18)
[bookmark: section_cd6126119c054fe3ac7b48057e2f48a2][bookmark: _Toc492420159]Committing Transaction
 The following event is processed in this state:
· Phase One Complete (section 3.4.7.13)
[bookmark: section_f9af5e7bf3334623be6fbb2869e57fa4][bookmark: _Toc492420160]Ended
This is the final state.
[bookmark: section_aac59defadd14f2790045a7bb8b26ab2][bookmark: _Toc492420161]CONNTYPE_TXUSER_ASSOCIATE Acceptor States
The transaction manager communicating with an application MUST act as an acceptor for the CONNTYPE_TXUSER_ASSOCIATE connection type. In this role, the transaction manager communicating with an application MUST provide support for the following states:
· Idle
· Processing Associate Request
· Active
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_ASSOCIATE acceptor states.
[image: CONNTYPE_TXUSER_ASSOCIATE Acceptor States]
Figure 32: CONNTYPE_TXUSER_ASSOCIATE Acceptor States
[bookmark: section_4a13d6eb5e7f4e93ba5a04009afca8ab][bookmark: _Toc492420162]Idle
This is the initial state. The following event is processed in this state:
· Receiving a TXUSER_ASSOCIATE_MTAG_ASSOCIATE Message (section 3.4.5.2.1.1.1)
[bookmark: section_1f23b2d0d8484485b8b2df3cd439465a][bookmark: _Toc492420163]Processing Associate Request
The following events are processed in this state:
· Associate Transaction Success (section 3.4.7.2).
· Associate Transaction Failure (section 3.4.7.1). This event applies to these messages:
· TXUSER_ASSOCIATE_MTAG_COMM_FAILED (section 2.2.8.2.1.1.3)
· TXUSER_ASSOCIATE_MTAG_LOG_FULL_LOCAL (section 2.2.8.2.1.1.5)
· TXUSER_ASSOCIATE_MTAG_LOG_FULL_REMOTE (section 2.2.8.2.1.1.6)
· TXUSER_ASSOCIATE_MTAG_NO_MEM_REMOTE (section 2.2.8.2.1.1.8)
· TXUSER_ASSOCIATE_MTAG_TOO_LATE (section 2.2.8.2.1.1.9)
· TXUSER_ASSOCIATE_MTAG_TOO_MANY_REMOTE (section 2.2.8.2.1.1.11)
· TXUSER_ASSOCIATE_MTAG_TX_NOT_FOUND (section 2.2.8.2.1.1.12)
[bookmark: section_004b4575a48f4aa490c057aa8de6ef88][bookmark: _Toc492420164]Active
 The following events are processed in this state:
·  Begin Voting (section 3.4.7.6).
·  Begin Commit (section 3.4.7.3)
·  Begin Rollback (section 3.4.7.5)
·  Begin In Doubt (section 3.4.7.4)
[bookmark: section_d19b94269ddb49ae90f2c2bb1bf66887][bookmark: _Toc492420165]Ended
This is the final state.
[bookmark: section_71dc1411d5724b02ab09008efda7ce98][bookmark: _Toc492420166]CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS Acceptor States
The transaction manager communicating with an application MUST act as an acceptor for the CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS connection type. In this role, the transaction manager communicating with an application MUST provide support for the following states:
· Idle
· Processing Inquiry
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS acceptor states.
[image: CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS Acceptor States]
Figure 33: CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS Acceptor States
[bookmark: section_b7e8a464902c4598ba525b4a559017d4][bookmark: _Toc492420167]Idle
This is the initial state. The following event is processed in this state:
· Receiving a TXUSER_EXTENDEDWHEREABOUTS_MTAG_GET Message (section 3.4.5.2.2.1.1)
[bookmark: section_9a0bd52c4e634b07b266e098971a9e84][bookmark: _Toc492420168]Processing Inquiry
This is a transient state that is assumed during the synchronous processing of a request. No events are processed in this state.
[bookmark: section_faaea5ab130747af85235878b8fed14f][bookmark: _Toc492420169]Ended
This is the final state.
[bookmark: section_0893fe88b4e5443c9ed8e6029d609965][bookmark: _Toc492420170]CONNTYPE_TXUSER_IMPORT Acceptor States
The transaction manager communicating with an application MUST act as an acceptor for the CONNTYPE_TXUSER_IMPORT connection type. In this role, the transaction manager communicating with an application MUST provide support for the following states:
· Idle
· Processing Import Request
· Active
· Too Late to Abort
· Processing Abort Request
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_IMPORT acceptor states.
[image: CONNTYPE_TXUSER_IMPORT Acceptor States]
Figure 34: CONNTYPE_TXUSER_IMPORT Acceptor States
[bookmark: section_5fafc09fccc742ceafec7a56ee5107b9][bookmark: _Toc492420171]Idle
This is the initial state. The following event is processed in this state:
· Receiving a TXUSER_IMPORT_MTAG_IMPORT Message (section 3.4.5.2.2.4.1)
[bookmark: section_3d0123c96f10438eb1e810e342d44d24][bookmark: _Toc492420172]Processing Import Request
The following events are processed in this state:
· Create Voter Enlistment Success (section 3.4.7.10)
· Create Voter Enlistment Failure (section 3.4.7.9)
[bookmark: section_5bc66099f50447e7a09a21ecd97322f2][bookmark: _Toc492420173]Active
The following events are processed in this state:
· Receiving a TXUSER_IMPORT_MTAG_ABORT Message (section 3.4.5.2.2.4.2)
· Begin Voting (section 3.4.7.6)
· Begin Commit (section 3.4.7.3)
· Begin Rollback (section 3.4.7.5)
· Begin In Doubt (section 3.4.7.4)
[bookmark: section_49c2d1ba9c814a0bb20a1158c8423156][bookmark: _Toc492420174]Too Late to Abort
The following events are processed in this state:
· Receiving a TXUSER_IMPORT_MTAG_ABORT Message (section 3.4.5.2.2.4.2)
· Begin Rollback (section 3.4.7.5)
· Begin Commit (section 3.4.7.3)
· Begin In Doubt (section 3.4.7.4)
[bookmark: section_80c595ca71184f0cad72a685f6e2e2e7][bookmark: _Toc492420175]Processing Abort Request
This is a transient state that is assumed during the synchronous processing of a request to abort a transaction. No events are processed in this state.
[bookmark: section_049b7351925f4816bfd42f295c14b481][bookmark: _Toc492420176]Ended
This is the final state.
[bookmark: section_b762ccbf9cb7427889b58f04e80b64f0][bookmark: _Toc492420177]CONNTYPE_TXUSER_IMPORT2 Acceptor States
The transaction manager communicating with an application MUST act as an acceptor for the CONNTYPE_TXUSER_IMPORT2 connection type. In this role, the transaction manager communicating with an application MUST provide support for the following states:
· Idle
· Processing Import Request
· Active
· Too Late to Abort
· Processing Abort Request
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_IMPORT2 acceptor states.
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Figure 35: CONNTYPE_TXUSER_IMPORT2 Acceptor States
[bookmark: section_1d1712c2c81c4cc98786bd7a2eef36a0][bookmark: _Toc492420178]Idle
This is the initial state. The following events are processed in this state:
· Receiving a TXUSER_IMPORT2_MTAG_IMPORT Message (section 3.4.5.2.2.5.1)
· Receiving a TXUSER_IMPORT2_MTAG_IMPORT_WITH_SET Message (section 3.4.5.2.2.5.2)
[bookmark: section_75b889c4acca4bb8a74117adb81fbcaf][bookmark: _Toc492420179]Processing Import Request
The following events are processed in this state:
· Set Transaction Attributes Success (section 3.4.7.20)
· Set Transaction Attributes Failure (section 3.4.7.19)
· Create Voter Enlistment Success (section 3.4.7.10)
· Create Voter Enlistment Failure (section 3.4.7.9)
[bookmark: section_4c9237d06499404c8587a02ba65ab644][bookmark: _Toc492420180]Active
The following events are processed in this state:
· Receiving a TXUSER_IMPORT2_MTAG_ABORT message (section 3.4.5.2.2.5.3)
· Begin Voting (section 3.4.7.6)
· Begin Commit (section 3.4.7.3)
· Begin Rollback (section 3.4.7.5)
· Begin In Doubt (section 3.4.7.4)
[bookmark: section_beb00a50478744f28e11bd022a0114ed][bookmark: _Toc492420181]Too Late to Abort
The following events are processed in this state:
· Receiving a TXUSER_IMPORT2_MTAG_ABORT message (section 3.4.5.2.2.5.3)
· Begin Commit (section 3.4.7.3)
· Begin Rollback (section 3.4.7.5)
· Begin In Doubt (section 3.4.7.4)
[bookmark: section_f80ae5fec4c04c63bb636b9acc333f12][bookmark: _Toc492420182]Processing Abort Request
This is a transient state that is assumed during the synchronous processing of a request to abort a transaction. No events are processed in this state.
[bookmark: section_187761edc4cc41b998f4545313537d5c][bookmark: _Toc492420183]Ended
This is the final state.
[bookmark: section_e0955e3fffb64489b99415854f9db491][bookmark: _Toc492420184]CONNTYPE_TXUSER_EXPORT Acceptor States
The transaction manager communicating with an application MUST act as an acceptor for the CONNTYPE_TXUSER_EXPORT connection type. In this role, the transaction manager communicating with an application MUST provide support for the following states:
· Idle
· Processing Connection Request
· Connection Active
· Processing Push Operation Request
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_EXPORT acceptor states.
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Figure 36: CONNTYPE_TXUSER_EXPORT Acceptor States
[bookmark: section_de4ea179efc84f9e8b1e149cda4d8fc9][bookmark: _Toc492420185]Idle
This is the initial state. The following events are processed in this state:
· Receiving a TXUSER_EXPORT_MTAG_CREATE Message (section 3.4.5.2.2.2.1)
· Receiving a TXUSER_EXPORT_MTAG_CREATE2 Message (section 3.4.5.2.2.2.2)
[bookmark: section_f022b6af18d541fe8a79f3c4cd89e79b][bookmark: _Toc492420186]Processing Connection Request
This is a transient state that is assumed during the synchronous processing of a create export request. No events are processed in this state.
[bookmark: section_685208a585004536be4a28477eb1c01a][bookmark: _Toc492420187]Connection Active
The following events are processed in this state:
· Receiving a TXUSER_EXPORT_MTAG_EXPORT Message (section 3.4.5.2.2.2.3)
· Connection Disconnected (section 3.4.5.2.2.2.4)
[bookmark: section_1b68a0f4e11e432d95690edd52f7b555][bookmark: _Toc492420188]Processing Push Operation Request
The following events are processed in this state:
· Export Transaction Success (section 3.4.7.12)
· Export Transaction Failure (section 3.4.7.11)
[bookmark: section_5e0e89064e16471b99570ebf8989352d][bookmark: _Toc492420189]Ended
This is the final state.
[bookmark: section_3fe37c2460754484919389dd971df0db][bookmark: _Toc492420190]CONNTYPE_TXUSER_EXPORT2 Acceptor States
The transaction manager communicating with an application MUST act as an acceptor for the CONNTYPE_TXUSER_EXPORT2 connection type. In this role, the transaction manager communicating with an application MUST provide support for the following states:
· Idle
· Processing Connection Request
· Connection Active
· Processing Push Operation Request
· Ended
The following figure shows the relationships between the CONNTYPE_TXUSER_EXPORT2 acceptor states.
[image: CONNTYPE_TXUSER_EXPORT2 Acceptor States]
Figure 37: CONNTYPE_TXUSER_EXPORT2 Acceptor States
[bookmark: section_1b3d02d5967341fa96a86388ae7febfe][bookmark: _Toc492420191]Idle
This is the initial state. The following events are processed in this state:
· Receiving a TXUSER_EXPORT_MTAG_CREATE Message (section 3.4.5.2.2.3.1)
· Receiving a TXUSER_EXPORT_MTAG_CREATE2 Message (section 3.4.5.2.2.3.2)
[bookmark: section_bb646f904ae9456994b0a31ac89dcbcd][bookmark: _Toc492420192]Processing Connection Request
This is a transient state that is assumed during the synchronous processing of a create export request. No events are processed in this state.
[bookmark: section_08d6a5ebe25742c1b201e0d64600ee8a][bookmark: _Toc492420193]Connection Active
The following events are processed in this state:
· Receiving a TXUSER_EXPORT_MTAG_EXPORT Message (section 3.4.5.2.2.3.3)
· Connection Disconnected (section 3.4.5.2.2.3.4)
[bookmark: section_674d39be32994ebead244094abf294bc][bookmark: _Toc492420194]Processing Push Operation Request
The following events are processed in this state:
· Export Transaction Success (section 3.4.7.12)
· Export Transaction Failure (section 3.4.7.11)
[bookmark: section_4c57d2b5a35241b6baec79f556a83f54][bookmark: _Toc492420195]Ended
This is the final state.
[bookmark: section_ab60ac11488f4b1880d4f0a844520287][bookmark: _Toc492420196]CONNTYPE_TXUSER_GETTXDETAILS Acceptor States
The transaction manager communicating with an application MUST act as an acceptor for the CONNTYPE_TXUSER_GETTXDETAILS connection type. In this role, the transaction manager communicating with an application MUST provide support for the following states:
· Idle
· Processing Inquiry
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_GETTXDETAILS acceptor states.
[image: CONNTYPE_TXUSER_GETTXDETAILS Acceptor States]
Figure 38: CONNTYPE_TXUSER_GETTXDETAILS Acceptor States
[bookmark: section_c00846c5aedf463c9dee3acd8ee1ddc4][bookmark: _Toc492420197]Idle
This is the initial state. The following event is processed in this state:
· Receiving a TXUSER_GETTXDETAILS_MTAG_GET Message (section 3.4.5.3.1.1)
[bookmark: section_cbd0d870dd8247fa9f0510d514b88b95][bookmark: _Toc492420198]Processing Inquiry
This is a transient state that is assumed during the synchronous processing of a request for the transaction details. No events are processed in this state.
[bookmark: section_26a476cf190d4320aad9af6ef7fe49c9][bookmark: _Toc492420199]Ended
This is the final state.
[bookmark: section_606a0203c5ca4b95963047f04fce9cdc][bookmark: _Toc492420200]CONNTYPE_TXUSER_RESOLVE Acceptor States
The transaction manager communicating with an application MUST act as an acceptor for the CONNTYPE_TXUSER_RESOLVE connection type. In this role, the transaction manager communicating with an application MUST provide support for the following states:
· Idle
· Processing Abort Request
· Processing Forget Request
· Processing Commit Request
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_RESOLVE acceptor states.
[image: CONNTYPE_TXUSER_RESOLVE Acceptor States]
Figure 39: CONNTYPE_TXUSER_RESOLVE Acceptor States
[bookmark: section_982f602e61584fdf97aeb0c6f0ea3906][bookmark: _Toc492420201]Idle
This is the initial state. The following events are processed in this state:
· Receiving a TXUSER_RESOLVE_MTAG_CHILD_ABORT Message (section 3.4.5.3.2.1)
· Receiving a TXUSER_RESOLVE_MTAG_CHILD_COMMIT Message (section 3.4.5.3.2.2)
· Receiving a TXUSER_RESOLVE_MTAG_FORGET COMMITTED Message (section 3.4.5.3.2.3)
[bookmark: section_a30b0cec509243f095ebc80dfd4f4edd][bookmark: _Toc492420202]Processing Abort Request
The following events are processed in this state:
· Resolve Transaction Complete (section 3.4.7.16)
· Resolve Transaction Access Denied (section 3.4.7.17)
[bookmark: section_bdb338afcf57449d8ec92bf0baf15984][bookmark: _Toc492420203]Processing Forget Request
The following events are processed in this state:
· Resolve Transaction Complete (section 3.4.7.16)
· Resolve Transaction Access Denied (section 3.4.7.17)
[bookmark: section_821b4f748377465e9a817a3e3a650297][bookmark: _Toc492420204]Processing Commit Request
The following events are processed in this state:
· Resolve Transaction Complete (section 3.4.7.16)
· Resolve Transaction Access Denied (section 3.4.7.17)
[bookmark: section_7b523e5cd3a648478ece680c245650a8][bookmark: _Toc492420205]Ended
This is the final state.
[bookmark: section_1262b6ef42dc413d9f49c92e58a61b5c][bookmark: _Toc492420206]CONNTYPE_TXUSER_SETTXTIMEOUT Acceptor States
The transaction manager communicating with an application MUST act as an acceptor for the CONNTYPE_TXUSER_SETTXTIMEOUT connection type. In this role, the transaction manager communicating with an application MUST provide support for the following states:
· Idle
· Processing Request
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_SETTXTIMEOUT acceptor states.
[image: CONNTYPE_TXUSER_SETTXTTIMEOUT Acceptor States]
Figure 40: CONNTYPE_TXUSER_SETTXTTIMEOUT Acceptor States
[bookmark: section_a4207cc228764bd5915c2f40cd86584e][bookmark: _Toc492420207]Idle
This is the initial state. The following event is processed in this state:
· Receiving a TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT Message (section 3.4.5.3.3.1)
[bookmark: section_a57305e88ce845b898fa8ee43591a1e7][bookmark: _Toc492420208]Processing Request
The following events are processed in this state:
· Set Transaction Timeout Success (section 3.4.7.22)
· Set Transaction Timeout Failure (section 3.4.7.21)
[bookmark: section_795f54b264af4581931d719d52db6dd6][bookmark: _Toc492420209]Ended
This is the final state.
[bookmark: section_93248bd8c6c146a0b223605b9e5aed0e][bookmark: _Toc492420210]CONNTYPE_TXUSER_SETTXTIMEOUT2 Acceptor States
The transaction manager communicating with an application MUST act as an acceptor for the CONNTYPE_TXUSER_SETTXTIMEOUT2 connection type. In this role, the transaction manager communicating with an application MUST provide support for the following states:
· Idle
· Processing Request
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_SETTXTIMEOUT2 acceptor states.
[image: CONNTYPE_TXUSER_SETTXTTIMEOUT2 Acceptor States]
Figure 41: CONNTYPE_TXUSER_SETTXTTIMEOUT2 Acceptor States
[bookmark: section_ecacdc37c60942a5bc3d61f1566a49c1][bookmark: _Toc492420211]Idle
This is the initial state. The following events are processed in this state:
· Receiving a TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT Message (section 3.4.5.3.4.1).
[bookmark: section_2e7772d2b31340c09bdc3e73fe67a838][bookmark: _Toc492420212]Processing Request
This is a transient state that is assumed during the synchronous processing of a request to set a transaction time-out. No events are processed in this state.
[bookmark: section_515e6c71850044b69772b20b0e82f187][bookmark: _Toc492420213]Ended
This is the final state.
[bookmark: section_33eef4c573a049b1aa07e6b0e14127b7][bookmark: _Toc492420214]CONNTYPE_TXUSER_TRACE Acceptor States
The transaction manager communicating with an application MUST act as an acceptor for the CONNTYPE_TXUSER_TRACE connection type. In this role, the transaction manager communicating with an application MUST provide support for the following states:
· Idle
· Processing Trace Request
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_TRACE acceptor states.
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Figure 42: CONNTYPE_TXUSER_TRACE Acceptor States
[bookmark: section_795d46e9039c4a6389011f1dd0460b14][bookmark: _Toc492420215]Idle
This is the initial state. The following event is processed in this state:
· Receiving a TXUSER_TRACE_MTAG_DUMP_TRANSACTION Message (section 3.4.5.3.5.1)
[bookmark: section_7c430bbd8b8b49bbb94969eed8ae309b][bookmark: _Toc492420216]Processing Trace Request
This is a transient state that is assumed during the synchronous processing of a request to set a transaction time-out. No events are processed in this state.
[bookmark: section_014bd29f268d4db2a88f58b4d6815b26][bookmark: _Toc492420217]Ended
This is the final state.
[bookmark: section_fea8d9488cc848809d85f9eeef33676d][bookmark: _Toc492420218]CONNTYPE_TXUSER_GETSECURITYFLAGS Acceptor States
The transaction manager communicating with an application MUST act as an acceptor for the CONNTYPE_TXUSER_GETSECURITYFLAGS connection type. In this role, the transaction manager communicating with an application MUST provide support for the following states:
· Idle
· Processing Request
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_GETSECURITYFLAGS acceptor states.
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Figure 43: CONNTYPE_TXUSER_GETSECURITYFLAGS Acceptor States
[bookmark: section_6e5443886942436ea313a51aecdb1bfd][bookmark: _Toc492420219]Idle
This is the initial state. The following event is processed in this state:
· Receiving a TXUSER_GETSECURITYFLAGS_MTAG_GETSECURITYFLAGS Message (section 3.4.5.4.1.1)
[bookmark: section_04a8482941e24456b0ba0d333657af4c][bookmark: _Toc492420220]Processing Request
This is a transient state that is assumed during the synchronous processing of a request to get the security flags. No events are processed in this state.
[bookmark: section_360813df38a44888881bbdaf9726034a][bookmark: _Toc492420221]Ended
This is the final state.
[bookmark: section_d5e13dce67244acf9c991b11210640c7][bookmark: _Toc492420222]Timers
No timers apply here.
[bookmark: section_e18c507e89d4443f932bf0dce2acc3e0][bookmark: _Toc492420223]Initialization
When the transaction manager communicating with an application facet is initialized:
· The transaction manager communicating with an application facet MUST examine the following security flags on the Core Transaction Manager Facet and perform the following actions:
· If the Allow Network Access flag is set to false:
· For all Connection types listed in 3.4.1, the transaction manager communicating with an application facet MUST refuse to accept incoming Connections from remote machines as specified in [MS-CMP] section 3.1.5.5 with the rejection Reason set to 0x80070005.
· Otherwise:
· If the Allow Remote Clients flag is set to false:
· For the following Connection types, the transaction manager communicating with an application facet MUST refuse to accept incoming Connection from remote machines as specified in [MS-CMP] section 3.1.5.5 with the rejection Reason set to 0x80070005. 
· CONNTYPE_TXUSER_ASSOCIATE
· CONNTYPE_TXUSER_BEGINNER
· CONNTYPE_TXUSER_BEGIN2
· CONNTYPE_TXUSER_EXPORT
· CONNTYPE_TXUSER_EXPORT2
· CONNTYPE_TXUSER_IMPORT
· CONNTYPE_TXUSER_IMPORT2
· CONNTYPE_TXUSER_PROMOTE
· If Allow Remote Administration flag is set to false:
· For the following connection types, the transaction manager communicating with an application facet MUST refuse to accept incoming Connections from remote machines as specified in [MS-CMP] section 3.1.5.5 with the rejection Reason set to 0x80070005.
· CONNTYPE_TXUSER_GETTXDETAILS
· CONNTYPE_TXUSER_RESOLVE
· CONNTYPE_TXUSER_TRACE
All data elements maintained by the transaction manager communicating with an application facet are initialized to an empty value unless stated otherwise in this section or in the initialization sections of the facets the transaction manager communicating with an application facet extends, as described in section 3.4.1.
[bookmark: section_55a62b63348549cea49e8fd285d7effe][bookmark: _Toc492420224]Higher-Layer Triggered Events
No higher-layer triggered events apply here.
[bookmark: section_9829efa650324ec3a5e1cb5cf790f54d][bookmark: _Toc492420225]Processing Events and Sequencing Rules
[bookmark: section_0f874d6f22c44e26b98289456c02086e][bookmark: _Toc492420226]Transaction Initiation and Completion
[bookmark: section_2394b7693a7d4342a27be4b4e55b3978][bookmark: _Toc492420227]CONNTYPE_TXUSER_BEGINNER as Acceptor
For all messages that are received in this connection type, the transaction manager communicating with an application facet MUST process the message as specified in section 3.1. The transaction manager communicating with an application facet MUST also follow the processing rules that are specified in the following sections.
[bookmark: section_735cf427eb5945ab9cc0b64c8be5ac86][bookmark: _Toc492420228]Receiving a TXUSER_BEGINNER_MTAG_BEGIN Message
When the transaction manager communicating with an application facet receives a TXUSER_BEGINNER_MTAG_BEGIN (section 2.2.8.1.1.2) message, the transaction manager communicating with an application facet MUST perform the following actions:
· If the connection state is Idle:
· Set the connection state to Beginning Transaction.
· If the transaction manager does not have sufficient memory available to process the message:
· Send a TXUSER_BEGINNER_MTAG_BEGIN_NO_MEM (section 2.2.8.1.1.4) message using the connection.
· Set the connection state to Ended.
· Otherwise:
· Create a transaction object using the transaction settings provided in the message:
· Use the isoLevel field as the Isolation Level value of the transaction.
· Use the dwTimeout field as the Timeout value of the transaction.
· Use the szDesc field as the Description value of the transaction.
· Use the isoFlags field as the Isolation Flags value of the transaction.
· Create a new GUID as specified in [RFC4122] and assign it to the Transaction Object.Identifier field of the transaction object.
· Add the connection to the connection list of the transaction.
· Set the Transaction field of the connection to the transaction object.
· Create a new Enlistment object with the following values:
· The transaction manager communicating with an application facet
· The transaction object
· The connection
· Set the Enlistment field of the connection to the new Enlistment object.
· Signal the Create Transaction (section 3.2.7.13) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the Enlistment object.
· Otherwise, the message MUST be processed as an invalid message, as specified in section 3.1.6.
[bookmark: section_98021e305e954dd382fdb8d71ef1c4ab][bookmark: _Toc492420229]Receiving a TXUSER_BEGINNER_MTAG_COMMIT Message
When the transaction manager communicating with an application facet receives a TXUSER_BEGINNER_MTAG_COMMIT message, the transaction manager communicating with an application facet MUST perform the following actions: 
· If the connection state is Active:
· Set the connection state to Committing Transaction. 
· Obtain the transaction object referenced by the Enlistment object referenced by this connection.
· Set the GRFRM field of the transaction object to the grfRM field of the message.
· Signal the Begin Phase Zero (section 3.2.7.5) event on the Core Transaction Manager Facet with the transaction object. 
· If the connection state is Aborting Transaction:
· Send a TXUSER_BEGINNER_MTAG_COMMIT_TOO_LATE message using the connection.
· Set the connection state to Ended. 
·  Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_39e36d0de5e54e2e8f5234898abddb71][bookmark: _Toc492420230]Receiving a TXUSER_BEGINNER_MTAG_ABORT Message
When the transaction manager communicating with an application facet receives a TXUSER_BEGINNER_MTAG_ABORT message, the transaction manager communicating with an application facet MUST perform the following actions: 
· If the connection state is Active: 
· Set the connection state to Aborting Transaction.
· Signal the Begin Rollback (section 3.2.7.6) event on the Core Transaction Manager Facet with the transaction object referenced by the Enlistment object referenced by this connection.
· If the connection state is Aborting Transaction: 
· Send a TXUSER_BEGINNER_MTAG_REQUEST_COMPLETED message using the connection.
·  Set the connection state to Ended. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_ee1d26fdd3ad4124b21d1b08347dd97b][bookmark: _Toc492420231]Connection Disconnected
When a CONNTYPE_TXUSER_BEGINNER (section 2.2.8.1.1) connection is disconnected, the transaction manager communicating with an application facet MUST perform the following actions:
· If the connection state is Active (section 3.4.1.1.3): 
· Signal the Begin Rollback (section 3.2.7.6) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the transaction object referenced by the Enlistment object referenced by this connection.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3. 
[bookmark: section_d09f00b044fa4943ad49508da672393f][bookmark: _Toc492420232]CONNTYPE_TXUSER_BEGIN2 as Acceptor
For all messages received in this connection type, the transaction manager communicating with an application facet MUST process the message as specified in section 3.1. The transaction manager communicating with an application facet MUST also follow the processing rules specified in the following sections.
[bookmark: section_1090b2ce9509462593182f5b88852563][bookmark: _Toc492420233]Receiving a TXUSER_BEGIN2_MTAG_BEGIN Message
When the transaction manager communicating with an application facet receives a TXUSER_BEGIN2_MTAG_BEGIN (section 2.2.8.1.2.2) message, the transaction manager communicating with an application facet MUST perform the following actions:
· If the connection state is Idle: 
· Set the connection state to Beginning Transaction.
· If the transaction manager does not have sufficient memory available to process the message, it MUST: 
·  Send a TXUSER_BEGIN2_MTAG_SINK_ERROR (section 2.2.8.1.2.5) message using the connection: 
· The Error field MUST be set to TRUN_TXBEGIN_ERROR_NO_MEM.
· Set the connection state to Ended.
· Otherwise: 
· Create a transaction object using the transaction settings provided in the message: 
· Use the isoLevel field as the Isolation Level value of the transaction.
· Use the dwTimeout field as the Timeout value of the transaction. 
· Use the szDesc field as the Description value of the transaction.
· Use the isoFlags field as the Isolation Flags value of the transaction.
· Create a new GUID as specified in [RFC4122] and assign it to the Transaction Object.Identifier field of the transaction object.
· Add the connection to the connection list of the transaction.
· Create a new enlistment object with the following values: 
· The transaction manager communicating with an application facet.
· The transaction object.
·  The connection.
· Set the Enlistment field of the connection to the new enlistment object.
· Signal the Create Transaction (section 3.2.7.13) event on the Core Transaction Manager Facet with the enlistment object.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_ea4ac72be4424ac3b88366909a95c3bd][bookmark: _Toc492420234]Receiving a TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT Message
When the transaction manager communicating with an application facet receives a TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT message, the transaction manager communicating with an application facet MUST perform the following actions: 
· If the connection state is Active: 
· Set the connection state to Modifying Timeout.
· Signal the Set Transaction Timeout event on the Core Transaction Manager Facet with the following arguments: 
· The transaction object referenced by the Enlistment object referenced by this connection
· The dwTxTimeout field from the message
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_e2c1eab99e3e4b1d8fd839f0b0a30600][bookmark: _Toc492420235]Receiving a TXUSER_BEGIN2_MTAG_COMMIT Message
When the transaction manager communicating with an application facet receives a TXUSER_BEGIN2_MTAG_COMMIT message, the transaction manager communicating with an application facet MUST perform the following actions: 
· If the connection state is Active: 
· Set the connection state to Committing Transaction.
· Obtain the transaction object referenced by the Enlistment object referenced by this connection.
· Set the GRFRM field of the transaction object to the grfRM field of the message.
· Signal the  Begin Phase Zero (section 3.2.7.5) event on the Core Transaction Manager Facet with the transaction object.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_177477a08a8a483ab853f32e5815fa10][bookmark: _Toc492420236]Receiving a TXUSER_BEGIN2_MTAG_ABORT Message
When the transaction manager communicating with an application facet receives a TXUSER_BEGIN2_MTAG_ABORT (section 2.2.8.1.2.1) message, the transaction manager communicating with an application facet MUST perform the following actions:
· If the connection state is Active: 
· Set the connection state to Aborting Transaction.
· Signal the Begin Rollback (section 3.2.7.6) event on the Core Transaction Manager Facet with the transaction object referenced by the Enlistment object referenced by this connection.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_8dbf9f1bce17468aaa3535b4d62a2a72][bookmark: _Toc492420237]Connection Disconnected
When a CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) connection is disconnected, the transaction manager communicating with an application facet MUST perform the following actions: 
· If the connection state is Active (section 3.4.1.2.3): 
· Signal the Begin Rollback (section 3.2.7.6) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the transaction object referenced by the Enlistment object referenced by this connection.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3.
[bookmark: section_9055eb6c04614cdf81d7f8aa8264e373][bookmark: _Toc492420238]CONNTYPE_TXUSER_PROMOTE as Acceptor
 For all messages received in this connection type, the transaction manager communicating with an application facet MUST process the message as specified in section 3.1. The transaction manager communicating with an application facet MUST also follow the processing rules specified in the following sections.
[bookmark: section_f5f36c16d9c84528bb0073565fd2d6f6][bookmark: _Toc492420239]Receiving a TXUSER_BEGINNER_MTAG_PROMOTE Message
When the transaction manager communicating with an application facet receives a TXUSER_BEGINNER_MTAG_PROMOTE message, the transaction manager communicating with an application facet MUST perform the following actions: 
· If the connection state is Idle: 
· Set the connection state to Beginning Transaction.
· If the transaction manager does not have sufficient memory available to process the message:
·  Send a TXUSER_BEGIN2_MTAG_SINK_ERROR message using the connection: 
· The Error field MUST be set to TRUN_TXBEGIN_ERROR_NO_MEM.
· Set the connection state to Ended. 
· Otherwise:
· Create a transaction object using the transaction settings provided in the message:
· Use the isoLevel field as the Isolation Level value of the transaction. 
· Use the dwTimeout field as the Timeout value of the transaction.
· Use the szDesc field as the Description value of the transaction.
· Use the isoFlags field as the Isolation Flags value of the transaction.
· Use the guidTX field as the Transaction Object.Identifier value of the transaction.
· Add the connection to the connection list of the transaction.
· Create a new Enlistment object with the following values:
· The transaction manager communicating with an application facet.
· The transaction object.
· The connection.
· Set the Enlistment field of the connection to the new Enlistment object.
· Signal the Create Transaction (section 3.2.7.13) event on the Core Transaction Manager Facet with the enlistment object.
·  Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_f6c21fd26e4e454fac62cb891dba83ed][bookmark: _Toc492420240]Receiving a TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT, TXUSER_BEGIN2_MTAG_COMMIT, or TXUSER_BEGIN2_MTAG_ABORT Message
When the transaction manager communicating with an application facet receives one of these messages, it MUST follow the same message-processing rules as the CONNTYPE_TXUSER_BEGIN2 connection type acting as an acceptor, as specified in section 3.4.5.1.2.
[bookmark: section_ff7792a5fb774b39b9ce3d93b42d66f1][bookmark: _Toc492420241]Connection Disconnected
When a CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3) connection is disconnected, the transaction manager communicating with an application facet MUST perform the same actions as the CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) connection type acting as an acceptor. See section 3.4.5.1.2 for more information.
[bookmark: section_2994a58631a94163a6a714ad6c252bf8][bookmark: _Toc492420242]Transaction Propagation
[bookmark: section_e35676e91efa4e349e36d748b02c3bfd][bookmark: _Toc492420243]Pull Propagation
[bookmark: section_2825f0ed245c4ab2aece7be9a6fe6c0b][bookmark: _Toc492420244]CONNTYPE_TXUSER_ASSOCIATE as Acceptor
 For all messages received in this connection type, the transaction manager communicating with an application facet MUST process the message as specified in section 3.1. The transaction manager MUST also follow the processing rules that are specified in the following sections.
[bookmark: section_8b4b7a798dcb4b4dbf955a9131ee94e3][bookmark: _Toc492420245]Receiving a TXUSER_ASSOCIATE_MTAG_ASSOCIATE Message
When the transaction manager communicating with an application facet receives a TXUSER_ASSOCIATE_MTAG_ASSOCIATE message, it MUST perform the following actions:
· If the connection state is Idle: 
· Set the connection state to Processing Associate Request (section 3.4.1.4.2).
· Override the default schema verification actions for incoming messages as specified in section 3.1.6 in the following manner: 
· If the first 16 bytes of the SourceTmAddr field is equal to the binary representation of the GUID {DC85CB48-D8A5-11d2-828B-00805F0DF75A}, then:
· If the SourceTmAddr field does not conform to the constraints specified in section 2.2.4.2 for a valid OLETX_TM_ADDR structure, then:
· Send a TXUSER_ASSOCIATE_MTAG_CREATE_BAD_TMADDR message by using the connection. 
· Perform default invalid message processing, as specified in section 3.1.6. 
· Stop processing the message.
· Otherwise, if the SourceTmAddr field does not conform to the constraints specified in section 2.2.5.3 for a valid NAMEOBJECTBLOB structure, then:
· Send a TXUSER_ASSOCIATE_MTAG_CREATE_BAD_TMADDR message by using the connection.
· Perform default invalid message processing, as specified in section 3.1.6.
· Stop processing the message.
· If the Allow Network Access flag, the Allow Network Transactions flag, or the Allow Inbound Transactions flag of the core transaction manager is set to false:
· Send a TXUSER_ASSOCIATE_MTAG_CREATE_BAD_TMADDR message using the connection. 
· Set the connection state to Ended.
· Otherwise, if the transaction manager does not have sufficient memory available to process the message:
· Send a TXUSER_ASSOCIATE_MTAG_NO_MEM_LOCAL message. 
· Set the connection state to Ended.
· Otherwise:
· Find the transaction object in the transaction table of the transaction manager using the guidTx field from the message as the key:
· If the transaction object is found in the list: 
· Send a TXUSER_ASSOCIATE_MTAG_ASSOCIATED message to the application.
· Set the connection state to Active.
· Otherwise, if the transaction object is not found in the list, the transaction manager MUST: 
· Find the list of CONNTYPE_TXUSER_ASSOCIATE connections in the Associates Table field of the transaction manager communicating with an application, using the guidTx field from the message as a key.
· If the list is found: 
· Add this connection to the list.
· Otherwise:
· Create an empty list of CONNTYPE_TXUSER_ASSOCIATE connections and add this connection to it. 
· Add the list to the associates table of the transaction manager communicating with an application under the following key: 
·  The guidTx field from the message. 
· Create a new transaction object with the information provided in the message:
· Use the guidTx field as the Transaction Object.Identifier value.
· Use the isoLevel field as the Isolation Level value. 
· Use the szDesc field as the Description value.
· If the SourceTmAddr field contains OLETX_TM_ADDR (section 2.2.4.2), convert the SourceTmAddr field from the message to a new Name object, as specified in section 3.1.1.2.
· Otherwise, convert the SourceTmAddr field from the message to a new Name object, as specified in Converting a NAMEOBJECTBLOB Structure to a Name Object (section 3.1.1.4).
· Signal the Associate Transaction (section 3.2.7.1) event on the Core Transaction Manager Facet with the following arguments:
· The transaction object.
· The new Name object.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_e6bb7969e79e4e7b823c8938f40f3f0f][bookmark: _Toc492420246]Connection Disconnected
When a CONNTYPE_TXUSER_ASSOCIATE connection is disconnected, the transaction manager communicating with an application facet MUST perform the actions as specified in section 3.1.8.3.
[bookmark: section_9bd00afa69474bcb967e43badea67eac][bookmark: _Toc492420247]Push Propagation
[bookmark: section_f2dfdbadbcb84ad788c6a8f7f149e9b3][bookmark: _Toc492420248]CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS as Acceptor
For all messages received in this connection type, the transaction manager communicating with an application facet MUST process the message as specified in section 3.1. The transaction manager MUST also follow the processing rules specified in the following sections.
[bookmark: section_cac8a5dd8d134fd78ca9ed186f94e2d2][bookmark: _Toc492420249]Receiving a TXUSER_EXTENDEDWHEREABOUTS_MTAG_GET Message
When the transaction manager communicating with an application facet receives a TXUSER_EXTENDEDWHEREABOUTS_MTAG_GET message, the transaction manager MUST perform the following actions:
· If the connection state is Idle:
· Set the connection state to Processing Inquiry. 
· If the transaction manager does not have enough memory to process the TXUSER_EXTENDEDWHEREABOUTS_MTAG_GET message: 
· Send a TXUSER_EXTENDEDWHEREABOUTS_MTAG_NOMEM message using the connection.
· Otherwise:
· Send a TXUSER_EXTENDEDWHEREABOUTS_MTAG_GOT message using the connection: 
· If the Extended Whereabouts Protocol Count field of the Core Transaction Manager Facet is zero:
· Set the dwProtocolCount field to zero.
· Set the rgtmprotUsableList field to empty.
·  Otherwise: 
· Set the dwProtocolCount field to the Extended Whereabouts Protocol Count field of the core transaction manager.
· Set the contents of the rgtmprotUsableList field to the contents of the Extended Whereabouts field of the core transaction manager. The size of the rgtmprotUsableList field in bytes MUST be determined by the Extended Whereabouts Size field of the core transaction manager. 
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_fd6149335d664567ba926f491e29ee76][bookmark: _Toc492420250]Connection Disconnected
When a CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS (section 2.2.8.2.2.1) connection is disconnected, the transaction manager MUST perform the actions as specified in section 3.1.8.3.
[bookmark: section_17c3255d226140fd8c104f54f54c7e0e][bookmark: _Toc492420251]CONNTYPE_TXUSER_EXPORT as Acceptor
For all messages received in this connection type, the transaction manager communicating with an application facet MUST process the message as specified in section 3.1. The transaction manager MUST also follow the processing rules specified in the following sections.
[bookmark: section_2d545b5c6bd448329943d2450a96fa51][bookmark: _Toc492420252]Receiving a TXUSER_EXPORT_MTAG_CREATE Message
When the transaction manager communicating with an application facet receives a TXUSER_EXPORT_MTAG_CREATE message, the transaction manager MUST perform the following actions:
· If the connection state is Idle: 
· Set the connection state to Processing Connection Request.
· If the first 16 bytes of SourceTmAddr is equal to the binary representation of the GUID {DC85CB48-D8A5-11d2-828B-00805F0DF75A}, the SourceTmAddr field MUST contain an OLETX_TM_ADDR (section 2.2.4.2) structure.
· Otherwise, the SourceTmAddr field MUST contain a NAMEOBJECTBLOB (section 2.2.5.3) structure.
· Override the default schema verification actions for incoming messages as specified in section 3.1.6 in the following manner:
· If the SourceTmAddr field from the message contains an OLETX_TM_ADDR structure  and violates the constraints specified in section 2.2.4.2 or if the SourceTmAddr field from the message contains a NAMEOBJECTBLOB structure and violates the constraints specified in section 2.2.5.3, the transaction manager MUST:
· Send a TXUSER_EXPORT_MTAG_CREATE_BAD_TMADDR message using the connection. 
· Perform default invalid message processing, as specified in section 3.1.6. 
· Cease processing the message.
· If the Allow Network Access flag, the Allow Network Transactions flag, or the Allow Outbound Transactions flag of the Core Transaction Manager Facet is set to false:
· Send a TXUSER_EXPORT_MTAG_CREATE_BAD_TMADDR message using the connection.
· Set the connection state to Ended. 
· Otherwise:
· If the SourceTmAddr field contains an OLETX_TM_ADDR structure, convert the SourceTmAddr field from the message to a new Name object, as specified in section 3.1.1.2.
· Otherwise, convert the SourceTmAddr field from the message to a new Name object, as specified in Converting a NAMEOBJECTBLOB Structure to a Name Object (section 3.1.1.4).
· Store the Name object in the Connection-Specific Data field of the connection object.
· Send a TXUSER_EXPORT_MTAG_CREATED message using the connection.
· Set the connection state to Connection Active.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_9c8035b670374a3091ee8535b88b6abd][bookmark: _Toc492420253]Receiving a TXUSER_EXPORT_MTAG_CREATE2 Message
When the transaction manager receives a TXUSER_EXPORT_MTAG_CREATE2 (section 2.2.8.2.2.2.2) message, the transaction manager MUST perform the following actions: 
· If the connection state is Idle:
· Set the connection state to Processing Connection Request.
· Override the default schema verification actions for incoming messages as specified in section 3.1.6 in the following manner:
· If the SourceTmAddr field in the message does not comply with the constraints specified in section 2.2.4.2:
· Send a TXUSER_EXPORT_MTAG_CREATE_BAD_TMADDR message using the connection.
· Perform default invalid message processing, as specified in section 3.1.6.
· Cease processing the message.
· If the Allow Network Access flag, the Allow Network Transactions flag, or the Allow Outbound Transactions flag of the Core Transaction Manager Facet is set to false: 
· Send a TXUSER_EXPORT_MTAG_CREATE_NET_TX_DISABLED message using the connection.
· Set the connection state to Ended.
· Otherwise:
· Convert the SourceTmAddr field from the message to a new Name object, as specified in section 3.1.1.2.
· Store the Name object in the Connection-Specific Data field of the connection object.
· Send a TXUSER_EXPORT_MTAG_CREATED message using the connection.
· Set the connection state to Connection Active. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_ef3b7120ca864d09b22234087264d8d0][bookmark: _Toc492420254]Receiving a TXUSER_EXPORT_MTAG_EXPORT Message
When the transaction manager receives a TXUSER_EXPORT_MTAG_EXPORT message, the transaction manager MUST perform the following actions: 
· If the connection state is Connection Active: 
· Set the connection state to Processing Push Operation Request.
· Find the transaction object in the transaction table of the transaction manager by using the guidTX field from the message as the key. 
· If the transaction object is not found: 
·  Send a TXUSER_EXPORT_MTAG_EXPORT_TX_NOT_FOUND message using the connection. 
· Set the connection state to Connection Active.
· Otherwise: 
· Add the connection to the connection list of the transaction.
· Signal the Export Transaction (section 3.2.7.21) event on the Core Transaction Manager Facet with the following arguments: 
·  The Name object stored in the Connection-Specific Data field of the connection 
·  The transaction object
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_c33cf244009f43549fdfeb9ff09730c4][bookmark: _Toc492420255]Connection Disconnected
When a CONNTYPE_TXUSER_EXPORT (section 2.2.8.2.2.2) connection is disconnected, the transaction manager communicating with an application facet MUST perform the actions as specified in section 3.1.8.3.
[bookmark: section_2079de244c63456aaaa1deea0d284db1][bookmark: _Toc492420256]CONNTYPE_TXUSER_EXPORT2 as Acceptor
For all messages received in this connection type, the transaction manager communicating with an application facet MUST process the messages as specified in section 3.1. The transaction manager MUST also follow the processing rules specified in the following sections.
[bookmark: section_1fa8cb85845a48aba959343e5afe850a][bookmark: _Toc492420257]Receiving a TXUSER_EXPORT_MTAG_CREATE Message
When the transaction manager communicating with an application facet receives a TXUSER_EXPORT_MTAG_CREATE message, the transaction manager MUST perform the actions specified in section 3.4.5.2.2.2.1.
[bookmark: section_da8b2143872a47a3a0f6b4c1db8a0fe8][bookmark: _Toc492420258]Receiving a TXUSER_EXPORT_MTAG_CREATE2 Message
When the transaction manager receives a TXUSER_EXPORT_MTAG_CREATE2 message, the transaction manager MUST perform the actions specified in section 3.4.5.2.2.2.2. 
[bookmark: section_96cbe31b570f49e1b11f055aa4ce5ae8][bookmark: _Toc492420259]Receiving a TXUSER_EXPORT_MTAG_EXPORT Message
When the transaction manager receives a TXUSER_EXPORT_MTAG_EXPORT message, the transaction manager MUST perform the actions specified in section 3.4.5.2.2.2.3.
[bookmark: section_418ec201dd7c40b0ab2747f913cd6a11][bookmark: _Toc492420260]Connection Disconnected
When a CONNTYPE_TXUSER_EXPORT2 (section 2.2.8.2.2.3) connection is disconnected, the transaction manager communicating with an application facet MUST perform the actions as specified in section 3.1.8.3.
[bookmark: section_88a69341fb054f66ad96e9dab35778b4][bookmark: _Toc492420261]CONNTYPE_TXUSER_IMPORT as Acceptor
For all messages received in this connection type, the transaction manager communicating with an application facet MUST process the messages as specified in section 3.1. The transaction manager MUST also follow the processing rules specified in the following sections.
[bookmark: section_cd971b6df4b3475e98669263663bef91][bookmark: _Toc492420262]Receiving a TXUSER_IMPORT_MTAG_IMPORT Message
When the transaction manager receives a TXUSER_IMPORT_MTAG_IMPORT message, the transaction manager MUST perform the following actions:
·  If the connection state is Idle:
· Set the connection state to Processing Import Request.
· Find the transaction object in the transaction table of the transaction manager by using the guidTx field from the message as the key. 
· If the transaction object is not found or if the transaction state is not Active, Phase Zero, or Phase Zero Complete: 
· Send a TXUSER_IMPORT_MTAG_IMPORT_TX_NOT_FOUND message using the connection.
· Set the connection state to Ended.
· Otherwise:
· Add the connection to the connection list of the transaction.
· Create a new Enlistment object using the following fields: 
· The transaction manager communicating with an application facet
· The transaction object 
· The connection object
· Assign the new Enlistment object to the Enlistment field of the connection.
· Signal the Create Voter Enlistment event on the Core Transaction Manager Facet with the new Enlistment object.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_d4a146619aad4f5eb0e6b9ffa633eb53][bookmark: _Toc492420263]Receiving a TXUSER_IMPORT_MTAG_ABORT Message
When the transaction manager receives a TXUSER_IMPORT_MTAG_ABORT message, the transaction manager MUST perform the following actions: 
· If the connection state is Too Late to Abort: 
· Set the connection state to Processing Abort Request.
· Send a TXUSER_IMPORT_MTAG_ABORT_TOO_LATE message using the connection.
· Set the connection state to Ended.
· Otherwise, if the connection state is Active: 
· Set the connection state to Processing Abort Request.
· Signal the Enlistment Unilaterally Aborted (section 3.2.7.19) event of the Core Transaction Manager Facet with the Enlistment field of the connection.
· Send a TXUSER_IMPORT_MTAG_REQUEST_COMPLETED message.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_147cb122759b40538131b0a44e5138ba][bookmark: _Toc492420264]Connection Disconnected
When a CONNTYPE_TXUSER_ASSOCIATE (section 2.2.8.2.1.1) connection is disconnected, the transaction manager MUST perform the actions as specified in section 3.1.8.3.
[bookmark: section_e4fb44ce907d46609019874d735c2eb7][bookmark: _Toc492420265]CONNTYPE_TXUSER_IMPORT2 as Acceptor
For all messages received in this connection type, the transaction manager communicating with an application facet MUST process the messages as specified in section 3.1. The transaction manager MUST also follow the processing rules specified in the following sections.
[bookmark: section_dedff54e737e4c469fc7b568e98d274c][bookmark: _Toc492420266]Receiving a TXUSER_IMPORT2_MTAG_IMPORT Message
When the transaction manager receives a TXUSER_IMPORT2_MTAG_IMPORT message, the transaction manager MUST perform the following actions:
· If the connection state is Idle:
·  Set the connection state to Processing Import Request. 
· Find the transaction object in the transaction table of the transaction manager by using the guidTx field from the message as the key.
· If the transaction object is not found or if the transaction state is not Active, Phase Zero or Phase Zero Complete: 
·  Send a TXUSER_IMPORT2_MTAG_SINK_ERROR message using the connection: 
· The Error field MUST be set to TRUN_TXIMPORT_ERROR_IMPORT_TX_NOT_FOUND.
· Set the connection state to Ended. 
· Otherwise: 
· Add the connection to the connection list of the transaction.
· Create a new Enlistment object using the following fields:
· The transaction manager communicating with an application facet.
· The transaction object.
· The connection object.
· Assign the new Enlistment object to the Enlistment field of the connection.
· Signal the Create Voter Enlistment event on the Core Transaction Manager Facet with the new Enlistment object. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_d75f43020afe42b48a22978549fd433f][bookmark: _Toc492420267]Receiving a TXUSER_IMPORT2_MTAG_IMPORT_WITH_SET Message
When the transaction manager receives a TXUSER_IMPORT2_MTAG IMPORT_WITH_SET message, the transaction manager MUST perform the following actions:
· If the connection state is Idle: 
· Set the connection state to Processing Import Request.
· Find the transaction object in the transaction table of the transaction manager by using the guidTx field from the message as the key. 
· If the transaction object is not found or if the transaction state is not Active, Phase Zero, or Phase Zero Complete: 
· Send a TXUSER_IMPORT2_MTAG_SINK_ERROR message using the connection: 
· The Error field MUST be set to TRUN_TXIMPORT_ERROR_IMPORT_TX_NOT_FOUND. 
· Set the connection state to Ended. 
· Otherwise: 
· Add the connection to the connection list of the transaction. 
· Signal the Set Transaction Attributes (section 3.2.7.31) event on the Core Transaction Manager Facet with the following arguments: 
· The transaction object 
· The isoLevel field from the message
· The isoFlags field from the message
· The szDesc field from the message
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_62d5132a754a4706b17ab6bdae33c5ba][bookmark: _Toc492420268]Receiving a TXUSER_IMPORT2_MTAG_ABORT Message
When the transaction manager receives a TXUSER_IMPORT2_MTAG_ABORT (section 2.2.8.2.2.5.1) message, the transaction manager MUST perform the following actions:
· If the connection state is Too Late to Abort: 
· Set the connection state to Processing Abort Request.
· Send a TXUSER_IMPORT2_MTAG_SINK_ERROR (section 2.2.8.2.2.5.4) message using the connection: 
· The Error field MUST be set to TRUN_TXIMPORT_ERROR_NOTIFY_ABORTED.
· Set the connection state to Ended.
· Otherwise, if the connection state is Active: 
· Set the connection state to Processing Abort Request.
· Signal the Enlistment Unilaterally Aborted (section 3.2.7.19) event of the Core Transaction Manager Facet with the Enlistment field of the connection.
· Send a TXUSER_IMPORT2_MTAG_SINK_ERROR message.
· The Error field MUST be set to TRUN_TXIMPORT_ERROR_NOTIFY_ABORTED.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_4d53afe7a687478da8d980ced0ee6892][bookmark: _Toc492420269]Connection Disconnected
When a CONNTYPE_TXUSER_ASSOCIATE (section 2.2.8.2.1.1) connection is disconnected, the transaction manager MUST perform the actions as specified in section 3.1.8.3.
[bookmark: section_435fd1d622ae42dc96db062541eb8e3c][bookmark: _Toc492420270]Transaction Administration
[bookmark: section_5a9be070323144b6925f2175e27bcdd2][bookmark: _Toc492420271]CONNTYPE_TXUSER_GETTXDETAILS as Acceptor
For all messages received in this connection type, the transaction manager MUST process the message as specified in section 3.1. The transaction manager MUST also follow the processing rules that are specified in the following sections.
[bookmark: section_9099c39be41c43b8a1086273bb6e77c5][bookmark: _Toc492420272]Receiving a TXUSER_GETTXDETAILS_MTAG_GET Message
When the transaction manager receives a TXUSER_GETTXDETAILS_MTAG_GET message, the transaction manager MUST perform the following actions:
· If the connection state is Idle:
· Set the connection state to Processing Inquiry. 
· Find the transaction object in the transaction table of the transaction manager by using the guidTx field from the message as the key:
· If the transaction object is not found in the list, the transaction manager MUST:
· Send a TXUSER_GETTXDETAILS_MTAG_TX_NOT_FOUND message using the connection.
· Otherwise:
· Send a TXUSER_GETTXDETAILS_MTAG_GOTIT message using the connection with the message fields set as follows:
· The vszSuperiorName field MUST be set to a new OLETX_VARLEN_STRING structure that is populated with the transaction object's Superior enlistment object's Name property.
· The vszSuperiorID field MUST be set to a new OLETX_VARLEN_STRING structure that is populated with the transaction object's Superior enlistment object's Enlistment Object.Identifier property.
· The rgSubordinates field MUST be set to an array of OLETX_VARLEN_STRING structures. Each subordinate entry is represented by two adjacent structures, whose values are set as follows:
· For each enlistment object in the Phase One enlistment and Phase Two enlistment lists of the transaction: 
· The first subordinate structure MUST be set to the Name property of the enlistment object. 
· The second subordinate structure MUST be set to the Enlistment Object.Identifier property of the enlistment object. 
· The lSubordinateCount field MUST be set to the number of enlistment objects whose values were added to the rgSubordinates array.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_6f95f1d002014cbbb174ea0496a4bc11][bookmark: _Toc492420273]Connection Disconnected
When a CONNTYPE_TXUSER_GETTXDETAILS (section 2.2.8.3.1) connection is disconnected, the transaction manager MUST perform the actions as specified in section 3.1.8.3.
[bookmark: section_e52bf285c21e499ba1c8c500c4dfcd6f][bookmark: _Toc492420274]CONNTYPE_TXUSER_RESOLVE as Acceptor
For all messages received in this connection type, the transaction manager communicating with an application facet MUST process the message as specified in section 3.1. The transaction manager MUST also follow the processing rules specified in the following sections.
[bookmark: section_510ab81612ff478283adc6ef9eac79e9][bookmark: _Toc492420275]Receiving a TXUSER_RESOLVE_MTAG_CHILD_ABORT Message
When the transaction manager communicating with an application facet receives a TXUSER_RESOLVE_MTAG_CHILD_ABORT message, the transaction manager communicating with an application facet MUST perform the following actions:
· If the connection state is Idle: 
· Set the connection state to Processing Abort Request.
· [bookmark: Appendix_A_Target_30]Verify if the initiator identity of the connection is authenticated as an administrator, as specified in section 5.1.<30>
· If the initiator identity is not authorized to perform the requested action
· Signal the Resolve Transaction Access Denied (section 3.4.7.17) event on the Transaction Manager facet communicating with an Application facet with the following arguments:
· The current connection object.
· Otherwise, find the transaction object in the transaction table of the transaction manager by using the guidTx field provided in the message as a key. 
· If the transaction object is not found: 
· Send a TXUSER_RESOLVE_MTAG_TX_NOT_FOUND message by using the connection.
· Set the connection state to Ended.
· Otherwise: 
· Add the connection to the transaction connection list.
· Signal the Resolve Transaction (section 3.2.7.30) event on the Core Transaction Manager Facet with the following arguments: 
· The transaction object
· The Aborted outcome
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_329c25fd8c8d4d219078e2d812774b66][bookmark: _Toc492420276]Receiving a TXUSER_RESOLVE_MTAG_CHILD_COMMIT Message
When the transaction manager communicating with an application facet receives a TXUSER_RESOLVE_MTAG_CHILD_COMMIT message, the transaction manager communicating with an application facet MUST perform the following actions:
· If the connection state is Idle:
· Set the connection state to Processing Commit request.
· [bookmark: Appendix_A_Target_31]Verify if the initiator identity of the connection is authenticated as an administrator, as specified in section 5.1.<31>
· If the initiator identity is not authorized to perform the requested action
· Signal the Resolve Transaction Access Denied (section 3.4.7.17) event on the Transaction Manager facet communicating with an Application facet with the following arguments:
· The current connection object.
· Otherwise find the transaction object in the transaction table of the transaction manager by using the guidTx field provided in the message as a key. 
· If the transaction object is not found:
· Send a TXUSER_RESOLVE_MTAG_TX_NOT_FOUND message by using the connection.
· Set the connection state to Ended.
· Otherwise:
· Add the connection to the transaction connection list.
· Signal the Resolve Transaction event on the Core Transaction Manager Facet with the following arguments: 
· The transaction object 
· The Committed outcome.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_2cbb5568a9cf4bc2929793550703f968][bookmark: _Toc492420277]Receiving a TXUSER_RESOLVE_MTAG_FORGET_COMMITTED Message
When the transaction manager communicating with an application facet receives a TXUSER_RESOLVE_MTAG_FORGET_COMMITTED message, the transaction manager communicating with an application facet MUST perform the following actions: 
· If the connection state is Idle: 
· Set the connection state to Processing Forget Request.
· [bookmark: Appendix_A_Target_32]Verify if the initiator identity of the connection is authenticated as an administrator, as specified in section 5.1.<32>
· If the initiator identity is not authorized to perform the requested action
· Signal the Resolve Transaction Access Denied (section 3.4.7.17) event on the Transaction Manager facet communicating with an Application facet with the following arguments:
· The current connection object.
· Otherwise, find the transaction object in the transaction table of the transaction manager by using the guidTx field provided in the message as a key.
· If the transaction object is not found: 
· Send a TXUSER_RESOLVE_MTAG_TX_NOT_FOUND message by using the connection.
· Set the connection state to Ended.
· Otherwise: 
· Add the connection to the transaction connection list.
· Signal the Resolve Transaction (section 3.2.7.30) event on the Core Transaction Manager Facet with the following arguments: 
· The transaction object
· The Forgotten outcome
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_a7d3c74e0a9d4b7e8a71c2a59639a5be][bookmark: _Toc492420278]Connection Disconnected
When a CONNTYPE_TXUSER_RESOLVE (section 2.2.8.3.2) connection is disconnected, the transaction manager MUST perform the actions as specified in section 3.1.8.3.
[bookmark: section_0a754a5ed2ed48479673430ae51553b8][bookmark: _Toc492420279]CONNTYPE_TXUSER_SETTXTIMEOUT as Acceptor
For all messages received in this connection type, the transaction manager MUST process the message as specified in section 3.1. The transaction manager MUST also follow the processing rules specified in the following sections.
[bookmark: section_cb7b289e3a424f3e84120d9c778aced2][bookmark: _Toc492420280]Receiving a TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT Message
When the transaction manager receives a TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT (section 2.2.8.1.2.7) message, the transaction manager MUST perform the following actions:
· If the connection state is Idle: 
· Set the connection state to Processing Request.
· Find the transaction object in the transaction table of the transaction manager by using the guidTx field from the message as the key.
· If the transaction object is not found in the list: 
· Send the application a TXUSER_SETTXTIMEOUT_MTAG_TX_NOT_FOUND (section 2.2.8.3.3.1) message.
· Set the connection state to Ended.
· Otherwise: 
· Signal the Set Transaction Timeout (section 3.2.7.32) event on the Core Transaction Manager Facet with the following arguments: 
·  The transaction object
· The dwTxTimeout field from the message
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_8dca65a69ae241e9abf0fe88d7cf18ab][bookmark: _Toc492420281]Connection Disconnected
When a CONNTYPE_TXUSER_SETTXTIMEOUT (section 2.2.8.3.3) connection is disconnected, the transaction manager MUST perform the actions as specified in section 3.1.8.3.
[bookmark: section_8359f5bd7d4d4ed1bebe785b96549ee0][bookmark: _Toc492420282]CONNTYPE_TXUSER_SETTXTIMEOUT2 as Acceptor
For all messages received in this connection type, the transaction manager MUST process the message as specified in section 3.1. The application MUST also follow the processing rules specified in the following sections.
[bookmark: section_4801e401d9db42a2a0d758e4391d1b7e][bookmark: _Toc492420283]Receiving a TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT Message
When the transaction manager receives a TXUSER_SETTXTIMEOUT_MTAG_SETTXTIMEOUT (section 2.2.8.1.2.7) message, the transaction manager MUST perform the following actions:
· If the connection state is Idle: 
· Set the connection state to Processing Request. 
· If the transaction manager of the application supports the CONNTYPE_TXUSER_SETTXTIMEOUT2 (section 2.2.8.3.4) connection type as specified in section 2.2.1.1.1:
· Send a TXUSER_SETTXTIMEOUT_MTAG_TX_NOT_FOUND (section 2.2.8.3.3.1) message. 
· Otherwise, send an MTAG_CONNECTION_REQ_DENIED (section 2.2.5) message with the Reason field set to 0x80070057.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as specified in section 3.1.6.
[bookmark: section_5fef8dd60c59416e843a18794f8da15b][bookmark: _Toc492420284]Connection Disconnected
When a CONNTYPE_TXUSER_SETTXTIMEOUT (section 2.2.8.3.3) connection is disconnected, the transaction manager MUST perform the actions as specified in section 3.1.8.3.
[bookmark: section_0eb694586937432980400b0df5913727][bookmark: _Toc492420285]CONNTYPE_TXUSER_TRACE as Acceptor
For all messages received in this connection type, the transaction manager communicating with an application facet MUST process the message as specified in section 3.1. The transaction manager communicating with an application facet MUST also follow the processing rules specified in the following sections.
[bookmark: section_f7634210bc2f4bd8a2d588842c389ff9][bookmark: _Toc492420286]Receiving a TXUSER_TRACE_MTAG_DUMP_TRANSACTION Message
When the transaction manager communicating with an application facet receives a TXUSER_TRACE_MTAG_DUMP_TRANSACTION message, the transaction manager communicating with an application facet MUST perform the following actions: 
· If the connection state is Idle: 
· Set the connection state to Processing Trace Request. 
· Find the transaction object in the transaction table of the transaction manager by using the guidTx field from the message as the key. 
· If the transaction object is not found in the list, the transaction manager MUST:
· Send a TXUSER_TRACE_MTAG_TX_NOT_FOUND message using the connection.
· Otherwise:
· Attempt to generate trace records for the transaction in the trace file of the transaction manager in an implementation-specific manner. 
· If the operation fails: 
· Send a TXUSER_TRACE_MTAG_REQUEST_FAILED message using the connection.
· Otherwise: 
· Send a TXUSER_TRACE_MTAG_REQUEST_COMPLETE message using the connection.
· Set the connection state to Ended. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_a568e255093e4edbbec510ee1ca6ba86][bookmark: _Toc492420287]Connection Disconnected
When a CONNTYPE_TXUSER_TRACE (section 2.2.8.3.5) connection is disconnected, the transaction manager communicating with an application facet MUST perform the actions as specified in section 3.1.8.3.
[bookmark: section_df3aee31b2a642d2a848789d4e302513][bookmark: _Toc492420288]Transaction Manager Administration
[bookmark: section_3bee890bfefd4ed0bf41759fb0510b64][bookmark: _Toc492420289]CONNTYPE_TXUSER_GETSECURITYFLAGS as Acceptor
For all messages received in this connection type, the transaction manager communicating with an application facet MUST process the message as specified in section 3.1. The transaction manager communicating with an application facet MUST also follow the processing rules specified in the following sections. 
[bookmark: section_f81123528b714cc0ae4c4e4d94389b0d][bookmark: _Toc492420290]Receiving a TXUSER_GETSECURITYFLAGS_MTAG_GETSECURITYFLAGS Message
When the transaction manager communicating with an application facet receives a TXUSER_GETSECURITYFLAGS_MTAG_GETSECURITYFLAGS message, the transaction manager communicating with an application facet MUST perform the following actions: 
· If the connection state is Idle:
· Set the connection state to Processing Request.
· Send a TXUSER_GETSECURITYFLAGS_MTAG_FETCHED message using the connection:
· If the Allow Network Access flag of the Core Transaction Manager Facet is set to false: 
· Set the grfNetworkDtcAccess field to zero.
· Otherwise, set the grfNetworkDtcAccess field as follows:
· Set all bits to zero by default.
· Set the DTCADVCONFIG_NETWORKDTCACCESS_ENABLE bit to 1.
· If the Allow Remote Administration flag of the Core Transaction Manager Facet is set to true: 
·  Set the DTCADVCONFIG_NETWORKDTCACCESS_ADMIN bit to 1.
· If the Allow Network Transactions flag of the Core Transaction Manager Facet is set to true:
· Set the DTCADVCONFIG_NETWORKDTCACCESS_TX bit to 1.
· If the Allow Remote Clients flag of the Core Transaction Manager Facet is set to true:
· Set the DTCADVCONFIG_NETWORKDTCACCESS_CLIENTS bit to 1. 
· If the Allow TIP flag of the Core Transaction Manager Facet is set to true: 
· Set the DTCADVCONFIG_NETWORKDTCACCESS_TIP bit to 1.
· If the Allow Outbound Transactions flag of the Core Transaction Manager Facet is set to true:
· Set the DTCADVCONFIG_OUTBOUNDNETWORK_TX bit to 1. 
· If the Allow Inbound Transactions flag of the Core Transaction Manager Facet is set to true: 
· Set the DTCADVCONFIG_INBOUNDNETWORK_TX bit to 1.
· If the Security Level field of the Core Transaction Manager Facet is set to no security: 
· Set the DTCADVCONFIG_SECURITYLEVEL_NOSECURITY bit to 1.
· Otherwise, if the Security Level field of the Core Transaction Manager Facet is set to incoming authentication:
· Set the DTCADVCONFIG_SECURITYLEVEL_AUTHENTICATEDONLY bit to 1.
·  Otherwise, if the Security Level field of the Core Transaction Manager Facet is set to mutual authentication:
· Set the DTCADVCONFIG_SECURITYLEVEL_MUTUALAUTH bit to 1.
· If the Allow XA flag of the Core Transaction Manager Facet is set to true, set the grfXaTransaction field to 1; otherwise, set the flag to zero.
· If the Allow LUTransactions flag of the Core Transaction Manager Facet is set to true, set the DTCADVCONFIG_OPTIONS_LUTRANSACTIONS_DISABLE option bit in the grfOptions field to 0; otherwise, set the option bit to 1.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_78b1b132271f4644b40ef33673443afd][bookmark: _Toc492420291]Connection Disconnected
When a CONNTYPE_TXUSER_TRACE (section 2.2.8.3.5) connection is disconnected, the transaction manager communicating with an application facet MUST perform the actions as specified in section 3.1.8.3.
[bookmark: section_1643c395a05742db932e63c1156e3c56][bookmark: _Toc492420292]Timer Events
No timer events apply here.
[bookmark: section_887e8611f1e841bfa8b3022aa3b9c97c][bookmark: _Toc492420293]Other Local Events
A transaction manager communicating with an application facet MUST be prepared to process the local events that are defined in the following sections.
The transaction manager communicating with an application facet MUST be prepared to process local events pertaining to Phase Zero functionality only on versions where the connection type CONNTYPE_TXUSER_PHASE0 is supported. Section 2.2.1.1.3 defines protocol version support for this connection type. The following local events are affected:
· Register Phase Zero (section 3.4.7.15)
· Phase Zero Complete (section 3.4.7.14)
[bookmark: section_70d4a988afe94dffac9034bbb59532e8][bookmark: _Toc492420294]Associate Transaction Failure
The Associate Transaction Failure event MUST be signaled with the following arguments:
· A transaction object.
· A value indicating the failure reason. The reason MUST be set to one of the following values:
· Comm Failed
· Log Full Remote
· Log Full Local
· No Mem Remote
· Too Late
· Too Many Remote
· Too Many Local
· Tx Not Found
If the Associate Transaction Failure event is signaled, the transaction manager MUST perform the following actions:
· Find an instance of a CONNTYPE_TXUSER_ASSOCIATE (section 2.2.8.2.1.1) connection list in the associates table of the transaction manager communicating with an application facet by using the Transaction Object.Identifier field of the transaction object as the key.
· For each connection in the list:
· Remove the connection from the list.
· If the connection state is Processing Associate Request: 
· Send the matching message for the following reason codes:
· Comm Failed: TXUSER_ASSOCIATE_MTAG_COMM_FAILED (section 2.2.8.2.1.1.3)
· Log Full Remote: TXUSER_ASSOCIATE_MTAG_LOG_FULL_REMOTE (section 2.2.8.2.1.1.6)
· Log Full Local: TXUSER_ASSOCIATE_MTAG_LOG_FULL_LOCAL (section 2.2.8.2.1.1.5)
· No Mem Remote: TXUSER_ASSOCIATE_MTAG_NO_MEM_REMOTE (section 2.2.8.2.1.1.8)
· Too Late:TXUSER_ASSOCIATE_MTAG_TOO_LATE (section 2.2.8.2.1.1.9)
· Too Many Remote: TXUSER_ASSOCIATE_MTAG_TOO_MANY_REMOTE (section 2.2.8.2.1.1.11)
· Too Many Local: TXUSER_ASSOCIATE_MTAG_TOO_MANY_LOCAL (section 2.2.8.2.1.1.10)
· Tx Not Found: TXUSER_ASSOCIATE_MTAG_TX_NOT_FOUND (section 2.2.8.2.1.1.12)
· Set the connection state to Ended.
· Remove the list from the associates table of the transaction manager communicating with an application facet.
[bookmark: section_4b1216707d6f439faebfb49f7cfd9dce][bookmark: _Toc492420295]Associate Transaction Success
The Associate Transaction Success event MUST be signaled with the following arguments:
· A transaction object.
If the Associate Transaction Success event is signaled, the transaction manager MUST perform the following actions:
· Find the list of CONNTYPE_TXUSER_ASSOCIATE (section 2.2.8.2.1.1) connections in the associates table of the transaction manager communicating with an application facet by using the Transaction Object.Identifier field of the transaction object as the key.
· For each connection in the list:
· Remove the connection from the list.
· If the connection state is Processing Associate Request:
· Send a TXUSER_ASSOCIATE_MTAG_ASSOCIATED (section 2.2.8.2.1.1.2) message using the connection.
· Set the connection state to Active.
· Remove the list from the associates table of the transaction manager communicating with an application facet.
[bookmark: section_fb4b634075994c0ca4d28e1e97949dcd][bookmark: _Toc492420296]Begin Commit
The Begin Commit event MUST be signaled with the following arguments:
· An Enlistment object
If the Begin Commit event is signaled, the transaction manager MUST perform the following actions:
· If the enlistment connection is of type CONNTYPE_TXUSER_IMPORT (section 2.2.8.2.2.4):
· Set the connection state to Ended.
· Otherwise, if the enlistment connection is of type CONNTYPE_TXUSER_IMPORT2 (section 2.2.8.2.2.5) or CONNTYPE_TXUSER_ASSOCIATE (section 2.2.8.2.1.1):
· Send a TXUSER_IMPORT2_MTAG_SINK_ERROR (section 2.2.8.2.2.5.4) message:
· The Error field MUST be set to TRUN_TXIMPORT_ERROR_NOTIFY_COMMITTED.
· Set the connection state to Ended.
[bookmark: section_2051f0e52995449f96c97fb818b491be][bookmark: _Toc492420297]Begin In Doubt
The Begin In Doubt event MUST be signaled with the following arguments:
· An Enlistment object.
If the Begin In Doubt event is signaled, the transaction manager MUST perform the following actions:
· If the enlistment connection is of type CONNTYPE_TXUSER_IMPORT (section 2.2.8.2.2.4):
· Set the connection state to Ended.
· Otherwise, if the enlistment connection is of type CONNTYPE_TXUSER_IMPORT2 (section 2.2.8.2.2.5) or CONNTYPE_TXUSER_ASSOCIATE (section 2.2.8.2.1.1):
· Send a TXUSER_IMPORT2_MTAG_SINK_ERROR (section 2.2.8.2.2.5.4) message:
· The Error field MUST be set to TRUN_TXIMPORT_ERROR_NOTIFY_INDOUBT.
· Set the connection state to Ended.
[bookmark: section_4c0a79f69d6c4450a5f192dcc69151eb][bookmark: _Toc492420298]Begin Rollback
The Begin Rollback event MUST be signaled with the following arguments:
· An Enlistment object.
If the Begin Rollback event is signaled, the transaction manager MUST perform the following actions:
· If the enlistment's connection is of type CONNTYPE_TXUSER_IMPORT (section 2.2.8.2.2.4):
· Set the connection state to Ended.
· Otherwise, if the enlistment's connection is of type CONNTYPE_TXUSER_IMPORT2 (section 2.2.8.2.2.5) or CONNTYPE_TXUSER_ASSOCIATE (section 2.2.8.2.1.1):
· If the connection state is Active or Too Late to Abort:
· Send a TXUSER_IMPORT2_MTAG_SINK_ERROR (section 2.2.8.2.2.5.4) message:
· The Error field MUST be set to TRUN_TXIMPORT_ERROR_NOTIFY_ABORTED.
· Set the connection state to Ended.
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The Begin Voting event MUST be signaled with the following arguments:
· An Enlistment object
If the Begin Voting event is signaled, the transaction manager MUST perform the following actions:
· If the enlistment's connection is of type CONNTYPE_TXUSER_IMPORT, CONNTYPE_TXUSER_IMPORT2 or CONNTYPE_TXUSER_ASSOCIATE:
· Signal the Enlistment Vote Complete event on the Core Transaction Manager Facet with the following arguments:
· The provided Enlistment object
· The Prepared vote outcome
· If the enlistment's connection type is CONNTYPE_TXUSER_IMPORT or CONNTYPE_TXUSER_IMPORT2:
· Set the connection state to Too Late to Abort.
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The Create Transaction Failure event MUST be signaled with the following arguments:
· A transaction object.
· A value indicating the failure reason. The reason MUST be set to one of the following values:
· Log Full
· No Mem
· Duplicate
If the Create Transaction Failure event is signaled, the transaction manager MUST perform the following actions:
· If the transaction's connection list contains a connection of type CONNTYPE_TXUSER_BEGINNER (section 2.2.8.1.1):
· Send the matching message for the following reason codes:
· Log Full: TXUSER_BEGINNER_MTAG_BEGIN_LOG_FULL (section 2.2.8.1.1.3)
· No Mem: TXUSER_BEGINNER_MTAG_BEGIN_NO_MEM (section 2.2.8.1.1.4)
· Set the connection state to Ended.
· Otherwise, if the transaction's connection list contains a connection of type CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) or CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3):
· Send a TXUSER_BEGIN2_MTAG_SINK_ERROR (section 2.2.8.1.2.5) message:
· The Error field MUST be set to the value matching the following reason codes:
· Log Full: TRUN_TXBEGIN_ERROR_BEGIN_LOG_FULL
· No Mem: TRUN_TXBEGIN_ERROR_NO_MEM
· Duplicate: TRUN_TXBEGIN_ERROR_DUPLICATE_GUID
· Set the connection state to Ended.
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The Create Transaction Success event MUST be signaled with the following arguments:
· A transaction object
If the Create Transaction Success event is signaled, the transaction manager MUST perform the following actions:
· If the transaction's connection list contains a connection of type CONNTYPE_TXUSER_BEGINNER (section 2.2.8.1.1)
· Send a TXUSER_BEGINNER_MTAG_BEGUN (section 2.2.8.1.1.5) message.
· The guidTx field MUST be set to the Transaction Object.Identifier field of the transaction object.
· Set the connection state to Active.
· Otherwise, if the transaction's connection list contains a connection of type CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) or CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3):
· Send a TXUSER_BEGIN2_MTAG_SINK_BEGUN (section 2.2.8.1.2.4) message:
· The guidTx field MUST be set to the Transaction Object.Identifier field of the transaction object.
· Set the connection state to Active.
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The Create Voter Enlistment Failure event MUST be signaled with the following arguments:
· An Enlistment object.
· A value indicating the failure reason. The reason MUST be set to the following value:
· Too Late
If the Create Voter Enlistment Failure event is signaled, the Transaction Manager MUST perform the following actions:
· If the provided enlistment's connection is of type CONNTYPE_TXUSER_IMPORT2 (section 2.2.8.2.2.5):
· Send a TXUSER_IMPORT2_MTAG_SINK_ERROR (section 2.2.8.2.2.5.4) message using the provided enlistment's connection:
· The Error field MUST be set to:
· TRUN_TXIMPORT_ERROR_IMPORT_TX_NOT_FOUND.
· Set the connection state to Ended.
· Otherwise, if the provided enlistment's connection is of type CONNTYPE_TXUSER_IMPORT (section 2.2.8.2.2.4):
· Send a TXUSER_IMPORT_MTAG_IMPORT_TX_NOT_FOUND message using the provided enlistment's connection.
· Set the connection state to Ended.
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The Create Voter Enlistment Success event MUST be signaled with the following arguments:
· An Enlistment object
If the Create Voter Enlistment Success event is signaled, the Transaction Manager MUST perform the following actions:
· If the provided enlistment's connection is of type CONNTYPE_TXUSER_IMPORT2 (section 2.2.8.2.2.5):
· Send the TXUSER_IMPORT2_MTAG_SINK_IMPORTED (section 2.2.8.2.2.5.5) message using the provided enlistment's connection.
· The isoLevel field MUST be set to the Isolation Level field of the transaction object referenced by the provided Enlistment object.
· The isoFlags field MUST be set to the Isolation Flags field of the transaction object referenced by the provided Enlistment object.
· Otherwise, if the provided enlistment's connection is of type CONNTYPE_TXUSER_IMPORT (section 2.2.8.2.2.4):
· Send the TXUSER_IMPORT_MTAG_IMPORTED (section 2.2.8.2.2.4.5) message using the provided enlistment's connection:
· The isoLevel field MUST be set to the Isolation Level field of the transaction object referenced by the provided Enlistment object.
· The isoFlags field MUST be set to the Isolation Flags field of the transaction object referenced by the provided Enlistment object.
· Set the connection state to Active.
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The Export Transaction Failure event MUST be signaled with the following arguments:
· A transaction object.
· A value indicating the failure reason. The reason MUST be set to one of the following values:
· Log Full
· No Mem
· Too Late
· Too Many
· Comm Failed
If the Export Transaction Failure event is signaled, the transaction manager MUST perform the following actions:
· Find an instance of a CONNTYPE_TXUSER_EXPORT2 (section 2.2.8.2.2.3) connection in the provided transaction's connection list.
· Send the matching message for the following reason codes:
· Log Full: TXUSER_EXPORT_MTAG_EXPORT_LOG_FULL (section 2.2.8.2.2.2.7) 
· No Mem: TXUSER_EXPORT_MTAG_EXPORT_NO_MEM (section 2.2.8.2.2.2.8)
·  Too Late: TXUSER_EXPORT_MTAG_EXPORT_TOO_LATE (section 2.2.8.2.2.2.9) 
· Too Many: TXUSER_EXPORT_MTAG_EXPORT_TOO_MANY (section 2.2.8.2.2.2.10)
· Not Found: TXUSER_EXPORT_MTAG_EXPORT_TX_NOT_FOUND (section 2.2.8.2.2.2.11)
· Comm Failed: TXUSER_EXPORT_MTAG_EXPORT_COMM_FAILED (section 2.2.8.2.2.3.1)
· Set the connection state to Ended.
· Otherwise, find an instance of a CONNTYPE_TXUSER_EXPORT (section 2.2.8.2.2.2) connection in the provided transaction's connection list.
· Send the matching message for the following reason codes:
· Log Full: TXUSER_EXPORT_MTAG_EXPORT_LOG_FULL (section 2.2.8.2.2.2.7) 
· No Mem: TXUSER_EXPORT_MTAG_EXPORT_NO_MEM (section 2.2.8.2.2.2.8)
·  Too Late: TXUSER_EXPORT_MTAG_EXPORT_TOO_LATE (section 2.2.8.2.2.2.9) 
· Too Many: TXUSER_EXPORT_MTAG_EXPORT_TOO_MANY (section 2.2.8.2.2.2.10)
· Not Found: TXUSER_EXPORT_MTAG_EXPORT_TX_NOT_FOUND (section 2.2.8.2.2.2.11)
· Otherwise, if no such connection exists, the event MUST be ignored.
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The Export Transaction Success event MUST be signaled with the following arguments:
· A transaction object
If the Export Transaction Success event is signaled, the transaction manager MUST perform the following actions:
· Find an instance of a CONNTYPE_TXUSER_EXPORT2 (section 2.2.8.2.2.3) connection in the provided transaction's connection list.
· Send a TXUSER_EXPORT_MTAG_EXPORTED (section 2.2.8.2.2.2.12) message using the connection.
· Set the connection state to Connection Active (section 3.4.1.9.3).
· Otherwise, find an instance of a CONNTYPE_TXUSER_EXPORT (section 2.2.8.2.2.2) connection in the provided transaction's connection list.
· Send a TXUSER_EXPORT_MTAG_EXPORTED (section 2.2.8.2.2.2.12) message using the connection.
· Set the connection state to Connection Active (section 3.4.1.8.3).
· Otherwise, if no such connection exists, the event MUST be ignored.
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The Phase One Complete event MUST be signaled with the following arguments:
· An Enlistment object.
· A value indicating the outcome of Phase One. The value MUST be set to one of the following values:
· Read Only
· Committed
· Aborted
· In Doubt
If the Phase One Complete event is signaled, the Transaction Manager Communicating with an Application Facet MUST perform the following actions:
· If the provided outcome is Read Only or Committed:
· If the transaction's connection list contains a connection of type CONNTYPE_TXUSER_BEGINNER (section 2.2.8.1.1):
· Send a TXUSER_BEGINNER_MTAG_REQUEST_COMPLETED (section 2.2.8.1.1.9) message.
· Set the connection state to Ended.
· Otherwise, if the transaction's connection list contains a connection of type CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) or CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3):
· Send a TXUSER_BEGIN2_MTAG_SINK_ERROR (section 2.2.8.1.2.5) message:
· The Error field MUST be set to TRUN_TXBEGIN_ERROR_NOTIFY_COMMITTED.
· Set the connection state to Ended.
· Otherwise, if the provided outcome is Aborted:
· If the transaction's connection list contains a connection of type CONNTYPE_TXUSER_BEGINNER (section 2.2.8.1.1):
· If the connection state is Active:
· Set the connection state to Aborting Transaction.
· Otherwise, if the connection state is Aborting Transaction or Committing Transaction:
· Send a TXUSER_BEGINNER_MTAG_REQUEST_COMPLETED (section 2.2.8.1.1.9) message.
· Set the connection state to Ended.
· Otherwise, ignore the event.
· Otherwise, if the transaction's connection list contains a connection of type CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) or CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3):
· Send a TXUSER_BEGIN2_MTAG_SINK_ERROR (section 2.2.8.1.2.5) message:
· The Error field MUST be set to TRUN_TXBEGIN_ERROR_NOTIFY_ABORTED.
· Set the connection state to Ended.
· Otherwise, if the provided outcome is In Doubt:
· If the transaction's connection list contains a CONNTYPE_TXUSER_BEGINNER (section 2.2.8.1.1) connection:
· Send a TXUSER_BEGINNER_MTAG_COMMIT_INDOUBT (section 2.2.8.1.1.7) message.
· Set the connection state to Ended.
· Otherwise, if the transaction's connection list contains a CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) connection:
· Send a TXUSER_BEGIN2_MTAG_SINK_ERROR (section 2.2.8.1.2.5) message:
· The Error field MUST be set to TRUN_TXBEGIN_ERROR_NOTIFY_INDOUBT.
· Set the connection state to Ended.
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The Phase Zero Complete event MUST be signaled with the following arguments:
· An Enlistment object.
· A value indicating the outcome of Phase Zero. The value MUST be set to one of the following values:
· Success
· Failure
If the Phase Zero Complete event is signaled, the transaction manager MUST perform the following actions:
· If the provided outcome is Success:
· Signal the Begin Phase One event on the Core Transaction Manager Facet with the following arguments:
· The transaction referenced by the provided Enlistment object.
· The Single Phase Commit flag set to true.
Otherwise:
· Signal the Phase One Complete event on the Transaction Manager Communicating with an Application Facet with the following arguments:
· The provided Enlistment object
· The Aborted outcome
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The Register Phase Zero event MUST be signaled with the following arguments:
· An Enlistment object.
If the Register Phase Zero event is signaled, the transaction manager MUST perform the following actions:
· Signal the Register Phase Zero Success event on the Core Transaction Manager Facet with the following arguments:
· The provided Enlistment object
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The Resolve Transaction Complete event MUST be signaled with the following arguments:
· A transaction object.
· A value indicating the result of the resolve transaction operation. The value MUST be set to one of the following values:
· Committed
· Aborted
· Forgotten
· Not Prepared
· Not Committed
If the Resolve Transaction Complete event is signaled, the transaction manager MUST perform the following actions:
· Find a CONNTYPE_TXUSER_RESOLVE (section 2.2.8.3.2) connection in the transaction's connection list.
· If the connection is not found, ignore the event.
· Otherwise:
· If the resolve outcome is Committed, Aborted, or Forgotten: 
· Send a TXUSER_RESOLVE_MTAG_REQUEST_COMPLETE (section 2.2.8.3.2.7) message using the connection.
· Set the connection state to Ended.
· Otherwise, if the resolve outcome is Not Prepared:
· Send a TXUSER_RESOLVE_MTAG_CHILD_NOT_PREPARED (section 2.2.8.3.2.4) message using the connection.
· Set the connection state to Ended.
· Otherwise, if the resolve outcome is Not Committed:
· Send a TXUSER_RESOLVE_MTAG_FORGET_TX_NOT_COMMITTED (section 2.2.8.3.2.6) message using the connection.
· Set the connection state to Ended.
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The Resolve Transaction Access Denied event MUST be signaled with the following arguments:
· A connection object.
If the Resolve Transaction Access Denied event is signaled, the transaction manager MUST perform the following actions:
· If the connection object is of CONNTYPE_TXUSER_RESOLVE (section 2.2.8.3.2) connection type:
· Send a TXUSER_RESOLVE_MTAG_ACCESSDENIED (section 2.2.8.3.2.1) message.
· Set the connection state to Ended.
· Otherwise:
· Ignore the signal.
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The Rollback Complete event MUST be signaled with the following arguments:
· An Enlistment object
If the Rollback Complete event is signaled, the transaction manager MUST perform the following actions:
· If the connection referenced by the enlistment is of type CONNTYPE_TXUSER_BEGINNER (section 2.2.8.1.1):
· If the connection state is Aborting Transaction:
· Send a TXUSER_BEGINNER_MTAG_REQUEST_COMPLETED (section 2.2.8.1.1.9) message.
· Set the connection state to Ended.
· If the connection referenced by the enlistment is of type CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) or CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3):
· If the connection state is Modifying Timeout:
· Send a TXUSER_SETTXTIMEOUT_MTAG_TOO_LATE (section 2.2.8.1.2.8) message.
· Otherwise, if the connection state is Active, Aborting Transaction, or Committing Transaction:
· Send a TXUSER_BEGIN2_MTAG_SINK_ERROR (section 2.2.8.1.2.5) message.
· The Error field MUST be set to TRUN_TXBEGIN_ERROR_NOTIFY_ABORTED.
· Set the connection state to Ended.
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The Set Transaction Attributes Failure event MUST be signaled with the following arguments:
· A transaction object
If the Set Transaction Attributes Failure event is signaled, the transaction manager MUST perform the following actions:
· Find a CONNTYPE_TXUSER_IMPORT2 connection instance in the provided transaction's connection list.
· If the connection is not found, ignore the event.
· Otherwise:
· Send a TXUSER_IMPORT2_MTAG_SINK_ERROR message using the connection:
· The Error field MUST be set to TRUN_TXIMPORT_ERROR_IMPORT_TX_NOT_FOUND.
· Set the connection state to Ended.
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The Set Transaction Attributes Success event MUST be signaled with the following arguments:
· A transaction object
If the Set Transaction Attributes Success event is signaled, the transaction manager MUST perform the following actions:
· Find a CONNTYPE_TXUSER_IMPORT2 (section 2.2.8.2.2.5) connection instance in the provided transaction's connection list. 
· If the connection is not found, ignore the signal.
· Otherwise:
· Create a new Enlistment object using the following fields:
· The Transaction Manager Communicating with an Application Facet
· The provided transaction object
· The connection object
· Assign the new Enlistment object to the connection's Enlistment field. 
· Signal the Create Voter Enlistment (section 3.2.7.14) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the new Enlistment object. 
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The Set Transaction Timeout Failure event MUST be signaled with the following arguments:
· A transaction object
If the Set Transaction Timeout Failure event is signaled, the transaction manager MUST perform the following actions:
· If the transaction's connection list contains a connection of type CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) or CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3):
· Send a TXUSER_SETTXTIMEOUT_MTAG_TOO_LATE (section 2.2.8.1.2.8) message using the connection.
· Set the connection state to Active.
· Otherwise, if the transaction's connection list contains a CONNTYPE_TXUSER_SETTXTIMEOUT (section 2.2.8.3.3) connection:
· Send a TXUSER_SETTXTIMEOUT_MTAG_TOO_LATE (section 2.2.8.1.2.8) message using the connection.
· Set the connection state to Ended.
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The Set Transaction Timeout Success event MUST be signaled with the following arguments:
· A transaction object
If the Set Transaction Timeout Success event is signaled, the transaction manager MUST perform the following actions:
· If the transaction's connection list contains a connection of type CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) or CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3):
· Send a TXUSER_SETTXTIMEOUT_MTAG_REQUEST_COMPLETE (section 2.2.8.1.2.6) message using the connection.
·  Set the connection state to Active.
· Otherwise, if the transaction's connection list contains a CONNTYPE_TXUSER_SETTXTIMEOUT (section 2.2.8.3.3) connection:
· Send a TXUSER_SETTXTIMEOUT_MTAG_REQUEST_COMPLETE (section 2.2.8.1.2.6) message using the connection.
· Set the connection state to Ended.
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The Unilaterally Aborted event MUST be signaled with the following arguments: 
· An Enlistment object
If the Unilaterally Aborted event is signaled, the transaction manager MUST perform the following actions:
· If the enlistment's connection is of type CONNTYPE_TXUSER_BEGINNER (section 2.2.8.1.1):
· If the connection state is Active.
· Set the connection state to Aborting Transaction.
· Otherwise, if the enlistment's connection is of type CONNTYPE_TXUSER_BEGIN2 (section 2.2.8.1.2) or CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3):
· Send a TXUSER_BEGIN2_MTAG_SINK_ERROR (section 2.2.8.1.2.5) message:
· The Error field MUST be set to TRUN_TXBEGIN_ERROR_NOTIFY_ABORTED.
· Set the connection state to Ended.
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This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with the behavior that is described in this document.
Note that the abstract data model can be implemented in a variety of ways. This protocol does not prescribe or advocate any specific implementation technique.
A resource manager MUST maintain all the data elements as specified in section 3.1.1.
A resource manager MUST also maintain the following data elements:
· Resource Manager.Identifier: A durable GUID that specifies the resource manager identifier.
· Session identifier: A volatile GUID that specifies the resource manager session identifier.
· Resource Manager.Durable Log: A durable list of transaction objects. The contents of the log MUST persist across software restarts and transient failures.
· Reenlistment list: A list of connection objects.
· Transaction manager name: A Name object that identifies the transaction manager.
· Reenlistment timeout: A value that indicates the number of milliseconds the resource manager will wait for an outcome while reenlisting on a transaction.
· Resource Manager.Connection: A connection object that MUST be of type CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL (section 2.2.10.1.2) or CONNTYPE_TXUSER_RESOURCEMANAGER (section 2.2.10.1.1). 
When a transaction object is stored in the Resource Manager.Durable Log of the resource manager, the resource manager MUST record, at minimum, the following fields:
· The Resource Manager.Identifier field
· The Transaction Object.Identifier field of the transaction object
A resource manager MUST provide the states that are defined in the following sections for its supported connection types. Section 2.2.1.1.3 defines the connection types that a resource manager MUST provide for each supported protocol version.
For a resource manager initiating a connection, once the connection's state machine enters the Ended state, the connection that is associated with the state machine MUST be disconnected, if it is not already disconnected, as specified in [MS-CMP] section 3.1.5.1. In addition, if both the Outgoing Connection Table and the Incoming Connection Table of the Session object containing the connection object referenced by Resource Manager.Connection are empty, the following event on the resource manager is signaled:
· Transaction Manager Down (section 3.5.7.4)
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The resource manager MUST act as an initiator for the CONNTYPE_TXUSER_RESOURCEMANAGER (section 2.2.10.1.1) connection type. In this role, the resource manager MUST provide support for the following states: 
· Idle
· Awaiting Create Response
· Recovering
· Awaiting Completion Confirmation
· Active
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_RESOURCEMANAGER (section 2.2.10.1.1) initiator states.
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Figure 44: Resource Manager state diagram for CONNTYPE_TXUSER_RESOURCEMANAGER
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This is the initial state. The following event is processed in this state:
· Registering with Transaction Manager Using CONNTYPE_TXUSER_RESOURCEMANAGER (section 3.5.4.10.1)
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The following events are processed in this state:
· Receiving a TXUSER_RESOURCEMANAGER_MTAG_REQUEST_COMPLETE Message (section 3.5.5.1.1.2)
· Receiving a TXUSER_RESOURCEMANAGER_MTAG_DUPLICATE Message (section 3.5.5.1.1.1)
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The following event is processed in this state:
· Reenlistment Complete (section 3.5.7.3)
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The following event is processed in this state:
· Receiving a TXUSER_RESOURCEMANAGER_MTAG_REQUEST_COMPLETE Message (section 3.5.5.1.1.2)
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No specific events are processed in this state.
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This is the final state.
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The resource manager MUST act as an initiator for the CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL (section 2.2.10.1.2) connection type. In this role, the resource manager MUST provide support for the following states: 
· Idle
· Awaiting Create Response
· Recovering
· Awaiting Completion Confirmation
· Active
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL initiator states.
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Figure 45: CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL initiator states
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This is the initial state. The following event is processed in this state:
· Registering with Transaction Manager Using CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL (section 3.5.4.10.2)
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The following events are processed in this state:
· Receiving a TXUSER_RESOURCEMANAGER_MTAG_DUPLICATE or TXUSER_RESOURCEMANAGER_MTAG_REQUEST_COMPLETE Message (section 3.5.5.1.2.1)
[bookmark: section_8e820397839449aca4fac4f8e84c278f][bookmark: _Toc492420329]Recovering
The following events are processed in this state:
· Reenlistment Complete (section 3.5.7.3)
· Receiving a TXUSER_RESOURCEMANAGERINTERNAL_MTAG_DUPLICATEDETECTED Message (section 3.5.5.1.2.2)
[bookmark: section_c06530efbc494a8cbefdbb60b8713493][bookmark: _Toc492420330]Awaiting Completion Confirmation
The following events are processed in this state:
· Receiving a TXUSER_RESOURCEMANAGER_MTAG_DUPLICATE or TXUSER_RESOURCEMANAGER_MTAG_REQUEST_COMPLETE Message (section 3.5.5.1.2.1)
[bookmark: section_ccabf6261cc14ef282601709e109d52d][bookmark: _Toc492420331]Active
The following event is processed in this state:
· Receiving a TXUSER_RESOURCEMANAGERINTERNAL_MTAG_DUPLICATEDETECTED Message (section 3.5.5.1.2.2)
[bookmark: section_360c059e9ff54e93a41a50732933cc1a][bookmark: _Toc492420332]Ended
This is the final state.
[bookmark: section_6540ce06d9384693aa85b0c327c97aea][bookmark: _Toc492420333]CONNTYPE_TXUSER_PHASE0 Initiator States
The resource manager MUST act as an initiator for the CONNTYPE_TXUSER_PHASE0 (section 2.2.10.2.1) connection type. In this role, the resource manager MUST provide support for the following states: 
· Idle
· Awaiting Create Response
· Active
· Processing Phase Zero Request
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_PHASE0 initiator states.
[image: CONNTYPE_TXUSER_PHASE0 Initiator States]
Figure 46: CONNTYPE_TXUSER_PHASE0 Initiator States
[bookmark: section_50caeb619c9940dd8463c382fec5c492][bookmark: _Toc492420334]Idle
This is the initial state. The following event is processed in this state:
· Enlisting as a Phase Zero Participant on a Specific Transaction (section 3.5.4.2)
[bookmark: section_4e0b6e973cb54be38cfae8b1cd64a240][bookmark: _Toc492420335]Awaiting Create Response
The following events are processed in this state:
· Receiving a TXUSER_PHASE0_MTAG_CREATED Message (section 3.5.5.2.1.1)
· Receiving a TXUSER_PHASE0_MTAG_CREATE_TX_NOT_FOUND or TXUSER_PHASE0_MTAG_CREATE_TOO_LATE Message (section 3.5.5.2.1.2)
[bookmark: section_f8248da01e9447cd9914e050872fce03][bookmark: _Toc492420336]Active
The following events are processed in this state:
· Receiving a TXUSER_PHASE0_MTAG_PHASE0REQ (section 3.5.5.2.1.3) message
· Receiving a TXUSER_PHASE0_MTAG_PHASE0REQ_ABORT (section 3.5.5.2.1.4) message
· Canceling Enlistment as a Phase Zero Participant on a Specific Transaction (section 3.5.4.1)
[bookmark: section_20947b5c257341c6a923059f5edf0ccd][bookmark: _Toc492420337]Processing Phase Zero Request
The following event is processed in this state:
· Phase Zero Request Completed (section 3.5.4.8)
[bookmark: section_c529a01c1d684c47adfa7d07d36c60c1][bookmark: _Toc492420338]Ended
This is the final state.
[bookmark: section_7841a287cd924e53bc9949d83e1941a4][bookmark: _Toc492420339]CONNTYPE_TXUSER_ENLISTMENT Initiator States
The resource manager MUST act as an initiator for the CONNTYPE_TXUSER_ENLISTMENT (section 2.2.10.2.2) connection type. In this role, the resource manager MUST provide support for the following states: 
· Idle
· Awaiting Enlistment Response
· Active
· Single Phase Committing
· Preparing For Transaction Commit
· Finalizing Abort Operations
· Awaiting Transaction Outcome
· Finalizing Commit Operations 
· Ended
The following figure shows the relationship between the CONNTYPE_TXUSER_ENLISTMENT initiator states. In the figure, the parenthetical numbers are the actual enumeration values.
[image: CONNTYPE_TXUSER_ENLISTMENT Initiator States]
Figure 47: CONNTYPE_TXUSER_ENLISTMENT Initiator States
[bookmark: section_1bfe16dc4a904b7395be7ea6dbc91bec][bookmark: _Toc492420340]Idle
This is the initial state. The following event is processed in this state:
· Enlisting on a Specific Transaction (section 3.5.4.3)
[bookmark: section_4412f7f228d24ab1958a3baec8d3a183][bookmark: _Toc492420341]Awaiting Enlistment Response
The following events are processed in this state:
· Receiving a TXUSER_ENLISTMENT_MTAG_ENLISTED Message (section 3.5.5.2.2.1)
· Receiving a TXUSER_ENLISTMENT_MTAG_ENLIST_TX_NOT_FOUND, TXUSER_ENLISTMENT_MTAG_ENLIST_TOO_LATE, TXUSER_ENLISTMENT_MTAG_ENLIST_LOG_FULL, or TXUSER_ENLISTMENT_MTAG_ENLIST_TOO_MANY Message (section 3.5.5.2.2.2)
[bookmark: section_52af92af517d428982e5b81fc17ae0cc][bookmark: _Toc492420342]Active
The following events are processed in this state:
· Receiving a TXUSER_ENLISTMENT_MTAG_PREPAREREQ Message (section 3.5.5.2.2.3)
· Receiving a TXUSER_ENLISTMENT_MTAG_ABORTREQ Message (section 3.5.5.2.2.5)
· Connection Disconnected (section 3.5.5.2.2.6)
[bookmark: section_2435c419a6fb4e3ebe661dd0021ff75e][bookmark: _Toc492420343]Single Phase Committing
The following event is processed in this state:
· Enlistment Single-Phase Commit Request Completed (section 3.5.4.7)
[bookmark: section_7dfb7e1d230f4cbab2e862ca769d74c9][bookmark: _Toc492420344]Preparing for Transaction Commit
The following event is processed in this state:
· Enlistment Prepare Request Completed (section 3.5.4.6)
[bookmark: section_5008bd43198c452494828e79c7cf2ebf][bookmark: _Toc492420345]Finalizing Abort Operations
The following event is processed in this state:
· Enlistment Abort Request Completed (section 3.5.4.4)
[bookmark: section_70e00572d8614918a712d79dcd2fe452][bookmark: _Toc492420346]Awaiting Transaction Outcome
The following events are processed in this state:
· Receiving a TXUSER_ENLISTMENT_MTAG_COMMITREQ Message (section 3.5.5.2.2.4)
· Receiving a TXUSER_ENLISTMENT_MTAG_ABORTREQ Message (section 3.5.5.2.2.5)
[bookmark: section_5372202baf68483ab4e72527caaa45a3][bookmark: _Toc492420347]Finalizing Commit Operations
The following event is processed in this state:
· Enlistment Commit Request Completed (section 3.5.4.5)
[bookmark: section_25466fffc16149f896256e91eae75caa][bookmark: _Toc492420348]Ended
This is the final state. 
[bookmark: section_401ca45e582546e4aad1babc008dfaaa][bookmark: _Toc492420349]CONNTYPE_TXUSER_REENLIST Initiator States
The resource manager MUST act as an initiator for the CONNTYPE_TXUSER_REENLIST (section 2.2.10.3.1) connection type. In this role, the resource manager MUST provide support for the following states: 
· Idle
· Awaiting Reenlist Response
· Ended
The following figure depicts the relationship between the CONNTYPE_TXUSER_REENLIST initiator states.
[image: CONNTYPE_TXUSER_REENLIST Initiator States]
Figure 48: CONNTYPE_TXUSER_REENLIST Initiator States
[bookmark: section_64d87c1cb7e040f5ab5702f8cefce263][bookmark: _Toc492420350]Idle
This is the initial state. The following event is processed in this state:
· Recover Transaction (section 3.5.7.1)
[bookmark: section_d62393db50b94c2682f0eee9c8fbaa76][bookmark: _Toc492420351]Awaiting Reenlist Response
The following events are processed in this state:
· Receiving a TXUSER_REENLIST_MTAG_REENLIST_COMMITTED Message (section 3.5.5.3.1.1)
· Receiving a TXUSER_REENLIST_MTAG_REENLIST_ABORTED Message (section 3.5.5.3.1.2)
· Receiving a TXUSER_REENLIST_MTAG_REENLIST_TIMEOUT Message (section 3.5.5.3.1.3)
[bookmark: section_bfb067595da7492fb2ab02ef754ea9ff][bookmark: _Toc492420352]Ended
This is the final state.
[bookmark: section_0661b8d2f14146e4b797e963c92d93a5][bookmark: _Toc492420353]CONNTYPE_TXUSER_VOTER Initiator States
The resource manager MUST act as an initiator for the CONNTYPE_TXUSER_VOTER (section 2.2.10.4.1) connection type. In this role, the resource manager MUST provide support for the following states: 
· Idle
· Awaiting Creation Response
· Active
· Performing Transaction Operations
· Awaiting Outcome
· Ended
Note that the abstract data model can be implemented in a variety of ways. This protocol does not prescribe or advocate any specific implementation technique.
The following figure shows the relationship between the CONNTYPE_TXUSER_VOTER initiator states.
[image: CONNTYPE_TXUSER_VOTER Initiator States]
Figure 49: CONNTYPE_TXUSER_VOTER Initiator States
[bookmark: section_b9d72aa8b21643a78e038a34110cdd67][bookmark: _Toc492420354]Idle
This is the initial state. The following event is processed in this state:
· Registering as a Voter on a Specific Transaction (section 3.5.4.9)
[bookmark: section_56ae77b18cc948528af934549d2e894e][bookmark: _Toc492420355]Awaiting Creation Response
The following events are processed in this state:
· Receiving a TXUSER_VOTER_MTAG_CREATED (section 3.5.5.4.1.1) message
· Receiving a TXUSER_VOTER_MTAG_CREATE_TX_NOT_FOUND or TXUSER_VOTER_MTAG_CREATE_TOO_LATE message (section 3.5.5.4.1.2)
· Receiving a Connection Disconnected (section 3.5.5.4.1.7)
[bookmark: section_185a62fc01f44b16af24fdb8bc6370c4][bookmark: _Toc492420356]Active
The following events are processed in this state:
· Receiving a TXUSER_VOTER_MTAG_VOTEREQ (section 3.5.5.4.1.3) message
· Receiving a TXUSER_STATUS_MTAG_ABORTED (section 3.5.5.4.1.5) message
[bookmark: section_c234178488db49b880dd0d212ade29d0][bookmark: _Toc492420357]Performing Transaction Operations
The following event is processed in this state:
· Voter Vote Request Completed (section 3.5.4.11)
[bookmark: section_9845fa2b239e4711928298b60d05e538][bookmark: _Toc492420358]Awaiting Outcome
The following events are processed in this state:
· Receiving a TXUSER_STATUS_MTAG_COMMITTED (section 3.5.5.4.1.4) message
· Receiving a TXUSER_STATUS_MTAG_ABORTED (section 3.5.5.4.1.5) message
· Receiving a TXUSER_STATUS_MTAG_INDOUBT (section 3.5.5.4.1.6) message
· Connection Disconnected (section 3.5.5.4.1.7)
[bookmark: section_2d2ffb71654a4f4a86533e01d063cb0c][bookmark: _Toc492420359]Ended
This is the final state.
[bookmark: section_94a25181e084452494b56af4f68150ac][bookmark: _Toc492420360]Timers
None.
[bookmark: section_3fcfec9c1bcf48f8a39ae33d109c6d59][bookmark: _Toc492420361]Initialization
When a resource manager is initialized: 
· The Resource Manager.Identifier field MUST be set to a GUID that is obtained from an implementation-specific source. This value MUST remain consistent across multiple software restarts or transient failures. The resource manager SHOULD create the GUID as specified in [RFC4122].
· The Transaction Manager Name field MUST be set to a value that is obtained from an implementation-specific source. This value MUST remain consistent across multiple software restarts or transient failures.
· The Reenlistment Timeout field MUST be set to a value that is obtained from an implementation-specific source.
· The resource manager MUST register with its transaction manager, as specified in section 3.5.4.10.
[bookmark: section_4f05bab5e9054130936a19c0115e02f6][bookmark: _Toc492420362]Higher-Layer Triggered Events
The resource manager operation is driven by a set of higher-layer events. These events are triggered by decisions that are made by the higher-layer business logic of the resource manager. The motivations and details of this higher-layer business logic are specific to the implementation of the resource manager and the software environment in which it executes.
The resource manager MUST be prepared to process the following events.
[bookmark: section_c7c5f33f4b9449b7a8f2829503485fb5][bookmark: _Toc492420363]Canceling Enlistment as a Phase Zero Participant on a Specific Transaction
This event MUST be signaled by the higher-layer business logic with the following arguments:
· A connection object
If the higher-layer business logic cancels its enlistment as a Phase Zero participant on a specific transaction, the resource manager MUST perform the following steps:
· Send a TXUSER_PHASE0_MTAG_UNENLIST (section 2.2.10.2.1.8) message using the connection.
· Set the connection state to Ended.
[bookmark: section_b4675bc0aeb54a9ab4073291848c15d5][bookmark: _Toc492420364]Enlisting as a Phase Zero Participant on a Specific Transaction
This event MUST be signaled by the higher-layer business logic with the following arguments: 
· A transaction object
If the higher-layer business logic enlists as a Phase Zero participant on a specific transaction, the resource manager MUST perform the following steps:
· If the transaction manager of the resource manager supports the CONNTYPE_TXUSER_PHASE0 connection type, as specified in section 2.2.1.1.3:
· Initiate a new CONNTYPE_TXUSER_PHASE0 (section 2.2.10.2.1) connection to the transaction manager, using the Transaction Manager Name field of the resource manager.
· Send a TXUSER_PHASE0_MTAG_CREATE (section 2.2.10.2.1.1) message using the connection: 
· Set the guidTx field to the Transaction Object.Identifier field of the transaction object.
· Set the Transaction field of the connection to the provided transaction object.
· Set the connection state to Awaiting Create Response.
· Otherwise, the resource manager MUST return a Failure to the higher-layer business logic.
[bookmark: section_7edb35d0f16749f1bf7ea671fb28464c][bookmark: _Toc492420365]Enlisting on a Specific Transaction
This event MUST be signaled by the higher-layer business logic with the following arguments: 
· A transaction object.
If the higher-layer business logic decides to enlist on a specific transaction, the resource manager MUST perform the following steps:
· Initiate a new CONNTYPE_TXUSER_ENLISTMENT (section 2.2.10.2.2) connection to the transaction manager, using the Transaction Manager Name field of the resource manager.
· Assign the transaction object to the connection-specific data of the connection. 
· Add the connection to the connection list of the transaction.
· Send a TXUSER_ENLISTMENT_MTAG_ENLIST (section 2.2.10.2.2.5) message using the connection:
· Set the guidTX field to the Transaction Object.Identifier field of the transaction object.
· Set the guidRM field to the Resource Manager.Identifier field of the resource manager.
· Set the guidSession field to the Session Identifier field of the resource manager.
· Set the connection state to Awaiting Enlistment Response.
[bookmark: section_4edca9754e9b425ca4c16ce1d15c5f32][bookmark: _Toc492420366]Enlistment Abort Request Completed
This event MUST be signaled by the higher-layer business logic with the following arguments:
· A connection object.
When the higher-layer business logic completes an enlistment Abort request, as specified in section 3.5.5.2.2.5 and 3.5.5.3.1.2, the resource manager MUST perform the following steps:
· If the connection type of the connection object is CONNTYPE_TXUSER_ENLISTMENT (section 2.2.10.2.2):
· If the transaction object referenced by the connection object was added to the Resource Manager.Durable Log:
· Remove the transaction object from the Resource Manager.Durable Log.
· Send a TXUSER_ENLISTMENT_MTAG_ABORTREQDONE (section 2.2.10.2.2.2) message using the connection.
· Set the connection state to Ended.
· Otherwise, if the connection type of the connection object is CONNTYPE_TXUSER_REENLIST (section 2.2.10.3.1): 
· If the transaction object referenced by the connection object was added to the Resource Manager.Durable Log:
· Remove the transaction object from the Resource Manager.Durable Log.
· Remove the connection from the reenlistment list of the resource manager.
· If the list is now empty:
·  Signal the Reenlistment Complete (section 3.5.7.3) event on the resource manager.
· Set the connection state to Ended.
· Otherwise, ignore the event.
[bookmark: section_8ce57605e4fe42839494265fc1211804][bookmark: _Toc492420367]Enlistment Commit Request Completed
This event MUST be signaled by the higher-layer business logic with the following arguments:
· A connection object
When the higher-layer business logic completes an enlistment Commit request as specified in section 3.5.5.2.2.4 and 3.5.5.3.1.1, the resource manager MUST perform the following steps:
·  If the connection type of the connection object is CONNTYPE_TXUSER_ENLISTMENT (section 2.2.10.2.2):
· Remove the transaction object referenced by the connection object from the Resource Manager.Durable Log.
· Send a TXUSER_ENLISTMENT_MTAG_COMMITREQDONE (section 2.2.10.2.2.4) message using the connection.
· Set the connection state to Ended.
· Otherwise, if the connection type of the connection object is CONNTYPE_TXUSER_REENLIST (section 2.2.10.3.1):
· Remove the transaction object referenced by the connection object from the Resource Manager.Durable Log.
· Remove the connection from the reenlistment list of the resource manager.
· If the list is now empty:
· Signal the Reenlistment Complete (section 3.5.7.3) event on the resource manager.
· Set the connection state to Ended.
· Otherwise, ignore the event. 
[bookmark: section_e7d6a8101fec48a7a5751b4e14faa9d1][bookmark: _Toc492420368]Enlistment Prepare Request Completed
This event MUST be signaled by the higher-layer business logic with the following arguments:
· A CONNTYPE_TXUSER_ENLISTMENT (section 2.2.10.2.2) connection object.
· An outcome value. This value MUST be one of the following: 
· Prepared
· Read Only
· Aborted
When the higher-layer business logic completes a Prepare request, as specified in section 3.5.5.2.2.3, the resource manager MUST perform the following steps:
· If the request outcome is Prepared:
· Add the transaction object referenced by the connection object to the Resource Manager.Durable Log.
· Send a TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE (section 2.2.10.2.2.12) message using the connection:
· Set the prepareReqDone field to TXUSER_ENLISTMENT_PREPAREREQDONE_OK.
· Set the guidReason field to the value provided by the higher-layer business logic, as specified in section 2.2.10.2.2.12.
· Set the connection state to Awaiting Transaction Outcome.
· Otherwise, if the request outcome is Read Only:
· Send a TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE message using the connection: 
· Set the prepareReqDone field to TXUSER_ENLISTMENT_PREPAREREQDONE_READONLY.
· Set the connection state to Ended. 
· Otherwise, if the request outcome is Aborted:
· Send a TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE message using the connection:
· Set the prepareReqDone field to TXUSER_ENLISTMENT_PREPAREREQDONE_ABORT.
· Set the connection state to Ended.
[bookmark: section_3a94e875e9704baf874197ea39edf275][bookmark: _Toc492420369]Enlistment Single-Phase Commit Request Completed
This event MUST be signaled by the higher-layer business logic with the following arguments: 
· A CONNTYPE_TXUSER_ENLISTMENT (section 2.2.10.2.2) connection object.
· An outcome value. This value MUST be one of the following:
· Read Only
· Prepared
· Committed
· Aborted
When the higher-layer business logic completes an Enlistment Single-Phase Commit request as specified in Receiving a TXUSER_ENLISTMENT_MTAG_PREPAREREQ Message (section 3.5.5.2.2.3), the resource manager MUST perform the following steps:
· If the request outcome is Read Only:
· Send a TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE message using the connection:
· Set the prepareReqDone field to TXUSER_ENLISTMENT_PREPAREREQDONE_READONLY.
· Set the connection state to Ended.
· Otherwise, if the request outcome is Prepared:
· Add the transaction object referenced by the connection object to the Resource Manager.Durable Log.
· Send a TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE message using the connection:
· Set the prepareReqDone field to TXUSER_ENLISTMENT_PREPAREREQDONE_OK.
· Set the connection state to Awaiting Transaction Outcome.
· Otherwise, if the request outcome is Committed:
· Send a TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE message using the connection: 
· Set the prepareReqDone field to TXUSER_ENLISTMENT_PREPAREREQDONE_SINGLEPHASE_COMMIT. 
· Set the connection state to Ended.
· Otherwise, if the request outcome is Aborted:
· Send a TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE message using the connection: 
· Set the prepareReqDone field to TXUSER_ENLISTMENT_PREPAREREQDONE_ABORT.
· Set the connection state to Ended.
[bookmark: section_aa1c00df86f943e8a2e7ebaf04ae6a4a][bookmark: _Toc492420370]Phase Zero Request Completed
This event MUST be signaled by the higher-layer business logic with the following arguments: 
· A connection object.
· An outcome value. This value MUST be one of the following: 
· Read Only
·  Aborted
When the higher-layer business logic completes a Phase Zero request, the resource manager MUST perform the following steps: 
· If the Phase Zero outcome is Read Only:
· Send a TXUSER_PHASE0_MTAG_PHASE0REQDONE message.
· Set the connection state to Ended.
· Otherwise, if the Phase Zero outcome is Aborted: 
· Set the connection state to Ended.
[bookmark: section_db47e20e8c854eb480573e70b3f5669b][bookmark: _Toc492420371]Registering as a Voter on a Specific Transaction
This event MUST be signaled by the higher-layer business logic with the following arguments:
· A transaction object
If the higher-layer business logic decides to register as a voter on a specific transaction manager, the resource manager MUST perform the following steps:
· Initiate a new CONNTYPE_TXUSER_VOTER (section 2.2.10.4.1) connection to the transaction manager using the transaction manager Name field of the resource manager.
· Send a TXUSER_VOTER_MTAG_CREATE (section 2.2.10.4.1.4) message using the connection:
· Set the guidTX field to the Transaction Object.Identifier field of the transaction object.
· Set the connection state to Awaiting Creation Response.
[bookmark: section_e442235a505f4cb893253ef9fffed2bd][bookmark: _Toc492420372]Registering with Transaction Manager
If the higher-layer business logic wants to register with the transaction manager, the resource manager MUST perform the following actions:
· The resource manager SHOULD set the Session Identifier field to a new GUID value as specified in [RFC4122]. Optionally, the resource manager MAY instead set the Session Identifier field to NULL GUID.
· If the transaction manager's resource manager supports the CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL connection type as specified in section 2.2.1.1.3:
· The resource manager MUST attempt to register with the transaction manager using CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL.
· Otherwise:
· The resource manager MUST attempt to register with the transaction manager using CONNTYPE_TXUSER_RESOURCEMANAGER.
[bookmark: section_44c62f73f5ec47dfb50eeb23f778fd6a][bookmark: _Toc492420373]Registering with Transaction Manager Using CONNTYPE_TXUSER_RESOURCEMANAGER
The resource manager MUST perform the following actions:
· Initiate a new CONNTYPE_TXUSER_RESOURCEMANAGER connection using the Transaction manager name field of the resource manager.
· Assign the new connection to the Resource Manager.Connection field of the resource manager.
· Send a TXUSER_RESOURCEMANAGER_MTAG_CREATE message using the connection:
· Set the guidRM field to the Resource Manager.Identifier field of the resource manager.
· Set the guidSession field to the Session Identifier field of the resource manager.
· Set the connection state to Awaiting Create Response.
[bookmark: section_51857b899bb141c8bbfd98a1517a4541][bookmark: _Toc492420374]Registering with Transaction Manager Using CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL
The resource manager MUST perform the following actions: 
· Initiate a new CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL connection using the transaction manager Name field of the resource manager.
· Assign the new connection to the Resource Manager.Connection field of the resource manager.
· Send a TXUSER_RESOURCEMANAGER_MTAG_CREATE message using the connection:
· Set the guidRM field to the Resource Manager.Identifier field of the resource manager.
· Set the guidSession field to the Session Identifier field of the resource manager.
· Set the connection state to Awaiting Create Response.
[bookmark: section_6209d4cf4db5458ba22901cfbc0a2e76][bookmark: _Toc492420375]Voter Vote Request Completed
This event MUST be signaled by the higher-layer business logic with the following arguments: 
· A connection object.
· An outcome value. This value MUST be one of the following: 
· Prepared
· Read Only
· Aborted
When the higher-layer business logic completes a Voter Vote request, the resource manager MUST perform the following steps:
· If the vote outcome is Prepared: 
· Send a TXUSER_VOTER_MTAG_VOTEREQDONE message using the connection: 
· Set the VoteReqDone field to TXUSER_VOTER_VOTEREQDONE_OK. 
· Set the connection state to Awaiting Outcome.
· Otherwise, if the vote outcome is Read Only: 
· Send a TXUSER_VOTER_MTAG_VOTEREQDONE message using the connection: 
· Set the VoteReqDone field to TXUSER_VOTER_VOTEREQDONE_OK_NONOTIFY. 
· Set the connection state to Ended. 
· Otherwise, if the vote outcome is Aborted:
· Send a TXUSER_VOTER_MTAG_VOTEREQDONE message using the connection:
· Set the VoteReqDone field to TXUSER_VOTER_VOTEREQDONE_ABORT.
· Set the connection state to Ended. 
[bookmark: section_2209359713604f20bcc102dad9aeabc9][bookmark: _Toc492420376]Processing Events and Sequencing Rules
[bookmark: section_5e53a94803914324a11926f8a8597a74][bookmark: _Toc492420377]Resource Manager Registration
[bookmark: section_5f8063c742694ecf85e8e4d8b768637b][bookmark: _Toc492420378]CONNTYPE_TXUSER_RESOURCEMANAGER as Initiator
For all messages that are received in this connection type, the resource manager MUST process the messages as specified in section 3.1. The resource manager MUST additionally follow the processing rules as specified in the following sections.
[bookmark: section_648bf35ce59d4159b253383a4e1110f6][bookmark: _Toc492420379]Receiving a TXUSER_RESOURCEMANAGER_MTAG_DUPLICATE Message
When the resource manager receives a TXUSER_RESOURCEMANAGER_MTAG_DUPLICATE message, the resource manager MUST perform the following actions: 
· If the connection state is Awaiting Create Response: 
· Set the connection state to Ended. 
· Return a failure result to the higher-layer business logic.
[bookmark: section_e8cfb589f50a450182eee093240bcc45][bookmark: _Toc492420380]Receiving a TXUSER_RESOURCEMANAGER_MTAG_REQUEST_COMPLETE Message
When the resource manager receives a TXUSER_RESOURCEMANAGER_REQUEST_COMPLETE message, the resource manager MUST perform the following actions: 
·  If the connection state is Awaiting Create Response: 
· Set the connection state to Recovering.
· Signal the Recover Transactions event on the resource manager.
· Otherwise, if the connection state is Awaiting Completion Confirmation: 
· Set the connection state to Active. 
· Return a success result to the higher-layer business logic. 
[bookmark: section_e095ce500cf0426cac4fdfc91586991c][bookmark: _Toc492420381]Connection Disconnected
When a CONNTYPE_TXUSER_RESOURCEMANAGER (section 2.2.10.1.1) connection is disconnected, the resource manager MUST perform the following actions: 
· If the connection state is Active, Awaiting Create Response, Recovering, or Awaiting Completion Confirmation:
· Set the connection state to Ended.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3. 
[bookmark: section_36f3541aa6ff45848b93429d8823e7eb][bookmark: _Toc492420382]CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL as Initiator
For all messages received in this connection type, the resource manager MUST process the messages as specified in section 3.1. The resource manager MUST additionally follow the processing rules as specified in the following sections.
[bookmark: section_4b7faf259fbc4e47adb5a0e60a0c06a2][bookmark: _Toc492420383]Receiving a TXUSER_RESOURCEMANAGER_MTAG_DUPLICATE or TXUSER_RESOURCEMANAGER_MTAG_REQUEST_COMPLETE Message
 When the resource manager receives either the TXUSER_RESOURCEMANAGER_MTAG_DUPLICATE or TXUSER_RESOURCEMANAGER_MTAG_REQUEST_COMPLETE message, it MUST follow the same message-processing rules as the CONNTYPE_TXUSER_RESOURCEMANAGER connection type when it acts as the initiator. See section 3.5.5.1.1 for more information.
[bookmark: section_8e1d2640ad3040a890455bb1c0d87e01][bookmark: _Toc492420384]Receiving a TXUSER_RESOURCEMANAGERINTERNAL_MTAG_DUPLICATEDETECTED Message
When the resource manager receives a TXUSER_RESOURCEMANAGERINTERNAL_MTAG_DUPLICATEDETECTED message, the resource manager MUST perform the following actions: 
· If the connection state is Recovering, Awaiting Completion Confirmation, or Active:
· Inform the higher-layer business logic that the transaction manager has detected a duplicate resource manager registration.
[bookmark: section_36cdcad4a1c54818ab92c261084944c6][bookmark: _Toc492420385]Connection Disconnected
When a CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL (section 2.2.10.1.2) connection is disconnected, the event MUST be processed as specified in section 3.1.8.3. 
[bookmark: section_6bf3465001ba4a8a95ee7049083a84f7][bookmark: _Toc492420386]Transaction Coordination
[bookmark: section_4871d28250d34d58aff34fb5361b4e3b][bookmark: _Toc492420387]CONNTYPE_TXUSER_PHASE0 as Initiator
For all messages that are received in this connection type, the resource manager MUST process the message as specified in section 3.1. The resource manager MUST additionally follow the processing rules as specified in the following sections.
[bookmark: section_6ffc536e29194de68b68eb46a5bc402e][bookmark: _Toc492420388]Receiving a TXUSER_PHASE0_MTAG_CREATED Message
When the resource manager receives a TXUSER_PHASE0_MTAG_CREATED message, the resource manager MUST perform the following actions:
· If the connection state is Awaiting Create Response:
· Set the connection state to Active.
· Return a success result to the higher-layer business logic.
· Add the connection to the connection list of the transaction object referenced by the connection.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_5c931f47438e44d6b029a64077ffde09][bookmark: _Toc492420389]Receiving a TXUSER_PHASE0_MTAG_CREATE_TX_NOT_FOUND or TXUSER_PHASE0_MTAG_CREATE_TOO_LATE Message
When the resource manager receives either the TXUSER_PHASE0_MTAG_CREATE_TOO_LATE or TXUSER_PHASE0_MTAG_CREATE_TX_NOT_FOUND message, the resource manager MUST perform the following actions:
· If the connection state is Awaiting Create Response: 
· Return a failure result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_fc37ce827648431584b1f524169ebba2][bookmark: _Toc492420390]Receiving a TXUSER_PHASE0_MTAG_PHASE0REQ Message
When the resource manager receives a TXUSER_PHASE0_MTAG_PHASE0REQ message, the resource manager MUST perform the following actions: 
· If the connection state is Active: 
· Set the connection state to Processing Phase Zero Request.
· Send a Phase Zero request to the higher-layer business logic so that the resource manager can receive the Phase Zero outcome from the higher-layer business logic via the Phase Zero Request Completed (section 3.5.4.8) event.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_b1526c44695c4852a6888b3bbbc51cdb][bookmark: _Toc492420391]Receiving a TXUSER_PHASE0_MTAG_PHASE0REQ_ABORT Message
When the resource manager receives a TXUSER_PHASE0_MTAG_PHASE0REQ_ABORT message, the resource manager MUST perform the following actions: 
· If the connection state is Active: 
· Send a Transaction Aborted notification to the higher-layer business logic.
· Set the connection state to Ended. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_0d73e9b385c54ccd95f0ea73a6723e95][bookmark: _Toc492420392]Connection Disconnected
When a CONNTYPE_TXUSER_PHASE0 (section 2.2.10.2.1) connection is disconnected, the resource manager MUST perform the following actions:
· If the connection state is Awaiting Create Response:
· Return a failure result to the higher-layer business logic.
· Otherwise, if the connection state is Active or Processing Phase Zero Request: 
·  Send a Transaction Aborted notification to the higher-layer business logic. 
· Otherwise, the event MUST be processed as specified in section 3.1.8.3. 
[bookmark: section_651a4182542544518103b8994eed273f][bookmark: _Toc492420393]CONNTYPE_TXUSER_ENLISTMENT as Initiator
For all messages that are received in this connection type, the resource manager MUST process the message as specified in section 3.1. The resource manager MUST additionally follow the processing rules as specified in the following sections.
[bookmark: section_85f9b6cf78f1429eb5f9dc6439371bef][bookmark: _Toc492420394]Receiving a TXUSER_ENLISTMENT_MTAG_ENLISTED Message
When the resource manager receives a TXUSER_ENLISTMENT_MTAG_ENLISTED message, the resource manager MUST perform the following actions:
· If the connection state is Awaiting Enlistment Response:
· Set the connection state to Active.
· Return a success result to the higher-layer business logic.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_b65bb83b84564d43aec15c0ef3a4dfc2][bookmark: _Toc492420395]Receiving a TXUSER_ENLISTMENT_MTAG_ENLIST_TX_NOT_FOUND, TXUSER_ENLISTMENT_MTAG_ENLIST_TOO_LATE, TXUSER_ENLISTMENT_MTAG_ENLIST_LOG_FULL, or TXUSER_ENLISTMENT_MTAG_ENLIST_TOO_MANY Message
When the resource manager receives a TXUSER_ENLISTMENT_MTAG_ENLIST_TX_NOT_FOUND, TXUSER_ENLISTMENT_MTAG_ENLIST_TOO_LATE, TXUSER_ENLISTMENT_MTAG_ENLIST_LOG_FULL, or TXUSER_ENLISTMENT_MTAG_ENLIST_TOO_MANY message, the resource manager MUST perform the following actions:
· If the connection state is Awaiting Enlistment Response:
· Return a failure result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_e9c2fe07a9704aa88436764643e6b4df][bookmark: _Toc492420396]Receiving a TXUSER_ENLISTMENT_MTAG_PREPAREREQ Message
When the resource manager receives a TXUSER_ENLISTMENT_MTAG_PREPAREREQ message, the resource manager MUST perform the following actions: 
·  If the connection state is Active: 
· If the fSinglePhase field of the message is nonzero: 
· Set the connection state to Single-Phase Committing.
· Send a Single-Phase Commit request to the higher-layer business logic.
· Otherwise: 
· Set the connection state to Preparing For Transaction Commit. 
· Send a Prepare request to the higher-layer business logic.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_9b1aae55c3464e01bc12d9fd4a7b7166][bookmark: _Toc492420397]Receiving a TXUSER_ENLISTMENT_MTAG_COMMITREQ Message
 When the resource manager receives a TXUSER_ENLISTMENT_MTAG_COMMITREQ message, the resource manager MUST perform the following actions: 
· If the connection state is Awaiting Transaction Outcome: 
· Set the connection state to Finalizing Commit Operations. 
· Send a Commit Request to the higher-layer business logic.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_0904ffc428c24898aee159c3523f8e79][bookmark: _Toc492420398]Receiving a TXUSER_ENLISTMENT_MTAG_ABORTREQ Message
When the resource manager receives a TXUSER_ENLISTMENT_MTAG_ABORTREQ message, the resource manager MUST perform the following actions:
· If the connection state is Active:
· Send an Abort request to the higher-layer business logic.
· Set the connection state to Finalizing Abort Operations.
· Otherwise, if the connection state is Awaiting Transaction Outcome:
· Remove the transaction object referenced by the connection from the Resource Manager.Durable Log.
· Send an Abort request to the higher-layer business logic.
· Set the connection state to Finalizing Abort Operations.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_497d85f2c05641c2bbe3d35841966352][bookmark: _Toc492420399]Connection Disconnected
When a CONNTYPE_TXUSER_ENLISTMENT (section 2.2.10.2.2) connection is disconnected, the resource manager MUST perform the following actions: 
· If the connection state is either Awaiting Enlistment Response, Active, or Preparing For Transaction Commit: 
· Send an Abort request to the higher-layer business logic. 
· Otherwise, the event MUST be processed as specified in section 3.1.8.3.
[bookmark: section_81714f42601441bb9c94beeabc91ad29][bookmark: _Toc492420400]Transaction Recovery
[bookmark: section_d957d642015e499cbe71c84edcf2b978][bookmark: _Toc492420401]CONNTYPE_TXUSER_REENLIST as Initiator
For all messages that are received in this connection type, the resource manager MUST process the message as specified in section 3.1. The resource manager MUST additionally follow the processing rules as specified in the following sections. 
[bookmark: section_1e5420932e36418fbf296c8f6a598081][bookmark: _Toc492420402]Receiving a TXUSER_REENLIST_MTAG_REENLIST_COMMITTED Message
When the resource manager receives a TXUSER_REENLIST_MTAG_REENLIST_COMMITTED message, the resource manager MUST perform the following actions: 
· If the connection state is Awaiting Reenlist Response: 
· Send a Commit request to the higher-layer business logic for the transaction object referenced by the Transaction field of the receiving connection.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_035b8ffcbc5d4fdcae898493ff0ddc10][bookmark: _Toc492420403]Receiving a TXUSER_REENLIST_MTAG_REENLIST_ABORTED Message
When the resource manager receives a TXUSER_REENLIST_MTAG_REENLIST_ABORTED message, the resource manager MUST perform the following actions: 
· If the connection state is Awaiting Reenlist Response:
· Send an Abort request to the higher-layer business logic. 
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_3ed93420d8ea4471aeb3a845b125ac21][bookmark: _Toc492420404]Receiving a TXUSER_REENLIST_MTAG_REENLIST_TIMEOUT Message
When the resource manager receives a TXUSER_REENLIST_MTAG_REENLIST_TIMEOUT message, the resource manager MUST perform the following actions: 
· If the connection state is Awaiting Reenlist Response:
· Signal the Reenlistment Timeout event with the transaction object referenced by this connection.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_95b84b1f52674f7d822581dda0d437df][bookmark: _Toc492420405]Connection Disconnected
When a CONNTYPE_TXUSER_REENLIST (section 2.2.10.3.1) connection is disconnected, the resource manager MUST perform the following actions:
· If the connection state is Awaiting Reenlistment Response:
· Return a failure result to the higher-layer business logic. 
· Otherwise, the event MUST be processed as specified in section 3.1.8.3.
[bookmark: section_b868ba7e16674b1691f6513a6842154f][bookmark: _Toc492420406]Voting
[bookmark: section_0477887f9f8c43598100129c7610373c][bookmark: _Toc492420407]CONNTYPE_TXUSER_VOTER as Initiator
 For all messages that are received in this connection type, the resource manager MUST process the message as specified in section 3.1. The resource manager MUST additionally follow the processing rules as specified in the following sections. 
[bookmark: section_2ce0afed30284210b363066e28ffe52a][bookmark: _Toc492420408]Receiving a TXUSER_VOTER_MTAG_CREATED Message
When the resource manager receives a TXUSER_VOTER_MTAG_CREATED message, the resource manager MUST perform the following actions: 
· If the connection state is Awaiting Creation Response: 
· Return a success result to the higher-layer business logic.
· Set the connection state to Active. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_86eb0c2a69cd4b8c967f7c5bedfc70a6][bookmark: _Toc492420409]Receiving a TXUSER_VOTER_MTAG_CREATE_TX_NOT_FOUND or TXUSER_VOTER_MTAG_CREATE_TOO_LATE Message
When the resource manager receives either a TXUSER_VOTER_MTAG_CREATE_TX_NOT_FOUND or TXUSER_VOTER_MTAG_CREATE_TOO_LATE message, the resource manager MUST perform the following actions: 
· If the connection state is Awaiting Creation Response: 
· Return a failure result to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_e53d7b775dcc46ffb6d7fd9a67d79f70][bookmark: _Toc492420410]Receiving a TXUSER_VOTER_MTAG_VOTEREQ Message
When the resource manager receives a TXUSER_VOTER_MTAG_VOTEREQ message, the resource manager MUST perform the following actions: 
· If the connection state is Active: 
· Send a Vote request to the higher-layer business logic. 
· Set the connection state to Performing Transaction Operations.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_bb203f25bf90406a9d70dc2d724193a9][bookmark: _Toc492420411]Receiving a TXUSER_STATUS_MTAG_COMMITTED Message
When the resource manager receives a TXUSER_STATUS_MTAG_COMMITTED message, the resource manager MUST perform the following actions: 
· If the connection state is Awaiting Outcome: 
· Send a Transaction Committed notification to the higher-layer business logic. 
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_811a8b038c0a43e5b65d1aa82845136d][bookmark: _Toc492420412]Receiving a TXUSER_STATUS_MTAG_ABORTED Message
When the resource manager receives a TXUSER_STATUS_MTAG_ABORTED message, the resource manager MUST perform the following actions: 
· If the connection state is Active or Awaiting Outcome:
· Send a Transaction Aborted notification to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_565376d7493f41c0902b648509bf515e][bookmark: _Toc492420413]Receiving a TXUSER_STATUS_MTAG_INDOUBT Message
When the resource manager receives a TXUSER_STATUS_MTAG_INDOUBT message, the resource manager MUST perform the following actions: 
· If the connection state is Awaiting Outcome: 
· Send a Transaction In Doubt notification to the higher-layer business logic.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_85a6db8a56bf450aa478632e7576b03c][bookmark: _Toc492420414]Connection Disconnected
When a CONNTYPE_TXUSER_VOTER (section 2.2.10.4.1) connection is disconnected, the resource manager MUST perform the following actions: 
· If the connection state is Awaiting Creation Response: 
· Return a failure result to the higher-layer business logic.
· Otherwise, if the connection state is Awaiting Outcome:
· Send a Transaction In Doubt notification to the higher-layer business logic.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3. 
[bookmark: section_bcfbacec29f64d909ca5ae2be484bbdc][bookmark: _Toc492420415]Timer Events
No timer events.
[bookmark: section_174d60b162c541c481687cb1e8dc0a3b][bookmark: _Toc492420416]Other Local Events
The resource manager MUST be prepared to process the local events that appear in this section.
[bookmark: section_f7fe2103e8034953aaf12ef45dbdf55e][bookmark: _Toc492420417]Recover Transaction
The Recover Transaction event MUST be signaled with the following arguments:
·  A transaction object.
If the Recover Transaction event is signaled, the resource manager MUST perform the following steps:
·  Initiate a new CONNTYPE_TXUSER_REENLIST (section 2.2.10.3.1) connection to the transaction manager, using the Transaction Manager Name field of the resource manager.
· Set the Transaction field of the connection object to the provided transaction object.
· Add the connection to the reenlistment list of the resource manager.
· Add the connection to the connection list of the transaction object.
· Send a TXUSER_REENLIST_MTAG_REENLIST (section 2.2.10.3.1.1) message using the connection:
· Set the guidTx field to the Transaction Object.Identifier field of the transaction.
· Set the ulTimeout field to the Reenlistment Timeout field of the resource manager.
· Set the guidRm field to the Resource Manager.Identifier field of the resource manager.
· Set the connection state to Awaiting Reenlist Response.
[bookmark: section_e80918cc8be841aa958050f3f958811b][bookmark: _Toc492420418]Recover Transactions
If the Recover Transactions event is signaled, the resource manager MUST perform the following steps:
· If the Resource Manager.Durable Log of the resource manager is empty:
· Signal the Reenlistment Complete (section 3.5.7.3) event on the resource manager.
· Otherwise, for each transaction object in the Resource Manager.Durable Log:
· Signal the Recover Transaction (section 3.5.7.1) event on the resource manager with the transaction object.
[bookmark: section_4b60d574a6de48c7921c3b19e3a77bfb][bookmark: _Toc492420419]Reenlistment Complete
If the Reenlistment Complete event is signaled, the resource manager MUST perform the following actions:
· Send a TXUSER_RESOURCEMANAGER_MTAG_REENLISTMENTCOMPLETE message using the connection that is referenced by the Resource Manager.Connection field of the resource manager. 
· Set the connection state to Awaiting Completion Confirmation.
[bookmark: section_7140564f9d474c0e8d5b63246b3cc609][bookmark: _Toc492420420]Transaction Manager Down
When the Transaction Manager Down event is signaled, the resource manager MUST perform the following steps: 
· Inform the higher-layer business logic that the transaction manager has disconnected. 
· The higher-layer business requests that the resource manager reregister with the transaction manager. The timing of the request is implementation-specific.
[bookmark: section_8f4e759c0a6b485abe2250348ae840d3][bookmark: _Toc492420421]Reenlistment Timeout
The Reenlistment Timeout event MUST be signaled with the following arguments:
· A transaction object.
When the Reenlistment Timeout event is signaled, the resource manager MUST perform the following steps:
· Inform the higher-layer business logic that the reenlistment has timed out for the transaction object.
· The higher-layer business MUST request that the resource manager reregister with the transaction manager. The timing of the request is implementation-specific.
[bookmark: section_67e057ef88114df08c70072ae9c07de2][bookmark: _Toc492420422]Transaction Manager Communicating with Resource Manager Facet Details
[bookmark: section_d5a0a1f4b378439b813c1a639e12dc08][bookmark: _Toc492420423]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model if their external behavior is consistent with the behavior that is described in this document.
Note that the abstract data model can be implemented in a variety of ways. This protocol does not prescribe or advocate any specific implementation technique.
The transaction manager communicating with a resource manager facet MUST maintain all the data elements as specified in sections 3.1.1 and 3.2.1. 
The transaction manager communicating with a resource manager facet MUST additionally maintain the following data elements:
· Active Resource Manager Table: A table of entries to resource manager objects, keyed by resource manager identifier.
· Failed to Notify List: A list of Enlistment objects representing remote resource managers that have not yet acknowledged the Commit outcome of a transaction.
A resource manager object MUST contain the following data structures:
· Resource Manager Object.Identifier: Specifies the resource manager identifier.
· Session Identifier: A GUID that specifies the resource manager session identifier.
· Resource Manager Object.Connection: The CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL (section 2.2.10.1.2) or CONNTYPE_TXUSER_RESOURCEMANAGER (section 2.2.10.1.1) connection object that is associated with the resource manager.
Enlistment objects that are created by the transaction manager communicating with a resource manager facet MUST provide the following properties as specified in section 3.1.1:
· Name: The resource manager identifier field of the Enlistment object, formatted as a string as specified in [C706] Appendix A.
· Enlistment Object.Identifier: An empty string.
The transaction manager communicating with a resource manager MUST provide the states as specified in the following sections for its supported connection types. Section 2.2.1.1.3 defines the connection types that a transaction manager communicating with a resource manager MUST provide for each supported protocol version.
[bookmark: section_f2b68df7fdc2439cab7d7f71ba37e1d2][bookmark: _Toc492420424]CONNTYPE_TXUSER_RESOURCEMANAGER Acceptor States
The transaction manager communicating with a resource manager MUST act as an acceptor for the CONNTYPE_TXUSER_RESOURCEMANAGER (section 2.2.10.1.1) connection type. In this role, the transaction manager communicating with a resource manager MUST provide support for the following states:
· Idle (section 3.6.1.1.1)
· Creating (section 3.6.1.1.2)
· Reenlisting (section 3.6.1.1.3)
· Active (section 3.6.1.1.4)
· Ended (section 3.6.1.1.5)
The following figure shows the relationship between the CONNTYPE_TXUSER_RESOURCEMANAGER (section 2.2.10.1.1) acceptor states.
[image: CONNTYPE_TXUSER_RESOURCEMANAGER acceptor states]
Figure 50: CONNTYPE_TXUSER_RESOURCEMANAGER acceptor states
[bookmark: section_ccc2342d274f4b8fbf492b1500ffa972][bookmark: _Toc492420425]Idle
The Idle state is the initial state. The following event is processed in this state:
· Receiving a TXUSER_RESOURCEMANAGER_MTAG_CREATE Message (section 3.6.5.1.1.1)
[bookmark: section_24cb17311e34477b8a52d8e0387cbb8e][bookmark: _Toc492420426]Creating
The following event is processed in the Creating state:
· Create Resource Manager (section 3.6.7.9)
[bookmark: section_b18af501a3ea42ed8a3cc4959ef6a9c7][bookmark: _Toc492420427]Reenlisting
The following events are processed in the Reenlisting state:
· Receiving a TXUSER_RESOURCEMANAGER_MTAG_REENLISTMENTCOMPLETE Message (section 3.6.5.1.1.2)
· Connection Disconnected (section 3.6.5.1.1.3)
[bookmark: section_8e1bad2e6dea4909b2f83ebfa96173a3][bookmark: _Toc492420428]Active
The following event is processed in the Active state:
· Reenlist Complete (section 3.6.7.15)
[bookmark: section_2f5b62a83d4c4e5eb89035666d4114b5][bookmark: _Toc492420429]Ended
The final state is the Ended state.
[bookmark: section_693dd70ff1c947ff8b0faf3f9f8d0728][bookmark: _Toc492420430]CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL Acceptor States
The transaction manager communicating with a resource manager MUST act as an acceptor for the CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL (section 2.2.10.1.2) connection type. In this role, the transaction manager communicating with a resource manager MUST provide support for the following states:
· Idle (section 3.6.1.2.1)
· Creating (section 3.6.1.2.2)
· Reenlisting (section 3.6.1.2.3)
· Active (section 3.6.1.2.4)
· Ended (section 3.6.1.2.5)
The following figure shows the relationship between the CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL (section 2.2.10.1.2) acceptor states.
[image: CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL acceptor states]
Figure 51: CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL acceptor states
[bookmark: section_dad6f8344b9345e98851334cb454a4af][bookmark: _Toc492420431]Idle
This is the initial state. The following event is processed in this state:
· Receiving a TXUSER_RESOURCEMANAGER_MTAG_CREATE Message (section 3.6.5.1.2.1)
[bookmark: section_fafd930fce1b41299cdb4ba3fa0fd281][bookmark: _Toc492420432]Creating
The following event is processed in this state:
· Create Resource Manager (section 3.6.7.9)
[bookmark: section_356a37edf85c4b4a814477c548385dad][bookmark: _Toc492420433]Reenlisting
The following events are processed in this state:
· Receiving a TXUSER_RESOURCEMANAGER_MTAG_REENLISTMENTCOMPLETE Message (section 3.6.5.1.2.2)
· Create Resource Manager (section 3.6.7.9)
· Connection Disconnected (section 3.6.5.1.2.3)
[bookmark: section_569914ff806a4978868c496b8644e3ef][bookmark: _Toc492420434]Active
The following events are processed in this state:
· Reenlist Complete (section 3.6.7.15)
· Create Resource Manager (section 3.6.7.9)
[bookmark: section_0303ca4defa3483ca1afaedcce0f1f79][bookmark: _Toc492420435]Ended
This is the final state.
[bookmark: section_7497a9d477654cc398e570a1d363ca9a][bookmark: _Toc492420436]CONNTYPE_TXUSER_PHASE0 Acceptor States
The transaction manager communicating with a resource manager MUST act as an acceptor for the CONNTYPE_TXUSER_PHASE0 (section 2.2.10.2.1) connection type. In this role, the transaction manager communicating with a resource manager MUST provide support for the following states:
· Idle (section 3.6.1.3.1)
· Awaiting Create Response (section 3.6.1.3.2)
· Active (section 3.6.1.3.3)
· Awaiting Phase Zero Response (section 3.6.1.3.4)
· Ended (section 3.6.1.3.5)
The following figure shows the relationship between the CONNTYPE_TXUSER_PHASE0 (section 2.2.10.2.1) acceptor states.
[image: CONNTYPE_TXUSER_PHASE0 acceptor states]
Figure 52: CONNTYPE_TXUSER_PHASE0 acceptor states
[bookmark: section_fdadef7d88784b3ea10b309322d7a6c5][bookmark: _Toc492420437]Idle
This is the initial state. The following event us processed in this state:
· Receiving a TXUSER_PHASE0_MTAG_CREATE Message (section 3.6.5.2.1.1)
[bookmark: section_e321f9e2efe54912b3f7a891744b0523][bookmark: _Toc492420438]Awaiting Create Response
The following events are processed in this state:
· Create Phase Zero Enlistment Success (section 3.6.7.8)
· Create Phase Zero Enlistment Failure (section 3.6.7.7)
[bookmark: section_e5295dc26e314bf78d301fa421de4136][bookmark: _Toc492420439]Active
The following events are processed in this state:
· Begin Phase Zero (section 3.6.7.4)
· Phase Zero Aborted (section 3.6.7.14)
· Receiving a TXUSER_PHASE0_MTAG_UNENLIST Message (section 3.6.5.2.1.3)
[bookmark: section_a2bd076252d64cd8b618ac4b81ef9821][bookmark: _Toc492420440]Awaiting Phase Zero Response
The following events are processed in this state:
· Receiving a TXUSER_PHASE0_MTAG_PHASE0REQDONE Message (section 3.6.5.2.1.2)
· Receiving a TXUSER_PHASE0_MTAG_UNENLIST Message (section 3.6.5.2.1.3)
[bookmark: section_7533c6dd7f7945028027e1cea9ac93df][bookmark: _Toc492420441]Ended
This is the final state.
[bookmark: section_c51e7a135db7451f8668fb9220907aff][bookmark: _Toc492420442]CONNTYPE_TXUSER_ENLISTMENT Acceptor States
The transaction manager communicating with a resource manager MUST act as an acceptor for the CONNTYPE_TXUSER_ENLISTMENT (section 2.2.10.2.2) connection type. In this role, the transaction manager communicating with a resource manager MUST provide support for the following states:
· Idle (section 3.6.1.4.1)
· Processing Enlistment Request (section 3.6.1.4.2)
· Active (section 3.6.1.4.3)
· Awaiting Single Phase Commit Response (section 3.6.1.4.4)
· Awaiting Prepare Response (section 3.6.1.4.5)
· Awaiting Prepare Response Aborted (section 3.6.1.4.6)
· Prepared (section 3.6.1.4.7)
· Awaiting Commit Response (section 3.6.1.4.8)
· Awaiting Abort Response (section 3.6.1.4.9)
· Ended (section 3.6.1.4.10)
The following figure shows the relationship between the CONNTYPE_TXUSER_ENLISTMENT (section 2.2.10.2.2) acceptor states.
[image: CONNTYPE_TXUSER_ENLISTMENT acceptor states (processing enlistment request)]
Figure 53: CONNTYPE_TXUSER_ENLISTMENT acceptor states (processing enlistment request)
[image: CONNTYPE_TXUSER_ENLISTMENT acceptor states (active)]
Figure 54: CONNTYPE_TXUSER_ENLISTMENT acceptor states (active)
[bookmark: section_7fd8e8e18514434cbaebd0c96bde1161][bookmark: _Toc492420443]Idle
This is the initial state. The following event is processed in this state:
· Receiving a TXUSER_ENLISTMENT_MTAG_ENLIST Message (section 3.6.5.2.2.1)
· Begin Rollback (section 3.6.7.5)
[bookmark: section_b3f5df8d1b5d4aeb8cac937818a7d076][bookmark: _Toc492420444]Processing Enlistment Request
The following events are processed in this state:
· Create Subordinate Enlistment Success (section 3.6.7.11)
· Create Subordinate Enlistment Failure (section 3.6.7.10)
[bookmark: section_37cd1673248a492db1caf5df6a822553][bookmark: _Toc492420445]Active
The following events are processed in this state:
· Begin Phase One (section 3.6.7.3)
· Begin Rollback (section 3.6.7.5)
[bookmark: section_18a4672935a9453e929675d1032a65ac][bookmark: _Toc492420446]Awaiting Single-Phase Commit Response
The following event is processed in this state:
· Receiving a TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE Message (section 3.6.5.2.2.2)
[bookmark: section_97189232c34147f6aad3a854b16491a0][bookmark: _Toc492420447]Awaiting Prepare Response
The following events are processed in this state:
· Receiving a TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE Message (section 3.6.5.2.2.2)
· Begin Rollback (section 3.6.7.5)
[bookmark: section_ed1f893fc619434591f7d17553dcf7a1][bookmark: _Toc492420448]Awaiting Prepare Response Aborted
The following event is processed in this state:
· Receiving a TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE Message (section 3.6.5.2.2.2)
[bookmark: section_74c81ee7955d4cc1b633ebc6a5c4da01][bookmark: _Toc492420449]Prepared
The following events are processed in this state:
· Begin Commit (section 3.6.7.1)
· Begin Rollback (section 3.6.7.5)
[bookmark: section_4118ce89ce6447b89c8e669ad8325ede][bookmark: _Toc492420450]Awaiting Commit Response
The following event is processed in this state:
· Receiving a TXUSER_ENLISTMENT_MTAG_COMMITREQDONE Message (section 3.6.5.2.2.3)
[bookmark: section_fed97e486fec43588c681c6da8a897f1][bookmark: _Toc492420451]Awaiting Abort Response
The following event is processed in this state:
· Receiving a TXUSER_ENLISTMENT_MTAG_ABORTREQDONE Message (section 3.6.5.2.2.4)
[bookmark: section_5cc096f68969485281ed8fc86dcdd052][bookmark: _Toc492420452]Ended
This is the final state.
[bookmark: section_67d87a2cb317482889ce0fe3ad932b66][bookmark: _Toc492420453]CONNTYPE_TXUSER_REENLIST Acceptor States
The transaction manager communicating with a resource manager MUST act as an acceptor for the CONNTYPE_TXUSER_REENLIST (section 2.2.10.3.1) connection type. In this role, the transaction manager communicating with a resource manager MUST provide support for the following states:
· Idle (section 3.6.1.5.1)
· Processing Reenlist Request (section 3.6.1.5.2)
· Ended (section 3.6.1.5.3)
The following figure shows the relationship between the CONNTYPE_TXUSER_REENLIST (section 2.2.10.3.1) acceptor states.
[image: CONNTYPE_TXUSER_REENLIST acceptor states]
Figure 55: CONNTYPE_TXUSER_REENLIST acceptor states
[bookmark: section_864d31f093d54b07b5370355f853a227][bookmark: _Toc492420454]Idle
This is the initial state. The following event is processed in this state:
· Receiving a TXUSER_REENLIST_MTAG_REENLIST Message (section 3.6.5.3.1.1)
[bookmark: section_3197da9aae6141098bcada2abe583970][bookmark: _Toc492420455]Processing Reenlist Request
The following events are processed in this state:
· Begin Commit (section 3.6.7.1)
· Begin Rollback (section 3.6.7.5)
· Reenlist Timeout Timer (section 3.6.6.1)
[bookmark: section_0ac8dce3b1f446249533ef788dba3855][bookmark: _Toc492420456]Ended
This is the final state.
[bookmark: section_55ed4561d1cd4b619d6de4f866e92060][bookmark: _Toc492420457]CONNTYPE_TXUSER_VOTER Acceptor States
The transaction manager communicating with a resource manager MUST act as an acceptor for the CONNTYPE_TXUSER_VOTER (section 2.2.10.4.1) connection type. In this role, the transaction manager communicating with a resource manager MUST provide support for the following states:
· Idle (section 3.6.1.6.1)
· Create Voter (section 3.6.1.6.2)
· Active (section 3.6.1.6.3)
· Awaiting Voter Response (section 3.6.1.6.4)
· Awaiting Outcome (section 3.6.1.6.5)
· Ended (section 3.6.1.6.6)
The following figure shows the relationship between the CONNTYPE_TXUSER_VOTER (section 2.2.10.4.1) acceptor states.
[image: CONNTYPE_TXUSER_VOTER acceptor states]
Figure 56: CONNTYPE_TXUSER_VOTER acceptor states
[bookmark: section_a91613fcbe564703898259621d75099d][bookmark: _Toc492420458]Idle
This is the initial state. The following event is processed in this state:
· Receiving a TXUSER_VOTER_MTAG_CREATE Message (section 3.6.5.4.1.1)
[bookmark: section_d3be1782fdb44abe83e9137d436f9846][bookmark: _Toc492420459]Create Voter
The following events are processed in this state:
· Create Voter Enlistment Success (section 3.6.7.13)
· Create Voter Enlistment Failure (section 3.6.7.12)
[bookmark: section_e01faa511eb8453c83ee0c985507acc0][bookmark: _Toc492420460]Active
The following events are processed in this state:
· Begin Voting (section 3.6.7.6)
· Begin Rollback (section 3.6.7.5)
[bookmark: section_0b33c7d74f7e46848f5df048b03ba6b0][bookmark: _Toc492420461]Awaiting Voter Response
The following event is processed in this state:
· Receiving a TXUSER_VOTER_MTAG_VOTERREQDONE Message (section 3.6.5.4.1.2)
[bookmark: section_70bbb57ac1734093a285e622fd162dbb][bookmark: _Toc492420462]Awaiting Outcome
The following events are processed in this state:
· Begin Commit (section 3.6.7.1)
· Begin Rollback (section 3.6.7.5)
· Begin In Doubt (section 3.6.7.2)
[bookmark: section_c87fdea96fcb411281f6a71de152fd64][bookmark: _Toc492420463]Ended
This is the final state.
[bookmark: section_edf270d85d1f4703ae403fdb5367c67e][bookmark: _Toc492420464]Timers
The transaction manager communicating with a resource manager facet MUST provide the timer that is shown in the next section. 
[bookmark: section_84ae3b60ccdb483db5027fa94c8c76cb][bookmark: _Toc492420465]Reenlist Time-Out Timer
The timer MUST be set when the transaction manager communicating with a resource manager facet receives a TXUSER_REENLIST_MTAG_REENLIST (section 2.2.10.3.1.1) message on a CONNTYPE_TXUSER_REENLIST (section 2.2.10.3.1) connection. The timer MUST be canceled when the CONNTYPE_TXUSER_REENLIST connection is disconnected.
The timer has no default value. The initial value of the timer MUST be provided in the TXUSER_REENLIST_MTAG_REENLIST message. The minimum value of the timer MUST be zero, which means that the timer never generates a timer event. In this case, the Reenlist Time-Out Timer Event (section 3.6.6.1) is never signaled, and the timeout reply message triggered by this event is never sent.
When the timer is initialized, the transaction manager communicating with a resource manager facet MUST provide an Enlistment object to associate with the timer. When the timer expires, the same Enlistment object MUST be provided with the timer notification. The transaction manager communicating with a resource manager facet MUST provide a distinct Reenlist Timeout timer instance for each CONNTYPE_TXUSER_REENLIST connection.
[bookmark: section_0ff8a4b16c6b4fb1b6ff26630e3f2029][bookmark: _Toc492420466]Initialization
When the transaction manager communicating with a resource manager facet is initialized:
· The transaction manager communicating with a resource manager facet MUST examine the following security flags on the Core Transaction Manager Facet (section 1.3.3.3.1) and perform the following actions: 
· If either the Allow Network Access flag or the Allow Remote Clients flag is set to false:
· For the following connection types, the transaction manager communicating with a resource manager facet MUST refuse to accept incoming connections from remote machines as specified in [MS-CMP] section 3.1.5.5 with the rejection Reason set to 0x80070005.
· CONNTYPE_TXUSER_ENLISTMENT (section 2.2.10.2.2)
· CONNTYPE_TXUSER_RESOURCEMANAGER (section 2.2.10.1.1)
· CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL (section 2.2.10.1.2)
· CONNTYPE_TXUSER_REENLIST (section 2.2.10.3.1)
· CONNTYPE_TXUSER_VOTER (section 2.2.10.4.1)
· CONNTYPE_TXUSER_PHASE0 (section 2.2.10.2.1)
All data elements maintained by the transaction manager communicating with a resource manager facet are initialized to an empty value unless stated otherwise in this section or in the initialization sections of the facets the transaction manager communicating with a resource manager facet extends, as described in section 3.6.1.
[bookmark: section_0de9b6b526724574a093e3de84548b53][bookmark: _Toc492420467]Higher-Layer Triggered Events
None.
[bookmark: section_4efd24ac9f89465e8c9643db49cbd43b][bookmark: _Toc492420468]Processing Events and Sequencing Rules
[bookmark: section_dc997c407d6e41a788a5c22d53e3780d][bookmark: _Toc492420469]Resource Manager Registration
[bookmark: section_6f08e267d08443c08c3c8b3a0f9ff400][bookmark: _Toc492420470]CONNTYPE_TXUSER_RESOURCEMANAGER as Acceptor
For all messages that are received in this connection type, the transaction manager communicating with a resource manager facet MUST process the message as specified in section 3.1. The transaction manager communicating with a resource manager facet MUST additionally follow the processing rules as specified in the following sections.
[bookmark: section_57b373d476964b4ba13aae4260085aaf][bookmark: _Toc492420471]Receiving a TXUSER_RESOURCEMANAGER_MTAG_CREATE Message
When the transaction manager communicating with a resource manager facet receives a TXUSER_RESOURCEMANAGER_MTAG_CREATE (section 2.2.10.1.1.1) message, the transaction manager communicating with a resource manager facet MUST perform the following actions:
· If the connection state is Idle: 
· Set the connection state to Creating. 
· Create a resource manager object using the following values: 
· The guidRM field from the message as the resource manager identifier.
· The guidSession field from the message as the session identifier of the resource manager. 
· The current connection.
· Assign the resource manager object to the Connection-Specific Data field of the connection.
· Signal the Create Resource Manager (section 3.6.7.9) event on the transaction manager communicating with a resource manager facet with the resource manager object.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_7ee6be2a41cd49779569abd6a3e7510a][bookmark: _Toc492420472]Receiving a TXUSER_RESOURCEMANAGER_MTAG_REENLISTMENTCOMPLETE Message
When the transaction manager communicating with a resource manager facet receives a TXUSER_RESOURCEMANAGER_MTAG_REENLISTMENTCOMPLETE (section 2.2.10.1.1.3) message, the transaction manager communicating with a resource manager MUST perform the following actions:
· If the connection state is Reenlisting:
· Set the connection state to Active.
· Signal the Reenlist Complete (section 3.6.7.15) event on the transaction manager communicating with a resource manager facet with the resource manager object that is referenced by the Connection-Specific Data field of the connection. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_7d1450afa7c44a8d97704a36b6e4ec2c][bookmark: _Toc492420473]Connection Disconnected
When a CONNTYPE_TXUSER_RESOURCEMANAGER (section 2.2.10.1.1) connection is disconnected, the transaction manager communicating with a resource manager facet MUST: 
· Set the connection state to Ended. 
· Signal the Resource Manager Down (section 3.6.7.16) event on the transaction manager communicating with a resource manager facet with the resource manager object referenced by the Connection-Specific Data field of the connection. 
[bookmark: section_204894b09afe4953a67001c6ff0dcd4d][bookmark: _Toc492420474]CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL as Acceptor
For all messages received in this connection type, the transaction manager communicating with a resource manager facet MUST process the message as specified in section 3.1. The transaction manager communicating with a resource manager facet MUST additionally follow the processing rules as specified in the following sections.
[bookmark: section_b5809a29dce54b6497535984752803e6][bookmark: _Toc492420475]Receiving a TXUSER_RESOURCEMANAGER_MTAG_CREATE Message
When the transaction manager communicating with a resource manager facet receives a TXUSER_RESOURCEMANAGER_MTAG_CREATE message, the transaction manager communicating with a resource manager facet MUST perform the following actions:
· If the connection state is Idle: 
· Set the connection state to Creating.
· Create a resource manager object using the following values: 
· The guidRM field from the message as the resource manager identifier.
· The guidSession field from the message as the session identifier of the resource manager.
· This connection. 
· Assign the resource manager object to the Connection-Specific Data field of the connection.
· Signal the Create Resource Manager (section 3.6.7.9) event on the transaction manager communicating with a resource manager facet with the resource manager object.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_1685627f4b5b44ab8c3789a6a045e1a1][bookmark: _Toc492420476]Receiving a TXUSER_RESOURCEMANAGER_MTAG_REENLISTMENTCOMPLETE Message
When the transaction manager communicating with a resource manager facet receives a TXUSER_RESOURCEMANAGER_MTAG_REENLISTMENTCOMPLETE (section 2.2.10.1.1.3) message, the transaction manager communicating with a resource manager facet MUST perform the following actions: 
·  If the connection state is Reenlisting: 
· Set the connection state to Active.
· Signal the Reenlist Complete (section 3.6.7.15) event on the transaction manager communicating with a resource manager facet with the resource manager object that is referenced by the Connection-Specific Data field of the connection.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_0d2a3439a2d4477581c745a52f0d7d24][bookmark: _Toc492420477]Connection Disconnected
When a CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL (section 2.2.10.1.2)connection is disconnected, the transaction manager communicating with a resource manager facet MUST:
· Set the connection state to Ended.
· Signal the Resource Manager Down (section 3.6.7.16) event on the transaction manager communicating with a resource manager facet with the resource manager object referenced by the Connection-Specific Data field of the connection.
[bookmark: section_6ac013e5725649ad8e80b6ad9373e165][bookmark: _Toc492420478]Transaction Coordination
[bookmark: section_110ea6c9faf64c069b3820aa1c6860fc][bookmark: _Toc492420479]CONNTYPE_TXUSER_PHASE0 as Acceptor
For all messages received in this connection type, the transaction manager communicating with a resource manager facet MUST process the message as specified in section 3.1. The transaction manager communicating with a resource manager facet MUST additionally follow the processing rules as specified in the following sections. 
[bookmark: section_bbf1286c3c364227acf597dd565e8923][bookmark: _Toc492420480]Receiving a TXUSER_PHASE0_MTAG_CREATE Message
When the transaction manager receives a TXUSER_PHASE0_MTAG_CREATE message, the transaction manager communicating with a resource manager facet MUST perform the following actions:
· If the connection state is Idle: 
· Set the connection state to Awaiting Create Response (section 3.6.1.3.2).
· Find the transaction object in the transaction table of the transaction manager using the guidTx field from the message. 
· If the transaction is not found: 
· Send a TXUSER_PHASE0_MTAG_CREATE_TX_NOT_FOUND message using the connection.
· Set the connection state to Ended.
· Otherwise:
· Create a new Enlistment object with the following values:
· The transaction manager communicating with a resource manager facet
· The transaction object
· The connection
· Set the Resource Manager Identifier field of the Enlistment object to a NULL GUID.
· Assign the new Enlistment object to the enlistment field of the connection.
· Signal the Create Phase Zero Enlistment event on the Core Transaction Manager Facet with the Enlistment object.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_c67052cb7d184e5cb02f79a59aa69e7d][bookmark: _Toc492420481]Receiving a TXUSER_PHASE0_MTAG_PHASE0REQDONE Message
When the transaction manager receives a TXUSER_PHASE0_MTAG_PHASE0REQDONE message, the transaction manager MUST perform the following actions: 
· If the connection state is Awaiting Phase Zero Response: 
· Signal the Enlistment Phase Zero Complete event on the Core Transaction Manager Facet with the following arguments: 
· The Enlistment object that is referenced by this connection. 
· The completed outcome value
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_a78f9c9e33634056bcab276352e7de2d][bookmark: _Toc492420482]Receiving a TXUSER_PHASE0_MTAG_UNENLIST Message
When the transaction manager receives a TXUSER_PHASE0_MTAG_UNENLIST (section 2.2.10.2.1.8) message, the transaction manager MUST perform the following actions: 
·  If the connection state is Active: 
·  Signal the Unenlist Phase Zero Enlistment (section 3.2.7.34) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the Enlistment object that is referenced by this connection.
· Set the connection state to Ended.
· If the connection state is Awaiting Phase Zero Response: 
· Signal the Enlistment Phase Zero Complete (section 3.2.7.17) event on the Core Transaction Manager Facet with the following arguments:
· The Enlistment object that is referenced by this connection.
· The completed outcome value.
·  Set the connection state to Ended.
·  Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_970d552179df44b7a597b0e0f1812294][bookmark: _Toc492420483]Connection Disconnected
When a CONNTYPE_TXUSER_PHASE0 (section 2.2.10.2.1) connection is disconnected, the transaction manager communicating with a resource manager facet MUST perform the following actions: 
· If the connection state is Awaiting Phase Zero Response:
· Signal the Enlistment Phase Zero Complete (section 3.2.7.17) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the following arguments: 
· The Enlistment object that is referenced by this connection.
· The aborted outcome value. 
· Otherwise, if the connection state is Active (section 3.6.1.3.3): 
· Signal the Enlistment Unilaterally Aborted (section 3.2.7.19) event on the Core Transaction Manager Facet with the Enlistment object that is referenced by this connection. 
· Finally, in all cases, the event MUST be processed as specified in section 3.1.8.3.
[bookmark: section_6e24361ae2b147cc92982bb1bf5d3b92][bookmark: _Toc492420484]CONNTYPE_TXUSER_ENLISTMENT as Acceptor
For all messages that are received in this connection type, the transaction manager MUST process the message as specified in section 3.1. The transaction manager MUST additionally follow the processing rules as specified in the following sections.
[bookmark: section_ed836bdf03aa46468a0ef782a2cdf75d][bookmark: _Toc492420485]Receiving a TXUSER_ENLISTMENT_MTAG_ENLIST Message
When the transaction manager receives a TXUSER_ENLISTMENT_MTAG_ENLIST message, the transaction manager MUST perform the following actions:
· If the connection state is Idle:
· Set the connection state to Processing Enlistment Request.
· Find the transaction object in the transaction table of the transaction manager using the guidTx field from the message.
· If the transaction is not found:
· Send a TXUSER_ENLIST_MTAG_ENLIST_TX_NOT_FOUND message using the connection.
· Set the connection state to Ended.
· Otherwise:
· Find the resource manager object in the transaction manager's Active Resource Manager table using the guidRm field from the message.
· If the resource manager is not found: 
·  Send a TXUSER_ENLIST_MTAG_ENLIST_TOO_LATE message using the connection.
· Set the connection state to Ended.
· Otherwise:
· Create a new Enlistment object with the following values:
· The transaction manager communicating with a resource manager facet
· The transaction object
· The connection
· The Resource Manager.Identifier field of the resource manager object
· Signal the Create Subordinate Enlistment event on the Core Transaction Manager Facet with the new enlistment object.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_6b81a97c41d5427cb3bf873e9aba01f9][bookmark: _Toc492420486]Receiving a TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE Message
When the transaction manager receives a TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE (section 2.2.10.2.2.12) message, the transaction manager MUST perform the following actions: 
· If the connection state is Awaiting Prepare Response Aborted: 
· If the prepareReqDone field of the message is TXUSER_ENLISTMENT_PREPAREREQDONE_OK:
· Send a TXUSER_ENLISTMENT_MTAG_ABORTREQ (section 2.2.10.2.2.1) message using the connection.
· Set the connection state to Awaiting Abort Response. 
· Otherwise, set the connection state to Ended.
· If the connection state is Awaiting Single Phase Commit Response:
· Signal the Enlistment Phase One Complete (section 3.2.7.16) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the following arguments: 
· The Enlistment object of the connection. 
· The Phase One outcome set to:
· Committed if the prepareReqDone field from the message is TXUSER_ENLISTMENT_PREPAREREQDONE_SINGLEPHASE_COMMIT.
· Aborted if the prepareReqDone field from the message is TXUSER_ENLISTMENT_PREPAREREQDONE_ABORT.
· Read Only if the prepareReqDone field from the message is TXUSER_ENLISTMENT_PREPAREREQDONE_READONLY. 
· Prepared if the prepareReqDone field from the message is TXUSER_ENLISTMENT_PREPAREREQDONE_OK. 
·  If the prepareReqDone field from the message is set to TXUSER_ENLISTMENT_PREPAREREQDONE_OK: 
· Set the connection state to Prepared.
· Otherwise: 
· Set the connection state to Ended.
· If the connection state is Awaiting Prepare Response:
· Signal the Enlistment Phase One Complete (section 3.2.7.16) event on the Core Transaction Manager Facet with the following arguments: 
· The Enlistment object of the connection.
· The Phase One outcome set to: 
· Aborted if the prepareReqDone field is TXUSER_ENLISTMENT_PREPAREREQDONE_ABORT.
· Read Only if the prepareReqDone field is TXUSER_ENLISTMENT_PREPAREREQDONE_READONLY.
·  Prepared if the prepareReqDone field is TXUSER_ENLISTMENT_PREPAREREQDONE_OK.
· If the prepareReqDone field from the message is set to TXUSER_ENLISTMENT_PREPAREREQDONE_OK: 
· Set the connection state to Prepared.
· Otherwise: 
· Set the connection state to Ended. 
·  If the connection state is Awaiting Abort Response: 
· Ignore the message.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_5a664fb39bbe4432a34db446bbf8c093][bookmark: _Toc492420487]Receiving a TXUSER_ENLISTMENT_MTAG_COMMITREQDONE Message
When the transaction manager receives a TXUSER_ENLISTMENT_MTAG_COMMITREQDONE (section 2.2.10.2.2.4) message, the transaction manager MUST perform the following action: 
· If the connection state is Awaiting Commit Response:
· Signal the Enlistment Commit Complete (section 3.2.7.15) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the Enlistment object of the connection.
· Set the connection state to Ended. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_1bae1019c97e45f3850d577b80a774a3][bookmark: _Toc492420488]Receiving a TXUSER_ENLISTMENT_MTAG_ABORTREQDONE Message
When the transaction manager receives a TXUSER_ENLISTMENT_MTAG_ABORTREQDONE message, the transaction manager MUST perform the following actions: 
· If the connection state is Awaiting Abort Response: 
· Signal the Enlistment Rollback Complete event on the Core Transaction Manager Facet with the Enlistment object of the connection.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_9b26f6c7e46e4f0d862f95c5e405c4f6][bookmark: _Toc492420489]Connection Disconnected
When a CONNTYPE_TXUSER_ENLISTMENT (section 2.2.10.2.2) connection is disconnected, the transaction manager MUST perform the following actions:
· If the connection state is either Processing Enlistment Request (section 3.6.1.4.2) or Active (section 3.6.1.4.3): 
· Signal the Enlistment Unilaterally Aborted (section 3.2.7.19) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the Enlistment object of the connection.
· Otherwise, if the connection state is Awaiting Prepare Response (section 3.6.1.4.5):
· Signal the  Enlistment Phase One Complete (section 3.2.7.16) event on the Core Transaction Manager Facet with the following arguments:
· The Enlistment object of the connection
· The aborted outcome
· Otherwise, if the connection state is Awaiting Single-Phase Commit Response (section 3.6.1.4.4): 
· Signal the Enlistment Phase One Complete event on the Core Transaction Manager Facet with the following arguments: 
· The Enlistment object of the connection
· The In Doubt (section 3.2.1.3.12) outcome
· Otherwise, if the connection state is Awaiting Commit Response (section 3.6.1.4.8), the transaction manager MUST perform the following action:
·  Add the Enlistment object of the connection to the Failed to Notify List of the transaction manager (section 3.6.1).
· Otherwise, if the connection state is Awaiting Abort Response (section 3.6.1.4.9):
· Signal the Enlistment Rollback Complete (section 3.2.7.18) event on the Core Transaction Manager Facet with the Enlistment object of the connection.
· Finally, in all cases, the event MUST be processed as specified in section 3.1.8.3.
[bookmark: section_51a558e2ae904ded83eac3a669abf2fb][bookmark: _Toc492420490]Transaction Recovery
[bookmark: section_151920dfe2ba4613bf5f56a545f4a7f1][bookmark: _Toc492420491]CONNTYPE_TXUSER_REENLIST as Acceptor
For all messages received in this connection type, the transaction manager communicating with a resource manager facet MUST process the message as specified in section 3.1. The transaction manager communicating with a resource manager facet MUST additionally follow the processing rules as specified in the following sections. 
[bookmark: section_d5774ad41a674677ba84504f7b8b267f][bookmark: _Toc492420492]Receiving a TXUSER_REENLIST_MTAG_REENLIST Message
When the transaction manager communicating with a resource manager facet receives a TXUSER_REENLIST_MTAG_REENLIST message, the transaction manager communicating with a resource manager facet MUST perform the following actions:
· If the connection state is Idle:
· Set the connection state to Processing Reenlist Request.
· Look up a resource manager object in the Active Resource Manager table, using the guidRm field from the message as the key.
· If the resource manager does not exist:
· Send a TXUSER_REENLIST_MTAG_REENLIST_ABORTED message using the connection.
· Set the connection state to Ended.
· Otherwise:
· Look up a transaction object in the transaction table using the guidTx field from the message as the key.
· If the transaction is not found:
· Send a TXUSER_REENLIST_MTAG_REENLIST_ABORTED message using the connection.
· Set the connection state to Ended.
· Find an Enlistment object in the transaction object's Phase Two Enlistment list whose Resource Manager field matches the resource manager object.
· If no Enlistment object is found:
· Send a TXUSER_REENLIST_MTAG_REENLIST_ABORTED message using the connection.
· Set the connection state to Ended.
· Otherwise:
· Initialize the Reenlist Time-out timer providing the following arguments:
· If the value of the ulTimeout field from the message is less than zero:
· Use a value of zero.
· Otherwise:
· Use the ulTimeout field from the message.
· The Enlistment object that is found in the Phase Two enlistment list.
· Assign the Enlistment object to the enlistment field of the connection.
· Assign the connection object to the Enlistment Object.Connection field of the enlistment.
· Signal the Request Transaction Outcome event on the Core Transaction Manager Facet with the new Enlistment object.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_35378f8eac35486486214c5a77365105][bookmark: _Toc492420493]Connection Disconnected
This event MUST be processed as specified in section 3.1.8.3.
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[bookmark: section_3759deabedeb44f1928ddac63080daa6][bookmark: _Toc492420495]CONNTYPE_TXUSER_VOTER as Acceptor
For all messages that are received in this connection type, the transaction manager that is communicating with a resource manager facet MUST process the message as specified in section 3.1. The transaction manager communicating with a resource manager facet MUST additionally follow the processing rules as specified in the following sections.
[bookmark: section_cbbc6d2f635d47bd8e7bc30d50d558bf][bookmark: _Toc492420496]Receiving a TXUSER_VOTER_MTAG_CREATE Message
When the transaction manager communicating with a resource manager facet receives a TXUSER_VOTER_MTAG_CREATE message, it MUST perform the following actions: 
· If the connection state is Idle: 
· Set the connection state to Creating Voter. 
· Find the transaction object in the transaction manager's transaction table using the guidTx field from the message.
· If the transaction is not found: 
· Send a TXUSER_VOTER_MTAG_CREATE_TX_NOT_FOUND message using the connection.
· Set the connection state to Ended.
· Otherwise:
· Create a new Enlistment object with the following values: 
· The transaction manager communicating with a resource manager facet
· The transaction object
· The connection
· Set the Resource Manager Identifier field of the Enlistment object to aNULL GUID.
· Assign the new Enlistment object to the enlistment field of the connection. 
· Signal the Create Voter Enlistment event on the Core Transaction Manager Facet with the Enlistment object.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_0f827b14b66d479792b13a9e3581850d][bookmark: _Toc492420497]Receiving a TXUSER_VOTER_MTAG_VOTEREQDONE Message
When the transaction manager communicating with a resource manager facet receives a TXUSER_VOTER_MTAG_VOTEREQDONE message, the transaction manager communicating with a resource manager facet MUST perform the following actions: 
· If the connection state is Awaiting Voter Response: 
· Set the connection state as follows: 
· If the VoteReqDone field from the message is TXUSER_VOTER_VOTEREQDONE_ABORT or TXUSER_VOTER_VOTEREQDONE_OK_NONOTIFY:
· Set the connection state to Ended.
· Otherwise, If the VoteReqDone field from the message is TXUSER_VOTER_VOTEREQDONE_OK: 
·  Set the connection state to Awaiting Outcome.
· Otherwise, the message MUST be processed as an invalid message, as specified in section 3.1.6. 
·  Signal the Enlistment Vote Complete event on the Core Transaction Manager Facet with the following arguments: 
· The Enlistment object that is referenced by this connection.
· The Vote outcome, which MUST be set to: 
· Prepared if the VoteReqDone field from the message is TXUSER_VOTER_VOTEREQDONE_OK.
· Aborted if the VoteReqDone field from the message is TXUSER_VOTER_VOTEREQDONE_ABORT.
· Read-only if the VoteReqDone field from the message is TXUSER_VOTER_VOTEREQDONE_OK_NONOTIFY.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
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When a CONNTYPE_TXUSER_VOTER (section 2.2.10.4.1) connection is disconnected, the transaction manager communicating with a resource manager facet MUST perform the following actions: 
· If the connection state is either Active (section 3.6.1.6.3) or Awaiting Voter Response: 
· Signal the Enlistment Unilaterally Aborted (section 3.2.7.19) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the Enlistment object that is referenced by this connection. 
· Finally, in all cases, the event MUST be processed as specified in section 3.1.8.3. 
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[bookmark: section_dce8571e6ff24fa0b926af9fe2c10ab5][bookmark: _Toc492420500]Reenlist Timeout Timer
When this timer expires, the transaction manager communicating with a resource manager facet MUST perform the following actions: 
· Send a TXUSER_REENLIST_MTAG_REENLIST_TIMEOUT (section 2.2.10.3.1.4) message using the connection that is referenced by the provided Enlistment object.
· Set the transaction state to Ended (section 3.2.1.3.14).
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A transaction manager communicating with a resource manager facet MUST be prepared to process the local events that are defined in the following sections.
The transaction manager communicating with a resource manager MUST be prepared to process local events pertaining to Phase Zero functionality only on versions where the connection type CONNTYPE_TXUSER_PHASE0 is supported. Section 2.2.1.1.3 defines protocol version support for this connection type. The following local events are affected:
· Create Phase Zero Enlistment Success
· Create Phase Zero Enlistment Failure
· Begin Phase Zero
· Phase Zero Aborted
[bookmark: section_14f25d7c14a74b1b9de355551ba710b7][bookmark: _Toc492420502]Begin Commit
The Begin Commit event MUST be signaled with the following arguments: 
· An Enlistment object
If the Begin Commit event is signaled, the transaction manager MUST perform the following actions:
· If the connection of the provided enlistment is of type CONNTYPE_TXUSER_VOTER (section 2.2.10.4.1):
· Send a TXUSER_STATUS_MTAG_COMMITTED (section 2.2.10.4.1.2) message using the connection.
· Set the connection state to Ended.
· Otherwise, if the connection of the provided enlistment is of type CONNTYPE_TXUSER_ENLISTMENT (section 2.2.10.2.2):
· If the connection state is Ended:
· Add the provided Enlistment object to the Failed to Notify List of the transaction manager (section 3.6.1).
· Otherwise: 
· Send a TXUSER_ENLISTMENT_MTAG_COMMITREQ (section 2.2.10.2.2.3) message using the connection.
· Set the connection state to Awaiting Commit Response (section 3.6.1.4.8).
· Otherwise, if the connection of the provided enlistment is of type CONNTYPE_TXUSER_REENLIST (section 2.2.10.3.1):
· If the connection state is Processing Reenlist Request (section 3.6.1.5.2):
· Send a TXUSER_REENLIST_MTAG_REENLIST_COMMITTED (section 2.2.10.3.1.3) message using the connection. 
· Set the connection state to Ended.
· Otherwise:
· Ignore the signal.
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The Begin In Doubt event MUST be signaled with the following arguments:
·  An Enlistment object
If the Begin In Doubt event is signaled, the transaction manager MUST perform the following actions:
· Send a TXUSER_STATUS_MTAG_INDOUBT message using the connection of the provided enlistment.
· Set the connection state to Ended.
[bookmark: section_a29769d17eaa4072a8c0d299b6800496][bookmark: _Toc492420504]Begin Phase One
The Begin Phase One event MUST be signaled with the following arguments: 
· An Enlistment object
· A Boolean value indicating whether or not the transaction manager communicating with a resource manager facetattempts to make an Enlistment single-phase commit request.
If the Begin Phase One event is signaled, the transaction manager MUST perform the following actions: 
· If the connection state of the enlistment is Active:
· If the provided Single Phase Commit flag (defined in section 3.2.1) is true: 
· Send a TXUSER_ENLISTMENT_MTAG_PREPAREREQ (section 2.2.10.2.2.11) message using the connection of the provided enlistment. 
· The fSinglePhase field MUST be set to a nonzero value. 
· Set the grfRM field to the GRFRM field of the transaction object referenced by the Enlistment object.
· Set the connection state to Awaiting Single Phase Commit Response.
· Otherwise:
· Send a TXUSER_ENLISTMENT_MTAG_PREPAREREQ (section 2.2.10.2.2.11) message using the connection of the provided enlistment. 
· The fSinglePhase field MUST be set to 0.
· Set the grfRM field to the GRFRM field of the transaction object referenced by the Enlistment object.
· Set the connection state to Awaiting Prepare Response.
· Otherwise, ignore the event.
[bookmark: section_2a0c348f0f8949a7a9589b31a388caf1][bookmark: _Toc492420505]Begin Phase Zero
The Begin Phase Zero event MUST be signaled with the following arguments: 
· An Enlistment object
If the Begin Phase Zero event is signaled, the transaction manager MUST perform the following actions:
· If the connection state is Active:
· Send a TXUSER_PHASE0_MTAG_PHASE0REQ message using the connection of the provided enlistment.
· Set the connection state to Awaiting Phase Zero Response.
· Otherwise:
· Ignore the event.
[bookmark: section_7773749d6d9448b7b93cebbc57781e2a][bookmark: _Toc492420506]Begin Rollback
The Begin Rollback event MUST be signaled with the following arguments:
· An Enlistment object 
 If the Begin Rollback event is signaled, the transaction manager MUST perform the following actions:
· If the connection of the provided enlistment is of type CONNTYPE_TXUSER_VOTER: 
· Send a TXUSER_STATUS_MTAG_ABORTED message using the connection.
· Set the connection state to Ended.
· Otherwise, if the connection of the provided enlistment is of type CONNTYPE_TXUSER_ENLISTMENT:
· If the connection state is Idle: 
· Signal the Enlistment Rollback Complete event on the Core Transaction Manager Facet with the provided Enlistment object.
· Otherwise:
· If the connection state is Active or Prepared:
· Send a TXUSER_ENLISTMENT_MTAG_ABORTREQ message using the connection. 
· Set the connection state to Awaiting Abort Response.
· Otherwise, if the connection state is Awaiting Prepare Response:
· Set the connection state to Awaiting Prepare Response Aborted.
· Otherwise, if the connection of the provided enlistment is of type CONNTYPE_TXUSER_REENLIST:
· If the connection state is Processing Reenlist Request:
· Send a TXUSER_REENLIST_MTAG_REENLIST_ABORTED message using the connection.
· Set the connection state to Ended.
· Otherwise, ignore the signal.
[bookmark: section_331f0b0097b849ab99c68970c3f0497e][bookmark: _Toc492420507]Begin Voting
The Begin Voting event MUST be signaled with the following arguments: 
· An Enlistment object
If the Begin Voting event is signaled, the transaction manager MUST perform the following actions:
· If the connection state is Active:
· Send a TXUSER_VOTER_MTAG_VOTEREQ message using the connection of the provided enlistment.
· Set the connection state to Awaiting Voter Response.
· Otherwise, ignore the event.
[bookmark: section_6570349730804480a7f07b7aced6cdf9][bookmark: _Toc492420508]Create Phase Zero Enlistment Failure
The Create Phase Zero Enlistment Failure event MUST be signaled with the following arguments:
· An Enlistment object.
· A value indicating the failure reason. The reason MUST be set to one of the following values: 
· Too Late
· Tx Not Found
If the Create Phase Zero Enlistment Failure event is signaled, the transaction manager MUST perform the following actions: 
· If the connection state is Awaiting Create Response (section 3.6.1.3.2):
· Send the matching message for the following reason codes using the connection of the provided enlistment:
· Too Late: TXUSER_PHASE0_MTAG_CREATE_TOO_LATE (section 2.2.10.2.1.2).
· Tx Not Found: TXUSER_PHASE0_MTAG_CREATE_TX_NOT_FOUND (section 2.2.10.2.1.3)
· Set the connection state to Ended.
· Otherwise, ignore the event.
[bookmark: section_c07c285fe9d843e685a9cecd3c3f922e][bookmark: _Toc492420509]Create Phase Zero Enlistment Success
The Create Phase Zero Enlistment Success event MUST be signaled with the following arguments: 
· An Enlistment object
If the Create Phase Zero Enlistment Success event is signaled, the transaction manager MUST perform the following actions:
· If the connection state is Awaiting Create Response (section 3.6.1.3.2):
· Send a TXUSER_PHASE0_MTAG_CREATED message using the connection of the provided enlistment.
· Set the connection state to Active.
· Otherwise, ignore the event.
[bookmark: section_9ad6b174d74f4b938a98add4363b3c16][bookmark: _Toc492420510]Create Resource Manager
The Create Resource Manager event MUST be signaled with the following arguments: 
· A resource manager object
If the Create Resource Manager event is signaled, the transaction manager communicating with a resource manager facet MUST perform the following actions:
· Search for a resource manager object in the transaction manager's Active Resource Manager table with the same resource manager identifier as the provided resource manager object. 
· If such a resource manager object is found in the table:
· If the connection object that is referenced by the found resource manager object is of type CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL (section 2.2.10.1.2):
· If the connection state of the found resource manager object is either Reenlisting or Active:
· Send a TXUSER_RESOURCEMANAGERINTERNAL_MTAG_DUPLICATEDETECTED (section 2.2.10.1.2.1) message using the connection object that is referenced by the found resource manager object.
· Send a TXUSER_RESOURCEMANAGER_MTAG_DUPLICATE (section 2.2.10.1.1.2) message using the connection object that is referenced by the provided resource manager object. Set the state of the connection object that referenced the provided resource manager object to Ended.
· Set the state of the connection object that referenced the provided resource manager object to Ended.
· Otherwise,
· Send a TXUSER_RESOURCEMANAGER_MTAG_DUPLICATE (section 2.2.10.1.1.2) message using the connection object that is referenced by the provided resource manager object.
· Set the state of the connection object that referenced the provided resource manager object to Ended.
· Otherwise
· If the connection state is Creating:
· Add the provided resource manager object to the Active Resource Manager table, using the resource manager identifier field as the key. 
· Send a TXUSER_RESOURCEMANAGER_MTAG_REQUEST_COMPLETE (section 2.2.10.1.1.4) message using the connection.
· Set the connection state to Reenlisting.
[bookmark: section_7be7eac9340143158ab48decf6f4351a][bookmark: _Toc492420511]Create Subordinate Enlistment Failure
The Create Subordinate Enlistment Failure event MUST be signaled with the following arguments: 
· An Enlistment object.
· A value indicating the failure reason. The reason MUST be set to one of the following values: 
· Log Full
· Too Late
· Too Many
If the Create Subordinate Enlistment Failure event is signaled, the transaction manager MUST perform the following actions: 
· If the connection state is Processing Enlistment Request:
· Send the matching message for the following reason codes using the connection of the provided enlistment:
· Log Full: TXUSER_ENLISTMENT_MTAG_ENLIST_LOG_FULL
· Too Late: TXUSER_ENLISTMENT_MTAG_ENLIST_TOO_LATE
· Too Many: TXUSER_ENLISTMENT_MTAG_ENLIST_TOO_MANY
· Set the connection state to Ended.
· Otherwise, ignore the event.
[bookmark: section_8f024183f6b842979218fe16480f1cf5][bookmark: _Toc492420512]Create Subordinate Enlistment Success
The Create Subordinate Enlistment Success event MUST be signaled with the following arguments:
· An Enlistment object
If the Create Subordinate Enlistment Success event is signaled, the transaction manager MUST perform the following actions: 
· If the connection state is Processing Enlistment Request:
· Send a TXUSER_ENLISTMENT_MTAG_ENLISTED message using the connection of the provided enlistment.
· Set the connection state to Active.
· Otherwise, ignore the event.
[bookmark: section_11aeae8677e24c42ba4493f596ece0a7][bookmark: _Toc492420513]Create Voter Enlistment Failure
The Create Voter Enlistment Failure event MUST be signaled with the following arguments:
· An Enlistment object
· A value indicating the failure reason. The reason MUST be set to the following value: 
· Too Late
If the Create Voter Enlistment Failure event is signaled, the transaction manager MUST perform the following actions:
· If the connection state is Creating Voter:
· Send the TXUSER_VOTER_MTAG_CREATE_TOO_LATE (section 2.2.10.4.1.5) message using the connection of the provided enlistment:
· Set the connection state to Ended.
· Otherwise, ignore the event.
[bookmark: section_26250c1a01f243cbb5baa1ae7f903abb][bookmark: _Toc492420514]Create Voter Enlistment Success
The Create Voter Enlistment Success event MUST be signaled with the following arguments:
· An Enlistment object
If the Create Voter Enlistment Success event is signaled, the Transaction Manager MUST perform the following actions:
· If the connection state is Creating Voter:
· Send a TXUSER_VOTER_MTAG_CREATED (section 2.2.10.4.1.7) message using the connection of the provided enlistment.
· Set the connection state to Active.
· Otherwise, ignore the event.
[bookmark: section_50a3dc9211734c6fb52bfc9f2bc9036c][bookmark: _Toc492420515]Phase Zero Aborted
The Phase Zero Aborted event MUST be signaled with the following arguments:
· An Enlistment object
If the Phase Zero Aborted event is signaled, the transaction manager MUST perform the following actions:
· If the connection state is Active:
· Send a TXUSER_PHASE0_MTAG_PHASE0REQ_ABORT message using the connection of the provided enlistment.
· Set the connection state to ended.
· Otherwise, ignore the event.
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The Reenlist Complete event MUST be signaled with the following arguments:
· A resource manager object
If the Reenlist Complete event is signaled, the transaction manager communicating with a resource manager facet MUST perform the following actions:
· For each enlistment in the Failed to Notify List of the transaction manager (section 3.6.1):
· If the Resource Manager Identifier field of the Enlistment object matches the provided Resource Manager Object.Identifier field:
· Signal the Enlistment Commit Complete event on the Core Transaction Manager Facet providing the Enlistment object.
· Remove the Enlistment object from the Failed to Notify List.
· Send a TXUSER_RESOURCEMANAGER_MTAG_REQUEST_COMPLETE message using the connection of the provided resource manager.
· Set the connection state to Reenlisting.
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The Resource Manager Down event MUST be signaled with the following arguments:
· A resource manager object
If the Resource Manager Down event is signaled, the transaction manager communicating with a resource manager facet MUST perform the following actions:
· For each enlistment in the Failed to Notify List of the transaction manager (section 3.6.1):
· If the Enlistment object's Resource Manager Identifier field matches the provided resource manager object's Resource Manager Object.Identifier field:
· Set the state of the connection object referenced by the Enlistment object to Ended.
·  Search for a resource manager object in the manager's Active Resource Manager Table with the same resource manager identifier as the provided resource manager object.
· If such a resource manager object is found in the table, remove the resource manager object from the table.
[bookmark: section_b455fb9f9a80426fbe49ad2566487b91][bookmark: _Toc492420518]Superior Transaction Manager Facet Details
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This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with that described in this document.
Note that the abstract data model can be implemented in a variety of ways. This protocol does not prescribe or advocate any specific implementation technique.
The superior transaction manager facet MUST maintain all the data elements that are specified in sections 3.1.1 and 3.2.1.
The Superior Transaction Manager facet MUST also maintain the following data elements:
Enlistment objects that are created by the superior transaction manager facet MUST provide the following properties as specified in 3.1.1:
· Name: The Hostname field in the Enlistment object's connection object
· Enlistment Object.Identifier: An empty string
The superior transaction manager MUST provide the states that are defined in the following sections for its supported connection types. Version-Specific Aspects of Connection Types Relevant to a Transaction Manager (section 2.2.1.1.2) defines the connection types that a superior transaction manager MUST provide for each supported protocol version.
[bookmark: section_2868f1a58e0440c9bb09bf5c23706804][bookmark: _Toc492420520]CONNTYPE_PARTNERTM_PROPAGATE Initiator States
The superior transaction manager MUST act as an initiator for the CONNTYPE_PARTNERTM_PROPAGATE (section 2.2.9.1.1.1) connection type. In this role, the superior transaction manager MUST provide support for the states in this section:
· Idle (section 3.7.1.1.1)
· Awaiting Propagation Response (section 3.7.1.1.2)
· Active (section 3.7.1.1.3)
· Awaiting Abort Response (section 3.7.1.1.4)
· Phase Zero Registration (section 3.7.1.1.5)
· Requesting Phase Zero (section 3.7.1.1.6)
· Phase Zero (section 3.7.1.1.7)
· Phase Zero Registration During Phase Zero (section 3.7.1.1.8)
· Phase Zero with Outstanding Registration (section 3.7.1.1.9)
· Awaiting Prepare Response (section 3.7.1.1.10)
· Prepared (section 3.7.1.1.11)
· Awaiting Commit Response (section 3.7.1.1.12)
· Ended (section 3.7.1.1.13)
The following illustration shows the relationship between the CONNTYPE_PARTNERTM_PROPAGATE initiator states.
[image: CONNTYPE_PARTNERTM_PROPAGATE initiator states]
Figure 57: CONNTYPE_PARTNERTM_PROPAGATE initiator states
[bookmark: section_aaefae182d4d4e92b5bdeb987314ba63][bookmark: _Toc492420521]Idle
This is the initial state. The following event is processed in this state:
· Propagate Transaction (section 3.7.7.10)
[bookmark: section_02b1bd65d7f5455b92a9e2e8bf644df1][bookmark: _Toc492420522]Awaiting Propagation Response
The following events are processed in this state:
· Receiving a PARTNERTM_PROPAGATE_MTAG_PROPAGATED Message (section 3.7.5.1.1.1.1)
· Receiving a PARTNERTM_PROPAGATE_MTAG_DUPLICATE, PARTNERTM_PROPAGATE_MTAG_NO_MEM, or PARTNERTM_PROPAGATE_MTAG_LOG_FULL Message (section 3.7.5.1.1.1.2)
[bookmark: section_3161ec38c37d4ddfb4f8491dcd0b29ff][bookmark: _Toc492420523]Active
The following events are processed in this state:
· Receiving PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTER (section 3.7.5.1.1.1.3)
· Receiving PARTNERTM_PROPAGATE_MTAG_ABORTNOTIFY (section 3.7.5.1.1.1.4)
· Begin Phase One (section 3.7.7.2).
· Begin Rollback (section 3.7.7.4)
[bookmark: section_2afa08d108bf476c8c5315e409a19515][bookmark: _Toc492420524]Awaiting Abort Response
The following event is processed in this state:
· Receiving PARTNERTM_PROPAGATE_MTAG_ABORTREQDONE (section 3.7.5.1.1.1.3)
[bookmark: section_55eb75519d9940dcb4846f5c5ae1c6d5][bookmark: _Toc492420525]Phase Zero Registration
The following events are processed in this state:
· Create Phase Zero Enlistment Success (section 3.7.7.6)
· Create Phase Zero Enlistment Failure (section 3.7.7.5)
[bookmark: section_665e6198d0594dc0b4dd5c768f316413][bookmark: _Toc492420526]Requesting Phase Zero
The following events are processed in this state:
· Receiving PARTNERTM_PROPAGATE_MTAG_ABORTNOTIFY (section 3.7.5.1.1.1.3)
· Begin Phase Zero (section 3.7.7.3)
· Receiving PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR (section 3.7.5.1.1.1.4)
[bookmark: section_9444f9a195994900ab0c5e4f9f870592][bookmark: _Toc492420527]Phase Zero
The following events are processed in this state:
· Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0COMPLETE (section 3.7.5.1.1.1.3)
· Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTER (section 3.7.5.1.1.1.3)
· Receiving a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR (section 3.7.5.1.1.1.4)
· Receiving a PARTNERTM_PROPAGATE_MTAG_ABORTNOTIFY (section 3.7.5.1.1.1.3)
[bookmark: section_ab017ddd779d4b97a2ebd908131ecfd3][bookmark: _Toc492420528]Phase Zero Registration During Phase Zero
The following events are processed in this state:
· Create Phase Zero Enlistment Success (section 3.7.7.6)
· Create Phase Zero Enlistment Failure (section 3.7.7.5)
[bookmark: section_f4d7bd73848849e786a036968ace7f64][bookmark: _Toc492420529]Phase Zero with Outstanding Registration
The following events are processed in this state:
· Receiving PARTNERTM_PROPAGATE_MTAG_PHASE0COMPLETE (section 3.7.5.1.1.1.3).
· Receiving PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR (section 3.7.5.1.1.1.4)
[bookmark: section_7ce92222633f446aa6f196d2db62fee4][bookmark: _Toc492420530]Awaiting Prepare Response
The following events are processed in this state:
· Receiving PARTNERTM_PROPAGATE_MTAG_PREPAREREQDONE (section 3.7.5.1.1.1.3)
· Receiving PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR (section 3.7.5.1.1.1.4)
[bookmark: section_25a35978393945e7b365aadb03ded709][bookmark: _Toc492420531]Prepared
The following events are processed in this state:
· Begin Commit (section 3.7.7.1)
· Begin Rollback (section 3.7.7.4)
[bookmark: section_55679878b02842d3828cd3b1f91e7680][bookmark: _Toc492420532]Awaiting Commit Response
The following events are processed in this state:
· Receiving PARTNERTM_PROPAGATE_MTAG_COMMITREQDONE (section 3.7.5.1.1.1.3)
· Receiving PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR (section 3.7.5.1.1.1.4)
[bookmark: section_2b316a1c4ea345529bb752d2e3d619f7][bookmark: _Toc492420533]Ended
This is the final state.
[bookmark: section_eef7c077335f4140b5c2d6beea2349e2][bookmark: _Toc492420534]CONNTYPE_PARTNERTM_BRANCH Acceptor States
The superior transaction manager MUST act as an acceptor for the CONNTYPE_PARTNERTM_BRANCH (section 2.2.9.1.2.1) connection type. In this role, the superior transaction manager MUST provide support for the states in this section.
The following figure shows the relationship between the CONNTYPE_PARTNERTM_BRANCH acceptor states.
[image: CONNTYPE_PARTNERTM_BRANCH acceptor states]
Figure 58: CONNTYPE_PARTNERTM_BRANCH acceptor states
[bookmark: section_624b2513749f441784a54d77dd64a4d0][bookmark: _Toc492420535]Idle
This is the initial state. The following event is processed in this state:
· Receiving PARTNERTM_BRANCH_MTAG_BRANCHING (section 3.7.5.1.2.1.1).
[bookmark: section_80683ef1eb5644f98680a54eb3889076][bookmark: _Toc492420536]Branching
The following events are processed in this state:
· Create Subordinate Enlistment Success (section 3.7.7.8)
· Create Subordinate Enlistment Failure (section 3.7.7.7)
[bookmark: section_10cca0d9503a468695475334c5c36946][bookmark: _Toc492420537]Active
The following events are processed in this state:
·  Receiving PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTER (section 3.7.5.1.2.1.2)
· Receiving PARTNERTM_PROPAGATE_MTAG_ABORTNOTIFY (section 3.7.5.1.2.1.4)
· Begin Phase One (section 3.7.7.2)
· Begin Rollback (section 3.7.7.4).
[bookmark: section_8e3f6dcc65ff4924a4320d73d4670dad][bookmark: _Toc492420538]Awaiting Abort Response
The following event is processed in this state:
· Receiving PARTNERTM_PROPAGATE_MTAG_ABORTREQDONE (section 3.7.5.1.2.1.5)
[bookmark: section_0a75448d0f524cd0a8f69d6bc16a2345][bookmark: _Toc492420539]Phase Zero Registration
The following events are processed in this state:
· Create Phase Zero Enlistment Success (section 3.7.7.6)
· Create Phase Zero Enlistment Failure (section 3.7.7.5)
[bookmark: section_89e311ff367442bd8e65039d5a16283e][bookmark: _Toc492420540]Requesting Phase Zero
The following events are processed in this state:
· Receiving PARTNERTM_PROPAGATE_MTAG_ABORTNOTIFY (section 3.7.5.1.2.1.4)
· Begin Phase Zero (section 3.7.7.3)
· Receiving PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR (section 3.7.5.1.2.1.8)
[bookmark: section_54cb40670cf64c95922c1698608e5aca][bookmark: _Toc492420541]Phase Zero
The following events are processed in this state:
· Receiving PARTNERTM_PROPAGATE_MTAG_PHASE0COMPLETE (section 3.7.5.1.2.1.3)
· Receiving PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTER (section 3.7.5.1.2.1.2)
· Receiving PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR (section 3.7.5.1.2.1.8)
· Receiving PARTNERTM_PROPAGATE_MTAG_ABORTNOTIFY (section 3.7.5.1.2.1.4)
[bookmark: section_006d81bd80f24855aa155e222f03c18e][bookmark: _Toc492420542]Phase Zero Registration During Phase Zero
The following events are processed in this state:
· Create Phase Zero Enlistment Success (section 3.7.7.6)
· Create Phase Zero Enlistment Failure (section 3.7.7.5)
[bookmark: section_aa123474a47144828236d91ba604d09a][bookmark: _Toc492420543]Phase Zero with Outstanding Registration
The following events are processed in this state:
· Receiving PARTNERTM_PROPAGATE_MTAG_PHASE0COMPLETE (section 3.7.5.1.2.1.3)
· Receiving PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR (section 3.7.5.1.2.1.8)
[bookmark: section_33a08ea9972844e8936798242fc1921d][bookmark: _Toc492420544]Awaiting Prepare Response
The following events are processed in this state:
· Receiving PARTNERTM_PROPAGATE_MTAG_PREPAREREQDONE (section 3.7.5.1.2.1.6)
· Receiving PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR (section 3.7.5.1.2.1.8)
[bookmark: section_c5d258a618ec4ae0b9682f98cc3342a7][bookmark: _Toc492420545]Prepared
The following events are processed in this state:
· Begin Commit (section 3.7.7.1)
· Begin Rollback (section 3.7.7.4)
[bookmark: section_2de0f800b0e64cc480862e918e7dc53c][bookmark: _Toc492420546]Awaiting Commit Response
The following events are processed in this state:
· Receiving a PARTNERTM_PROPAGATE_MTAG_COMMITREQDONE (section 3.7.5.1.2.1.7)
· Receiving a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR (section 3.7.5.1.2.1.8)
[bookmark: section_d4b6c6a918584975922429e4b136df7a][bookmark: _Toc492420547]Ended
This is the final state.
[bookmark: section_c138ab111c2d4aa8a548d7b35d6db508][bookmark: _Toc492420548]CONNTYPE_PARTNERTM_REDELIVERCOMMIT Initiator States
The superior transaction manager MUST act as an initiator for the CONNTYPE_PARTNERTM_REDELIVERCOMMIT connection type. In this role, the superior transaction manager MUST provide support for the states in this section.
The following figure shows the relationship between the CONNTYPE_PARTNERTM_REDELIVERCOMMIT initiator states.
[image: CONNTYPE_PARTNERTM_REDELIVERCOMMIT initiator states]
Figure 59: CONNTYPE_PARTNERTM_REDELIVERCOMMIT initiator states
[bookmark: section_0090c27f29d143c28ca8325163a0f6d8][bookmark: _Toc492420549]Idle
This is the initial state. The following event is processed in this state:
· Begin Commit (section 3.7.7.1)
[bookmark: section_a379e99f0ccc4558933eb5d93300ab56][bookmark: _Toc492420550]Awaiting Confirmation
The following events are processed in this state:
· Receiving a PARTNERTM_REDELIVERCOMMIT_MTAG_COMMITREQDONE (section 3.7.5.1.2.1.7)
· Receiving a PARTNERTM_REDELIVERCOMMIT_MTAG_RETRY Message (section 3.7.5.2.2.1.2)
[bookmark: section_4fd0f880498e41de929358930ca20853][bookmark: _Toc492420551]Waiting to Rerequest
The following event is processed in this state:
· Redeliver Commit Timer (section 3.7.6.1)
[bookmark: section_b69c13ad04674acaa26d34026e0da2da][bookmark: _Toc492420552]Ended
This is the final state.
[bookmark: section_4cf6443bde254fee8df882f568d2864f][bookmark: _Toc492420553]CONNTYPE_PARTNERTM_CHECKABORT Acceptor States
The superior transaction manager MUST act as an acceptor for the CONNTYPE_PARTNERTM_CHECKABORT (section 2.2.9.2.1.1) connection type. In this role, the superior transaction manager MUST provide support for the states in this section.
The following figure shows the relationship between the CONNTYPE_PARTNERTM_CHECKABORT acceptor states.
[image: CONNTYPE_PARTNERTM_CHECKABORT acceptor states]
Figure 60: CONNTYPE_PARTNERTM_CHECKABORT acceptor states
[bookmark: section_6f61d8e850c1438d9f9e5057a5f57337][bookmark: _Toc492420554]Idle
This is the initial state. The following event is processed in this state:
· Receiving a PARTNERTM_CHECKABORT_MTAG_CHECK Message (section 3.7.5.2.1.1.1)
[bookmark: section_6c826c6875ed49c5b01605a775441c7d][bookmark: _Toc492420555]Processing Abort Inquiry
This is a transient state that is assumed during the processing of a request for check abort. No specific events are processed in this state.
[bookmark: section_c28544b629894e5fbacf6f5eb3527b70][bookmark: _Toc492420556]Ended
This is the final state.
[bookmark: section_74b19c4ac3164afc8f53f0b436e2a7ed][bookmark: _Toc492420557]Timers
The superior transaction manager facet MUST provide the following Redeliver Commit Timer.
[bookmark: section_aef50e5aba0744caacbebdb12a691f3e][bookmark: _Toc492420558]Redeliver Commit Timer
This timer MUST be set when the Superior Transaction Manager Facet (section 1.3.3.3.4) receives a PARTNERTM_REDELIVERCOMMIT_MTAG_RETRY (section 2.2.9.2.2.1.3) message on a CONNTYPE_PARTNERTM_REDELIVERCOMMIT (section 2.2.9.2.2.1) connection. The timer MUST be canceled when the CONNTYPE_PARTNERTM_REDELIVERCOMMIT (section 2.2.9.2.2.1) connection is disconnected.
[bookmark: Appendix_A_Target_33]The default value of the timer is implementation-specific.<33>
When the timer is initialized, the Superior Transaction Manager Facet (section 1.3.3.3.4) MUST provide an Enlistment object to associate with the timer. When the timer expires, the same Enlistment object MUST be provided alongside the timer notification. The Superior Transaction Manager Facet MUST provide a distinct Redeliver Commit Timer (section 3.7.2.1) instance for each CONNTYPE_PARTNERTM_REDELIVERCOMMIT connection.
[bookmark: section_b03939e4720f4da2bc36b7750860289e][bookmark: _Toc492420559]Initialization
When the superior transaction manager facet is initialized:
· The superior transaction manager facet MUST examine the following security flags on the core transaction manager and perform the following actions:
· If one of the Allow Network Access, Allow Network Transactions, or Allow Outbound Transactions flags is set to false:
· For the following connection type, the superior transaction manager MUST refuse to accept incoming connections from remote machines as specified in [MS-CMP] (section 3.1.5.5) with the rejection Reason set to 0x80070005: 
· CONNTYPE_PARTNERTM_BRANCH (section 2.2.9.1.2.1)
· If one of the Allow Network Access or Allow Network Transactions flags is set to false, or if both the Allow Inbound Transactions and Allow Outbound Transactions flags are set to false:
· For the following connection type, the superior transaction manager MUST refuse to accept incoming connections from remote machines as specified in [MS-CMP] (section 3.1.5.5) with the rejection Reason set to 0x80070005: 
· CONNTYPE_PARTNERTM_CHECKABORT (section 2.2.9.2.1.1)
[bookmark: section_57ecbe1d4f9241bd86ad42fac2ddf45c][bookmark: _Toc492420560]Higher-Layer Triggered Events
No higher-layer triggered events apply.
[bookmark: section_d8f3b87d1c9e44799c7d1785211a0859][bookmark: _Toc492420561]Processing Events and Sequencing Rules
[bookmark: section_483a55223d7746ae97ad8b313834eb3f][bookmark: _Toc492420562]Transaction Propagation and Coordination
[bookmark: section_e04a0307b9634aadb639eaeb519634d3][bookmark: _Toc492420563]Push Propagation
[bookmark: section_11235f3ca0404565bc7ef70fd6b61482][bookmark: _Toc492420564]CONNTYPE_PARTNERTM_PROPAGATE as Initiator
For all messages that are received in this connection type, the superior transaction manager MUST process the message as specified in section 3.1.
Also, for incoming messages, the superior transaction manager MUST override the verification actions of the default state as specified in section 3.1 in the following manner: 
· If the current connection state does not define a processing rule for the message: 
·  Send a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR message using the connection. 
·  Perform default invalid message processing, as specified in section 3.1. 
The superior transaction manager MUST also follow the processing rules that are specified in the following sections.
[bookmark: section_4bab5ddae37341af98db06c187f6abfa][bookmark: _Toc492420565]Receiving a PARTNERTM_PROPAGATE_MTAG_PROPAGATED Message
When the superior transaction manager receives a PARTNERTM_PROPAGATE_MTAG_PROPAGATED (section 2.2.9.1.1.1.2) message, the superior transaction manager MUST perform the following actions:
· If the connection state is Awaiting Propagation Response: 
· Set the connection state to Active (section 3.7.1.1.3).
· Create an Enlistment object with the following values: 
· The Superior Transaction Manager Facet (section 1.3.3.3.4)
· The transaction object referenced by this connection
· This connection object 
· Signal the Propagate Transaction Success (section 3.2.7.27) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the created enlistment object.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_ebb95edd14844a1f8e83f8b59d1a78ab][bookmark: _Toc492420566]Receiving a PARTNERTM_PROPAGATE_MTAG_DUPLICATE, PARTNERTM_PROPAGATE_MTAG_NO_MEM, or PARTNERTM_PROPAGATE_MTAG_LOG_FULL Message
When the Superior Transaction Manager Facet receives a PARTNERTM_PROPAGATE_MTAG_DUPLICATE, PARTNERTM_PROPAGATE_MTAG_NO_MEM, or PARTNERTM_PROPAGATE_MTAG_LOG_FULL message, the superior transaction manager MUST perform the following actions: 
· If the connection state is Awaiting Propagation Response:
· Create an Enlistment object with the following values: 
· The Superior Transaction Manager Facet
· The transaction object that is referenced by this connection
· This connection object
· Signal the Propagate Transaction Failure event on the Core Transaction Manager Facet with the following arguments:
· The created Enlistment object
· The failure code that matches the incoming message: 
· PARTNERTM_PROPAGATE_MTAG_DUPLICATE: Duplicate
· PARTNERTM_PROPAGATE_MTAG_NO_MEM: No Mem
· PARTNERTM_PROPAGATE_MTAG_LOG_FULL: Log Full
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_4ebc5655ab944b489b184282673321b4][bookmark: _Toc492420567]Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTER, PARTNERTM_PROPAGATE_MTAG_PHASE0COMPLETE, PARTNERTM_PROPAGATE_MTAG_PREPAREREQDONE, PARTNERTM_PROPAGATE_MTAG_COMMITREQDONE, PARTNERTM_PROPAGATE_MTAG_ABORTREQDONE, or PARTNERTM_PROPAGATE_MTAG_ABORTNOTIFY Message
When the superior transaction manager facet receives one of these messages, it MUST follow the same message processing rules as the CONNTYPE_PARTNERTM_BRANCH connection type acting as an acceptor. See section 3.7.5.1.2.1 for more information.
[bookmark: section_87a917f96c1940c0af762c4d64259767][bookmark: _Toc492420568]Receiving a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR Message
The processing of this event MUST be identical to the processing of the Connection Disconnected event.
[bookmark: section_dd841506f75d42e1b855c9961c210aee][bookmark: _Toc492420569]Connection Disconnected
When a CONNTYPE_PARTNERTM_PROPAGATE (section 2.2.9.1.1.1) connection is disconnected, the Superior Transaction Manager Facet (section 1.3.3.3.4) MUST perform the following actions:
· If the connection state is Awaiting Propagation Response:
· Create an Enlistment object with the following values:
· The Superior Transaction Manager Facet
· The transaction object that is referenced by this connection
· This connection object
· Signal the Propagate Transaction Failure (section 3.2.7.26) event on the Core Transaction Manager Facet with the following arguments:
· The created Enlistment object
· A failure code of Comm Failed.
· Set the connection state to Ended.
· Otherwise:
· The Superior Transaction Manager Facet (section 1.3.3.3.4) MUST perform the same actions as the CONNTYPE_PARTNERTM_BRANCH (section 2.2.9.1.2.1) connection type acting as an acceptor. For more information, see section 3.7.5.1.2.1.
[bookmark: section_c9103dcf6f9a419db1a0eea320cbad07][bookmark: _Toc492420570]Pull Propagation
[bookmark: section_39947b2a24c54d8bb8483dd94fba53c9][bookmark: _Toc492420571]CONNTYPE_PARTNERTM_BRANCH as Acceptor
For all messages that are received in this connection type, the superior transaction manager MUST process the message as specified in section 3.1.
Also, for incoming messages, the superior transaction manager MUST override the verification actions of the default state, as specified in section 3.1.6, in the following manner:
· If the current connection state does not define a processing rule for the message:
· Send a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR message using the connection.
· Perform default invalid message processing, as specified in section 3.1.6. 
The superior transaction manager MUST also follow the processing rules as specified in the following section.
[bookmark: section_0043dd7e7c07482f9b7dc459aa0fbe68][bookmark: _Toc492420572]Receiving a PARTNERTM_BRANCH_MTAG_BRANCHING Message
When the superior transaction manager receives a PARTNERTM_BRANCH_MTAG_BRANCHING message, the superior transaction manager MUST perform the following actions:
· If the connection state is Idle:
· Set the connection state to Branching.
· Find the transaction object in the transaction table of the transaction manager using the guidTx field from the message as the key. 
· If a transaction object is found:
· Create a new Enlistment object with the following values: 
· The Superior Transaction Manager Facet
· The transaction object
· The connection object
· Set the enlistment field of the connection to the new Enlistment object.
· Signal the Create Subordinate Enlistment event on the Core Transaction Manager Facet with the new Enlistment object.
· Otherwise:
· Send a PARTNERTM_BRANCH_MTAG_BRANCH_TX_NOT_FOUND message using the connection.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_5af67a4770204273a8b32b6a593c8633][bookmark: _Toc492420573]Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTER Message
When the superior transaction manager receives a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTER (section 2.2.9.1.1.1.14) message, the superior transaction manager MUST perform the following actions: 
· If the connection state is Active: 
· Set the connection state to Phase Zero Registration.
· Signal the Create Phase Zero Enlistment (section 3.2.7.10) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the Enlistment object that is referenced by this connection.
· Otherwise, if the connection state is Phase Zero: 
·  Set the connection state to Phase Zero Registration During Phase Zero.
· Signal the Create Phase Zero Enlistment event on the Core Transaction Manager Facet with the Enlistment object that is referenced by this connection.
·  Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_07ab63cc787b4cb880f2dfd98954f00a][bookmark: _Toc492420574]Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0COMPLETE Message
When the superior transaction manager receives a PARTNERTM_PROPAGATE_MTAG_PHASE0COMPLETE message, the superior transaction manager MUST perform the following actions: 
· If the connection state is Phase Zero: 
· Set the connection state to Active.
· Signal the Enlistment Phase Zero Complete event on the Core Transaction Manager Facet with the following arguments:
· The Enlistment object that is referenced by this connection.
· The Completed outcome value.
· Otherwise, if the connection state is Phase Zero with Outstanding Registration: 
· Set the connection state to Requesting Phase Zero. 
· Signal the Enlistment Phase Zero Complete event on the Core Transaction Manager Facet with the following arguments: 
· The Enlistment object that is referenced by this connection
·  The Completed outcome value
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_ea22ac85afd748d6a828dc81e65dfc62][bookmark: _Toc492420575]Receiving a PARTNERTM_PROPAGATE_MTAG_ABORTNOTIFY Message
When the superior transaction manager receives a PARTNERTM_PROPAGATE_MTAG_ABORTNOTIFY (section 2.2.9.1.1.1.13) message, the superior transaction manager MUST perform the following actions: 
· If the connection state is either Active or Requesting Phase Zero: 
· Signal the Enlistment Unilaterally Aborted (section 3.2.7.19) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the Enlistment object that is referenced by this connection.
·  Set the connection state to Ended.
· Otherwise, if the connection state is Phase Zero (section 3.7.1.2.7): 
· Signal the Enlistment Phase Zero Complete (section 3.2.7.17) event on the Core Transaction Manager Facet with the following arguments: 
· The Enlistment object that is referenced by this connection
· The Aborted outcome value
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message, as specified in section 3.1.6. 
[bookmark: section_3b5f8aa2188348c8ad866082052c6269][bookmark: _Toc492420576]Receiving a PARTNERTM_PROPAGATE_MTAG_ABORTREQDONE Message
When the superior transaction manager receives a PARTNERTM_PROPAGATE_MTAG_ABORTREQDONE message, the superior transaction manager MUST perform the following actions: 
·  If the connection state is Awaiting Abort Response: 
· Signal the Enlistment Rollback Complete event on the Core Transaction Manager Facet with the Enlistment object that is referenced by this connection.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_5b92fc00470041ef80c46b67660c688c][bookmark: _Toc492420577]Receiving a PARTNERTM_PROPAGATE_MTAG_PREPAREREQDONE Message
When the superior transaction manager receives a PARTNERTM_PROPAGATE_MTAG_PREPAREREQDONE message, the superior transaction manager MUST perform the following actions:
· If the connection state is Awaiting Prepare Response:
· Signal the Enlistment Phase One Complete (section 3.2.7.16) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the following arguments:
· The Enlistment object that is referenced by this connection. 
· The outcome value that is determined by the prepareReqDone field from the message. The outcome value is set to: 
· Prepared if the prepareReqDone field is PARTNERTM_PROPAGATE_PREPAREREQDONE_OK.
· Aborted if the prepareReqDone field is PARTNERTM_PROPAGATE_PREPAREREQDONE_ABORT.
· Read Only if the prepareReqDone field is PARTNERTM_PROPAGATE_PREPAREREQDONE_READ_ONLY.
· Committed if the prepareReqDone field is PARTNERTM_PROPAGATE_PREPAREREQDONE_SINGLEPHASE_COMMIT.
· In Doubt if the prepareReqDone field is PARTNERTM_PROPAGATE_PREPAREREQDONE_SINGLEPHASE_INDOUBT.
· If the prepareReqDone value is Prepared: 
· Set the connection state to Prepared.
· Otherwise, set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_e9941b629e914fbda304df36b707942d][bookmark: _Toc492420578]Receiving a PARTNERTM_PROPAGATE_MTAG_COMMITREQDONE Message
When the superior transaction manager receives a PARTNERTM_PROPAGATE_MTAG_COMMITREQDONE (section 2.2.9.1.1.1.10) message, the superior transaction manager MUST perform the following actions: 
· If the connection state is Awaiting Commit Response:
· Signal the Enlistment Commit Complete (section 3.2.7.15) event on the core transaction manager with the Enlistment object that is referenced by this connection.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_37bb651c74cb4251ae2dcdfa95a22f8a][bookmark: _Toc492420579]Receiving a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR Message
The processing of this event MUST be identical to the processing of the Connection Disconnected event.
[bookmark: section_c9991c844b7c4bc8a0d0325f0a969d91][bookmark: _Toc492420580]Connection Disconnected
When a CONNTYPE_PARTNERTM_BRANCH (section 2.2.9.1.2.1) connection is disconnected, the superior transaction manager facet MUST perform the following actions:
· If the connection state is Awaiting Prepare Response:
· If the state of the transaction object that is referenced by the connection is Single Phase Commit (section 3.2.1.3.9):
· Signal the Enlistment Phase Zero Complete (section 3.2.7.17) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the following arguments:
· The Enlistment object that is referenced by this connection
· The In Doubt outcome value
· Otherwise:
·  Signal the Enlistment Phase Zero Complete event on the Core Transaction Manager Facet with the following arguments:
· The Enlistment object that this connection references 
· The Aborted outcome value
· Otherwise, if the connection state is Awaiting Commit Response:
· Retrieve the Enlistment object that is referenced by the connection object.
· Initiate a new CONNTYPE_PARTNERTM_REDELIVERCOMMIT (section 2.2.9.2.2.1) connection using the Name object referenced by the Name field of the session object containing the provided connection.
· Add the new connection object to the connection list of the transaction object referenced by the Enlistment object.
· Assign the new connection object to the enlistment Enlistment Object.Connection field of the Enlistment Object.
· Assign the enlistment to the new connection's Enlistment field.
· Send a PARTNERTM_REDELIVERCOMMIT_MTAG_COMMITREQ (section 2.2.9.2.2.1.1) message using the connection:
· Set the guidTX field to the Transaction Object.Identifier field of the transaction object that is referenced by this connection Enlistment object. 
· Set the new connection state to Awaiting Confirmation.
·  Otherwise, if the connection state is Awaiting Abort Response:
· Signal the Enlistment Rollback Complete (section 3.2.7.18) event on the Core Transaction Manager Facet with the Enlistment object that is referenced by this connection.
· Otherwise, if the connection state is either Phase Zero, Phase Zero Registration During Phase Zero, or Phase Zero with Outstanding Registration:
· Signal the Enlistment Phase Zero Complete event on the Core Transaction Manager Facet with the following arguments:
· The Enlistment object that is referenced by this connection
· The Aborted outcome value
· Otherwise, if the connection state is either Branching, Active, Phase Zero Registration, or Requesting Phase Zero:
· Signal the Enlistment Unilaterally Aborted (section 3.2.7.19) event on the Core Transaction Manager Facet with the Enlistment object that is referenced by this connection.
· Finally, in all cases, the event MUST be processed as specified in section 3.1.8.3.
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[bookmark: section_ec9a6bce7d1042979301acab57257f87][bookmark: _Toc492420582]Subordinate-Driven Recovery
[bookmark: section_e77258790e534ca2bb5b8d2e05779906][bookmark: _Toc492420583]CONNTYPE_PARTNERTM_CHECKABORT as Acceptor
 For all messages received in this connection type, the Superior Transaction Manager facet MUST process the message in accordance with section 3.1. The Superior Transaction Manager facet MUST additionally follow the processing rules specified in the following sections.
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When the Superior Transaction Manager Facet receives a PARTNERTM_CHECKABORT_MTAG_CHECK message, the Superior Transaction Manager Facet MUST perform the following actions:
· If the connection state is Idle: 
· Set the connection state to Processing Abort Inquiry.
· Find the transaction object in the Transaction Manager's transaction Table, using the guidTx field from the message as a key.
· If the transaction object is not found, or if the transaction state is either Aborting or Ended:
· Send a PARTNERTM_CHECKABORT_MTAG_ABORTED message using the connection. 
· Set the connection state to Ended.
· Otherwise: 
· Send a PARTNERTM_CHECKABORT_MTAG_RETRY message using the connection.
· Set the connection state to Idle.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
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When a CONNTYPE_PARTNERTM_CHECKABORT (section 2.2.9.2.1.1) connection is disconnected, the Superior Transaction Manager Facet (section 1.3.3.3.4) MUST perform the actions as specified in section 3.1.8.3.
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[bookmark: section_aa57cf2c85bc4684bd300fbbb8b41ef8][bookmark: _Toc492420587]CONNTYPE_PARTNERTM_REDELIVERCOMMIT as Initiator
 For all messages received in this connection type, the Superior Transaction Manager Facet MUST process the message as specified in section 3.1. The Superior Transaction Manager Facet MUST additionally follow the processing rules as specified in this section.
[bookmark: section_2455bb27f89e420fa3dd9c00ea4704d9][bookmark: _Toc492420588]Receiving a PARTNERTM_REDELIVERCOMMIT_MTAG_COMMITREQDONE Message
When the Superior Transaction Manager Facet (section 1.3.3.3.4) receives a PARTNERTM_REDELIVERCOMMIT_MTAG_COMMITREQDONE (section 2.2.9.2.2.1.2) message, the Superior Transaction Manager Facet MUST perform the following actions:
· If the connection state is Awaiting Confirmation: 
· Signal the Enlistment Commit Complete (section 3.2.7.15) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the Enlistment object referenced by this connection.
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
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When the superior transaction manager facet receives a PARTNERTM_REDELIVERCOMMIT_MTAG_RETRY message, the superior transaction manager facet MUST perform the following actions: 
· If the connection state is Awaiting Confirmation: 
· Set the connection state to Waiting to Rerequest.
· Initialize a Redeliver Commit timer with the following arguments: 
· The Enlistment object of the connection
· An implementation-specific time-out value, as specified in Redeliver Commit Timer
· Otherwise, the message MUST be processed as an invalid message, as specified in section 3.1.6.
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When a CONNTYPE_PARTNERTM_REDELIVERCOMMIT (section 2.2.9.2.2.1) connection is disconnected, the Superior Transaction Manager Facet (section 1.3.3.3.4) MUST perform the following actions:
·  If the connection state is Waiting to Rerequest:
·  Cancel the Redeliver Commit Timer associated with the connection.
· If the connection state is Idle, Waiting to Rerequest, or Awaiting Confirmation:
· Set the connection state to Ended.
· Signal the Begin Commit (section 3.7.7.1) event on the Superior Transaction Manager Facet with the Enlistment object referenced by the Enlistment field of the connection.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3.
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When this timer expires, the Superior Transaction Manager Facet (section 1.3.3.3.4) MUST perform the following actions:
· Cancel the Redeliver Commit timer.
· If the connection referenced by the provided enlistment is in the Waiting to Rerequest state:
· Set the connection state to Idle.
· Send a PARTNERTM_REDELIVERCOMMIT_MTAG_COMMITREQ (section 2.2.9.2.2.1.1) message using the connection referenced by the provided Enlistment object:
· Set the guidTX field to the Transaction Object.Identifier field of the transaction object provided by the  Enlistment object.
· Set the connection state to Awaiting Confirmation.
· Otherwise, ignore the timer event.
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The Superior Transaction Manager MUST be prepared to process the local events defined in the following sections.
The Superior Transaction Manager MUST be prepared to process local events pertaining to Phase Zero functionality only on versions where the connection type CONNTYPE_TXUSER_PHASE0 is supported. Connection Types Relevant to Resource Managers - Versioning defines protocol version support for this connection type. The following local events are affected:
· Create Phase Zero Enlistment Success
· Create Phase Zero Enlistment Failure
· Begin Phase Zero
· Phase Zero Aborted
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The Begin Commit event MUST be signaled with the following arguments:
· An Enlistment object
If the Begin Commit event is signaled, the Superior Transaction Manager Facet (section 1.3.3.3.4) MUST perform the following actions:
· If the connection state is Ended:
· Initiate a new CONNTYPE_PARTNERTM_REDELIVERCOMMIT (section 2.2.9.2.2.1) connection by using the Name object referenced by the Name field of the Session object containing the provided enlistment's connection.
· Add the new connection to the provided enlistment's transaction's connection list.
· Set the provided enlistment's Enlistment Object.Connection field to the new connection.
· Set the connection's Enlistment field to the provided Enlistment object.
· Send a PARTNERTM_REDELIVERCOMMIT_MTAG_COMMITREQ (section 2.2.9.2.2.1.1) message using the new connection.
· Set the guidTx field to the Transaction Object.Identifier field of the transaction object referenced by this connection's Enlistment object.
· Set the new connection state to Awaiting Confirmation.
· Otherwise:
· Send a PARTNERTM_PROPAGATE_MTAG_COMMITREQ (section 2.2.9.1.1.1.9) message using the connection.
· Set the connection state to Awaiting Commit Response.
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The Begin Phase One event MUST be signaled with the following arguments:
· An Enlistment object.
· A Boolean Single-Phase Commit value:
· If true, the  Superior Transaction Manager Facet (section 1.3.3.3.4) SHOULD attempt to perform a Single-Phase Commit. 
· If false, the Superior Transaction Manager Facet MUST NOT attempt to perform a Single-Phase Commit.
If the Begin Phase One event is signaled, the Superior Transaction Manager Facet MUST perform the following actions: 
· If the provided Single-Phase Commit value is set to true:
· Send a PARTNERTM_PROPAGATE_MTAG_PREPAREREQ (section 2.2.9.1.1.1.6) message using the connection.
· Set the fSinglePhase field to a nonzero value.
· Set the grfRM field to the GRFRM field of the transaction object referenced by the Enlistment object.
· Otherwise:
· Send a PARTNERTM_PROPAGATE_MTAG_PREPAREREQ (section 2.2.9.1.1.1.6) message using the connection.
· Set the fSinglePhase field to zero.
· Set the grfRM field to the GRFRM field of the transaction object referenced by the Enlistment object.
· Set the connection state to Awaiting Prepare Response.
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The Begin Phase Zero event MUST be signaled with the following arguments:
· An Enlistment object
If the Begin Phase Zero event is signaled, the Superior Transaction Manager Facet (section 1.3.3.3.4) MUST perform the following actions:
· Send a PARTNERTM_PROPAGATE_MTAG_PHASE0 (section 2.2.9.1.1.1.17) message using the connection.
· Set the connection state to Phase Zero.
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The Begin Rollback event MUST be signaled with the following arguments: 
· An Enlistment object
If the Begin Rollback event is signaled, the Superior Transaction Manager Facet MUST perform the following actions: 
· If the provided enlistment's connection state is Ended:
· Signal the Enlistment Rollback Complete event on the Core Transaction Manager Facet with the following arguments:
· The provided Enlistment object
·  Otherwise:
· Send a PARTNERTM_PROPAGATE_MTAG_ABORTREQ message using the connection.
· Set the connection state to Awaiting Abort Response. 
[bookmark: section_805ea73331dd47d8b84f95e03e98fcda][bookmark: _Toc492420598]Create Phase Zero Enlistment Failure
The Create Phase Zero Enlistment Failure event MUST be signaled with the following arguments:
· An Enlistment object.
· A value indicating the failure reason. The reason MUST be set to one of the following values: 
· Too Late
· Tx Not Found
If the Create Phase Zero Enlistment Failure event is signaled, the Superior Transaction Manager Facet (section 1.3.3.3.4) MUST perform the following actions:
· Send a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTRATIONREJECTED (section 2.2.9.1.1.1.16) message using the enlistment's connection.
· If the enlistment's connection state is Phase Zero Registration:
· Set the connection state to Active.
· Otherwise, if the connection state is Phase Zero Registration During Phase Zero:
· Set the connection state to Phase Zero.
· Otherwise, ignore the event.
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The Create Phase Zero Enlistment Success event MUST be signaled with the following arguments: 
· An Enlistment object
If the Create Phase Zero Enlistment Success event is signaled, the Superior Transaction Manager Facet (section 1.3.3.3.4) MUST perform the following actions:
· Send a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTERED (section 2.2.9.1.1.1.15) message using the enlistment's connection.
· If the enlistment's connection state is Phase Zero Registration:
· Set the connection state to Requesting Phase Zero.
· Otherwise, if the connection state is Phase Zero Registration During Phase Zero:
· Set the connection state to Phase Zero with Outstanding Registration.
· Otherwise, ignore the event.
[bookmark: section_d7bcf866d14e4895a7b0aedde1413f17][bookmark: _Toc492420600]Create Subordinate Enlistment Failure
The Create Subordinate Enlistment Failure event MUST be signaled with the following arguments: 
· An Enlistment object.
· A value indicating the failure reason. The reason MUST be set to one of the following values:
· Log Full
· Too Late
· Too Many
If the Create Subordinate Enlistment Failure event is signaled, the Superior Transaction Manager Facet MUST perform the following actions:
· Send the matching message for the following reason codes:
· Log Full: PARTNERTM_BRANCH_MTAG_BRANCH_LOG_FULL
· Too Late: PARTNERTM_BRANCH_MTAG_BRANCH_TOO_LATE
· Too Many: PARTNERTM_BRANCH_MTAG_BRANCH_TOO_MANY
· Set the connection state to Ended.
[bookmark: section_301e09fbbc2242d8b25d781c6ba232e7][bookmark: _Toc492420601]Create Subordinate Enlistment Success
The Create Subordinate Enlistment Success event MUST be signaled with the following arguments:
· An Enlistment object
If the Create Subordinate Enlistment Success event is signaled, the Superior Transaction Manager Facet MUST perform the following actions: 
· Send a PARTNERTM_BRANCH_MTAG_BRANCHED message using the enlistment's connection.
· Set the connection state to Active.
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The Phase Zero Aborted event MUST be signaled with the following arguments
· An Enlistment object
If the Phase Zero Aborted event is signaled, the Superior Transaction Manager Facet MUST perform the following actions:
· Ignore the event.
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The Propagate Transaction event MUST be signaled with the following arguments:
·  A Transaction object
· A Name object representing the remote subordinate transaction manager
If the Propagate Transaction event is signaled, the Superior Transaction Manager Facet (section 1.3.3.3.4) MUST perform the following actions:
· Initiate a new CONNTYPE_PARTNERTM_PROPAGATE (section 2.2.9.1.1.1) connection to the provided Name object.
·  Set the Transaction field of the Connection object to the provided Transaction object.
· Add the Connection to the provided Transaction connection list.
· Send a PARTNERTM_PROPAGATE_MTAG_PROPAGATE (section 2.2.9.1.1.1.1) message using the Connection: 
· Set the guidTX field to the Transaction Object.Identifier field of the provided Transaction object.
· Set the isoLevel field to the Isolation Level field of the provided Transaction object.
· Set the szDesc field to the Description field of the provided Transaction object.
· Set the Connection state to Awaiting Propagation Response.
[bookmark: section_6e956dc8a1a24a6fb02875184d32daca][bookmark: _Toc492420604]Subordinate Transaction Manager Facet Details
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This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with that described in this document.
Note that the abstract data model can be implemented in a variety of ways. This protocol does not prescribe or advocate any specific implementation technique.
The Subordinate Transaction Manager Facet (section 3.8) MUST maintain all the data elements as specified in section 3.1.1 and section 3.2.1.
Enlistment objects that are created by the subordinate transaction manager MUST provide the following properties as specified in section 3.1.1:
· Name: The Name object referenced by the Name field of the Session object containing the connection object referenced by the Enlistment Object.Connection field of the Enlistment object
· Enlistment Object.Identifier: An empty string
The subordinate transaction manager MUST provide the states as specified in the following sections for its supported connection types. Section 2.2.1.1.2 defines the connection types that a subordinate transaction manager MUST provide for each supported protocol version.
[bookmark: section_a2174dfb61fa431ea71cac6a6ffc9d8f][bookmark: _Toc492420606]CONNTYPE_PARTNERTM_PROPAGATE Acceptor States
The Subordinate Transaction Manager Facet (section 1.3.3.3.5) MUST act as an acceptor for the CONNTYPE_PARTNERTM_PROPAGATE (section 2.2.9.1.1.1) connection type. In this role, the subordinate transaction manager MUST provide support for the states in this section:
· Idle (section 3.8.1.1.1)
· Propagating (section 3.8.1.1.2)
· Active (section 3.8.1.1.3)
· Aborting (section 3.8.1.1.4)
· Awaiting Registration Response (section 3.8.1.1.5)
· Awaiting Phase Zero (section 3.8.1.1.6)
· Awaiting Phase Zero Outcome (section 3.8.1.1.7)
· Awaiting Registration Response During Phase Zero (section 3.8.1.1.8)
· Awaiting Phase Zero Outcome with Outstanding Registration (section 3.8.1.1.9)
· Preparing (section 3.8.1.1.10)
· Prepared (section 3.8.1.1.11)
· Committing (section 3.8.1.1.12)
· Ended (section 3.8.1.1.13)
The following illustration shows the relationship between the CONNTYPE_PARTNERTM_PROPAGATE acceptor states.
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Figure 61: CONNTYPE_PARTERTM_PROPAGATE acceptor states
[bookmark: section_7ff7795b1e964d919d9ffaa180d603c4][bookmark: _Toc492420607]Idle
This is the initial state. The following event is processed in this state:
· Receiving a PARTNERTM_PROPAGATE_MTAG_PROPAGATE message (section 3.8.5.1.1.1.1)
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The following events are processed in this state:
· Create Superior Enlistment Success (section 3.8.7.4)
· Create Superior Enlistment Failure (section 3.8.7.5)
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The following events are processed in this state:
· Register Phase Zero (section 3.8.7.9)
· Unilaterally Aborted (section 3.8.7.11)
· Receiving a PARTNERTM_PROPAGATE_MTAG_ABORTREQ message (section 3.8.5.1.2.1.5)
· Receiving a PARTNERTM_PROPAGATE_MTAG_PREPAREREQ message (section 3.8.5.1.2.1.7)
· Receiving a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR message (section 3.8.5.1.1.1.3)
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The following event is processed in this state:
· Rollback Complete (section 3.8.7.10)
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The following events are processed in this state:
· Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTERED message, as described in CONNTYPE_PARTNERTM_PROPAGATE as Acceptor (section 3.8.5.1.1.1) and in Receiving Other PARTNERTM_PROPAGATE_MTAG Messages (section 3.8.5.1.1.1.2).
· Receiving a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR message (section 3.8.5.1.1.1.3).
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The following events are processed in this state:
· Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0 message (section 3.8.5.1.2.1.6)
· Unilaterally Aborted (section 3.8.7.11)
· Receiving a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR message (section 3.8.5.1.2.1.9)
[bookmark: section_190d462053d14b0d92ae514e15134d34][bookmark: _Toc492420613]Awaiting Phase Zero Outcome
The following events are processed in this state:
· Phase Zero Complete (section 3.8.7.6)
·  Register Phase Zero (section 3.8.7.9)
[bookmark: section_918512f39a894df69c96b17c71945941][bookmark: _Toc492420614]Awaiting Registration Response During Phase Zero
The following events are processed in this state:
· Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTERED message (section 3.8.5.1.2.1.3)
· Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTRATIONREJECTED message (section 3.8.5.1.1.1.2)
· Receiving a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR message (section 3.8.5.1.1.1.3)
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The following event is processed in this state:
· Phase Zero Complete (section 3.8.7.6)
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The following event is processed in this state:
· Phase One Complete (section 3.8.7.7)
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The following events are processed in this state:
· Receiving a PARTNERTM_PROPAGATE_MTAG_COMMITREQ message (section 3.8.5.1.2.1.8)
· Receiving a PARTNERTM_PROPAGATE_MTAG_ABORTREQ message (section 3.8.5.1.2.1.5)
· Receiving a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR message (section 3.8.5.1.1.1.3)
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The following event is processed in this state:
· Commit Complete (section 3.8.7.3)
[bookmark: section_07edf063e3344a13bdf64c0cf7e067bd][bookmark: _Toc492420619]Ended
This is the final state.
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The Subordinate Transaction Manager Facet (section 3.8) MUST act as an initiator for the CONNTYPE_PARTNERTM_BRANCH (section 2.2.9.1.2.1) connection type. In this role, the subordinate transaction manager MUST provide support for the states in this section.
The following illustration shows the relationship between the CONNTYPE_PARTNERTM_BRANCH initiator states.
[image: CONNTYPE_PARTNERTM_BRANCH initiator states]
Figure 62: CONNTYPE_PARTNERTM_BRANCH initiator states
[bookmark: section_124111132d90476b833b22c5cd29a1cf][bookmark: _Toc492420621]Idle
This is the initial state. The following event is processed in this state:
· Branch Transaction (section 3.8.7.1)
[bookmark: section_4b4293e026a24339b2e56240aaa063cb][bookmark: _Toc492420622]Awaiting Branch Response
The following events are processed in this state:
· Receiving a PARTNERTM_BRANCH_MTAG_BRANCHED Message (section 3.8.5.1.2.1.1)
· Receiving a PARTNERTM_BRANCH_MTAG_BRANCH_LOG_FULL, PARTNERTM_BRANCH_MTAG_BRANCH_NO_MEM, PARTNERTM_BRANCH_MTAG_BRANCH_TOO_LATE, PARTNERTM_BRANCH_MTAG_BRANCH_TOO_MANY or PARTNERTM_BRANCH_MTAG_BRANCH_TX_NOT_FOUND Message (section 3.8.5.1.2.1.2)
[bookmark: section_83141134ef86477ab7dda93bb46da9d2][bookmark: _Toc492420623]Active
The following events are processed in this state:
· Register Phase Zero (section 3.8.7.9)
· Unilaterally Aborted (section 3.8.7.11)
· Receiving a PARTNERTM_PROPAGATE_MTAG_ABORTREQ Message (section 3.8.5.1.2.1.5)
· Receiving a PARTNERTM_PROPAGATE_MTAG_PREPAREREQ Message (section 3.8.5.1.2.1.7)
· Receiving a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR Message (section 3.8.5.1.2.1.9)
[bookmark: section_ffa07f7e1e794d938a92f82bf81c9370][bookmark: _Toc492420624]Aborting
The following event is processed in this state:
· Rollback Complete (section 3.8.7.10)
[bookmark: section_65331419dace4892942eda67279e5bad][bookmark: _Toc492420625]Awaiting Registration Response
The following events are processed in this state:
· Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTERED (section 3.8.5.1.2.1.3) message
· Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTRATIONREJECTED (section 3.8.5.1.2.1.4) message
· Receiving a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR (section 3.8.5.1.2.1.9) message
[bookmark: section_e1485235c7834516987fbcb12a834dea][bookmark: _Toc492420626]Awaiting Phase Zero
The following events are processed in this state:
· Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0 (section 3.8.5.1.2.1.6) message
· Unilaterally Aborted (section 3.8.7.11).
· Receiving a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR (section 3.8.5.1.2.1.9) message
[bookmark: section_38a91c4143aa47c88f19c256f85cb07f][bookmark: _Toc492420627]Awaiting Phase Zero Outcome
The following event is processed in this state:
· Phase Zero Complete (section 3.8.7.6)
[bookmark: section_1e2bd60dd5084ef5a9776e496b4d94b4][bookmark: _Toc492420628]Awaiting Registration Response During Phase Zero
The following events are processed in this state:
· Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTERED (section 3.8.5.1.2.1.3) message
·  Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTRATIONREJECTED (section 3.8.5.1.2.1.4) message
· Receiving a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR (section 3.8.5.1.2.1.9) message
[bookmark: section_9947772dce504608bf4f44bc6fd48a26][bookmark: _Toc492420629]Awaiting Phase Zero Outcome with Outstanding Registration
The following event is processed in this state:
· Phase Zero Complete (section 3.8.7.6)
[bookmark: section_c10f7d09afd6497f9cf2c06815a05cf2][bookmark: _Toc492420630]Preparing
The following event is processed in this state:
· Phase One Complete (section 3.8.7.7)
[bookmark: section_6eb0eb4bef5e46baac3701614bc6a355][bookmark: _Toc492420631]Prepared
The following events are processed in this state:
· Receiving a PARTNERTM_PROPAGATE_MTAG_COMMITREQ (section 3.8.5.1.2.1.8) message
· Receiving a PARTNERTM_PROPAGATE_MTAG_ABORTREQ (section 3.8.5.1.2.1.5) message
· Receiving a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR (section 3.8.5.1.2.1.9) message
[bookmark: section_efe8cad4fbf94be5b53dd259b752bd6c][bookmark: _Toc492420632]Committing
The following event is processed in this state:
· Commit Complete (section 3.8.7.3)
[bookmark: section_6421ad2317b542479432ec2d98986ff6][bookmark: _Toc492420633]Ended
This is the final state.
[bookmark: section_5c669605ef3b4f0fb0503d248a63e38c][bookmark: _Toc492420634]CONNTYPE_PARTNERTM_REDELIVERCOMMIT Acceptor States
The Subordinate Transaction Manager Facet (section 1.3.3.3.5) MUST act as an acceptor for the CONNTYPE_PARTNERTM_REDELIVERCOMMIT (section 2.2.9.2.2.1) connection type. In this role, the subordinate transaction manager MUST provide support for the states in this section.
The following figure shows the relationship between the CONNTYPE_PARTNERTM_REDELIVERCOMMIT Acceptor states. 
[image: CONNTYPE_PARTNERTM_REDELIVERCOMMIT acceptor states]
Figure 63: CONNTYPE_PARTNERTM_REDELIVERCOMMIT acceptor states
[bookmark: section_d44e31ff635a40c4b240553b9b022ce0][bookmark: _Toc492420635]Idle
This is the initial state. The following event is processed in this state:
· Receiving a PARTNERTM_REDELIVERCOMMIT_MTAG_COMMITREQ message (section 3.8.5.2.2.1.1)
[bookmark: section_d13f2e9425324a2dbbb15aedc910ad44][bookmark: _Toc492420636]Processing Commit Inquiry
The following event is processed in this state:
· Commit Complete (section 3.8.7.3)
[bookmark: section_87749ff0b51f4f8c916c881580040362][bookmark: _Toc492420637]Ended
This is the final state.
[bookmark: section_f322ceaa28224b559c96c014c3de7e94][bookmark: _Toc492420638]CONNTYPE_PARTNERTM_CHECKABORT Initiator States
The Subordinate Transaction Manager Facet (section 1.3.3.3.5) MUST act as an initiator for the CONNTYPE_PARTNERTM_CHECKABORT (section 2.2.9.2.1.1) connection type. In this role, the subordinate transaction manager MUST provide support for the states in this section.
The following figure shows the relationship between the CONNTYPE_PARTNERTM_CHECKABORT initiator  states.
[image: CONNTYPE_PARTNERTM_CHECKABORT initiator states]
Figure 64: CONNTYPE_PARTNERTM_CHECKABORT initiator states
[bookmark: section_3ac3fc684c0443e78c04d06dbaa56d24][bookmark: _Toc492420639]Idle
This is the initial state. The following event is processed in this state:
· Recover In Doubt Transaction (section 3.8.7.8)
[bookmark: section_27db6490c1084506aad45e9f1715aaf0][bookmark: _Toc492420640]Awaiting Confirmation
The following events are processed in this state:
· Receiving a PARTNERTM_CHECKABORT_MTAG_ABORTED Message (section 3.8.5.2.1.1.1)
· Receiving a PARTNERTM_CHECKABORT_MTAG_RETRY Message (section 3.8.5.2.1.1.2)
· Cancel Check Abort (section 3.8.7.2)
[bookmark: section_a3f3cf976d414772ad31f01d21541cae][bookmark: _Toc492420641]Waiting to ReRequest
The following events are processed in this state:
· Check Abort Timer (section 3.8.2.1)
· Cancel Check Abort (section 3.8.7.2)
[bookmark: section_1681c51104e4465fbd2c333038deae93][bookmark: _Toc492420642]Ended
This is the final state.
[bookmark: section_08ef357f4c3041318ff4d27f5bd30bcd][bookmark: _Toc492420643]Timers
The Subordinate Transaction Manager Facet (section 3.8) MUST provide the Check Abort Timer (section 3.8.2.1).
[bookmark: section_950970d700d44fc9bb0041789dde1411][bookmark: _Toc492420644]Check Abort Timer
This timer MUST be set when the Subordinate Transaction Manager Facet (section 1.3.3.3.5) receives a PARTNERTM_CHECKABORT_MTAG_RETRY (section 2.2.9.2.1.1.3) message on a CONNTYPE_PARTNERTM_CHECKABORT (section 2.2.9.2.1.1) connection. The timer MUST be canceled when the CONNTYPE_PARTNERTM_CHECKABORT (section 2.2.9.2.1.1) connection is disconnected.
[bookmark: Appendix_A_Target_34]The default value of the timer is implementation-specific.<34>
When the timer is initialized, the Subordinate Transaction Manager Facet (section 1.3.3.3.5) MUST provide an Enlistment object to associate with the timer. When the timer expires, the same Enlistment object MUST be provided alongside the timer notification. The Subordinate Transaction Manager Facet (section 1.3.3.3.5) MUST provide a distinct Check Abort Timer instance for each CONNTYPE_PARTNERTM_CHECKABORT connection.
[bookmark: section_9f35e18fb207440bbd80b62deaa14d71][bookmark: _Toc492420645]Initialization
When the Subordinate Transaction Manager Facet (section 1.3.3.3.5) is initialized:
· The Subordinate Transaction Manager Facet MUST examine the following security flags on the Core Transaction Manager Facet and perform the following actions:
· If one of the Allow Network Access, Allow Network Transactions, or Allow Inbound Transactions flags is set to false:
·  For the following connection type, the Subordinate Transaction Manager Facet MUST refuse to accept incoming connections from remote machines as specified in [MS-CMP] section 3.1.5.5 with the rejection Reason set to 0x80070005. 
· CONNTYPE_PARTNERTM_PROPAGATE (section 2.2.9.1.1.1)
· If one of the Allow Network Access or Allow Network Transactions flags is set to false, or if both the Allow Inbound Transactions and Allow Outbound Transactions flags are set to false:
· For the following connection type, the Subordinate Transaction Manager Facet MUST refuse to accept incoming connections from remote machines as specified in [MS-CMP] section 3.1.5.5 with the rejection reason set to 0x80070005.
· CONNTYPE_PARTNERTM_REDELIVERCOMMIT (section 2.2.9.2.2.1)
All data elements maintained by the Subordinate Transaction Manager Facet are initialized to an empty value unless stated otherwise in this section or in the initialization sections of the facets the Subordinate Transaction Manager Facet extends, as described in section 3.8.1.
[bookmark: section_93c804c339a94c18b64a43c7346790db][bookmark: _Toc492420646]Higher-Layer Triggered Events
There are no higher-layer triggered events.
[bookmark: section_eda50c1a0781415985cf101088b7cbfb][bookmark: _Toc492420647]Processing Events and Sequencing Rules
[bookmark: section_96144862240546089894fc45ba8a702e][bookmark: _Toc492420648]Transaction Propagation and Coordination
[bookmark: section_ab993aa73ecb46518cc4e50d579e7dcc][bookmark: _Toc492420649]Push Propagation
[bookmark: section_3f3e52616d9b4ee3a2736610b909d203][bookmark: _Toc492420650]CONNTYPE_PARTNERTM_PROPAGATE as Acceptor
For all messages received in this connection type, the Subordinate Transaction Manager Facet (section 1.3.3.3.5) MUST process the message as specified in section 3.1.
Also, the Subordinate Transaction Manager Facet (section 1.3.3.3.5) MUST override the default state verification actions for incoming messages as specified in section 3.1.6 in the following manner: 
· If the current connection state does not define a processing rule for the message: 
· Send a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR message using the connection.
· Perform default invalid message processing, as specified in section 3.1.6.
The Subordinate Transaction Manager Facet (section 1.3.3.3.5) MUST additionally follow the processing rules as specified in this section.
[bookmark: section_2c6136a399a74442b86dac662f9768b9][bookmark: _Toc492420651]Receiving a PARTNERTM_PROPAGATE_MTAG_PROPAGATE Message
When the Subordinate Transaction Manager Facet (section 1.3.3.3.5) receives a PARTNERTM_PROPAGATE_MTAG_PROPAGATE (section 2.2.9.1.1.1.1) message, the Subordinate Transaction Manager Facet MUST perform the following actions:
· If the connection state is Idle:
· Set the connection state to Propagating.
· If the transaction manager does not have sufficient memory available to process the message, it MUST:
· Send a PARTNERTM_PROPAGATE_MTAG_NO_MEM (section 2.2.9.1.1.1.4) message.
· Set the connection state to Ended (section 3.8.1.1.13).
· Otherwise, find the transaction object in the transaction table of the transaction manager using the guidTx field from the message as the key:
· If the transaction object is found in the list:
· Send a PARTNERTM_PROPAGATE_MTAG_DUPLICATE (section 2.2.9.1.1.1.3) message to the superior transaction manager. 
· Set the connection state to Ended.
· Otherwise, if the transaction object is not found in the list:
· Create a new transaction object with the information provided in the message:
· Use the guidTx field from the message as the Transaction Object.Identifier value.
· Use the isoLevel field from the message as the Isolation Level value.
· Use the szDesc field from the message as the Description value.
· Add the connection to the connection list of the transaction.
· Create a new Enlistment object with the following values:
· The Subordinate Transaction Manager Facet.
· The new transaction object.
· This connection object.
· Assign the enlistment to the connection's Enlistment field.
· Signal the Create Superior Enlistment (section 3.2.7.12) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the Enlistment object.
· Otherwise, the message MUST be processed as specified in section 3.1.6.
[bookmark: section_517323b6b06b4b7a9d4b450eb8b6006f][bookmark: _Toc492420652]Receiving Other PARTNERTM_PROPAGATE_MTAG Messages
When the Subordinate Transaction Manager Facet (section 1.3.3.3.5) receives one of these messages:
· PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTRATIONREJECTED (section 2.2.9.1.1.1.16)
· PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTERED (section 2.2.9.1.1.1.15)
· PARTNERTM_PROPAGATE_MTAG_PHASE0 (section 2.2.9.1.1.1.17)
· PARTNERTM_PROPAGATE_MTAG_ABORTREQ (section 2.2.9.1.1.1.11)
· PARTNERTM_PROPAGATE_MTAG_PREPAREREQ (section 2.2.9.1.1.1.6)
· PARTNERTM_PROPAGATE_MTAG_COMMITREQ (section 2.2.9.1.1.1.9)
It MUST follow the same message processing rules as the CONNTYPE_PARTNERTM_BRANCH (section 2.2.9.1.2.1) connection type acting as an initiator. See CONNTYPE_PARTNERTM_BRANCH as Initiator (section 3.8.5.1.2.1) for more information.
[bookmark: section_664e2ecd5e084605b55e5efcf5e0ebae][bookmark: _Toc492420653]Receiving a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR Message
The processing of this event MUST be identical to the processing of the Connection Disconnected event.
[bookmark: section_4ab74898662345b9993f9be082e59591][bookmark: _Toc492420654]CONTYPE_PARTNERTM_PROPAGATE Connection Disconnected
When a CONNTYPE_PARTNERTM_PROPAGATE (section 2.2.9.1.1.1) connection is disconnected, the Subordinate Transaction Manager Facet (section 1.3.3.3.5) MUST perform the same actions as the CONNTYPE_PARTNERTM_BRANCH (section 2.2.9.1.2.1) connection type acting as an initiator. See section 3.8.5.1.2.1 for more information.
[bookmark: section_0ce6ae27d509426ba7ac56e750efdde5][bookmark: _Toc492420655]Pull Propagation
[bookmark: section_379e158d36f3411f882e9c5a46bc609c][bookmark: _Toc492420656]CONNTYPE_PARTNERTM_BRANCH as Initiator
For all messages received in this connection type, the Subordinate Transaction Manager Facet MUST process the message as specified in section 3.1. 
Also, the Subordinate Transaction Manager Facet MUST override the default state verification actions for incoming messages as specified in section 3.1.6 in the following manner:
· If the current connection state does not define a processing rule for the message: 
· Send a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR message using the connection.
·  Perform default invalid message processing, as specified in section 3.1.6.
The Subordinate Transaction Manager Facet MUST additionally follow the processing rules as specified in the following sections.
[bookmark: section_bddce825267c46d4a61ae5dbc12dcc36][bookmark: _Toc492420657]Receiving a PARTNERTM_BRANCH_MTAG_BRANCHED Message
When the Subordinate Transaction Manager Facet (section 1.3.3.3.5) receives a PARTNERTM_BRANCH_MTAG_BRANCHED (section 2.2.9.1.2.1.6) message, the Subordinate Transaction Manager Facet MUST perform the following actions:
· If the connection state is Awaiting Branch Response:
· Set the connection state to Active.
· Create an Enlistment object with the following values: 
· The Subordinate Transaction Manager Facet
· The transaction object referenced by the connection's Connection-Specific Data field
· This connection object
· Set this connection's enlistment field to reference the new Enlistment object.
· Signal the Branch Transaction Success (section 3.2.7.9) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the Enlistment object.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_f872eacd1abe4450b8caa3d5715404c8][bookmark: _Toc492420658]Receiving a PARTNERTM_BRANCH_MTAG_BRANCH_LOG_FULL, PARTNERTM_BRANCH_MTAG_BRANCH_NO_MEM, PARTNERTM_BRANCH_MTAG_BRANCH_TOO_LATE, PARTNERTM_BRANCH_MTAG_BRANCH_TOO_MANY, or PARTNERTM_BRANCH_MTAG_BRANCH_TX_NOT_FOUND Message
When the Subordinate Transaction Manager Facet receives one of these messages, the Subordinate Transaction Manager Facet MUST perform the following actions:
· If the connection state is Awaiting Branch Response: 
· Create an Enlistment object with a reference to the Subordinate Transaction Manager Facet, a reference to this connection, and a reference to the transaction object referenced by this connection.
· Signal the Branch Transaction Failure event on the Core Transaction Manager Facet with the following arguments: 
· The Enlistment object.
· The failure code that matches the incoming message: 
· PARTNERTM_BRANCH_MTAG_BRANCH_LOG_FULL: Log Full Remote
· PARTNERTM_BRANCH_MTAG_BRANCH_NO_MEM: No Mem Remote
· PARTNERTM_BRANCH_MTAG_BRANCH_TOO_LATE: Too Late
· PARTNERTM_BRANCH_MTAG_BRANCH_TOO_MANY: Too Many Remote
· PARTNERTM_BRANCH_MTAG_BRANCH_TX_NOT_FOUND: Tx Not Found
· Set the connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_a583f4733d824f9a84db5ed5a5bbe31a][bookmark: _Toc492420659]Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTERED Message
When the Subordinate Transaction Manager Facet (section 1.3.3.3.5) receives a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTERED (section 2.2.9.1.1.1.15) message, the Subordinate Transaction Manager Facet MUST perform the following actions: 
· If the connection state is Awaiting Registration Response: 
· Set the connection state to Awaiting Phase Zero.
· Signal the Register Phase Zero Success (section 3.2.7.29) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the Enlistment object referenced by this connection.
·  Otherwise, if the connection state is Awaiting Registration Response During Phase Zero:
·  Set the connection state to Awaiting Phase Zero Outcome With Outstanding Registration.
· Signal the Register Phase Zero Success event on the Core Transaction Manager Facet with the Enlistment object referenced by this connection. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6. 
[bookmark: section_4c797fd5409746ab897865f530491d83][bookmark: _Toc492420660]Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTRATIONREJECTED Message
When the Subordinate Transaction Manager Facet (section 1.3.3.3.5) receives a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTRATIONREJECTED (section 2.2.9.1.1.1.16) message, the Subordinate Transaction Manager Facet MUST perform the following actions: 
· If the connection state is Awaiting Registration Response: 
· Set the connection state to Active.
· Signal the Register Phase Zero Failure (section 3.2.7.28) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the following arguments: 
· The Enlistment object referenced by this connection.
· A failure reason of Too Late.
· Otherwise, if the connection state is Awaiting Registration Response During Phase Zero: 
· Set the connection state to Awaiting Phase Zero Outcome.
· Signal the Register Phase Zero Failure event on the Core Transaction Manager Facet with the following arguments: 
· The Enlistment object referenced by this connection. 
· A failure reason of Too Late.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_d0eac7882de545b3b95aa70fc0e3fdca][bookmark: _Toc492420661]Receiving a PARTNERTM_PROPAGATE_MTAG_ABORTREQ Message
When the Subordinate Transaction Manager Facet receives a PARTNERTM_PROPAGATE_MTAG_ABORTREQ message, the Subordinate Transaction Manager Facet MUST perform the following actions:
· If the connection state is either Active or Prepared: 
· Set the connection state to Aborting.
· Signal the Begin Rollback event on the Core Transaction Manager Facet with the transaction object referenced by the Enlistment object referenced by this connection.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_b67349bf782c4c8e8ac6d55bb1570a0f][bookmark: _Toc492420662]Receiving a PARTNERTM_PROPAGATE_MTAG_PHASE0 Message
When the Subordinate Transaction Manager Facet receives a PARTNERTM_PROPAGATE_MTAG_PHASE0 message, the Subordinate Transaction Manager Facet MUST perform the following actions: 
· If the connection state is Awaiting Phase Zero: 
· Set the connection state to Awaiting Phase Zero Outcome.
· Signal the Begin Phase Zero event on the Core Transaction Manager Facet with the transaction object referenced by the Enlistment object referenced by this connection.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_78ad6a69da754e768812b5c935905861][bookmark: _Toc492420663]Receiving a PARTNERTM_PROPAGATE_MTAG_PREPAREREQ Message
When the Subordinate Transaction Manager Facet receives a PARTNERTM_PROPAGATE_MTAG_PREPAREREQ message, the Subordinate Transaction Manager Facet MUST perform the following actions:
· If the connection state is Active:
· Set the connection state to Preparing.
· Signal the Begin Phase One event on the Core Transaction Manager Facet with the following arguments:
·  The transaction object referenced by the Enlistment object referenced by the receiving connection.
· If the fSinglePhase field of the message is set to 0x00000000:
· Set the Single Phase Commit flag to false.
· Otherwise:
· Set the Single Phase Commit flag to true.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_ba675488a18648da837c31eb3594c33a][bookmark: _Toc492420664]Receiving a PARTNERTM_PROPAGATE_MTAG_COMMITREQ Message
When the Subordinate Transaction Manager Facet receives a PARTNERTM_PROPAGATE_MTAG_COMMITREQ message, the Subordinate Transaction Manager Facet MUST perform the following actions: 
·  If the connection state is Prepared: 
· Set the connection state to Committing.
· Signal the Begin Commit on the Core Transaction Manager Facet event with the transaction object referenced by the Enlistment object referenced by this connection. 
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_7a54927eda2e44d68a5c2fcea0d2df93][bookmark: _Toc492420665]Receiving a PARTNERTM_PROPAGATE_MTAG_PROTOCOL_ERROR Message
The processing of this event MUST be identical to the processing of the Connection Disconnected event.
[bookmark: section_6000008ab3ae452ea41c361c0a1fde31][bookmark: _Toc492420666]Connection Disconnected
When a CONNTYPE_PARTNERTM_BRANCH (section 2.2.9.1.2.1) connection is disconnected, the Subordinate Transaction Manager Facet (section 3.8) MUST perform the following actions:
· If the connection state is Prepared:
·  Signal the Recover In Doubt Transaction (section 3.8.7.8) event on the Subordinate Transaction Manager Facet (section 3.8) with the Enlistment object referenced by this connection.
· Otherwise, if the connection state is Preparing:
· If the transaction object's Single Phase Commit flag (defined in section 3.2.1) is false, signal the Begin Rollback (section 3.2.7.6) event on Core Transaction Manager Facet (section 1.3.3.3.1) with the transaction object referenced by the Enlistment object referenced by this connection.
·  Otherwise, the event MUST be processed as specified in section 3.1.8.3. 
· Otherwise, if the connection state is Awaiting Branch Response:
· Create an Enlistment object with the following values: 
· The Subordinate Transaction Manager Facet (section 3.8).
· The transaction object in the Connection-Specific Data field of this connection. 
· This connection object.
· Signal the Branch Transaction Failure (section 3.2.7.8) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the following arguments: 
· The new enlistment object. 
· A failure code of Comm Failed. 
· Set the connection state to Ended.
· Otherwise, if the connection state is Active, Awaiting Registration Response, Awaiting Registration Response During Phase Zero, Awaiting Phase Zero, Awaiting Phase Zero Outcome, or Awaiting Phase Zero Outcome With Outstanding Registration:
· Signal the Begin Rollback (section 3.2.7.6) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the transaction object referenced by this connection.
· Otherwise, the event MUST be processed as specified in section 3.1.8.3.
[bookmark: section_6257dd7441ab4381bda82c6de2232f7c][bookmark: _Toc492420667]Transaction Recovery
[bookmark: section_fb7c6143305344d096196d8d465a109a][bookmark: _Toc492420668]Subordinate-Driven Recovery
[bookmark: section_ae6a4d1d290342108ed0ec732620d40c][bookmark: _Toc492420669]CONNTYPE_PARTNERTM_CHECKABORT as Initiator
 For all messages received in this connection type, the Subordinate Transaction Manager Facet MUST process the message in accordance with section 3.8. The Subordinate Transaction Manager MUST additionally follow the processing rules specified in the following sections.
[bookmark: section_22fb827b452d48f181f734c686b5e00f][bookmark: _Toc492420670]Receiving a PARTNERTM_CHECKABORT_MTAG_ABORTED Message
When the Subordinate Transaction Manager Facet (section 1.3.3.3.5) receives a PARTNERTM_CHECKABORT_MTAG_ABORTED (section 2.2.9.2.1.1.2) message, the Subordinate Transaction Manager MUST perform the following actions: 
· If the connection state is Awaiting Confirmation: 
· Signal the Begin Rollback (section 3.2.7.6) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the: 
· The transaction object referenced by the Enlistment object referenced by this connection. 
· Set the Connection state to Ended.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_0994fc637e664851ac506599c0e7c4cf][bookmark: _Toc492420671]Receiving a PARTNERTM_CHECKABORT_MTAG_RETRY Message
When the Subordinate Transaction Manager Facet receives a PARTNERTM_CHECKABORT_MTAG_RETRY message, the Subordinate Transaction Manager Facet MUST perform the following actions: 
· If the connection state is Awaiting Confirmation: 
· Set the connection state to Waiting to Rerequest. 
· Initialize a Check Abort Timer with the following arguments: 
· The connection's Enlistment object
· An implementation-specific time-out value
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.6.
[bookmark: section_84cf9879cc16425ba840df87e70a60de][bookmark: _Toc492420672]CONNTYPE_PARTNERTM_CHECKABORT Connection Disconnected
When a CONNTYPE_PARTNERTM_CHECKABORT (section 2.2.9.2.1.1) connection is disconnected, the Subordinate Transaction Manager Facet (section 3.8) MUST perform the following actions: 
· If the connection state is Waiting to Rerequest:
· Cancel the Check Abort Timer associated with the connection. 
· If the connection state is Idle, Waiting to Rerequest, or Awaiting Confirmation: 
·  Signal the Recover In Doubt Transaction (section 3.8.7.8) event on the Subordinate Transaction Manager Facet (section 1.3.3.3.5) with the Enlistment object referenced by this connection.
· Set the connection state to Ended.
· Finally, in all cases, the event MUST be processed as specified in section 3.1.8.3. 
[bookmark: section_72d3e9923f9b45ee883ceb6a12e67c92][bookmark: _Toc492420673]Superior-Driven Recovery
[bookmark: section_7d6c0019ac07441881563e6fac07e8c1][bookmark: _Toc492420674]CONNTYPE_PARTNERTM_REDELIVERCOMMIT as Acceptor
 For all messages received in this connection type, the Subordinate Transaction Manager Facet MUST process the message in accordance with section 3.8. The Subordinate Transaction Manager Facet MUST additionally follow the processing rules specified in the following sections.
[bookmark: section_d33bf0bcd8cd471a95bd5f1cb8a2b89b][bookmark: _Toc492420675]Receiving a PARTNERTM_REDELIVERCOMMIT_MTAG_COMMITREQ Message
When the subordinate transaction manager receives a PARTNERTM_REDELIVERCOMMIT_MTAG_COMMITREQ (section 2.2.9.2.2.1.1) message, the Subordinate Transaction Manager Facet (section 1.3.3.3.5) MUST perform the following actions:
· If the connection state is Idle:
· Set the connection state to Processing Commit Inquiry. 
· Find the transaction object in the transaction manager's transaction table, using the guidTx field from the message as a key.
· If the transaction object is not found:
· Send a PARTNERTM_REDELIVERCOMMIT_MTAG_COMMITREQDONE (section 2.2.9.2.2.1.2) message using the connection.
· Set the connection state to Ended.
· Otherwise, if the transaction state is either Phase One Complete (section 3.2.1.3.8) or In Doubt (section 3.2.1.3.12):
· Signal the Cancel Check Abort (section 3.8.7.2) event on the Subordinate Transaction Manager Facet with the transaction object.
· Signal the Begin Commit (section 3.2.7.2) event on the Core Transaction Manager Facet (section 1.3.3.3.1) with the transaction object.
· Otherwise:
· Send a PARTNERTM_REDELIVERCOMMIT_MTAG_RETRY (section 2.2.9.2.2.1.3) message using the connection.
· Set the connection state to Idle.
· Otherwise, the message MUST be processed as an invalid message as specified in section 3.1.8.1.
[bookmark: section_6756edd7a58f4a57b98c4f600dc5010e][bookmark: _Toc492420676]Connection Disconnected
When a CONNTYPE_PARTNERTM_REDELIVERCOMMIT (section 2.2.9.2.2.1) connection is disconnected, the Subordinate Transaction Manager Facet (section 1.3.3.3.5) MUST perform the actions as specified in section 3.1.8.3.
[bookmark: section_25465e0016e94c5d8d49726fd177e025][bookmark: _Toc492420677]Timer Events
[bookmark: section_6802e636d2c54837a3db8b403a95cc3b][bookmark: _Toc492420678]Check Abort Timer
When this timer expires, the Subordinate Transaction Manager Facet (section 1.3.3.3.5) MUST perform the following actions:
· If the connection referenced by the provided enlistment is in the Waiting to Rerequest state:
· Set the connection state to Idle.
· Send a PARTNERTM_CHECKABORT_MTAG_CHECK (section 2.2.9.2.1.1.1) message using the connection referenced by the provided Enlistment object:
· Set the guidTX field to the provided Enlistment object's transaction object's Transaction Object.Identifier field.
· Set the connection state to Awaiting Confirmation.
· Otherwise, ignore the timer event.
[bookmark: section_1a4cfc16e6f04bbcaa16b0445d8961e8][bookmark: _Toc492420679]Other Local Events
A Subordinate Transaction Manager Facet MUST be prepared to process the local events defined in the following sections.
The subordinate transaction manager MUST be prepared to process local events pertaining to Phase Zero functionality only on versions where the connection type CONNTYPE_TXUSER_PHASE0 is supported. Version-Specific Aspects of Connection Types Relevant to a Resource Manager (section 2.2.1.1.3) defines protocol version support for this connection type. The following local events are affected:
· Register Phase Zero
· Phase Zero Complete
[bookmark: section_9c8f767c80354f0bb6292e4812594077][bookmark: _Toc492420680]Branch Transaction
The Branch Transaction event MUST be signaled with the following arguments:
· A transaction object
· A Name object representing the remote superior transaction manager
If the Branch Transaction event is signaled, the Subordinate Transaction Manager Facet (section 3.8) MUST perform the following actions:
· Initiate a new CONNTYPE_PARTNERTM_BRANCH (section 2.2.9.1.2.1) connection to the provided Name object.
· Assign the provided transaction object to the connection's Connection-Specific Data field.
· Send a PARTNERTM_BRANCH_MTAG_BRANCHING (section 2.2.9.1.2.1.7) message using the connection:
· Set the guidTX field to the provided Transaction Object.Identifier field of the transaction object.
· Set the connection state to Awaiting Branch Response (section 3.8.1.2.2).
[bookmark: section_a1e85810b1954984bfaeef4dc17fce5c][bookmark: _Toc492420681]Cancel Check Abort
The Cancel Check Abort event MUST be signaled with the following arguments:
· A transaction object.
If the Cancel Check Abort event is signaled, the Subordinate Transaction Manager Facet (section 3.8) MUST perform the following actions:
· Find a connection object of type CONNTYPE_PARTNERTM_CHECKABORT (section 2.2.9.2.1.1) in the transaction object's Connection list.
· If no such connection is found, ignore the event.
· Otherwise: 
· If a Check Abort timer is active for the transaction, cancel it.
· Set the connection state to Ended.
[bookmark: section_59ac991174454f82880b790a49529e79][bookmark: _Toc492420682]Commit Complete
The Commit Complete event MUST be signaled with the following arguments:
· An Enlistment object
If the Commit Complete event is signaled, the Subordinate Transaction Manager Facet (section 3.8) MUST perform the following actions:
· If the provided enlistment's connection is of type CONNTYPE_TXUSER_BRANCH (section 2.2.9.1.2.1) or CONNTYPE_PARTNERTM_PROPAGATE (section 2.2.9.1.1.1):
· Send a PARTNERTM_PROPAGATE_MTAG_COMMITREQDONE (section 2.2.9.1.1.1.10) message using the provided enlistment's connection.
· Set the connection state to Ended.
· Otherwise, if the provided enlistment's connection is of type CONNTYPE_PARTNERTM_REDELIVERCOMMIT (section 2.2.9.2.2.1):
· Send a PARTNERTM_REDELIVERCOMMIT_MTAG_COMMITREQDONE (section 2.2.9.2.2.1.2) message using the provided enlistment's connection.
· Set the connection state to Ended.
[bookmark: section_68e66d9b073f455883a24d32b4efd844][bookmark: _Toc492420683]Create Superior Enlistment Success
The Create Superior Enlistment Success event MUST be signaled with the following arguments:
· An Enlistment object
If the Create Superior Enlistment Success event is signaled, the Subordinate Transaction Manager Facet (section 3.8) MUST perform the following actions:
· Send a  PARTNERTM_PROPAGATE_MTAG_PROPAGATED (section 2.2.9.1.1.1.2) message using the provided enlistment's connection:
· Set the connection state to Active.
[bookmark: section_8ff9a052c63a4257a41d13fdad01ae40][bookmark: _Toc492420684]Create Superior Enlistment Failure
The Create Superior Enlistment event MUST be signaled with the following arguments:
· An Enlistment object.
· A value indicating the failure reason. The reason MUST be set to one of the following values:
· Duplicate
· Log Full
If the Create Superior Enlistment Failure event is signaled, the Subordinate Transaction Manager Facet (section 3.8) MUST perform the following actions:
· Send the matching message for the following reason codes using the provided enlistment's connection:
· Duplicate: PARTNERTM_PROPAGATE_MTAG_DUPLICATE (section 2.2.9.1.1.1.3)
· Log Full: PARTNERTM_PROPAGATE_MTAG_LOG_FULL (section 2.2.9.1.1.1.5)
· Set the connection state to Ended.
[bookmark: section_e32d178020f2477aa5b6c78027e6526c][bookmark: _Toc492420685]Phase Zero Complete
The Phase Zero Complete event MUST be signaled with the following arguments:
· An Enlistment object.
· An outcome value. This value MUST be one of the following:
· Success
· Failure
If the Phase Zero Complete event is signaled, the Subordinate Transaction Manager Facet (section 3.8) MUST perform the following actions:
· If the provided outcome is Success:
· Send a PARTNERTM_PROPAGATE_MTAG_PHASE0COMPLETE (section 2.2.9.1.1.1.18) message using the provided enlistment's connection.
· Set the connection state to Active.
· Otherwise:
· Send a PARTNERTM_PROPAGATE_MTAG_ABORTNOTIFY (section 2.2.9.1.1.1.13) message using the provided enlistment's connection.
· Set the connection state to Ended.
[bookmark: section_eb3f197bcdfb4a86993b17b9fa4c7efc][bookmark: _Toc492420686]Phase One Complete
The Phase One Complete event MUST be signaled with the following arguments:
· An Enlistment object.
· A value indicating the outcome of Phase One. The value MUST be set to one of the following values:
· Read Only
· Prepared
· Committed
· Aborted
· In Doubt
If the Phase One Complete event is signaled, the Subordinate Transaction Manager Facet (section 3.8) MUST perform the following actions:
· If the provided outcome is Read Only:
· Send a PARTNERTM_PROPAGATE_MTAG_PREPAREREQDONE (section 2.2.9.1.1.1.7) message using the provided enlistment's connection:
· Set the prepareReqDone field to PARTNERTM_PROPAGATE_PREPAREREQDONE_READ_ONLY.
· Set the guidReason field to the value provided by the higher-layer business logic, as specified in section 2.2.9.1.1.1.7.
· Set the connection state to Ended.
· Otherwise, if the provided outcome is Prepared:
· Send a PARTNERTM_PROPAGATE_MTAG_PREPAREREQDONE (section 2.2.9.1.1.1.7) message using the provided enlistment's connection:
· Set the prepareReqDone field to PARTNERTM_PROPAGATE_PREPAREREQDONE_OK.
· Set the connection state to Ended.
· Otherwise, if the provided outcome is Committed:
· Send a PARTNERTM_PROPAGATE_MTAG_PREPAREREQDONE (section 2.2.9.1.1.1.7) message using the connection:
· Set the prepareReqDone field to PARTNERTM_PROPAGATE_PREPAREREQDONE_SINGLEPHASE_COMMIT.
· Set the connection state to Ended.
· Otherwise, if the provided outcome is Aborted:
· Send a PARTNERTM_PROPAGATE_MTAG_PREPAREREQDONE (section 2.2.9.1.1.1.7) message using the connection:
· Set the prepareReqDone field MUST to PARTNERTM_PROPAGATE_PREPAREREQDONE_ABORT.
· Set the connection state to Ended.
· Otherwise, if the provided outcome is In Doubt (section 3.2.1.3.12):
· Send a PARTNERTM_PROPAGATE_MTAG_PREPAREREQDONE (section 2.2.9.1.1.1.7) message using the connection:
· Set the prepareReqDone field MUST to PARTNERTM_PROPAGATE_PREPAREREQDONE_SINGLEPHASE_INDOUBT.
· Set the connection state to Ended.
[bookmark: section_d8366a9b0d4e4e5abd5b8d9fbeb60401][bookmark: _Toc492420687]Recover In Doubt Transaction
The Recover In Doubt Transaction event MUST be signaled with the following arguments:
· An Enlistment object
If the Recover In Doubt Transaction event is signaled, the Subordinate Transaction Manager Facet (section 3.8) MUST perform the following actions:
· Initiate a new CONNTYPE_PARTNERTM_CHECKABORT (section 2.2.9.2.1.1) connection using the Name object referenced by the Name field of the Session object containing the provided Enlistment's connection.
· Send a PARTNERTM_CHECKABORT_MTAG_CHECK (section 2.2.9.2.1.1.1) message using the connection:
· Set the guidTX field to the Transaction Object.Identifier field of the transaction object referenced by the provided Enlistment object.
· Set the connection state to Awaiting Confirmation.
[bookmark: section_d5a74c3e59e74d2fa44118c6b053e75f][bookmark: _Toc492420688]Register Phase Zero
The Register Phase Zero event MUST be signaled with the following arguments:
· An Enlistment object
If the Register Phase Zero event is signaled, the Subordinate Transaction Manager Facet (section 3.8) MUST perform the following actions:
· If the provided enlistment's connection state is Active:
· Set the connection state to Awaiting Registration Response (section 3.8.1.1.5).
· Send a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTER (section 2.2.9.1.1.1.14) message using the connection.
· Otherwise, if the connection state is Awaiting Phase Zero Outcome:
· Set the connection state to Awaiting Registration Response During Phase Zero (section 3.8.1.1.8).
· Send a PARTNERTM_PROPAGATE_MTAG_PHASE0REGISTER (section 2.2.9.1.1.1.14) message using the enlistment's connection.
· Otherwise:
· Signal the Register Phase Zero Failure (section 3.2.7.28) on the Core Transaction Manager Facet (section 1.3.3.3.1) with the following arguments:
· The provided Enlistment object
· The Too Late reason code
[bookmark: section_df9e9eade4f54694b9d9ad919721bdcd][bookmark: _Toc492420689]Rollback Complete
The Rollback Complete event MUST be signaled with the following arguments:
· An Enlistment object
If the Rollback Complete event is signaled, the Subordinate Transaction Manager Facet (section 3.8) MUST perform the following actions:
· If the provided enlistment's connection is of type CONNTYPE_PARTNERTM_BRANCH (section 2.2.9.1.2.1) or CONNTYPE_PARTNERTM_PROPAGATE (section 2.2.9.1.1.1)
· Send a PARTNERTM_PROPAGATE_MTAG_ABORTREQDONE (section 2.2.9.1.1.1.12) message using the provided enlistment's connection.
· Set the connection state to Ended.
· Otherwise, ignore the signal.
[bookmark: section_f413d0dd5ff9408f82b4ab172b736515][bookmark: _Toc492420690]Unilaterally Aborted
The Unilaterally Aborted event MUST be signaled with the following arguments:
· An Enlistment object
If the Unilaterally Aborted event is signaled, the Subordinate Transaction Manager Facet (section 3.8) MUST perform the following actions:
· If the provided enlistment's connection state is Aborting:
· Ignore the signal.
· Otherwise:
· Send a PARTNERTM_PROPAGATE_MTAG_ABORTNOTIFY (section 2.2.9.1.1.1.13) message using the provided enlistment's connection.
· Set the connection state to Ended.
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The following sections describe several operations as used in common scenarios to illustrate the function of this protocol. These protocol examples generally assume that an OleTx transports session, as specified in [MS-CMPO] section 3.2.1.2, has already been established between the two participants. However, some examples exhibit how one participant establishes a new OleTx transports session with another participant because of the protocol that is being demonstrated.
Participants communicate with each other by using OleTx multiplexing connections, as specified in [MS-CMP] section 3.1.1.1, that are in turn layered on top of the OleTx transports infrastructure (as specified in [MS-CMPO] section 3.3.1). In these examples, messages are sent from one participant to another by submitting a MESSAGE_PACKET (section 2.2.4.1) to the underlying OleTx multiplexing layer, as specified in [MS-CMP] section 3.1.4.1. 
[bookmark: section_b116488da87e418c9e1be8b2f800f150][bookmark: _Toc492420692]Simple Transaction Scenario
This scenario shows how an application creates and completes a transaction. The scenario begins with the application establishing a transport session with a transaction manager and negotiating its connection resources.
[bookmark: section_3a6171fb02bf4626b33b0cb95b195e49][bookmark: _Toc492420693]Beginning a Transaction
This packet sequence is initiated by starting a connection on a transport session between an application and a transaction manager.
CONNTYPE_TXUSER_BEGIN2: The packet sequence starts when an application initiates a connection using CONNTYPE_TXUSER_BEGIN2.
	Field
	Value
	Value description

	MsgTag
	0x00000005
	MTAG_CONNECTION_REQ

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00000028
	CONNTYPE_TXUSER_BEGIN2

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


The application then sends a TXUSER_BEGIN2_MTAG_BEGIN user message specifying the isolation level, time-out, transaction description, and isolation flag. For this example, the application requests a transaction with ISOLATIONLEVEL_SERIALIZABLE, a time-out of 60 seconds, a description of "sample transaction", and ISOFLAG_RETAIN_DONTCARE.
	Field
	Value
	Value description

	MsgTag
	0x000000FF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00006002
	TXUSER_BEGIN2_MTAG_BEGIN

	dwcbVarLenData
	0x00000034
	52

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	isoLevel
	0x00100000
	ISOLATIONLEVEL_SERIALIZABLE

	dwTimeout
	0x0000EA60
	60000

	szDesc
	0x706D6173
0x7420656C
0x736E6172
0x69746361
0x00006E6F
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
	"sample transaction"

	isoFlags
	0x00000005
	ISOFLAG_RETAIN_DONTCARE


When the transaction manager receives the TXUSER_BEGIN2_MTAG_BEGIN message from the application, the transaction manager attempts to create a transaction object with a globally unique identifier (GUID) as its identifier. If the transaction manager successfully creates the transaction, it sends a TXUSER_BEGIN2_MTAG_SINK_BEGUN user message to the application specifying the transaction identifier as the guidTx field (for example, 4046037e-9722-46c9-9883-99062341cb35), and the transaction manager adds the transaction to its list of known transaction objects.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00006006
	TXUSER_BEGIN2_MTAG_SINK_BEGUN

	dwcbVarLenData
	0x00000010
	16

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	guidTx
	0x4046037E
0x46C99722
0x06999883
0x35CB4123
	4046037e-9722-46c9-9883-99062341cb35



[bookmark: section_f7e81070ca314fb899f87aec2ca892a3][bookmark: _Toc492420694]Completing a Transaction
After the transaction begins, the application decides whether to commit or abort the transaction. If the application disconnects the connection before committing or aborting the transaction, the transaction manager assumes that the transaction aborts.
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The application commits the transaction by sending a TXUSER_BEGIN2_MTAG_COMMIT user message specifying a value of zero in the unused grfRM field.
	Field
	Value
	Value description

	MsgTag
	0x000000FF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00006003
	TXUSER_BEGIN2_MTAG_COMMIT

	dwcbVarLenData
	0x00000004
	4

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	grfRM
	0x00000000
	0


In response, the transaction manager attempts to commit the transaction by using a two-phase commit. If the transaction manager successfully completes Phase One of the transaction, the transaction manager sends a TXUSER_BEGIN2_MTAG_SINK_ERROR user message to the application with TRUN_TXBEGIN_ERROR_NOTIFY_COMMITTED specified in the Error field.
	Field
	Value
	Value description

	MsgTag
	0x000000FF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00006005
	TXUSER_BEGIN2_MTAG_SINK_ERROR

	dwcbVarLenData
	0x00000004
	4

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	Error
	0x0000001F
	TRUN_TXBEGIN_ERROR_NOTIFY_COMMITTED


After the application gets the TXUSER_BEGIN2_MTAG_SINK_ERROR response from its transaction manager, no more user messages can be sent on this connection and the application initiates the disconnect sequence.
[bookmark: section_8aafe3033b964cd1bff9e120a510f8e2][bookmark: _Toc492420696]Transaction Marshaling Scenario (Pull Propagation)
This scenario shows how an application (or resource manager) on Machine1 marshals an existing transaction to an application or resource manager on Machine2 by using pull propagation. Because the receiving application obtains knowledge of an existing transaction, it is implied that another application exists that has access to an existing transaction. The receiving application obtains the necessary information from the existing transaction. Because OleTx does not prescribe application-to-application communication, an out-of-band mechanism (such as an application API) needs to be available to transfer this knowledge from the sending application to the receiving application.
Pull propagation involves three main stages. In the first stage, the sending application (or sender) packages information about an existing transaction and sends the information to the receiving application (or receiver) — this is called marshaling the transaction. 
During the second stage (unmarshaling the transaction), the receiver requests an association with the transmitted transaction. If the transaction manager of the receiver does not have a reference for the requested transaction, it enters the third stage and attempts to add itself as a subordinate branch of the transaction by using the transaction manager of the sender.
This scenario requires that the receiving application has established a transport session with a transaction manager and has negotiated its connection resources. The scenario also assumes that there is an out-of-band mechanism (an application API) that the sending and receiving applications use to exchange transactional information. In general, this API is also necessary for the sending application to prescribe work for the receiving application to perform as part of the transaction.
[bookmark: section_f3ec4b249779417fb0d4b2a08affd925][bookmark: _Toc492420697]Marshaling the Transaction
To marshal a transaction from the sending application to the receiving application, several pieces of information need to be transmitted to the receiver. The receiver needs to have sufficient knowledge of the existing transaction. That knowledge includes the transaction identifier, the isolation level, the isolation flag, and the description of the transaction. 
The receiver also needs to have sufficient locative information of the sender's transaction manager in order for the receiver's transaction manager to establish a communication session with the sender's transaction manager (that is, the OLETX_TM_ADDR). The OLETX_TM_ADDR includes the host name of the sender's transaction manager, its contact identifier, and the RPC communication protocols that the transaction manager of the sender supports.
The transaction information and the sender transaction manager endpoint information are marshaled to a Propagation Token structure, as specified in section 2.2.5.4.
	Field
	Value
	Description

	dwVersionMin
	0x00000001
	1

	dwVersionMax
	0x00000002
	2

	guidTx
	0x4046037E
0x46C99722
0x06999883
0x35CB4123
	4046037e-9722-46c9-9883-99062341cb35

	isoLevel
	0x00100000
	ISOLATIONLEVEL_SERIALIZABLE

	isoFlags
	0x00000005
	ISOFLAG_RETAIN_DONTCARE

	cbSourceTmAddr
	0x00000058
	88

	szDesc
	0x706D6173
0x7420656C
0x736E6172
0x69746361
0x00006E6F
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
	"sample-transaction"

	szGuid
	0x30616162
0x35373734
0x3466382d
0x66342d33
0x612d3934
0x2d666564
0x62316135
0x31353132
0x62303931
0x00000000
	"BAA04775-8F43-4F49-ADEF-5A1B2151190B"

	dwcbHostName
	0x0000000a
	10

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	grbComProtsSupported
	0x00000021
	PROT_IP_TCP | PROT_LRPC

	szHostName
	0x6863614d
 0x5f656e69
 0x00000031
	"Machine_1"

	cbHostNameW
	0x00000014
	20

	wszHostname
	0x0061004D
0x00680063
0x006E0069
0x005F0065
0x00000031
	L"Machine_1"



[bookmark: section_c88c1696319644cd80d5e2bbee5c5c51][bookmark: _Toc492420698]Unmarshaling the Transaction
To begin the unmarshaling process, the receiving application initiates a connection over its transport session with its transaction manager.
CONNTYPE_TXUSER_ASSOCIATE: The packet sequence starts when the receiving application initiates a connection by using CONNTYPE_TXUSER_ASSOCIATE.
	Field
	Value
	Value description

	MsgTag
	0x00000005
	MTAG_CONNECTION_REQ

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00000011
	CONNTYPE_TXUSER_ASSOCIATE

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


The receiving application then sends a TXUSER_ASSOCIATE_MTAG_ASSOCIATE user message with the information transmitted to the receiver in the Propagation Token.
	Field
	Value
	Value description

	MsgTag
	0x000000FF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00002031
	TXUSER_ASSOCIATE_MTAG_ASSOCIATE

	dwcbVarLenData
	0x0000007C
	124

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	guidTx
	0x4046037E
0x46C99722
0x06999883
0x35CB4123
	4046037e-9722-46c9-9883-99062341cb35

	isoLevel
	0x00100000
	ISOLATIONLEVEL_SERIALIZABLE

	isoFlags
	0x00000005
	ISOFLAG_RETAIN_DONTCARE

	cbSourceTmAddr
	0x00000038
	56

	szDesc
	0x706D6173
0x7420656C
0x736E6172
0x69746361
0x00006E6F
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
	"sample transaction"

	guidSignature
	0xDC85CB48
0x11d2D8A5
0x8000828B
0x5AF70D5F
	DC85CB48-D8A5-11d2-828B-00805F0DF75A

	guidEndpoint
	0xBAA04775
0x4F498F43
0x1B5AADEF
0x0B195121
	BAA04775-8F43-4F49-ADEF-5A1B2151190B

	grbComProtsSupported
	0x00000021
	PROT_IP_TCP | PROT_LRPC

	wszHostName
	0x0061004d
0x00680063
0x006e0069
0x005f0065
0x00000031
	L"Machine_1"


When the receiver's transaction manager receives the TXUSER_ASSOCIATE_MTAG_ASSOCIATE message, that transaction manager attempts to locate the transaction in its list of transaction objects by using the transaction identifier. If the transaction object is not found locally, the transaction manager attempts to pull the transaction from the sender's transaction manager by using information received from the TXUSER_ASSOCIATE_MTAG_ASSOCIATE message (compare Branching the Transaction). 
If the receiver's transaction manager can successfully locate the transaction object or if the requested transaction is successfully pulled to the receiver's transaction manager, it replies to the receiver with a TXUSER_ASSOCIATE_MTAG_ASSOCIATED user message.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00002032
	TXUSER_ASSOCIATE_MTAG_ASSOCIATED

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


After the receiving application gets the TXUSER_ASSOCIATE_MTAG_ASSOCIATED response from its transaction manager (or if it receives an error response), no more user messages can be sent on this connection and the receiver initiates the disconnect sequence.
[bookmark: section_cdb9601d22f64682be69938bdb78ef9f][bookmark: _Toc492420699]Branching the Transaction
If the receiver's transaction manager does not have a reference to the requested transaction in its list of transaction objects, it attempts to contact the sender's transaction manager. If successful, it requests a subordinate branch to the transaction through the sender's transaction manager.
To branch the transaction, the receiver's transaction manager needs to have a transport session with the sender's transaction manager. If there is no existing transport session, the receiver's transaction manager uses the OLETX_TM_ADDR information about the sender's transaction manager from the Propagation_Token (section 2.2.5.4) to initiate a session between the two participants. Depending on the value of both participants' contact identifiers, the receiver's transaction manager initiates the transport session as either the primary or secondary partner.
To branch the transaction, the receiver's transaction manager initiates a connection over its transport session with the sender's transaction manager. If the transaction branching is successful, the superior transaction manager (that is, the sender's transaction manager) adds the receiver's transaction manager as a subordinate branch to the transaction.
CONNTYPE_PARTNERTM_BRANCH: The packet sequence starts when the receiver's transaction manager initiates a CONNTYPE_PARTNERTM_BRANCH connection with the sender's transaction manager.
	Field
	Value
	Value description

	MsgTag
	0x00000005
	MTAG_CONNECTION_REQ

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00000104
	CONNTYPE_PARTNERTM_BRANCH

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


The receiver's transaction manager then sends a PARTNERTM_BRANCH_MTAG_BRANCHING user message with the transaction identifier of the requested transaction.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00002051
	PARTNERTM_BRANCH_MTAG_BRANCHING

	dwcbVarLenData
	0x00000010
	16

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	guidTx
	0x4046037E
0x46C99722
0x06999883
0x35CB4123
	4046037e-9722-46c9-9883-99062341cb35


If the sender's transaction manager is able to create a subordinate branch, it responds to the receiver's transaction manager with a user message with dwUserMsgType equal to PARTNERTM_BRANCH_MTAG_BRANCHED.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00002052
	PARTNERTM_BRANCH_MTAG_BRANCHED

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


After receiving the PARTNERTM_BRANCH_MTAG_BRANCHED reply from the sender's transaction manager, the receiver's transaction manager keeps the connection open in order to process two-phase commit notifications from the sender's transaction manager. The sender's transaction manager has now become the superior transaction manager for this transaction; the receiver's transaction manager is now the subordinate transaction manager.
If the sender's transaction manager is unable to create a subordinate branch, it responds to the receiver's transaction manager with a user message with dwUserMsgType set to an error value. No more messages are sent on this connection and the receiver's transaction manager initiates the disconnect sequence. The receiver transaction manager then sends an appropriate error response to the receiver on the TXUSER_ASSOCIATE_MTAG_ASSOCIATE connection to inform the receiver of the failure to pull the transaction.
[bookmark: section_f9c286f999594f39a2416b90896cdff0][bookmark: _Toc492420700]Transaction Marshaling Scenario (Push Propagation)
This scenario shows how an application or resource manager obtains access to an existing transaction through its transaction manager by using push propagation. Because the receiving application obtains knowledge of an existing transaction, this knowledge implies that there is another application that has access to an existing transaction. The receiving application obtains the necessary information from the existing transaction. Because OleTx does not prescribe application-to-application communication, an out-of-band mechanism (such as an application API) is needed to exchange this knowledge between the sending application and the receiving application.
Push propagation involves four main exchanges. The push sequence begins by the sending application (or sender) obtaining location information from the receiving application (or receiver) about its transaction manager, which is called the whereabouts. Subsequently, the sender uses the receiver's transaction manager whereabouts information to export the transaction. This exchange causes the sender's transaction manager to propagate the transaction to the receiver's transaction manager. The exchanges complete when the receiver imports the transaction from its transaction manager.
The scenario requires that the receiving application has established a transport session with a transaction manager and has negotiated its connection resources. The scenario also assumes that there is some out-of-band mechanism (an application API) that the sending and receiving applications use to exchange transactional information. In general, this API will also be necessary for the sending application to prescribe work for the receiving application to perform as part of the transaction.
[bookmark: section_1079a8e2e891414b96645c6fb2008817][bookmark: _Toc492420701]Obtaining the Whereabouts of the Receiver's Transaction Manager
To push the transaction from the sender's transaction manager to the receiver's transaction manager, the sender obtains the location of the receiver's transaction manager. Specifically, the sender needs to populate an OLETX_TM_ADDR structure in order to perform an export. Typically, the receiver sends an SWhereabouts structure to the sender by using an out-of-band API. The SWhereabouts structure in this example contains two STmToTmProtocol structures: SDtcCmEndpointInfoV1 and SDtcCmEndpointInfoV2.
	Field
	Value
	Value description

	guidSignature
	0x2ADB4462
0x11D0BD41
0xC000B12E
0xEFF3C24F
	2ADB4462-BD41-11D0-B12E-00C04FC2F3EF

	cTmToTmProtocols
	0x00000002
	2

	tmprotDescribed
	0x00000002
	TmProtocolMsdtcV1

	cbTmProtocolData
	0x0000001C
	28

	comprotSupported
	0x00000021
	PROT_IP_TCP | PROT_LRPC

	guidEndpointID
	0xD2A6A4B9
0x48ABCDB0
0x34E3A68F
0x28611A9B
	D2A6A4B9-CDB0-48AB-A68F-E3349B1A6128

	szHostname
	0x6863614d
0x00026e69
	"Machine_2"

	tmprotDescribed
	0x00000003
	TmProtocolMsdtcV2

	cbTmProtocolData
	0x00000014
	20

	wszHostname
	0x0061004d
0x00680063
0x006e0069
0x005f0065
0x00000031
	L"Machine_2"



[bookmark: section_d3c512bebf0642758c372d182568dbf5][bookmark: _Toc492420702]Exporting the Transaction
To export the transaction, the sending application needs to have a CONNTYPE_TXUSER_EXPORT connection established with the transaction manager. If a connection is not established, the sender needs to initiate one now.
CONNTYPE_TXUSER_EXPORT: The packet sequence starts when the sender initiates a CONNTYPE_TXUSER_EXPORT connection with its transaction manager. 
	Field
	Value
	Value description

	MsgTag
	0x00000005
	MTAG_CONNECTION_REQ

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00000004
	CONNTYPE_TXUSER_EXPORT

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


The sending application then sends to its transaction manager a TXUSER_EXPORT_MTAG_CREATE user message on that connection specifying the receiver's transaction manager in an OLETX_TM_ADDR structure.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001041
	TXUSER_EXPORT_MTAG_CREATE

	dwcbVarLenData
	0x00000038
	56

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	guidSignature
	0xDC85CB48
0x11d2D8A5
0x8000828B
0x5AF70D5F
	DC85CB48-D8A5-11d2-828B-00805F0DF75A

	guidEndpoint
	0xD2A6A4B9
0x48ABCDB0
0x34E3A68F
0x28611A9B
	D2A6A4B9-CDB0-48AB-A68F-E3349B1A6128

	grbComProtsSupported
	0x00000021
	PROT_IP_TCP | PROT_LRPC

	wszHostName
	0x0061004d
0x00680063
0x006e0069
0x005f0065
0x00000032
	L"Machine_2"


When the sender's transaction manager receives the create message, it converts the transaction manager information received in the OLETX_TM_ADDR structure to a Name object and stores the Name object in the Connection-Specific Data field of the connection object. If this operation is successful, the transaction manager responds to the sender with a TXUSER_EXPORT_MTAG_CREATED user message.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001042
	TXUSER_EXPORT_MTAG_CREATED

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


After the export connection is created, the sender requests that the transaction be exported to the receiver's transaction manager by sending a TXUSER_EXPORT_MTAG_EXPORT user message to its transaction manager. This message specifies the identifier of the transaction that the sender wants to have exported in the guidTx field of the message.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001043
	TXUSER_EXPORT_MTAG_EXPORT

	dwcbVarLenData
	0x00000010
	16

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	guidTx
	0x4046037E
0x46C99722
0x06999883
0x35CB4123
	4046037e-9722-46c9-9883-99062341cb35


When the sender's transaction manager receives the export message, it attempts to propagate the transaction to the receiver's transaction manager. If the propagation is successful, the transaction manager sends to the sender a TXUSER_EXPORT_MTAG_EXPORTED user message.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001044
	TXUSER_EXPORT_MTAG_EXPORTED

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


When the sender receives the exported message, it sends information to the receiving application by using an out-of-band API that the exported transaction can be imported.
The sender can either close the export connection with its transaction manager by initiating the disconnect sequence, or it can maintain the connection for future exporting of transactions to the receiver's transaction manager.
[bookmark: section_cac6451281c44daab9d47eb7fe6444f3][bookmark: _Toc492420703]Propagating the Transaction
When the sending transaction manager receives the export message from the sending application, the transaction manager attempts to propagate the transaction to the receiving transaction manager. If a transport session has not yet been established, the sending transaction manager attempts to establish the session now.
After a transport session is established between the sending transaction manager and the receiving transaction manager and resources are negotiated, the sending transaction manager initiates a CONNTYPE_PARTNERTM_PROPAGATE connection with the receiving transaction manager.
CONNTYPE_PARTNERTM_PROPAGATE: The packet sequence starts when the sending transaction manager initiates a CONNTYPE_PARTNERTM_PROPAGATE connection with the receiving transaction manager.
	Field
	Value
	Value description

	MsgTag
	0x00000005
	MTAG_CONNECTION_REQ

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00000101
	CONNTYPE_PARTNERTM_PROPAGATE

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


The sending transaction manager then sends a PARTNERTM_PROPAGATE_MTAG_PROPAGATE user message to the receiving transaction manager and specifies the transaction identifier (guidTx), the isolation level (isoLevel), the transaction description (szDesc), and the isolation flags (isoFlags).
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00002001
	PARTNERTM_PROPAGATE_MTAG_PROPAGATE

	dwcbVarLenData
	0x0000003c
	60

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	guidTx
	0x4046037E
0x46C99722
0x06999883
0x35CB4123
	4046037e-9722-46c9-9883-99062341cb35

	isoLevel
	0x00100000
	ISOLATIONLEVEL_SERIALIZABLE

	szDesc
	0x706D6173
0x7420656C
0x736E6172
0x69746361
0x00006E6F
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
	"sample transaction"


When the receiving transaction manager receives the message, it adds the transaction to its list of known transactions. If the propagation is successful, the receiving transaction manager sends to the sending transaction manager a PARTNERTM_PROPAGATE_MTAG_PROPAGATED user message.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00002002
	PARTNERTM_PROPAGATE_MTAG_PROPAGATED

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


When the sending transaction manager receives the PARTNERTM_PROPAGATE_MTAG_PROPAGATED message, it adds the receiving transaction manager as a subordinate branch to its list of enlistments for the transaction. If the subordinate transaction manager is successfully added, the sending transaction manager replies to the sender that the export completed successfully.
The sending transaction manager keeps the connection alive for future two-phase commit processing when the transaction is committed or aborted.
[bookmark: section_70215ad42b0245829748c97ed1cfb1d9][bookmark: _Toc492420704]Importing the Transaction
When the sender receives notification that the transaction was successfully exported to the receiving transaction manager, the sender sends the transaction identifier (guidTx) to the receiver by using its out-of-band API so that the receiver can import the transaction.
To import the transaction, the receiver needs to initiate a CONNTYPE_TXUSER_IMPORT connection with its transaction manager.
CONNTYPE_TXUSER_IMPORT: The packet sequence starts when the receiver initiates a CONNTYPE_TXUSER_IMPORT connection with its transaction manager.
	Field
	Value
	Value Description

	MsgTag
	0x00000005
	MTAG_CONNECTION_REQ

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00000002
	CONNTYPE_TXUSER_IMPORT

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


The receiver then sends a TXUSER_IMPORT_MTAG_IMPORT user message to the its transaction manager and specifies the transaction identifier (guidTx).
	Field
	Value
	Value Description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00001021
	TXUSER_IMPORT_MTAG_IMPORT

	dwcbVarLenData
	0x00000010
	16

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	guidTx
	0x4046037E
0x46C99722
0x06999883
0x35CB4123
	4046037e-9722-46c9-9883-99062341cb35


When the transaction manager receives the TXUSER_IMPORT_MTAG_IMPORT message from the receiver, it attempts to find the transaction identifier (guidTx) in its list of known transactions. If it locates the transaction with that identifier, the transaction manager replies to the receiver with a TXUSER_IMPORT_MTAG_IMPORTED user message that specifies the isolation level (isoLevel) and isolation flags (isoFlags) of the transaction.
	Field
	Value
	Value Description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00001022
	TXUSER_IMPORT_MTAG_IMPORTED

	dwcbVarLenData
	0x00000008
	8

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	isoLevel
	0x00100000
	ISOLATIONLEVEL_SERIALIZABLE

	isoFlags
	0x00000005
	ISOFLAG_RETAIN_DONTCARE


When the receiving application gets the TXUSER_IMPORT_MTAG_IMPORTED message, it can enlist on the transaction (if it is a resource manager) or marshal the transaction to another application. The receiving application can also attempt to abort the transaction by using the connection. If the receiver does not intend to abort the transaction, it initiates the disconnect sequence.
[bookmark: section_e611eb5af19c4809850af9a51221834f][bookmark: _Toc492420705]Simple Enlistment Scenario
This scenario shows how a resource manager registers with a transaction manager, enlists on an existing transaction, and then responds to the enlistment notifications from the transaction manager. This scenario does not address resource manager recovery, which is described in the next section.
The scenario begins by the resource manager establishing a transport session with a transaction manager and negotiating its connection resources. It also assumes that there is some out-of-band mechanism (for example, application API) by which an external application is able to send the resource manager work to perform as part of an existing transaction. The resource manager is expected to follow the two-phase commit protocol.
[bookmark: section_883299f0fc35489699257f780461d9b6][bookmark: _Toc492420706]Registering with the Transaction Manager as a Resource Manager
Before a resource manager can participate in transactional work, it needs to register as a resource manager with a transaction manager.
CONNTYPE_TXUSER_RESOURCEMANAGER: The packet sequence starts when the resource manager initiates a CONNTYPE_TXUSER_RESOURCEMANAGER connection.
	Field
	Value
	Value description

	MsgTag
	0x00000005
	MTAG_CONNECTION_REQ

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00000005
	CONNTYPE_TXUSER_RESOURCEMANAGER

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


The resource manager then sends a TXUSER_RESOURCEMANAGER_MTAG_CREATE user message that specifies a GUID that uniquely identifies the resource manager (guidRm) and a session GUID that uniquely identifies this session of the resource manager (guidSession). The session GUID can be either a unique GUID that is created each time the resource manager starts up, or a NULL GUID.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001051
	TXUSER_RESOURCEMANAGER_MTAG_CREATE

	dwcbVarLenData
	0x00000020
	32

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	guidRm
	0xE7BAEBDF
0x4E2BDC69
0xA1699FF1
0x772859D3
	E7BAEBDF-DC69-4E2B-9FF1-69A1D3592877

	guidSession
	0x8F5204B3
0x466A5FB9
0xAF2DA0B8
0xAAD9CB3F
	8F5204B3-5FB9-466A-A0B8-2DAF3FCBD9AA


If guidRm does not identify a resource manager already registered with the transaction manager, the transaction manager adds the resource manager to its list of registered resource managers and sends to the resource manager a TXUSER_RESOURCEMANAGER_MTAG_REQUEST_COMPLETE user message.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001053
	TXUSER_RESOURCEMANAGER_MTAG_REQUEST_COMPLETE

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


The resource manager needs to keep this connection open for the duration of its lifetime. If the connection is terminated, any unprepared transactions are aborted.
[bookmark: section_18a8e298242e4c80b55913f54254a4ce][bookmark: _Toc492420707]Enlisting in an Existing Transaction
To enlist in an existing transaction, the resource manager needs to have knowledge of the existing transaction, which likely happened as a result of marshaling the transaction from an application to the resource manager.
CONNTYPE_TXUSER_ENLISTMENT: The packet sequence starts when the resource manager initiates a connection by using CONNTYPE_TXUSER_ENLISTMENT.
	Field
	Value
	Value description

	MsgTag
	0x00000005
	MTAG_CONNECTION_REQ

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00000003
	TXUSER_ENLISTMENT_MTAG_ENLIST

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


The resource manager then sends a TXUSER_ENLISTMENT_MTAG_ENLIST user message specifying the transaction identifier (guidTx), the resource manager identifier (guidRm), and the resource manager session identifier (guidSession).
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001031
	TXUSER_ENLISTMENT_MTAG_ENLIST

	dwcbVarLenData
	0x00000030
	48

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	guidTx
	0x4046037E
0x46C99722
0x06999883
0x35CB4123
	4046037e-9722-46c9-9883-99062341cb35

	guidRm
	0xE7BAEBDF
0x4E2BDC69
0xA1699FF1
0x772859D3
	E7BAEBDF-DC69-4E2B-9FF1-69A1D3592877

	guidSession
	0x8F5204B3
0x466A5FB9
0xAF2DA0B8
0xAAD9CB3F
	8F5204B3-5FB9-466A-A0B8-2DAF3FCBD9AA


If the transaction manager can enlist the resource manager in the requested transaction, the transaction manager adds the resource manager to its list of subordinate enlistments and replies to the resource manager with a TXUSER_ENLISTMENT_MTAG_ENLISTED user message.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001032
	TXUSER_ENLISTMENT_MTAG_ENLISTED

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


The resource manager is now enlisted on the transaction and is now waiting for two-phase commit notifications from the transaction manager. During the time that the resource manager is enlisted on the transaction, the resource manager typically receives from some external application the instructions (that is, work) to perform as part of the transaction.
[bookmark: section_b965eb3c31b041ffb8cc6a6d0ecfb82b][bookmark: _Toc492420708]Responding to Enlistment Notifications
When the transaction is committed, the transaction manager receives notification to prepare the transaction.
[bookmark: section_89bf2fe173014879bf3d18ce2a18c5cf][bookmark: _Toc492420709]Responding to a Prepare Request Message
As part of the prepare process, the transaction manager sends TXUSER_ENLISTMENT_MTAG_PREPAREREQ user messages to each of its subordinate resource managers.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001033
	TXUSER_ENLISTMENT_MTAG_PREPAREREQ

	dwcbVarLenData
	0x00000008
	8

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	grfRM
	0x00000000
	0

	fSinglePhase
	0x00000000
	0


When the resource manager successfully completes its prepare work, it replies to its transaction manager by using a TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE user message that has the prepareReqDone value set to TXUSER_ENLISTMENT_PREPAREREQDONE_OK.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001036
	TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE

	dwcbVarLenData
	0x00000014
	20

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	prepareReqDone
	0x00000000
	TXUSER_ENLISTMENT_PREPAREREQDONE_OK

	guidReason
	0x00000000
0x00000000
0x00000000
0x00000000
	00000000-0000-0000-0000-000000000000


The resource manager now waits for the transaction outcome from its transaction manager.
[bookmark: section_e227d5d9ba934a41a91ff38d5a302bfa][bookmark: _Toc492420710]Responding to a Commit Request Message
If the transaction manager receives notification that the transaction is committed, it sends to the resource manager a TXUSER_ENLISTMENT_MTAG_COMMITREQ message.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001035
	TXUSER_ENLISTMENT_MTAG_COMMITREQ

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


When the resource manager successfully completes its commit work, it replies to its transaction manager with a TXUSER_ENLISTMENT_MTAG_COMMITREQDONE user message.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001038
	TXUSER_ENLISTMENT_MTAG_COMMITREQDONE

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


The resource manager has now completed all its work that is associated with the transaction and initiates the disconnect sequence on its CONNTYPE_TXUSER_ENLISTMENT connection with its transaction manager.
[bookmark: section_ceaf3b226b7440af8b0c5af4e7c98608][bookmark: _Toc492420711]Transaction Manager Two-Phase Commit Scenario
This scenario shows how a transaction manager performs the Two-Phase Commit Protocol as both the superior transaction manager facet and the subordinate transaction manager facet.
For this scenario, all connections that are associated with the transaction are extant. The root transaction manager has an existing CONNTYPE_TXUSER_BEGIN2 connection between itself and the initiating application. Optionally, the transaction has one or more existing CONNTYPE_PARTNERTM_BRANCH or CONNTYPE_PARTNERTM_PROPAGATE connections between a superior transaction manager facet and its subordinate transaction manager facets. (A subordinate transaction manager facet can also act as a superior transaction manager facet if it has any subordinate branches.) Optionally, each transaction manager also has one or more CONNTYPE_TXUSER_ENLISTMENT connections with its registered resource managers.
For this scenario, it is assumed that there are no phase-zero or voter enlistments and that the root transaction manager has more than one subordinate branch and thus will not perform a single-phase commit.
[bookmark: section_eef1930bed5e4898b84dfa4e8726f581][bookmark: _Toc492420712]Phase One
The protocol sequence begins when the root transaction manager receives the TXUSER_BEGIN2_MTAG_COMMIT user message from the initiating application over its existing CONNTYPE_TXUSER_BEGIN2 connection (compare Committing the Transaction).
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00006003
	TXUSER_BEGIN2_MTAG_COMMIT

	dwcbVarLenData
	0x00000004
	4

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	grfRM
	0x00000000
	0


The root transaction manager then iterates through the subordinate branches of each transaction and notifies the subordinates that the transaction processing has begun. The root transaction manager then waits for reply notifications from each of the subordinates in order to determine the outcome of the transaction.
[bookmark: section_7936849198e342daae8dc992abc37bb1][bookmark: _Toc492420713]Phase One - Subordinate Resource Managers
If the subordinate branch is a resource manager (that is, using a CONNTYPE_TXUSER_ENLISTMENT connection), the transaction manager sends a TXUSER_ENLISTMENT_MTAG_PREPAREREQ user message with fSinglePhase set to zero.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001033
	TXUSER_ENLISTMENT_MTAG_PREPAREREQ

	dwcbVarLenData
	0x00000008
	8

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	grfRM
	0x00000000
	0

	fSinglePhase
	0x00000000
	0


When the resource manager successfully completes its preparation work, it replies to its transaction manager by using a TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE user message that has the prepareReqDone value set to TXUSER_ENLISTMENT_PREPAREREQDONE_OK.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001036
	TXUSER_ENLISTMENT_MTAG_PREPAREREQDONE

	dwcbVarLenData
	0x00000014
	20

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	prepareReqDone
	0x00000000
	TXUSER_ENLISTMENT_PREPAREREQDONE_OK

	guidReason
	0x00000000
0x00000000
0x00000000
0x00000000
	00000000-0000-0000-0000-000000000000


The resource manager now waits for a TXUSER_ENLISTMENT_MTAG_ABORTREQ or TXUSER_ENLISTMENT_MTAG_COMMITREQ message from its transaction manager to determine the outcome for the transaction.
[bookmark: section_a6be6c2c157d4275852b918c314ebd5a][bookmark: _Toc492420714]Phase One - Subordinate Transaction Manager Facets
If the subordinate branch is a transaction manager (that is, it is using either a CONNTYPE_PARTNERTM_BRANCH or a CONNTYPE_PARTNERTM_PROPAGATE connection), the transaction manager sends a PARTNERTM_PROPAGATE_MTAG_PREPAREREQ user message that has fSinglePhase set to zero. If the connection was created by using CONNTYPE_PARTNERTM_BRANCH, fIsMaster is zero (0). If the connection was created by using CONNTYPE_PARTNERTM_PROPAGATE, fIsMaster is one (1).
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00002003
	PARTNERTM_PROPAGATE_MTAG_PREPAREREQ

	dwcbVarLenData
	0x00000008
	8

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	grfRM
	0x00000000
	0

	fSinglePhase
	0x00000000
	0


When the subordinate transaction manager facet receives the prepare request for a transaction, it then iterates through each of the transaction's subordinate branches and notifies the subordinates that the transaction processing has begun. The transaction manager waits for reply notifications from each of the subordinates in order to determine the outcome of the transaction.
If each subordinate branch of a transaction successfully prepares for the transaction (that is, each subordinate replies with a TXUSER_ENLISTMENT_PREPAREREQDONE_OK or PARTNERTM_PROPAGATE_PREPAREREQDONE_OK message depending on the connection type), the transaction manager replies to its superior transaction manager facet with a PARTNERTM_PROPAGATE_PREPAREREQDONE message that has prepareReqDone set to PARTNERTM_PROPAGATE_PREPAREREQDONE_OK. If the connection was created by using CONNTYPE_PARTNERTM_BRANCH, fIsMaster is one (1). If the connection was created by using CONNTYPE_PARTNERTM_PROPAGATE, fIsMaster is zero (0).
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00002006
	PARTNERTM_PROPAGATE_MTAG_PREPAREREQDONE

	dwcbVarLenData
	0x00000014
	20

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	prepareReqDone
	0x00000000
	PARTNERTM_PROPAGATE_PREPAREREQDONE_OK

	guidReason
	0x00000000
0x00000000
0x00000000
0x00000000
	00000000-0000-0000-0000-000000000000


The transaction manager now waits for a PARTNERTM_PROPAGATE_MTAG_ABORTREQ or PARTNERTM_PROPAGATE _MTAG_COMMITREQ message from its superior transaction manager facet to determine the outcome for the transaction.
[bookmark: section_c781221a93f2484ea47e54ad86cf3c11][bookmark: _Toc492420715]Phase One - The Root Transaction Manager
If each subordinate branch of the root transaction manager successfully prepares for the transaction (that is, each subordinate replies with a TXUSER_ENLISTMENT_PREPAREREQDONE_OK or PARTNERTM_PROPAGATE_PREPAREREQDONE_OK message, depending on the connection type) the root transaction manager replies to the application that the transaction has committed. It replies by sending a TXUSER_BEGIN2_MTAG_SINK_ERROR message with an error value of TRUN_TXBEGIN_ERROR_NOTIFY_COMMITTED. For more information, see section 4.1.2.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00006005
	TXUSER_BEGIN2_MTAG_SINK_ERROR

	dwcbVarLenData
	0x00000004
	4

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	Error
	0x0000001F
	TRUN_TXBEGIN_ERROR_NOTIFY_COMMITTED


The root transaction manager then initiates Phase Two processing.
[bookmark: section_f7ff0073a3b54942a44a150c3a98b301][bookmark: _Toc492420716]Phase Two
The root transaction manager begins Phase Two by iterating through each subordinate branch of the transaction and notifying the subordinates that Phase Two processing has begun. In this example, the transaction commits. 
[bookmark: section_a0af61949695462990626a897af43552][bookmark: _Toc492420717]Phase Two - Subordinate Resource Managers
If the subordinate branch is a resource manager (that is, it uses a CONNTYPE_TXUSER_ENLISTMENT connection), the transaction manager sends a TXUSER_ENLISTMENT_MTAG_COMMITREQ user message.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00001035
	TXUSER_ENLISTMENT_MTAG_COMMITREQ

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


When the resource manager successfully completes its commit work, it replies to its transaction manager with a TXUSER_ENLISTMENT_MTAG_COMMITREQDONE user message.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00001038
	TXUSER_ENLISTMENT_MTAG_COMMITREQDONE

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


The resource manager has now completed all its work for the transaction and initiates the disconnect sequence on its CONNTYPE_TXUSER_ENLISTMENT connection with its transaction manager.
[bookmark: section_0627fcd724e34295963f20f1a0a6b746][bookmark: _Toc492420718]Phase Two - Subordinate Transaction Manager Facets
If the subordinate branch is a transaction manager (that is, it is using either a CONNTYPE_PARTNERTM_BRANCH or a CONNTYPE_PARTNERTM_PROPAGATE connection), the transaction manager sends a PARTNERTM_PROPAGATE_MTAG_COMMITREQ user message. If the connection was created by using CONNTYPE_PARTNERTM_BRANCH, fIsMaster is zero (0). If the connection was created by using CONNTYPE_PARTNERTM_PROPAGATE, fIsMaster is one (1).
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00002005
	PARTNERTM_PROPAGATE_MTAG_COMMITREQ

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


When the Subordinate Transaction Manager Facet receives the commit request for a transaction, it then iterates through each subordinate branch of the transaction and notifies the subordinates that the transaction is committed. The transaction manager then waits for reply notifications from each of the subordinates in order to complete Phase Two processing.
When each subordinate branch of the transaction replies that it has committed the transaction (that is, each subordinate replies with a TXUSER_ENLISTMENT_COMMITREQDONE_OK or PARTNERTM_PROPAGATE_COMMITREQDONE_OK message, depending on the connection type), the transaction manager replies to its Superior Transaction Manager Facet with a PARTNERTM_PROPAGATE_COMMITREQDONE message. If the connection was created by using CONNTYPE_PARTNERTM_BRANCH, fIsMaster is one (1). If the connection was created by using CONNTYPE_PARTNERTM_PROPAGATE, then fIsMaster is zero (0).
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00002008
	PARTNERTM_PROPAGATE_MTAG_COMMITREQDONE

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


The subordinate transaction manager facet has now completed all the work that is associated with the transaction. If the subordinate transaction manager facet's connection with its superior transaction manager facet is a CONNTYPE_PARTNERTM_BRANCH connection, the subordinate transaction manager facet initiates the disconnect sequence. If the subordinate transaction manager facet has any CONNTYPE_PARTNERTM_PROPAGATE connections with its subordinate branches, the subordinate transaction manager facet initiates the disconnect sequence on those subordinate branch connections.
[bookmark: section_ac87e7537038400aa67d8b708da5e956][bookmark: _Toc492420719]Phase Two - The Root Transaction Manager
After the root transaction manager receives all reply notifications from each of its subordinates, the transaction life cycle is complete. If the root transaction manager has any CONNTYPE_PARTNERTM_PROPAGATE connections with its subordinate branches, the root transaction manager initiates the disconnect sequence on those subordinate branch connections.
[bookmark: section_47549ba40d7846b1b23b9c10c10ccc73][bookmark: _Toc492420720]Resource Manager Recovery Scenario
This scenario describes in more detail how a resource manager registers with a transaction manager, and how the resource manager drives its recovery process. The scenario begins by the resource manager establishing a transport session with a transaction manager and negotiating its connection resources.
[bookmark: section_e0c2bd5320f64d6784e8d5e2dad11141][bookmark: _Toc492420721]Initializing the Recovery Process
After the resource manager registers with the transaction manager (compare Registering with the Transaction Manager as a Resource Manager), it initiates recovery. To perform recovery, the resource manager iterates through its log and locates all in-doubt transactions and requests their outcome by reenlisting in the transaction with the transaction manager.
[bookmark: section_22a6fdb31d8046f5b4d3375fc204daf7][bookmark: _Toc492420722]Reenlisting in In-Doubt Transactions
To reenlist in any transaction that is in-doubt, the resource manager establishes a CONNTYPE_TXUSER_REENLIST connection with its transaction manager.
CONNTYPE_TXUSER_REENLIST: The packet sequence starts when the resource manager initiates a CONNTYPE_TXUSER_REENLIST connection.
	Field
	Value
	Value description

	MsgTag
	0x00000005
	MTAG_CONNECTION_REQ

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00000006
	CONNTYPE_TXUSER_REENLIST

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


For each in-doubt transaction, the resource manager sends a TXUSER_REENLIST_MTAG_REENLIST user message specifying the transaction identifier (guidTx), the time-out (in milliseconds) that it will wait for notification, and the resource manager identifier (guidRm). For this sample, the resource manager will wait 1 second (or 1000 milliseconds).
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001061
	TXUSER_REENLIST_MTAG_REENLIST

	dwcbVarLenData
	0x00000024
	36

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64

	guidTx
	0x4046037E
0x46C99722
0x06999883
0x35CB4123
	4046037e-9722-46c9-9883-99062341cb35

	ulTimeout
	0x000003E8
	1000

	guidRm
	0xE7BAEBDF
0x4E2BDC69
0xA1699FF1
0x772859D3
	E7BAEBDF-DC69-4E2B-9FF1-69A1D3592877


When transaction manager receives the reenlist request, it attempts to find the transaction in its list of known transactions. If the transaction manager cannot locate the transaction, it assumes that the transaction aborted and replies to the resource manager with a TXUSER_REENLIST_MTAG_REENLIST_ABORTED user message.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001062
	TXUSER_REENLIST_MTAG_REENLIST_ABORTED

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


If the transaction manager can locate the transaction, the transaction manager attempts to determine outcome. The transaction manager replies to the resource manager with a TXUSER_REENLIST_MTAG_REENLIST_COMMITTED or TXUSER_REENLIST_MTAG_REENLIST_ABORTED user message, as appropriate.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001063
	TXUSER_REENLIST_MTAG_REENLIST_COMMITED

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


If the transaction manager is unable to determine outcome in the time-out period, the transaction manager replies to the resource manager with a TXUSER_REENLIST_MTAG_REENLIST_TIMEOUT user message.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000002
	2

	dwUserMsgType
	0x00001064
	TXUSER_REENLIST_MTAG_REENLIST_TIMEOUT

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


After the resource manager determines the outcome from the transaction manager, it performs any remaining commit or abort work, as appropriate. If the resource manager receives a time-out notification, it needs to maintain the in-doubt entries in its log unchanged. The resource manager will attempt to determine the outcome of these in-doubt transactions next time it performs recovery.
For any remaining in-doubt transactions, the resource manager needs to perform the previous steps for each in-doubt transaction.
If there are no more in-doubt transactions, the resource manager informs the transaction manager that it has completed its recovery process. The resource manager then initiates the disconnect sequence on this connection.
[bookmark: section_ee4d528bbe11411eb2222576c79eb518][bookmark: _Toc492420723]Completing Recovery
To complete recovery, the resource manager needs to send the transaction manager a TXUSER_RESOURCEMANAGER_MTAG_REENLISTMENTCOMPLETE user message over its CONNTYPE_TXUSER_RESOURCEMANAGER connection. 
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000001
	1

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00001052
	TXUSER_RESOURCEMANAGER_MTAG_REENLISTMENTCOMPLETE

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


When the transaction manager receives the reenlistment complete notification, the transaction manager can clean up any transactions that are associated with the resource manager, such as the transactions in the Failed to Notify state. In response, the transaction manager sends the resource manager a TXUSER_RESOURCEMANAGER_MTAG_REQUEST_COMPLETE user message.
	Field
	Value
	Value description

	MsgTag
	0x00000FFF
	MTAG_USER_MESSAGE

	fIsMaster
	0x00000000
	0

	dwConnectionId
	0x00000001
	1

	dwUserMsgType
	0x00001053
	TXUSER_RESOURCEMANAGER_MTAG_REQUEST_COMPLETE

	dwcbVarLenData
	0x00000000
	0

	dwReserved1
	0xcd64cd64
	dwReserved1: 0xcd64cd64


The resource manager will maintain this connection.
[bookmark: section_f2186da557f54f7cb08315d8498c5427][bookmark: _Toc492420724]Security
[bookmark: section_958fef5750164d5daa592c239a0920f2][bookmark: _Toc492420725]Security Considerations for Implementers
The transaction processing protocol that is defined by this specification is intended for use in an environment where all participants are trusted to collaborate in driving transactions toward a final outcome.
Misuse of the Two-Phase Commit Protocol can enable participants to perform simple denial of service attacks on their transaction managers. Because transaction managers generally communicate with multiple participants simultaneously, this condition represents a denial of service to other participants.
Consequently, implementers need to take the following steps to ensure that transaction processing occurs in a secure environment:
· Each participant is expected to initialize [MS-CMPO] sessions by using mutual authentication, as specified in [MS-CMPO] section 3.2.1.1. 
· All transaction manager and resource manager implementations uphold the following principles: 
· Every transaction reaches a common outcome for all participants, in accord with a correctly executed Two-Phase Commit Protocol.
· [bookmark: Appendix_A_Target_35]No transaction remains In Doubt for a longer period of time than the application's higher-layer business logic accepts. This particular determination is implementation-specific.<35>
· When authentication credentials are available, the acceptor is expected authorize incoming connections to ensure that the initiator is entitled to perform the actions that it is requesting. Implementations are recommended to adhere to the following authorization policies: 
1. The following connection types need to be accepted only for authenticated principals that have administrator privileges:
· CONNTYPE_TXUSER_RESOLVE
· CONNTYPE_TXUSER_TRACE
When incoming authentication is available, the above connection types are required to be established by a user identity that is authenticated as an administrator.
2. The following connection types need to be accepted only for authenticated principals whose principal name takes the form of <DomainName>\<MachineName>$:
· CONNTYPE_PARTNERTM_PROPAGATE
· CONNTYPE_PARTNERTM_REDELIVERCOMMIT
· CONNTYPE_PARTNERTM_CHECKABORT
· CONNTYPE_PARTNERTM_BRANCH
When mutual authentication is required, the above connection types are required to be established by a user identity whose principal name takes the form of <DomainName>\<MachineName>$ where <DomainName> is a NetBIOS domain name and <MachineName> matches the NetBIOS host name of the machine initiating the connection.
3. Transaction manager implementations need to ensure that the remote participant is a transaction manager for connection types that are used only between a superior transaction manager and a subordinate transaction manager.
An implementation can further restrict the set of supported connection types through configuration. These restrictions are reflected in the values of the grfNetworkDtcAccess, grfXaTransactions, and grfOptions fields of the TXUSER_GETSECURITYFLAGS_MTAG_FETCHED message.
[bookmark: section_1b61b7a53d9146f58377ea45b6150be9][bookmark: _Toc492420726]Index of Security Parameters
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[bookmark: section_8a7fe728b40a41a3a5daaad3694b5c65][bookmark: _Toc492420727]Appendix A: Product Behavior
The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Windows NT 4.0 operating system Option Pack for Windows NT Server
· Windows 2000 operating system
· Windows XP operating system
· Windows Server 2003 operating system
· Windows Vista operating system
· Windows Server 2008 operating system
· Windows 7 operating system
· Windows Server 2008 R2 operating system
· Windows 8 operating system
· Windows Server 2012 operating system
· Windows 8.1 operating system
· Windows Server 2012 R2 operating system
· Windows 10 operating system
· Windows Server 2016 operating system
· Windows Server operating system
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 2.1.2.3: While performing push propagation, the Name object (as specified in [MS-CMPO] section 3.2.1.4) of the transaction manager is represented as follows. Windows NT 4.0 Option Pack uses the NAMEOBJECTBLOB (section 2.2.5.3) structure. Otherwise, applicable Windows releases use the SWhereabouts (section 2.2.5.11) structure.
<2> Section 2.2.1.1: MSDTC Connection Manager: OleTx Transaction Protocol versions are as follows: 
· Version 1 is supported by all applicable Windows releases. 
· Version 2 is supported by all applicable Windows releases, except not on Windows NT 4.0 operating system. 
· Version 4 is supported by all applicable Windows releases, except not on Windows NT 4.0, Windows 2000, and Windows XP. 
· Version 5 is supported by all applicable Windows releases, except not on Windows NT 4.0, Windows 2000, Windows XP, and Windows Server 2003 without service packs.  
· Version 6 is supported by all applicable Windows releases, except not on Windows NT 4.0, Windows 2000, Windows XP, Windows Server 2003, Windows Vista, and Windows Server 2008.
<3> Section 2.2.1.1.1: The connection type CONNTYPE_TXUSER_EXTENDEDWHEREABOUTS is not supported by Windows NT operating system, Windows 2000, Windows XP operating system Service Pack 1 (SP1), and Windows Server 2003.
<4> Section 2.2.1.1.1: The connection type CONNTYPE_TXUSER_PROMOTE is not supported by Windows NT, Windows 2000, and Windows Server 2003.
<5> Section 2.2.1.1.1: The connection type CONNTYPE_TXUSER_SETTXTIMEOUT is not supported by Windows NT, and Windows 2000 operating system Service Pack 3 (SP3).
<6> Section 2.2.1.1.1: The connection type CONNTYPE_TXUSER_SETTXTIMEOUT2 is not supported by Windows NT, Windows 2000, and Windows XP.
<7> Section 2.2.1.1.1: The message TXUSER_RESOLVE_MTAG_ACCESSDENIED that is associated with connection type CONNTYPE_TXUSER_RESOLVE is not supported by Windows NT, Windows 2000, and Windows XP SP1.
<8> Section 2.2.1.1.3: Connection type CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL is not supported by Windows NT, Windows 2000, Windows XP, and Windows Server 2003.
<9> Section 2.2.1.1.3: Connection type CONNTYPE_TXUSER_RESOURCEMANAGERINTERNAL is not supported by Windows NT, Windows 2000, Windows XP, and Windows Server 2003.
<10> Section 2.2.4.1: The value that Windows places in the dwReserved1 field is undefined.
<11> Section 2.2.5.2: The Associate_Msg_Version3 structure is not supported on Windows NT and Windows 2000.
<12> Section 2.2.5.3: The dwReserved1 field is set to a nondeterministic 4-byte value on Windows NT 4.0 Option Pack and Windows 2000.
<13> Section 2.2.5.4: The dwVersionMax field value is as follows. On Windows NT 4.0 Option Pack the field value is 1. On Windows 2000, the field value is 2. Otherwise, on applicable Windows releases the dwVersionMax field value is 3.
<14> Section 2.2.5.9: The fields that are included in the SWhereabouts structure is implementation-specific as follows: 
The TmProtocolTip field is included on applicable Windows releases if the transaction manager is so configured, except not on Windows NT 4.0 Option Pack.
The TmProtocolMsdtcV1 field is included on applicable Windows releases.
The TmProtocolMsdtcV2 field is included on applicable Windows releases, except not on Windows NT 4.0 Option Pack.
The TmProtocolExtended field is included if the transaction manager is so configured, on applicable Windows releases, except not on Windows NT 4.0 Option Pack, Windows 2000, Windows XP operating system Service Pack 2 (SP2), and Windows Server 2003 operating system with Service Pack 1 (SP1).
<15> Section 2.2.8.2.1.1.10: Windows does not have a maximum limit on the number of times an application can perform associate request on an already existing transaction by sending the TXUSER_ASSOCIATE_MTAG_ASSOCIATE message. Therefore, the TXUSER_ASSOCIATE_MTAG_TOO_MANY_LOCAL message is never sent by any applicable Windows release.
[bookmark: _Hlk477277017][bookmark: _Hlk485667349]<16> Section 2.2.8.3.2.1: Windows NT, Windows 2000, and Windows XP SP1 do not require authentication and it is not configurable. Otherwise applicable Windows releases by default require authentication with an account that is in the administrator group and this behavior is configurable.
<17> Section 2.2.8.3.2.8: The message TXUSER_RESOLVE_MTAG_NOT_CHILD that is associated with connection type CONNTYPE_TXUSER_RESOLVE is never sent by any applicable Windows releases.
<18> Section 2.2.10.2.2.8: Windows limits transactions to 32 direct enlistments.
<19> Section 3.1.4.3: Regarding the MSDTC Connection Manager: OleTx Transaction Protocol connection establishment in Windows, an MSDTC Connection Manager: OleTx Transaction Protocol session partner does send connection requests for connection types that it supports (when required by the protocol rules; see section 3). The CONNTYPE_TXUSER_EXPORT2 (section 2.2.8.2.2.3) and CONNTYPE_TXUSER_PROMOTE (section 2.2.8.1.3) could be sent to the other partner, which might not support these connection types. As a result, the requests for the unsupported connection types are rejected with an MTAG_CONNECTION_REQ_DENIED ([MS-CMP] section 2.2.5). When the CONNTYPE_TXUSER_PROMOTE connection type is rejected, applicable Windows releases return the failure result to the higher business layer. When the CONNTYPE_TXUSER_EXPORT2 connection type is rejected, Windows falls back to the CONNTYPE_TXUSER_EXPORT (section 2.2.8.2.2.2) connection type.
<20> Section 3.1.4.3: Regarding the sending of messages over an established MSDTC Connection Manager: OleTx Transaction Protocol connection in Windows, an MSDTC Connection Manager: OleTx Transaction Protocol session partner never sends messages that it supports (when required by the protocol rules) (see section 3), but that are not supported by the negotiated protocol version (in the context of the connection's connection type) with one exception: TXUSER_RESOLVE_MTAG_ACCESSDENIED (section 2.2.8.3.2.1). For TXUSER_RESOLVE_MTAG_ACCESSDENIED, a partner that supports this message sends it (when required by protocol rules) even if it is not supported by the negotiated protocol version. 
<21> Section 3.1.6: When receiving an invalid message on a connection, the participant terminates the associated session on Windows NT 4.0 Option Pack, Windows 2000 and Windows XP SP1.
[bookmark: _Hlk485665487][bookmark: _Hlk490148483]<22> Section 3.2.3: The security level No Authentication is supported by all applicable Windows releases. In applicable Windows releases except in Windows NT 4.0 Option Pack, Windows 2000, Windows XP SP1, and Windows Server 2003 without service packs, Incoming Authentication and Mutual Authentication are supported and the security level is configurable to any of the three values.  
<23> Section 3.2.3.1: The Timeout field value defaults to zero in applicable Windows releases.
<24> Section 3.2.3.2: In applicable Windows releases, the log size is configurable and stored in the registry. The default log size value is 4 MB, and the default maximum size is 512 MB.
<25> Section 3.2.3.3: The Core Transaction Manager Facet (section 1.3.3.3.1) ensures that transactions with duplicate identifiers are not created; however, for Windows Vista the application of Windows Vista operating system with Service Pack 1 (SP1) is required to restore the correct protocol behavior and ensure that transactions with duplicate identifiers are not created.
<26> Section 3.2.7.11: The limit of Subordinate Enlistments depends on the type of Enlistment. The default limit on Subordinate Transaction Manager Enlistments is 64, except for Windows NT 4.0 Option Pack, where the limit is 16. The limit on Subordinate Resource Manager Enlistments for applicable Windows releases is 32.
<27> Section 3.2.7.13: The Core Transaction Manager Facet (section 1.3.3.3.1) ensures that transactions with duplicate identifiers are not created; however, Windows Vista does not ensure that transactions with duplicate identifiers are not created and requires the application of Windows Vista SP1 to restore the correct protocol behavior.
<28> Section 3.2.7.21: The limit of Subordinate Enlistments depends on the type of Enlistment. In applicable Windows releases, the default limit on Subordinate Transaction Manager Enlistments is 64, except on Windows NT 4.0 Option Pack, where the limit is 16. The limit on Subordinate Resource Manager Enlistments in Windows is 32.
<29> Section 3.3.4.1: In Windows Vista, the Core Transaction Manager Facet (section 1.3.3.3.1) does not ensure that transactions with duplicate identifiers are not created. If an identifier that already exists in the transaction table is sent as the guidTX field with TXUSER_BEGINNER_MTAG_PROMOTE Message (section 3.4.5.1.3.1), a duplicate entry having the same transaction identifier will be created in the transaction table. Consequently, the transaction identifier having duplicate entries in the transaction table is not uniquely mapped to a single transaction object and any subsequent lookup for a transaction object with this identifier can return any one of the duplicate transaction objects. Any subsequent processing rule that involves finding a transaction object by this transaction identifier can have an undefined outcome as a result of this Windows Vista-specific behavior. This undefined behavior was identified post release and has since been addressed in subsequent releases. An implementation avoids duplicate transaction identifiers when beginning a transaction that uses the CONNTYPE_TXUSER_PROMOTE connection type (section 3.3.4.1.3) by always using a new GUID as specified in [RFC4122] for the predetermined transaction identifier.
<30> Section 3.4.5.3.2.1: By default, authentication is required with an account that is in the administrator group, exception on Windows NT, Windows 2000, and Windows XP SP1 on which this behavior is not configurable.
<31> Section 3.4.5.3.2.2: By default, authentication is required with an account that is in the administrator group, exception on Windows NT, Windows 2000, and Windows XP SP1 on which this behavior is not configurable.
<32> Section 3.4.5.3.2.3:  By default, authentication is required with an account that is in the administrator group, exception on Windows NT, Windows 2000, and Windows XP SP1 on which this behavior is not configurable.
<33> Section 3.7.2.1: The value is 1000 milliseconds if the transport is down. Otherwise the default value is 500 milliseconds for applicable Windows releases. This value is not configurable.
<34> Section 3.8.2.1:  The value is 1000 milliseconds for applicable Windows releases. This value is not configurable.
<35> Section 5.1: Mutual Authentication is used by default for applicable Windows releases, except that No Authentication is used on Windows NT 4.0 Option Pack, Windows 2000, and Windows XP SP1.
[bookmark: section_c166fe41b67440af8b09b82843f7db31][bookmark: _Toc492420728]Change Tracking
This section identifies changes that were made to this document since the last release. Changes are classified as Major, Minor, or None. 
The revision class Major means that the technical content in the document was significantly revised. Major changes affect protocol interoperability or implementation. Examples of major changes are:
· A document revision that incorporates changes to interoperability requirements.
· A document revision that captures changes to protocol functionality.
The revision class Minor means that the meaning of the technical content was clarified. Minor changes do not affect protocol interoperability or implementation. Examples of minor changes are updates to clarify ambiguity at the sentence, paragraph, or table level.
The revision class None means that no new technical changes were introduced. Minor editorial and formatting changes may have been made, but the relevant technical content is identical to the last released version.
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