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1

Introduction

The Directory Replication Service (DRS) Remote Protocol is an RPC protocol for replication and
management of data in Active Directory

The protocol consists of two RPC interfaces named drsuapi and dsaop. The name of each drsuapi

method begins with "IDL_DRS", while the name of each dsaop method begins with "IDL_DSA". This

protocol was originally implemented in Windows 2000 Server operating system and is available in all
subsequent server releases. It is not available in Windows NT 3.1 operating system,

Windows NT 3.51 operating system, or Windows NT 4.0 operating system.

The Windows client operating systems (Windows 2000 operating system, W indows XP operating
system, Windows  Vista operating system, Windows 7 operating system, Windows 8 operating

system, and Windows 8.1 operating system) can implement a client role for some methods, but

cannot implement a server role for any methods. The Wind ows server operating systems

(Windows 2000 Server, Windows Server 2003 operating system, Windows Server 2003 R2 operating
system, Windows Server 2008 operating system, Windows Server 2008 R2 operating system,
Windows Server 2012 operating system, and Windo ws Server 2012 R2 operating system) can

implement both client and server roles for all methods. Section 4.1 gives details about the methods
for which the Windows client operating systems can implement a client role.

Some functionality exposed by these RPC protocols is also available using the Lightweight
Directory Access Protocol (LDAP) protocol ( [MS -ADTS] section 3.1.1.3); the overlap is describ ed
in section 1.4.

The special typographical conventions used in this document are described in section 3.2.

State is included in the state model for this specification only as necessitated by the requirement

that a licensee's implementation of Windows server protocols must be capable of receiving

messages and responding in the same manner as a Windows server. Behavior is specified in terms

of request m essage received, processing based on current state, resulting state transformation, and
response message sent. Unless otherwise specified, all behaviors are required elements of the

protocol. Any specified behavior not explicitly qualified with MAY or SHOU LD is to be treated as if it
were specified as a MUST behavior.

Pervasive Concepts
The following concepts are pervasive throughout this specification.

This specification uses [KNUTH1] section 2.3.4.2 as a reference for the graph -related terms oriented
tree , root, vertex, arc, initial vertex, and final vertex.

replica: A variable containing a set of objects.

attribute: An identifier for a value or set of values. See also attribute inthe Glossary (section

11).

object: A set of attributes, each with its associated values. Two attributes of an object have
special significance:

A Ident ifying Attribute: A designated single -valued attribute appears on every object. The
value of this attribute identifies the object. For the set of objects in a replica, the values of
the identifying attribute are distinct.

A Parent -Identifying Attribute: A designated single -valued attribute appears on every object.
The value of this attribute identifies the object's parent. That is, this attribute contains the
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value of the parent's identifying attribute or a reserved value ide ntifying no object (for

more information, see MS -ADTS] section 3.1.1.1.3). For the set of objects in a replica, the

values of this parent  -identifying attribute define an oriented tree with objects as ver tices
and child -parent references as directed arcs with the child as an arc's initial vertex and the

parent as an arc's final vertex.

An object is a value, not a variable; a replica is a variable. The process of adding, modifying,
or deleting an object in a replica replaces the entire value of the replica with a new value.

As the term "replica” suggests, two replicas often contain "the same objects". In this usage,
objects in two replicas are considered "the same" if they have the same value of the
identify ing attribute and if there is a process in place (that is, replication) to converge the
values of the remaining attributes.

When members of a set of replicas are considered to be the same, it is common to say "an
object" as shorthand referring to the set o f corresponding objects in the replicas.

object class: A set of restrictions on the construction and update of objects. An object class
must be specified when an object is created. An object class specifies a set of must -have
attributes (every object of th e class must have at least one value of each) and may -have
attributes (every object of the class may have a value of each). An object class also specifies
a set of possible superiors (the parent object of an object of the class must have one of these

classes). An object class is defined by a classSchema object.
parent object: See "object", above.
child object, children: An object that is not the root of its tree. The children of an object O are

the set of all objects whose pare ntis O.

See [MS -ADTS] section 3.1.1.1.3 for the particular use made of these definitions in this
specification.

Sections 1.8, 2, 3, 4, and 5 of this specification are normative and can contain the terms MAY,
SHOULD, MUST, MUS T NOT, and SHOULD NOT as defined in RFC 2119. Sections 1.5 and 1.9 are
also normative but cannot contain those terms. All other sections and examples in this specification
are informative.

1.1 Glossary
The following terms are defined in MS -GLOS]:

ancestor object
AttributeStamp
authentication
authentication level

back link value

binary large object (BLOB)
canonical name
constructed attribute
container

control access right

digest

directory

discretionary access control list (DACL)
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domain controller (DC)

domain name (3)

dynamic endpoint

expunge

forest

forward link attribute

forward link value

FSMO role owner

full NC replica

fully qualified domain name (FQD N) (1) (2)
garbage collection

global catalog (GC)

global catalog server (GC server)

Interface Definition Language (IDL)

Internet host name

LDAP connection

Lightweight Directory Access Protocol (LDAP)
link attribute

link value

LinkValueStamp

local domain co  ntroller (DC)

Microsoft Interface Definition Language (MIDL)
Network Data Representation (NDR)
nonreplicated attribute

NULL GUID

opnum

originating update

partial attribute set (PAS)

primary domain controller (PDC) role owner
prefix table

remote procedure call (RPC)

replication latency

RPC transport

schema

security principal

security provider

The following terms are defined in MS -ADTS] :
NetBIOS domain name
The following terms are specific to this document:

abs tract type: A type used in this specification whose representation need not be standardized

for interoperability because the type's use is internal to the specification. See concrete type
access control entry (ACE): An entry inan access control list (ACL ). An ACE contains a set
of access rights and a  security identifier (SID) that identifies the  principal  (including

group principals ) for whom the rights are allowed, denied, or audited.

access control list (ACL): A sequence of access control entries (ACES) that describes the
rules for authorizing access to some resource; for example, an object orsetof objects
Active Directory: Either Active Directory Domain Services (AD DS) or Active Directory

Lightweight Directory Services (AD LDS).
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Active Directory Dom ain Services (AD DS): AD DS is an operating system directory  service
implemented by a  domain controller (DC) . The directory  service provides a data store for
objects that is distributed across multiple DCs. The DCs interoperate as peers to ensure that
alocal change toan object replicates correctly across DCs. AD DS first became available as
part of Windows 2000 and is available as part of Windows 2000 Server, Windows Server 2003,
and Windows Server 2003 R2 products; in these products it is called "Active Directory". It is
also available as part of Windows Ser ver 2008, Windows Server 2008 R2, Windows Server
2012, and Windows Server 2012 R2. AD DS is not present in Windows NT 3.1,

Windows NT 3.51, Windows NT 4.0, or Windows  XP. For more information, see MS -WSO
section 3.1.2.1.5.2 and MS -ADTS] .

Active Directory Lightweight Directory Services (AD LDS): AD LDS is an operating system
directory  service implemented by a domain controller (DC) . The most significant difference
between AD LDS and AD DS is that AD LDS does not host domain NCs . A server can host
multiple AD LDS DCs. (In Microsoft documentation, AD LDS is sometimes called "ADAM ")

application NC: A specific type of  naming context (NC) . An application NC does not contain
security principal objects and does not appear in the GC. Therootofan application NC is
an object of class domainDNS . See domainDNS

attribute: (Note: This definition is a specialization of the "attribute” concept that is described in
the Introduction (section 1).) An identifier for a single - or multivalued data element associated
with an LDAP directory object . An object consists ofits attributes  and their values. Fo r
example, cn (common name), street (streetaddress), and  mail (email addresses) can all be
attributes  of a user object . An attribute's schema , including the syntax of its values, is
defined inan attributeSchema  object

attribute syntax: A specification of the format and range of permissible values of an attribute
The syntax of an  attribute  is defined by sev eral attributes  onthe attributeSchema _ object
Attribute syntaxes supported by  Active Directory include Boolean, Enumeration, Integer,
Largelnteger, String(UTC  -Time), String(Unicode), and Object(DS -DN).

attributelD: The attributelD _ attribute . An OID -valued identifying  attribute  of each
attributeSchema__ object inthe schema NC

back link attribute: A computed attribute  whose values include  object references (for
example, an attribute  of syntax Object(DS -DN)). The values are derived from the values of a
related attribute , a forward link attribute ,on other objects .If fisthe forward link
attribute  , one back link value  exists on object o foreach object r thatcontains a value of o]
for attribute  f. The relationship between forward link attributes and back link attributes
is expressed using the  linkID _ attribute  on the attributeSch ema objects representing the two
attributes . The forward link's  linkID_ is an even number, and the back link's linkID _is the

forward link's  [inkID _ plus one. For more i nformation, see MS -ADTS] section 3.1.1.1.6.

binary OID:  An object identifier (OID) in a Basic Encoding Rules (BER) 1 encoded binary
format, as specified in ITUX690] section 8.19.

built -indomain:  The SID namespace that is defined by the fixed SID S-1-5-32. The built -in
domain contains groups that define roles on a local computer, such as "Backup Operators".

built -in principal: A security  principal  withinthe built -indomain  whose SID is identical in
every domain

checksum: A value that is the summation of a byte stream. By comparing the checksums
computed from a data item at two different times, it can be quickly assessed whether the data
items are different.
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child object, children: See the Introduction (section 1).

class: See object class

compression chunk (or chunk): When compression is used for replication data, the data is
divided into smaller units, called "compression chunks", that are suitable for the particular
algorithm. The chunk size is specific to the compression algorithm being employed.

computer object: An object of class computer . A computer object is a security principal
object ;the principal isthe operating system running on the computer. The shared secret
allows the operating system running on the computer to authenticate itself independently of
any user running on the system. See security principal

concrete type: A type used in this specification whose representation must be standardized for
interoperability. Specific cases include types in the IDL definition ofan RPC interface, types
sentover RPC but whose representation is unknown to RPC, and types stored as byte strings
in directory  attributes

configuration naming context (config NC): A specific type of NC that ¢ ontains configuration
information. A forest has asingle config NC , which is shared among all DCs inthe forest

critical object: A subset of the objects inthe default NC |, identified by the  attribute
isCriticalSystemObject  having the value TRUE. The  objects that are marked in this way are
essential for the operation of a DC hosting the NC.

crossRef object: An object of class crossRef . Each crossRef object isa child ofthe
partitions container inthe config NC . A crossRef describes the properties of an NC, such as
its fully qualified domain name (FQDN) , operational settings, and so on.

cycle: A series of one or more replication responses associated with the same invocation ID ,
concluding with the return of a new up -to -date v ector .

cyclic redundancy check (CRC): Abroad class of functions used for detecting errors in the
transmission of data; for example, CRC is one method of generating a checksum

default naming context (default NC): Part of the state ofa  DC.A DC's default NC isthe NC
of its default NC replica .A DC's default NC containsthe DC's computer object

default naming context replica (default NC replica): Part of the state ofa  DC. A DC's
default NC replica isa domain NC .Ona read -only DC ,the default NC replica isa
filtered partial NC replica ; otherwise, itisa  full NC replica , hosted by the DC.

deleted -object: An object that has been deleted, but that remains in storage until a configured
amount of time (the deleted -object lifetime ) has passed, after which the object is
transformed intoa  recycled -object .Unlikea recycled -object ora tombstone ,a deleted -
object maintains virtually all the state of the object before deletion and may be undeleted
without loss of information. Deleted -objects existonly whenthe Recycle Bin  optional
feature is enabled.

deleted -object lifetime: The time period that a deleted -object is keptin storage before it is
transformed intoa  recycled -object

directory object (or object): An Active Directory object , which is a specialization of the
"object" concept that is described in the Introduction (section 1). The identifying  attribute s
objectGUID , and the parent -identifying attribute  (not exposed asan LDAP attribute )is
parent . Active Directory objects are similarto LDAP entries , as defined in RFC2251] ;the
differences are specified in MS -ADTS] section 3.1.1.3.1.
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distinguished name (DN): A human -readable name foran  object ;every object hasa DN.
Active Directory DNs are LDAP DNs [RFC2251] , restricted as specified in MS -ADTS
section 3.1.1.3.1.2.1. The DN of an object isthe objects RDN followed by "," followed by
the DN ofits parent ;for example: "cn=Peter Houston, ou=NTDEYV, dc=microsoft, dc=com".
See canonical name

domain: A unit of security administration and delegation in a Microsoft Windows network. For
more information, see MS -WSQ] section 3.1.2.1.5, and [M S-ADTS].

domain naming context (domain NC): Atype of NC thatrepresentsa domain .A domain NC
can contain security principal objects ; no other type of  NC can contain security principal
objects . Domain NCs appearinthe GC. A forest hasone or more domain NCs . The root of
a domain NC is an object of class domainDNS . See domainDNS

domain security identifier (domain SID): The SID of the root object ofa domain NC . The
r elative identifier (RID) portion of the  domain SID  is always zero. Every  security
principal object ina domain NC has an objectSid attribute  equal to the domain SID

except forthe RID portion.

domainDNS: A specific objectclas s.Therootofa domain NC oran application NC is an
object of class domainDNS . The DN of such an object takes the form

dc=n ;,dc=n ,,...dc=n

where each n ; satisfies the syntactic requirements of a fully qualified domain name
(FQDN) component. For more information, see RFC1034] . Sucha DN corresponds to the
FQDN

[ PN o I
This isthe FQDN ofthe NC, anditallows replicas ofthe NC to be located by using DNS.

directory service agent (DSA): A term from the X.500 directory specification X50 1] that
represents a component that maintains and communicates directory information.

DSA GUID: The objectGUID of a DSA object

DSA object:  An object of class NTDSDSA , always located in the config NC. This object
representsa DC inthe forest

DSName: A DSName is a tuple that contains between one and three identifiers for an object
The possible identifiers are the object's GUID (attribute  objectGUID ), SID (attribute
objectSid ), and DN (attribute  distinguishedName ). A DSName can appear in a protocol
message and as an  attribute  value; for example, a val ue of an attribute  with syntax
Object(DS -DN). Givena DSName , an object can be identified within a set of NC replicas

according to the matching rules defined in section 5.49.

dynamic object: An object witha"time -to-die" attribute , msDS -Entry -Time -To-Die. Active
Directory  "garbage -collects"a dynamic object immediately after the time -to -die of the
object has passed. The  constructed attribute entryTTL gives a dynamic object's current
"time -to-live"; that is, the difference between the current time and msDS -Entry -Time -To-Die.
See [RFC2589] .

encryption key: One of the input parameters to an encryption algorithm. An encryption
algorithm takes as input a clear -text message and a key, and results in a cipher -text
message. The corresponding decryption algorithm takes a cipher -text mess age, and the key,
and results in the original clear -text message.
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endpoint: A network -specific address of a server process for remote procedure calls . The

actual name ofthe  endpoint depends onthe RPC protocol sequence being used. For
example, for the NCACN_IP_TCP RPC protocol sequence ,an endpoint  might be TCP port
1025. For more information, see C706] .

entry: A term often used as a synonym for object , butnotint his document.

extended canonical name: Same asa canonical name , except that the rightmost forward

slash (/") is replaced with a newline character.

extended operation: A special replication cycle in which aclient DC requests an action on a
FSMO role ; for example, a change in the FSMO role owner . FSMO role abandon and
FSMO role transfer are examples of extended operations.

filtered attribute set (FAS): The subset of a ttributes that are not replicated to filtered partial
NC replicas and filtered GC partial NC replicas . A particular filtered attribute set is part
of the state of the  forest , and is used to control the attributes that replicat etoa read -only
DC. The searchFlags schema attribute is used to define this set.

filtered GC partial NC replica: An NCreplica that contains a schema  -specified subset of
attributes for the  objects it contains. The subset of attributes consists of the attributes in the
GC partial attribute set , excluding those present in the filtered attribute set . A filtered
GC partial NC replica is not writable; that is, it does not accept originating updates

filtered partial NC replica: An NC replica that contains a schema  -specified subset of attributes
for the objects it contains. The subset of attributes consists of all the attributes of the
objects , excluding those attributes  in the filtered attribute set . A filtered partial NC
replica is not writable; that is, it does not accept originating updates

flexible single master operation: See FSMO.

forest root domain NC: The domain NC  withina forest thatisthe parent ofthe config NC
The fully qualified domain name (FQDN) of the forest root domain NC serves as the
forest's  name.

forward link attribute: A specifi c type of attribute . The values of a  forward link attribute
include object references (for example, syntax Object(DS -DN)). The forward link values
can be used to compute the values of a related attribute ,thatisa backlinka ttribute ,on
other objects . A forward link attribute can exist with no corresponding back link
attribute , but not vice versa. See MS -ADTS] section 3.1.1.1.6.

FSMO (flexible single master operation): Aread or update operationonan NC, such that
the operation must be performed on the single designated "master" replica ofthat NC. The
master replica designation is "flexible" because it can be changed without losing the
consistency gained from having a single master. T his term (pronounced "fizmo") is never used
alone; see  FSMO role , FSMO role owner

FSMO role: Asetof objects thatcanbe updated inonlyone NCreplica atany giventime. For
more information, see MS -ADTS] section 3.1.1.1.11. See FSMO role owner

FSMO role abandon: Arequesttoa DC D. The effectisfor D to request the current owner of a
specified FSMO role to transfer the role to D (see FSMO role transfer ). Abandon can be
initiated by the current role owner in anticipation of being unable to host the role; for
example, because the  DC is being decommissioned.

FSMO role object: The object inthe domain or forest that represents a specific FSMO role
This object isamemberofthe FSMO role and containsthe fSMORoleOwner attribute
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FSMO role transfer: Arequesttoa DC D.If D is the current owner of the specified FSMO role ,
the effect is to transfer that role to the client; if D is not the current owner of the role, the
effectisto update the client'srole objects from D's replica , so thatthe client can try the
request again on another DC.

GC partial attribute set (PAS): The subset of attributes that replicate to GC partial NC
replicas . A particular GC partial attribute set is part of the state of the forest , andis used
to control the attributes that replicate to GC servers. The isMemberOfPartialAttribute Set

schema attribute is used to define this set.

GC partial NC replica: An NC replica that contains a schema -specified subset of  attributes for
the objects it contains. The subset of attributes consists of the attributes in the GC partial
attribute set . A GC partial NC replica is not writable; for example, it does not accept

originating updates

global group: An Active Directory group thatallows user objects fromitsown domain and
global groups fromits own domain as members. Universal groups can contain global
groups . A group object G is a global group if GROUP_TYPE_ACCOUNT_GROUP is presentin
G's groupType attribute . A global group contributes to the creation of security contexts if
GROUP_TYPE_SECURITY_ENABLED is presentin G's groupType attribute ; in this case the
group is valid for inclusion within access control lists (ACLSs) anywhere inthe  forest

globally unique identifier (GUID): A 128 -bit value used in cross  -process communication to
identify entities such as client and server interface s and RPC objects . For more information,
see [C706] . A string representation of GUIDs , commonly called the "dashed -string"
representation, is specified in RFC4122] section 3.

governs|D: The governsiD _attribute . An OID -valued identifying  attribute  of each classSchema
object inthe schema NC

group: See group object

group object  : An object of class group , representing a set of objects . Agrouphasa forward
link attribute member ; the values of this  attribute  either represent elements of the group
(for example, objects of class user or computer ) or represent subsets of the group ( objects
of class group ). Representation of group subsets is called "nested group membership". The
back link attribute memberOf enables navigation from group members to the groups
containing them. Some groups represent groups of security principals and some do not
(and are, for example, used to represent email distribution lists).

group principal: A group representing a collection of security principals . A group principal
can be usedinan ACE to collectively grant or deny permissions to all the security principals

inthat group .

invocation ID: A unique identifier for a function that maps from update sequence numbers
(USNs) to updates tothe NCreplicas ofa DC.

Knowledge Consistency Checker (KCC): An intern al Windows component of  Active
Directory  replication used to create spanning trees for DC -to-DC replication and to
translate those trees into settings of variables that implement the replication  topology.

lingering object: An object that still exists in an NC replica  even though it has been deleted
and "garbage -collected" from other replicas . Lingering objects can occur, for example,
when a DC goes offline for longer than the tombstone lifetime

Lost and Found container: A container  holding objects inagiven NC that do not have
parent objects due to add and delete operations that originated on different DCs. The
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container isa child ofthe NC rootand has RDN cn=LostAndFoundin domain NCs and
cn=LostAndFoundConfigin  config NCs

MD5 hash: A hashing algorithm developed by RSA Data Security, Inc., and defined in

RFC1321] .

mixed m ode: A state ofan Active Directory domain that supports DCs running Windows NT
Server 4.0. Mixed mode  does not allow organizations to take advantage of new Active
Directory  features such as universal groups , hested group memb  ership, and interdomain

group membership. See native mode

MSZIP compression algorithm: A compression algorithm specified in RFEC1951] thatis used
between Windows 2000 DCs.

naming context (NC): An NC isa DSName , containing at least a DN anda GUID , used in
forming names for a tree of objects .The DN ofthe DSName isthe distinguishedName
attribute  of the tree root. The GUID ofthe DSName isthe objectGUID attribute  of the tree
root. The SID ofthe DSName |, if present,isthe  objectSid attribute  of the tree root; the SID
is present if and only if the NC isa domain NC . Active Directory allows NCs to be organized
into a tree structure.

native mode: A state of an  Active Directory domain in which all current and future DCs run
Windows 2000 Server or higher; no DCs run Wi ndows NT Server 4.0. Native mode allows
organizations to take advantage of new Active Directory features such as  universal
groups , nested group membership, and interdomain group membership. See mixed mode

NC replica: A variable containing a tree of object s whose root object isidentified by some  NC.

nTDSDSA object: An object of class NTDSDSA . See DSA object

object: See the Introduction (section 1).

object class: See the Introduction (section 1).

object class name: The IDAPDisplayName _of the classSchema object of a class. This document
consistently uses  object class names to denote clas ses ; for example, user and group are
both object class names . The correspondence between LDAP display names and numeric
OIDs inthe Active Directory schema s specified in the following appendices of [MS -ADTS]:
[MS -ADSC], [MS-ADA1], [MS-ADA2],and [MS-ADA3].

objectidenti  fier (OID): A sequence of numbers in a format defined in RFC1778] . See
attributelD , governsiD

object of class x (or x object): An object O such that one of the values of its objectClass
attributes is x. For example, if O's objectClass contains the value  user, O is an object of
class user. This is often contract edto" user object "

object reference: An attribute  value that identifies an object ;reading an object reference
givesthe DN orfull DSName of the object

objectClass:  The objectClass attribute . The attribute  onan object thatholdsthe object
class name of each objectclass of the object

objectGUID: The objectGUID attribute . The identifying  attribute  on an object , inthe sense of
the "object" concept that is described in the Introduction (section 1). The value of an  object's
objectGUID isa GUID assigned whenthe object was created and is immutable thereafter.
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The integrity of  object references between NCs and of replication depends on the integrity
of the objectGUID attribute

objectSid:  The objectSid attribute . The attribute  onan object whose valueisa SID that

identifies the object as a security principal object . The value of an  object's objectSid is
assigned when the  security principal object was crea ted and is immutable thereafter unless
the object movesto another domain . The integrity of  authentication depends on the

integrity of the  objectSid _ attribute

optional feature: A non -default beha vior that modifies the Active Directory state model. For
more information, refer to MS -ADTS] section 3.1.1.9.

oriented tree: A directed acyclic graph such that for every vertex v, except one (the root), there
is a unique arc whose initial vertex is v. There is no arc whose initial vertex is the root. For
more information, see [KNUTH1] section 2.3.4.2.

parent object: See the Intr oduction (section 1).

partial NC replica: An NC replica that contains a schema  -specified subset of attributes  for the
objects thatitcontains. A part ial NC replica  is not writable 0 it does not accept originating
updates . See writable NC replica.

Partitions container: A child object  of the config NC root. The RDN of the Partitions
container  is "cn=Partitions" and its class is crossRefContainer . See crossRef Object

PDC emulator: A DC that is designated to track changes made to the accounts of all computers

ina domain .The PDC emulator is the only computer to receive these changes directly and
is specialized so as to ensure consistency and to eliminate the potential for conflicting entries
in the Active Directory database. A domain has only one PDC emulator

primary domain controller (PDC): See PDC emulator

principal : See security principal

read permission: Authorization to read an attribute  of an object . For more information, see

MS -ADTS] section 5.1.3.

Recycle Bin:  An optional feature that modifies the state model of object deletions and
undeletions, making undeletion of deleted -objects possible without loss of the object's
attribute values. For more information, refer to MS -ADTS] section 3.1.1.9.1.

recyc led -object: An object that has been deleted, but that remains in storage until a configured
amount of time (the tombstone lifetime ) has passed, after which the object is permanently
removed from storage. Unlike a deleted -object , most of the state of the ob ject has been
removed, and the object may no longer be undeleted without loss of information. By keeping
the recycled -object in existence forthe  tombstone lifetime , the deleted state of the object
is able to replicate.  Recycled -objects exist only whenthe  Recycle Bin  optional feature is
enabled.

read -only domain controller (RODC or read -only DC):  An AD DS DC that performs no
originating updates

relative distinguished name (RDN): The name ofan object relativetoits parent . Thisisthe
leftmost attribute  -value pairinthe DN of an object . For example, in the DN "cn=Peter
Houston, ou=NTDEV, dc=microsoft, dc=com", the RDN is "cn=Peter Houston".
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relative identifier (RID): The last item in the series of subauthority values in a SID (see [MS -
DTYP] section 2.4.2). Differences in the RID are what distinguish the different SIDs
generated withina  domain

replica: See the Int roduction (section  1).

replicated attribute: An attribute  whose values are replicated. See replication

replicated update: An update performedtoan NCreplica bythe replication system to
propagate the effect of an originating update at another NC replica .The stamp assigned
during the originating update toan attribute ora linkvalue s preserved by replication

replication: The process of propagating the effects of all originating writes, to any replica ofan
NC,toall replicas ofthe NC. If originating writes cease and replication continues, all
replicas conv erge to a common application -visible state.

replication cycle: See cycle .

replication epoch: A state variable ofa  DC that changes whena  DC is no longer compatible for
replication  with its former  partners. A server receiving a replication  request tests the
client's replication epoch against its own, and refuses the request if the two are not equal.

RID allocation pool: The set of RIDs that a domain NC replica can assign to new objects having
the objectSid attribute without obtaining more RIDs from the domain NC's RID available pool.
See relative identifier (RID), objectSid.

RID available pool: The set of RIDs for a domain NC that have not been assigned to the RID
allocation pool of any replica of the NC. The RID available pool is represented by the values of
attributes within the domain NC's RID Master FSMO role.

root domain: See forest root dom ain NC .

RPC protocol sequence: A character string that represents a valid combination of an RPC
protocol, a network layer protocol, and a transport layer protocol. For example, the protocol
sequence NCACN_IP_TCP describes a Ne  twork Computing Architecture (NCA) connection over
the Internet Protocol (IP) with a Transmission Control Protocol (TCP) as transport. For more
information, see  [C706] and [MS -RPCE] section 2.1.

RPC session key: See session key

salt: An additional random quantity, specified as input to an encryption function, that is used to
increase the strength of the encryption.

schema naming context (schema NC): A specific type o f NC that contains schema objects
representing the schema . A forest hasasingle schema NC , which is replicated to each DC
inthe forest .Each attribute and class inthe forest's schema isrepresented as a
corresponding object inthe forest's schema NC

secret data: An implementation  -specific set of attributes  on objects of class user_that contain
security -sensitive information about the security principal
security context: A data structure containing author ization information for a particular security
principal  in the form of a collection of SIDs . One SID identifies the principal specifically,
whereas others may represent other capabilities. A server uses the authorization infor mation
in a security context to check access to requested resources.
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security descriptor: A data structure containing the security information associated with a

securable entity, such as an object . A security descriptor identifies an object's  owner by
SID . If access control is configured for the object ,its security descriptor contains a
discretionary access control list (DACL) with SIDs for the security principals who are
allowed or denied access.  The security descriptor format is specified in MS -DTYP] section
2.4.6; a string representation of security descriptors , called SDDL, is specified in MS -DTYP

section 2.5.1.

security identifier (SID): An identifier fora  security principal object . The SID is composed
of an account authority portion and an integer representing an identity relative to the account
authority, termed the RID . The SI D format is specified in MS -DTYP] section 2.4.2; a string
representation ofa  SID is specifiedin [MS-WSQ] section 3.1.2.1.3. See relative identifier

(RID)

security principal object: An object that correspondstoa  security principal . A security
principal object contains an identifier, used by the system and applications to name the
principal , and a secret shared only by the prin cipal . In Active Directory ,a security

principal object is identified by the  objectSid attribute . In Active Directory , the
domainDNS , user, computer , and group classes are examples of  security principal object

classes (though not every  group object is a security principal object ). See domainDNS ,
objec tSid , computer object , group object , user object

server object: A class of object inthe config NC .A server object can have a DSA object as
a child .

service account object: The security principal object that corresponds to the principal
running a service. For a typical service (including some configurations of an AD LDS DC), this
is a user object ;for a service running as Local System or Network Service (including all AD
DS DCs and the default configuration of an AD LDS DC), thisisthe computer object of the
computer.

service class: The first part of a  service principal name . See [MS-KILE] section 3.1.5.11.

service prin  cipal name (SPN): The name a client uses to identify a service for mutual

authentication . (For more information, see RFC1964] section 2.1.1.) An  SPN consists of
eit her two parts or three parts, each separated by a forward slash ('/'). The first part is the

service class , the second part is the instance name , and the third part (if present) is the
service name . For example, "ldap/dc  -01.fabrikam.com/fabrikam.com" is a three -part SPN
where "ldap” is the service class name, "dc -01.fabrikam.com" is the instance name, and
"fabrikam.com" is the service name.

session key: A cryptographic key negotiated by the client and the server side based on a shared
secret.

SHA1 hash: A hashing algorithm defined in FIPS180] that was developed by the National
Institute of Standards and Technology (NIST) and the National Security Agency (NSA).

site: A collection of one or more wel I-connected (reliable and fast) TCP/IP subnets. By defining
sites (represented by site objects ), an administrator can optimize both Active Directory
access and Active Directory replication  with respect to the physical network. When a user

logsin, an Activ e Directory clientfindsa DC thatisinthe same site as the client, or near
the same site ifthereisno DC inthe site . See Knowledge Consistency Checker (KCC) ,
site object

site object: An object of class site , representing a  site .
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stamp: Information describing an originating update bya DC. The stamp is notthe new data

value; the stamp isinformation aboutthe update that created the new data value. A stamp
is often called metadata, because it is additional information that "talks about" the actual data
values.

STATUS code: A 32 -bit quantity where zero represents success and nonzero represents failure.
The specific failure codes used in this specification are Windows error codes

target object: An object referenced by a forward link value

subordinate reference object (sub -ref object): The NC rootofa parent NC hasalist ofall
the NC roots ofits child NCs inthe subRefs attribute. Each entry in this list is a subordinate
reference and the object named by the entry is denominated a subordinate reference
object .Anobjectisa subordinate refe rence object if and only if it is in such a list. If a
server has replicas of bothan NC andits child NC, thenthe child NC rootis the

subordinate reference object , in the context of the parent NC. If the server does not have
a replica ofthe child NC, then another object, with distinguishedName  and objectGUID
attributes equal to the child NC root, is present in the server and is the subordinate

reference object

tombstone: An objectthat has  been deleted, but remains in storage until a configured amount
of time (the tombstone lifetime ) has passed, after which the object is permanently removed
from storage. By keeping the tombstone  in existence for the  tombstone lifetime , the
deleted state of t  he object is able to replicate. Tombstones  exist only whenthe  Recycle Bin
optional feature is not enabled.

tombstone lifetime: The amount of time that a tombstone  or recycled -object iskeptin
storage before it is permanently deleted.

Unicode: Anindustry standard representation for text and symbols from the world's writing
systems. UTF -16isa 16 -bit, variable -width encoding of Unicode ;UTF-8isan 8 -bit, variable -
width encoding.

universal group: An Active Directory group that allows  user objects , global groups , and
universal groups from anywhere inthe  forest as members. A group object Gisa
universal group if GROUP_TYPE_UNIVERSAL_GROUP is presentin  G's groupType _attribute
A universal group contributes to the creation of security contexts if
GROUP_TYPE_SECURITY_ENABLED is presentin  G's groupType attribute ;in this case, the
group is valid for inclusion within ACLs anywhere inthe forest .

universally unique identifier (UUID): See GUID .

up -to -date vector: The representation of an assertion about the presence of originating
updates  from different sources in an NC replica . See replication cycle and update

sequence number (USN)

update: An add, modify, or delete of one or more objects or attribute  values. See originating
update , replicated update

update sequence number (USN): A monotonically increasing sequence number used in
assigninga stamp toan originating update . For more information, see MS -ADTS] section

3.1.1.1.9. See invocation ID

user object: An objectof ¢ lass user. A userobject isa security principal object ; the
principal  is a person or service entity. The shared secret allows the person or service entity
to authenticate itself.
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well -known endpoint: A network -specific address that is known between client and server
instances. See also  Endpoint . For more information, see C706] .

Windows error code: A 32 -bit quantity where zero represents succ ess and nonzero represents
failure. Specific failure codes are documented in MS - ERREF].
writable NC replica: An NCreplica thataccepts originating updates . See ful INCreplica

partial NC replica

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
specified in [RFEC2119] . All statements of optional behavior use either MAY, SHOULD , or
SHOULD NOT.

1.2 References

References to Microsoft Open Specifications documentation do not include a publishing year because
links are to the latest version of the documents, which are updated frequently. References to other
documents include a publishing year when one is available

A reference marked "(Archived)" means that the reference document was either retired and is no
longer being maintained or was replaced with a new document that provides current implementation
details. We archive our documents online [Windows Protocol]

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If

you have any issue with finding a normative reference, please contact dochelp@microsoft.com . We
will assist you in finding the relevant information. Please check the archive site,

http://msdn2.microsoft.com/en -us/library/E4ABD6494  -06 AD-4aed -9823 -445E921C9624 , as an
additional source.

[C311] The Open Group, "DCE 1.1: Authentication and Security Services -- Document Number C311",
October 1997,  http://www.opengroup.org/onlinepubs /9668899/

[C706] The Open Group, "DCE 1.1: Remote Procedure Call", C706, August 1997,
https://www?2.opengroup.org/ogsys/catalog/c706

[FIPS180] FIPS PUBS, "Secure Hash Standard", FIPS PUB 180 -1, Ap ril 1995,
http://www.itl.nist.qgov/fipspubs/fip180 -1.htm

[ISO/IEC 13239] International Organization for Standardization, "Information technology --
Telecommunications and information exchange betw een systems -- High -level data link control
(HDLC) procedures”,
(http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=37010&ICS1=35&ICS
2=100&ICS3=20&showrevision=y&scopelist=CAT ALOGUE)", ISO/IEC 13239:2002, July 2007.

Note There is a charge to download the specification.

[ITUX690] ITU -T, "ASN.1 Encoding Rules: Specification of Basic Encoding Rules (BER), Canonical

Encoding Rules (CER) and Distinguished Encoding Rules (DER)", Rec ommendation X.690, July 2002,
http://www.itu.int/ITU - T/studygroups/com17/languages/X.690 -0207.pdf
[MS - ADA1] Microsoft Corporation, " Active Directory Schema Attribute sA-L".
[MS - ADA2] Microsoft Corporation, " Active Directory Schema Attributes M
[MS - ADA3] Microsoft Corporation, " Active Directory Schema Attributes N -Z".
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[MS - ADLS] Microsoft Corporation, " Active Directory Lightweight Directory Services Schema

[MS - ADSC] Microsoft Corporation, " Active Directory Schema Classes

[MS - ADTS] Microsoft Corporation, " Active Direct ory Technical Specification

[MS -DTYP] Microsoft Corporation, " Windows Data Types ".

[MS -ERREF] Microsoft Corporation, "  Windows Error Codes "

[MS -KILE] Microsoft Corporation, " Kerberos Protocol Extensions ~ ".

[MS -LSAD] Microsoft Corporation, " Local Security Authority (Domain Policy) Remote Protocol
[MS -NRPC] Microsoft Corporation, "  Netlogon R _emote Protocol ".

[MS - RPCE] Microsoft Corporation, " Remote Procedure Call Protocol Extensions

[MS - SAMR] Microsoft Corporation, " Security Account Manager (SAM) Remote Protocol (Client -to-
Server) ".

[MS - SRPL] Microsoft Corporation, " Directory Replication Service (DRS) Protocol Extensions for

[MS -WSO] Microsoft Corporation, " Windows System Overview __". (Ar chived)
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1.3 Overview

This document specifies the Directory Replication Service (DRS) Remote Protocol, an RPC protocol

for replication between domain controllers and management of Active Directory . The protocol

consists of two RPC interfaces, named drsuapi and dsaop. The name of each drsuapi method begins
with "IDL_DRS", while the name of each dsaop method begins with "IDL_DSA".

1.3.1 Methods Categorized by Function

The DRS Remote Protocol contains 31 methods. These methods are diverse in function and fall into
the following categories:

A Context handle methods: IDL_DRSBind _, IDL_DRSUnbind . These methods create and destroy

RPC context handles that maintain volatile state used by drsuapi methods. The dsaop methods
do not use context handles.

A Replication methods: IDL_DRSGetNCChan ges, IDL_DRSReplicaSync,
IDL_DRSReplicaVerifyObjects, IDL_DRSGetReplinfo. The IDL_DRSGetNCChanges method
replicates directory  changes from the server to the client. The IDL_DRSReplicaSync and

IDL_DRSReplicaVerifyObjects method s cause the server to call IDL_DRSGetNCChanges on the

client. The IDL_DRSGetReplinfo method is used to gather information about the replication state
of the server.

A Cross-domain move method: IDL_DRSInterDomainMove. This method is used in the server

impleme ntation of LDAP Modify DN when the DN modification moves an object from one

domain NC  to another.
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A Lookups: IDL_DRSVerifyNames, IDL_DRSCrackNames, IDL_DRSGetMemberships,
IDL_DRSGetMembersh ips2. These methods perform specialized directory lookups. They are all
used by a DC client; the IDL_DRSCrackNames method is commonly used by a non -DC client.

A DC Locator support methods: IDL_DRSDomainControllerinfo, IDL_DRSQuerySitesByCost. These
methods r etrieve information about the domain controllers in a domain or forest and
information about the cost of connections between different sites .

A Windows NT 4.0 operating system Repli cation support method: IDL_DRSGetNT4ChangeLog. This

method is used in the implementation of Active Directory support for replication to Windows NT
4.0 backup domain controllers (BDCs), specifically in the implementation of moving the PDC
Emulator FSMO role from one DC to another without triggering a full sync of Windows NT 4.0

BDCs (see [MS-NRPC] section 3.6).

A Knowledge Consistency Checker (KCC) support method s: IDL_DRSUpdateRefs,
IDL_DRSReplicaAdd, IDL_DRSReplicaDel, IDL_DRSReplicaModify, IDL_DRSExecuteKCC. These
methods are used by the KCC ( MS -ADTS] section 6.2) and by administrator tools to manage
replication topology.

A Administ rator -tool support methods: IDL_DRSAddEntry, IDL_DRSAddSidHistory,
IDL_DRSRemoveDsServer, IDL_DRSRemoveDsDomain, IDL_DRSGetObjectExistence,
IDL_DSAPrepareScript, IDL_DSAExecuteScript, IDL_DRSWriteSPN, IDL_DRSInitDemotion,
IDL_DRSFinishDemotion, IDL_DRSRepl  icaDemotion, IDL_DRSAddCloneDC. These methods are
used by administrator tools to perform various specialized functions.

The specification of each method in section 4, includes an Informative summary of behavior that
provides a detailed introduction to the method.

1.3.2 Sequencing Issues

The sequencing issues in this RPC protocol are as follows:

A For server and client initialization, see section 3.6.

A The drsuapi RPC interface is a "context handle" i based RPC interface; [C706] specifies what this
means. A client obtains a DRS_HANDLE for a par ticular DC by calling IDL_DRSBIind , then calls
any other drsuapi method on that DC, passing the DRS_HANDLE  as the first parameter. The
clients DRS HANDLE remains valid for making method calls until the client calls
IDL_DRSUnbind __, or until the server unilaterally invalidates the DRS_HANDLE _(for example, by
crashing).

The only state associated with a DRS_HANDLE s the state established by IDL_DRSBind. This

state is immutable for as long as the DRS_HANDLE remains valid. Therefore, if a client creates
two binding handles to the same DC by using the same parameters to IDL_DRSBInd, the server
behavior of a drsuapi method is not affected by the client’ s choice of binding handle passed to
the method.

Because the state associated with a DRS HANDLE isimmutable so long as the DRS HANDLE
remains valid, there are no special considerations involved in making concurrent method calls
using the same DRS _HANDLE ;the clientis free to make concurrent method calls.

A Two methods use the "cookie" design pattern. In this pattern, the client sends an initial request
containing a designated null value for a certain parameter. The server response contains a value
that is opaque to the client or contains the designated null value. If the value is not null, and the
resp onse indicates that another client request is required to complete some higher -level
operation, the client sends the opaque value returned by the server in the next request rather
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than sending the designated null value. The exchange of requests and respons es continues until
some response indicates that the higher -level operation is complete.

The two methods that follow this pattern are:

A |DL_DRSGetNCChanges . In this instance of the "cookie" pattern, the se rver returns a
"cookie" in the response that completes the higher -level operation. The client may use this
cookie at the start of the next higher -level operation. The higher  -level operation is a complete
replication cycle that improves the client's up -to -date vector . See section 4.1.10.1 foran
explanation of replication cycles.

A |DL_DRSGetNT4Cha  ngelLog : In this instance of the "cookie" pattern, the server returns a
"cookie" in the response that completes the higher -level operation. The client does not use
this cookie at the start of the next higher -level operation. The client supplies the designat ed
null value at the start of the next higher -level operation. The higher  -level operation is the
retrieval of a complete Windows NT 4.0 operating system change log. See the informative
summary of this method in section 41.11.3 .

A Successfully processingan  IDL_DSAPrepareScript request generates a password and stores
that password locally on the server. The server returns this password in the
IDL_DSAPrepa reScript response. When a server is in this state (that is, when it holds the
password created by  IDL_DSAPrepareScript ), it processes an  |DL_DSAExecuteScript

request that includes this password; otherwis e it rejects the request.
A |IDL_DRSInitDemotion is called before the other demotion methods:
IDL_DRSReplicaDemotion and IDL_DRSFinishDemotion

A Otherwise, all method requests are independent, apart from their dependencies on the state of
the directory. The potential dependencies are varied, and understanding them requires
understanding the state model sp ecified in [MS-ADTS] section 3.1.1. Here are some examples:

A Successfully processingan  IDL_DRSAddEntry request can create a  crossRef object . When
the directory is in this state (that is, when it holds the crossRef object), an
IDL_DRSRemoveDsDomain request can successfully remove that crossRef object (subject
to other conditions specified with IDL_DRSR emoveDsDomain ).

A Successfully processingan  IDL_DRSAddEntry request can create an  nTDSDSA object
When the directory is in this state (that is, when it holds the nTDSDSA object), an
IDL_DRSRemoveDsServer request can successfully remove that nTDSDSA object.

A Successfully processing an IDL_DRSReplicaAdd request creates a repsFrom value on a server.

When a server is in this state (that is, when it holds the repskFrom  value), it has the
information needed to make an IDL_DRSGetNCChanges request on the DC that is specified
in IDL_DRSReplicaAdd.

A Successfull y processingan IDL_DRSUpdateRefs request createsa repsTo value on a server.
When a server is in this state (that is, when it holds the repsTo_value), it has the information
needed to make an  |DL_DRSReplicaSync request on the DC that is specified in

IDL_DRSUpdateRefs

A Successfully processing an  IDL_DRSRemoveDsDomain request first requires the removal of
the metadata for all DCs hosting the domain NC for the domain that is to be removed. This
precondition is achieved by the client calling IDL_DRSRemoveDsServer for each such DC.

State -based sequencing issues also exist between methods specified i n this document and LDAP,
because LDAP provides another way to change the state of the directory.
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A One method, |DL_DRSGetReplInfo , has a parameter of both input and output,
dwEnumerationContext. This para meter is defined for the following:

A dwlinVersion=2, and

A InfoType=DS_REPL_INFO_METADATA_FOR_ATTR_VALUE, or
DS_REPL_INFO_METADATA 2_FOR_ATTR_VALUE, or DS_REPL_INFO_CURSORS_2_FOR_NC,
or DS_REPL_INFO_CURSORS_3_FOR_NC.

For the first call to this method for a spe cific InfoType, the client sets dwEnumerationContext in
pmsgln to zero. The server returns an implementation -specific value for dwEnumerationContext
in pmsgOut. On subsequent calls to this method with the same InfoType, the client sets the input
dwEnumerat ionContext in pmsgin to the last value of that field returned from the server. The

purpose of this field is to allow the client to gather all the requested information, but in more

than one server call. The final call is identified when the method returns

ERROR_NO_MORE_ITEMS. See the server implementation section for IDL_DRSGetReplinfo

(4.1.13.3 ) for exact details.

InfoType = x,
error = ERROR_SUCCESS,
dwEnumerationContext 1= 0

InfoType = x,
.— InfoType = x, f(IDL DRSGetReplInfo } error = —»—@
dwEnumerationContext = 0 ERROR_MNO_MORE_ITEMS

Figure 1: Using dwEnumerationContext

1.3.3 Most Frequently Used Types

The role of the DRS HANDLE _ type, described in the previous section ( Sequencing Issues ), plays a
central role in capability negotiation, as explained in the specification of IDL_DRSBind.
The type that is most central to this protocol is DSNAME . DSNAME is the concrete type for the
abstract DSNAME specified in  [MS -ADTS] section 3.1.1.1.5. A DSNAME _identifies an object. Nearly
every method in the DRS protocol contains a DSNAME _ either in its request or its response.
Another basic type in the DRS Remote Protocol is ENTINE . An ENTINFE structure contains the
DSNAME _ of an object (or object to be) and a list of attributes with associat ed values i ATTRBLOCK
ENTINF _and ATTRBLOCK are used in the following ways:
A To communicate some ora |l of the current state of an object:

A In the response to an IDL_DRSGetNCChanges request, where multiple ENTINE  structures are

embedded ina REPLENTINFLIST  structure. The request plus the stamps on the object
determine what information about the object is included in the response.

A In the response to an IDL_DRSVerifyNames request, which includes an ENTINFE _ structure. The
request specifies what information about the object is included in the response.

A To specify the state of an object to be created by a method:

A Inan IDL_DRSAddEntry request, where the request message is es sentially an ENTINFE
structure but is not declared as such: The DSNAME and the ATTRBLOCK structure s are
separate top -level fields of the request.
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A Inan IDL_DRSInterDomainMove request, where an ENTINE _ structure specifies the state of
the object that is being created in another domain (unlike LDAP Add, with a specified

objectGUID ).

A To specify the subset of the current state of an object to be returned in a response:

A In an IDL_DRSVerifyNames request, where an ATTRBLOCK _ str ucture specifies attributes but
not their values.

1.4 Relationship to Other Protocols

This protocol includes replication that is based on the IP protocol, which is implemented as the
IDL_DRSGetNCChanges method (section 4.1.10 ). Active Directory  also supports replication based on
the SMTP protocol; SMTP  -based replication is specified in MS -SRPL].

Some of the Active Directory state exposed by this protocol is also exposed by the Active Directory
implementation of LDA P; see [MS-ADTS] section 3.1.1.

Some methods in this protocol are exposed, in modified form, via LDAP. The LDAP versions are
specified in [MS-ADTS] section 3.1.1.3.

A RootDSE constructed attributes : msDS -ReplAllinboundNeighbors , msDS -
ReplConnectionFailures , msDS -ReplLinkFailures , msDS - ReplPendingOps , msDS -
ReplAllOutboundNeighbors , msDS - ReplQueuesStatistics _ (these expose some functionality of
IDL_DRSGetReplinfo), dnsHostNa me, dsServiceName , isGlobalCatalogReady , serverName (these
expose some functionality of IDL_DRSDomainControllerinfo).

A RootDSE modify operations: becomeDomainMaster _, becomelnfrastructureMaster __, becomePdc ,
becomeRidMaster , becomeSchemaMaster , replicateSingle Object , removelLingeringObject . The last
two operations expose some functionality of IDL_DRSGetNCChanges.

A Object constructed attributes: canonicalName  (this exposes some functionality of
IDL_DRSCrackNames), msDS -NCReplinboundNeighbors , msDS -NCReplCursors , msDS -
ReplAttributeMetaData __, msDS -ReplValueMetaData , msDS - NCReplOutboundNeighbors _ (these
expose some functionality of IDL_DRSGetReplinfo), tokenGroups , tokenGroupsNoGCAcceptable
tokenGroupsGlobalAndUniversal (these exp ose some functionality of IDL_DRSGetMemberships
and IDL_DRSGetMemberships2).

A Controls: LDAP_SERVER_DIRSYNC_OID

The LDAP control LDAP_SERVER_CROSSDOM_MOVE_TARGET_OID is related to
IDL_DRSInterDomainMove in that the LDAP client specifies via this control the DC whose
IDL_DRSInterDomainMove method should be called (from the LDAP server implementation of Modify
DN) to perform the move.

Some methods in this protocol have completely functional equivalents in LDAP:

A The function of IDL_DRSWriteSPN can be performed as an LDAP Modify of the
servicePrincipalName  attribute.

A The function of creating a crossRef object with IDL_DRSAddEntry can be performed as an LDAP
Add of a crossRef object.

1.5 Prerequisites/Preconditions

This protocol is based on RPC and therefore has the prerequisites identified in MS -RPCE] as
common to all RPC interfaces.
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Security configuration for usage of RPC is described further in section 2.2.

The Active Directory service must be fully initialized as described in MS -ADSQ] section 6.6.

1.6 Applicability Statement

This protocol is appropriate for replicating (DC -to-DC only) and managing objects in a directory
service and for overall management of the directory service.

1.7 Versioning and Capability Negotiation

This document covers versioning issues in the following areas:

A Supported Transports : RPC can be implemented on top of TCP and other protocol sequences
as described in section  2.1.

A Protocol Versions: Each of the protocol interfaces described in this document has a single
version number: 4.0 for drsuapi and 1.0 for dsaop.

>

Security and Authentication Methods : See [MS -RPCE] section 1.7.

>

Capability Negotiation : This protocol does explicit capability negotiation as described in
IDL_DRSBInd (section 4.1.3 ) behavior.

1.8 Vendor -Extensible Fields

This protocol uses Win32 error codes as defined in MS - ERREF] section 2.2. Vendors SHOULD reuse
those values with their indicated meaning. Choosing any other value risks a collision in the future.

This protocol uses NTSTATUS values as defined in  [MS -ERREH section 2.3. Vendors can choose their

own values for this field, as long as the C bit (0x20000000) is set, indicating that it is a customer
code.

1.9 Standards Assignments

Parameter Value Reference

RPC interface  UUID for drsuapi 3514235 -4b06 -11d1 -ab04 - Section 4.1.1 i section
methods 00c04fc2dcd2 4.1.29

RPC interface UUID for dsaop 7c44d7d4 -31d5 -424c -bd5e - Section 4.2.1 i section
methods 2b3e1f323d22 4.2.2
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2 Message Transport

The following sections discuss RPC transport and security considerations for this protocol. Common
data types are defined and discussed in section 5. See section 3 for more details about the
organization of this protocol specification.

2.1 RPC Transport

This protocol uses the following RPC protocol sequence : RPC over TCP as defined in MS -RPCE]. A
server MAY listen on additional RPC protocol sequences. A client SHOULD attempt to connect using
the RPC -over - TCP protocol sequence. <1>

This protocol uses RPC  dynamic endpoints , as described in  [C706] part 4.
Implementations MUST use the UUIDs as specified in section 1.9. The RP C version number is 4.0 for

the drsuapi interface and 1.0 for the dsaop interface.

2.2 Protocol Security

This section describes the security mechanisms used for this RPC -based protocol.

2.2.1 General Background

A DC authenticates using its service account . In AD DS , this is the Local System account on the
machine running the DC, represented by the computer  object of the machine. In AD LDS ,aDC's
service account is configured by the administrator.

In AD DS, connections for DC  -to-DC communications MUST use mutual authentication and
encryption of protocol tra  ffic. Mutual authentication is provided by Kerberos (see MS -KILE] section
3.3.1).

In AD LDS, mutual authentication for DC -to -DC communications is not required. When a connection

is established, the client uses the GSS Negotia te protocol, which first attempts to use Kerberos, and

if Kerberos is unavailable, attempts NTLM (which does not give mutual authentication). If the msDS -
ReplAuthenticationMode _ attribute onthe  config NC  root equals 2, all DCs in the AD LDS forest

require mutual authentication for DC -to-DC communications.

Connections from anon -DC client to a DC do not require mutual authentication. Therefore, NTLM is
an acceptable security p  rovider in addition to Kerberos.

When a connection is established, the non -DC client uses the GSS Negotiate protocol, which first
attempts to use Kerberos and then, if Kerberos is unavailable, attempts NTLM (which does not give
mutual authentication).

2.2.2 Service Principal Names for Domain Controllers

In the absence of a trusted naming service, which maps service names to servers providing a given
service, the client of a distributed service must authenticate a service , not a server. The client
produces a service principal name (SPN) , Which is a name for the service it wants a connection
to, and the authentication system verifies that the server is a provider of the named service.

Kerberos verifi es the services provided by a server by reading the servicePrincipalName  attribute of
the server's computer object. The servicePrincipalName  attribute contains a set of Unicode strings;
each string is an SPN. If the client produces an SPN that is not present on the computer  object of
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the server it has requested a connection to, the mutual authentication fails and so does the
connection attempt.

Each DC maintains the values of the servicePrincipalName  attribute on its own computer  object.
For the protocols specified in this document, the SPN produced by a cl ient differs for DC  -to-DC

communications and non  -DC-client -to -DC communications. The specific SPNs produced by a client in
each scenario are described in the following sections.

2.2.3 DC -to-DC Operations

This section describes the security and mutual authentication requirements for those DRS Remote
Protocol operations that involve DC -to-DC interactions. <2>

2.2.3.1 Security Provider

If mutual authentication is required, a DC client MUST request authentication, specifying the

"Kerberos" security provider (RPC_C_AUTHN_GSS_KERBEROS). Regardless of whether mutual
authentication is required, a DC client MUST request integrity and encryption of the RPC messages

by specifying an  authentication level (as specified in  [MS -RPCE] section 2.2.1.1.8) of "packet
privacy" (RPC_C_AUTHN_LEVEL_PKT_PRIVACY).

A DC client MUST authenticate the target DC by constructing an SPN for the service it is using. A DC
client constructs an SPN as described in the following sec tion.

2.2.3.2 SPN for a Target DC in AD DS

Two different scenarios are possible when an AD DS DC wants to connect to another DC for a DRS
protocol operation:

A A DC wants to connect to a DC in a particular domain.
A A DC wants to connect to a GC server (see [MS-ADTS] section 3.1.1.1.10) in the forest.
The scenario determines how the DC constructs an SPN for the service it is using:
A A DC wants to connect to a DC in a particular domain. Th e DC constructs the following SPN:
A "<DRS interface GUID>/<DSA GUID>/<DNS domain name>"
A A DC wants to connect to a GC server in the forest. The DC constructs the following SPN:
A "GC/<DNS hostname>/<DNS forest name>"

In the preceding SPN descriptions:

A "GC"is aliteral string that represents a service class

A The forward slash (/) is the literal separator between parts of the SPN.

A <DRS interface GUID> is the fixed DRS RPC interface GUID , which has the well -known value of
"E3514235 -4B06 -11D1 -AB04 -00C04FC2DCD2".

A <DSAGUID>isthe DSA GUID of the target DC.

A <DNS domain name> is the FQDN of the domain of the target DC.

A <DNS hostname> is the DNS host name of the targ et DC.
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A <DNS forest name> is the FQDN of the forest of the target DC.

For example, the two SPNs that can be used for a DC named "dc1" with DSA GUID A5FF6869 -AB5A -
11D2 -91E2 -08002BA3ED3B in the contoso.com domain and forest are as follows:

A "E3514235 -4B06 -11D1 -AB04 -00C04FC2DCD2/A5FF6869 -AB5A-11D2 -91E2 -
08002BA3ED3B/contoso.com”

A "GC/dcl.contoso.com/contoso.com”

To allow mutual authentication to occur in DC -to-DC protocol operations, an AD DS RODC MUST
store the form of SPN that begins with "GC/" as values of the  servicePrincipalName _ attribute of the
DC's computer object , but not the other form of SPN because that form of SPN is used for

outbound replication. Other AD DS DCs MUST store bot h forms of SPN as values of the
servicePrincipalName _ attribute of the DC's computer object. Additional forms that must be stored for

client -to-DC protocol operations are described in section 2242 .

2.2.3.3 SPN for a Target DC in AD LDS

When an AD LDS DC wants to connect to another DC for a DRS protocol operation, it uses either of
the following SPN forms:

A <DRS interface GUID> -ADAM/<DNS hostname>:<LDAP port>
A <DRSinterface GUID> -ADAM/< NetBIOS hostname>:<LDAP port>

In the preceding SPN descriptions:

>

<DRS interface GUID> is the fixed DRS RPC interface GUID, which has the well -known value of
"E3514235 -4B06 -11D1 -AB04 -00C04FC2DCD2".

>

"-ADAM/" is a literal string.

>

<DNS hostname> is the full DN S host name of the target DC.

A <NetBIOS hostname> is the NetBIOS host name of the target DC.

A The colon () is the literal separator between the host name and port number.
A <LDAP port> is the LDAP port on which the target DC listens.

If an AD LDS DC runs on a machine joined to an AD domain, and
NTDSDSA_OPT_DISABLE_SPN_REGISTRATION is not present in the options _ attribute of its
NTDSDSA object ( [MS-ADTS] section 6.1.1.2.2 .1.2.1.1), the AD LDS DC MUST store these two
forms of SPN as values of the servicePrincipalName _ attribute of the object (in the external AD DS

domain) that corresponds to the security principal that the AD LDS service is running as. This
action allows mutual authentication to occur in DC -to -DC protocol operations. Additional forms that
must be stored for client  -to-DC protocol operations are described in section 2243 .

2.2.4 Client -to-DC Operations

This section describes the security and mutual authentication requirements for those DRS Remote
Protocol operations that involve client -to -DC interactions.
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2.2.4.1 Security Provider

To request authentication, a client program specifies the "GSS Negotiate" security provider
(RPC_C_AUTHN_GSS_NEGOTIATE). Regardless of whether mutual authentication is required, a
client MUST request integrity and encryption of the RPC messages by specifying an authentication
level of "packet privacy" (RPC_C_AUTHN_LEVEL_PKT_PRIVACY).

To authenti cate the target DC, a client program constructs an SPN for the service it is using and
negotiates Kerberos as the security provider. A client constructs an SPN as described in the
following sections.

2.2.4.2 SPN for a Target DC in AD DS

Three scenarios are possible when a client wants to connect to an AD DS DC for a DRS Remote
Protocol operation:

A A client wants to connect to a particular DC by using its host name, regardless of the domain it
contains.

A Aclient wants to connect to a DC in a particular domain.

A A client wants to connect to a GC server (see MS -ADTS] section 3.1.1.1.10) in the forest.
The scenario determines how the client constructs an SPN for th e service it is using:

A A client wants to connect to a particular DC by using its host name, regardless of the domain it
contains. The client constructs any of the following three SPNs:

A "ldap/<NetBIOS hostname>"
A "ldap/<DNS hostname>"
A "ldap/<DSA GUID based =~ DNS hostname>"

The SPN that a client constructs depends on the information that the client has available. For
example, some clients have only a NetBIOS name for a DC, while others have only an Internet
host name  for a DC.

A A client wants to connect to a DC in a particular domain. The client constructs any of the
following three SPNs:

A "ldap/<DNS hostname>/<NetBIOS domain name>"
A "ldap/<DNS hostname>/<DNS domain name>"
A "ldap/<NetBIOS hostname>/<NetBIOS domain name>" <3>

The SPN that a client constructs depends on the information that the client has available. For
example, some clients have only a NetBIOS name for a domain, while others have only a fully
qualified domain name (FQDN) for a domain.

A Aclientwants to connectto a GC server in the forest:
A "GC/<DNS hostname >/<DNS forest name>"
In the preceding SPN descriptions:

A "ldap" and "GC" are literal strings representing service classes.
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p>N

The forward slash (‘') is the literal separator between parts of the SPN.

>

<NetBIOS hostname> is the NetBIOS host name of the target DC.
<DNS hostname> is the DNS host name of the target DC.
<NetBIOS domain name> is the NetBIOS domain name of the target DC.

<DNS domain name> is the FQDN of the domai n of the target DC.

> > > >

<DSA GUID based DNS hostname> is the DNS host name of the target DC, constructed in the
form "<DSA GUID>._msdcs.<DNS forest name>".

A <DNS forest name> is the FQDN of the forest of the target DC or the target GC server.

As an example, the  two - and three -part SPNs that can be used for a DC named "dc1" in the
contoso.com domain are as follows:

A "ldap/DC1"

A ldap/dc1.contoso.com”

A "ldap/6B352A21 -8622 -4F6D -A5A9 -45CE9D7A5FB7._msdcs.contoso.com”
A "ldap/dcl.contoso.com/CONTOSO"

A "ldap/dci.contoso.com/contoso.com"

A "GC/dcl.contoso.com/contoso.com”

A "ldap/DC1/CONTOSO"

To allow mutual authentication to occur in client -to -DC protocol operations, an AD DS DC MUST

store these seven forms of SPN as values of the servicePrincipalName _ attribute of the DC's ~ computer
object. The GC SPN for client -to-DC is identical to the GC SPN for DC -to-DC. Therefore, when the
requirements of thi s section are added to the requirements of section 2.2.3.2 ,an AD DS RODC
MUST store six, and other AD DS DCs MUST store seven, servicePrincipalName  values in all.

2.2.4.3 SPN for a Target DC in AD LDS

When a client wants to connect to an AD LDS DC for a DRS operation, it uses either of the following
SPN forms:

A 1dap/<DNS hostname>:<LDAP port>
A 1dap/<NetBIOS hostname>:<LDAP port>

In the preceding SPN descriptions:

>

"ldap" is the literal string representing the service class.

>

The forward slash (‘') is the literal separator between parts of the SPN.

>

<DNS hostname> is the full DNS host name of the target DC.

>

<NetBIOS hostname> is the NetBIOS host name of the target DC.

>

The colon (") is the literal separator between the host name and port number.
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A <LDAP port> is the LDAP port on which the target DC listens.

If an AD LDS DC runs on a computer joined to an external AD domain, and
NTDSDSA_OPT_DISABLE_SPN_REGISTRATION isno tpresentinthe options attribute of its

NTDSDSA object in AD LDS (see MS -ADTS] section 6.1.1.2.2.1.2.1.1), then the AD LDS DC MUST

store these two forms of SPN as values of the servicePrincipalName _ attribute of the object (in the
external AD DS domain) that corresponds to the security principal that the AD LDS service is

running as. This action allows mutual authentication to occur in "client -to-AD LDS DC" protocol
operations. When the requirements of this section are added to the requirements of section 2233 ,
an AD LDS DC that stores SPNs stores four servicePrincipalName  valuesin all.

2.3 Directory Service Schema Elements

This protocol is part of the Active Directory core family of protocols. To be fully compliant with Active
Directory, an implementation of this protocol must be used in conjunction with the full Active
Directory schema, containing all the schema attributes and classes specified in [MS -ADA1], [MS -

ADA2?] , [MS-ADA3], [MS-ADLS], and [MS-ADSC].
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3 Background to Behavior Specifications

3.1 Document Organization

In this document, information that is relevant to each particular RPC method is grouped with the
specification of the behavior for that method. Information that is relevant to a particular RPC

method includes: the IDL definition of that method, definitions for all types used exclusively by that
method, and examples specific to that method.

Most methods specified in this document have no special client considerations. In such cases, the
entire specification of the method behavior is the specification of server behavior.

In cases where client behavior is specified, the client behavior in preparing a request is specified in

the section immediately preceding the section that specifies server b ehavior, and the client behavior
in processing a response is specified in the section immediately following the section that specifies

server behavior. This ordering follows the flow of processing a request.

The behavior specification for some methods is f ollowed immediately by one or more examples that
show a request as seen by the server implementation of the method, the corresponding response

created by the server implementation of the method, and the effect of server request processing on

the state of t he directory. Section  3.5.1 specifies the initial state used by all examples.

In cases where a type used in a method request or response is common to several methods, that

type is placed in  Common Data Types, Variables and Procedures (section 5). This section is
arranged alphabetically, and so its t able of contents serves as an index. This section is placed after
the section that contains method behavior specifications, because typically a reader will reference

the common types while reading the method specifications, and not the other way around.

3.2 Typographical Conventions

Sections of this document are not self -contained; they contain both forward and backward
references, all of which are hyperlinked. In addition, the following typographical convention is used
to indicate the special meaning of certain names:

A Underline, asi n instanceType :the name of an attribute or object class  whose interpretation is
specified in the following documents:

>

MS -ADAL1] Attribute names whose initial letter is A th rough L.
A [MS-ADA2] Attribute names whose initial letter is M.

A [MS-ADA3] Attribute names whose initial letter is N through Z.

A [MS-ADSC] Obiject class names.

A [MS-ADLS] Object class names and attribute names for AD LDS.

No special typographical convention is used for names that represent elements of sets; for example,

DRS_WRIT_REP. The name of the set type (for example, DRS_OPTIONS ) is always clear from
context, and the elements of each set type are defined with the set type. Similarly, no special
typographical convention is used for names that represent Windows error codes ; for example,

ERROR_INVALID_PARAMETER.
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3.3 State Model

3.3.1 Preliminaries

MS -ADTS] section 3.1.1.1 is a prerequisite to the remainder of this specification.

3.3.2 Transactions

The specifications of client and server method behavior in this document do not mention transaction
boundaries because all methods use transactions in a systematic way, as described in the remainder
of this section.

In server processing of a normal method, a transaction begins implicitly on the first access to the
database that represents the persistent state of the DC, and ends implicitly before a method

returns. When a new logical thread of control is created (see A synchronous Processing in section
3.4.6 ), the originating thread implicitly ends its transaction before it returns, and the new logical
thread of control implicitly begins an unconnected transaction as d escribed above.

If a transaction fails, and the method return would otherwise have been successful, the Windows
error code returned by the method is in one of the following sets:

A Retryable :ERROR_DS_DRA BUSY, ERROR_DS_OUT_OF_VERSION_STORE. There is a
signi ficant chance that retrying the request will succeed.

A Implementation limit : ERROR_DS_MAX_OBJ_SIZE_EXCEEDED. This error is returned when an
implementation - specific, fixed size limit is exceeded. Retrying will not succeed, but the system is
functioning norma lly.

A Resource limit  : ERROR_DISK_FULL, ERROR_NO_SYSTEM_RESOURCES. Retrying will not
succeed; an administrator must increase available resources.

A Corruption : ERROR_DS_KEY_NOT_UNIQUE, ERROR_DS_OBJ_NOT_FOUND,
ERROR_DISK_OPERATION_FAILED. Retrying will not succ eed; an administrator must repair the
database that represents the persistent state of the DC or restore the database from backup.

If server processing of a normal method performs some updates and then detects an error
condition, it  terminates the current transaction before returning the error code that describes the
error condition. If the transaction termination encounters an error condition, the method does not
report the transaction  -related error condition. Instead, the method re ports the original error
condition.

When the specification includes a client preparing a method request or processing a method

response, the pattern is similar. When a client that is a DC prepares a method request, it implicitly

begins a transaction on the first access to the database that represents the persistent state of the

client DC and commits this transaction before sending the request. When a client that is a DC

processes a method response, it implicitly begins a transaction on the first access to t he database
that represents the persistent state of the DC and commits this transaction when processing of the

response is complete. A client transaction is never in progress while the client waits for the server to

respond to a method request. There is no use of distributed transactions.

3.3.3 Concrete and Abstract Types
This protocol specification involves both concrete and abstract  types.

A concrete type is a type whose representation must be standardized for interoperability. In this
protocol specification, three cases apply:
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A Types in the IDL definition of the drsuapi and dsaop RPC interfaces that determine the format of
network requests a  nd responses.

A Types that are hand marshaled onto the network, such as types that are sent in drsuapi and
dsaop requests and responses as octet strings whose actual structure is hidden from the IDL
compiler. The hand marshaling and corresponding hand unmars haling are performed by the
implementation of Active Directory and by clients of the drsuapi and dsaop RPC interfaces.

A Types that are hand marshaled into directory attributes, such as types that are stored in the
directory as octet strings. The hand marsha ling and corresponding hand unmarshaling are
performed by the implementation of Active Directory and by clients of the Active Directory LDAP
interface [MS-ADTS] section 3.1.1.3.

Concrete types in the first category are specifi ed by the C/ IDL type declaration. Concrete types in
the second and third categories are specified pictorially. Some types are in multiple categories and
are specified both ways.

All other types in the specification are abstract , meaning that their use is internal to the
specification. Abstract types are based on the standard mathematical concepts set, sequence,
directed graph, and tuple.

This specification introduces the notion of an abstract attribute. An abstract attribute  is an Active
Directory attribu  te that has an abstract type for use in pseudocode. An abstract attribute can have a
specified concrete representation, required for interoperability; in that case, the abstract attribute's

type definition specifies the correspondence between information i n the abstract type and in the
concrete type. This relieves the specification pseudocode from concerns with storage allocation,

packing variable -length information into structures, and so on.

Pseudocode deals with a mixture of concrete and abstract types. The notations and conventions for
each are specified in section 3.4.

3.4 Pseudocode Language

3.4.1 Naming Conventions

Identifiers for concrete types, structure fields, and constants are used unchanged. The names of
concrete types are often uppercase, with underscore characters ('_") to mark the divisions between
words.

A Examples: REPS_FROM, DRS_MSG_UPDREFS

Identifiers for object classes and attributes are LDAP display hames from [MS -ADA1], [MS-ADA?],
[MS -ADA3] , and [MS -ADSC]. These identifiers start with a lowercase letter; there are no
capitalization conventions for the letters that follow the initial lowercase letter. These identifiers,

used in this document to improve the readability of the examples, a re equivalenttothe  ATTRTYP
(section 5.14 ) that actually identifies object classes and attribute s. The mapping between

ATTRTYP and the schema object representing a class or attribute is specified in MS -ADTS] section
3.1.1.2.6.

A Examples: repsFrom, nTDSDSA

Identifiers for types and procedures introduced for specification purposes always start with an
uppercase letter, and start each word after the first word with an uppercase letter (Pascal case).

A Examples: RepsFrom, ValidateSiteRDN
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Identifiers for variables introduced for specification purposes always start with a lowerca se letter,
and start each word after the first word with an uppercase letter (camel case).

A Examples: dc, vSet

3.4.2 Language Constructs for Concrete Types

Concrete types support structure assignments between types that are not identical. For example:

reqvl: DRS_MSG_REPADD_V1
reqv2: DRS_MSG_REPADD_V2

reqV2 :=reqV1l

Such an assignment is shorthand for a field -by -field assignment for fields with the same name in the
two structures. The preceding example is equivalent to the following:

reqvl: DRS_MSG_REPADD_V1
reqv2: DRS_MSG_REPADD_V2

reqV2.pNC :=reqV1.pN C

reqV2.rtSchedule := reqV1.rtSchedule
reqV2.ulOptions := reqV1.ulOptions

The ADR built -in function returns the address of a variable. The ADDRESS OF type constructor
creates a pointer type. These are needed occasionally when dealing with concrete structures.

Pseudocode does not perform storage allocation for concrete response structures. An
implementation is free to allocate any amount of memory sufficient to contain the structures within
the response.

3.4.3 Language Constructs for Abstract Types
The language includes the conventional types Boolean and Integer .

The notation [first .. last] stands for the subrange first, first+1, ... , last. The type byte is the
subrange [0.. 255].

A sequence is an indexed collection of variables, called the elements of the sequence. The elements
all have the same type. The index type of a sequence is azero -based subrange. S[i] denotes the
element of the sequence S that corresponds to the value i of the index type. The number of
elements in a sequence S isdenoted S.length. Therefore, the index type of a sequence Sis[0..
S.length -1].

A sequence type can be  open (index type not specified) or closed (index type specified):

A type DSNameSeq = sequence of DSName
A type Digest = sequence [0 .. 15] of byte
A fixed -length sequence can be constructed by using the following notation:

A [first element , second element , ..., lastelement ]
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Therefore:

A s:=]]

sets a sequence -valued variable s to the empty sequence. A sequence of bytes can be written in the
more compact string form shown in the following example:

A s:=" \x55\x06\x02"
A unicodestring is a sequence of 16 -bit Unicode characters.

If Sisasequence,and j Oi,then S[i.. j]is anew sequence of length j - i +1, whose first element
has value S[i], second element has value S[i + 1], ..., and final element has value S[j]. The index
set of the new sequence is [0 .. j - i].If j < ithen SJi .. |]isthe empty sequence.

A tuple is a set of name -value pairs: [name ;:value i, name ,:value ,, ..., name ,:value ,]where
name , is an identifier and value | is the value bound to that identifier. Tuple types are defined as in

the following example:

A type DSName =[dn: DN, guid: GUID, sid: SID]

This exa mple defines DSName as atuple type witha  DN-valued field dn,a  GUID -valued field guid,
and a SID -valued field sid.

A tuple constructor  is written as in this example:

A dsName: DSName

A dsName := [dn: "cn=Peter Houston,ou=NTDEV,dc=microsoft,dc=com"]

Fields that are unspecified in a tuple constructor are assigned null values in the resulting tuple.
Access to the named fields of a tuple uses dot notation. Continuing the example:

A d: DN;g: GUID;s: SID

A d:=dsName.dn
A g :=dsName.guid
A s :=dsName.sid

The preceding assignments set the variable d to "cn=Peter
Houston,ou=NTDEV,dc=microsoft,dc=com", and variables g and s to null values.

A tuple deconstructor  can be written anywhere a tuple -valued variable can occur. The preceding
assignments are equivalent to the following:

A [dn: d, guid: g, sid: s] := dsName;

The language includes  sets. If S is a set, number( S) is the cardinality of the set S.
A fixed -size set can be constructed using the notation:

A {oneelement , another element ..., yetanotherelement }

Therefore:

A s:={
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sets a set -valued variable S to the empty set.

If Sisaset, thepre dicate xinS istrueif x isamemberof S. Therefore, the value of the
expression:

A 13in{1,2,3,5,7, 11}
is false.

If A and B are sets, A + B is the set union of A and B, A Z B s the set intersection of A and B, and A
- B is the set difference of A and B.

The specification uses [KNUTH1] section 2.3.4.2 as a reference for the graph -related terms  directed
graph , oriente dtree , vertex , arc, initial vertex , and final vertex . In pseudocode, graphs are
described in terms of their vertex and arc sets, and individual arcs are represented as tuples.

The language supports coercion between abstract and concrete types when the cor respondence
between the two is clear. For example, if stringSet is a set of unicodestring and stringArrayPtr isa
pointer to an array of pointers to null -terminated Unicode strings, the assignment:

A stringSet := stringArrayPtr®

populates the abstract set of strings by copying from the concrete array of strings.

3.4.4 Common Language Constructs

The syntax of standard control structures:

if boolean - expr then
stmts

else
stmts

endif

if boolean - expr then
stmts

else if boolean - expr then : disambiguated by indentation
stmts

endif

foreach var in set - or - sequence - expr
stmts
endfor

for var := first - value to last - value
stmts

endfor

while boolean - expr
stmts

endwhile

return expr

raise expr
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The keyword raise is used to raise an RPC exception. The operand of the raise expression specifies
the RPC exception to be raised. Details of how an RPC exception is raised are specified in C706
section 12.6.4. 7.

Other constructs used (inspired by Modula -3; for more information, see [NELSON]):

: declare a procedure
: with typed args and result
procedure name(arg: type, arg: type, ..., arg: type): type

: declare a procedure
: with call - by - r eference args
procedure name(var arg: type, ..., var arg: type): type

: cast a variable or an expression value
: to a different type
loophole(expr, type)

var: type :declare a variable with a type
var := expr :assignment

expr® : pointer dereferencing

expr.id : field selection

List of infix and prefix operator binding precedence (strongest binding at the top of the list):

X.a » infix dot
f(x) ali] : applicative (, [
p? : postfix »
+ - : prefix arithmetics
* |/ mod 2 : infix arithmetics; set intersection
+ - . infix arithmetics; set union and difference
= 1 < O O > in : infix relations
not : prefix not
and :infix and
or :infix or
All infix operators are left -associative, and so, for example:
a- b+c
means:
(a - b)+c

Parentheses can be used to override the precedence rules.

The infix Boolean operators "and" and "or" are evaluated left to right, conditionally. The expression
"p and " is true if both p and q are true. If p is false, q is not evaluated. The expression "p or g" is
true if at least one of p and q are true. If p i s true, g is not evaluated.
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3.4.5 Access to Objects and Their Attributes

The specification contains many accesses to specific directory attributes. The specification uses the
following concise notation for these accesses to aid readability. If o is a variable that contains a
DSName or a DN, then:

olattr

..isanaccesstothe  attr attribute of the object named by the content of o, performed in the
context of the  NC replicas  held by the server. In this notation, the name attr_is a constant (like
objectGUID ), not a variable.

If the form o! attr occurs in an expression context, it denotes a value. There are three possibili ties:

A Ifthe attr attribute is not present on o, the value of the expression is the distinguished value
null.

A Ifthe attr attribute is present and declared multivalued, the value of the expression is a set that
contains all the values of attr . If only one  value is present, the value of the expression is a set
that contains one element, the value.

A Ifthe attr attribute is present and declared single -valued, the value of the expression is the value
of attr .

If the form o! attr occurs on the left side of an ass ignment statement, it is used as a variable. The
attr attribute need not already be present on o for this assignment to be well defined. The
assignment:

olattr ;= null

...removes the attr attribute from object o.

The distinguished value null is an ad missible value for any type that is stored as the value of an
attribute. Suppose, for example, that attr_is a single -valued integer attribute. If attr_is not present
on object o, the assignment:

i ;= olattr

... assigns the value null to the integer va riable i. There is no ambiguity between this use of null and
the use of null as the value of a pointer, because pointer values cannot be stored as the value of an
attribute.

The value null can be used in the following ways:
Tested for equality or inequalit y.
Used where a sequence value is expected; it is equivalent to [], the empty sequence.

Used where a set value is expected; it is equivalent to {}, the empty set.

> > > >

Used within a set constructor, where it adds no element to the resulting set.
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The value null  cannot be used in other expressions involving normal values. Therefore:
i integer
S: set
i == olattr
s:={olattr}
if i = null then /* attr not present on object o */

s :=s + olattr
endif

... is a valid pseudocode sequence. If the attr_attribute is not present on object o, the branch of the
if statement will be executed, and the set s is empty. But the statement:

i:=olattr*2

... is a specification error if the attr attribute is not  present on object o.

Queries in this specification are expressed in one of the following two forms:

rt := select all scope where predicate
rt := select one scope where predicate

In either form of query, scope specifies the set of values or object s to be examined, and predicate
specifies the subset of the scope that is the query result.

Scopes take the form:

var from set - of - values - or - objects
... where var is an identifier to be used in the predicate, and set-of-values -or-objects is a set of
values or DSNames that designate objects. These sets can be the result of evaluating any
expression; for example, they can be the values of local set -valued variables. But usually they are

sets of values o r objects from the directory; for example, in the following form:

var from olattr
... the scope is the set of all values of attribute attr on object o; by the definition of null, the scope
is the empty setifo!  attr =null.

There are three special for  ms for scopes that are sets of objects:

var from children o
var from subtree o
var from all
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Here, o isa DSName or DN valued variable. Th e form childreno denotes the setof children of the
object o withinthe NC of o. This form does not include the object o itself. The form  subtree o
denotes the set of all descendants of o within the NC of o, plus the object o itself. The form  all
denotes the set of all objects in all NC replicas held by the server.

The predicate is an arbitrary predicate that uses the scoping identifier ( var, noted earlier) as a
variable. The query is evaluated by binding ea ch value or object (in arbitrary order) to var, and then
evaluating the predicate. If the predicate is true, the value or object is said to satisfy the predicate.
If the query takes the form "select all", the result of the evaluation is the set of all valu es or objects
in the scope that satisfy the predicate. If the scope is a set of values, the type of the result is a set

of values; otherwise, the type of the result is a set of DSName .

If the query takes  the form "select one", the result of the evaluation is any single value or object

that satisfies the predicate, or null if no value or object satisfies the predicate. If more than one

result is possible, the result is nondeterministic. If the scope isa s et of values, the type of the result
is the type of the value; otherwise, the type of the result is DSName .

Here is a query example:

rt := select one v from nclrepsTo where
v.naDsa = pReg”*.V1.pszDsaDest or
v.uuidDsa = pReg”.V1.uuidDsaObjDest
if rt = null then
/* no matching values */
endif

In the "children / subtree / all" forms, as specified, the scope includes normal objects, not
tombstones . Adding the qualifier"  -ts-included" to these forms expands the scope to include both
normal objects and tombstones. For example, the expression:

select all o from subtree - ts -included nc

... returns the set that contains the DSNames of all objects and tombstones in the subtree that is
rooted atthe DSName nc.

3.4.6 Asynchronous Processing

Several methods involve "asynchronous processing" in which a method initiates a separate logical

thread of control with some initial state, and then the method execution continues independently.

However, all the documented operations are synchronous operat ions as specified in  [MS -RPCE]. No
documented operations make use of RPC -defined asynchronous processing.

The phrase "logical thread of control" suggests that asynchronous processing can be implemented in

a variety of ways, in  cluding message processing (where each message represents a logical thread of

control), "heavyweight" processes that have exclusive use of an address space, system -level multi -
threading within a single address space, thread pooling, and so on.

A method tha t uses asynchronous processing always returns its response immediately after initiating
the separate logical thread of control; there is never any interaction with the new logical thread of

control. The results of the new logical thread of control are visi ble only through its effects on the
database representing the persistent state of the DC. If the server crashes before the new logical
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thread of control has completed all its documented effects, the new logical thread of control never
has any effects.

Asyn chronous processing is always performed in the security context of the server itself, not the
security context of the client. Therefore, all necessary access checks MUST be performed before the
new logical thread of control is initi ated.

This design pattern is indicated by the following text in the pseudocode:

Asynchronous Processing: Initiate a logical thread of control
to process the remainder of this request asynchronously

3.5 Conventions for Protocol Examples

3.5.1 Common Configuration

This section specifies the test setup that is used for most of the examples presented in section 4.
The behavior of certain methods can be highlighted only by starting from a different state. The
example section for such a method specifies the difference between the initial state used for that
example and the state given here.
The configurationis afo  rest with two domains CONTOSO.COM (Forest Root Domain) and
ASIA.CONTOSO.COM (Domain NC):
Forest: CONTOSO.COM
A The forest functional level is DS_BEHAVIOR_WIN2003 functional level; therefore only Windows
Server 2003 operating system or higher versions of DCs are present in the forest. All DCs are
running Windows Server 2003 Enterprise Edition.
Domains:
A CONTOSO.COM (Forest Root Domain NC), whose NetBIOS name is CONTOSO.
A ASIA.CONTOSO.COM (Domain NC), whose NetBIOS name is ASIA.
Sites:
A Default -First - Site -Name
A Default -Second - Site -Name
DCs:
A Domain: CONTOSO.COM
A CN=DC1, OU=DOMAIN CONTROLLERS, DC=CONTOSO, DC=COM,
A CN=DC2, OU=DOMAIN CONTROLLERS, DC=CONTOSO, DC=COM,
A Domain: ASIA.CONTOSO.COM
A CN=DCA1, OU=DOMAIN CONTROLLERS, DC=ASIA, DC=CONTOSO, DC=COM.
Domain -joined compute r:
A Domain: CONTOSO.COM
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A CN=M1, CN=COMPUTERS, DC=CONTOSO, DC=COM.
Users added:
A Domain: CONTOSO.COM
A CN =Kim Akers, CN =Users, DC =CONTOSO, DC =COM,
A Domain: ASIA.CONTOSO.COM
A CN =Yan Li, CN =Users, DC = ASIA, DC =CONTOSO, DC =COM,
Groups added:
A Domain: CONTOS 0.COM
A CN =GroupA, CN =Users, DC =CONTOSO, DC =COM,
A objectSid : S-1-5-21-254470460 -2440132622 -709970653 -1114
A member : null
A groupType : {GROUP_TYPE_RESOURCE_GROUP, GROUP_TYPE_SECURITY_ENABLED}
A CN = Administrators, CN =Builtin, DC =CONTOSO, DC =COM

A objectSid :S-1-5-32-544

A member_: Domain Admins, Enterprise Admins, Local Administra tor of DC1

A groupType : {GROUP_TYPE_BUILTIN_LOCAL_GROUP, GROUP_TYPE_RESOURCE_GROUP,
GROUP_TYPE_SECURITY_ENABLED}

3.5.2 Data Display Conventions

The typical (server behavior only) example shows an initial state, a request, a response, and a final
state.

The initial and final states highlight the changes for methods that perform updates . If the method is
a query, then only the initial state is shown.

States are rendered using the LDP tool. The LDP transcript shown has been edited slightly for
clarity. Specifically:

A The "ld" and "&msg" are not shown for each search request. Nor is the "0" that means
"typesOnly = false".

A The actual attribute list is shown, in italics, within square brackets. The LDP tool does not show it
in the transcript it produces.

A The numeric constant that controls the search scope is replaced by its RFC2251] name:
baseObject , singleLevel , or wholeSubtree

For example, the string:
Idap_search_s(ld, "'DC=CONTOSO,DC=COM", 0, "(objectclass=*)", attrList, 0, &msg)

in the LDP transcript is changed to:
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Idap_search_s( "DC=CONTOSO,DC=COM", baseObject , "(objectclass=*)", [ repsTo ])

assuming that the search requested that only the repsTo attribute be returned.
Requests and responses are rendered by using the Windows debugger in the context of t he server

(for server behavior) or client (for client behavior), with editing of the transcript for clarity. The
following two edits are performed consistently:

A The DRS HANDLE parameter is not shown.

A Where the value of a parameter is a binary large object (BLOB) , the value is not shown, but
instead expressed as  binary blob

3.6 Server and Client Initialization

The server MUST start the RPC service to listen on the incoming RPC. For server configurations, see
section 2.1.

3.6.1 AD LDS Specifics

It is possible to run multiple AD LDS DCs on the same computer. All of these AD LDS DCs listen on

the same RPC interface ID. So that clients can distinguish between different instances of AD LDS

that are running on the same computer, each RPC endpoint  is annotated (as specified in C706] )
with a string containing the LDAP port number on which the DC listens. For example, if two AD LDS

DCs are running on a computer, with one listening on port 389 and the other listening on port

50000, the RPC endpoints of the AD LDS DCs are annotated with "389" and "50000", respectively.

For a client to establish an RPC connection to an AD LDS DC, the client needs to know the name of
the computer and the number of the LDAP port on which the AD LDS DC is listening. First, the client
establishes a conne ction to the endpoint mapper service on the computer. Next, the client
enumerates all endpoints that are registered for the desired interface ID. Finally, the client selects
the endpoint whose annotation equals the LDAP port number of the desired AD LDS DC

AD DS DCs do not annotate their RPC endpoints. RPC endpoint annotation is not required for AD DS,
because it is not possible to run multiple AD DS DCs on a computer.
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4 RPC Methods and Their Behavior

The methods for the drsuapi RPC interface are described in section 4.1.

The methods for the dsaop RPC interface are described in section 2.

4.1 drsuapi RPC Interface

This section specifies the methods for the drsuapi RPC interface of this protocol and the processing
rules for the methods.  <4>

Methods in RPC Opnum Order

Method Description

IDL_DRSBind Creates a context handle necessary to call any other method in this
interface.

Opnum: 0

IDL_DRSUnbind Destroys a context handle previously created by the IDL_DRSBind
method.

Opnum: 1

IDL_DRSReplicaSync Triggers replication from another DC.

Opnum: 2

IDL_DRSGetNCChanges Replicates updates from an NC replica on the server.

Opnum: 3

IDL_DRSUpdateRefs Adds or deletes a value from the repsTo attribute of a specified NC
replica.

Opnum: 4

IDL_DRSReplicaAdd Adds a replication source reference for the specified NC.

Opnum: 5

IDL_DRSReplicaDel Deletes a replication source reference for the specified NC.

Opnum: 6

IDL_DRSReplicaModify Updates the value for ~ repsFrom for the NC replica.

Opnum: 7

IDL_DRSVerifyNames Resolves a sequence of object identities.

Opnum: 8

IDL_DRSGetMemberships Retrieves group membership for an object.

Opnum: 9

IDL_DRSInterDomainMove A helper method used in a cross -NC move LDAP operation.

Opnum: 10

IDL_DRSGetNT4ChangelLog Returns a sequence of PDC change log entries or the Windows NT
4.0 replication state.

Opnum: 11
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Method Description

IDL_DRSCrackNames Looks up each of a set of objects in the directory and returns it to the
caller in the requested format.
Opnum: 12

IDL_DRSWriteSPN Updates the set of service principal names (SPNs) on an object.
Opnum: 13

IDL_DRSRemoveDsServer Removes the representation of a DC from the directory.
Opnum: 14

IDL_DRSRemoveDsDomain Removes the representation of a domain from the directory.
Opnum: 15

IDL_DRSDomainControllerinfo Retrieves information about DCs in a given domain.
Opnum: 16

IDL_DRSAddEntry Adds one or more objects.
Opnum: 17

IDL_DRSExecuteKCC Validates the rep lication interconnections of DCs and updates them if
necessary.
Opnum: 18

IDL_DRSGetReplinfo Retrieves the replication state of the server.
Opnum: 19

IDL_DRSAddSidHistory Adds one or more  SIDs tothe sIDHistory attribute of a given object.
Opnum: 20

IDL_DRSGetMemberships2 Retrieves group memberships for a sequence of objects.
Opnum: 21

IDL_DRSReplicaVerifyObjects Verifies the existence of objects in an NC replica.
Opnum: 22

IDL_DRSGetObjectExistence Helps the client check the consistency of object existence between its
replica of an NC and the server's replica of the same NC.
Opnum: 23

IDL_DRSQuerySitesByCost Determ ines the communication cost from a "from" site to one or
more "to" sites.
Opnum: 24

IDL_DRSInitDemotion Performs the first phase of the removal of a DC from an AD LDS

forest.

Opnum: 25
IDL_DRSReplicaDemotion Replicates off all changes to the specified NC and moves any FSMOs
held to another server.
Opnum: 26
IDL_DRSFinishDemotion Finishes or cancels the removal of a DC from an AD LDS forest.
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Method Description

Opnum: 27

IDL_DRSAddCloneDC Creates a new domain controller object by copying attributes from an

existing domain cont  roller object.
Opnum: 28

For information about the methods for which the Windows client operating systems can implement a
client role, see the following behavior note. <5>

The methods will affect only the directory instance that is

bound to the current context. If a server

has several directory instances installed, the other instances will remain unchanged.

The following considerations apply to the order of method calls. See section

A

>

>

>

1.3.2 for details.

IDL_DRSBInd must be called before any other method in order to obtain a context handle.

After the IDL_DRSUnbind method is called, the context handle that was passed to

IDL_DRSUnbind cannot be used for other method calls.

IDL_DRSInitDe motion is called before the other demotion methods.

All other method calls are independent, apart from their dependencies on the state of the

directory.

Because the order of method call is generally nonsequential (except as noted above), the method
section s following this section are arranged alphabetically by method name.

4.1.1 IDL_DRSAddEntry (Opnum 17)

The IDL_DRSAddEntry method adds one or more objects.

ULONG IDL_DRSAddEnNtry(

[in, ref] DRS_HANDLE hDrs,

[in] DWORD dwInVersion,

[in, ref, switch_is(dwInVersion)]
DRS_MSG_ADDENTRYREQ* pmsgin,

[out, ref] DWORD* pdwOutVersion,

[out, ref, switch_is(*pdwOutVersion)]
DRS_MSG_ADDENTRYREPLY* pmsgOut

hDrs: The RPC context handle that is returned by the IDL_DRSBind

dwinVersion: The version of the request message.

pmsgin: A pointer to the request message.

pdwOutVersion: A pointer to the version of the response message.
pmsgOut: A pointer to the response message.

Return Values: 0 if successful, otherwise a Windows error code.

method.
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Exceptio ns Thrown : This method might throw the following exceptions beyond those thrown by

the underlying RPC protocol (as specified in MS -RPCE]): ERROR_INVALID_HANDLE,
ERROR_DS DRS_EXTENSIONS_CHANGED, ERROR_DS_DIFFERENT_REPL_EPOCHS,
ERROR_INVALID_PARAMETER.

4.1.1.1 Method - Specific Concrete Types

41.1.1.1 DRS_MSG_ADDENTRYREQ

The DRS_MSG_ADDENTRYREQ union defines the request messages that are sent to the
IDL_DRSAddEntry method.

typedef
[switch_type(DWORD)]
union {
[case(1)]
DRS_MSG_ADDENTRYREQ_V1 V1;
[case(2)]
DRS_MSG_ADDENTRYREQ_V2 V2;
[case(3)]
DRS_MSG_ADDENTRYREQ_V3 V3;
} DRS_MSG_ADDENTRYREQ;

V1: Version 1 request (obsolete).
V2: Version 2 request.

V3: Version 3 request.

4.1.1.1.2 DRS_MSG_ADDENTRYREQ V1

The DRS_MSG_ADDENTRYREQ_ V1 structure defines the request message sent to the
IDL_DRSAddEntry method. This request version is obsolete. <6>

typedef struct {
[refl DSNAME* pObject;
ATTRBLOCK AttrBlock;

} DRS_MSG_ADDENTRYREQ V1,

pObject:  The identity of the object to add.

AttrBlock: The attributes of the object to add.

4.1.1.1.3 DRS_MSG_ADDENTRYREQ V2

The DRS_MSG_ADDENTRYREQ V2 structure defines the request message sent to the
IDL_DRSAddEntry method.

typedef struct {
ENTINFLIST EntInfList;
} DRS_MSG_ADDENTRYREQ_V2;
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EntinfList: The objects to be added, as specified in section 5.57 .

41.1.1.4 DRS_MSG_ADDENTRYREQ_V3

The DRS_MSG_ADDENTRYREQ_V3 structure defines the request message sent to the
IDL_DRSAddEntry method.

typedef struct {
ENTINFLIST EntinfList;
DRS_SecBufferDesc* pClientCreds;
} DRS_MSG_ADDENTRYREQ_V3;

EntInfList: The objects to be added.
pClientCreds: The user credentials to authorize the operation.

41.1.1.5 DRS_MSG_ADDENTRYREPLY

The DRS_MSG_ADDENTRYREPLY union defines the response messages received from the
IDL_DRSAddEntry method.

typedef
[switch_type(DWORD)]
union {
[case(1)]
DRS_MSG_ADDENTRYREPLY_V1 V1,
[case(2)]
DRS_MSG_ADDENTRYREPLY V2 V2;
[case(3)]
DRS_MSG_ADDENTRYREPLY V3 V3;
} DRS_MSG_ADDENTRYREPLY;

V1: Version 1 response (obsolete).
V2: Version 2 response.

V3: Version 3 response.

41.1.1.6 DRS_MSG_ADDENTRYREPLY_V1

The DRS_MSG_ADDENTRYREPLY_V1 structure defines the response message received from the

IDL_DRSAddEntry method. This response version is obsolete. <7>

typedef struct {
GUID Guid;
NT4SID Sid;
DWORD errCode;
DWORD dsid;
DWORD extendedErr;
DWORD extendedData;
USHORT problem;
} DRS_MSG_ADDENTRYREPLY_V1;
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Guid: The objectGUID of the added object

Sid:  The objectSid of the added object.

errCode: 0 if successful or a DIRERR error code (section 4.1.1.1.25 ) if a fatal error occurred.

dsid : The implementation -specific diagnostic code.
extendedErr: 0, STATUS code , or Windows error code.
extendedData: The implementation  -specific diagnostic code.

problem: 0 or PROBLEM error code (section 4.1.1.1.26 ).

41.1.1.7 DRS_MSG_ADDENTRYREPLY_V2

The DRS_MSG_ADDENTRYREPLY_V2 structure defines the response message received from the
IDL_DRSAddEntry method.

typedef struct {

[uniqgue] DSNAME* pErrorObject;

DWORD errCode;

DWORD dsid;

DWORD extendedErr;

DWORD extendedData;

USHORT problem;

[range(0,10000)] ULONG cObjectsAdded;

[size_is(cObjectsAdded)] ADDENTRY_REPLY_INFO* infoList;
} DRS_MSG_ADDENTRYREPLY_V2;

pErrorObject: Null, or the identity ~ of the object that was being added when an error occurred.
errCode: 0 if successful, otherwise a DIRERR error code (section 4.1.1.1.25 ).

dsid: The implementation -specific diagnostic code.

extendedErr: 0, STATUS code, or Windows error code.

extendedData: The implementation  -specific diagnostic code.

problem: 0 or PROBLEM error code (section 4.1.1.1.26 ).

cObjectsAdded: The count of items in the infoL ist array.

infoList: The identities of the added objects. The item order matches the item order of values in
the EntinfList  field in the request structure.

41.1.1.8 DRS_MSG_ADDENTRYREPLY_V3

The DRS_MSG_ADDENTRYREPLY_V3 structure defines the response message received from the
IDL_DRSAddEntry method.

typedef struct {
DSNAME* pdsErrObiject;
DWORD dwErrVer;
[switch_is(dwErrVer)] DRS_ERROR_DATA* pErrData;
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[range(0,10000)] ULONG cObjectsAdded:;
[size_is(cObjectsAdded)] ADDENTRY_REPLY_INFO* infoList;
} DRS_MSG_ADDENTRYREPLY_V3;

pdsErrObject: Null, or the identity of the object that was b eing added when an error occurred.
dwErrVer: MUST be set to 1.

pErrData: Null, or an error that occurred while processing the request.

cObjectsAdded: The count of items in the infoList  array.

infoList: The identities of the added objects. The item orde r matches the item order of values in
the EntinfList  field in the request structure.

41.1.1.9 ADDENTRY_REPLY_INFO

The ADDENTRY_REPLY_INFO structure defines the identity of an object added by the
IDL_DRSAddEntry method.

typedef struct {
GUID objGuid;
NT4SID objSid;
} ADDENTRY_REPLY_INFO;

objGuid:  The objectGUID  of the added object.

objSid:  The objectSid of the added object.

41.1.1.10 DIRERR_DRS_WIRE_V1

The DIRERR_DRS_WIRE_V1 union defines the error that occurred during processing of a request
senttothe |DL_DRSAddEnNtry method.

typedef
[switch_type(DWORD)]
union {
[case(1)]
ATRERR_DRS_WIRE_V1 AtrErr;
[case(2)]
NAMERR_DRS_WIRE_V1 NamErr;
[case(3)]
REFERR_DRS_WIRE_V1 RefErr;
[case(4)]
SECERR_DRS_WIRE_V1 Secktr;
[case(5)]
SVCERR_DRS_WIRE_V1 SvcErr;
[case(6)]
UPDERR_DRS_WIRE_VUpdEtr;
[case(7)]
SYSERR_DRS_WIRE_V1 SysErr;
} DIRERR_DRS_WIRE_V1;
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AtrErr:  Attribute errors.
NamErr:  Name resolution error.
RefErr:  Referral.

SecErr:  Security error.

SvcErr:  Service error.

UpdErr:  Update error.

SysErr.  System error.

41.1.1.11 ATRERR_DRS_WIRE_V1

The ATRERR_DRS_WIRE_V1 structure defines attribute errors.

typedef struct {
DSNAME* pObject;
ULONG count;
PROBLEMLIST_DRS_WIRE_V1 FirstProblem;
} ATRERR_DRS_WIRE_V1,

pObject:  The identity of the object being processed when the error occurred.
count:  The count of items in the FirstProblem linked list.

FirstProblem: The first element in the linked list of attribute errors.

41.1.1.12 PROBLEMLIST_DRS_WIRE_V1

The PROBLEMLIST _DRS WIRE V1 structure defines an attribute error link entry

typedef struct _PROBLEMLIST_DRS_WIRE_V1 {
struct_ PROBLEMLIST_DRS_WIRE_V1* pNextProblem;
INTFORMPROB_DRS_WIRE_V1 intprob;

} PROBLEMLIST_DRS_WIRE_V1;

pNextProblem: Null, or a pointer to the next item in the list.

intprob: Attribute error description.

4.1.1.1.13 INTFORMPROB_DRS_WIRE_V1

The INTFORMPROB_DRS_WIRE_V1 structure defines an attribute error.

typedef struct {
DWORD dsid;
DWORD extendedErr;
DWORD extendedData;
USHORT problem;
ATTRTYP type;
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BOOL valReturned;
ATTRVAL Val;
} INTFORMPROB_DRS_WIRE_V1;

dsid: The implementation -specific diagnostic code.
extendedErr: 0, STATUS code, or Windows error code.
extendedData: The implementation  -specific diagnostic code.
problem: 0 or PROBLEM error code (section 41.1.1.26 ).

type:  The attribute that was being processed when the error occurred.

valReturned: If true, the offending value is returned in the Val member.

Val: The offending value.

4.1.1.1.14 NAMERR_DRS_WIRE_V1

The NAMERR_DRS_WIRE_V1 structure defines a name resolution error.

typedef struct {
DWORD dsid;
DWORD extendedErr;
DWORD extendedData;
USHORT problem;
DSNAME* pMatched;
}NAMERR_DRS_WIRE_V1;

dsid: The implementation -specific diagnostic code.
extendedErr: 0, STATUS code, or Windows error code.
extendedData: The implementation  -specific diagnostic code.
problem: 0 or PROBLEM error code (section 4.1.1.1.26 ).

pMatched: The best match for the supplied object identity.

41.1.1.15 REFERR_DRS_WIRE_V1

The REFERR_DRS_WIRE_V1 structure defines a referral to other DCs.

typedef struct {
DWORD dsid;
DWORD extendedErr;
DWORD extendedData;
CONTREF_DRS_WIRE_V1 Refer;
} REFERR_DRS_WIRE_V1,;

dsid: The implementation -specific diagnostic code.
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extendedErr: 0, STATUS code, or Windows error code.
extendedData: The implementation - specific diagnostic code.

Refer:  The DCs to contact to chase the referral.

41.1.1.16 NAMERESOP_DRS_WIRE_V1

The NAMERESOP_DRS_WIRE_V1 structure defines the state of name resolution.

typedef struct {
UCHAR nameRes;
UCHAR unusedPad;
USHORT nextRDN;

} NAMERESOP_DRS_WIRE_V1;

nameRes:  MUST be the uppercase ASCII character "S".
unusedPad: Unused. MUST be 0 and ignored.

nextRDN:  Unused. MUST be 0 and ignored.

4.1.1.1.17 DSA_ADDRESS_LIST DRS_WIRE_V1

The DSA_ADDRESS_LIST_DRS_WIRE_V1 structure defines a linked list entry for a referral
network name.

typedef struct _DSA_ADDRESS_LIST_DRS_WIRE_V1 {
struct _DSA_ADDRESS_LIST_DRS_WIRE_V1* pNextAddress;
RPC_UNICODE_STRING* pAddress;

} DSA_ADDRESS_LIST_DRS_WIRE_V1;

pNextAddress: Null, or the next element in the linked list.

pAddress: Network name of the DC to which the referral is directed.

4.1.1.1.18 CONTREF_DRS_WIRE_V1

The CONTREF_DRS_WIRE_V1 structure defines a linked list entry for a continuation referral.

typedef struct CONTREF_DRS_WIRE_V1 {
DSNAME* pTarget;
NAMERESOP_DRS_WIRE_V1 OpState;
USHORT aliasRDN;
USHORT RDNSslnternal;
USHORT refType;
USHORT count;
DSA_ADDRESS_LIST_DRS_WIRE_V1* pDAL;
struct CONTREF_DRS_WIRE_V1* pNextContRef;
BOOL bNewChoice;
UCHAR choice;

} CONTREF_DRS_WIRE_V1,;
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pTarget:  The object to which the referral is directed.
OpState: ~ The operation s tate.

aliasRDN:  Unused. MUST be 0 and ignored.
RDNslInternal: Unused. MUST be 0 and ignored.

refType:  The type of referral. This field MUST be one of the following values.

Value Meaning
CH_REFTYPE_SUPERIOR A referral to a superior DC.
0x0000

CH_REFTYPE_SUBORDINATE A referral to a subordinate DC (for example, to a child domain).

0x0001

CH_REFTYPE_NSSR Not in use.

0x0002

CH_REFTYPE_CROSS A referral to an external crossRef object. See [MS-ADTS] section
0x0003 6.1.1.2.1.1.1.

count:  The count of items in the pDAL linked list.

pDAL: A list of network names of the DCs to which the referral is directed.
pNextContRef: Null, or the next item in the linked list.

bNewChoice: True if and onl y if a new choice is specified.

choice:  The choice to use in the continuation referral. This field MUST be one of the following

values:
Value Meaning
SE_CHOICE_BASE_ONLY A base search should be performed.
0x00
SE_CHOICE_IMMED_CHLDRN A one -level search should be performed.
0x01
SE_CHOICE_WHOLE_SUBTREE A subtree search should be performed.
0x02

41.1.1.19 SECERR_DRS_WIRE_V1

The SECERR_DRS_WIRE_V1 structure defines a security error.

typedef struct {
DWORD dsid;
DWORD extendedErr;
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DWORD extendedData;
USHORT problem;
} SECERR_DRS_WIRE_V1;

dsid: The implementation -specific diagnostic code.

extendedErr: 0, STATUS code, or Windows error code.

extendedData: The implementation  -specific diagnostic code.

problem: 0 or PROBLEM error code (section 4.1.1.1.26 ).

41.1.1.20 SVCERR_DRS_WIRE_V1

The SVCERR_DRS_WIRE_V1 structure defines a service error.

typedef struct {
DWORD dsid;
DWORD extendedErr;
DWORD extendedData;
USHORT problem;

} SVCERR_DRS_WIRE_V1;

dsid: The implementation -specific diagnostic code.

extendedErr: 0, STATUS code, or Windows error code.

extendedData: The implementation - specific diagnostic code.

problem: 0 or PROBLEM error code (section 4.1.1.1.26 ).

41.1.1.21 UPDERR_DRS_WIRE_V1

The UPDERR_DRS_WIRE_V1 structure defines an update error.

typedef struct {
DWORD dsid;
DWORD extendedErr;
DWORD extendedData;
USHORT problem;
}UPDERR_DRS_WIRE_V1;

dsid: The implementation -specific diagnostic code.

extendedErr: 0, STATUS code, or Windows error code.

extendedData: The implementation - specific diagnostic code.

problem: 0 or PROBLEM error code (section 4.1.1.1.26 ).
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41.1.1.22 SYSERR_DRS_WIRE_V1

The SYSERR_DRS_WIRE_V1 structure defines a system error.

typedef struct {
DWORD dsid;
DWORD extendedErr;
DWORD extendedData;
USHORT problem;

} SYSERR_DRS_WIRE_V1,

dsid: The implementation -specific diagnostic code.
extendedErr: 0, STATUS code, or Windows error code.
extendedData: The implementation  -specific diagnostic code.

problem: 0 or PROBLEM error code (section 4.1.1.1.26 ).

4.1.1.1.23 DRS_ERROR_DATA

The DRS_ERROR_DATA union defines the error responses that are received from the
IDL_DRSAddEntry method.

typedef
[switch_type(DWORD)]
union {
[case(1)]
DRS_ERROR_DATA_V1 V1,
} DRS_ERROR_DATA,;

V1: Version 1 response.

4.1.1.1.24 DRS_ERROR_DATA V1

The DRS_ERROR_DATA_V1 structure defines the error response received from the
IDL_DRSAddEntry method.

typedef struct {

DWORD dwRepError;

DWORD errCode;

[switch_is(errCode)] DIRERR_DRS_WIRE_V1* pErrinfo;
} DRS_ERROR_DATA_V1;

dwRepError: 0 or a Windows error code.
errCode: A DIRERR code (section 4.1.1.1.25 ) that specifies the error category.

pErrinfo : Category -specific error information.
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4.1.1.1.25 DIRERR Codes

The DIRERR codes classify an error that occurs during a search for, or the update of, a directory

object.
Value and symbolic name Description
0x00000001 Attribute errors.
attributeError
0x00000002 Name resolution error.
nameError
0x00000003 Referral.
referralError
0x00000004 Security error.
securityError
0x00000005 Service error.
serviceError
0x00000006 Update error.
updError
0x00000007 System error.
systemError

4.1.1.1.26 PROBLEM Error Codes

The PROBLEM error codes describe the problems that can be reported by an update operation.

Value and symbolic name

Description

NA_PROBLEM_NO_OBJECT

0x0000000C Out of memory.

ENOMEM

0x00000010 Too busy to proceed.

EBUSY

0x00000016 Invalid parameter.

EINVAL

0x0000001C Out of storage.

ENOSPC

0x000007D1 Parent object not found in the NC replica.

0x000003E9
PR_PROBLEM_NO_ATTRIBUTE_OR_VAL

Attribute or value not found.

0x000003EA
PR_PROBLEM_INVALID_ATT_SYNTAX

Invalid attribute syntax.

0x000003EB
PR_PROBLEM_UNDEFINED_ATT_TYPE

Unknown attribute type.
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Value and symbolic name

Description

0x000003EC
PR_PROBLEM_WRONG_MATCH_OPER

Incorrect matching operation (only applies to match operators
in LDAP filters).

0x000003ED
PR_PROBLEM_CONSTRAINT_ATT_TYPE

Attribute value violated a schema constraint.

0x000003EE
PR_PROBLEM_ATT_OR_VALUE_EXISTS

Attribute or value already exists (multiple values specified for a
single -valued attribute OR duplicate valu
valued attribute).

e specified for a multi -

0x00000FA1
SE_PROBLEM_INAPPROPRIATE_AUTH

Inappropriate authentication method.

0x00000FA2
SE_PROBLEM_INVALID_CREDENTS

Invalid user name or password.

0x00000FA3
SE_PROBLEM_INSUFF_ACCESS_RIGHTS

Access denied.

0x00000FA4
SE_PROBLEM_INVALID_SIGNATURE

Invalid signature.

0X00000FA5
SE_PROBLEM_PROTECTION_REQUIRED

Encrypted connection required.

0x00000FA6
SE_PROBLEM_NO_INFORMATION

Insufficient permissions to generate a referral.

0x00001389
SV_PROBLEM_BUSY

Director y service is busy.

0x0000138A
SV_PROBLEM_UNAVAILABLE

Directory service is unavailable.

0x0000138B
SV_PROBLEM_WILL_NOT_PERFORM

The requested operation will not be performed.

0x0000138C
SV_PROBLEM_CHAINING_REQUIRED

Chaining is required to perform the operation.

0x0000138D
SV_PROBLEM_UNABLE_TO_PROCEED

Directory service is unable to proceed with the requested
operation.

0x0000138E
SV_PROBLEM_INVALID_REFERENCE

Invalid crossRef object.

0x0000138F
SV_PROBLEM_TIME_EXCEEDED

Time limit exceeded while processing the operation.

0x00001390
SV_PROBLEM_ADMIN_LIMIT_EXCEEDED

Administrative limit exceeded while processing the operation.

0x00001391
SV_PROBLEM_LOOP_DETECTED

Not in use.

0x00001392
SV_PROBLEM_UNAVAIL_EXTENSION

The requested extended operation is not available.
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Value and symbolic name

Description

0x00001393
SV_PROBLEM_OUT_OF_SCOPE

Not in use.

0x00001394
SV_PROBLEM_DIR_ERROR

Generic directory service error.

0x00001771
UP_PROBLEM_NAME_VIOLATION

Naming violation.

0x00001772
UP_PROBLEM_OBJ_CLASS_VIOLATION

Object class violation.

0x00001773
UP_PROBLEM_CANT_ON_NON_LEAF

The operation cannot be performed on an object with child
objects.

0x00001774
UP_PROBLEM_CANT_ON_RDN

The op eration cannot be performed on an RDN attribute.

0x00001775
UP_PROBLEM_ENTRY_EXISTS

Object already exists.

0x00001776
UP_PROBLEM_AFFECTS_MULT_DSAS

The operation affects multiple DCs.

0x00001777
UP_PROBLEM_CANT_MOD_OBJ_CLASS

The objectClass  attribute cannot be modified in this way.

4.1.1.2 Method - Specific Abstract Types and Procedures

4.1.1.2.1 ConstructReplSpn

procedure ConstructReplSpn(
dnsHostName: unicodestring,
guid: GUID): unicodestring

This procedure returns a replication SPN with the given DNS host nhame (in dnsHostName) and GUID
(in guid). The service class of the resulting SPNis  DRS_SPN_CLASS . For example, given
dnsHostName ="dc -01.fabrikam.com" and guid being the GUID whose string representation is
"{d66€9688 -66a5 -4a52 -8af2 -17b110febe0c}", the return v alue is:

E3514235 -4B06 -11D1 - AB04 -00C04FC2DCD2/d66e9688 -66a5 -4a52 -8af2 - 17b110febeOc/dc

01.fabrikam.com

4.1.1.2.2 CreateCrossRef

procedure CreateCrossRef(
hDrs: DRS_HANDLE,
e: ENTINF,

pmsgOut: ADDRESS OF DRS_MSG_ADDENTRYREPLY,

ver: DWORD,

info: ADDRESS OF ADDENTRY_REPLY_INFO): boolean
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Informative summary of behavior : This procedure creates a crossRef object. If the
exists already in a disabled state, it will mark the crossRef object as enabled.

ulSysFlags, err: DWORD

ncNameV: DSName

trustPa rentV, rootTrustV, dnsRootV: unicodestring
cr: DSName

prefixTable: PrefixTable

/* Only attributes and classes in the base schema may be specified.*/
prefixTable := NewPrefixTable()

ulSysFlags := ENTINF_GetValue(e, systemFlags, prefixTable)
ncNameV := ENT INF_GetValue(e, ncName, prefixTable)

/* Check whether the crossRef object for the given ncName exists. */
cr := select one v from subtree ConfigNC()
where vIncName = ncNameV and crossRef in vlobjectClass

if (cr = null) or not (FLAG_CR_NTDS_DOMAIN in ulSysFlags) then
if FLAG_CR_NTDS_NC in ulSysFlags then
SetErrorData(SV_PROBLEM_WILL_NOT_PERFORM, serviceError,
ERROR_DS_MISSING_EXPECTED_ATT, pmsgOut, ver)
return false
endif

/* Add the crossRef object as a regular operation; this is subject
* to an access check and will succeed only if the server is the
* Partition Naming Master FSMO role owner. */
err := PerformAddOperation(e, cr, dc.prefixTable, TRUE)
if err theno
/* Pick up the error information from the previous call. */
SetErrorData(0, 0, 0, pmsgOut, ver)
return false

endif

/* Set the systemFlags because PerformAddOperation does not set it.
*/
crlsystemFlags := ulSysFlags

/* Return the objectGUID of the new crossRef object. */
info™.objGuid := cr.guid;

else
/* crossRef already exists; enable it. */

/* The crossRef is expected to be disabled. */
if crlenabled = null or crlenabled = true then
SetErrorData(SV_P  ROBLEM_DIR_ERROR,
serviceError,
ERROR_DUP_DOMAINNAME,
pmsgOut, ver)
return false
endif

/* Only allow certain client IP to make the change. */
if not (ClientipMatch(hDrs, crldnsRoot)) then
SetErrorData(SE_PROBLEM_INAPPROPRIATE_AUTH, securityError,
ERROR_DS_INTERNAL_FAILURE, pmsgOut, ver)

crossRef object
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return false
endif

/* dnsRoot must be set in the given ENTINF. */
dnsRootV := ENTINF_GetValue(e, dnsRoot, prefixTable)
if dn  sRootV = null then
SetErrorData(PR_PROBLEM_NO_ATTRIBUTE_OR_VAL, attributeError,
ERROR_DS_MISSING_REQUIRED_ATT, pmsgOut, ver)
return false
endif

crldnsRoot := dnsRootV

/* Two more attributes can be set; the rest are ignored. */
tru stParentV := ENTINF_GetValue(e, trustParent, prefixTable)

if trustParentV | null then
critrustParent := trustParentV

endif

rootTrustV := ENTINF_GetValue(e, rootTrust, prefixTable)

if rootTrustV I null then
crirootTrust := rootTrustV

endif

/* Update the systemFlags and enable the crossRef. */
crisystemFlags := {FLAG_CR_NTDS_NC, FLAG_CR_NTDS_DOMAIN}
crlenabled := null

/* return the guid of the crossRef object */
info.objGuid := cr.guid
endif

[*The cross ref was created/enabled. Ensure that the respective
sub - ref object is created */
AddSubRef(crincName)

return true

4.1.1.2.3 CreateNtdsDsa

procedure CreateNtdsDsa(
hDrs: DRS_HANDLE,
e: ENTINF,
entList: ADDRESS OF ENTINFLIST,
pmsgOut: ADDRESS OF DRS_MSG_ADDENTRYREPLY,
ver: DWORD,
info: ADDRESS OF ADDENTRY_REPLY_INFO): boolean

Informative summary of behavior : This procedure creates an NTDSDSA object.

domainName, domainCR, domain, cr, v,
partitionsObj, sl, dsaObj: DSName

accessAllowed: boolean

dcfl, err, DWORD

spn: unicodestring
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prefixTable: Pre fixTable

/* Only attributes and classed in the base schema may be specified.*/
prefixTable := NewPrefixTable()

domainName := GetDomainNameFromEntinf(e)

domainCR := select one v from ConfigNC() where vInCName = domainName
and crossRef in vlobjectCla SS
and FLAG_CR_NTDS_DOMAIN in v!systemFlags

domain := select one v from all where v = domainName

if domain I null then
/* Perform access check. */
accessAllowed :=
AccessCheckCAR(domain, DS - Replication - Manage- Topology)
else
/* Creating the domain crossRef in the same call is
* allowed. The call will fail if the caller does not have right
* to create the crossRef object. */
accessAllowed := IsDbomainToBeCreated(entList, domain)
endif

if not accessAllowed then
SetE rrorData(SV_PROBLEM_DIR_ERROR, serviceError,
ERROR_ACCESS_DENIED, pmsgOut, ver)
return false
endif

/* Check for the functional level compliance. The functional level
* of a DC cannot be less than the functional level of the forest.

* |f the DC is not the first DC in is domain, its functional level
* cannot be less than the functional level of its domain. */
dcfl := ENTINF_GetValue(e, msDS - Behavior - Version, prefixTable)
if dcfl = null then
dcfl:=0
endif

if domain = DefaultNC() and
dcfl < DefaultNC()!msDS - Behavior - Version then
SetErrorData(SV_PROBLEM_WILL_NOT_PERFORM, serviceError,
ERROR_DS_INCOMPATIBLE_VERSION, pmsgOut, ver)
return false
endif

partitionsObj := DescendantObject(ConfigNC(), "CN=Partitions,")

if dcfl < partitionsObj!msDS - Behavior - Version then
SetErrorData(SV_PROBLEM_WILL_NOT_PERFORM, serviceError,
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ERROR_DS_INCOMPATIBLE_VERSION, pmsgOut, ver)
return false
endif

/* serverReference attribute is not updated here; instead, it is used
* to find the computer object of the DC so that the replication SPN
* can be added to the DC's computer object. */
sl := ENTINF_GetValue(e, serverReference, prefixTable)
ENTINF_SetValue(e, serverReference, null, prefixTable)

/* Create the object in the system ¢ ontext; this is necessary to
* avoid the system - only class constraint defined in the schema.*/
err := PerformAddOperationAsSystem(e, dsaObj, prefixTable)
if err [ 0 then
/* Pick up the error information PerformAddOperationAsSystem set.*/
SetErrorData(0, 0, 0, pmsgOult, ver)
return false
endif

/* Find the computer object and update its SPN. */
if sl | null then
dcObj := select one v from subtree DefaultNC() where v = sl
spn := ConstructReplSpn(domainCR!dnsHostName, dcObj.guid)
dcObjlserverPrincipalName := dcObj!serverPrincipalName + {spn}
endif

/* Return the objectGUID of the new nTDSDSA object. */
info.objGuid := dsaObj.guid

return true

4.1.1.2.4 UseCredsForAccessCheck

procedure UseCredsForAccessCheck(creds: DRS_SecBufferDesc): DWORD

This procedure gets authorization information for a client (using the ClientAuthorizationInfo abstract
type, which is a security token) by authenticating the given credentials. Any access checks
performed during the remainder of the RPC call are performed against this information.

4.1.1.2.5 IsDomainToBeCreated

procedure IsDomainToBeCreated(
entList: ADDRESS OF ENTINFLIST,
ncName: DSName): boolean

This procedure searches all the ENTINE _values in entList for any request to create a crossRef object
crsuch thatcr! nCName = ncName. It returns true if such a cr is found; otherwise, it returns false.
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4.1.1.2.6 GetDomainNameFromEntinf

procedure GetDomainNameFromEntinf(e: ENTINF): DSName

Informative summary of behavior : This procedure examines the values for the hasMasterNCs
attribute found in e and returns the domain NC . The hasMasterNCs attribute always contains the
dsnames of the schema NC , the config NC, and the default domain NC of the DC represented by e.
The domain NC is identified by a process of elimination.

prefixTable: PrefixTable
attr:ATTR
j:DWORD

prefixTable := NewPrefixTable()
/* Scan the ENTINF e to get the attribute for which ATTRTYP is

* hasMasterNCs.*/
attr := ENTINF_GetAttribute(e, hasMasterNCs, prefixTable)

for j=0 to (attr.AttrVal.valCount -1)
if (attr. AttrVal.pAVal[j].pVal I SchemaNC()) and
(attr. AttrVal .pAVal[]j].pVal i ConfigNC()) and

(attr.AttrVal.pAVal[j].valLen > 0) then
return attr. AttrvVal.pAvalfj].pval*
end if
endfor

return null

4.1.1.2.7 ENTINF_GetAttribute

procedure ENTINF_GetAttribute (
entinf: ENTINF,
attribute: ATTRTYP,
prefixTable: PrefixTable

): ATTR
Informative summary of behavior : The ENTINF_GetAttribute procedure scans an ENTINFE _ structure
and returns the first ATTR structure for the requested attribute. The attribute parameter is based on
dc.prefixTable, while the attributes within entinf are based onthe prefixTable parameter.

attrType: ATTRTYP

oid : OID

oid := OidFromAttid(dc.prefixTable, attribute)
attrType := MakeAttid(prefixTable, oid)

for eachiin [0 .. entInf.At trBlock.attrCount -1]do
if (entInf.AttrBlock.pAttr[i].attrTyp = attrType) then
return entinf.AttrBlock.pAttr[i]
endif
endfor
return null
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4.1.1.2.8 SetErrorData

procedure SetErrorData(
problem: USHORT,
errCode: ULONG,
extendedError: ULONG,
pmsgOut: ADDRESS OF DRS_MSG_ADDENTRYREPLY,
version: ULONG)

This procedure sets the error message fields of pmsgOut :the problem , errCode ,and
extendedErr  fields of pmsgOut®.V2 if version = 2 or the pErrData field of pmsgOut”.V3 if version
=3.If problem , errCode ,and extendedError are all 0, the error information is the result of the

last callto PerformAddOperation  or PerformAddOperationAsSystem

4.1.1.2.9 ClientlpMatch

procedure ClientlpMatch(
hDrs: DRS_HANDLE,
dnsRoot: set of unicodestring): boolean

This function returns true if the IP address of the client with DRS HANDLE _ hDrs matches one of
the IP addresses of the DNS host names in the set dnsRoot.

4.1.1.2.10 PerformModifyEntinf

procedure PerformModifyEntInf(
hDrs: DRS_HANDLE,
e: ENTINF,
info: ADDRESS OF ADDENTRY_REPLY_INFO): boolean

This function performs a modify operation on the object e.pName”. It enforces all security, schema ,
and other constraints and follows all processing rules as used by the LDAP modify operation (see

[MS -ADTS]). The objectGUID and objectSid  of the object being modifi ed are returned in the info

output structure. If the operation succeeds, PerformModifyEntInf returns true. If the operation fails

for some reason, PerformModifyEntInf sets an appropriate error code (as defined by the LDAP

modify operation) in the info stru cture, and returns false.

4.1.1.3 Server Behavior of the IDL_DRSAddEnNtry Method

Informative summary of behavior : A disabled crossRef object cris one with cr! Enabled = false.
Enabling a disabled crossRef object cr means setting cr! nCName_and cr! dnsRoot , and removing
crl Enabled .

This method enables, creates, or modifies one or more objects, as requested by the client, in a

single transaction. It enables crossRef objects, creates crossRef objectsand nTDSDSA objects, and
modifies arbitrary object  s. The clientusesan  ENTINE  structure to specify the state of each enabled,
created, or modified object:

A Enabling a crossRef object: The dnsRo ot attribute of a disabled crossRef object contains a set of

one or more DNS host names, expressed as Unicode strings. The request to enable a crossRef

object succeeds only if the IP address of th e client that is making the request matches the IP

address of one of the DNS host names in the dnsRoot attribute. When a disabled crossRef object
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is enabled through this method, the server is not required to be the Domain Naming Master
FSMO role owner

The client must specify the nCName and dnsRoot attr ibutes. The trustParent and rootTrust
attributes are optional.

A Creatinga crossRef object: If the request creates a crossRef object, it succeeds only if the server
owns the forest's Domain Naming Master FSMO role. The access check is the same as when a
crossRef object is created through LDAP.

The client must specify the same attributes that are required during an LDAP Add ofa crossRef
object, namely the new object's DN, plus all must -have attributes of the crossRef class. See [MS -
ADTS] section 6.1.1.2.1.1 for the specific ation of crossRef objects.

A Creatingan nTDSDSA object: Creatingan nTDSDSA obiject is not possible with LDAP. To create
an nTDSDSA object , the hasMasterNCs attribute in the request must identify the forest's schema
NC and config NC, and the DC's default NC; that is, the domain of the DC corresponding to the
new NnTDSDSA object. If the default NC exists on the server as the NTDSDSA object is being
created by |DL_DRSAddEntry , the client must have the control access right DS -Replication -
Manag e- Topology on the default NC. Otherwise, the client must have the right to enable or
create the crossRef object that corresponds to the default NC, and must enable or create this
crossRef objecti nthe same IDL_DRSAddEntry request.

The client must specify the new object's DN, plus the hasMasterNCs _ attribute. To create an
nTDSDSA object for a functional DC, the request will contain invocationld , dMDLocation , options ,
msDS -Behavior -Version , and systemFlags . See [MS-ADTS] section 6.1.1.2.2.1.2.1.1 for the
specification of NnTDSDSA objects.

If the serverReference attribute is given a value in the request, the computer object to whi ch the
serverReference  attribute points is updated with a new replication SPN.

A Modifying an object: To modify an existing object (other than enabling a crossRef object), the
client -supplied ENTINF structure includes ENTINF_REMOTE_MODIFY in the ulFlags field and
specifies the modified attributes and their values. The client must have the same rights as those
needed to perform the modification via LDAP. The DC enforces the same schema and other
const raints on the modification as if performed via LDAP. Performing the modification by using
IDL_DRSAddEntry rather than LDAP allows changes to multiple objects to be made in a single
transaction. This operation is only supported by AD LDS and AD DS in Window s Server 2008
operating system, Windows Server 2008 R2 operating system, Windows Server 2012 operating
system, and Windows Server 2012 R2 operating system.

ULONG
IDL_DRSAddEntry(
[in, ref] DRS_HANDLE hDrs,
[in] DWORD dwInVersion,
[in, ref, swi tch_is(dwinVersion)]
DRS_MSG_ADDENTRYREQ *pmsgin,
[out, ref] DWORD *pdwOutVersion,
[out, ref, switch_is(*pdwOutVersion)]
DRS_MSG_ADDENTRYREPLY *pmsgOut)

ext: DRS_EXTENSIONS_INT

pEntinfList: ADDRESS OF ENTINFLIST
pClientCreds: ADDRE  SS OF DRS_SecBufferDesc
objCls : ATTRTYP

ncNameV: DSName

infoList: ADDENTRY_REPLY_INFO
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cObjects: ULONG
res: boolean
prefixTable: PrefixTable

ValidateDRSInput(hDrs, 17)

/* Only attributes and classes in the base schema may be specified.*/
prefixTable := NewPrefixTable()

/* Set the default response version */
pdwOutVersion := 2

if dwinVersion = 1 then /* obsolete */
pmsgOut*.V1.Guid := 0
pmsgOut*.V1.Sid := 0
pmsgOut*.V1.errCode := 0
pmsgOut*.V1.dsid := 0
pmsgOut”.V1.extendedErr : =0
pmsgOut”.V1.extendedData := 0
pmsgOut”.V1.problem := 0

else if dwInVersion = 2 then
pmsgOut’.V2.pErrorObject:= null
pmsgOut*.V2.errCode := 0
pmsgOutt.V2.dsid := 0
pmsgOut”r.V2.extendedEr := 0
pmsgOut”.V2.extendedData := 0
pmsgOut*.V2.pro blem :=0
pmsgOut”.V2.cObjectsAdded := 0
pmsgOut”.V2.infoList := null

else if dwInVersion = 3 then
pmsgOut”.V3.pdsErrObject := null
pmsgOut*.V3.dwErrVer := 0
pmsgOut”.V3. pErrData := null
pmsgOut*.V3.ULONG cObjectsAdded := 0
pmsgOut”.V3.infoList := null

endif

/* Validate parameters. */
if not (dwInVersion in {2,3}) then
SetErrorData(SV_PROBLEM_UNAVAILABLE, 0, ERROR_DS_UNAVAILABLE,
pmsgOuit, 2)
return O
endif

/* If the client supports the version 3 response, use version 3. */
ext := ClientExtensions(hDrs)
if DRS_EXT_ADDENTRYREPLY_V3 in ext.dwFlags then

pdwOutVersion® := 3

else

pdwOutVersion” := 2
endif
cObjects ;=0

if dwinVersion = 2 then
pEntinfList := pmsgIn™.V2.EntInfList
pClientCreds := null

else
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pEntiInfList := pmsgIn™.V3.EntInfList
pClientCreds := pmsgIn”.V3.pClientCreds
endif

/* If explicit credentials are given, use them for access checks. */

if pClientCreds I null then
err := UseCredsForAccessCheck(pClientCreds”)
if err I 0 then
re turn err
endif
endif

/* Walk through each item in the EntInfList and perform the requested
* operation. */
e := pEntInfList
while e | null
if ENTINF_REMOTE_MODIFY in e”.ulFlags then
if DSAObj())msDS - Behavior -Ver si on O DS_BEHAVI OR_WI N2008 then
res := PerformModifyEntInf(
hDrs, e”.Entinf, ADR(infoList[cObjects]))
if not res then
return O
endif
else
/* Not supported (Win2k3 or older DC). */
SetErrorData(SV_PROBLEM_UNAVAILABLE,

0,
ERROR_DS_UNAVAILABLE,
pmsgOut,
pdwOutVersion™)
return O
endif

else
objCls := ENTINF_GetValue(e”.Entinf, objectClass, prefixTable)
if objCls = crossRef then
/* Create or enable a crossRef object. */
res := CreateCrossRef(hDrs, e*.Entinf, psmgOut, pdwOutVersion”,
ADR(infoList[cObjects]))
if not res then
return O
endif
else if objCls = nTDSDSA then
/* Create an nTDSDSA object. */
res := CreateNtdsDsa(hDrs, e”.Entinf, pEntInfList, pmsgOut,
pdwOutVersion®, ADR(infoList[cObjects]))
if not res then
return O
endif
else
/* Not supported. */
SetErrorData(SV_PROBLEM_B USY, 0, ERROR_DS DRA_INVALID PARAMETER,
pmsgOut, pdwOutVersion®)
return O
endif
endif

e = e.pNextEntInf
cObjects := cObjects + 1
endwhile

87 / 637

[MS-DRSR] 8 v20131025
Directory Repl ication Service (DRS) Remote Protocol

Copyright © 2013 Microsoft Corporation.

Release: Friday, October 25, 2013



if pdwOutVersion”™ = 2 then
pmsgOut”.V2.cObjectsAdded := cObjects
pmsgOut”.V2.infoList := infoList

else
pmsgOut”.V3.cObjectsAdded := cObjects
pmsgOut”.V3.infoList := infoList

endif

return O

4.1.2 IDL_DRSAddSidHistory (Opnum 20)

The IDL_DRSAddSidHistory method adds one or more SIDs to the sIDHistory attribute of a given
object.

ULONG IDL_DRSAddSidHistory(

[in, refl DRS_HANDLE hDrs,

[in] DWORD dwInVersion,

[in, ref, switch_is(dwInVersion)]
DRS_MSG_ADDSIDREQ* pmsgln,

[out, ref] DWORD* pdwOutVersion,

[out, ref, switch_is(*pdwOutVersion)]
DRS_MSG_ADDSIDREPLY* pmsgOut

hDrs: RPC context handle returned by the IDL_DRSBIind __ method.
dwlInVersion: Version of the request message. Must be set to 1, because no other version is
supported.

pmsgin:  Pointer to the request message.

pdwOutVersion: Pointer to the version of the response message. The value mus t be 1, because
no other version is supported.

pmsgOut:  Pointer to the response message.

Return Values: 0 or one of the following Windows error codes:
ERROR_DS_MUST _RUN_ON_DST DC or ERROR_INVALID PARAMETER.

Exceptions Thrown : This method might throw the fo llowing exceptions beyond those thrown by
the underlying RPC protocol (as specified in MS -RPCE]): ERROR_INVALID_HANDLE,

ERROR_DS_DRS_EXTENSIONS_CHANGED, ERROR_DS_DIFFERENT_REPL_EPOCHS, and
ERROR_INVALID_PARAMETER.

4.1.2.1 Method - Specific Concrete Types

41.2.1.1 DRS_MSG_ADDSIDREQ

The DRS_MSG_ADDSIDREQ union defines the request messages that are sent to the
IDL_DRSAddSidHistory method. Only one version, identified by dwinVersion = 1, is currently
defined.
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typedef
[switch_type(DWORD)]
union {
[case(1)]
DRS_MSG_ADDSIDREQ_V1 V1;
} DRS_MSG_ADDSIDREQ;

V1: Version 1 request.

4.1.2.1.2 DRS_MSG_ADDSIDREQ V1

The DRS_MSG_ADDSIDREQ_V1 structure defines the request message sent to the
IDL_DRSAddSidHistory method.

typedef struct {
DWORD Flags;
[string] WCHAR* SrcDomain;
[string] WCHAR* SrcPrincipal;
[string, ptrf] WCHAR* SrcDomainController;
[range(0,256)] DWORD SrcCredsUserLength;
[size_is(SrcCredsUserLength)] WCHAR* SrcCredsUser;
[range(0,256)] DWORD SrcCredsDomainLength;
[size_is(SrcCredsDomainLength)]
WCHAR* SrcCredsDomain;
[range(0,256)] DWORD SrcCredsPasswordLength;
[size_is(SrcCredsPasswordLength)]
WCHAR* SrcCredsPassword;
[string] WCHAR* DstDomain;
[string] WCHAR* DstPrincipal;
} DRS_MSG_ADDSIDREQ V1;

Flags: Asetofzeroormore DRS _ADDSID FLAGS bit flags.

SrcDomain: Name of the domain to query for the SID of SrcPrincipal . The domain name can

be an FQDN or a NetBIOS name.

SrcPrincipal: Name of a security principal (user, computer, or group) in the source domain.
This is the source security principal, whose SIDs will be added to the destination security

principal. If Flags contains DS_ADDSID_FLAG_PRIVATE_CHK_SECURE, this parameter is not

used and is not validated. Otherwise, if Flag s does not contain

DS_ADDSID_FLAG_PRIVATE_DEL_SRC_OBJ, this name is a domain -relative Security Accounts

Manager (SAM) name. Otherwise, it is a DN.

SrcDomainController: Name of the primary domain controller (PDC) (or PDC role owner )in

the source domain. The DC name can be an Internet host name or a NetBIOS name. This

parameter is only used when Flags contains neither

DS_ADDSID_FLAG_PRIVATE_CHK_SECURE nor DS_ADDSID_FLAG_PRIVATE_DEL_SRC_OBJ.

If Flag s contains DS_ADDSID_FLAG_PRIVATE_DEL_SRC_OBJ, this parameter is not used, but

it is validated.
SrcCredsUserLength: Count of characters in the SrcCredsUser  array.
SrcCredsUser: User name for the credentials to be used in the source domain.
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SrcCredsDomain  Length:  Count of characters in the SrcCredsDomain array.

SrcCredsDomain: Domain name for the credentials to be used in the source domain. The
domain name can be an FQDN or a NetBIOS domain name.

SrcCredsPasswordLength: Count of characters in the SrcCredsPassword array.
SrcCredsPassword: Password for the credentials to be used in the source domain.
DstDomain: Name of the destination domain in which DstPrincipal resides. The domain name

can be an FQDN or a NetBIOS name.

DstPrincipal: Name of a security principal (user, computer, or group) in the destination
domain. This is the destination principal , to which the source principal's SIDs will be added.
If Flags contains DS_ADDSID_FLAG_PRIVATE_CHK_SEC URE, this parameter is not used and
is not validated. Otherwise, if Flags does not contain
DS_ADDSID_FLAG_PRIVATE_DEL_SRC_OBJ, this name is a domain -relative SAM name.
Otherwise, it is a DN.

41.2.1.3 DRS_MSG_ADDSIDREPLY

The DRS_MSG_ADDSIDREPLY union defines the response messages received from the
IDL_DRSAddSidHistory method. Only one version, identified by pdwOutVersion™ = 1, is currently
defined.

typedef
[switch_type(DWORD)]
union {
[case(1)]
DRS_MSG_ADDSIDREPLY_V1 V1;
} DRS_MSG_ADDSIDREPLY;

V1: Version 1 of the reply packet structure.

41.2.1.4 DRS_MSG_ADDSIDREPLY_V1

The DRS_MSG_ADDSIDREPLY_V1 structure defines the response message received from the
IDL_DRSAddSidHistory method.

typedef struct {
DWORD dwWin32Error;
} DRS_MSG_ADDSIDREPLY_V1;

dwWin32Error: Zero if successful, otherwise a Windows error code.

41.2.1.5 DRS_ADDSID_FLAGS

The DRS_ADDSID_FLAGS type consists of bit flags that indicate how the SID is to be added to the
security principal.

The valid bit flags are shown in the following diagram. The flags are represented in little -endian byte
order.
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E|S
L
X: Unused. MUST be zero and ignored.
CS (DS_ADDSID_FLAG_PRIVATE_CHK_SECURE, 0x40000000) . If set, the server verifies
whether the channel is secure and returns the result of the verification in the response.
DEL (DS_ADDSID_FLAG_PRIVATE_DEL_SRC_0OBJ, 0x80000000) . If set, the server appends

the objectSid and sIDHistory attributes of SrcPrincipal to the sIDHistory  attribute of DstPrincipal,
and deletes SrcPrincipal from the source domain.

This type is declared as follows:

typedef DWORD DRS_ADDSID_FLAGS;

4.1.2.2 Method - Specific Abstract Types and Procedures

4.1.2.2.1 ConnectionCtx

The ConnectionCtx abstract type represents a connection to a specific server with a given set of

credentials. It does not imply any particular protocol or transport. It provides a means for

pseudocode to compactly represent the notion of the target server and corresponding credentials f or
an operation.

Procedures that take a ConnectionCtx as an input perform their operations against the server
represented by the ConnectionCtx, using the credentials associated with the ConnectionCtx.

4.1.2.2.2 ConnectToDC

procedure ConnectToDC(dcname: unicodestring): ConnectionCtx

Creates a ConnectionCtx __ for the DC named by dchname, associating the credentials of the client's
security context , which MUST be retrieved using the method described in MS - RPCE] section
3.3.3.4.3, with the ConnectionCtx. dcname may be the Internet host name or the NetBIOS name of

the DC. If the ConnectionCtx cannot be created, the proce dure returns null.

4.1.2.2.3 ConnectToDCWithCreds

procedure ConnectToDCWithCreds(
dcname: unicodestring,
username: unicodestring,
pwd: unicodestring,
domain: unicodestring): ConnectionCtx
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Creates a ConnectionCtx for the DC named by dchname, associating the credentials of user
username, password pwd, and user -domain domain with the ConnectionCtx. dcname may be the
Internet host name or the NetBIOS name of the DC. If the ConnectionCtx cannot be created, it

returns n ull.

4.1.2.2.4 GenerateFailureAudit

procedure GenerateFailureAudit()

Generates a failure audit event on the server on which it is called if auditing is enabled. The
generated audit event indicates that an operation failed. This procedure does nothing if auditing is
not enabled. The content of the audit event is an implement ation - specific behavior.

4.1.2.2.5 GenerateSuccessAudit

procedure GenerateSuccessAudit()

Generates a success audit event on the server on which it is called if auditing is enabled. The
generated audit event indicates that an operation succeeded. This procedure does nothing if auditing
is not enabled. The content of the audit event is an implem entation -specific behavior.

4.1.2.2.6 GenerateSuccessAuditRemotely

procedure GenerateSuccessAuditRemotely(ctx: ConnectionCtx): boolean

If auditing is enabled on the server associated with ctx, the GenerateSuccessAuditRemotely

procedure generates a success audit event on that server and returns true. The generated audit

event indicates that an operation succeeded. Returns false if auditing is not enabled on that server.
The content of the audit event is an implementation -specific behavior. <8>

4.1.2.2.7 GetKeyLength

procedure GetKeyLength(hDrs: DRS_HANDLE): integer

Returns the key length, in bits, of the encryption used on the hDrs connection. Returns 0 if no
encryption is in use on the connection.

4.1.2.2.8 FindGC

procedure FindGC(): unicodestring

Returns the Internet host name of a DC that is a GC server inthe forest (see MS -ADTS] section
6.3.6), or null if such a DC cannot be found.

41.2.2.9 GetPDC

procedure GetPDC(domainName: unicodestring): unicodestring
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Returns the Internet host name of the DC that holds the PDC FSMO role for the domain whose name
is domainName (see MS -ADTS] section 6.1.5.4), or null if such a DC cannot be found. domainName
can be either the FQDN or the NetBIOS name of the domain.

4.1.2.2.10 HasAdminRights

procedure HasAdminRights(ctx: ConnectionCtx) : boolean

Returns true if the credentials associated with ctx have administrative rights on the DC associated
with ctx. Possessing administrative rights is defined as having the ability to write to (that is, change

the membership of) the Domain Admins group in the domain that is the default domain NC on the

DC associated with ctx.

4.1.2.2.11 IsAuditingEnabled

procedure IsAuditingEnabled (): boolean

Returns true if auditing on the server on which it is called is enabled, and returns false otherwise.

4.1.2.2.12 IsLocalRpcCall

procedure IsLocalRpcCall(hDrs: DRS_HANDLE): boolean

Returns true if the RPC call that is being processed on hDrs originated from the same computer as
the computer that is processing the call.

4.1.2.2.13 ISNT4SP40rBetter

procedure IsNT4SP40rBetter(ctx: ConnectionCtx): boolean

If the DC named in ctx is running Windows NT 4.0 operating system and is not running at least
Windows NT 4.0 operating system Service Pack 4 (SP4), this procedure returns false. Otherwise, it
returns true. <9>

4.1.2.2.14 IsAuditingGroupPresent

procedure IsAuditingGroupPresent(dcname: unicodestring, nETBIOSName: unicodestring): DWORD

Returns ERROR_NO_SUCH_ALIAS if the DC represented by the dcname does not have a domain

local group whose sAMAccountName is the value of the NnETBIOSName parameter appended with
three dollar signs $$$. Otherwise, it returns ERROR_SUCCESS. This group is not present by default

and must be created by the administrator of the directory service.

4.1.2.2.15 IsWellKknownDomainRelativeSid

procedure IsWellKknownDomainRelativeSid(sid: SID): boolean
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Returns true if sid consists of the domain SID  of the server's default domain and of a RID (as
specified in [MS -WSO] section 3.1.2.1.3) whose value is less than 1000, and returns false
otherwise.

41.2.2.16 LastRID

procedure LastRID(sid: SID): Rid

Extracts and returns the RID from the SID sid. See MS -DTYP] section 2.4.2.

4.1.2.2.17 RemoteQuery

procedure RemoteQuery(
ctx: ConnectionCtx,
query: unicodestring): select -return - value

Performs the select statement represented by the string query against the server associated with
ctx, using the credentials associated with ctx. Returns the results of the select operation. The return
value of this function is the same type as the return v alue of the select statement performed.

4.1.2.3 Server Behavior of the IDL_DRSAddSidHistory Method

Informative summary of behavior : The |DL_DRSAddSidHistory method adds the SIDs associated
with one principal (the source principal) to the sIDHistory  attribute of another principal (the
destination principal). The source principal's objectSid  and any SIDs in the source principal's

sIDHistory are added tot he destination principal's sIDHistory . This method is called on a DC whose
default NC  contains the destination principal. If necessary, the destination DC will contact a DC
whose default NC contains the source principal as part of executing this method.

This method has three different variants on this behavior, and the caller indicates which variant is
desired by specifying a combination of flags in pmsgIn”.V1.flags.

A Ifthe DS_ADDSID_FLAG_PRIVATE_CHK_SECU RE flag is specified, the first variant is selected. In
this variant, the method verifies only that the RPC call is secure. It does not perform any further
processing or manipulate the sIDHistory  attribute of any object, regar dless of other flags that
may be present.

A If DS_ADDSID_FLAG_PRIVATE_CHK_SECURE is not specified but
DS_ADDSID_FLAG_PRIVATE_DEL_SRC_OBJ is specified, the second variant is selected. In this
variant, the source and destination principals are in the same doma in. The values of the
objectSid and sIDHistory attributes of the source principal are added to the destination principal's
sIDHistory  attribute, and then the source p rincipal is deleted. See MS -ADTS] section 3.1.1.5.5
for more information about the delete operation. Loosely speaking, the destination principal

adopts the source principal as an "alias" and the source principal disappears.

A The third variant is selected by specifying neither DS_ADDSID_FLAG_PRIVATE_CHK_SECURE nor
DS_ADDSID_FLAG_PRIVATE_DEL_SRC_OBJ. In this variant, the source and destination principals

are in different forests. The values of the source principal's objectSid and sIDHistory attributes
are copied into the destination principal's sIDHistory attribute, as in the second variant, but
without deleting the source principal. Loosely speaking, the destination principal adopts the

source principal as an "alias" while coexisting with the source principal.
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The preceding are the only variants supported by the IDL_DRSAddSidHistory method. In
particular, the case of source and destination pr incipals in different domains within the same forest
is not supported.

ULONG
IDL_DRSAddSidHistory(
[in, refl DRS_HANDLE hDrs,
[in] DWORD dwInVersion,
[in, ref, switch_is(dwInVersion)] DRS_MSG_ADDSIDREQ *pmsgln,
[out, ref] DWORD *pdwOutVersion,
[out, ref, switch_is(*pdwOutVersion)] DRS_MSG_ADDSIDREPLY *pmsgOut)

flags: DRS_ADDSID_FLAGS
srcPrinc: DSName

dstPrinc: DSName
srcPrincinDst: DSName
srcNc: DSName

dstNc: DSName

crSrc: DSName

crDst: DSName

partCtr: DSName
srcDomainController: unicodestri ng
srcCtx: ConnectionCtx
srcPrincSid: SID
srcPrincSidHistory: set of SID
rt: ULONG

ValidateDRSInput(hDrs, 20)

pdwOutVersion”™ := 1
pmsgOut*.V1.dwWin32Error := ERROR_DS_INTERNAL_FAILURE

flags := pmsgIn®.V1.flags
if DS_ADDSID_FLAG_PRIVATE_CHK_SECURE in flags then
/* First mode of operation: verify connection security.
* If connecting from off - machine, connection must have 128 - bit
* encryption or better. */
if (not IsLocalRpcCall(hDrs)) and
(GetKeyL ength(hDrs) < 128) then
pmsgOut*.V1.dwWin32Error := ERROR_DS_MUST_RUN_ON_DST_DC
return ERROR_DS_MUST_RUN_ON_DST_DC
else
return O
endif
endif

/* Currently, only version 1 is supported. The RPC IDL definitions

* for the interface do not al low passing in a version other than 1. */
if dwlnVersion I 1 then
return ERROR_INVALID_PARAMETER
endif

if DS_ADDSID_FLAG_PRIVATE_DEL_SRC_OBJ in flags then
/* Second mode of operation: add objectSid/sidHistory from source
* principal to destination principal, then delete source
* principal. */

/* Basic parameter validation */
if (pmsgln”~.V1l.SrcbDomain | null) or
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.V1l.DstDomain [ null) or
.V1.SrcCredsUserLength |
.V1.SrcCredsDomainLength
V1. SrcCredsPasswordLengt

3 3 3
n n n
Q@ aa

n
n
n

—~—~
T T T

> > > >

0
i 0) or
(pmsglnn. . h i
(pmsgIn”.V1.SrcDomainController =
(pmsgIn”.V1.SrcPrincipal = null) or
(pmsgIn™.V1.SrcPrincipal = "") or
(pmsgIn”®.V1.DstPrincipal = null ) or
(pmsgIn®.V1.DstPrincipal = ") then
pmsgOut’.V1.dwWin32Error := ERROR_DS_INTERNAL_FAILURE
return ERROR_INVALID_PARAMETER
endif

) or

/* In this case, pmsgIn”.V1.SrcPrincipal and .DstPrincipal are

* DNs. */
srcPrinc := GetDSNameFromDN( pmsgIn”.V1.SrcPrincipal)
dstPrinc := GetDSNameFromDN(pmsgIn”.VV1.DstPrincipal)
srcNc := GetObjectNC(srcPrinc)
dstNc := GetObjectNC(dstPrinc)

/* Source and destination principals must be in same domain. */

if srcNc = null or dstNc = null or srcNc i dstNc then
pmsgOut*.V1.dwWin32Error := ERROR_INVALID_PARAMETER
return O

endif

/* Destination NC must be this server's default domain NC. */

if dstNc I DefaultNC() then
pmsgOut*.V1.dwWin32Error := ERROR_DS_MASTERDSA_REQUIRED
return O

endif

/* Verify that this server has auditing enabled */
if not IsAuditingEnabled () then
pmsgOut’.V1.dwWin32Error :=
ERROR_DS_DESTINATION_AUDITING_NOT_ENABLED
return O
endif

/* Must have the control access right. */

if not AccessCheckCAR(dstNc, Migrate - SID - History) then
GenerateFailureAudit()
pmsgOut*.V1.dwWin32Error := ERROR_DS_INSUFF_ACCESS_RIGHTS
return O

endif

/* Destination domain must be in native mode. */
partCtr := DescendantObject(Config NC(), "CN=Partitions,")
if partcCtr [ null
crDst := select one dd from subtree partCtr where
(crossRef in dd!objectClass and
dd!InCName = dstNc)
endif
if partCtr = null or crDst = null then
pmsgOut*.V1.dwWin32Error := ERROR_DS_INTERNAL_FAILURE
return O
else
if crDst!InTMixedDomain = 1 then
pmsgOut*.V1.dwWin32Error := ERROR_DS_DST_DOMAIN_NOT_NATIVE
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return O
endif
endif

/* Validation of object state. */
if (not ObjExists(srcPrinc)) or
(not (user in srcPrinclobjectClass or
group in srcPrinclobjectClass)) or
(not ObjEXxists(dstPrinc)) or
(not (user in dstPrinclobjectClass or
group in dstPrinclobjectClass)) or
(sr cPrinc = dstPrinc) or
(IswWellKnownDomainRelativeSid(srcPrinc!objectSid)) or
(IsWellKnownDomainRelativeSid(dstPrinclobjectSid)) then
pmsgOut*.V1.dwWin32Error := ERROR_INVALID_PARAMETER
return O
endif

/* Check that this machine has rig hts to delete the source principal. */
if (not AccessCheckObject(srcPrinc, RIGHT_DELETE)) and
(not AccessCheckObiject(srcPrinc.parent, RIGHT_DS_DELETE_CHILD))
then
pmsgOut*.V1.dwWin32Error := ERROR_ACCESS_DENIED
return O
endif

/| * Save the source principalés SI D and SID history and then del e
srcPrincSid := srcPrinclobjectSid

srcPrincSidHistory := srcPrinc!sIDHistory

rt = RemoveObj(srcPrinc,false)

if(rt I 0) then
pmsgOut*.V1.dwWin32Error := rt
return O

endif

/* Add source principal's objectSid and sidHistory to

* destination principal's sidHistory. */
dstPrinc!sidHistory := dstPrinc!sidHistory + {srcPrincSid}
dstPrinc!sidHistory := dstPrinc!sidHistory + srcPrincSidHistory

Generat eSuccessAudit()
return O
endif

/* Third mode of operation: add objectSid/sIDHistory from source
* principal to destination principal. Source principal is
* untouched. */

/* Basic parameter validation. */
if (pomsgIn”.V1.SrcDomain = null) or
(pmsg In*.V1.SrcDomain = "") or
(pmsgIn”.V1.DstDomain = null) or
(pmsgIn”.V1.DstDomain = ") or
(pmsgIn”.V1.SrcCredsUserLength > 0 and
pmsgIn”.V1.SrcCredsUser = null) or
(pmsgIn”®.V1.SrcCredsDomainLength > 0 and
pmsgIn”.V1.SrcCredsDomain = null) or
(pmsgIn”™.V1.SrcCredsPasswordLength > 0 and
pmsgIn”.V1.SrcCredsPassword = null) or
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(pmsgIn®.V1.SrcDomainController = ") or
(pmsgIn”.V1.SrcPrincipal = null) or
(pmsgIn”™.V1.SrcPrincipal = ") or
(pmsgIn”.V1.DstPrincipal = null) or
(pmsgIn”®.V1.DstPrincipal = ") then
pmsgOut*.V1.dwWin32Error := ERROR_DS_INTERNAL_FAILURE
return ERROR_INVALID_PARAMETER
endif

/* Confirm destination domain is in forest of server. */
crDst := select one dd from subtree ConfigNC() where
(crossRef in dd!objectClass and
(dd!dnsRoot = pmsgIn®.V1.DstDomain or
ddInETBIOSName = pmsgln”*.V1.DstDomain))
if crDst = null then
pmsgOut*.V1.dwWin32Error :=
ERROR_DS_DESTINATION_DOMAIN_NOT_IN_FOREST
return O
endif

/* Confirm source domain is not in forest of server. */
crSrc := select one ss from subtree ConfigNC() where
(crossRef in sslobjectClass and
(ss!ldnsRoot = pmsgIn®.V1.SrcDomain or
ssInETBIOSName = pmsgIn”*.V1.SrcDomain)
and FLAG_CR_NTDS_NC in ss!systemFlags
and FLAG_CR_NTDS_DOMAIN in ss!systemFlags)

if crSrc I null then
pmsgOut*.V1.dwWin32Error := ERROR_DS_SOURCE_DOMAIN_IN_FOREST
return O

endif

/* Destination NC must be this server's default domain NC. */

if crDst!nCName | DefaultNC() then
pmsgOut’.V1.dwWin32Error := ERROR_DS_MASTERDSA_REQUIRED
return O

endif

/* Destination domain must be in native mode. */

if crDst!InTMixedDomain = 1 then
pmsgOut*.V1.dwWin32Error := ERROR_DS_DST_DOMAIN_NOT_NATIVE
retu moO

endif

dstNC := crDstinCName

* Verify this server has auditing enabled for destination domain. */
if not IsAuditingEnabled () then
pmsgOut’.V1.dwWin32Error :=
ERROR_DS_DESTINATION_AUDITING_NOT_ENABLED
return O
endif

/* Must have the control access right. */

if not AccessCheckCAR(dstNc, Migrate - SID - History) then
GenerateFailureAudit()
pmsgOut*.V1.dwWin32Error := ERROR_DS_INSUFF_ACCESS_RIGHTS
return O

endif
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/* Retrieve destination principal.
* In this case, pmsgIn”.V1.DstPrincipal is a SAM name. */
dstPrinc := select one o from subtree DefaultNC() where
(o!'sAMAccountName = pmsgIn”.V1.DstPrincipal)

if dstPrinc = null then
pmsgOut’.V1.dwWin32Error := ERROR_DS_OBJ_NOT_FOUND
return O

endi f

/* Locate a source DC if one wasn't supplied. Source DC must be
* the PDC FSMO role owner. */
srcDomainController := pMsgin®.V1.SrcDomainController
if scDomainController = null then
srcDomainController := GetPDC(pmsgIn”.V1.SrcDomain)
else

ifscDo mai nController | GetPDC(pmsgln~. V1.

pmsgOut*.V1.dwWin32Error := ERROR_INVALID_DOMAIN_ROLE
return O
endif
endif
if srcDomainController = null then
pmsgOut’.V1.dwWin32Error := ERROR_DS_CANT_FIND_DC_FOR_SRC_DOMAIN
return O
endif

/* Connect to source DC, using supplied credentials if applicable. */
if (pmsgIn”.V1.SrcCredsUserLength = 0) and
(pmsgIn”.V1.SrcCredsPasswordLength = 0) and
(pmsgIn”.V1.SrcCredsDomainLength = 0) then
srcCtx := ConnectToDC(srcDomainController)
else
srcCxt := ConnectToDCWithCreds(srcDomainController,
pmsgIn”.V1.SrcCredsUser, pmsgIn®.V1.SrcCredsPassword,
pmsgIn”.V1.SrcCredsDomain)
endif

if (srcCtx = null) then
pmsgOut’.V1.dwWin32Error := ERROR_DS_CANT_FIND_DC_FOR_SRC_DOMAIN
return O

endif

/* Confirm client has administrative rights on source DC. */

if not HasAdminRights(srcCtx) then
pmsgOut*.V1.dwWin32Error := ERROR_DS_INSUFF_ACCESS_RIGHTS
return O

endif

/* Retrieve source principal from source DC using the remote connection.
* In this case, pmsgIn”.V1.SrcPrincipal is a SAM name.
* Example: If pmsgIn®.V1.SrcPrincipal value is usernamel then
* following query is executed in the source DC:
* select one o from subtree dc.defaultNC where (o!lsAMAccountName = "usernamel")
*/
srcPrinc := RemoteQuery(srcCtx,
"select one o from subtree dc.defaultNC where (o!sAMAccountName ="
+ " + pmsgIn”.V1.SrcPrincipal + " + )"

)

if srcPrinc = null then

SrcDomain)
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pmsgOut*.V1.dwWin32Error := ERROR_DS_OBJ_NOT_FOUND
return O
endif

/* Source principal must be user (which includes computer) or
* group.*/
if not (group in srcPrinclobjectClass or
user in srcPrinclobjectClass) then
pmsgOut*.V1.dwWin32Error := ERROR_DS_SRC_OBJ_NOT_GROUP_OR_USER
return O
endif

srcPrincSi d := srcPrinclobjectSid
srcPrincSidHistory := srcPrinc!sIDHistory

/* Verify that no principal other than the destination
* principal exists in the destination forest that contains
* a SID that matches the source principal. */
if ISGC() or IsAdlds() then
srcPrincInDst := select one o from subtree DefaultNC() where
(o I dstPrinc) and
((o!objectSid = srcPrincSid) or
(olobjectSid in srcPrincSidHistory) or
(srcPrincSid in o!sIDHistory)) or

((srcPrincSidHistory 7 o!sIDHistory) 1 {1}))
if srcPrinclnDst | null then
pmsgOut*.V1.dwWin32Error := ERROR_DS_SRC_SID_EXISTS_IN_FOREST
return O
endif
else

/* The current DC is not a GC server.

* We need to locate a GC server and perform an IDL_DRSCrackNames query against it in or der
for the SID search to be Forest scoped */
gcDomainController : unicodestring
hDrsGc: DRS_HANDLE
crackMsgIn: DRS_MSG_CRACKREQ_V1
crackOut: DS_NAME_RESULTW
gcDomainController := FindGC()
if gcDomainController = null then
return STAT US_DS_GC_NOT_AVAILABLE
endif
/*Bind to GC */
hDrsGc := BindToDSA(gcDomainController)
if hDrsGc = null then
pmsgOut*.V1.dwWin32Error := STATUS_DS_GC_NOT_AVAILABLE
return O
endif
crackMsgIn.dwFlags := DS_NAME_FLAG_GCVERIFY
crackMsgln.formatOffered := DS_STRING_SID_NAME
crackMsgln.formatDesired := DS_UNIQUE_ID_NAME
crackMsglin.cNames := 1
crackMsgIn.rpNames[0] := srcPrincSid
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crackNamesErr := IDL_DRSCrackNames(
hDrsGe,
dwlinVersion,
crackMsgin,
pdwOutVersion,
ADR(crackOut))

if crackNamesErr | O then
if crackNamesErr = DS_NAME_ERROR_NOT_UNIQUE then
pmsgOut”.V1.dwWin32Error := ERROR_DS_SRC_SID_EXISTS_IN_FOREST

return O
elseif crackNamesErr | DS_NAME_ERROR_NOT_FOUND and
ctac k NamesErr | DS_NAME_ERROR_DOMAI N_ONLY then
pmsgOut*.V1.dwWin32Error := ERROR_DS_INTERNAL_FAILURE
return O
endif
if crackOut.rltems | null and
crackOut.rltems[0].pName I dstPrinc!objectGUID then
pmsgOut*.V1.dwWin32Error := ERROR_DS_SRC_SID_EXISTS_IN_FOREST
return O
endif

UnbindFromDSA(hDrsGc)
endif

/* Confirm source domain has auditing enabled and generate an audit
*event on it. */
if not GenerateSuccessAuditRemotely(srcCtx)
pnegOUt”.V1.dwWin32Error ;= ERROR_DS_SOURCE_AUDITING_NOT_ENABLED
return O
endif

[* Verify that if source domain is running Windows NT 4.0, it is
* running at least Service Pack 4 of that operating system. */
if not ISNT4SP40rBetter(srcCtx)
pmsgOut*.V1. dwwin32Error := ERROR_DS_SRC_DC_MUST_BE_SP4 OR_GREATER
return O
endif

/* Verify that if source domain has a domain local group srcDomainNetBIOSName$$$

*/

if IsAuditingGroupPresent(srcDomainController, pmsgIn®.V1.SrcDomain) = ERROR_NO_SUCH_ALIAS
pmsgOu”.V1.dwWin32Error := ERROR_NO_SUCH_ALIAS
return O

endif

/* Source and destination principals must both be computer, or both
* be user, or both be group. The order is important: although
* computer objects are user objects, the case is disallowed where
* one principal is a computer and the other principal is a user
* but not a computer. */
if ((computer in srcPrinc!objectClass and
not computer in dstPrinclobjectClass) or
(computer in dstPrinclobjectClass and
not computer in srcPrinclobjectClass)) or
((user in srcPrinclobjectClass and
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not user in dstPrinc!objectClass) or
(user in dstPrinclobjectClass and
not user in srcPrinclobjectClass)) or
((group in srcPrinclobjectClass and
not group in dstPrinclobjectClass) or
(group in dstPrinclobjectClass and
not group in srcPrinclobjectClass)) then
pmsgOut’.V1.dwWin32Error :=
ERROR_DS_SRC_AND_DST_OBJECT_CLASS_MISMATCH
return O
endif

/* Class - specific object state tests.
* Note that computer is a subclass of user, so the following test
* applies to both user and computer objects. */
if user in srcPrinclobjectClass then
if srcPrinc!userAccountControl ZNT{ ADS_UF_NORMAL_ACCOU
ADS_UF_WORKSTATION_TRUST_ACCOUNT,
ADS_UF_SERVER_TRUST_ACCOUNT} i
dst Princ!user Account Control z {ADS_UF_NORMAL_ACCOUNT,
ADS_UF_WORKSTATION_TRUST_ACCOUNT,
ADS_UF_SERVER_TRUST_ACCOUNT} then
pmsgOut’.V1.dwWin32Error :=
ERROR_DS_SRC_AND_DST_OBJECT_CLASS_MISMATCH

return O
endif
if group in srcPrinclobjectClass and
srcPrinc!groupType | dstPrinc!lgroupType then

pmsgOut*.V1.dwWin32Error :=
ERROR_DS_SRC_AND_DST_OBJECT_CLASS_MISMATCH

return O

endif

/* Check if source principal is built - in principal. */

if IsBuiltinPrincipal(srcPri nclobjectSid) then
pmsgOut’.V1.dwWin32Error := ERROR_DS _UNWILLING_TO_PERFORM
return O

endif

/* If source principal has well - known domain - relative SID

* make sure final RIDs of source and destination principals
* are the same. */
if IsWellKknownDoma  inRelativeSid(srcPrinc!objectSid) then

if LastRID(srcPrinc!objectSid) I LastRID(dstPrinc!objectSid)
pmsgOut*.V1.dwWin32Error := ERROR_DS_UNWILLING_TO_PERFORM
return O
endif
endif

/* Add source principal's objectSid and sIDHistory to

* destination principal's sidHistory. */
dstPrinc!sIDHistory := dstPrinc!sIDHistory + {srcPrincSid}
dstPrinc!sIDHistory := dstPrinc!sIDHistory + srcPrincSidHistory
GenerateSuccessAudit()
return O
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4.1.2.4 Examples of the IDL_DRSAddSidHistory Method

4.1.2.4.1 Calling IDL_DRSAddSidHistory with
DS_ADDSID_FLAG_PRIVATE_CHK_SECURE Flags

This flag is used when the caller wants to check whether an RPC call to DC1 is secure.

4.1.2.4.1.1 Client Request

A client invokes the IDL_DRSAddSidHistory method against DC1 with the following parameters
(DRS_HANDLE to DC1 omitted):

A dwlinVersion =1
A pmsgin = DRS_MSG_ADDSIDREQ V1

A Flags = 0x40000000

4.1.2.4.1.2 Server Response
The server returns a code of 0 and the following values:
A pdwOutVersion = 1
A pmsgOut = DRS_MSG_ADDSIDREPLY V1

A dwWin32Error: 0

4.1.2.4.1.3 Final State

There are no changes in state.

4.1.2.4.2 Calling IDL_DRSAddSidHistory with
DS_ADDSID_FLAG_PRIVATE_DEL_SRC_OBJ Flags

In this example, the user "Kim Akers" has an account in domain DC=contoso, DC=com with a

Windows NT 4.0 operating system account name "CONTOSO \kimakers". There is another account in
the same domain for the user "Kim Akers" with the Windows NT 4.0 accountn ame
"CONTOSO \ kimakers1". The domain administrator wants to add a SID of "CONTOSO \Kimakers1"

account to the SIDHistory of "CONTOSO \kimakers" and delete "CONTOSO \Kimakers1".

4.1.2.4.2.1 Initial State

Querying the user object ~ whose sAMAccountName is kimakers in the domain NC DC=CONTOSO,
DC=COM on DC1:

A Idap_search_s("DC=contoso,DC=com", wholeSubtree , "(sAMAccountName=kimakers)",
[objectClass , distinguishedName , sAMAccountName , objectSid , sIDHistory ])

Result <0>: (null)
Matched DNs:

Getting 1 entry:

> > > >

>> Dn: CN=Kim Akers,CN=Users,DC=contoso,DC=com
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p>N

4> objectClass: top; person; organizationalPerson; user;

p>N

1> distinguishedName: CN=Kim Akers,CN=Users, DC=contoso,DC=com;

A 1> sAMAccountName: KimAkers;
A 1> objectSid: S -1-5-21-254470460 -2440132622 -709970653 -1144

Querying the user object whose sAMAccountName is kimakers1 in the domain NC DC=CONTOSO,
DC=COM on DC1.:

A ldap_search_s("DC=contoso,DC=com", wholeSubtre e, "(sAMAccountName=kimakers1)",
[objectClass , distinguishedName , sAMAccountName , objectSid , sIDHistory ])

A Result <0>: (null)
A Matched DNs:
A Getting 1 entries:
A >>Dn: CN=Kim Akers1,CN=Users,DC=contoso,DC=com
A 4> objectClass: top; person; organizationalPerson; user;
A 1> distinguishedName: CN=Kim Akers1,CN=Users,DC=contoso,DC=com;
A 1> sAMAccountName: KimAkers1;
A 1> objectSid: S -1-5-21-254470460 -2440132622 -709970653 -1129;

4.1.2.4.2.2 Client Request

A client invokes the  IDL_DRSAddSidHistory method against DC1 with the following parameters
(DRS_HANDLE _to DC1 omitted):

A dwinVersion = 1

A pmsgin = DRS_MSG_ADDSIDREQ_V1

A Flags = 0x80000000
A SrcPrincipal = "CN=Kim Akers1,CN=Users,DC=contoso,DC=com"
A DstPrincipal = "CN=Kim Akers,CN=Users,DC=contoso,DC=com"

4.1.2.4.2.3 Server Response
The server returns a code of 0 and the following values:
A pdwOutVersion = 1
A pmsgOut = DRS_MSG_ADDSIDREPLY_V1

A dwWin32Error: 0
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4.1.2.4.2.4 Final State

The sIDHistory  attribute on the user object whose DN is "Kim
Akers,CN=Users,DC=contoso,DC=com" contains one value:

A ldap_search_s("DC=contoso,DC=com", wholeSubtree , "(sAMAccountName=kimakers)",
[objectClass , distinguishedName , sAMAccountName , objectSid , sIDHistory ])

A Result <0>: (null)
A Matched DNs:
A Getting 1 entry:
A >>Dn: CN=Kim Akers,CN=Users,DC=contoso,DC=com
A 4> objectClass: top; person; organizationalPerson; user;
A 1> distinguishedName: CN=Kim Akers,CN=Users,DC=contoso,DC=com;
A 1> sAMAccountName: KimAkers;
A 1> objectSid: S -1-5-21-254470460 -2440132622 -709970653 -1144;
A 1> sIDHistory: S -1-5-21-254470460 -2440132622 -709970653 -1129;

The user object whose DN is "Kim Akers1,CN=Users,DC=contoso,DC=com" is deleted:

Idap_search_s("DC=contoso, DC=com", wholeSubtree , "(sAMAccountName=kimakersl)",
[objectClass , distinguishedName , sAMAccountName , objectSid , sIDHistory 1)

>

Result <0>: (null)

>

Matched DNs:

>

Getting O entries:

4.1.2.4.3 Calling IDL_DRSAddSidHistory with 0 in Flags

The user "Kim Akers" has an account in domain DC=contoso, DC=com with a Windows NT 4.0
operating system account name "CONTOSO \kimakers". The user has another account in a separate
forest in domain DC=legacycontoso,DC=com with a Windows NT 4.0 account name
"LEGACYCONTOSO\ kimakers1". The domain administrator wants to add the SID of
"LEGACYCONTOSO\ Kimakers1" account to the sIDHistory of "CONTOSO \kimakers". The
administrator's account name in the LEGACYCONTOSO domain is LegacyContosoAdmin with
password Passw0rd123. LEGACYCONTOSO is the NetBIOS name for the LEGACYCONTOSO.com
domain.

4.1.2.4.3.1 Initial State

Querying the user object whose sAMAccountName is kimakers in the domain NC DC=CONTOSO,
DC=COM on DC1.:

A ldap_search_s("DC=contoso,DC=com", wholeSubtree , "(sAMAccountName=kimakers)",
[objectClass , distinguishedName , sAMAccountName , objectSid , sIDHistory 1)

A Result <0>: (null)
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> >

p>N

Matched DNs:

Getting 1 entry:

Dn: CN=Kim Akers,CN=Users,DC=contoso,DC=com

A 4> objectClass: top; person; organizationalPerson; user;

A 1> distinguishedName: CN=Kim Akers,CN=Users,DC=contoso,DC=com;
A 1> sAMAccountName : KimAkers
A

1> objectSid: S -1-5-21-254470460 -2440132622 -709970653 -1144

Querying the user object whose sAMAccountName is kimakers1 in the domain NC
DC=LEGACYCONTOSO, DC=COM on DC9:

A

> > >

>

Idap_search_s("DC=legacycontoso,DC=com", wholeSubtree, "(SAMAccountName=kimak
[objectClass , distinguishedName , sAMAccountName , objectSid , sIDHistory 1)

Result <0>: (null)
Matched DNs:
Getting 1 entries:

>> Dn: CN=Kim Akers1,CN=Users,DC=legacycontoso,DC=com

>

4> objectClass: top; person; organizationalPerson; user;

>

1> distinguis  hedName: CN=Kim Akers1,CN=Users,DC=legacycontoso,DC=com;

>

1> sAMAccountName: KimAkers1;

>

1> objectSid: S -1-5-21-1137440724 -3092688314 -3181763971 -1153;

4.1.2.4.3.2 Client Request

A client invokes the IDL_DRSAddSidHistory method against DC1 with the following parameters

(DRS_HANDLE _to DC1 omitted):

A

A

dwinVersion =1

pmsgin = DRS_MSG_ADDSIDREQ_V1

>

Flags =0

>

SrcDomain = "legacycontoso.com"

>

SrcPrincipal = "KimAkers1"

>

SrcCredsDomain = "legacycontoso”

>

SrcCredsDomainLength = 13

>

SrcCredsUser = "LegacyContosoAdmin"

>

SrcCredsUserLength = 18

ersl)",
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A SrcCredsPassword = "Passw0rd123"
A SrcCredsPasswordLength = 11
A DstDoma in = "contoso"

A DstPrincipal = "KimAkers"

4.1.2.4.3.3 Server Response
The server returns a code of 0 and the following values:
A pdwOutVersion = 1
pmsgOut = DRS_MSG_ADDSIDREPLY_V1

A dwWin32Error: 0

4.1.2.4.3.4 Final State

The sIDHistory attribute on the user object whose DN is "Kim
Akers,CN=Users,DC=contoso,DC=com" contains one value:

A Idap_search_s("DC=contoso,DC=com", wholeSubtree , "(sAMAccountName=kimakers)",
[objectClass , distinguishedName , sAMAccountName , objectSid , sIDHistory ])

>

Result <0>: (null)

>

Matched DNs:

>

Getting 1 entry:

>

>> Dn: CN=Kim Akers,CN=Users,DC=contoso,DC=com

>

4> objectClass: top; person; organizationalPerson; user;

>

1> distinguishedName: CN=Kim Akers,CN=Users,DC=contoso,DC=com;

A 1> sAMAccountName: KimAkers;

A 1>objectSid: S -1-5-21-254470460 -2440132622 -709970653 -1144;

A 1>sIDHistory: S -1-5-21-1137440724 -3092688314 -3181763971 -1153;

In the domain NC DC=LEGACYCONTOSO, DC=COM, the user object whose sAMAccountName is
kimakersl is unchange d:

A Idap_search_s("DC=legacycontoso,DC=com", wholeSubtree , "(sAMAccountName=kimakers1)",
[objectClass , distinguishedName , sAMAccountName , objectSid , sIDHistory ])

A Result <0>: (null)

A Matched DNs:

A Getting 1 entries:

A >>Dn: CN=Kim Akers1,CN=Users,DC=legacyconto so0,DC=com

A 4> objectClass: top; person; organizationalPerson; user;

107 / 637

[MS-DRSR] 8 v20131025
Directory Repl ication Service (DRS) Remote Protocol

Copyright © 2013 Microsoft Corporation.

Release: Friday, October 25, 2013



A 1> distinguishedName: CN=Kim Akers1,CN=Users,DC=legacycontoso,DC=com;
A 1> sAMAccountName: KimAkers1;
A 1> objectSid: S -1-5-21-1137440724 -3092688314 -3181763971 -1153;

4.1.3 IDL_DRSBind (Opnum 0)

The IDL_DRSBind  method creates a context handle that is necessary to call any other method in
this interface.

ULONG IDL_DRSBind(
[in] handle_t rpc_handle,
[in, unique] UUID* puuidClientDsa,
[in, uniqgue] DRS_EXTENSIONS* pextClient,
[out] DRS_EXTENSIONS** ppextServer,
[out, ref] DRS_HANDLE* phDrs

rpc_handle:  An RPC binding handle, as specified in C706] .

puuidClientDsa: A poi nter to a GUID that identifies the caller.

pextClient: A pointer to client capabilities, for use in version negotiation.

ppextServer: A pointer to a pointer to server capabilities, for use in version negotiation.

phDrs: A pointer to an RPC context handle ( as specified in  [C706] ), which may be used in calls
to other methods in this interface.

Return Values: 0 if successful, otherwise a Windows error code.

Exceptions Thrown : This method does not thr ow exceptions beyond those thrown by the
underlying RPC protocol.

4.1.3.1 Client Behavior When Sending the IDL_DRSBind Request

The client uses puuidClientDsa to pass an identifier. If the client uses the returned DRS_HANDLE for
subsequent calls to the IDL_DRSWriteSPN method, then the client MUST pass
NTDSAPI_CLIENT_GUID in puuidClientDsa. For any other uses, the server places no constraints on
the value of puuidClientDsa other than those specified in section 4.1.3.2 .<10>

The client uses pextClient to pass a properly initialized DRS_EXTENSIONS_INT _ structure to the
server. If the client is a DC, it reads the value of msDS -ReplicationEpoch _ fromits nTDSDSA object
and assigns this value to the dwReplEpoch  field ofthe DRS_EXTENSIONS_INT _ structure;
otherwise, it sets the dwReplEpoch  field of the DRS_EXTENSIONS INT structure to zero. If the
clientis a DC, it reads the value of objectGUID  from the Config NC object and assigns this value to

the Confi gObjGUID field of the DRS_EXTENSIONS INT structure; otherwise, it sets the
ConfigObjGUID field of the DRS_EXTENSIONS_INT _structure tothe  NULL GUID value.

The remaining information in the DRS_EXTENSIONS_INT structure must be consistent with the
client's capabilities. This information affects the versions of response struc tures that the server
returns in method calls using the DRS_HANDLE returned by |DL_DRSBind . In descriptions of
method calls that use a DRS HANDLE , this handle is sometimes called the client's RPC

context. <11>
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If a method of this protocol takes a parameter named dwinVersion , the client uses that parameter

to specify the version of the referent of the next parameter to that method, often named pmsgin .
The referent of this parameter is called the method's request. The dwinVersion parameter is called
the request version. For example, if the client passes dwinVersion =7 to |IDL_DRSGetNCChanges

the client also passesa DRS_MSG_GETCHGREQ V7 request.

If a method of this protocol takes an integer parameter named pdwOQutVe rsion , the server uses that
parameter to return the version number of the referent of the next parameter to that method, often

named pmsgOut . The referent of this parameter is called the method's response. The referent of
pdwOutVersion is called the respon se version. For example, when the server returns

pdwOutVersion =6 from IDL_DRSGetNCChanges , the server also returns a

DRS _MSG_GETCHGREPLY V6 response.

Most methods in this protocol are capable of gener ating only a certain response version from a
certain request version. The following special cases apply:

A IDL_DRSGetNCChanges is capable of returning a version 6 response from version 7, version 8,
and version 10 requests. However, the DRS_EXT_GETCHGREPLY_V 6 bit must be set in the
client's RPC context for the server to generate a version 6 response. Otherwise, the server
returns ERROR_REVISION_MISMATCH. Note that whenever IDL_DRSGetNCChanges is capable
of returning a version 6 response, it is also capable of returning a version 7 response, which is a
compressed form of a version 6 response. Compression of IDL_DRSGetNCChanges responses
is not controlled by the state of the client's RPC context; it is controlled on a per -request basis by
the client; see DRS_USE _COMPRESSION in section 5.41 .

A |DL_DRSAddEntry can generate either a version 2 or version 3 response from either a version
2 or version 3 request. The server generates a version 3 response when
DRS_EXT_ADDENTRYREPLY_V3 is set in the client's RPC context; otherwise, the server generates
a version 2 response.

A |DL_DRSDomainControllerinfo has only one requ est version; it contains an InfoLevel field.
The InfoLevel , not the dwinputVersion, determines the response version. Similarly,
IDL_DRSGetReplinfo has two request versions, which both contain an InfoType field. The

InfoType , not the dwinputVersion, determines the response version.

The following tables describe how the server determines the response version based on the request
version, the DRS_EXTENSION S_INT structure specified when creating the DRS HANDLE , andin
some cases, the contents of the request message.

IDL_DRSReplicaSync

Request version DRS_EXTENSIONS bit set in client's RPC context Response version

1 - -

IDL_DRSGetNCChanges

Request version DRS_EXTENSIONS bit set in client's RPC context Response version
4 - 1
5 - 1
7 DRS_EXT_GETCHGREPLY_V6 6
8 DRS_EXT_GETCHGREPLY_V6 6
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Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

10

DRS_EXT_GETCHGREPLY_V6

6

IDL_DRSUpdateRefs

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

IDL_DRSReplicaAdd

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

2

IDL_DRSReplicaDel

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

IDL_DRSReplicaModify

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

IDL_DRSVerifyNames

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

1

IDL_DRSGetMemberships

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

1

IDL_DRSInterDomainMove

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

2

2

IDL_DRSGetNT4Changelodg
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Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

1

IDL_DRSCrackNames

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

1

IDL_DRSWriteSPN

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

1

IDL_DRSRemoveDsSer

ver

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

1

IDL_DRSRemoveDsDomain

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

1

IDL_DRSDomainContro

llerinfo

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

request.InfoLevel

IDL_DRSAddEntry

Request version DRS_EXTENSIONS bit set in client's RPC context Response version
2 - 2
3 - 2
2 DRS_EXT_ADDENTRYREPLY_V3 3
3 DRS_EXT_ADDENTRYREPLY_V3 3

IDL_DRSEXxecuteKCC

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

1

IDL_DRSGetReplinfo
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Request version DRS_EXTENSIONS bit set in client's RPC context Response version
1 - request.InfoType 2
2 - request.InfoType 2

IDL_DRSAddSidHistory

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

1

IDL_DRSGetMembershi

ps2

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

1

IDL_DRSReplicaVerifyObjects

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

IDL_DRSGetObjectExistence

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

1

IDL_DRSQuerySitesByCost

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

1

IDL_DRSInitDemotion

Request version

DRS _EXTENSIONS bit set in client's RPC context

Response version

1

1

IDL_DRSReplicaDemoti

on

Request version

DRS_EXTENSIONS bit set in client's RPC context

Response version

1

1

IDL_DRSFinishDemotion
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Request version DRS_EXTENSIONS bit set in client's RPC context Response version

1 - 1

IDL_DRSAddCloneDC

Request version DRS_EXTENSIONS bit set in client's RPC context Response version

1 - 1

IDL_DSAPrepareScript

Request version DRS_EXTENSIONS bit set in client's RPC context Response version

1 - 1

IDL_DSAExecuteScript

Request version DRS_EXTENSIONS bit set in client's RPC context Response version
1 - 1

! Possible values are 0x1, 0x2, and Oxffffffff (see section 4.15).

2 possible values are detailed in section 4.1.13 .

4.1.3.2 Server Behavior of the IDL_DRSBind Method

The server returns an error if puuidClientDsa” is set to the NULL GUID. Otherwise, the server

retains the UUID passed as puuidClientDsa” and the DRS EXTENSIONS_INT _structure passed as
pextClient®, and associates them with the RPC context handle, phDrs, in an implementation - specific
manner.

The server sets ppextServer to a DRS_EXTENSIONS_INT _ struc ture whose dwReplEpoch  and
ConfigObjGUID fields are initialized as described in the previous section ( Client Behavior When
Sending the IDL_DRSBind Request (section 4.1.3.1 )), and whose other fields describe the

server. <12> The server associates the information in ppextServer with the RPC context handle,

phDrs, in an implementat  ion -specific manner and then returns a DRS HANDLE as the referent of
phDrs.

The following tables specify the capability assertions made by a server that sets bits in the
DRS_EXTENSIONS_INT _ structure returned from IDL_DRSBind . Each row of a table gives a request
version (including both dwinVersion and the InfoLevel of IDL_DRSDomainControllerinfo and the
InfoType of |IDL_DRSGetReplinfo )and the DRS_EXTENSIONS_INT bit or bits that the server sets

to indicate support for that request. For instance, every server supports a version 1 request to

IDL_DRSReplicaSync , but a server does not support a version 5 request to
IDL_DRSGetNCChanges unless it has set both the DRS_EXT_GETCHGREQ_V5 and
DRS_EXT_RESTORE_USN_OPTIMIZATION bits. For AD LDS, the IDL_DRSDomainControllerinfo

method is disabled regardless of the InfoLevel set by the bits.

A server supports ve  rsion 4 and version 7 requests to IDL_DRSGetNCChanges only via the SMTP
replication transport (see MS - SRPL]). These cases are noted in the relevant table. A server
supports all other requests only via the RPC transport.
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IDL_DRSReplicaSync

Request version

DRS_EXTENSIONS_INT bit(s)

1

IDL_DRSGetNCChanges

Request version DRS_EXTENSIONS_INT bit(s)

4 SMTP replication transport

5 DRS_EXT_GETCHGREQ_V5
DRS_EXT_RESTORE_USN_OPTIMIZATION

7 SMTP replication transport

8 DRS_EXT_GETCHGREQ_V8
DRS_EXT_RESTORE_USN_OPTIMIZATION

10 DRS_EXT_GETCHGREQ_V10

DRS_EXT_RESTORE_USN_OPTIMIZATION

IDL_DRSUpdateRefs

Request version

DRS_EXTENSIONS_INT bit(s)

1

IDL_DRSReplicaAdd

Request version DRS_EXTENSIONS_INT bit(s)
1 -
2 DRS_EXT_ASYNCREPL

IDL_DRSReplicaDel

Request version

DRS_EXTENSIONS_INT bit(s)

1

IDL_DRSReplicaModify

Request version

DRS_EXTENSIONS_INT bit(s)

1

IDL_DRSVerifyNames
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Request version

DRS_EXTENSIONS_INT bit(s)

1

IDL_DRSGetMemberships

Request version

DRS_EXTENSIONS_INT bit(s)

1

IDL_DRSInterDomainMove

Request version

DRS_EXTENSIONS_INT bit(s)

2

DRS_EXT_MOVEREQ V2

IDL_DRSGetNT4Changelog

Request version

DRS_EXTENSIONS_INT bit(s)

1

IDL_DRSCrackNames

Request version

DRS_EXTENSIONS_INT bit(s)

1

IDL_DRSWriteSPN

Request version

DRS_EXTENSIONS_INT bit(s)

1

IDL_DRSRemoveDsServer

Request version

DRS_EXTENSIONS_INT bit(s)

1

DRS_EXT_REMOVEAPI

IDL_DRSRemoveDsDomain

Request version

DRS_EXTENSIONS_INT bit(s)

1

DRS_EXT_REMOVEAPI

IDL_DRSDomainControllerInfo

Request version

DRS_EXTENSIONS_INT bit(s)

1
InfoLevel = Ox1

DRS_EXT_DCINFO_V1
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Request version

DRS_EXTENSIONS_INT bit(s)

1
InfoLevel = 0x2

DRS_EXT_DCINFO_V2

1
InfoLevel = 0x3

DRS_EXT_LH_BETA2

1
InfoLevel = Oxffffffff

DRS_EXT_DCINFO_VFFFFFFFF

IDL_DRSAddEnNtry

Request version DRS_EXTENSIONS_INT hit(s)
2 DRS_EXT_ADDENTRY_V2
3 DRS_EXT_NONDOMAIN_NCS

IDL_DRSExecuteKCC

Request version

DRS_EXTENSIONS_INT bit(s)

1

DRS_EXT_KCC_EXECUTE

IDL_DRSGetReplInfo

InfoType = [3..5]

Request version DRS_EXTENSIONS_INT bit(s)
1 -

2 DRS_EXT_GETCHGREQ V8
2 DRS_EXT_POST_BETA3

InfoType = [7..10]

2 DRS_EXT_GETCHGREQ_V8
InfoType = 6
2 DRS_EXT_GETCHGREPLY_V6

IDL_DRSAddSidHistory

Request version

DRS_EXTENSIONS_INT bi  t(s)

1

DRS_EXT_ADD_SID_HISTORY

IDL_DRSGetMemberships2

Request version

DRS_EXTENSIONS_INT bit(s)

1

DRS_EXT_GETMEMBERSHIPS2
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IDL_DRSReplicaVerifyObjects

Request version DRS_EXTENSIONS_INT bit(s)

1 DRS_EXT_WHISTLER_BETAS3

IDL_DRSGetObjectExistence

Request version DRS_EXTENSIONS_INT hit(s)

1 DRS_EXT_WHISTLER_BETA3

IDL_DRSQuerySitesByCost

Request version DRS_EXTENSIONS_INT bit(s)

1 DRS_EXT_WHISTLER_BETA3

IDL_DRSInitDemotion

Request version DRS_EXTENSIONS_INT bit(s)

1 DRS_EXT_ADAM

IDL_DRSReplicaDemotion

Request version DRS_EXTENSIONS_INT bit(s)

1 DRS_EXT_ADAM

IDL_DRSFinishDemotion

Request version DRS_EXTENSIONS_INT bit(s)

1 DRS_EXT_ADAM

IDL_DSAPrepareScript

Request version DRS_EXTENSIONS_INT bit(s)

1 -

IDL_DSAExecuteScript

Request version DRS_EXTENSIONS_INT bit(s)

1 -

4.1.3.3 Client Behavior When Receiving the IDL_DRSBIind Response

The client receivesa DRS_EXTENSIONS INT structure from the server as the referent of
ppextServer.
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A server supports only a subset of the possible request versions, including both dwinVersion and the

InfoLevel of |IDL_DRSDomainControllerinfo and the InfoType of IDL_DRSGetReplinfo . The
server informs the client of its capabilities via the DRS_EXTENSIONS_INT _ structure returned from
IDL_DRSBind _, as d escribed in Server Behavior of the IDL_ DRSBind Method (section 4.1.3.2 ).

The client receivesa DRS_HANDLE _ as the referent of phDrs.

The client retains the context handle phDrs” for use in method calls on the drsuapi interface. Once

a valid handle has been acquired by the client, the handle remains v alid until either the server
unilaterally breaks the RPC connection (for example, by crashing) or until IDL_DRSUnbind has
been performed.

4.1.3.4 Examples of the IDL_DRSBind Method

The LDAP Server on DC2.CONTOSO.COM is hinding to the directory server DC1.CONTOSO.COM.

4.1.3.4.1 Initial State

Queryingthe nTDSDSA objects forthe  root domain NC DC=CONTOSO, DC=COM for DC1 and DC2
respectively:

A Idap_search_s("CN=NTDS Settings,CN=DC1,CN=Servers,CN=Default -First - Site -
Name,CN=Sites,CN=Configuration,DC=contoso,DC=com", baseObject , "(objectClass=*)",
[ objectClass, cn, distinguishedName, objectGUID, msDS -Behavior -Version ])

>

Result <0>: (null)

>

Matched DN s:

>

Getting 1 entries:

>

>> Dn: CN=NTDS Settings,CN=DC1,CN=Servers,CN=Default -First - Site -
Name,CN=Sites,CN=Configuration,DC=contoso,DC=com

3> objectClass: top; applicationSettings; NnTDSDSA,
1> cn: NTDS Settings;

1> distinguishedName: CN=NTDS Settings,CN=DC1 ,CN=Servers,CN=Default  -First -Site -
Name,CN=Sites,CN=Configuration,DC=contoso,DC=com;

1> objectGUID: c20bc312  -4d35 -4cc0-9903 -b1073368afda;

1> msDS -Behavior -Version: 2 = (DS_BEHAVIOR_WIN2003);

>

Idap_search_s("CN=NTDS Settings,CN=DC2,CN=Servers,CN=Default - First-Site -
Name,CN=Sites,CN=Configuration,DC=contoso,DC=com", baseObject , "(objectClass=*)",
[ objectClass, cn, distinguishedName, objectGUID, msDS -Behavior -Version ])

Result <0>: (null)
Matched DNs:

Getting 1 entries:

> > > >

>> Dn: CN=NTDS Settings,CN=DC2,CN=Servers, CN=Default -First-Site -
Name,CN=Sites,CN=Configuration,DC=contoso,DC=com
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3> objectClass: top; applicationSettings; NnTDSDSA,

1> cn: NTDS Settings;

1> distinguishedName: CN=NTDS Settings, CN=DC2, CN=Servers, CN=Default
CN=Sites, CN=Configurati  on, DC=contoso, DC=com;
1> objectGUID: 6aad8f5a

1> msDS -Behavior -Version: 2 = (DS_BEHAVIOR_WIN2003)

4.1.3.4.2 Client Request

DC2 invokes the |DL_DRSBind  method against DC1, with the following parameters

(DRS_HANDLE _ to DC1 omitted):

A puuidClientDsa = GUID {6aad8f5a

A pextClient:

A

A

cb: 0x30

dwFlags:

> > > > > > > > > > > > >

>

> > > >

DRS_EXT_BASE
DRS_EXT_ASYNCREPL
DRS_EXT_REMOVEAPI
DRS_EXT_MOVEREQ V2
DRS_EXT_GETCHG_DEFLATE
DRS_EXT_DCINFO_V1
DRS_EXT_RESTORE_USN_OPTIMIZATION
DRS_EXT_KCC_EXECUTE
DRS_EXT_ADDENTRY_V2
DRS_EXT_LINKED_VALUE_REPLICATION

DRS_EXT_DCINFO_V2

DRS_EXT_INSTANCE_TYPE_NOT_REQ_ON_MOD

DRS_EXT_CRYPTO_BIND
DRS_EXT_GET_REPL_INFO
DRS_EXT_STRONG_ENCRYPTION
DRS_EXT_DCINFO_VFFFFFFFF
DRS_EXT_TRANSITIVE_ MEMBERSHIP

DRS_EXT_ADD_SID_HISTORY

-07cc -403a -9696 -9102fe1c320b;

-07cc -403a -9696 -9102fe1c320b}

-First - Site -Name,
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S

DRS_EXT_POST_BETA3

>

DRS_EXT_GETCHGREQ V5
DRS_EXT_GET_MEMBERSHIPS2
DRS_EXT_GETCHGREQ V6
DRS_EXT_NONDOMAIN_NCS

DRS_EXT_GETCHGREQ V8

> > > > >

DRS_EXT_GETCHGREPLY V5
A DRS_EXT_GETCHGREPLY_V6
A DRS_EXT_WHISTLER_BETA3
A DRS_EXT_W2K3_DEFLATE

A DRS_EXT_GETCHGREQ V10

>

SiteObjGuid: GUID {620954c7  -7044 -400f - 9¢c0b -5c9154198aa6}

>

Pid: 632

>

dwReplEpoch:0

>

dwFlagsExt: 0

>

ConfigObjGUID: NULL GUID

4.1.3.4.3 Server Response
Return code of 0 ( DRS_HANDLE  to DC1 omitted) with the following values:
A ppextServer:

A ch: 0x30

A dwFlags:

>

DRS_EXT_BASE

>

DRS_EXT_ASYNCREPL

>

DRS_EXT_REMOVEAPI

>

DRS_EXT_MOVEREQ V2
DRS_EXT_GETCHG_DEFLATE
DRS_EXT_DCINFO_V1
DRS_EXT_RESTORE_USN_OPTIMIZATION

DRS_EXT_KCC_EXECUTE

> > > > >

DRS_EXT_ADDENTRY_V2
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S

DRS_EXT_LINKED_VALUE_REPLICATION

>

DRS_EXT_DCINFO_V2
DRS_EXT_INSTANCE_TYPE_NOT_REQ_ON_MOD
DRS_EXT_GET_REPL_INFO
DRS_EXT_STRONG_ENCRYPTION

DRS_EXT_DCINFO_VFFFFFFFF

> > > > >

DRS_EXT_TRANSITIVE_MEMBERSHIP

>

DRS_EXT_ADD_SID_HISTORY

>

DRS_EXT_POST_BETA3

>

DRS_EXT_GETCHGREQ_V5

>

DRS_EXT_GET_MEMBERSHIPS2
DRS_EXT_GETCHGREQ V6
DRS_EXT_NONDOMAIN_NCS
DRS_EXT_GETCHGREQ V8

DRS_EXT_GETCHGREPLY_V5

> > > > >

DRS_EXT_GETCHGREPLY_V6
A DRS_EXT_WHISTLER_BETA3
A DRS_EXT_W2K3_DEFLATE

A DRS_EXT_GETCHGREQ V10

>

SiteObjGuid: GUID {620954c7 -7044 -400f -9c0b -5c¢9154198aa6}

>

Pid: 632

>

dwReplEpoch: 0

>

dwFlagsExt: 0

>

ConfigObjGUID: NULL GUID
4.1.3.4.4 Final State

No change in state.

4.1.4 |DL_DRSCrackNames (Opnum 12)

The IDL_DRSCrackNames method looks up each of a set of objects in the directory and returns it
to the caller in the requested format.

ULONG IDL_DRSCrackNames(
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[in, ref] DRS_HANDLE hDrs,

[in] DWORD dwInVersion,

[in, ref, switch_is(dwInVersion)]
DRS_MSG_CRACKREQ* pmsgln,

[out, ref] DWORD* pdwOutVersion,

[out, ref, switch_is(*pdwOutVersion)]
DRS_MSG_CRACKREPLY* pmsgOut

hDrs: RPC context handle returned by the IDL_DRSBIind __ method.
dwinVersion: Version of the request message.

pmsglin:  Pointer to the request message.

pdwOutVersion: Pointer to the version of the response message.

pmsgOut:  Pointer to the response message.

Return Values: 0 if successful , otherwise a Windows error code.
Exceptions Thrown : This method might throw the following exceptions beyond those thrown by
the underlying RPC protocol (as specified in MS -RPCE]): ERROR_INVALID_HANDLE,

ERROR_DS_DRS_EXTENSION S_CHANGED, ERROR_DS_DIFFERENT_REPL_EPOCHS, and
ERROR_INVALID_PARAMETER.

4.1.4.1 Method - Specific Concrete Types

4.1.4.1.1 DRS_MSG_CRACKREQ

The DRS_MSG_CRACKREQ union defines the request messages sent to the
IDL_DRSCrackNames method. Only one version, identified by dwinVersion = 1, is currently
defined.

typedef
[switch_type(DWORD)]
union {
[case(1)]
DRS_MSG_CRACKREQ V1 V1;
} DRS_MSG_CRACKREQ;

V1: Version 1 request.

4.1.4.1.2 DRS_MSG_CRACKREQ V1

The DRS_MSG_CRACKREQ_V1 structure defines the request message sent to the
IDL_DRSCrackNames method.

typedef struct {
ULONG CodePage;
ULONG Localeld,;
DWORD dwFlags;
DWORD formatOffered,;
DWORD formatDesired,;
[range(1,10000)] DWORD cNames;
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[string, size_is(cNames)] WCHAR** rpNames;
} DRS_MSG_CRACKREQ_V1;

CodePage: The character set used by the client. This field SHOULD be ignored by the server.

Localeld: The locale used by the client. This field SHOULD be ignored by the server.

dwFlags:  Zero or more of the following bit flags, which are presented in little

-endian byte order.

X: Unused. MUST be zero and ignored.

GC (DS_NAME_FLAG_GCVERIFY, 0x00000004)

GC server.

TR (DS_NAME_FLAG_TRUST_REFERRAL, 0x00000008)

. If set, the call fails if the server is not a

: If set and the lookup fails on

the server, referrals are returned to trusted forests where the lookup might succeed.

FPO (DS_NAME_FLAG_PRIVATE_RESOLVE_FPOS, 0x80000000)
object is a foreign security principal, indicate this by using

. If set and the named
the status of the lookup operation.

formatOffered: The format of the names in roNames . This may be one of the values from
DS_NAME_FORMAT (section 4.1.4.1.3 ) orone of the following.
Value Meaning

DS_LIST_SITES
OXFFFFFFFF

Get all sites in the forest.

DS_LIST_SERVERS_IN_SITE
OXFFFFFFFE

Get all servers in a given site.

DS_LIST_DOMAINS_IN_SITE
OXFFFFFFFD

Get all domains in a given site.

DS_LIST_SERVERS_FOR_DOMAIN_IN_SITE
OXFFFFFFFC

Get all DCs of a specified domain in a given site.

DS_LIST_INFO_FOR_SERVER
OXFFFFFFFB

Get DNS host name and server reference for a
given DC.

DS_LIST_ROLES
OXFFFFFFFA

Get FSMO role owners.

DS_NT4_ACCOUNT_NAME_SANS_DOMAIN
OXFFFFFFF9

Get value of sAMAccountName _ attribute.
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Value

Meaning

DS_MAP_SCHEMA_GUID
OXFFFFFFF8

Get LDAP display name from schema GUID. The

given schema GUID should be in the curly br aced
GUID string format as specified in MS -DTYP
section 2.3.4.3.

DS_LIST_DOMAINS
OXFFFFFFF7

Get all domains in the forest.

DS_LIST_NCS
OXFFFFFFF6

Get all NCs in the forest.

DS_ALT_SECURITY_IDENTITIES_NAME
OXFFFFFFF5

Compares input names against the values of the
altSecurityldentities attribute.

DS_STRING_SID_NAME
OXFFFFFFF4

String form of SID.

DS_LIST_SERVERS_WITH_DCS_IN_SITE
OXFFFFFFF3

Get all DCs in a given site.

DS_LIST_GLOBAL_CATALOG_SERVERS
OXFFFFFFF1

Get all GCs in the forest.

DS_NT4_ACCOUNT_NAME_SANS_DOMAIN_EX
OXFFFFFFFO

Get value of sAMAccountName  attribute; return
status DS_NAME_ERROR_NOT_FOUND if account
is invalid.

DS_USER_PRINCIPAL_NAME_AND_ALTSECID
OXFFFFFFEF

Compares input names against the user principal
name and the values of the
altSecurityldentities attribute.

formatDesired: Format of the names in the
structure, whic  h is returned inside the

ritems
DRS_MSG_CRACKREPLY

field of the DS NAME RESULTW
message. This may be one

of the values from DS _NAME_FORMAT

or one of the following.

Value

Meaning

DS_STRING_SID_NAME
OXFFFFFFF4

String form of a SID.

DS_USER_PRINCIPAL_NAME_FOR_LOGON
OXFFFFFFF2

User principal name.

cNames: Count of items in the

roNames: Input names to translate.

roNames array.

41.4.1.3 DS_NAME_FORMAT

enumeration describes the format of a name sent to or received from the
method.

The DS_NAME_FORMAT
IDL_DRSCrackNames

typedef enum

{
DS_UNKNOWN_NAME =0,
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DS_FQDN_1779_NAME = 1,
DS_NT4_ACCOUNT_NAME = 2,
DS_DISPLAY_NAME = 3,
DS_UNIQUE_ID_NAME = 6,
DS_CANONICAL_NAME = 7,
DS_USER_PRINCIPAL_NAME = 8,
DS_CANONICAL_NAME_EX =9,
DS_SERVICE_PRINCIPAL_NAME = 10,
DS_SID_OR_SID_HISTORY_NAME = 11,
DS DNS_DOMAIN_NAME = 12

} DS_NAME_FORMAT;

DS_UNKNOWN_NAME: The server looks up the name by using the algorithm specified in the
LookupUnknownName procedure.

DS _FQDN_1779_NAME: A distinguished name.
DS_NT4_ACCOUNT_NAME: Windows NT 4.0 (and prior) name form at. The account name is in
the format domain  \user and the domain  -only name is in the format domain \.

DS_DISPLAY_NAME: A user -friendly display name.

DS_UNIQUE_ID_NAME: Curly braced string representation of an objectGUID . The format of
the string representation is specified in MS -DTYP] section 2.3.4.3.
DS_CANONICAL_NAME: A canonical name
DS_USER_PRINCIPAL_NAME: User principal name.
DS_CANONICAL_NAME_EX: Same as DS _CANONICAL_NAME except that the rightmost
forward slash (/) is replaced with a newline character ( \n).
DS_SERVICE_PRINCIPAL_NAME: Service principal name (SPN).
DS_SID_OR_SID_HISTORY_NAME: String representation of a SID (as specified in MS -DTYP

section 2.4.2).

DS _DNS DOMAIN_NAME: Not supported.

41.4.1.4 DS_NAME_RESULT_ITEMW

The DS_NAME_RESULT_ITEMW structure defines the translated name returned by the
IDL_DRSCrackNames method.

typedef struct {
DWORD status;
[string, uniqgue] WCHAR* pDomain;
[string, uniqgue] WCHAR* pName;
} DS_NAME_RESULT_ITEMW,
*PDS_NAME_RESULT_ITEMW;

status:  Status of the crack name operation for the corresponding element of the rpNames  field
in the request. The status is one of the v alues from the enumeration DS _NAME_ERROR.

pDomain: DNS domain name of the domain in which the named object resides.
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pName: Object name in the requested format.

41.4.1.5 DS_NAME_RESULTW

The DS_NAME_RESULTW  structure defines the translated names returned by the
IDL_DRSCrackNames method.

typedef struct {
DWORD cltems;
[size_is(cltems)] PDS_NAME_RESULT_ITEMW rltems;
} DS_NAME_RESULTW,
*PDS_NAME_RESULTW,;

cltems: The count of items in the rltems array.

rltems: Translated names that correspond one -to -one with the elements in the rpNames
of the request.

41.4.1.6 DRS_MSG_CRACKREPLY

The DRS_MSG_CRACKREPLY  union defines the response messages received from the
IDL_DRSCrackNames method.

typedef
[switch_type(DWORD)]
union {
[case(1)]
DRS_MSG_CRACKREPLY_V1 V1;
} DRS_MSG_CRACKREPLY;

V1. Version 1 reply.

41.4.1.7 DRS_MSG_CRACKREPLY_V1

The DRS_MSG_CRACKREPLY_V1 structure defines the response message received from the
IDL_DRSCrackNames method.

typedef struct {
DS _NAME_RESULTW?* pResult;
} DRS_MSG_CRACKREPLY V1;

pResult:  Translated form of the names.

41.4.1.8 DS_NAME_ERROR

This section enumerates the possible statuses of a translation operation.

field

Symbolic name Description

0 No error occurred during the name translation.
DS_NAME_NO_ERROR
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Symbolic name

Description

1
DS_NAME_ERROR_RESOLVING

Generic processing error during the name
translation.

2
DS_NAME_ERROR_NOT_FOUND

The object with the specified name cannot be
found.

3
DS_NAME_ERROR_NOT_UNIQUE

More than one object is located with the specified
name.

4
DS_NAME_ERROR_NO_MAPPING

The desired output format cannot be applied to the
object with the specified name.

5
DS_NAME_ERROR_DOMAIN_ONLY

Only the domain part of the name was translated.

7
DS_NAME_ERROR_TRUST REFERRAL

The specified name belongs to a trusted forest, a
referral isr eturned.

OXFFFFFFF2
DS_NAME_ERROR_IS_SID_HISTORY_UNKNOWN

The specified name matches a value in the
sidHistory  attribute of an object, but the type of
the object is unknown.

OXFFFFFFF3
DS_NAME_ERROR_IS_SID_HISTORY_ALIAS

Translation was successful. The spe cified name
matches avalue inthe  sidHistory  attribute of an
object. The object's  sAMAccountType attribute
value is either
SAM_NON_SECURITY_ALIAS_OBJECT or
SAM_ALIAS_OBJECT as defined in MS -SAMR
section 2.2.1.9, ACCOUNT_TYP E Values.

OXFFFFFFF4
DS_NAME_ERROR_IS_SID_HISTORY_GROUP

Translation was successful. The specified hame
matches avalue inthe  sidHistory  attribute of an
object. The object's  sAMAccountType attribute
value is either SAM_GROUP_OBJECT or
SAM_NON_SECURITY_GR OUP_OBJECT as defined
in [MS -SAMR] section 2.2.1.9, ACCOUNT_TYPE
Values.

OXFFFFFFF5
DS_NAME_ERROR_IS_SID_HISTORY_USER

Translation was successful. The specified name
matches avalue inthe  sidHistory  attribute of an
object. Th e object's sAMAccountType attribute
value is SAM_USER_OBJECT or
SAM_MACHINE_ACCOUNT or
SAM_TRUST_ACCOUNT as defined in MS -SAMR
section 2.2.1.9, ACCOUNT_TYPE Values.

OXFFFFFFF6
DS_NAME_ERROR_IS_SID_UNKNOWN

The specified name  matches the objectSid
attribute of an object, but the type of the object is
unknown.

OXFFFFFFF7
DS_NAME_ERROR_IS_SID_ALIAS

Translation was successful. The specified name
matches the objectSid attribute of an object. The
object's sAMAccountType attribute value is
either SAM_NON_SECURITY_ALIAS_OBJECT or
SAM_ALIAS_OBJECT as defined in MS -SAMR
section 2.2.1.9, ACCOUNT_TYPE Values.
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Symbolic name Description

OXFFFFFFF8 Translation was successful. The sp ecified name
DS_NAME_ERROR_IS_SID_GROUP matches the objectSid attribute of an object. The
object's sAMAccountType attribute value is
either SAM_GROUP_OBJECT or
SAM_NON_SECURITY_GROUP_OBJECT as defined
in [MS -SAMR] section 2.2.1.9, ACCOUNT_TYPE

Values.
OXFFFFFFF9 Translation was successful. The specified name
DS _NAME_ERROR_IS_SID_USER matches the objectSid attribute of an object. The

object's sAMAccountType attribute value is
SAM_USER_OBJECT or SAM_MACHINE_ACCOUNT
or SAM_TRUST_ACCOUNT as defined in  [MS -
SAMR] section 2.2.1.9, ACCOUNT_TYPE Values.

OXFFFFFFFA Translation was successful. The GUID identifies a
DS_NAME_ERROR_SCHEMA_GUID_CONTROL_RIGHT control access right.

OXFFFFFFFB Translation wa s successful. The GUID identifies a

DS _NAME_ERROR_SCHEMA_GUID_CLASS classSchema object.

OXFFFFFFFC Translation was successful. The GUID identifies a
DS_NAME_ERROR_SCHEMA_GUID_ATTR_SET property set.

OXFFFFFFFD Translation was successful. The GUID identifie san
DS _NAME_ERROR_SCHEMA_GUID_ATTR attributeSchema object.

OXFFFFFFFE The GUID cannot be resolved.

DS_NAME_ERROR_SCHEMA_GUID_NOT_FOUND

OXFFFFFFFF The object with the specified name is a Foreign
DS_NAME_ERROR_IS_FPO Principal Object.

4.1.4.2 Method - Specific Abstract Types and Procedures

4.1.4.2.1 CanonicalNameFromCanonicalNameEx

procedure CanonicalNameFromCanonicalNameEx(
name: unicodestring): unicodestring

This procedure converts  name from extended canonical name format to canonical name format
by replacing the last newline character in name with a forward slash character. If name is not in the
correct format, "domain/container/container/.../container \nleaf" (where \n designates a newline
character), this procedure returns null.

4.1.4.2.2 DomainDNSNameFromDomain

procedure DomainDNSNameFromDomain(domainNC: DSName): unicodestring

If the domain NC, whose root has the DSName domainNC, is hosted in the forest , this procedure
returns the DNS domain name of that domain NC. Otherwise, null is returned.
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