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1 Introduction

The Devices Profile for Web Services (DPWS): Shared Resource Publishing Data Structure describes
the Shell Publishing data structure. This data structure is used by the HomeGroup Protocol to
advertise shared files and folders in a HomeGroup peer-to-peer network environment.

Sections 1.7 and 2 of this specification are normative. All other sections and examples in this
specification are informative.

1.1 Glossary
This document uses the following terms:

homegroup: A group of one or more computers that are AES joined together by using Advanced
Encryption Standard (AES) through the HomeGroup Protocol, which are able to share resources
(files, printers, and so on) with each other.

HomeGroup machine: The machine where files are being shared, and that creates the Shell
Publishing data structure.

HomeGroup user: A user account on the HomeGroup machine where files are being shared.

Internet SID: A user SID that represents an online identity. The SID is unique across all
providers and all machines. The SID is a hash of the identity's unique ID and the provider GUID.

item ID list (IDList): A data structure that refers to a location. An item ID list is a multi-segment
data structure where each segment's content is defined by a data source that is responsible for
the location in the namespace referred to by the preceding segments.

security identifier (SID): An identifier for security principals in Windows that is used to identify
an account or a group. Conceptually, the SID is composed of an account authority portion
(typically a domain) and a smaller integer representing an identity relative to the account
authority, termed the relative identifier (RID). The SID format is specified in [MS-DTYP] section
2.4.2; a string representation of SIDs is specified in [MS-DTYP] section 2.4.2 and [MS-AZOD
section 1.1.1.2.

Web Services on Devices (WSD): A function-discovery protocol used to discover and
communicate certain data structures in a HomeGroup network environment. Implementation
details are specified in [DPWS].

XML schema: A description of a type of XML document that is typically expressed in terms of
constraints on the structure and content of documents of that type, in addition to the basic
syntax constraints that are imposed by XML itself. An XML schema provides a view of a
document type at a relatively high level of abstraction.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [REC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.
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http://go.microsoft.com/fwlink/?LinkId=127841
http://go.microsoft.com/fwlink/?LinkId=90317
http://msdn.microsoft.com/en-us/library/dn781092.aspx

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[DPWS] Chans, S., Conti, D., Schlimmer, J., et al., "Devices Profile for Web Services", February 2006,
http://specs.xmlsoap.org/ws/2006/02/devprof/devicesprofile.pdf

[MS-DTYP] Microsoft Corporation, "Windows Data Types".

[MS-HGRP] Microsoft Corporation, "HomeGroup Protocol".

[MS-SHLLINK] Microsoft Corporation, "Shell Link (.LNK) Binary File Format".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC3548] Josefsson, S., Ed., "The Basel6, Base32, and Base64 Data Encodings", RFC 3548, July
2003, http://www.rfc-editor.org/rfc/rfc3548.txt

1.2.2 Informative References

[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)",
W3C Recommendation, December 2009, http://www.w3.0rg/TR/2009/REC-xml-names-20091208/

1.3 Overview

This specification extends DPWS [DPWS] by adding the Shell Publishing data structure. The Shell
Publishing data structure describes shared files and folders by each HomeGroup user on each
HomeGroup machine in a HomeGroup network environment.

1.4 Relationship to Protocols and Other Structures

The Shell Publishing data structure is a data structure format made available to HomeGroup
networked environment by a DPWS provider.

Shell Publishing Extension | This extension

DPWS Industry standard

SOAP Industry standard

1.5 Applicability Statement

Use of the Shell Publishing data structure is suitable when machines in a HomeGroup network
environment share files and folders among HomeGroup members.

1.6 Versioning and Localization
This document covers versioning issues in the following areas:
= Supported Transports: This data structure uses the DPWS provider as the only transport.

=  Protocol Versions: This data structure is not versioned.
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= Security and Authentication Methods: This data structure does not support authentication. The
data structure is signed using a HomeGroup public key (see [MS-HGRP] section 3.1.4.5).

= Localization: This data structure does not support localization.

= Capability Negotiation: This data structure does not support explicit capability negotiation.

1.7 Vendor-Extensible Fields

There are no vendor-extensible fields. The XML schema of the data structure is not validated, making
it possible for vendors to extend the Shell Publishing data structure by adding additional elements
and/or attributes. The extended data will not be interpreted unless consumed by the vendor who
added it.
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2 Structures

2.1 The Shell Publishing Data Structure

The Shell Publishing data structure describes a method of publishing and discovering shared files and
folders in a HomeGroup configured network environment.

The Shell Publishing data structure MUST be transported using WSD. The WSD type MUST be
ShellPublishing.

This structure uses SID structures as specified in [MS-DTYP] section 2.4.2.

An individual HomeGroup member MUST publish certain data about his or her shared files and folders
as specified in section 2.1.2.1, in order to participate in the HomeGroup sharing.

The Shell Publishing XML data structure is defined as follows:

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema" elementFormDefault="qualified"
attributeFormDefault="unqualified">
<xs:simpleType name="serializedType">
<xs:restriction base="xs:string">
<xs:pattern value="\{[A-Za-z0-9+/]1*\}"/>
</xs:restriction>
</xs:simpleType>
<xs:element name="pi" type="pi" />
</xs:schema>

pi: A pi complex type, as specified in section 2.1.2.1. Published items. Serves as an envelope for
descriptions of a HomeGroup user's shared files.

2.1.1 Namespaces

XML Namespace Reference

http://www.w3.0rg/2001/XMLSchema XMLNS

2.1.2 Complex Types

The following table summarizes the set of common XML schema complex types defined by this
specification.

Complex Type Description

pi Published items. The envelope for the description of shared files and folders.

usersFilesDescription | Describes shared files and folders per HomeGroup user, per HomeGroup machine in the
HomeGroup.

o] Owner. Describes a HomeGroup user in the HomeGroup machine that is sharing the files
and folders on the HomeGroup.

il Items list. Describes a list of items that are being shared by a HomeGroup user in a
HomeGroup machine on the HomeGroup.

dil Discretionary access items list. Describes a list of items that have their security set so
that only a specific set of HomeGroup users has access to them.
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Complex Type Description

i Item. Describes a file or folder that is being shared by a HomeGroup user in a HomeGroup
machine on the HomeGroup.

ul User list. Describes a list of SIDs that identifies the users the particular item is shared
with.

2.1.2.1 pi

The pi (published items) complex type is an envelope that contains the description of shared files and
folders.

<xs:element name="pi">

<xs:complexType>
<xs:element name="usersFilesDescription" type="usersFilesDescription" />
<xs:complexType>

</xs:element>

usersFilesDescription: A description of the HomeGroup user's files. Defines the resources shared by
a HomeGroup user on a HomeGroup machine.

2.1.2.2 usersFilesDescription

The usersFilesDescription complex type describes shared files and folders per HomeGroup user, per
HomeGroup machine in the HomeGroup.

<xs:element name="usersFilesDescription">
<xs:complexType>
<xs:all>
<xs:element name="o" type="o" />
<xs:element name="1il" type="1il" minOccurs="0" />
<xs:element name="dil" type="dil" minOccurs="0" />
</xs:all>
</xs:complexType>
</xs:element>

o: The owner of the shared resource. The owner is typically the HomeGroup user who designates a
resource for sharing.

il: Optional element. When present, contains a sequence of one or more items (the item list).

dil: Optional element. When present, contains a sequence of one or more items (the item list), which
are shared with specific other members of the HomeGroup using discretionary access.

The usersFilesDescription MUST contain at least an il or a dil element. If both the il and dil
elements are missing, the message will be discarded.
2.1.23 o0

The o (owner) complex type describes a HomeGroup user in the HomeGroup machine that is sharing
the files and folders on the HomeGroup.

<xs:element name="o">
<xs:complexType>
<xs:annotation>
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<xs:documentation>owner information, attributes are user name, alias and
SID</xs:documentation>
</xs:annotation>
<xs:complexContent>
<xs:attribute name="un" type="xs:string" />
<xs:attribute name="a" type="xs:string" />
<xs:attribute name="s" type="xs:string" />
</xs:complexContent>
</xs:complexType>
</xs:element>

un: The owner's user name (display name). This is the display name for the HomeGroup user on the
HomeGroup machine sharing the files and folders on the HomeGroup.

a: The owner's alias. Describes the alias object of the HomeGroup user on the HomeGroup machine
sharing the files and folders on the HomeGroup. This value MAY be used by the implementation as
a hint for the HomeGroup user identity.

s: Concatenation of the HomeGroup GUID and the SID (security identifier) of the account sharing the
files on the HomeGroup machine. This is the unique identifier for the HomeGroup and the security
identifier for the HomeGroup user on the HomeGroup machine that is sharing the files and folders
on the HomeGroup.

2.1.2.4 il

The il (items list) complex type describes a list of items that are being shared by a HomeGroup user in
a HomeGroup machine on the HomeGroup.

<xs:element name="il">
<xs:complexType>
<xs:annotation>
<xs:documentation>item list</xs:documentation>
</xs:annotation>
<xs:all>
<xs:element name="i" minOccurs="1" maxOccurs="unbounded" type="i" />
</xs:all>
</xs:complexType>
</xs:element>

i: An item in the item list. Contains a description of shared files and folders for the HomeGroup user
on the HomeGroup machine.

2.1.2.5 dil

The dil (discretionary access items list) complex type describes a list of items that have their security
set so that only a specific set of HomeGroup users has access to them. Clients of the information
SHOULD only present these items to the user if the user's security identifier (SID) values match one of
the user identities in the ul (user list) complex type. Items that are shared by using discretionary
access can be shared only with users represented by Internet SIDs.

<xs:element name="dil">
<xs:complexType>
<xs:annotation>
<xs:documentation>discretionary access item list</xs:documentation>
</xs:annotation>
<xs:all>
<xs:element name="i" minOccurs="1" maxOccurs="unbounded" type="i" />
</xs:all>
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</xs:complexType>
</xs:element>

i: An item in the item list. Contains a description of shared files and folders for the HomeGroup user
on the HomeGroup machine.

2.1.2.6 i

The i (item) complex type describes a file or folder that is being shared by a HomeGroup user in a
HomeGroup machine on the HomeGroup.

<xs:element name="i" minOccurs="1"
maxOccurs="unbounded">
<xs:complexType>
<xs:annotation>
<xs:documentation>item, sub elements are path (absolute UNC or machine relative),
display name and BASE-64 encoded serialized shell link</xs:documentation>
</xs:annotation>
<xs:all>
<xs:element name="p" type="xs:anyURI"/>
<xs:element name="dn" type="xs:string" minOccurs="0" />
<xs:element name="sl" type="serializedType"/>
<xs:element name="ul" type="ul" minOccurs="0" />
</xs:all>
</xs:complexType>
</xs:element>

p: An absolute UNC path or a relative machine path to the shared file or folder. If the path begins
with a "\" then it is a machine-relative path. Relative paths are related to the HomeGroup machine
where the message originated. The machine name is taken from the WSD Shell Publishing
message that is transporting this data structure.

This element is used to access the shared resource if the shell link element
pi.usersFilesDescription.il.i.sl is not present or if the HomeGroup machine originating the
message has changed since the link was created.

dn: Optional element. When present, contains the display nhame of the item. The display name is sent
so that if the message client implementation uses the display name, it is unnecessary to use
additional protocols to retrieve the display name.

sl: A base-64-encoded binary stream representing a serialized shell link. The shell link references a
file or folder shared by the HomeGroup user on the machine and contains the associated item ID
list. This information is sent so that if the implementation uses the item ID list, it is unnecessary
to use additional protocols to retrieve the ID list. Shell Links are specified in [MS-SHLLINK].

This field uses nonstandard base-64 encoding as specified in section 2.1.4.2.

ul: Optional element. When present, contains the users list. This is a list of Internet SIDs (security
identifiers) that identifies the users that have discretionary access to a shared item. This list
SHOULD only be included if the user is sharing out items by using discretionary access.

2.1.2.7 ul
The ul (user list) complex type describes a list of SIDs that identifies the users the particular item is

shared with. Because sharing based on discretionary access is only possible using Internet SIDs, this
list MUST contain only Internet SIDs.

<xs:element name="ul">
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<xs:complexType>
<xs:annotation>
<xs:documentation>user list</xs:documentation>
</xs:annotation>
<xs:all>
<xs:element name="u
<xs:complexType>
<xs:sequence>
<xs:element name="s" type="xs:string" minOccurs="1" maxOccurs="1" />
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:all>
</xs:complexType>
</xs:element>

minOccurs="1">

u.s: The SID of the account sharing the files on the HomeGroup machine. Describes the security
identifier for the HomeGroup user on the HomeGroup machine that is sharing the files and folders
on the HomeGroup.

2.1.3 Simple Types

The following table summarizes the set of common XML schema simple type definitions defined by this
specification.

Simple type Description

serializedType | A base-64-encoded binary stream

2.1.3.1 serializedType

The serializedType simple type contains a base-64-encoded binary stream.

<xs:simpleType name="serializedType">
<xs:restriction base="xs:string">
<xs:pattern value="\{[A-Za-z0-9+/]1*\}"/>
</xs:restriction>
</xs:simpleType>

pattern: This value describes base-64 encoding using the following pattern: [A-Za-z0-9+/]*

This field uses non-standard base-64 encoding as specified in section 2.1.4.2.
2.1.4 Encryption Rules

2.1.4.1 Data Signing

The Shell Publishing data structure MUST be signed using a HomeGroup public key ([MS-HGRP
section 3.1.4.5) prior to being encoded. To create the signature, the data structure is hashed and the
hash value is encrypted using HomeGroup public key. This signature is then appended to the data
structure.

2.1.4.2 Data Encoding

This data structure MUST be base-64 encoded after being signed and before being transported in a
WSD message. The base-64 encoding used by this data structure is a modification on the standard
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encoding specified by [RFC3548]. The alphabet used is the same, but the encoding algorithm is
different (see 2.1.4.2.2).

2.1.4.2.1 Alphabet

The base-64 alphabet used by this data structure is the following:

Value | Encoding | Value | Encoding | Value | Encoding | Value | Encoding
0 A 17 R 34 i 51 z
1 B 18 S 35 j 52 0
2 C 19 T 36 k 53 1
3 D 20 u 37 | 54 2
4 E 21 \Y 38 m 55 3
5 F 22 w 39 n 56 4
6 G 23 X 40 o] 57 5
7 H 24 Y 41 p 58 6
8 I 25 z 42 q 59 7
9 ] 26 a 43 r 60 8
10 K 27 b 44 s 61 9
11 L 28 ¢ 45 t 62 +
12 M 29 d 46 u 63 /
13 N 30 e 47 v

14 0} 31 f 48 w

15 P 32 g 49 X

16 Q 33 h 50 y

2.1.4.2.2 Encoding

The data being encoded is manipulated at the 8-bit chunk (octet) borders. The lowest 6 bits are
converted to an appropriate alphabet character. (The value represented by these 6 bits is converted to
a corresponding character, shown in the table in section 2.1.4.2.1). The remaining 2 bits are
combined with the next octet by making them the lowest 2 bits. And the process is repeated, with
each step having 2 more extra bits until 6 bits remain, which are then converted to a character
without the use of the next octet. The following diagram illustrates this process:
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First Octet Second Octet

Third Octet

07 | 06 05|04 |03 | 02/01] 00 1716151413 |12

11

27 |26

25

24

23

22

21

20

05(04) 03 |02]101] 00

First Encoded Character

|1?|16 15 14|13|12|11|1r;:|(:1:r

06

2?|26|25|24|23

22

21

20

Figure 1: Data encoding at the 8-bit (octet) level

The lowest 6 bits of the second octet are converted to the next character, and the remaining 4 bits are

moved to be the lowest 4 bits of the next octet.

First Octet Second Octet Third Octet
17016 15| 14§13 |12 |11 |10 (07|06 | 27 126 | 25| 24 | 23|22 |21 |20
13|12 |11 |10 |07| 06

I Second Encoded
I Character

27 |26

25

24

23|22

21|2|:||1?| 15|15

14

Third Encoded Character

27

i

25

24

23

22

Fourth Encoded Character

Figure 2: Data encoding of the lowest 6 bits and remaining 4 bits
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3 Structure Examples

3.1 Shell Publishing Data Structure Example

This section contains an example of the Shell Publishing data structure. This example is given raw,
before the structure is signed and base-64 encoded. Sections 3.2 and 3.3 contain examples of signing
and base-64 encoding for this particular example.

<?xml version="1.0" encoding="UTF-8"?>
<pi>
<usersFilesDescription>
<o un="nikola" a="nikola" s="S-1-5-21-2555710863-3024264161-1621211007-1001" />
<il>
<i>
<p>\Users\nikola\AppData\Roaming\Microsoft\Windows\Libraries\Music.library-ms</p>
<s1>MBAAAEAFCAAAAAAAADAAAAAAAY kgAADBgAAAAUOEKgxCWPpCcAF2JNOONVKHQhdS)jzZ1yBMtHAAAAAAAABAAAAAAAA
AAAAAAAAAAAAYIAAAAHAAAACAAAAAAAAAAAAAAACAAAATIEAAAQJAAAACAAAAQBAAAAAAAAAAAGAAWFXO010SPxXUQtALQCV
1UFJ1UA4War 9GbhxVOQWBHRhRXYcJ1bhlWaudGXN12Yy92cvZGdecdVauR2b3NHXMImYyFmcpV2cclUdz12YuwWaiIJXYylX
LtNHADOAAAWAAAAKFASBWNOBLwWHivONEiwO3Z8b578MLAAAQrAs7rTuznAQAAAAAAAEEAAAQMTBIUWE £ J3++RaARpx LAY
M656sWCAAAgGCAAAAASBAAAGCAAAAUBQaASGAVBADAEGAtAAUAMEAAAAAAAAATAAAAEZUQN10k2r32zezgDF55Ehp2pUSgR
AAAAMAAAAAATAAAAAAAAAAAAAAALAAAAEZUQN1cDVUC+OUrPVISpxthzgpbRAAAASAAAAAALAAAAS/ /AAAAAAAAAAAAAA
AASAWWBUMXc5War9GbhlCUDxVVzVmczBQTpNmcvN3bmRHIOVGA3 9mcrBAACAAUAEDAAAAAACLIOXWIEA4War 9GbhBAAGAA
CAQAAvT7rW70AnatzFcqCAAAwWqTDAAAAGAAAAAAAAAAAAAAAAAAAAAUBQaAsGAVBADAEGAAAGFAIFAXAAAAAAAatzCcCBA
BBHCEFGAhBAPAGAAEAW7+glOLwpW7sAngAAAACTO0AAAAATAAAAAAAAAAAAAAAAAAAAQQAAHAWBARAEGAOBQYAAAAWAGUA
EDAAAAAACLIOSWIEAI1bhlWaudGASAACAQAAVTrW7sAnatjEcqCAAAAUTDAAAAGAAAAAAAAAAAAAAARAAAAAASBWDOAEGALB
QaA4GANBAAAYBAYBOMAAAAAAGWT70BNQAQTINkUPNL fxAAAABACAQAAVTrW7sAnatTHcqCAAAQUTDAAAAGAAAAAAAAAAAA
AAAAAAAAANBQaAMGAYBWbAMHAVBgZAQHAAAAGAIFAXAAAAAAAatzFcCBAX1mbk92dzBAPAGAAEAW7+gqlOLWpW7cBngAAA
Ao70AAAAATAAAAAAAAAAAAAAAAAAAAWVAKGAUBAZASGA3BWCAAAAWAAWAEDAAAAAAOLIODYZEAWUSCIVQSSXMARAQAGAAE
Aw7+qlOXwpW7MINgAAAAGE /AAAAAMAAAAAAAAAAAAAAAAAAAAATAKGAI BgcAEGAYBQaAUGAZBAAAGBAQCGMAME HAAGW 7M
IngAQTVNVSDSXMuwUSCBgdAgAAEAW7+glOXwpW7/MINgAAAAQ6CBAAAATIAAAAAAAAAAAAATAAAAAAQTAUHAZBQaAMGAUAA
bAkKGA1BgcAEGAYBQeAOCAtBwcAAAAABWCAGGALIBALAWGAZAGMA4CAKBADAWGASAQLAMDAOAQNAGDAOAAAAROBAAAGGDAAA
JAAAga3AAAQMTBlUirIWGXLT4MOu8PxkmgZbO3zAAAWAAAAAAEBEAAQKDAAAUAWHQOB+TQOD1 66kGE1iNCASCMwOZGABCR6
wFAAAAAAAAAAAAAAAAAAAAAAAAAOBOMAAAAAAGWTOANRAQVZVMCZBAYAGAAEAW7+e10VBpW70ANgAAAAQ60AAAAAEAAAA
AAAAAAAAgQNAAAAAAQVAMHA1BgCcAMHAAAAQAMHAOBQZAWGASBWMAIDAUAAZAWGASBALAOCAYAQMAgDAXAWMAAAAUAAUAED
AAAAAAOLOXWJIEA4War SGbhBAAGAACAQAAVTIriW7oAnat zFcqCAAAWQTDAAAAGAAAAAAAAAAAAAAAAAAAAAUBQaASGAVBAD
AEGAAAQFAIFAXAAAAAAAatzCcCBABBHCEFGAhBAPAGAAEAW7+qlOLwpW7sAngAAAACTOAAAAATAAAAAAAAAAAAAAAAARA
AQQAAHAWBARAEGAOBQYAAAAWAQUAEDAAAAAAOCLOSWIEATI1bh1WaudGABAACAQAAVTrW7sAnatjEcqCAAAAUTDAAAAGARA
AAAAAAAAAAAAAAAAAASBWOAEGAtBQaA4GANBAAAYBAYBOMAAAAAAGWT70BNnQAQTINKUPN]L fxAAAABACAQAAVTrW7sAnatT
HcgCAAAQUTDAAAAgAAAAAAAAAAAAAAAAAAAAANBQaAMGAYBWbAMHAVBgZAQHAAAAGATIFAXAAAAAAAatzFcCBAX 1mbk92d
zBAPAGAAEAW7+glOLwpW7cBngAAAAC7OAAAAATAAAAAAAAAAAAAAAAAAAAWVAKGAUBAZABGA3SBWCAAAAWAAWAEDAAAAAA
010DyZEAWUSCJIVQS5XMAAAQAGAAEAW7+qlOXwpW7MINgAAAAQE /AAAAAMAAAAAAAAAAAAAAAAAAAAATAKGAIBgCAEGAYB
QaAUGAzBAAAGBAQCgMAMtHAAGW7/MINgAQTVNVSDSXMuwUSCBgdAgAAEAW7+gqlOXwpW 7MINgAAAAQ6CBAAAATAAAAAAAAA
AAAATAAAAAAQTAUHAZBQaAMGAUAADAkKGAIBgcAEGAYBQeAOCAtBwcAAAAABWCAGGALIBADAWGAZAGMA4CAKkBADAWGASAQL
AMDAOAQNAgDAOAAAAOBAAAAAAAQHAAAACAAAAAASAAAAZTOLWawOb101go8ypOky4DAAAAAAAAAAGBAAAMAAAAKWAAARA
AAAA4War9GbhlCcjBAAAARAAAAGAMZXAS83/JVraoUOqV22MdOlac+CweHBrgDACUL 9WTaHT2FAL/9£S1gGK1jaltNTnTt
GnvAs3RwK4AgAVAv1kAAAAAA</s1>
</i>
</il> <dil> <i> <p>\Users\HomeGroupUser\Desktop</p>
<s1>MBAAAEAFCAAAAAAAADAAAAAAAYkKgAADBRAAAAQSILF6+wucA0JZxmuPsLHQD6a/h9D7yBAAAAAAAAAAABAAAARAARAA
AAAAAAAAAAAAS8EAAAAHAAAACAAAAAAAAAAAAAAACAAAAEEAAAQJIAAAACAAAAQBAAAAAAAAAAAGAAWFXSFUTB5UQSNDXVN
VRSNFAVNXZyNDXEV2crR3bwBgwBAAAMAAAGSBAfgVDawC8h4LUDhIszdG/W+OPzCAAAOKAT7+6k78JAEAAAAAAALAAAAEZ
UQN1cDVuC+OUrPVISpxthzgpbRAAAASAAAAAALAAAAS/ /AAAAAAAABBAAAEZUQNFMxXytvEkGQUa8CAGjeuOr LAAAROAA
AAAAfAAAAKAAAAGUAEEANBQQA4EABBQUAMDAAAAAAAAAAAQLAAAAXMEUTPDP969s3M4QReORYqdKVuUaEAAAADAAAAAWEA
AAAAAAAAAAAAAAAAAAAAAWKAMCAFZFXSFUTB5UQSNDXVNXZyNHAN12Yy92cvZGdg4UZ0d3bytGAATAAMBOMAAAAAAGK+A
smQAQVzVmczAAOAGAAEAW7+qiP5gpK+AsmgAAAAWI AAAAAASDAAAAAAAAAAAAAAAAAAAQVAMHALI BgcAMDAAAAFAOHAXAA
AAAAAQ4jbCcGBAEV2CcrR3bwBAZAGAAEAWT +qiP5qpK+ASmgAAAAQWBAAAAASBAAAAAAAAAAAGOAAAAAAARAUGAZBWAAQHA
VBACAAAAABWCAgGA1BALAWGAZAGMA4CAKBADAWGASAQLAIDAXAWNAYDASAAAAYBAAAGWBAAAJAAAGabAAAQMTRBIULIrIWG
xLT4MOu8PxkmgZbO3BAAAGAAAAAAGEAAAQCGERk7tOINZLbVWWLF3Qdr 9FAAAMAAAAAARABAAKWAAAAFASBUG/E0gouOpB
hoYjAArADMdmBAvVMkOcBAAAAAAAAAAAAAAAAAAAAAAAAAJAEDAAAAAAOCIPSZEAUL1C1I3CcAAGAIAABABUV4jx901P5gp
KAAAAT7xCAAAAAOAAAAAAAAAAAAYDAAAAAAUFAZBQZATIHAZBAAAAEAZBAaAUGASBADAMDAYAgLAQGASBALAWCAtAGMAEDA
4AQMAMDAAAAFAWEAXAAAAAAAG4DwaCBAVNXZyNDA4AACAQAAV T rK+krmg4 DwagqCAAAALCAAAAAWPAAAAAAAAAAAAAAAAA
AAAVBWCAUGAYBWMAAAAUAgeAEDAAAAAAOLIPUXZEAQUZ zt GAVBHAKBACAQAAV T rK+krmg4 DwaqCAAAAZFAAAAAWHARAAARA
AAAAAAGAAAAAAAEBQZAMHArBAJAS8GAWBAAAAEAZBAaAUGASBALAMDAYAGLAQGASBADAWCAtAGMAEDA3AgNAKDAAAGFAAA
AAAAAAAAAAAAAAAAYAAAADAAAGIFAAAAAAAAAYFWDh5WY yNDAAAAAAAAAAYBUMPRbHC/Sy2G3HIG2MWGod2MuuzB4R04F
AQhIX54YWAFzT02B3vkstx9BihNjlBanNjr7cAeENeBAUIyVOOGAARAAAL/s1> <ul> <u>
<s>S-1-11-96-3623454863-58364-18864-2661722203-1597581903-1847293483-3855340794-256571992~
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1330011019-2935621724</s> </u> </ul> </i> <i>
<p>\Users\HomeGroupUser\AppData\Roaming\Microsoft\Windows\Libraries\Documents.library-ms</p>
<s1>MBAAAEAFCAAAAAAAADAAAAAAAYkgAADBgAAAAUptMb6+wucAs2YKL2PsLHArNmyi9D7yBMjDAAAAAAAABAAAAAAAA
AAAAAAAAAAAAgIAAAAHAAAACAAAAAAAAAAAAAAACAAAAEEAAAQJIAAAACAAAAQBAAAAAAAAAAAGAAWEFXSFUTBSUQSNDXVN
VRSNFAVNXZyNDXBBHCEFGAdhx1UvFWbp52ZclUajd3bzImZ0x1Vp5GZ2vd3ccxUai IXYy1lWZzxFRVNWAtVmbONnLs 1mYyFm
c51SbzBAiDAAAMAAAGSBAfgVDawC8h4LUDhIszdG/W+OPzCAAAOKAT7+6k78JAEAAAAAAALAAAAEZUQN1 cDVUC+OUrPVIS
pxthzgpbRAAAASAAAAAALAAAAS//AAAAAAAABBAAAEZUQNFMxXytvikGQUa8CAGjeuOr IAAAAOAAAAAAFAAAAKAAAAGUA
EEANBQQA4EABBgUAMDAAAAAAAAAAAQLAAAAXMFUTPDP969s3M4QReORYgqdKVuaEAAAADAAAAAWEAAAAAAAAAAAAARARARAAA
AAAAWKAMCAFzFXSFUTBSUQSNDXVNXZyNHAN12Yy92cvZGdg4UZ0d3bytGAATAAMBOMAAAAAAGK+ASMQAQVZzVmc zAAOAGA
AEAW7+giP5gpK+AsmgAAAAWI AAAAAASDAAAAAAAAAAAAARAAARAAAQVAMHALIBgCAMDAARAAFATFAXARAARAAAGA JUaKBABBHC
EFGAdhBAPAgGAAEAW7+qiP5gpK+ormgAAAAUWBAAAAAWBAAAAAAAAAAAAAAAAARAQQAAHAWBARAEGAOBQYAAAAWAGUAEDAA
AAAAOiP1sIEATI1bhl1WaudGA8SAACAQAAVTrK+krmg4TuaqCAAAGZFAAAAAATAAAAAAAAAAAAAAAAAAAASBWOAEGALBQaA4
GAnBAAAYBAYBOMAAAAAAGK+0+mUAQTINKUPNI £ xAAAABACAQAAVTrK+krmg4 T7bqCAAAWZFAAAAAWKAAAAAAAAAAAAAAA
AAAAANBQaAMGAYBWbAMHAVBGZAQHAAAAGATIFAXARAAAAAQAZz6aCBAX1mbk92dzBAPAGAAEAW7+qiP5gpK+sumgARAAAGIWE
AAAAA4CAAAAAAAAAAAAAAAAAAAWVAKGAUBAZABGA3BWCAAAAWAAWAEDAAAAAAOLI PxxXZEAWUSCJIVQSS5XMAAAQAGAAEAW 7+
qiPArpK+EHNngAAAAGBAAAAAOBAAAAAAAAAAAAAAAAAAAATAKGALIBgCcAEGAYRBQaAUGAZBAAAGBAACGMAM) DAAGK+AHNGA
ARPNUVNVkfx4CTJJEAA4HATAABRA8uvg4Dwaqi PwxpKAAAATAAAAAAAUAAAAAAAAAAAAQFAAAAAAQEAVBWYAUHALBQZAALG
AOBwcA4CAsSBQaAIGAYBQYATHASBOQLAOGAZBAAAAEAZBAaAUGASBADAMDAYAGLAQGASBADAWCAtAWMAQDAIAWNAUDAAAAH
AAAAGOAAAKAAAAQeDAAAXMFUTJulYZEVMhzQ7y/ETaCmt 5ScHAAAACAAAAAASAAAATYOGRU36U3ktVZZ2tUcD1tGOAAAWAA
AAAAEBEAAWLDAAAUAWHQB+TQDi66kGE1iNCAsCMwOZGA8yQ6wFAAAAAAAAAAAAAAAAAAAAAAAAAOBQMAAAAAAGK+krmRA
QVzVmczBAYAGAAEAWT7+qiPG3jK+krmgAAAASHLAAAAAAAAAAAAAAAAAAGNAAAAAAQVAMHAI BgcAMHAAAAQAMHAOBQZAWG
AsBWMAIDAUAAZAWGASBALAOCAYAQMAgDAXAWMAAAAUAATAEDAAARAAACIPArJEAULC1JI3MAgDATAABABuvVg4TuagqiPATrpK
AAAASIAAAAAA/AAAAAAAAAAAAAAAAAAAAUFAZBQZATHAZAAAAQBASBOMAAAAAAGK+OrmSAQQWBHRhRXYAWDATIAABASUVY
4TuagiP6gqpKAAAAIVAAAAAACAAAAAAAAAAAAAAAAAAAAEEAWBACAQEANBAJAEGARAAGFATFAXAAAAAAAGATILCBASOWY L
mbnBAPAGAAEAWT7+qiP5gpK+krmgAAAAYWBAAAAAWEAAAAAAAAAAAAAAAAAAAGUASGANBObAKGAUBWZAAAAWAAWAEDAARAA
AAOiPtvJFAQUSDJIITT5XMAAAQAGAAEAW7+g1P5gqpK+0+mgAARACWBAAAAASCAAAAAARAAARAAARAARAAARQTAKGAJBgCABGA
zBWbAYGAOBAAAGBASBOMAAAAAAGK+sSUMQAWVP5GZvd3cAwWDATIAABA8Uvg4Tuagi PrrpKARAAOVARAARAAUAAARAAARAAARAA
AAAAAAAACFAPBgbAQGAVBWAAMHAAAGFAGFAXAAAAAAAQATCCGBAM] kQSFkU+FDAAAEATAABASUVg4Dwaqi PxxpKAAAALY
AAAAAAJAAAAAAAAAAAAAAAAAAAAWEAPBgYATHANRBgCcAKGAIBWCAAAAYAGMAIDAZ4AAACLI PWwxIJIAQOTDVVTEFS5XMuwUSCBA
A+BACAQAAVTrK+Asmg4DccqgCAAAASHAAAAAAFAAAAAAAAAAAAUBAAAAAAERWDOAMGAIBObAUGAUBAJAMHAUAADAKGALIBgC
AEGAYBQeAOCAtBwcAAAAABWCAgGALBALAWGAZAgMA4CAKkBADAWGASAQLAMDAOAQNACDAIAAAAWBAAAAAAAAAAAAAARAAYA
AAADAAAgiFAAAAAAAAAYFWOhS5WYyNDAAAAAAAAAAYBUMPRbHC/Sy2G3HIG2MWWpd2MuuzB4RO4FAQhIX54YWAFZzT02B3v

kstx9BihNjlVanNjr7cAeENeBAUIyVOOGAAAAAL/s1> <ul> <u> <s>S-1-11-96-
3623454863-58364-18864-2661722203-1597581903-1555942514-2007325574-4116307836-2518318601~
3450682263</s> </u> <u> <s>S-1-11-96-3623454863-58364-18864~-
2661722203-1597581903-1847293483-3855340794-256571992-1330011019-2935621724</s> </u>
</ul> </i> </dil>

</usersFilesDescription>

</pi>

3.2 Signed XML Data

The following signature has been created based on the Shell Publishing data structure example in
section 3.1. This signature has been created by hashing the data using the HomeGroup public key
(see section 2.1.4.1). This signature can be appended to the Shell Publishing data structure example
before base-64 encoding in order to create an authentic message.

0x0000: 01 00 00 9d 21 49 20 76

0x0008: ff 72 31 7f 31 5f 57 ef-22 ae 08 92 8e 08 29 5d
0x0028: cd 54 ab 8f 7e 9a 42 ea-a4 cl 03 07 41 38 62 77
0x0048: de 33 cb 83 c2 4f eb b2-cb 10 84 02 8b 22 4f dO
0x0068: 74 e2 04 c6 af 3c 23 8a-5d e3 7c c0 5b bl 84 c2
0x0088: 2c 95 67 aa ff 17 08 7a-48 52 0f 30 2b 6¢c cd 3d
0x00A8: 3a 24 97 67 Oa 68 5d b2-8c 3c a9 dé6 90 cf 18 3b
0x00C8: 69 c8 58 de 94 57 e8 39-30 98 Oa 79 ac 44 85 02
0x00E8: 21 5e 5e cf 96 24 64 27-59 Oa 98 cb 88 68 a5 66
0x0108: 14 le e6 4a 7d ab e0 15-8e 5b 57 08 3d 7f Oc c3
0x0128: £3 d9 dc 68 95 48 8d 5d-e3 1d 42 3b d0 al 33 ed
0x0148: f0 30 ea Oe 5c de ca 93-a5 c2 fe a5 72 0Oc c6 3b
0x0168: c6 aa dd 38 99 dd 44 22-f5 e0 d4 df 74 2a £3 4b
0x0188: 32 c5 55 59 c4 al a6 52-3f 9f a2 39 24 33 38 c¢5
0x01A8: 45 3b 9c fl 24 de be af-41 c0 6d 28 0Oe 5a 75 4c
0x01C8: 4a 64 5d b0 b0 6d dl d2-39 2f 1c £3 64 £3 Oc 3a
0x01E8: df 9f 00 ec 48 37 01 24-f7 a4 9%a
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3.3 Base-64-Encoded Shell Publishing Data Structure Example

This section contains a signed, base-64-encoded version of the Shell Publishing data structure
example provided in section 3.1. The base-64 encoding has been applied to the structure after

appending the signature given in section 3.2.

0x0000:
0x0020:
0x0040:
0x0060:
0x0080:
0x00AO0:
0x00CO:
0x00EO:
0x0100:
0x0120:
0x0140:
0x0160:
0x0180:
0x01A0:
0x01CO:
0x01EQ:
0x0200:
0x0220:
0x0240:
0x0260:
0x0280:
0x02A0:
0x02CO0:
0x02EO0:
0x0300:
0x0320:
0x0340:
0x0360:
0x0380:
0x03A0:
0x03CO0:
0x03E0:
0x0400:
0x0420:
0x0440:
0x0460:
0x0480:
0x04A0:
0x04CO0:
0x04EO0:
0x0500:
0x0520:
0x0540:
0x0560:
0x0580:
0x05A0:
0x05CO0:
0x05E0:
0x0600:
0x0620:
0x0640:
0x0660:
0x0680:
0x06A0:
0x06CO:
0x06E0:
0x0700:
0x0720:
0x0740:
0x0760:

TxAAAWzP41GbgYXZyNXavSWPiEjLwICI
152YVRWaudWPiUFVG1CO1i83jPNoAPW1lmMP
NoAIgwTdzVmczzZUasV2cEV2cjJXawRXa
v5mPNOATIgACI88GI15WP1i4War9GbhJCI
hl1jIul2avxWYiAyc9IyUtETL10iMx0iM
1UTN3EDM4YzMtMDMyQjM2QTM2ETLXY M
xITMxADM30SMwATMiAyL+0gCgACIgwTa
s5TDKACIgACIgwTa+0gCgACIgACIGACP
w5DXVNXZyNHXul2avxWYcFECWRUYOFGX
SOWYt1lmbnxVTpNmcvN3bmRHXX1mbk92d
zxFTpJdmchJXalNHXNV3cpNmLslmYyFmc
51SbzxzLw5TDKACIGACIgACI 8MHb+0kQ
BFUQFFkRDFUQBFUQBFUQEFUQBFUQBFUW
rdWQBRkONFUQBFUVPVOSnh3YXB3YBZkM
K50TP5mVLhUUoR2UgpmeaxWeClEAIFUQ
BFUQBFUQCFUQBFUQBFUQBFUQBFUQBFUQ
BFUQZ1UQBFUQIFUQBFOQBFUQBFUQBFUQ
BFUQBFUQJjFUQBFUSFFUQBAmSBFUQBNUQ
BFUQRJUQBFUQBFUQBFUQBAWOBANRY 9EDb
wMFU4VVUOFUMRNmMVXU1RKFTVBRzZVhJIXO
HJGa4ZVU3JESShmUY11YKFjYoFzVhVHZ
Hh1TsJTW51jMjZnWHR2YKZVY1JIMiNgT
ThVTs1WW5ZUbjBnVyM2YxUFZ6xmMzZV3d
XFWaKhVW5xGWMRNTIFERPFUQBAXQBEUQ
LZUQ4I0VOIMOMdHSPpZXUOVUa390MahjY
1cDONxUQBFUUyFOc3IHV1pnbBEVQOBEFUQ
BFUQFVUQBFUUNR1QxU1dFZmSzsyKSEFWQ
SBHeMFUWNZTN2M3VDFUQBdA2QBFUQBFEOQO
CFUQBA2QBFUQBVNQRFWQzdUQ2JUQiFUR
HFEdBFUVB1URBFUQBFUQBFUQOFUQBFUR
6VVUOx2TrJjczoXZ6dGRGVINFhGCcyAXV
1EnUBFUQB1UQBFUQBFEVBFUQBFUQBFUQ
BFUQOBFUQOFUQBFUR6VVUOFzYEZVADtyT
VJIHUW1UNwhHdop3ZwJImUBFUQBNXQBEUQ
BFETBFUQBhzLVvEUQBFUQBFUQBFUQBEFUQ
BFOcBdA3dCVVTYNWNXFmc5ckYoFzQVREe
WZ1eWl2Y6JUUUBNTtNmdON]jYtJFSJI9kV
HR2M502YyJUQBNUQBVVQFRUQBFUQBF0b
x8EW3pURBRzVhJIJXOHJGaCFUQ2EUQDEFUU
BFkd3I3V38WQUFGA6Z0YxXNUQBFOdAxREFR
BFUQBAWQBFUQBFUQBFUQBFUQBFUQRBFUQ
BFUACFVYBN3RBZnQBJWQFJUQBFO0ZGFUS
GFEeBFUQBFUQBFGA6NOYDJUQCJIESjVKR
HRGaCFEUBAWQBVUQ3dzKxFzTMdHcXdzc
B5WcBFUQBN2NWEUQBFUQJFUQBFUQBFUQ
BFUQBFUQBFUQBFUQRFVQBhUQ3JUQSFUR
HFEMCFVWBFUQBAVQONVVQFRUQBFUQBFO0b
x80U3pURB1UMihWMXEFWdkdUQ4EUQDEFUU
BFkd3I3V3MXQuUFGAgqVOYxNUQBFUQ1RFR
BFUQBAWQBFUQBFUQBFUQBFUQBFUQRBFUQ
BFOUCAnYBVORBRNORFWQOcUQuUJUQBFUW
CFUWCFVTBFUQBFUQNd1NwIkbRFUUUpkT
rVFUOxmZ4FUQBFkQOBNUQRFUQ2djcXdzc
BSWYORFSjF3QBFUQRVHVEFUQBF0ZBFUQ
BFUQBFUQBFUQBFUQBFUQBFUQOJUUhFUT
HFUeCdnYB1ESBZnQOnpVQRhUQBFUQHFUS
GFEeBFUQBFUQBFGA6Z0YDJUQYxWbitWO
yOmeCFEUBAWQOBVUQ3dzKxFzTMdHcXdzY
C5WcBFUQB92NWEUQBFUQJFUQBFUQBFUQ
BFUQBFUQBFUQBFUQ3ZVQrdUQ1JUQaFEO
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0x0780:

HFOMCA3YBFUQBAVQBAVQFRUQBFUQBF0b

0x07A0: x8ERS5pVRBAXVINkSWE1UlgVTBFUQRFOZ
0x07C0: BFURBA3NrEXMPhldwdlNN1kbxFUQBF0Z
0x07E0: F9SQBFUQBl1UQBFUQBFUQBFUQBFUQBFUQ
0x0800: BFUQBFEVBt2RBImOnNNWQFAUQ5JUUhFUV
0x0820: HFkeCFUQBAmQOBF1QOnl1UQNRHSBFOZXdTT
0x0840: J52ZBFFVW5kVTRUNY1Ud3V1UDJOZkF0Z
0x0860: BFURBA3NrEXMPhldwdlNN1kbxFUQBFUU
0x0880: 2MkQOBFUQBlUQBFUQBFUQBFUQBFUQUFUQ
0x08A0: BFUQBFFVBVFSBpnQRFWONAUQIFUQiFOa
0x08C0: HFUaCd2YBVORBLINQRVWQwWMUQOJO0djFUQ
0x08E0: BFUQCA3YBd2RBxmQBJIJWQ3dUQ6F0ZNFEN
0x0900: DF0aCFkYBd3RBNXQRxUQNRUQwWEUUOFO0Z
0x0920: EFEMBFUQBIMQOBFUQNAGRBFUQKFUQBAWY
0x0940: zEUQBEVTUJUMV1mcJd1R4xEVOOEM1hDU
0x0960: 4tWbnplYPNjeBFUQ3FUQBFUQBVkKQFFUQ
0x0980: RtERBFUQVFOdIF1QrQVUE1ImN2s2RF1lWa
0x09A0: ONUQzNUT3BjWHFEODJ1N3ZUQBFUQBFUQ
0x09C0: BFUQBFUQBFUQBFUQBFUQBFUQwIUUNEUQ
0x09E0: BFUQBA2V38WQUJIVQRZ1eWl2Y6JUQZF0Z
0x0A00: BFURBA3NrUWMPZ1QwdlNvFkbxFUQBFUU
0x0A20: 2ATQBFUQBVUQBFUQBFUQBFUQBFO0ZOFUQ
0x0A40: BFUQBF1lVBlESBxmQONNWQNhUQBFUQRFUT
0x0A60: IFObCF1IWBA3RBNNQ31UQJRUQIFUQaFOd
0x0A80: HFOcCCFETBBzQBlXQR1UQNRUQ4FOdNFUQ
0x0AAQ: BFUVBFUVBVERBFUQBFUQVFzTYdnSFFEN
0x0ACO: XFmc5ckYoJUQBZTOBNUQRFUQ2djcXdzb
0x0AEO: B5WYOpnRjF30BFUQ3FHVEFUQBFOZBEUQ
0x0B00: BFUQBFUQBFUQBFUQBFUQBFUQ1JUUhFOC
0x0B20: HFkdCFkYBVORBFUQnZUQJZUQ4FUQBFUQ
0x0B40: BFUYOp3QjNkQOBJIkQINWRGAEZoJUQQFOZ
0x0B60: BFURBA3NrEXMPx0dwdlNzFkbxFUQBFOY
0x0B80: 3ATQOBFUQBlUQBFUQBFUQBFUQBFUQBFUQ
0x0BAO: BFUQBFVUBFESBANQBJVQFAUQwIUUZFUQ
0x0BCO: BFOVBAWVBVERBFUQBFUQVEFzTTdnSFFUS
0x0BEO: xIGaxcVY1R2RBhTOBNUQRFUQ2djcXdzc
0x0C00: BS5WYOpWRJjF3Q0BFUQBVHVEFUQBFOZBEUQ
0x0C20: BFUQBFUQBFUQBFUQBFUQBFUQTJ0diFUR
0x0C40: HFEdJCFVYBRzRBSmQBFUQZJUQZJUUNFUQ
0x0C60: BFUQBA2V3AjQuFVQRRISOtWVQS5EbmhXQ
0x0C80: BFUQCFOQBFVQOBZ3NydlNzFkbhRHVINWC
0x0CAO: DFUQBFVAURUQBFUQnFUQBFUQBFUQBFUQ
0x0CCO: BFUQBFUQBFUQBS5kKkQRFWQONAUQ5J0diFUT
0x0CEQ: IFkdCAmWBFFSBFUQBAUQJZUQ4FUQBFUQ
0x0D00: BFUYOpnRjNkQOBhFbtJ2a5IDZ6JUQQFO0Z
0x0D20: BFURBA3NrEXMPx0dwdlNjJkbxFUQBFOb
0x0D40: 3ATQBFUQBlUQBFUQBFUQBFUQBFUQBFUQ
0x0D60: BFUQBANVBt2RBVNQOBpVQ4cUQzI0djFUQ
0x0D80: BFOVBFOVBVERBFUQBFUQVFzTEInWFFOd
0x0DAO: VN1QKZVUTVDWNFUQBEVQONFUQFF0d3sSc
0x0DCO: x8EW3B3V30USuUFXQBFUQnVOLBFUQBFUT
0x0DEQO: BFUQBFUQBFUQBFUQBFUQBFUQBFUQUFOa
0x0EQO0: HFUaCd2YBVORBINQRFWQVAUQ6JUQBF0Z
0x0E20: CFUUDAWTBl1EdIFUQnd1NN1lkbnFUUUZ1T
0x0E40: WNEFR1gVT1dXVINkQNRWONFUQFF0d3sSc

0x0E60: x8EW3B3V30USuUFXQBFUQRZzQCFUQBFUS
0x0E80: BFUQBFUQBFUQBFUQBRVQBFUQBFUUUFUV
0x0EAQO: IFkeCEVYBI1ORBVXQOBJWQrdUQpJ0ZjFUR
0x0ECO: HFUeCEFVZBBzQBRNQ3NWQBFUQBJOdjFO0Z
0x0EEO: HFEbCFkYBd3RBpXQnlUQOMUQrJUQiFOd
0x0F00: HFOcCBFFTB1ERBBTQR5UQNRUQWEUQBFOb
0x0F20: CFUQBFUQBFUUIFUQBFOQBFUQBFUQTFUQ
0x0F40: BFkeUSETXF3dPIJWMww2ZvhTew90a5RDR
0x0F60: BFUQBFUQBFUQBAmMQBEFUQNFUQBFEFOSXFUQ

0x0F80:

BEFUQBFUQBRzVhJXOHJIGaxM0YqJUQBEUQ

0x0FAOQO: BFUQBAGZNpFWBNHOz81iSWJIXYVvV1TxZ1M
0x0FCO: yOEZPFTYJjtyQ3VGSCJI3ZEFOQVFTOXRVY
0xOFEO: IRIMGFETvkjZTFTcHtEbgFGbO5SEVURFEFd
0x1000: H5mdBN3MSA3SO0EQ0ZBZFZ2FzaBFUQBFUQ
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0x1020:
0x1040:
0x1060:
0x1080:
0x10A0:
0x10CO:
0x10EO:
0x1100:
0x1120:
0x1140:
0x1160:
0x1180:
0x11A0:
0x11CO:

88ycs5TDKACIgACIgwzLp5TDKACIGACP
vkGb+0gCgACPvU3c1lJ3cG1lGb1NHRIN3Y
y1Gc012buS5TDKwzLwlmPAEAAAQZIJBid
/LXM/FzXX9uIuigkOiQKd1MVr+ofaKk6
kG8AHEEOidn3zs8gC/06yuMEEKwii8EQ
0JOBG/KPJjoYXjzHwWbFLhCzS1lnp6/Xgge
IJ1DwsCbN3jO0kc5ZKgWXyyIPpaNkPjxO
PhMWeT5VonDMYgQesSUhCEiXe9s1kQ2J
ZpAmLjIalaGFeYuS9tK4V44WXhQP/xww
znN30VJSN214dI00QH6MEDPMg7AXer8k
1Ks/1KHDGVJxq2NOZ2NR1UP4U/NdgM/ S
yUcVZRcomK1PfKaOkMDOFX00cGPJe77r
BBcbo4gWlxkSklFsw2W0SnzLcMPZzzgO
£/JAs30NBQy9kqd
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4 Security

4.1 Security Considerations for Implementers

The Shell Publishing data structure relies on HomeGroup key signing to validate authenticity of the

data.

4.2 Index of Security Fields

Security parameter

Section

HomeGroup public key

2.1.4.1
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5 Appendix A: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs.

Windows 7 operating system

Windows Home Server 2011 server software
Windows 8 operating system

Windows 8.1 operating system

Windows 10 operating system

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number appears
with the product version, behavior changed in that service pack or QFE. The new behavior also applies
to subsequent service packs of the product unless otherwise specified. If a product edition appears
with the product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD or
SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product does not
follow the prescription.
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6 Change Tracking

No table of changes is available. The document is either new or has had no changes since its last
release.
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