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1 Introduction

The Point-to-Point Protocol (PPP), as specified in [RFC1661], provides a standard method for
transporting multi-protocol datagram over point-to-point links. The point-to-point links mentioned
here refer to the medium between two points (or parties) that can communicate using the medium.
The medium could be dial-up media like Public Switched Telephone Network (PSTN) and Integrated
Services Digital Network (ISDN).

The Callback Control Protocol (CBCP) defines an interoperable method for negotiating dial-up
callbacks over point-to-point links in a secure and flexible manner. The callback negotiation in dial-
up links is specifically useful for saving on toll charges.

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,
MUST, MUST NOT, and SHOULD NOT as defined in RFC 2119. Sections 1.5 and 1.9 are also
normative but cannot contain those terms. All other sections and examples in this specification are
informative.

1.1 Glossary
The following terms are defined in [MS-GLOS]:

directory service
network access server (NAS)
Unicode character

The following terms are specific to this document:

answerer: The responder to a call. The network access service (NAS) is typically the
answerer. The network access client (NAC) and the NAS might choose to negotiate and
use callback, in which case the answerer role is reversed for the callback itself, with the
NAC being the answerer.

call/call session: A communication session between a caller and the answerer over a
common communication medium.

callback: A concept in which the originator of a call is called back by the responder. In dial-up
communication (like ISDN/PSTN), the originator of the dial-up hangs up after indicating the
interest to be called back. The responder then calls up the originator to establish the
communication.

callback type: Specifies a type of callback. It can be 1.) no callback, 2.) callback to a user-
specifiable number, or 3.) callback to a predefined nhumber chosen by the answerer (based
on some policy).

callback number: The number that is used to perform the callback operation by the
answerer.

caller: The originator of a call. The network access client (NAC) is typically the caller. The
NAC and NAS might choose to negotiate and use callback, in which case the caller role is
reversed for the callback itself, with the NAS being the caller.

network access client (NAC): An endpoint that establishes a call session to a NAS in order to
perform network access.
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MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

References to Microsoft Open Specifications documentation do not include a publishing year because
links are to the latest version of the documents, which are updated frequently. References to other
documents include a publishing year when one is available.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information.

[MS-ADA3] Microsoft Corporation, "Active Directory Schema Attributes N-Z".

[MS-DTYP] Microsoft Corporation, "Windows Data Types".

[IANAPPPNUM] IANA, "Point-to-Point (PPP) Protocol Field Assignments", August 2009,
http://www.iana.org/assignments/ppp-numbers

[RFC1570] Simpson, W., Ed., "PPP LCP Extensions", RFC 1570, January 1994,
http://www.ietf.org/rfc/rfc1570.txt

[RFC1661] Simpson, W., Ed., "The Point-to-Point Protocol (PPP)", STD 51, RFC 1661, July 1994,
http://www.ietf.org/rfc/rfc1661.txt

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

1.2.2 Informative References

[MS-GLOS] Microsoft Corporation, "Windows Protocols Master Glossary".

[RFC1332] McGregor, G., "The PPP Internet Protocol Control Protocol (IPCP)", RFC 1332, May 1992,
http://www.ietf.org/rfc/rfc1332.txt

[RFC2284] Blunk, L., and Vollbrecht, J., "PPP Extensible Authentication Protocol (EAP)", RFC 2284,
March 1998, http://www.ietf.org/rfc/rfc2284.txt

[RFC2472] Haskin, D., and Allen, E., "IP Version 6 over PPP", RFC 2472, December 1998,
http://tools.ietf.org/html/rfc2472.txt

[RFC2759] Zorn, G., "Microsoft PPP CHAP Extensions, Version 2", RFC 2759, January 2000,
http://www.ietf.org/rfc/rfc2759.txt

1.3 Protocol Overview (Synopsis)

The Callback Control Protocol (CBCP) enables dial-up peers to negotiate callback settings such as
callback type, callback number, and delay before callback.

The PPP enables two endpoints of a point-to-point link to negotiate link characteristics,
authentication, and the network configuration. It typically involves a network access client (NAC)
connecting to a network access server (NAS) in order to access the NAS and the network beyond
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the NAS. For dial-up links, since the NAC will be dialing to the NAS, the NAC will take the role of the
caller and the NAS will be the answerer.

The NAC establishes the dial-up connectivity to the NAS. Over the link established, the PPP is used
to transfer data of various protocols. The typical PPP negotiation comprises the Link Establishment
Phase, occurring first, during which the Link Control Protocol (LCP), as specified in [RFC1570],
establishes the data-link specific parameters for the session. After this, the authentication phase
occurs, through which the authentication of the peer involved in the PPP session takes place using
any of the PPP-based authentication protocols (like EAP as specified in [RFC2284], MS-CHAPv2 as
specified in [REC2759], and so on). The Network Layer protocol phase commences after the
authentication phase, which negotiates the network layer protocol configurations through the
Network Control Protocol (NCP), as specified in [RFC1570] -- for example, IPv4 configuration is
negotiated through IP Configuration Protocol (IPCP) (see [RFC1332]) and IPv6 configuration is
negotiated through IPv6 Configuration Protocol (IPv6CP) (see [RFC2472]).

The CBCP enables the negotiation of callback settings. Based on the negotiated callback settings,
the NAS can even play the role of the caller and the NAC can play the role of the answerer. The
primary advantage of this setup is that the NAS is responsible for the toll charges involved with the
connectivity.

RFC1570] defines the Callback configuration option (0x0D) LCP extension, which allows the
callback information to be exchanged. This callback configuration negotiation occurs before the
authentication phase is complete. The answerer has to agree or disagree to do the callback before
authenticating the caller. This has security implications and also might not be feasible since the
callback information is typically policy-based.

The alternate callback method is through negotiating the use of CBCP. The callback settings are
negotiated after the authentication phase is complete (by which time the policy decision based on
user authentication would be available). This also enables interoperability since the NAC and NAS
have to agree to use the CBCP beforehand, and the answerer (NAS) drives the negotiation of the
supported callback settings.

The CBCP comprises three message exchanges. The answerer initiates the negotiation with a
Callback Request message with the possible callback options. The caller responds back with the
Callback Response message having the preferred option, along with additional configuration
information (like the callback number or delay before callback). The answerer confirms the settings
through the Callback Acknowledgment message. The reception of the Callback Acknowledgment
message indicates that the answerer has accepted the callback settings. The CBCP protocol
negotiation is complete at this point.

Subsequently, the caller terminates the PPP session if it has negotiated to be called back. The
answerer waits for a specific period of time (requested by the caller as a part of the CBCP) and
initiates the dial-up connection callback to the caller. The PPP negotiation happens between the
peers as usual between the NAC and the NAS, but without the CBCP being negotiated as a part of
the LCP phase (as the callback has already been done).

If 'No callback' has been negotiated as part of CBCP, the NAC and NAS will proceed to the NCP
phase to negotiate the network settings.
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Figure 1: Callback message exchanges

1.4 Relationship to Other Protocols

Delay Requested by
The Client as a part of
CBCP

The CBCP runs after the authentication phase of the PPP. The CBCP message is designated through
the protocol field identifier of 0xC029 in the PPP frame, as specified in [IANAPPPNUM]. The CBCP will
be run as a part of the PPP negotiation only when the callback configuration option (option 0x0D) is

negotiated in the LCP phase, with the operation value of 0x06 as specified in [ITANAPPPNUM].

LCP

AP CBCP MNCP

Point to Point Protocol

Data Link Layer

Figure 2: Protocol stack diagram
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As specified in the preceding figure, the PPP is responsible for enabling the transportation of a multi-
protocol datagram over the data link layer that provides point-to-point connectivity. Each of the
PPP-based protocols like LCP, CBCP, and IPCP have a designated protocol identifier, as specified in
PPP Data Link Layer Protocol Numbers [IANAPPPNUM]. Based on the protocol identifier, the PPP will
be able to associate the messages to the appropriate protocol.

PPP initializes the CBCP based on the LCP Callback option negotiation result. After the CBCP is done
with the negotiation and has the result, the result is used by PPP to determine the course of the PPP
session; that is, either to continue to the NCP phase or to terminate the session and prepare for
callback.

1.5 Prerequisites/Preconditions

The following are the preconditions that have to be met in order for the CBCP to be initialized and
used:

= A dial-up link has to be established between the caller and the answerer.

= The caller and answerer should have agreed to negotiate callback settings using the CBCP. This
has to be done through the negotiation of Callback Option (0x0D) of the LCP Protocol Extension
as defined in [REC1570], with the specific operation value of 0x06.

1.6 Applicability Statement

The use of CBCP enables dynamic negotiation of callback settings. The typical usage of callback is
when the NAS that is acting as an answerer for PPP dial-up sessions has to callback the NAC on a
specified number to save on toll charges. The CBCP should be used when there is a need to securely
negotiate callback settings past the authentication phase.

1.7 Versioning and Capability Negotiation
This document covers versioning issues in the following areas:
= Protocol Versions: There are no versioning capabilities associated with the CBCP.

= Capability Negotiation: The capability of PPP to support this protocol is determined through the
LCP negotiation of callback configuration option (0x0D). If PPP is capable of supporting this
protocol, it will support the usage of operation 0x06 in the callback configuration option
negotiated during LCP phase. See section 3.1.3 for more details about this step.

1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments

Parameter Value Reference
PPP Protocol Identifier 0xC029 IANAPPPNUM
LCP Callback Configuration Option - Callback Operation 0x06 IANAPPPNUM
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2 Messages

2.1 Transport
PPP is responsible for framing and transporting the message over the point-to-point link. The CBCP

messages are transported using the PPP encapsulation as specified in [RFC1661] section 2. The
Protocol Field of the PPP encapsulation MUST be set to 0xC029 to specify the CBCP message.

2.2 Message Syntax

In addition to the data types in the following sections, this protocol references commonly used data
types as defined in [MS-DTYP].

2.2.1 LCP Configuration Option: Callback Option

The Callback configuration option used in the LCP is specified in [RFC1570] section 2.3. The
operation field 0x06 is defined for negotiating this protocol. The following is the format of the option.

1 2 3
0|1|{2(3(4|5|/6|7(8|9|/0|1|2|3|4|5|6[7(8|9|0(1(2|3|4|5|6(7|8|9|0(1

Type Length Operation Message (variable)

Type (1 byte): This MUST be 0x0D.

Length (1 byte): This MUST specify the length of the option, including the Type, Length,
Operation, and Message fields. Hence this MUST be at least 0x03 bytes.

Operation (1 byte): This MUST be 0x06.

Message (variable): This field SHOULD NOT be present. If present, the contents of this field
MUST be ignored.

2.2.2 Callback Address

The following is the message syntax for the Callback Address field used as a part of the Callback
Configuration Options (section 2.2.3).

1 2 3
0|1{2({3(4|5|/6|7(8|9|/0|1|2(|3|4|5|6[7(8|9|0(1(2|3|4|5|6(7|8|9|0(1

Address Type Address (variable)

Address Type (1 byte): This field specifies the address type. A value of 0x01 specifies the
address to be a PSTN/ISDN number. This MUST be set to 0x01, because this is the only
supported address type.
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Address (variable): This MUST be set to a null-terminated ASCII string representing the PSTN
or ISDN number. When only the Address Type field is relevant in the message, this MUST be
set to an empty null-terminated ASCII string.

2.2.3 Callback Configuration Option

The following message syntax specifies the format for the Callback configuration options.

=

2 3}
0|1{2({3(4|5|/6|7(8|9|/0|12(3|4|5|6[7|8|9|0(1(2|3|4|5|6(7|8|9|0(1

Callback Type Length Callback Delay (optional) Callback Address
(variable)

Callback Type (1 byte): This MUST be set according to the values mentioned in the table.

Callback

configuration Callback

option type Description

No callback 0x01 The caller requests not to be called back.

Callback to a user- 0x02 The caller requests to be called at the specified address.

specified number

Callback to a pre- 0x03 The caller will be called at a pre-specified address. This
specified humber specifies only the callback type. The actual address to be used
for callback is specific to the administrative configuration and
is outside the scope of this protocol.

Length (1 byte): This MUST specify the length of the Callback Configuration option including
the Callback Type, Length, and the data portion associated with the callback configuration
specified in this section.

Callback Delay (1 byte): This specifies the amount of time, in seconds, the Answerer MUST
wait before calling the caller back.

Callback Address (variable): This MUST specify the Callback Address for the Callback
Configuration option, as specified in section 2.2.2.

2.2.4 CBCP Messages

There are three types of messages associated with the CBCP -Callback Request (section 2.2.4.1),
Callback Response (section 2.2.4.2), and Callback Acknowledgment (section 2.2.4.3). The general
format of the CBCP message is specified as follows.

0(1/2(3|4(5|6|7(8|9(0{1|2[3|4|5|6|7|8|9(0|1|2[3|4|5|6|7(8|9(0]1

Code Identifier Length
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Data (variable)

Code (1 byte): This MUST be set to the message type as specified in the following table of

values.
Message type Code
Callback Request 0x01
Callback Response 0x02
0x03

Callback Acknowledgment

Identifier (1 byte): This MUST specify an opaque value that assists in matching the Callback
Request message with the corresponding Callback Response and Callback Acknowledgment

messages.

Length (2 bytes): This MUST specify the length of the message, including the Code,

Identifier, Length, and Data fields.

Data (variable): This MUST specify 0 or more octets of the data specific to the message.

2.2.4.1 Callback Request Message

The Callback Request message is sent by an answerer to a caller. This contains a list of

configuration options available to the caller

The message format is specified as follows.

0|1|2({3|4|5|6|7(8|9|0|12(3|4|5|6|7|8

Code Identifier

Length

Data (variable)

Code (1 byte): This MUST be 0x01.

Identifier (1 byte): This MUST specify a value that assists in matching the Callback Request
message with the corresponding Callback Response message and Callback Acknowledgment

message. For each new Callback Request message sent by the answerer, the Identifier MUST
be different. This SHOULD be set to 1 in the initial Callback Request message and incremented

for each subsequent retransmitted Callback Request message.

Length (2 bytes): This MUST specify the length of the message, including the Code,

Identifier, Length, and Data fields

Data (variable): This contains the list of configuration options available to the caller (section

2.2.3).

[MS-CBCP] — v20140502
Callback Control Protocol

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014

13/ 38



There MUST be at least one Callback Configuration Option specified in the Callback Request
message. If multiple callback types are supported for the specific caller, all possible types
(specified in the following table) SHOULD be specified as individual Callback Configuration
Option (section 2.2.3).

Callback configuration

option Settings

No Callback The Callback Delay and Callback Address fields MUST not be
present.

Callback to a user-specified The Callback Delay field SHOULD be set to 0. The Address Type

number field of the Callback Address MUST be set to 0x01, and the
Address field MUST be set to an empty null-terminated ASCII
string.

Callback to a pre-specified or The Callback Delay field SHOULD be set to 0. The Callback
an administrator-specified Address field MUST not be present.
number

2.2.4.2 Callback Response Message

The Callback Response message is sent by a caller to an answerer. This message contains a
configuration option selected by the caller.

The message format is specified as follows.

0|1{2(3(4|5|/6|7(8|9|/0|1|2(|3|4|5|6[7(8|9|0(1(2|3|4|5|6(7|8|9|0(1

Code Identifier Length

Data (variable)

Code (1 byte): This MUST be 0x02.

Identifier (1 byte): This MUST specify a value that assists in matching the Callback Request
message to the corresponding Callback Response message and Callback Acknowledgment
message. This value MUST be the same as the Identifier received in the Callback Request
message to denote that the response being sent is a response to the specific Callback Request
message.

Length (2 bytes): This MUST specify the length of the message, including the Code,
Identifier, Length, and Data fields.

Data (variable): This contains the configuration option selected by the caller (section 2.2.3).

The Callback Configuration Options MUST be sent with the following settings.

14/ 38

[MS-CBCP] — v20140502
Callback Control Protocol

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014



Callback configuration

option Settings

No Callback The Callback Delay and Callback Address fields MUST not be
present.

Callback to a user- The Callback Delay field SHOULD be modified to specify the delay the

specified number caller requires before the callback is received. The Address Type field

of the Callback Address MUST be set to 0x01, and the Address field
MUST be set to a ASCII null-terminated PSTN or ISDN address.

Callback to a pre- Callback Delay field SHOULD be modified to specify the delay the
specified or an caller requires before the callback is received. The Callback Address
administrator-specified field MUST not be present.

number

2.2.4.3 Callback Acknowledgment Message

The Callback Acknowledgment message is sent by an answerer to a caller. This contains the
configuration option selected by the caller and completes the acknowledgment of the Callback
Configuration option.

The message format is specified as follows

—
N
w

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|5|6|7|8|9(0|1|2[3|4|(5|6|7(8|9(0]1

Code Identifier Length

Data (variable)

Code (1 byte): This MUST be 0x03.

Identifier (1 byte): This MUST specify a value that assists in matching the Callback Request
message to the corresponding Callback Response message and Callback Acknowledgment
message. This MUST be set to the Identifier of the Callback Response message that is being
acknowledged.

Length (2 bytes): This MUST specify the length of the message, including the Code,
Identifier, Length, and Data fields.

Data (variable): This contains the configuration option selected by the caller (section 2.2.3).

The Callback Configuration Option specified MUST be the Callback Configuration Option
received from the caller in the Callback Response message and MUST be specified as defined
in section 2.2.4.2.

2.3 Directory Service Schema Elements

The Callback Control Protocol accesses the following directory service attributes in the user
class.For the syntactic specifications of the following attribute, refer to Active Directory Schema
Attributes N-Z ([MS-ADA3]).
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Directory service
attributes Description

This attribute contains a binary BLOB composed of the callback configuration
options for the users. For the binary BLOB structure, please see userParameters

(section 2.3.1).

userParameters

2.3.1 userParameters

The userParameters attribute is used to retrieve the callback configuration options for the user in
the following format.

=
N
w

6|17|8|9(0|1|2|3|4(5|6|7|8[9(0|1|2|3|4|5|6|7|8[9|0]|1

ReservedDatal

(ReservedDatal cont'd for 3 rows)

Dial ID UserPrivilege

CallbackPhoneNumber

16 / 38

[MS-CBCP] — v20140502
Callback Control Protocol

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014



(CallbackPhoneNumber cont'd for 4 rows)

ReservedData?2

ReservedDatal (44 bytes): A 44-byte array of reserved data.<1>

Dial ID (2 bytes): A 2-byte Unicode character. This field is used by the Callback Control
Protocol to assert the validity of the User Privilege and CallbackPhoneNumber fields. The
Callback Control Protocol compares the data contained in this field with Unicode character "d".
If this field contains the aforementioned character, then the information inside the User
Privilege and CallbackPhoneNumber fields is considered valid. If it contains a different
value, then all information inside the User Privilege and CallbackPhoneNumber fields is
considered invalid.

UserPrivilege (2 bytes): A 2-byte unsigned integer consisting of one or more of the following

flags.
Value Meaning
NoCallback The answerer will not call back the user to establish a connection.
0x01

AdminSetCallback | When the user calls, the answer hangs up and calls a preset callback phone
0x02 number stored in the CallbackPhoneNumber field.

CallerSetCallback When the user calls, the answerer provides the option of specifying a callback
0x04 phone number. The user can also choose to connect immediately without a
callback. The CallbackPhoneNumber field MAY contain a default number that
the caller can override.

DialinPrivilege The user has permission to dial in to the Routing and Remote Access Services
0x08 (RRAS) server.

CallbackPhoneNumber (48 bytes): This field is valid only if the AdminSetCallback or
CallerSetCallback flag is set in the User Privilege field. This MUST specify a phone number
that is configured for the user on which the answerer should call back.

ReservedData2 (2 bytes): Reserved data.<2>
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3 Protocol Details
3.1 Caller Details

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

Current State: An enumeration value that represents the current state of the CBCP state machine
for the caller as specified in section 3.1.1.1. This variable will be initialized to
CBCP_STATE_WAIT_FOR_REQUEST. The following are the acceptable values for this variable:

= CBCP_STATE_WAIT_FOR_REQUEST
= CBCP_STATE_WAIT_FOR_ACK

Expected Identifier: An integer variable of size 1 byte. This represents the request identifier that
will be expected from the answerer. It will be initially set to 0 and updated subsequently with the
identifier received in each Callback Request message received from the answerer. The Callback
Response message will be sent with this identifier value. This value also denotes the identifier that
will be expected in the Callback Acknowledgment message. For a successful CBCP negotiation
message exchange, the identifier in the Callback Request message, Callback Response message,
and Callback Acknowledgment message MUST be the same.

Caller-specified Phone Number: A null-terminated ASCII representation of the phone number
that the caller wishes to specify on which the answerer should callback if "Callback to a user-
specifiable number" is negotiated to be the callback option. This will be initialized to the caller's
phone number, which will be sent as a part of the Callback Addresses field in the Callback
Configuration Option of type "Callback to a user-specifiable number".

Caller-specified Callback Delay: An unsigned integer value of 1-byte length with valid values of 0
to 255. This value specifies the time, in seconds, the answerer should wait after the PPP session is
disconnected before the answerer (NAS) can callback the caller (NAC). The caller will send this value
to the answerer as a part of the callback configuration option in the Callback Response message.
This is a user-configurable value that is sent over the protocol for the answerer to make use of.

Retry Count: An integer value that represents the number of times the caller should attempt to
retransmit the Callback Response message if it has not received a successful Callback
Acknowledgment message. This is a user-configurable value <3>.

Result Callback Type: A 1-byte integer value that represents the callback type chosen by the
caller through a Callback Response message and acknowledged by the answerer. This value will be
valid at the end of a successful CBCP completion (which is after the event CBCP Done (section
3.1.7.3) is signaled to PPP with Success status). The PPP will use this value at the end of the CBCP
protocol negotiation to decide whether to proceed with Network Layer Protocol Phase or to terminate
the PPP session and await the callback. This variable can have values 1, 2, or 3 -- the descriptions
for each are given as follows.

Callback type Description

1 No Callback.
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Callback type Description

2 Callback to a user-specifiable number.

3 Callback to a pre-specified or administrator-specified number.

3.1.1.1 State Machine

The following figure shows the state machine for a CBCP caller.

Received Invalid PPP
Frame or a non-Callback
Request Packet or an
incarrectly formed
Callback Request or a —>©
Callback Request with no
Start recognized callback CECF Cleanup
option/Silently Ignore the
Packet

CBCP Negotiated and PPP Link Falled or PPP Shutdown

Authentication Phase
Completed

CBCP_STATE_WAIT_FOR_REQUEST

Received a valid Callback

. ; Received incorrectly Received incorrectly formed Callback
Calm‘f;;t‘:;mg:;;g&f;&k formed Callback Request  ACK or Callback ACK with unaccepted
Response with the same or non-Callback Ack callback options/Retransmit the
request identifier and start Packet/Silently Ignore the Callback Response and start the

retransmission timer packet retransmission timer
Link Failed or Y
PPP Shutdown
or Retry CBCP_STATE_WAIT_FOR_ACK
Count
exceadad

Received Valid
Callback ACK/Prepare
: - for Callback or
Received a valid Callback e
Request/Send Callback proceed t,D NCP if "No
Response with the same Callback’ is selected
request identifier and
start retransmission timer

Retransmission Timeaout
Expired/Retransmit
Callback Response

CECP Cleanup CBCP Success
Figure 3: Callback state diagram--caller states

The caller state machine has the following states as represented by the Current State variable.

State name Description

CBCP_STATE_WAIT_FOR_REQUEST | This will be the initial state when the Caller state machine is
initialized. In this state, the caller will wait for the Callback Request
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State name Description

message to be received from the answerer. When the Callback
Request message is received, the caller will select the appropriate
callback option and send the Callback Response message and
proceed to CBCP_STATE_WAIT_FOR_ACK state. The Current State
will be set to CBCP_STATE_WAIT_FOR_ACK.

CBCP_STATE_WAIT_FOR_ACK The caller has sent the Callback Response message as a response to
the Callback Request message. This is the state in which the caller
will wait for the Callback Acknowledgment message to be received
from the answerer. Reception of the Callback Acknowledgment
message signifies the completion of the CBCP phase and that the
callback settings are negotiated. The CBCP will indicate the
successful completion of the CBCP phase using the CBCP Done
event (section 3.1.7.3) with a success status.

The preceding description covers the state transitions for a successful CBCP negotiation. Failure
transitions are covered in the state machine diagram earlier in this section and are also covered in
section 3.1.5.

3.1.2 Timers

Retransmission Timer: This timer is initialized or reset whenever a Callback Response message is
sent to the answerer. This is a periodic timer with the default value of a 2-second interval; that is,
unless the timer is stopped, it will expire periodically as specified by the timer interval. This timer
value SHOULD be chosen appropriately, taking the link speed into consideration as well <4>. This
timer has to be stopped when the Callback Acknowledgment message is received by the caller.

3.1.3 Initialization

The caller MUST initialize the CBCP protocol if either the caller or the answerer has successfully
negotiated for operation 0x06 of the LCP configuration option 0x0D during the LCP protocol
negotiation. The negotiation of LCP options is defined in [REC1661]. The LCP Callback configuration
option 0xOD is defined as LCP Extension in [RFC1570] section 2.3. The operation 0x06 as defined in

IANAPPPNUM] MUST be used to specify the usage of CBCP to negotiate callback settings. The
message syntax of the LCP Callback configuration option with the operation 0x06 is defined in
section 2.2.1.

The CBCP MUST be initialized only after the Authentication Phase is complete. The Current State of
the state machine will be set to CBCP_STATE_WAIT_FOR_REQUEST. The Caller-specified Phone
Number will be initialized with the valid phone number the caller wants to receive the callback on.
If this is not set, the caller MUST NOT use "Callback to a user-specifiable number" as the Callback
type from the supported callback options provided by the answerer. The Caller-specified Callback
Delay will be initialized to a valid delay that the caller wants to report to the answerer as a part of
the Callback Response message.

3.1.4 Higher-Layer Triggered Events

None.
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3.1.5 Processing Events and Sequencing Rules

3.1.5.1 General Packet Validation

The CBCP messages MUST comprise the basic fields; namely, Code, Identifier, and Length. If the
message received is less than 4 bytes in size, which means that not all of these fields are present,
the message MUST be dropped silently and ignored. If the Code of the CBCP message received is
neither 1 nor 3 (specifying a Callback Request or a Callback Acknowledgment message), the
message MUST be dropped silently and ignored.

When messages are dropped silently and ignored, state MUST NOT change.

3.1.5.2 Packet Processing

The CBCP messages received MUST be at least 4 bytes in length, as specified in section 3.1.5.1. The
first byte of the CBCP message that specifies the Code MUST be used to designate the message

type.

3.1.5.3 Receiving a Callback Request Message

If the Current State is CBCP_STATE_WAIT_FOR_REQUEST, the following message processing

is done:

1.

5.

The Callback Request message MUST be in the specified format (section 2.2.4.1) with the
Callback Configuration options as specified (section 2.2.3). Otherwise, the message MUST be
dropped silently without a change in the Current State.

. The Identifier received is stored in the Expected Identifier variable.

. The caller MUST select one Callback Configuration option <5> out of the options received and

respond with a Callback Response message (section 2.2.4.2), specifying the callback option
selected (section 2.2.3). The Callback Response message MUST be constructed as follows:

1. If the Callback Type selected is 1, the Callback Address MUST NOT be set for the Callback
Configuration option. If the Callback Type selected is 2, the Callback Address MUST be
specified in the Callback Configuration option with the value of Caller-specified Phone
Number. Similarly, the Callback delay field in the Callback Configuration option MUST be set
with the value of Caller-specified Callback Delay. If the Callback Type selected is 3, the
Callback Configuration option MUST specify the Callback Delay using the value of Caller-
specified Callback Delay, and the Callback Address MUST NOT be specified.

2. The Identifier field of the Callback Response message MUST be set with the value of
Expected Identifier.

3. The Length field MUST be computed as specified in section 2.2.4.
4. The caller MUST update the Result Callback Type with the chosen Callback Type.

. The CBCP Packet Send Event(section 3.1.7.2) MUST be used for transmission of the Callback

Response message. After successful transmission of the message, the caller MUST change state
to CBCP_STATE_WAIT_FOR_ACK and decrement the Retry Count.

The caller MUST start a retransmission timer (section 3.1.2).

Otherwise, if the Current State is CBCP_STATE_WAIT_FOR_ACK, the following message processing
is done:
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1. The Callback Request message MAY be received in this state, if the answerer did not receive a
Callback Response message, or received an invalid Callback Response message.

2. The Callback Request message MUST be in the specified format (section 2.2.4.1) with the
Callback Configuration options as specified (section 2.2.3). Also the Callback Configuration
options received as a part of the Callback Request message MUST be the same as the options
received when the Current State was CBCP_WAIT_FOR_REQUEST. Otherwise, the message
MUST be dropped silently without a change in the Current State.

3. The Identifier received must be stored in the Expected Identifier variable.
4. The Callback Response message that was sent when the Current State was

CBCP_STATE_WAIT_FOR_REQUEST MUST be sent back again but with the updated Expected
Identifier.

5. The CBCP Packet Send Event MUST be used for transmission of the Callback Response message.
After successful transmission of the message, the caller MUST remain in the Current State.

6. The caller MUST restart a retransmission timer (section 3.2.2) and decrement the Retry Count.

3.1.5.4 Receiving a Callback Acknowledgment Message
If the Current State is set to any state other than CBCP_STATE_WAIT_FOR_ACK:
= Ignore the message.

If the Current State is CBCP_STATE_WAIT_FOR_ACK, the following message processing is done:

1. The Callback Acknowledgment message MUST be in the specified format (section 2.2.4.3) and
MUST contain the Callback Configuration option selected by the caller in the Callback Response
message. If the message is invalid, the CBCP Packet Send Event MUST be used for
retransmission of the Callback Response message with the identifier value Expected Identifier,
the retransmission timer is started, and there is no change in the Current State.

2. If the Callback Acknowledgment message is valid, the caller MUST set the CBCP Done (section
3.1.7.3) event notifying with the successful result negotiation.

3.1.6 Timer Events

Retransmission Timer: When this timer expires, it denotes a time period wherein CBCP has sent
the Callback Response message but hasn't received the acknowledgment. The following are the
tasks to be performed when this timer expires:

= The Current State MUST be checked to see if it is CBCP_STATE_WAIT_FOR_ACK.
= If that is the case, the Retry Count SHOULD be checked to see if it is greater than 0.
= If the Retry Count is 0,
= Stop the Retransmission Timer.

= The PPP MUST be notified of the CBCP Done event with a failure status. The failure status
indicates to PPP that the callback negotiation was unsuccessful. The PPP MUST then
disconnect the PPP session.

22/ 38

[MS-CBCP] — v20140502
Callback Control Protocol

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014



= If the Retry Count is greater than 0, the Retry Count MUST be decremented and the
Callback Response message with the Expected Identifier as the Identifier value MUST be
sent using the CBCP Packet Send Event.

3.1.7 Other Local Events

Since the CBCP is a PPP-based protocol and occurs in the context of the PPP negotiation, there are a
number of interactions that happen with the PPP, such as initialization, termination, or message
processing (including transmitting and receiving messages). Based on this, the following are the
various local events that can occur. Some are initiated by the CBCP and the others are received by
CBCP from the PPP.

3.1.7.1 CBCP Packet Receive Event

The CBCP Packet Receive Event is an event that the PPP indicates to the CBCP. Since PPP
provides the method for transporting multi-protocol datagram over point-to-point links, the PPP will
be responsible for receiving and delivering the CBCP messages. If the message received by the PPP
layer has the PPP protocol identifier to be 0xC029, the PPP will notify the CBCP messages through
this event. When a CBCP message is received, the processing rules to be applied are specified in
section 3.1.5.

3.1.7.2 CBCP Packet Send Event

CBCP Packet Send Event is an event that the CBCP indicates to the PPP. Since PPP provides the
method for transporting a multi-protocol datagram over point-to-point links, the CBCP will rely on
the PPP to be able to send out the frame. The CBCP will use this event to indicate the CBCP message
to PPP to be transmitted over the point-to-point link.

3.1.7.3 CBCP Done

CBCP Done event is an event that the CBCP indicates to the PPP. This event denotes the
completion of the CBCP to the PPP along with the completion status. The CBCP might have been
successfully completed, or the CBCP might be timing out because it has not received a Callback
Acknowledgment message from the answerer. In either case, the success or failure of the CBCP
MUST be denoted using this event. When the CBCP state machine has successfully negotiated the
callback settings, the Result Callback Type will be indicated to the PPP. Based on this, the PPP will
either choose to terminate the session as a callback will be received or continue to the NCP phase if
the "No Callback" was the Result Callback Type indicated.

When the CBCP has timed out because it has not received the Callback Acknowledgment message
from the answerer, it indicates the same to the PPP and the PPP terminates the session.

3.1.7.4 PPP Termination

The PPP Termination event is indicated from the PPP to the CBCP. This event is used to denote the
PPP termination. The PPP is being terminated because either a Callback will be received or the
Termination Request ([RFC1661] section 3.7) was received or the overall PPP negotiation has not
completed within a user- or administrator-configured time (for the PPP), or because some other
external event such as link termination or link failure occurred. The CBCP will stop any active timers
and clear up its state for the session. No active processing of received messages will occur beyond
this event.
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3.2 Answerer Details

3.2.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

Current State: An enumeration value that represents the current state of the CBCP protocol state
machine for the answerer as specified in section 3.2.1.1. This variable will be initialized to
CBCP_STATE_WAIT_FOR_RESPONSE after sending the Callback Request message when the state
machine is initialized (section 3.2.3). The following are the acceptable values for this variable:

= CBCP_STATE_WAIT_FOR_RESPONSE
= CBCP_STATE_DONE

Next Identifier: An integer variable of size 1 byte. This represents the identifier to be sent as a
part of the CBCP messages. This variable will be initialized to 1 for the first Callback Request
message and will be subsequently incremented with each Callback Request message retransmission.

Acceptable Callback Types: An array of acceptable callback types that the caller can choose from.
This is initialized as a part of the CBCP initialization phase and is mostly determined based on the
callback policy applicable to the user. The acceptable callback types are given below.

Callback type Description

1 No Callback.

2 Callback to a user-specifiable number.

3 Callback to a pre-specified or administrator-specified number.

Result Callback Type: This variable specifies the Callback type accepted by the caller through the
Callback Response message and acknowledged by the answerer through the Callback
Acknowledgment message. This will be set only when the CBCP negotiation is complete and the
CBCP Done event is notified with success result to PPP. This will take one of the values specified as
acceptable callback types defined under Acceptable Callback Types.

Result Phone Number: This variable specifies the phone number as a null-terminated ASCII
string, specified by the caller through the Callback Response message if the answerer had provided
the "Callback to a user-specifiable number" as a callback type possible and the caller had chosen the
same. After the answerer acknowledges the callback type through the Callback Acknowledgment
message, this option will be set. This is valid only when the Callback type 2 is chosen by the caller.
If the callback option specified is "Callback to a pre-specified or administrator-specified number" the
number to be used will be based on the policy or administrator configuration and is implementation-
specific.

Result Callback Delay: An integer field of size 1-byte. This specifies the callback delay specified by
the caller as a part of the Callback Response message in the callback type options. This specifies the
time, in seconds, the answerer should wait before the callback can be initiated to the caller. This
value is valid only when the Callback type 2 or 3 is chosen by the caller.
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3.2.1.1 State Machine

The following figure shows the state machine for a CBCP answerer.

Received Invalid Callback Response or
Callback Response with unacceptable

o N e Callback mn:ciiililjtc?lg‘.iigrnﬂncrement Received non-
oflat
anﬁpp Retransmit Callback Request and restart E:Emcirﬁggﬁgggf
Authentication Phase Retransmission Timer Response with
Complete/Send unexpected identifier/
Callback Request Silently Drop the
and start Packet

Retransmission Timer

CBCP_STATE_WAIT _FOR_RESPONSE

Received a valid
Callback
Retransmission Rispons‘e t-:?rith
Timeout/ Received Invalid ceeplable
Increment Callback Response Callback Setting/
Identifier ar Callback Send Callback
Retransmit Response with Ack Packet Recelved non-
Callback unacceptable Callback Callback Response
Request and configuration/Increment Packet or Callback
start Identifier Retransmit Response with
Retransmission Callback unexpected
Timer Request and start identifier/Silently
Retransmission Timer Drop the Packet
Link Failed
ar PPP is
Shutting Y
Diown

CBCP_STATE DOME

Lirk
Failed

Received a valid
©—q— Callback Response
Packel with acceptable
CBCP Cleaned CBCP f"fa”e“ callback setting/Send
up Callback Ack Packet

Figure 4: Callback state diagram--answerer states

PPF is shutting
Down ar Mo
callback'
Megaotiated

CBCP Success

The answerer state machine has the following states as represented by the Current State variable.

State name Description

CBCP_STATE_WAIT_FOR_RESPONSE In this state, the answerer will wait for the Callback Response
message to be received from the caller. After this message is
received, the answerer will proceed to CBCP_STATE_DONE after

sending the Callback Acknowledgment message.

[MS-CBCP] — v20140502
Callback Control Protocol

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014

25/ 38



State name Description

CBCP_STATE_DONE The answerer will be in this state if it has sent out the Callback
Acknowledgment message for the Callback Response message
received from the caller. The answerer will continue to process the
Callback Response messages from the caller until the time that the
PPP session is terminated. This is to ensure that the answerer is
processing the messages sufficiently so that the Callback
Acknowledgment message reaches the caller.

The preceding description covers the state transitions for a successful CBCP negotiation. Failure
transitions are covered in the state machine diagram earlier in this section and are also covered in
section 3.2.5.

3.2.2 Timers

Retransmission Timer: This timer is initialized or reset whenever a Callback Request message is
sent to the caller. This is a periodic timer with the default value of a 2-second interval; that is,
unless the timer is stopped, it will expire periodically as specified by the timer interval. This timer
value SHOULD be chosen appropriately, taking the link speed into consideration as well <6>. This
timer has to be stopped when the Callback Response message is received by the answerer.

3.2.3 Initialization

The answerer MUST initialize the CBCP if either the caller or the answerer has successfully
negotiated for operation 0x06 of LCP configuration option 0x0OD during the LCP negotiation. The
negotiation of LCP options is defined in [RFC1661]. LCP Callback configuration option 0xOD is
defined as LCP Extension in [RFC1570] section 2.3. The operation 0x06 as defined in [TANAPPPNUM
MUST be used to specify the usage of CBCP to negotiate callback settings. The message syntax of
the LCP Callback configuration option with the operation 0x06 is defined in section 2.2.1.

The CBCP MUST be initialized only after the Authentication Phase is complete. The Next Identifier
will be initialized to 1. The Acceptable Callback Types will be initialized with the list of callback
types that are allowed for the caller to choose from using the UserPrivilege field of the
userParameters (section 2.3.1) structure.

The Result Phone Number will be initialized using the CallbackPhoneNumber field of the
userParameters (section 2.3.1) structure

The answerer MUST send a Callback Request message as specified below as a part of the
initialization and the Current State MUST be set to CBCP_STATE_WAIT_FOR_RESPONSE:

1. The Callback Request message MUST be sent as specified in section 2.2.4.1. The Callback
Configuration option list for selection by the caller MUST contain the Callback Types in the
Acceptable Callback Types array.

2. The Identifier field is set to Next Identifier value (which is initialized to 1).
3. The Length field MUST be calculated as specified in section 2.2.3.

4. The CBCP Packet Send Event (section 3.2.7.2) MUST be used for transmission of the Callback
Request message. After successful transmission of the Callback Request message, the answerer
MUST change Current State to CBCP_STATE_WAIT_FOR_RESPONSE.

5. The retransmission timer (section 3.2.2) MUST be restarted.
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3.2.4 Higher-Layer Triggered Events

None.

3.2.5 Processing Events and Sequencing Rules

3.2.5.1 General Packet Validation

The CBCP messages MUST comprise the basic fields; namely, Code, Identifier, and Length. If the
message received is less than 4 bytes in size, which means that not all of these fields are present,
the message MUST be dropped silently and ignored. If the Code of the CBCP message received is
not 2 (specifying the Callback Response message), the message MUST be dropped silently and
ignored.

When messages are dropped silently and ignored, state MUST NOT change.

3.2.5.2 Packet Processing

The CBCP messages received MUST be at least 4 bytes in length as specified in section 3.2.5.1. The
first byte of the CBCP message that specifies the Code MUST be used to designate the message
type.

3.2.5.3 Receiving a Callback Response Message

If the Current State is CBCP_STATE_WAIT_FOR_RESPONSE, the message processing is done as
follows:

1.

The Callback Response message MUST be in the specified format (section 2.2.4.2) with the
Callback Configuration options as specified (section 2.2.3). Otherwise the Callback Request
message MUST be retransmitted (section 3.2.5.3.1). There MUST be no change in the Current
State.

. The Identifier received in the Callback Response message MUST match the identifier value stored

in the Next Identifier field. Otherwise the message MUST be dropped silently, and there MUST
be no change in the Current State.

. The Callback Configuration option received in the Callback Response message MUST match a

Callback Type in the Acceptable Callback Type array. If the match fails, the Callback Request
message MUST be retransmitted (section 3.2.5.3.1). There MUST be no change in the Current
State.

. If the match is successful, the Callback Type received is stored is Result Callback Type, the

Callback delay is stored in Result Callback Delay; if the Callback Type is 0x02 then store the
callback address received in Result Phone Number. The answerer MUST send a Callback
Acknowledgment message with the following fields:

1. The Identifier, Callback delay, and Callback address fields MUST be set to the same
values received in the Callback Response message.

2. The Length field MUST be calculated as specified in section 2.2.3.

. The CBCP Packet Send Event MUST be used for transmission of the Callback Acknowledgment

message. After successful transmission of the Callback Acknowledgment message, the answerer
MUST change the Current State to CBCP_STATE_DONE. The CBCP Done (section 3.2.7.3) event
will be used to inform the PPP about the successful completion of the CBCP phase.
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If the Current State is CBCP_STATE_DONE, the message processing is done as follows:

1.

The Callback Response message MUST be in the specified format (section 2.2.4.2) with the
Callback Configuration options as specified (section 2.2.3). Otherwise the Callback Request
message MUST be retransmitted (section 3.2.5.3.1), and the Current State MUST be changed to
CBCP_STATE_WAIT_FOR_RESPONSE.

. The Identifier received in the Callback Response message MUST match the identifier value stored

in the Next Identifier variable. Otherwise, the message MUST be dropped silently without a
change in the Current State.

. The Callback Configuration option received in the Callback Response message MUST match a

callback type in the Acceptable Callback Type array. If the match fails, the Callback Request
message MUST be retransmitted (section 3.2.5.3.1), and the Current State MUST be changed to
CBCP_STATE_WAIT_FOR_RESPONSE.

. If the match is successful, the Callback Acknowledgment message that was sent when the

Current State was CBCP_STATE_WAIT_FOR_RESPONSE MUST be sent again.

. The CBCP Packet Send Event MUST be used for transmission of the Callback Acknowledgment

message. After successful transmission of the Callback Acknowledgment message there MUST be
no change in the Current State.

3.2.5.3.1 Preparing a Callback Request Message for Retransmission

The Callback Request message MUST be retransmitted as specified:

1.

The Callback Request message MUST be constructed as specified in section 2.2.4.1. The Callback
Configuration option list for selection by the caller MUST contain the Callback Types in the
Acceptable Callback Types array.

. The Next Identifier field MUST be incremented by 1. The Identifier field is set to the Next

Identifier value.

. The Length field MUST be calculated as specified in section 2.2.3.

. The CBCP Packet Send Event MUST be used for transmission of the Callback Request message.

. After successful transmission of the Callback Request message, the retransmission timer MUST

be restarted.

3.2.6 Timer Events

Retransmission Timer: When this timer expires, it denotes a time period in which CBCP has sent
the Callback Request message but has not received the Callback Response message. The following
are the tasks to be performed when this timer expires:

If the Current State is CBCP_STATE_WAIT_FOR_RESPONSE:
= Increment the Next Identifier value by 1.

= Retransmit the Callback Request message that was sent earlier, but with the value of
Identifier field set to Next Identifier.

= The answerer MAY choose to fail the PPP session after waiting for an administrator-configured
period of time or retransmissions. The PPP session failure can be triggered by using the CBCP
Done event with a failure status.
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3.2.7 Other Local Events

Because the CBCP occurs in the context of the PPP negotiation, there are a number of interactions
that happen with the PPP, such as initialization, termination, or message process (including
transmitting and receiving messages). Based on this, the following are the various local events that

can occur. Some events are initiated by the CBCP and the others are received by CBCP from the
PPP.

3.2.7.1 CBCP Packet Receive Event

This is an event that the PPP indicates to the CBCP. Since PPP provides the method for transporting
a multi-protocol datagram over point-to-point links, the PPP is responsible for receiving and
delivering the CBCP messages. If the message received by the PPP has the Protocol Field to be
0xC029, the PPP will provide the messages to the CBCP through this event. When a CBCP message
is received, the processing rules to be applied are specified in section 3.2.5.

3.2.7.2 CBCP Packet Send Event

This is an event that the CBCP indicates to the PPP. The CBCP relies on the PPP to be able to send
out the frame. The CBCP uses this event to indicate the CBCP message to the PPP to be transmitted
over the point-to-point link.

3.2.7.3 CBCP Done

This is an event that the CBCP indicates to the PPP. This event denotes the completion of the CBCP
to the PPP along with the completion status. The CBCP might have been successfully completed, or
the CBCP might be timing out because it has not received a Callback Response message from the
caller. In either case, the success or failure of the CBCP MUST be denoted using this event.

When the CBCP state machine has successfully negotiated the callback settings, the Result
Callback Type, Result Phone Number, and Result Callback Delay are indicated to the PPP.
Based on the Result Callback Type, the PPP can either choose to proceed to the NCP phase (if "No
Callback" was the Result callback Type indicated) or await the reception of a Terminate Request
message of LCP before proceeding for the callback operation.

If the Callback negotiation did not complete successfully, the PPP MAY choose to terminate the
session.

3.2.7.4 PPP Termination

This is an event that is indicated from the PPP to the CBCP. This event is used to denote the PPP
termination. The PPP is being terminated because either a Termination Request ([RFC1661] section
3.7) was received or the overall PPP negotiation did not complete within an administrator-configured
time, or because some other external event such as link termination or link failure occurred. The
CBCP will stop any active timers and clear up its state for the session. No active processing of
received messages will occur beyond this event.
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4 Protocol Examples

4.1 LCP Negotiation of Callback Option for CBCP

The following describes the message exchange that happens between the caller and the answerer
when the caller is requesting the use of CBCP for negotiating callback settings and the answerer
accepting the same. For better understanding, the frame bytes, including the PPP encapsulation
header, are specified below.

The caller specifies an LCP Configure-Request message as specified in [RFC1661] with the LCP
Callback Option. The following describes a sample Configure-Request LCP message that is sent by
the caller. The LCP option of relevance here is the Callback option. The others are mentioned here
only as an example from a packet capture.

CO 21 01 00 00 17 02 06 FF FF FF FF 05 06 11 33
51 5B 07 02 08 02 0D 03 06

PPP Protocol Field: CO 21 (LCP)
Code: 01 (Configure-Request)
Identifier: 00
Length: 00 17
Option: Async-Control-Character-Map
Option Type: 02 (Async-Control-Character-Map)
Length: 06
AsyncControlCharacterMap: FF FF FF FF
Option: Magic-Number
Option Type: 05 (Magic-Number)
Length: 06
Magic Number: 11 33 51 5B
Option: Protocol-Field-Compression
Option Type: 07 (Protocol-Field-Compression)
Length: 02
Option: Address-and-Control-Field-Compression
Option Type: 08 (Address-and-Control-Field-Compression)
Length: 02
Option: Callback
Option Type: 0D (Callback)
Length: 03
Operation: 06

The following specifies a sample response from the answerer for the above-mentioned Configure-
Request from the caller.

CO 21 02 00 00 17 02 06 FF FF FF FF 05 06 11 33
51 5B 07 02 08 02 0D 03 06

PPP Protocol Field: CO 21 (LCP)
Code: 02 (Configure-Ack)
Identifier: 00
Length: 00 17
Option: Async-Control-Character-Map
Option Type: 02 (Async-Control-Character-Map)
Length: 06
AsyncControlCharacterMap: FF FF FF FF
Option: Magic-Number

30/ 38

[MS-CBCP] — v20140502
Callback Control Protocol

Copyright © 2014 Microsoft Corporation.

Release: Thursday, May 15, 2014


http://go.microsoft.com/fwlink/?LinkId=90283

Option Type: 05 (Magic-Number)
Length: 06
Magic Number: 11 33 51 5B
Option: Protocol-Field-Compression
Option Type: 07 (Protocol-Field-Compression)
Length: 02
Option: Address-and-Control-Field-Compression
Option Type: 08 (Address-and-Control-Field-Compression)
Length: 02
Option: Callback
Option Type: 0D (Callback)
Length: 03
Operation: 06

4.2 CBCP Negotiation

When the caller receives this Configure-Ack message from the answerer, it knows that CBCP will be
negotiated at the end of the authentication phase. Similarly, since the answerer was capable of

negotiating callback using CBCP, it acknowledged the caller's request and therefore will initiate CBCP

at the end of the authentication phase.

The following is the Callback Request message sent by the answerer to the caller with support for
"No Callback" as well as "User-specifiable Callback" options. This message will be sent at the end of
the authentication phase.

CO 29 01 01 00 OB 01 02 02 05 00 01 0O

PPP Protocol Field: CO 29 (CBCP)
Code: 01 (Callback Request)
Identifier: 01
Length: 00 OB
Callback Option:
Callback Type: 01 (No Callback)
Length: 02
Callback Option:
Callback Type: 02 (Callback to a caller-specifiable number)
Length: 05
Callback Delay: 00
Address Type: 01 (Address Type for ISDN/PSTN)
ASCIIZAddress: 00

The following is the Callback Response message sent by the caller to the answerer specifying its
callback option. Note that the Identifier should match the request. The example sets the Callback
Delay to be 12 seconds and the phone number to be 2009042.

CO 29 02 01 00 10 02 OC OC 01 32 30 30 39 30 34
32 00

PPP Protocol Field: CO 29 (CBCP)

Code: 02 (Callback Response)

Identifier: 01

Length: 00 10

Callback Option:
Callback Type: 02 (Callback to a caller-specifiable number)
Length: 0C
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Callback Delay: 0C
Address Type: 01 (Address Type for ISDN/PSTN)
ASCIIZAddress: 32 30 30 39 30 34 32 00 (2009042 - ASCII representation of the number)

The following is the Callback Acknowledgment message sent by the answerer to the caller to
acknowledge the callback settings.

CO 29 03 01 00 10 02 OC OC 01 32 30 30 39 30 34
32 00

PPP Protocol Field: CO 29 (CBCP)
Code: 03 (Callback Acknowledgement)
Identifier: 01
Length: 00 10
Callback Option:
Callback Type: 02 (Callback to a caller-specifiable number)
Length: 0C
Callback Delay: 0OC
Address Type: 01 (Address Type for ISDN/PSTN)
ASCIIZAddress: 32 30 30 39 30 34 32 00 (2009042 - ASCII representation of the number)
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5 Security

5.1 Security Considerations for Implementers

None.

5.2 Index of Security Parameters

None.
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6 Appendix A: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs:

= Windows 2000 operating system

= Windows XP operating system

= Windows Server 2003 operating system

= Windows Vista operating system

= Windows Server 2008 operating system

= Windows 7 operating system

= Windows Server 2008 R2 operating system
= Windows 8 operating system

= Windows Server 2012 operating system

= Windows 8.1 operating system

= Windows Server 2012 R2 operating system

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number
appears with the product version, behavior changed in that service pack or QFE. The new behavior
also applies to subsequent service packs of the product unless otherwise specified. If a product
edition appears with the product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD
or SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product
does not follow the prescription.

<1> Section 2.3.1: This field is not used by the Callback Control Protocol.

<2> Section 2.3.1: This field is not used by the Callback Control Protocol.

<3> Section 3.1.1: Windows implementations use a Retry count value of 10; that is, after 10
retransmissions, the subsequent retransmission timer expiry will cause the CBCP phase to be
completed with a failure.

<4> Section 3.1.2: Windows implementations select the timer value based on the speed of the
underlying link. The following table specifies the link speed and the retransmission timer value used.

Link speed (bps) <= Retransmission timer (seconds)
1200 7
2400 5
9600 3
Others 2
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<5> Section 3.1.5.3: Windows implementations select the callback type in the order user-

specifiable, pre-specified, or administrator-specifiable, and finally no callback based on the options

provided by the answerer.

<6> Section 3.2.2: Windows implementations select the timer value based on the speed of the

underlying link. The following table specifies the link speed and the retransmission timer value used.

Link speed (bps) <= Retransmission timer (seconds)
1200 7
2400 5
9600 3
Others 2
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7 Change Tracking

No table of changes is available. The document is either new or has had no changes since its last
release.
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