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1  Introduction  

Active Directory® is a directory service (DS) . Directory services can be used to provide a central 
store for identity  and account  information as well as storage of informati on for other systems and 
applications. Use of the Active Directory  system is appropriate when there is a requirement for a DS. 
It is also appropriate when building another system that has a depe ndency on the Active Directory 
protocols. An example of such a system is the Group Policy system, which is described in the Group 

Policy Protocols Overview document [MS -GPOD] . 

This document describes the member protocols that comprise the Active Directory system. It also 
describes the abstract state that is shared between the system's protocols. This document is intended 
for anyone who plans to implement the Active Directory syst em because it provides a high - level 
introduction to the functionality of the system and also describes the protocols that an implementation 
of the Active Directory system supports.  

This document does not duplicate or replace the content of the protocol spe cifications that describe 
the individual protocols in the Active Directory system. An implementer has to refer to those Technical 

Documents (TDs) for information about each protocol. Additionally, the Active Directory Technical 
Specification [MS -ADTS]  contains vital information about the behavior of the DS, such as the state 
model and processing rules, that is essential to the correct functioning of the system.  

A DS is a service that stores and organizes directory objects  in a centralized, hierarchical data store. 
This hierarchical organization of objects is called the directory . A directory object is an object that 

contains one or more attributes . Each attribute can have one or more values. Directory objects are 
identified by a name that is unique among all directory objects in the DS. The directory objects are 
organized in a hierarchical manner with regards to other directory objects. For example, a DS might 
have a container directory object named Users, the contents of which (referred to as child directory 
objects) are containers named for each logical division of users; for example, Accounting Department, 
Human Resources Department, Engineering Department, and so on. The contents of each of these 
containers, in turn, could be user objects, each of  which represents one individual user and contains 

attributes that store information about that user, such as the user name, password, or telephone 
number. The following diagram shows this example.  

%5bMS-GPOD%5d.pdf#Section_6e6349392ccf4412b75f0035dc05ea67
%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
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Figure 1 : Example of directory organization  

The Active Directory system can operate in two distinct modes: as Active Directory Lightweight 
Directory Services (AD LDS)  and as Active Directory Domain Services (AD DS) . 

AD LDS consists of a directory service that is accessible via the Lightweight Directory Access 
Protocol (LDAP)  versions 2 and 3. AD LDS is pr imarily intended for use by application software as a 

storage mechanism. Note that information that is applicable to AD LDS on applicable Windows Server 
releases is also generally applicable to AD LDS on Windows clients. For more information, see [MS -
ADTS]  section 1.  

AD DS is also accessible via LDAP versions 2 and 3, but it extends the basic DS to include additional 

capabilities, such as the ability to host domain naming contexts (domain NCs) , a nd additional 
protocols. This permits AD DS to store the account information for the users of a computer network. 
The collection of accounts that is stored in AD DS is referred to as a domain . S uch account storage is 
a vital function of the Active Directory system, and in particular of AD DS. However, the Active 
Directory system is not limited to storing such information. Any information that can be represented 
as a collection of attribute/value pairs, including the possibility of multivalued attributes, can be 
modeled as a directory object and can be stored in the Active Directory system.  

Except where noted otherwise, information in this document applies to both AD DS and AD LDS. The 
Active Direc tory system encompasses both AD DS and AD LDS.  

Physically, the Active Directory system consists of one or more computer servers  that run a directory 
service. In the case of both AD DS and AD LDS, these computers are referred to as domain 
controllers (DCs) . Even though the directory service can be running on multiple com puters, these 
computers replicate the contents of the directory so that a client  sees a consistent view of the 
directory no matter which directory server or DC it communicates with. The network protocols that 

perform this replication are described in [MS -DRSR] , [MS -NRPC] section 3.6, and [MS -SRPL].<1>  

%5bMS-DRSR%5d.pdf#Section_f977faaa673e4f66b9bf48c640241d47
%5bMS-NRPC%5d.pdf#Section_ff8f970f3e3740f7bd4baf7336e4792f
%5bMS-SRPL%5d.pdf#Section_ec69eea50d5e428ab5bc66732aaeb866
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Note   This document, like [MS -ADTS] and [MS -DRSR], uses the term "domain controller" to refer to a 
DS that runs as either AD DS or AD LDS. Both AD DS and AD LDS are considered to be directory 

services.  

Directory objects can be created and deleted in the directory. Subsequent to its creation, the contents 

of a directory object can be modified by adding or r emoving attributes and their values, or by 
changing the values of existing attributes. Clients can retrieve the contents of directory objects either 
by reading the attributes of a specific object or by querying for any objects that match client -specified 
criteria.  

The core protocol that clients use to perform operations is LDAP version 3 as described in [MS -ADTS] 
which is preferred over version 2. Clients can also communicate with the Active Directory system by 
using the network protocols described in [MS -DRSR], [MS -SRPL], [MS -SAMR] , [MS -LSAD] , [MS -LSAT] , 

and [MS -DSSP] , as well as the Web Service protocols described in [MS -ADDM] , [MS -WSTIM] , [MS -
ADCAP] , [MS -WSDS] , and [MS -WSPELD] . The set of protocols that the Active Directory system 
supports depends on whether the system is running as AD DS or AD LDS (see section 2.8 ).  

This document provides a description of the client -server functionality of the Active Directory system 

and additional specific b enefits that a client realizes from being associated with an AD DS directory 
service (that is, "joined to a domain") that are described later in this document. This document does 

not describe identity and security concepts that are defined as part of the W indows Protocols Overview 
Document [MS -WPO] . 

A directory service is a service that stores and organizes directory objects in a centralized, hierarchical 
data store. A central con cept in the directory service is the directory tree . A directory tree is an 
arrangement of directory objects into a tree structure. Each directory object has exactly one parent 
directory object,  except for the object that serves as the root of the tree and has no parent. Each 
directory object can have zero or more child objects. Each directory object is assigned a name (the 

relative di stinguished name (RDN) ) that is unique among its sibling objects. Each directory object 
can be uniquely identified from among all the other objects in the directory service by its 
distinguished name (DN) , which is formed by concatenating the RDNs of the directory objects along 
the path from the root of the tree to the specific object. For more information, see [MSDN -
DomainTrees] . 

Domain Interaction  

AD DS implements one or more domains within a forest . A domain provides a number of services to 

its clients, primarily related to security and management. The security principals  of the domain are 
all available from the AD DS domain controller; therefore, the domain serves as the primary source of 
identity for the clients of the domain. The domain, through the relevan t security protocols, provides 
the basis for authentication within the domain, allowing principals  within the domain to establish 
authenticated connections with each other. During the authentica tion process, the domain provides 
authorization information in the form of additional identities that represent groups, enabling 

authorization decisions to be made.  

AD DS stores directory data and manages communication between users and domains. This inclu des 
user logon processes, authentication, and directory searches. AD DS provides a distributed database 
that stores and manages information about network resources and application -specific data from 
directory -enabled applications. Administrators can use AD  DS to organize elements of a network, such 
as users, computers, and other devices, into a hierarchical containment structure. The hierarchical 

containment structure includes the Active Directory forest, domains in the forest, and organizational 

units (OUs ) in each domain.  

The Active Directory system that runs as the AD DS service on an AD DS domain controller provides 
certain services and benefits to domain - joined clients. These benefits include support for the 
Kerberos  authentication protocol, which domain - joined clients can use to authenticate to the AD DS 
domain controller and to each other. The benefits also include certificate  autoenrollment, which 
automatically deploys certificates to domain - joined computers and to users whose accounts are stored 
in the directory service, and automatic deployment of administrator -configured policy  settings.  

%5bMS-SAMR%5d.pdf#Section_4df07fab1bbc452f8e927853a3c7e380
%5bMS-LSAD%5d.pdf#Section_1b5471ef4c334a91b079dfcbb82f05cc
%5bMS-LSAT%5d.pdf#Section_1ba21e6fd8a9462c91534375f2020894
%5bMS-DSSP%5d.pdf#Section_6f84384624944d49b7152f181317dd34
%5bMS-ADDM%5d.pdf#Section_af3eb9beb4074423a707387fedbbaf1d
%5bMS-WSTIM%5d.pdf#Section_08164681df9149bda0eace949d1cc536
%5bMS-ADCAP%5d.pdf#Section_74b4db2d100d407f92f65853cbf6a35e
%5bMS-ADCAP%5d.pdf#Section_74b4db2d100d407f92f65853cbf6a35e
%5bMS-WSDS%5d.pdf#Section_2ded136c2fe24f7d8d09a7118815c6bb
%5bMS-WSPELD%5d.pdf#Section_6a42ec42619f4f0c9842a4987d28282c
%5bMS-WPO%5d.pdf#Section_c5f54a7765be40a0bb829e4181d8ab67
https://go.microsoft.com/fwlink/?LinkId=237475
https://go.microsoft.com/fwlink/?LinkId=237475
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Many network - related operations depend on domains in order to complete various tasks. This 
document describes some of these tasks, including:  

Á Locating a domain controller using DNS  and NetBIOS .  

Á Joining a domain by creating an account via the Security Account Manager remote procedure 

call (RPC)  protocol [MS -SAMR].  

Á Joining a domain by creating an account via LDAP.  

Á Removing a domain member .  

This document includes protocols that are used to communicate wi th a domain controller and maintain 
state. It also includes protocols that are used to augment authentication and authorization actions, 
and protocols that are used to interact with domain controllers.  

The domain controller serves a central role  in an enterprise network by functioning as the root of 

authority for sets of users and computers. A domain controller aggregates functionality that relates to 
identity management, authentication, authoriz ation, and other management policy. Clients of the 

domain functionality in turn rely on the domain controller to establish secure communication, 
authorize requests, and apply policy. A client of the domain can itself be a server of some other role, 
for exa mple, a file server that is handling the file storage requirements of other client workstations.  

Directory Replication  

Active Directory is a distributed directory service that stores objects that represent real -world entities, 
such as users, computers, ser vices, and network resources. Objects in the directory are distributed 
among all domain controllers in a forest, and all domain controllers can be updated directly. Active 
Directory replication is the process by which the changes that originate on one doma in controller are 
automatically transferred to other domain controllers that store the same data.  

The Active Directory replication model ensures that Active Directory data on one domain controller will 
eventually converge with the replica  of the same data on other domain controllers in the same 

domain. The Active Directory replication model determines how changes to Active Directory data are 
propagated and tracked automatically between domain con trollers. The replication model allows 

directory data on each domain controller to be updated directly. Each domain controller maintains 
replication metadata that indicates the update status both for itself and relative to other domain 
controllers. In addi tion, the replication model allows each domain controller to request (or pull) only 
the changes that need to be replicated and to forward changes to other domain controllers that 
require them.  

When a change is made to an object in a directory partition, th e value of the changed attribute or 
attributes is updated on all domain controllers that store a replica of the same directory partition. 
Domain controllers communicate data updates automatically through Active Directory replication. 
Their communication ab out updates is always specific to a single directory partition at a time.  

A domain that is run by AD DS can consist of many partitions or naming contexts (NCs) . The DN of 
an object includes enou gh information to locate a replica of the partition that holds the object. The 

global catalog (GC)  contains a partial replica of every NC in the directory. It also contains the 
schema  and configuration naming contexts (config NCs) . This means that the GC holds a replica 

of every object in the directory but with only a small number of their attributes. The attributes in the 
GC are those that are most frequently used in search operations, such as a user's first and last names 
or logon names, and those required to locate the full replica of the object.  

Active Directory objects a re instances of schema -defined classes, which consist of named sets of 
attributes. Schema definitions determine whether an attribute can be administratively changed. 

Attributes that cannot be changed are never updated and therefore never replicated. Howeve r, most 
Active Directory objects have attribute values that can be updated.  
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Replication within a site  occurs as a response to changes. On its NTDS  Settings object, the source 
domain controller stores a repsTo attribute that lists all servers in the same site that pull replication 

from it. The Knowledge Consistency Checker (KCC) updates these attributes, as described later in this 
section.  

When a change occurs on a source domain controller, it notifies its destination replication partner, 
prompting the destination domain controller to request the changes from the source domain 
controller.  The source domain controller either responds to the change request with a replication 
operation or places the request in a queue if requests are already pending. Each domain controller has 
a queue of pending replication operations that are processed one a t a time.  

Directory Replication Service (DRS) Remote Protocol [MS -DRSR] is an RPC protocol for replication and 
management of data in Active Directory. Domain controllers use the Security Account Manager (SAM) 

Remote Protocol (Server - to -Server) [MS -SAMS]  to forward time -critical database changes to the 
primary domain controller (PDC) , and to forward time -critical databa se changes from a read - only 
domain controller (RODC)  to a writable NC replica  within the same domain outside the normal 
replication protocol. This protocol is used only between Active Directory servers in the same domain. 
Beginning with Windows Server 2008 operating system, this protocol was extended to forward certain 

write operations that are not time critical from an RODC to a writa ble NC replica. The SAMS protocol 

addresses the requirement to propagate a subset of database changes to the PDC more quickly than 
the Directory Replication Service (DRS) Remote Protocol. This rapid propagation is used for sensitive 
information when the de lay imposed by standard Active Directory replication creates an unwelcome 
burden on the user or creates a risk to the enterprise. An example of the former is a password change 
operation; if the password is not made available rapidly, a user can experience unpredictable 
authentication failures when the new password is tried against domain controllers that have not yet 
replicated it. An example of the latter is when an account is locked out due to multiple password 

failures; the lockout condition, and, equall y important, the lockout -cleared condition, has to be 
propagated rapidly throughout the domain.  

Replication can be event -driven or schedule -driven as explained in [MS -ADTS] section 3.1.1.1.14.  

Knowledge Consistency Checker (KCC)  

A domain controller that runs Active Directory is part of a distributed system that performs replication. 

The KCC is a component that reduces the administrative burden of maintaining a functioning 
replication topology. The KCC ensures that a replication pa th exists between the same NCs that are 

present in different DCs. The KCC is explained in [MS -ADTS] sections 3.1.1.1.13 and 6.2. The KCC 
helps administrators build a replication topology that incurs minimal cost. This cost is defined by the 
administrator a s explained in [MS -ADTS] section 3.1.1.1.13.  

FSMO Roles  

Each DC accepts originating updates  for most attributes of most objects within its writable NC 
replicas. However, certain updates are acce pted only if the DC is the single designated "master" DC 

for the update. This mechanism is called flexible single master operation (FSMO) . 

If some or all of the updates to an object are single -m astered, that object belongs to a defined set of 
objects. [MS -DRSR] section 4.1.10.5.3 (GetReplScope) specifies these sets, which are called FSMO 
roles . Each FSMO role is applicable to a certain  scope: either domain -wide, or forest -wide. The 
domain -wide FSMO roles include the Infrastructure Master FSMO , the Rid Master FSMO , and the PDC 

Emulator FSMO . The forest -wide FSMO roles include the Domain Naming FSMO  and the Schema 
Master FSMO . There are n o FSMO roles that apply strictly to application NCs . 

Because a server that is operating as AD LDS does not host domain NCs, it cannot own any of the 
three domain -specific FSMO roles. It can own the Schema Master FSMO and Domain Naming FSMO 
roles.  

In a given NC, each FSMO role is represented by an object. [MS -DRSR] section 4.1.10.5.3 
(GetReplScope) specifies these objects, which are called FSMO role objects . 

%5bMS-SAMS%5d.pdf#Section_2e785e4ed5b64ae3b479351a50830921
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The fSMORoleOwner attribute of each FSMO role object is an object reference to the nTDSDSA object 
of the DC that owns the role; that is, the DC that performs updates to objects in the role. Information 

about nTDSDSA objects and how t hey represent DCs are specified in [MS -ADTS] section 6.1.  

An originating update to an object within a FSMO role generates an LDAP referral if the DC that 

receives the request cannot perform the update; the referral is to the DC represented by the 
nTDSDSA o bject referenced by the FSMO role object's fSMORoleOwner attribute on the DC that 
received the request.  

The processing of updates affected by FSMO roles is fully specified in [MS -ADTS] section 3.1.1.5.  

The IDL_DRSGetNCChanges method ([MS -DRSR] section 4.1 .10) makes an originating update to the 
fSMORoleOwner attribute of a FSMO role object while preserving single -mastering of updates to the 
FSMO role. The ability to update the fSMORoleOwner attribute in this way is exposed through LDAP as 

the root DSE updat es becomeDomainMaster, becomeInfrastructureMaster, becomePdc, 
becomePdcWithCheckPoint, becomeRidMaster, and becomeSchemaMaster, as specified in [MS -ADTS] 
section 3.1.1.3.  

Reading the rootDSE attribute valid FSMOs on a DC returns the set of all FSMO roles ( represented as 
FSMO role objects) that the DC will update, as specified in [MS -ADTS] section 3.1.1.3.  

Active Directory Trust Management  

Active Directory domains rarely exist in isolation. Many Active Directory deployments in customer sites  
consist of two or more domains that represent boundaries between different geographical, managerial, 
organizational, or administrative layouts. For example, when company "A" acquires company "B", it 
quickly becomes necessary for preexisting domains to sta rt trusting each other. Alternatively, in some 
deployments, servers that have a specific role (such as a mail server) can be members of a "resource 
domain", easing the management burden by combining like roles under one administrative domain.  

Communicatio n between disparate domains, especially secure communication that involves 

authentication and authorization, requires that some stateful knowledge is shared between the peer 
domains in order for them to trust one another. Some of this knowledge is sensitiv e, forming the 
cryptographic basis of trust mechanisms used in protocols such as Kerberos and Netlogon  RPC. Other 

state is public knowledge, such as the NetBIOS name of a peer domain, or which security identifiers  
are owned by the peer domain. Information like this plays a crucial role when performing name 
lookups, which are essential for authorization, locating user accounts, or simpl y displaying information 
in some type of user interface.  

Active Directory stores trust information in trusted domain objects (TDOs)  ([MS -ADTS] section 
6.1.6.2) and, depending on the kind of trus t established, in associated user accounts, interdomain 
trust accounts , for the trusted domain . There are different types of trusts that exist between Active 
Directory domains, as described in [MS -ADTS] section 6.1.6.2. TDOs can be managed through the 
LSAD protocol ([MS -LSAD] section 3.1.4.7).  

1.1  Glossary  

This document uses the following terms:  

access control entry (ACE) :  An entry in an access control list (ACL)  that contains a set of user 

rights and a security identifier (SID)  that identifies a princ ipal for whom the rights are 
allowed, denied, or audited.  

access control list (ACL) : A list of access control entries (ACEs)  that collectively describe the 
security rules for authorizing access to some resource; for example, an object or set of objects.  

account : A user (including machine account), group , or alias object. Also a synonym for security 
principal or principal.  
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account datab ase : The portion of the directory that maintains the accounts for the principals  of 
the domain. In Windows NT -4 style domains, the account database includes all information in 

the domain; in Act ive Directory ïstyle domains, the account database contains a subset of the 
entire LDAP -accessible directory that the Active Directory ïstyle domain hosts.  

Active Directory : A general -purpose network directory service . Active Directory  also refers to 
the Windows implementation of a directory service . Active Directory  stores information 
about a variety of objects in the network. User accounts, computer accounts, groups, and all 
related credential information used by the Windows implementation o f Kerberos  are stored in 
Active Directory . Active Directory  is either deployed as Active Directory Domain Services 
(AD DS)  or Active Directory Lightweight Directory Services (AD LDS) . [MS -ADTS]  
describes both forms. For more information, see [MS -AUTHSOD]  section 1.1.1.5.2, Lightweight 

Directory Access Protocol (LDAP)  versions 2 and 3, Kerberos , and DNS .  

Active Dire ctory Domain Services (AD DS) : A directory service (DS)  implemented by a 
domain controller (DC) . The DS  provides a data store for objects that is distributed across 
multiple DCs . The DCs  interoperate as  peers to ensure that a local change to an object 
replicates correctly across DCs . For more information, see [MS -AUTHSOD] section 1.1.1.5.2 and 

[MS -ADTS]. For information about product versions,  see [MS -ADTS] section 1. See also Active 

Directory .  

Active Directory Lightweight Directory Services (AD LDS) : A directory service (DS)  
implemented by a domain controller (DC) . The most significant difference between AD LDS  
and Active Directory Domain Services (AD DS)  is that AD LDS  does not host domain 
naming con texts (domain NCs) . A server can host multiple AD LDS  DCs . Each DC  is an 
independent AD LDS  instance, with its own independent state. AD LDS  can be run as an 
operating system DS  or as a directory service provided by a standalone application (Active 

Directory Application Mode (ADAM)). For more information, see [MS -ADTS]. See also Act ive 
Directory .  

Active Directory - style domain : A domain that is created as described in [MS -ADTS] section 1. 
Active Directory -style domains implement Active Directory, LDAP, Kerberos authentication, and 
advanced configurations and features that are not supp orted in Windows NT 4.0 -style domains.  

ADCAP : The Active Directory Web Services Custom Action Protocol [MS -ADCAP] . 

application naming context (application NC) : A specific type of naming context (NC) , or an 

instance of that type, that supports only full replicas (no partial replicas). An application NC  
canno t contain security principal objects in Active Directory Domain Services (AD DS), but can 
contain security principal objects in Active Lightweight Directory Services (AD LDS). A forest  
can have zero or more application NCs  in either AD DS or AD LDS. An application NC can 
contain dynamic objects. Application NCs  do not appear in the global catalog (GC) . The root 
of an application NC  is an object of class domainDNS.  

attribute : An identifier for a  single or multivalued data element that is associated with a directory 
object. An object consists of its attributes  and their values. For example, cn (common name), 
street (street address), and  mail (email addresses) can all be attributes  of a user object. An 
attribute's  schema, including the syntax of its values, is define d in an attributeSchema object.  

backup domain controller (BDC) : A domain controller (DC)  that receives a copy of the 

domain  directory database from the primary domain controller (PDC) . This copy is 
synchronized periodically and automatically with the prim ary domain controller (PDC) . BDCs 

also authenticate user logons and can be promoted to function as the PDC . There is only one 
PDC  or  PDC  emulator in a domain , and the rest are backup domain controllers . 

binary large object (BLOB) : A collection of binary data stored as a single entity in a database.  

binding : The string representation of the protocol sequence, NetworkAddress, and optionally the 
endpoint . Also referred to as "string binding". For more information, see [C706]  section "String 
Bindings".  

%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
%5bMS-AUTHSOD%5d.pdf#Section_953d700a57cb4cf7b0c3a64f34581cc9
%5bMS-ADCAP%5d.pdf#Section_74b4db2d100d407f92f65853cbf6a35e
https://go.microsoft.com/fwlink/?LinkId=89824
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certificate : A certificate is a collection of attributes and extensions that can be  stored persistently. 
The set of attributes in a certificate can vary depending on the intended usage of the certificate. 

A certificate securely binds a public key to the entity that holds the corresponding private key. A 
certificate is commonly used for a uthentication and secure exchange of information on open 

networks, such as the Internet, extranets, and intranets. Certificates are digitally signed by the 
issuing certification authority (CA) and can be issued for a user, a computer, or a service. The 
mos t widely accepted format for certificates is defined by the ITU -T X.509 version 3 
international standards. For more information about attributes and extensions, see [RFC3280]  
and [X509]  sections 7 and 8.  

client : Synonym for client computer .  

client computer : The client machine in the domain  or network topology of clients, servers, and 

domain controllers . Alternatively, a computer that is not a domain controller server ; the 
computer may or may not be joined to a domain.  

configuration naming context (config NC) : A specific type of naming context (NC) , or an 
instance of that type, that contains configuration information. In Active Directory , a single 

config NC  is shared among all domain controllers (DCs)  in the forest. A config NC  cannot 
contain security principal objects.  

credential : Previously established, authentication data that is used  by a security principal to 
establish its own identity. When used in reference to the Netlogon Protocol, it is the data that is 
stored in the NETLOGON_CREDENTIAL structure.  

deleted - object : An object that has been deleted, but remains in storage until a con figured 
amount of time (the deleted -object lifetime) has passed, after which the object is transformed 
to a recycled -object. Unlike a recycled -object or a tombstone , a deleted - object  maintains 
virtually all the state of the object before deletion, and can be undeleted without loss of 

information. Deleted - objects  exist only when the Recycle Bin optional feature is enabled.  

directory : The database that stores information about objects such as users, groups, computers, 
printers, and the directory service  that makes this information available to users and 
applications.  

directory object : A Lightweight Directory Access Protocol (LDAP)  object, as specified in 
[RFC2251] , that is a specialization of an object.  

directory service (DS) : A service that stores and organizes information about a computer 

network's users and network shares, and that allows network administrators to manage users' 
access to the shares. See also Active Directory . 

directory tree : An LDAP  directory service  is organized into a hierarchical tree structure in which 
each directory object  has exactly one parent directory  object  (except for one object that 
serves as the root of the tree) and zero or more child directory objects .  

distinguished name (DN) : In the Active Directory  directory service, the unique identifier of an 

object in Active Directory , as described in [MS -ADTS] and [RFC2251].  

domain : A set of users and computers sharing a comm on namespace and management 

infrastructure. At least one computer member of the set must act as a domain controller (DC)  
and host a member list that identifies all members of the domain, as well  as optionally hosting 
the Active Directory  service. The domain controller provides authentication of members, 
creating a unit of trust for its members. Each domain has an identifier that is sha red among its 
members. For more information, see [MS -AUTHSOD] section 1.1.1.5 and [MS -ADTS].  

domain account : A stored set of attributes  representing a principal used to authenticate a user 
or ma chine to an Active Directory  domain.  

https://go.microsoft.com/fwlink/?LinkId=90414
https://go.microsoft.com/fwlink/?LinkId=90590
https://go.microsoft.com/fwlink/?LinkId=90325
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domain client : A client computer that is joined to a domain. The domain client can be a client or a 
server that offers other services to its clients. When the domain client acts as a supplicant to 

another domain client, the supplicant is referred to as a domain client in  a workstation role and 
the latter as a domain client in a server role.  

domain controller (DC) : The service, running on a server, that implements Active Directory , or 
the server hosting this ser vice. The service hosts the data store for objects and interoperates 
with other DCs  to ensure that a local change to an object replicates correctly across all DCs . 
When Active Directory  is operating as Active Directory Domain Services (AD DS) , the DC  
contains full NC replicas of the configuration naming context (config NC) , schema naming 
context (schema NC), and one of the domain NCs  in its forest . If the AD DS  DC  is a global 
catalog server (GC server), it contains partial NC replicas of the remaining domain NCs  in its 

forest . For  more information, see [MS -AUTHSOD] section 1.1.1.5.2 and [MS -ADTS]. When 
Active Directory  is operating as Active Directory Lightwei ght Directory Services (AD 
LDS) , several AD LDS  DCs  can run on one server. When Active Directory  is operating as AD 
DS , only one AD DS  DC  can run on one server. However, several AD LDS  DCs  can coexist with 
one AD DS  DC  on one server. The AD LDS  DC  contains full NC replicas of the config NC  and 
the schema NC in its forest . The domain controller is the server si de of Authentication Protocol 

Domain Support [MS -APDS] . 

domain controller server : A domain member, which can be a client or a server that offers other 
services to its clients. W hen the domain client acts as a supplicant to another domain client, the 
supplicant is referred to as a domain client in a workstation role and the latter as a domain 
client in a server role.  

domain functional level : A specification of functionality availa ble in a domain . Must be less than 
or equal to the DC functional level of every domain controller (DC)  that hosts a replica  of the 

domain's  naming context (NC) . For information on defined levels, corresponding features, 
information on how the domain functional level  is determined, and supported domain 
controllers , see [MS -ADTS] sections 6.1.4.2 and 6.1.4.3. When Active Directory  is operating 
as Active Directory Lightwei ght Directory Services (AD LDS) , domain functional level  
does not exist.  

domain member (member machine) : A machine that is joined to a domain by sharing a secret 

between the machine and the doma in.  

Domain Name System (DNS) : A hierarchical, distributed database that contains mappings of 
domain names to various types of data, such as IP addresses. DNS enables the location of 
computers and services by user - friendly names, and it also enables the dis covery of other 
information stored in the database.  

domain naming context (domain NC) : A specific type of naming context (NC) , or an instance 
of that type, that represents a domain . A domain NC  can contain security principal objects; no 

other type of NC  can contai n security principal objects. Domain NCs  appear in the global 
catalog (GC) . A domain NC  is hosted by one or more domain controllers (DCs)  operating 
as AD DS . In AD DS , a forest  has one or more domain NCs . A domain NC cannot exist in AD 
LDS. The root of a domain NC  is an object of class domainDNS; for directory replication [MS -
DRSR] , see domainDNS.  

domain object : A unit of data storage in a domain  that is maintained and made available to 

domain  members by a domain controller (DC) .  

endpoint : A network -specific address of a remote procedure call (RPC) server process for remote 
procedure calls. The actual name and type of the endpoint depends on the RPC  protocol 
sequence that is being used. For example, for RPC over TCP (RPC Protocol Sequence 
ncacn_ip_tcp), an endpoint might be TCP port 1025. For RPC over Server Message Block (RPC 
Protocol Sequence ncacn_np), an endpoint might be the  name of a named pipe. For more 
information, see [C706].  

%5bMS-APDS%5d.pdf#Section_dd444344fd7e430eb3137e95ab9c338e
%5bMS-DRSR%5d.pdf#Section_f977faaa673e4f66b9bf48c640241d47
%5bMS-DRSR%5d.pdf#Section_f977faaa673e4f66b9bf48c640241d47
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enumeration context : A session context that represents a specific traversal through a logical 
sequence of XML element information items using the Pull operation defined in WS -Enumeration 

specificatio n. See [WSENUM] . 

extended control : A mechanism that is used to specify extension information in a Lightweight 

Directory Access Pr otocol (LDAP)  version 3 operation. It is documented in [RFC2251] 
section 4.1.12, Controls, where it is referred to as a "control".  

flexible single master operation (FSMO) : A read or update operation on a naming context 
(NC) , such that the operation must be performed on the single designated master replica  of 
that NC . The mas ter replica  designation is "flexible" because it can be changed without losing 
the consistency gained from having a single master. This term, pronounced "fizmo", is never 
used alone; see also FSMO role , FSMO role owner, and FSMO object.  

forest : For Active Directory Domain Services (AD DS) , a set of naming contexts (NCs)  
consisting of one schema naming context (schema NC), one configuration naming context 
(config NC) , one or more domain naming contexts (domain NCs) , and zero or more 
application naming contexts (application NCs) . Because a set of NCs  can be arranged into 

a tree structure, a forest  is also a set containing one or several trees of NCs . For AD LDS , a set 
of NCs  consisting of one schema NC, one config NC , and zero or more application NCs . (In 

Microsoft documentation, an AD LDS  forest  is called a "configuration set".)  

FSMO role : A set of objects that can be updated in only one naming context (NC)  replica (the 
FSMO role owner's replica) at any giv en time. For more information, see [MS -ADTS] section 
3.1.1.1.11. See also FSMO role owner.  

FSMO role object : An object in a directory  that represents a specific FSMO role . This object is 
an element of the FSMO role  and contains the fSMORoleOwner attribute.  

fully qualified domain name (FQDN) : (1) An unambiguous domain name th at gives an absolute 

location in the Domain Name System's (DNS)  hierarchy tree, as defined in [RFC1035]  section 
3.1 and [RFC2181]  section 11.  

(2) In Active Directory , a fully qualified dom ain name (FQDN) (1)  that identifies a 

domain .  

global catalog (GC) : A unified partial view of multiple naming contexts (NCs)  in a dis tributed 
partitioned directory. The Active Directory  directory service GC is implemented by GC servers. 
The definition of global catalog  is specified in [MS -ADTS] section 3.1.1.1.8.  

group : A collection of objects that can be treated as a whole.  

identity : An account that represents a person (user account), an application (ser vice account), 
and computers that participate in the domain (machine accounts). A password is used by the 
system as proof of an identity.  

interdomain trust account : An account that stores information associated with a domain  trust in 
the domain controllers (DCs)  of the domain  that is trusted to perform authentication.  

Interf ace Definition Language (IDL) : The International Standards Organization (ISO) standard 
language for specifying the interface for remote procedure calls. For more information, see 

[C706] section 4.  

Kerberos : An authentication system that enables two parties  to exchange private information 
across an otherwise open network by assigning a unique key (called a ticket) to each user that 
logs on to the network and then embedding these tickets into messages sent by the users. For 
more information, see [MS -KILE] .  

Key Distribution Center (KDC) : The Kerberos  service that implements the authentication and 
ticket granting services s pecified in the Kerberos  protocol. The service runs on computers 

https://go.microsoft.com/fwlink/?LinkId=90580
https://go.microsoft.com/fwlink/?LinkId=90264
https://go.microsoft.com/fwlink/?LinkId=127732
%5bMS-KILE%5d.pdf#Section_2a32282edd484ad9a542609804b02cc9
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selected by the administrator of the realm  or domain; it is not present on every machine on the 
network. It must have access to an account  database for the realm that it serves. KDCs  are 

integrated into the domain controller  role. It is a network service that supplies tickets to 
clients  for use in authent icating to services.  

Lightweight Directory Access Protocol (LDAP) : The primary access protocol for Active 
Directory . Lightweight Directory Access Protocol (LDAP) is an industry -standard protocol , 
established by the Internet Engineering Task Force (IETF), which allows users to query and 
update information in a directory service (DS) , as described in [MS -ADTS]. The Lightweight 
Directory Access Protocol can be either version 2 [RFC1777]  or version 3 [RFC3377] . 

mailslot : A mechanism for one -way interprocess commu nications (IPC). For more information, see 
[MSLOT]  and [MS -MAIL] .  

member server : A server that is joined to a do main and is not acting as an Active Directory  
domain controller (DC) .  Member servers typically function as file servers, applicatio n servers, 
and so on and defer user authentication to the domain controller.  

mutual authentication : A mode in which each party verifies the identity of the other party, as 
described in [RFC37 48]  section 7.2.1.  

naming context (NC) : An NC  is a set of objects organized as a tree. It is referenced by a 

DSName. The DN  of the D SName is the distinguishedName attribute  of the tree root. The GUID 
of the DSName is the objectGUID attribute  of the tree root. The security identifier (SID)  of 
the DSName, if present, is the objectSid attribute  of the tree root; for Active Directory 
Domain Services (AD DS) , the SID  is present if and only if the NC  is a domain naming 
context (domain NC) . Active Directory  supports organizing several NCs  into a tree 
structure.  

NetBIOS : A particular network transport that is part of the LAN Manager protocol suite. NetBIOS  

uses a broadcast communication style that was applicable to early segment ed local area 
networks. A protocol family including name resolution, datagram, and connection services. For 
more information, see [RFC1001]  and [RFC1002] . 

Netlogon : The Netlogon Remote Protocol, as specified in [MS -NRPC]. 

Network Data Representation (NDR) : A specification that defines a mapping from Interface 
Definition Language (IDL)  data types onto octet streams. NDR  also refers to the runtime 
environment that implements the mapp ing facilities (for example, data provided to NDR ). For 

more information, see [MS -RPCE] and [C706] section 14.  

NT Directory Service (NTDS) : A previous name for Active Directory .  

object class : A set of restrictions on the construction and update of objects. An object class  can 
specify a set of must -have attributes (every object of the class must have at least one value of 
each) and may -have attributes (every object of the class may have a value of each). An object 
class  can also specify the allowable classes for the parent object of an object in the class. An 

object class  can be defined by single inheritance; an object whose  class is defined in this way 
is a member of all object classes  used to derive its most specific class. An object class  is 
defined i n a classSchema object. See section 1 of [MS -ADTS] and section 1 of [MS -DRSR].  

originating update : An update that is performed to an NC replica via any protocol except 
replication. An originatin g update  to an attribute or link value generates a new stamp for the 
attribute or link value.  

policy : A collection of settings that contains global settings, profile settings, firewall rules, and 

connection security rules. Together these settings specify h ow the host firewall and Internet 
Protocol security (IPsec) behave on the client computer.  

https://go.microsoft.com/fwlink/?LinkId=90290
https://go.microsoft.com/fwlink/?LinkID=91337
https://go.microsoft.com/fwlink/?LinkId=90218
%5bMS-MAIL%5d.pdf#Section_8ea19aa46e5a4aedb6280b5cd75a1ab9
https://go.microsoft.com/fwlink/?LinkId=90444
https://go.microsoft.com/fwlink/?LinkId=90260
https://go.microsoft.com/fwlink/?LinkId=90261
%5bMS-NRPC%5d.pdf#Section_ff8f970f3e3740f7bd4baf7336e4792f
%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
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primary domain controller (PDC) : A domain controller (DC)  designated to track changes 
made to the accou nts of all computers on a domain . It is the only computer to receive these 

changes directly, and is specialized so as to ensure consistency and to eliminate the potential for 
conflicting entries  in the Active Directory  database. A domain  has only one PDC .  

principa l : A unique entity identifiable by a security identifier (SID)  that is typically the 
requester of access to securable objects or resources. It often corresponds to a human user but 
can also be a  computer or service. It is sometimes referred to as a security principal .  

read - only domain controller (RODC) : A domain controller (DC)  that does not accept 
originating updates . Additionally, an RODC  does not perform outbound replication. An ROD C 
cannot be the primary domain controller (PDC) for its domain.  

relative distinguished name (RDN) : In the Active Directory  directory service, the unique 

name of a child element relative to its parent in Active Directory. The RDN of a child element 
combined with the fully qualified domain name (FQDN) (2)  of the pare nt forms the FQDN of 
the child.  

relative identifier (RID) : The last item in the series of SubAuthority values in a security 
identifier (SID)  [SIDD] . It distinguishes one account or group from all other accounts and 
groups in the domain. No two accounts or groups in any domain share the same RID.  

remote procedure call (RPC) : A communication protocol used primarily between client and 
server. The term has three definitions that are often used interchangeably: a runtime 
environment providing for communication facilities between computers (the RPC runtime); a set 
of request -and - response message exchanges between computers (the RPC exchang e); and the 
single message from an RPC exchange (the RPC message).  For more information, see [C706].  

replica : A variable containing a set of objects.  

replica domain controller / replica directory server : A server that contains a replicated copy 

of the dir ectory and is able to answer client requests over any protocol that the directory service 
supports.  

role : The domain role quantifies the relationship between a computer and a domain. Domain roles 

include the following: Joined: Linked to a domain for purpos es of policy and security. 
Standalone: Not associated with any domain. Domain controller: Linked to a domain, and 
hosting that domain.  

SASL : The Simple Authentication and Security Layer, as described in [RFC2222] . This is an 

authentication mechanism used by the Lightweight Directory Access Protocol (LDAP) . 

schema : The set of attributes  and object classes  that govern the creation and update of 
objects.  

Secure Sockets Layer (SSL) : A security protocol that supports confidentiality and integrity of 
messages in clien t and server applications that communicate over open networks. SSL uses two 
keys to encrypt data -a public key known to everyone and a private or secret key known only to 

the recipient of the message. SSL supports server and, optionally, client authenticati on using 
X.509 certificates. For more information, see [X509]. The SSL protocol is precursor to 

Transport Layer Security (TLS) . The TLS version 1.0 specification is based on SSL version 
3.0 [SSL3] . 

security descriptor : A data structure containing the security information associated with a 
securable object. A security descriptor  identifies an object's owner by its security identifier 
(SID) . If access control is configured for the object, its security descriptor  contains a 

discretionary access control list (DACL) with SIDs  for the security principals  who are allowed 
or denied access. Applications use this structure to set and query an object's security status. 
The security descriptor  is used to guard access to an object as well as to control which type of 
audi ting takes place when the object is accessed. The security descriptor  format is specified in 
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[MS -DTYP]  section 2.4. 6; a string representation of security descriptors , called SDDL, is 
specified in [MS -DTYP] section 2.5.1.  

security identifier (SID) : An identifier for security principals  that is used to identify an account 
or a group. Conceptually, the SID  is composed of an account authority portion (typically a 

domain ) and a smaller integer representing an identity relative to the account authority, 
termed the relative identifier (RID) . The SID  format is specified in [MS -DTYP] section 2.4.2; 
a string representation of SIDs  is specified in [MS -DTYP] section 2.4.2 and [MS -AZOD]  section 
1.1.1.2.  

security principal : An entity that is associated with a human user or a program that can be 
authenticated. At a minimum, it has two basic attributes, a name and an identifier, that u niquely 
identifies it and makes it meaningful to the system, administrators, and users. A security 

principal is also known as a principal or an account.  

server : A domain controller. Used as a synonym for domain controller. See [MS -ADOD]  

Server Message Block (SMB) : A protocol that is used to request file and print services from 

server systems over a network. The SMB protocol extends the CIFS protocol with additional 
security, file, and disk management support. For more information, see [CIFS]  and [MS -SMB] . 

service (SRV) resource record : A Domain Name System (DNS)  res ource record used to 

identify computers that host specific services, as specified in [RFC2782] . SRV resource records 
are used to locate domain controllers (DCs)  for Active Directory . 

service principal name (SPN) : The name a client uses to identify a service for mutual 
authentication. (For more information, see [RFC1964]  section 2.1.1.) An SPN  consists of either 
two parts or three parts, each separated by a forward slash ('/'). The first part is the  service 
class, the second part is the host name, and the third part (if present) is the service name. For 
example, "ldap/dc -01.fabrikam.com/fabrikam.com" is a three -part SPN  where "ldap" is the  

service class name, "dc -01.fabrikam.com" is the host name, and "fabrikam.com" is the service 
name. See [SPNNAMES]  for more information about SPN  format and composing a unique SPN . 

service ticket : A ticket for any service other than the ticket - granting service (TGS) . A service 

ticket  serves only to classify a ticket as not a ticket - granting ticket (TGT)  or cross - realm 
TGT, as specified in [RFC4120] . 

site : A collection of one or more well -connected (reliable and fast) TCP/IP subnets. By defining 
sites  (represented by site objects) an administrator can optimize both Active Directory  access 

and Active Directory  replication with respect to the physic al network. When users log in, 
Active Directory  clients find domain controllers (DCs)  that are in the same site  as the user, 
or near the same site  if there is no DC  in the site . See also Knowledge Consistency Checker 
(KCC). For more information, see [MS -ADTS].  

SOAP : A lightweight protocol for exchanging structured information in a decentralized, distributed 
environment. SOAP  uses XML  technologies to define an extensible messaging framework, 

which provides a message construct that can be exchanged over a variety of underlyi ng 
protocols. The framework has been designed to be independent of any particular programming 
model and other implementation -specific semantics. SOAP 1.2 supersedes SOAP 1.1. See 
[SOAP1.2 -1/2 003] . 

ticket - granting service (TGS) : A service that issues tickets for admission to other services in its 
own domain or for admission to the ticket -granting service in another domain.  

ticket - granting ticket (TGT) : A special type of ticket that can be used to obtain other tickets. 

The TGT is obtained after the initial authentication in the Authentication Service (AS) exchange; 
thereafter, users do not need to present their credentials, but can use the TGT to obtain 
subsequent tickets.  
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tombstone : An object th at has been deleted, but remains in storage until a configured amount of 
time (the tombstone lifetime) has passed, after which the object is permanently removed from 

storage. By keeping the tomb stone  in existence for the tombstone lifetime, the deleted state of 
the object is able to replicate. Tombstones  exist only when the Recycle Bin optional feature is 

not enabled.  

Transmission Cont rol Protocol (TCP) : A protocol used with the Internet Protocol (IP) to send 
data in the form of message units between computers over the Internet. TCP handles keeping 
track of the individual units of data (called packets) that a message is divided into for  efficient 
routing through the Internet.  

Transport Layer Security (TLS) : A security protocol that supports confidentiality and integrity of 
messages in client and server applications communicating over open networks. TLS  supports 

server and, optionally, client authentication by using X.509 certificates (as specified in [X509]). 
TLS  is standardized in the IETF TLS working group.  

trusted domain : A domain that is trusted to make authentication decisions for security principals 
in that domain.  

trusted domain object (TDO) : A collection of properties that define a trust relationship with 
another domain, such as direction (outbound, inb ound, or both), trust attributes, name, and 

security identifier of the other domain. For more information, see [MS -ADTS].  

User Datagram Protocol (UDP) : The connectionless protocol within TCP/IP that corresponds to 
the transport layer in the ISO/OSI referen ce model.  

user principal name (UPN) : A user account name (sometimes referred to as the user logon 
name) and a domain name that identifies the domain in which the user account is located. This 
is the standard usage for logging on to a Windows domain. The fo rmat is: 
someone@example.com (in the form of an email address). In Active Directory , the 

userPrincipalName attribute  of the account object, as described in [MS -ADTS].  

Windows NT 4.0 - style domain : A domain that is created from Windows NT 4.0 operating system  
servers with an account database that includes all the information in the domain. Windows NT 

4.0 -style domains do not implement Active Directory, LDAP directories, or Kerberos 
authentication.  

writable naming context (NC) replica : A naming context (NC)  replica that accepts originating 
updates. A writable NC replica  is always full, but a full NC replica is not always writable. 

Partial r eplicas are not writable. See also read -only full NC replica.  

XML : The Extensible Markup Language, as described in [XML1.0] .  

1.2  References  
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2  Functional Overview  

The Active Directory  protocols provide a centralized directory service  with the ability to in tegrate 
with the Windows domain security model. They are used for the following purposes:  

Á For storage of data that is a good fit to the data model used by LDAP  [LDAP]  and the other Active 
Directory Services protocols, namely, hierarchically organized objects that consist of a collection of 
attributes.  

Á For storage of relatively static data that is expected to be read at a significantly higher rate than it 
is updated.  

Á For use in scenarios where domain  integration capabilities are required. When deploying the 
Active Directory system to provide these capabilities, t he AD DS  mode of operation is used.  

Á For use in scenarios where other systems that have a dependency on the Active Directory system, 
such as Group Policy or Message Queuing, are to be deployed. W hen deploying the Active 
Directory system in support of these other systems, make sure to choose the appropriate mode of 

operation (typically, AD DS) for the Active Directory system.  

Á As a directory service for use by applications, such as web portals, that  store information about 

their registered users. In scenarios where domain integration capabilities are not required, the AD 
LDS  mode of operation can be a particularly good choice because it do es not require support for 
protocols such as SAMR, LSAD, and LSAT that are not used by the client  application in these 
scenarios.  

Á For replication of objects. Active Directory is a distributed di rectory service that stores objects that 
represent real -world entities such as users, computers, services, and network resources. Objects 

in the directory  are distributed among all domain controllers  in a forest . Directory replication 
protocols DRSR, SRPL, and SAMS are used to replicate directory objects  between different 
domain controllers.  

The Active Directory protocols are not used for the following purposes:  

Á As a replacement for a file system. Directory services such as the Active Directory system are not 
inten ded for storing highly volatile data, and emphasize read performance over write performance. 
They are also not designed for storing large amounts of unstructured data, such as storing a 

multimegabyte value in a single attribute  of a directory object.  

Á As a means of passing transient messages between clients. The Active Directory system is not 
intended to be a message -passing system. Applications that require such a system are 
encouraged to investi gate the use of a system that is designed for that purpose.  

There is no interoperability requirement that an implementation of the Active Directory system 
support both the AD DS and AD LDS modes of operation. Implementers are free to implement either 
or bo th modes of operation, depending on their requirements for and intended use of the Active 

Directory system.  

2.1  Components and Capabilities  

From an abstract point of view, the functionality provided by the Active Directory  protocols can be 

represented by the components shown in the following diagram.  
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Figure 2 : Active Directory system components  

2.2  Relevant Standards  

The following standards are relevant to the Active Directory system.  

Lightweight Directory Access Protocol (LDAP) , as specified in [RFC2247] : The Active Directory  
system conforms to LDAP version 3, as specified in [RFC3377] . Details of Active Directory's 
conformance are specif ied in [MS -ADTS]  section 3.1.1.3.1, LDAP Conformance. The Active Directory 

system also supports LDAP version 2 [ RFC1777] , although clients  are encouraged to use LDAP 
version 3.  

WS - Enumeration:  The Active Directory system uses the WS -Enumeration protocol [WSENUM]  to 
query for directory objects . The system extends the standard protocol with the extensions that are 
defined in [MS -WSDS]  and [MS -WSPELD] . In the Active Directory system, the WS -Enumeration 

protocol operates over the XML  data model described in [MS -ADDM] . 

WS - Transfer:  The Active Directory system uses the WS -Transfer protocol [WXFR]  to create, modify, 
remove, and read directory objects. The system extends the standard protocol with the extensions 
defined in [MS -WSTIM]  and [MS -WSPELD]. As w ith WS -Enumeration, the WS -Transfer protocol 
operates over the XML data model described in [MS -ADDM] in the Active Directory system.  

This document uses and extends the following standards.  

https://go.microsoft.com/fwlink/?LinkId=91344
https://go.microsoft.com/fwlink/?LinkID=91337
%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
https://go.microsoft.com/fwlink/?LinkId=90290
https://go.microsoft.com/fwlink/?LinkId=90580
%5bMS-WSDS%5d.pdf#Section_2ded136c2fe24f7d8d09a7118815c6bb
%5bMS-WSPELD%5d.pdf#Section_6a42ec42619f4f0c9842a4987d28282c
%5bMS-ADDM%5d.pdf#Section_af3eb9beb4074423a707387fedbbaf1d
https://go.microsoft.com/fwlink/?LinkId=90587
%5bMS-WSTIM%5d.pdf#Section_08164681df9149bda0eace949d1cc536
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Encryption and Checksum Specifications for Kerberos 5 , as specified in [RFC3961] . This 
standard is used for encryption and checksum mechanisms.  

Kerberos Authentication Protocol , as specified in [RFC4120] . This standard is used for 
authentication.  

Public Key Cryptography for Initial Authentication in Kerberos (PKINIT) , as specified in 
[RFC4556] . This standard is used for initial authentication in Kerberos .  

Simple Network Time Protocol (SNTP) , as specified in [RFC1769] . T his standard is an adaptation 
of the Network Time Protocol (NTP) that is used to synchronize computer clocks in the Internet. SNTP 
can be used when the ultimate performance of the full NTP implementation described in [RFC1305]  is 
not required or justified.  

Domain Names -  Concepts and Facilities , as specified in [RFC1034] . This standard is used for 

Domain Name System (DNS)  and domain  naming concepts.  

Domain Names -  Implementation and Specification , as specified in [RFC1035] . This standard is 
used for DNS and provides details of the domain system and protocol.  

DNS Extensions to Support IP Version 6 , as specified in [RFC3596] . This st andard is used for DNS 
to support hosts running IP version 6 (IPv6).  

UTF - 8, A Transformation Format of ISO 10646 , as specified in [RFC3629] . This standard is used 

for string data type specifi cation.  

Protocol Standard for a NetBIOS Service on a TCP/UDP Transport: Concepts and Methods , 
as specified in [RFC1001] . This standard is used for NetBIOS  services.  

Protocol Standard for a NetBIOS Service on a TCP/UDP Transport: Detailed Specifications , 
as specified in [RFC1002] . This standard is used for NetBIOS servi ces.  

https://go.microsoft.com/fwlink/?LinkId=90450
https://go.microsoft.com/fwlink/?LinkId=90458
https://go.microsoft.com/fwlink/?LinkId=90482
https://go.microsoft.com/fwlink/?LinkId=90289
https://go.microsoft.com/fwlink/?LinkId=90272
https://go.microsoft.com/fwlink/?LinkId=90263
https://go.microsoft.com/fwlink/?LinkId=90264
https://go.microsoft.com/fwlink/?LinkId=107027
https://go.microsoft.com/fwlink/?LinkId=90439
https://go.microsoft.com/fwlink/?LinkId=90260
https://go.microsoft.com/fwlink/?LinkId=90261
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2.3  Protocol Relationships  

 

Figure 3 : Active Directory protocol grouping  

As shown in the preceding diagram, the member protocols that make up the Active Directory Services 
Protocol Groups can be divided into five functional groups. Each group accomplishes an interrelated 
set of tasks. A client typically uses protocols in the same group in conjunction with each other. The 
groups are as follows:  

Á The core group contains protocols that are supported by all directory  servers  in the Active 

Directory system, whether they run in AD DS  or AD LDS  mode. This group includes LDAP , which 
is the primary protocol that is used to read and write objects in the directory tree . The DSSP 
protocol does not perform operations against the directory tree, but is included in this group 
because it is also present on all directory servers in the Active Directory Services Protocols.  

Á The SAM g roup includes SAMR and SAMS. SAMR is used to perform account  maintenance and 
operates on the same directory tree as the core group of protocols, but it provides access to only a 
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subset of the ob jects in that tree, and further, provides access to only a subset of the attributes  
on those objects. SAMR is supported only when operating in AD DS mode. SAMS is used to 

perform account mainten ance and time -critical database changes between Active Directory 
servers that are in the same domain .  

Á The LSA group contains the LSAD and LSAT protocols. Both protocols are serviced by the same 
RPC  interface and endpoint  ( [MS -LSAD]  section 1.8, Ve ndor -Extensible Fields, and [MS -LSAT]  
section 1.8, Vendor -Extensible Fields).  

Á The Web Services group consists of the WS -Transfer, WS -Enumeration, and ADCAP  protocols 
along with the WSDS, and WSPELD protocol extensions. This protocol group is only supported on 
some versions of the Active Directory Services. Much like the core group, these protocols permit 
clients to rea d and write directory objects  in the directory tree, and to perform selected tasks 

against the tree. Unlike the core group, the protocols in this group are based on SOAP  rather than 
remote procedure call (RPC) or block -structured transports.  

Á The Directory Replication group contains the DRSR and SRPL protocols. DRSR is an RPC protocol 
that is used for manageme nt of replication and management of data in Active Directory. SRPL is 

the extension to the DRS protocol for transport over the Simple Mail Transfer Protocol (SMTP).  

The following diagram shows the relationship among the protocols of the Active Directory sy stem.  

%5bMS-LSAD%5d.pdf#Section_1b5471ef4c334a91b079dfcbb82f05cc
%5bMS-LSAT%5d.pdf#Section_1ba21e6fd8a9462c91534375f2020894
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Figure 4 : Protocol relationships  

2.4  Protocol Summary  

The following tables provide a comprehensive list of the m ember protocols of the Active Directory 
system. Section 2.8  provides details about which protocols or protocol subsets are supported in the 

different modes of operation.  

The protocols in the follo wing table enable the core functionality of the Active Directory system, 
including access to the directory tree, replication, name translation, determination of group  
membership, and domain controller  status. These protocols are supported by all directory  servers  
in the Active Directory system, whether running in Active Directory Domain Services (AD DS)  or 

Active Directory Lightweight Director y Services (AD LDS)  mode.  
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Protocol name  Description  
Short 
name  

Active Directory 
extensions for 
Lightweight Directory 
Access Protocol 
(LDAP) , versions 2 and 3  

Active Directory is a server for LDAP. [MS -ADTS]  section 3.1.1.3 
specifies the extensions and variations of LDAP that are supported by 
Active Directory.  
Note   In a reference to LDAP without a version number, LDAP refers 
to both versions 2 and 3.  

[MS -ADTS] 
section 
3.1.1.3.1  

Directory Replication 
Service Remote Protocol 
(drsuapi) -  Replication  

The Directory Replication Service (DRS) Remote Protocol. This 
protocol includes the drsuapi and dsaop RPC  interfaces. Methods on 
these interfaces provide replication of directory information amo ng 
the domain controllers of an AD DS domain . Methods on these 
interfaces also provide a variety of functionality to clients, such as 
converting names between formats and retrieving information about 
AD DS domain controllers.  
This protocol also supports DC cloning operations. <2>  

[MS -DRSR]  

SMTP Replication  Protocol 
Extensions  

The Directory Replication Service (DRS) Protocol Extensions for SMTP. 
This protocol provides Simple Mail Transfer Protocol (SMTP) transport 
of replication information as an alternative to RPC.  

[MS -SRPL] 

Directory Services Setup 
Remote Protocol  

The Directory Services Setup Remote Protocol, as defined in [MS -
DSSP] . This protocol can  be used to retrieve information about the 
state of a computer in a domain or a non -domain workgroup.  

[MS -DSSP]  

The protocols in the following table enable account maintenance when the Active Directory system is 
operating in AD DS mode. This includes the creation, modification, retrieval, and deletion of users and 

groups.  

Protocol name  Description  
Short 
name  

Security Account 
Manager (SAM) 
Remote Protocol 
(Client - to -Server)  

The Security Account Manager (SAM) Remote Protocol. Clients can use this 
protocol t o perform account maintenance, for example, to create and delete 
accounts. The capabilities of this protocol are a subset of the capabilities of 
LDAP. 

[MS -
SAMR]  

Security Account 
Manager (SAM) 
Remote Protocol 
(Server - to -Server)  

The Security Account Manager (SAM) Remote Protocol. Domain controllers 
(DCs) use this protocol to forward time -critical database changes to the 
primary domain controller (PDC) , and to forward time -critical database 
changes from a read - only domain controller (RODC)  to a writable NC 
replica  within the same domain outside the normal replication protocol. This 
protocol is used only between Active Directory servers in the same domain.  

[MS -
SAMS]  

The protocols in the following table allow clients  to retrieve security policy  information and translate 
security identifiers (SIDs)  that identity  security principals , such as u sers, to human - readable 
names.  

Protocol name  Description  
Short 
name  

Local Security Authority 
(Domain Policy) Remote 
Protocol  

The Local Security Authority (Domain Policy) Remote Protocol. Clients 
can use this protocol to retrieve security policy informati on.  

[MS -
LSAD]  

Local Security Authority 
(Translation Methods) 
Remote Protocol  

The Local Security Authority (Translation Methods) Remote Protocol. 
Clients can use this protocol to translate security identifiers (SIDs) of 
security principals to human -readable names, and vice versa.  

[MS -
LSAT]  

The protocols in the following table enable Web services for the Active Directory system that allow 
access to the directory tree and the management of Active Directory account information and 
topologies.  

Protocol name  Description  
Short 
name  

Active Directory Web 
Services Custom Action 

The Active Directory Web Services Custom Action Protocol. It is a 
SOAP -based Web Services protocol for managing accoun t and 

[MS -
ADCAP]  

%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
%5bMS-DRSR%5d.pdf#Section_f977faaa673e4f66b9bf48c640241d47
%5bMS-SRPL%5d.pdf#Section_ec69eea50d5e428ab5bc66732aaeb866
%5bMS-DSSP%5d.pdf#Section_6f84384624944d49b7152f181317dd34
%5bMS-DSSP%5d.pdf#Section_6f84384624944d49b7152f181317dd34
%5bMS-SAMR%5d.pdf#Section_4df07fab1bbc452f8e927853a3c7e380
%5bMS-SAMR%5d.pdf#Section_4df07fab1bbc452f8e927853a3c7e380
%5bMS-SAMS%5d.pdf#Section_2e785e4ed5b64ae3b479351a50830921
%5bMS-SAMS%5d.pdf#Section_2e785e4ed5b64ae3b479351a50830921
%5bMS-LSAD%5d.pdf#Section_1b5471ef4c334a91b079dfcbb82f05cc
%5bMS-LSAD%5d.pdf#Section_1b5471ef4c334a91b079dfcbb82f05cc
%5bMS-LSAT%5d.pdf#Section_1ba21e6fd8a9462c91534375f2020894
%5bMS-LSAT%5d.pdf#Section_1ba21e6fd8a9462c91534375f2020894
%5bMS-ADCAP%5d.pdf#Section_74b4db2d100d407f92f65853cbf6a35e
%5bMS-ADCAP%5d.pdf#Section_74b4db2d100d407f92f65853cbf6a35e
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Protocol name  Description  
Short 
name  

Protocol  topology information.  

WS-Transfer: Identity 
Management Operations for 
Directory Access Extensions  

WS-Transfer: Identity Management Operations for Directory 
Access Extensions. This is a set of protocol extensions to WS -
Transfer that allows directory objects  to be manipulated at a 
finer level of granularity than unextended WS -Transfer.  

[MS -
WSTIM]  

WS-Enumeration  The WS -Enumeration protocol. This protocol allows directory 
objects to be queried by using a SOAP -based W eb Services 
protocol.  

[WSENUM]  

WS-Transfer  The WS -Transfer protocol. This protocol allows directory objects to 
be created, removed, modified, and read by using a SOAP -based 
Web Services protocol.  

[WXFR]  

WS-Enumeration: Directory 
Services Protocol Extensions  

The WS -Enumeration Directory Services Protocol Extensions. This 
is a set of protocol extensions to WS -Enumeration that , among 
other things, allows a client to request that query results be 
sorted. It also specifies a query language that is used by clients to 
specify which directory objects are to be returned from the query.  

[MS -
WSDS]  

WS-Transfer and WS -
Enumeration Protocol 
Extension for Lightweight 
Directory Access Protocol v3 
Controls  

WS-Transfer and WS -Enumeration Protocol Extension for 
Lightweight Directory Access Protocol v3 Controls. This is a 
protocol extension to WS -Transfer and WS -Enumeration. It 
permits LDAP extended controls  to be attached to operations in 
the protocols that it extends.  

[MS -
WSPELD]  

Active Directory Web 
Services: Data Model and 
Common Elements  

The Active Directory Web Services: Data Model and Common 
Elements. Although not a protocol itself, this defines an XML  data 
model that is shared by the other Web Service protocols and 
protocol extensions, as well as common protocol elements 
referenced by the other documents.  

[MS -
ADDM]  

 

2.5  Environment  

Because domain  interactions are distributed amo ng many computers for different, but related 
purposes, enumerating the dependencies of the Active Directory  protocols is complex. The following 

rough diagram serves as a very high - level illustra tion of how the dependencies among components 
can be visualized.  

 

Figure 5 :  Dependencies among domain components  

In this diagram, the dependencies of the system are symmetrical between the domain client  and the 
domain controller server . Both the domain client and the domain controller server rely upon 
infrastructure servers  such as DNS , and leverage those servers for locating each other (rendezvous). 

%5bMS-WSTIM%5d.pdf#Section_08164681df9149bda0eace949d1cc536
%5bMS-WSTIM%5d.pdf#Section_08164681df9149bda0eace949d1cc536
https://go.microsoft.com/fwlink/?LinkId=90580
https://go.microsoft.com/fwlink/?LinkId=90587
%5bMS-WSDS%5d.pdf#Section_2ded136c2fe24f7d8d09a7118815c6bb
%5bMS-WSDS%5d.pdf#Section_2ded136c2fe24f7d8d09a7118815c6bb
%5bMS-WSPELD%5d.pdf#Section_6a42ec42619f4f0c9842a4987d28282c
%5bMS-WSPELD%5d.pdf#Section_6a42ec42619f4f0c9842a4987d28282c
%5bMS-ADDM%5d.pdf#Section_af3eb9beb4074423a707387fedbbaf1d
%5bMS-ADDM%5d.pdf#Section_af3eb9beb4074423a707387fedbbaf1d
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During this rendezvous process, the domain controller server publishes its name and the d omain client 
locates the domain controller server through DNS. The details of this rendezvous process are 

described in section 2.7.7.3.1 .  

In addition to service location, the rendezvous process between a domain client and a domain 

controller server relies upon authentication and authorization information. The domain controller 
server, for example, leverages the authorization information that  it contains for controlling access to 
its resources. For more detailed information about authentication and authorization, see [MS -
AUTHSOD]  and related documents.  

2.5.1  Active Dir ectory Protocols Dependencies  

This section describes the dependencies that the Act ive Directory  protocols have on other entities. 
The Active Directory protocols require a durable storage system to maintain the state of the directory  
and meet the transactional guarantees speci fied in [MS -ADTS]  section 3.1.1.5.1.4, Transactional 
Semantics. This storage system has to provide a means of securing the contents of the storage 
system from unauthorized acces s.  

The Active Directory protocols also require a networking system that clients  can use to send requests 
to the directory server  and  to receive responses. This networking system has to support the 
Transmission Control Protocol (TCP) , User Datagram Protocol (UDP) , and Server Message 
Block (SMB)  transports. This networking system has to provide an accessible name resolution service 
through a DNS  service. The DNS service has to be capable of storing and resolving service (SRV) 
resource records  [RFC2782] , CNAME and A resour ce records [RFC1034] , and AAAA resource records 
[RFC3596] . It is recommended that an implementation of the Active Directory s ystem uses dynamic 

updates ( [RFC2136]  and [RFC3645] ) to update DNS with the records, as described in [MS -ADTS] 
section 6.3.2 , DNS Record Registrations, but any alternative method that creates the DNS records 
described there is permissible. <3>  DNS can be used by clients of the Active Directory system in order 
to loc ate directory servers by using the algorithms described in [MS -ADTS] section 6.3, Publishing and 
Locating a Domain Controller.  

Several of the Active Directory protocols are RPC -based and therefo re depend on the availability of an 

RPC runtime that implements an RPC mechanism as described in [MS -RPCE]. 

A system of domain  interactions forms the framework that other systems leverage in their 
environments. As such, this system requires comparatively little in terms of services available for use 
because its purpose is to create a useful environment for other scenar ios. Services that the Active 
Directory protocols require from their environment include the following:  

Á Network Infrastructure.  This system of domain interactions requires that a viable network 
system is available. This includes a networked environment tha t supports TCP/IP and UDP/IP, as 

well as a name resolution system that is available for use by both the domain controller server  
and domain members . The name resolution system has to support DNS form if the domain is to 
support Active Directory - style domain  functionality, and NetBIOS  form if the domain is to 
support Windows NT 4.0 - style domain  functionality.  

Á Coexistence.  Any given domain on a network has to be uniquely named. There is no architectural 
limit to the number of domains that are possible on a network.  

Even at this relatively high level, the system of domain interactions is a complex aggregation.  

2.5.2  Dependencies on Active Directory Protocols  

This section lists entities that depend on the interfaces provided by the Active Directory protocols, as 
well as other entities that the Active Directory protocols depend on. Other entities take de pendencies 

on the Active Directory protocols, and in particular on AD DS , not only by making use of the Active 
Directory protocols' external interfaces, but also by sharing state with this syste m; that is, there are 
overlapping abstract data models.  

%5bMS-AUTHSOD%5d.pdf#Section_953d700a57cb4cf7b0c3a64f34581cc9
%5bMS-AUTHSOD%5d.pdf#Section_953d700a57cb4cf7b0c3a64f34581cc9
%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
https://go.microsoft.com/fwlink/?LinkId=90381
https://go.microsoft.com/fwlink/?LinkId=90263
https://go.microsoft.com/fwlink/?LinkId=107027
https://go.microsoft.com/fwlink/?LinkId=107017
https://go.microsoft.com/fwlink/?LinkId=90440
%5bMS-RPCE%5d.pdf#Section_290c38b192fe422991e64fc376610c15
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The Active Directory protocols depend on the Windows Authentication Services [MS -AUTHSOD]  to 
authenticate clients that  are accessing the system. The system controls access based on the identity  

of the client . 

The following components have dependencies on the protocol interfaces provided by the Active 

Directory system. All of these components apply to Active Directory that is operating as AD DS. Note 
that while these components depend on the Active Directory sys tem, the Active Directory system does 
not in turn depend on them. In other words, any of these components can be omitted from the 
environment, and the Active Directory system will continue to function.  

The Active Directory protocols influence the behavior of the following components:  

Print Services:  The Print Services service can optionally publish information about shared printers in 
the directory . Domain - joined clients discover shared printers that are available to them by 

querying the directory for this information.  

Message Queuing:  The Message Queuing service uses the directory service  to store information 
such as queue and system m etadata.  

Network Access Protection:  The Network Access Protection (NAP) service [MS -NAPOD]  determines 
how machines can be examined for access to a network. The machines need to  be members of a 
domain  to authenticate to the NAP servers .  

Group Policy:  The Group Policy service [MS -GPOD]  defines how domain clients  can retrieve group 
policy  information from the domain controller , which is based on the group memberships of a 
domain account  and a domain account's location in the LDAP directory s tructure.  

Windows Server Update:  This component specifies how different machines in a domain can have 
different update policies for patch management, which relies on domain interactions to specify the 
domain authorization information.  

File Services:  This c omponent specifies how file servers present a unified view of files and other 

resources, and rely upon [MS -AUTHSOD] and domain interactions for authentication when the file 
server is part of a domain.  

Infrastructure Service: The Infrastructure Service incl udes services such as name resolution ( DNS , 
WINS) and network maintenance services (routers). The directory service uses such services to 
make domain controllers available to their clients.  

Auth entication System:  The authentication system [MS -AUTHSOD] defines how other protocols take 
advantage of authentication protocols such as NTLM and Kerberos  to secure their 

communications, and als o defines the authentication services that support the client - to -server 
communication. The authentication system depends on domain interactions to specify how those 
protocols are used in a domain context to authenticate clients to servers when both are mem bers 
of a domain.  

Several protocol groups leverage the domain controller as the source of identity and authorization 
information for the domain. These include:  

Á Browser Services , which define how the browser service leverages the directory service to 
browse  and locate the shared resources in the domain based on information that is associated with 

the accounts  in the domain.  

Á Certificate Services , which specifies how the certificate  authority leverages the domain 
infrastructure to manage certificate distribution and enrollment, and makes authorization decisions 
based on information that is associated with the acco unts in the domain.  

Á Rights Management , which determines how content can be protected against offline access 

based on authorization information from the directory.  

%5bMS-AUTHSOD%5d.pdf#Section_953d700a57cb4cf7b0c3a64f34581cc9
%5bMS-NAPOD%5d.pdf#Section_a916128bf9a54fa380d80c8a2bef8b12
%5bMS-GPOD%5d.pdf#Section_6e6349392ccf4412b75f0035dc05ea67
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2.6  Assumptions and Preconditions  

The following assumptions and preconditions have to be satisfied for the Active Directory system to 
start to operate successfully:  

Á For AD DS , the server  is configured (that is, "promoted") to act as an AD DS domain controller . 
This is accomplished by having the server host the Active Directory service in AD DS mod e. When 
hosting an AD DS directory service , the directory  server registers (if not already registered) 
DNS  and NetBIOS  records, as described in [MS -ADTS]  sections 6.3.2 and 6.3.4, respe ctively, to 
enable clients  to locate the directory server. If an AD LDS  directory service is hosted on a 
directory server that is jo ined to an AD DS domain , the directory server publishes itself by 
creating an object in AD DS, as described in [MS -ADTS] section 6.3.8.  

Á When operating as AD DS, after the server has initialized the protocols that are listed in section 
2.4  and is prepared to process incoming requests for those protocols, the directory server begins 
responding to LDAP and mailslot  ping requests in the manner described in [MS -ADTS] sections 
6.3.3 and 6.3.5, respectively.  

Á For AD DS , member clients assume basic network connectivity and the availability of basic 
network infrastructure services, such as DNS. Prior to being associated with a domain, there are 

no other notable preconditions for member clients. After a client has been ass ociated with a 
domain, it is under the assumption that the domain controller also has an entry in its directory 
that corresponds to the client. If this assumption is proven wrong, the system (from the client's 
perspective) becomes unusable until the associ ation is reestablished.  

Á For AD LDS, the server is configured to host the Active Directory service that operates in AD LDS 
mode.  

Á A network that provides transport for communications between the directory server and its clients 

is available. As described in section 2.5 , this network supplies access to DNS and supports the 
TCP , UDP , and SMB  transports.  

Á The transport protocol for that network is available and configured; for example, the TCP transport 
is configured with a valid IP address.  

Á Support for all authentication mechanisms that are indicated in the technical documents of the 
Active Directory system's member protocols are available.  

Á The durable storage system that is used to store the Active Directory system's state is available to 

the Active Directory system.  

Á The directory contains at least the required directory objects  and naming contexts  described in 
[MS -ADTS] section 6.1.  

Á The directory's schema  contains at least the attribute  and class schema definitions described in 
[MS -ADA1] , [MS -ADA2] , [MS -ADA3] , and [MS -ADSC]  (for AD DS) or [MS -ADLS]  (for AD LDS) in 
order to be compliant with the protocol described in [MS -ADTS]. However, Active D irectory 

currently does not make use of all the attributes and classes that are defined in the schema 
definitions.  

Upon startup, the Active Directory system initializes all of the protocols that are listed in section 2.4 as 
described in the protocol docume nts for each listed protocol and also begins servicing requests that 
are coming in on those protocols' interfaces. There is no requirement that the protocols be initialized 
in a particular sequence.  

Because member clients treat all domain controller instan ces as equivalent, each domain controller 

that operates as AD DS needs to ensure that it is synchronized with its peer AD DS domain 
controllers, if any are supported in the implementation, through implementation -specific means such 
as directory replication . 

%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
%5bMS-ADA1%5d.pdf#Section_19528560f41e4623a406dabcfff0660f
%5bMS-ADA2%5d.pdf#Section_e20ebc4e528540bab3bdffcb81c2783e
%5bMS-ADA3%5d.pdf#Section_4517e8353ee644d4bb95a94b6966bfb0
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2.7  Use Cases  

The following use cases span the functionality of the Active Directory system.  

Use case category  Use cases  

Object Management  Create  Directory Object -  Client Application  (section  2.7.1.1)  
Search for Directory Object -  Client Application  (section  2.7.1.2)  
Modify Direc tory Object -  Client Application  (section  2.7.1.3)  
Delete Directory Object -  Client Application  (section  2.7.1.4)  
Create Organizational Unit -  Client Application  (section  2.7.1.5)  
Cross -Domain Move -  Client Application  (section  2.7.1.6)  

Identity Lifecycle 

Management  

Crea te a New Account -  Client Application  (section  2.7.2.1)  

Reset an Existing Account's Password -  Client Application  (section  2.7.2.2)  
Chan ge an Existing Account's Password (PDC) -  Client Application  (section  2.7.2.3)  
Change an Existing Account's Password (DC) -  Client Application  (section  2.7.2.4)  
Change User Account Password Against an RODC -  Client Application  (section  2.7.2.5)  
User Logon to Domain Services by using an RODC and Upd ating the User 
LastLogonTimeStamp - Client Application  (section  2.7.2.6)  
Query an Account's Group Membership -  Client Application  (section  2.7.2.7)  
Delete an Account -  Client Application  (section  2.7.2.8)  
Create a Security Group -  Client Application  (section  2.7.2.9)  
Modi fy Group Member List -  Client Application  (section  2.7.2.10)  
Query for Members of a Group -  Client Application  (section  2.7.2.11)  

Schema Management  Add a New Class to the Schema -  Client Application  (section  2.7.3.1)  
Add a New Attribute to the Schema -  Client Application  (section  2.7.3.2)  
Add an Attribute to a Class -  Client Application  (section  2.7.3.3)  

Name Translation  Convert a SID to/from a Human -Readable Format -  Clien t Application  (section  2.7.4.1)  

Directory Replication  Replicate Changes within a Domain -  Domain Controller  (section  2.7.5.1)  
Replicate  Changes to a GC or a Partial Replica by using RPC -  Domain 
Controller  (section  2.7.5.2)  
Transferring a FSMO Role -  Domain Controller  (section  2.7.5.3)  

Trust Management  Create a Trust -  Domain Controller  (section  2.7.6.1)  

Domain Services  Join a Domain with a New Account -  Domain Client  (section  2.7.7.1)  
Unjoin from the Domain -  Domain Client  (section  2.7.7.2)  
Locate a Domain Controller -  Domain Client  (section  2.7.7.3.1)  

Detailed descript ions for these use cases are provided in subsequent sections.  

2.7.1  Object Management  

The use cases in this category reflect the most fundamental of operations in the Active Directory 
system, namely, the storage and retrieval of directory objects . Client applications, which, in a 
general sense, are used to access and manipulate data that is stored in the Active Directory system, 
perform object management operations to store data in the directory service  for their own use or to 
configure and manipulate other systems that rely on data that is stored in the directory service.  

The lifecycle of a directory object begins with its creation. After th e directory object is created, clients  

can retrieve it by issuing a search to the directory service. Clients can also modify attribu tes  of the 
directory object. When an object is no longer required, it can be deleted.  

The following use case diagram shows the use cases for object management.  
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Figure 6 : Use cases for object management  

2.7.1.1  Create a Directory Object -  Client Application  

In this use case, an administrator wants to create a new directory object  on an existing application 

naming context (NC)  to store information that could be used by applications on the client . To 
achieve this, the administrator launches the client application to interact with the  Active Directory 
system. The client application establishes a connection to the Active Directory system. The 

administrator creates the directory object by using the client application.  

Goal  

Create a directory object on an application NC  to store application - related data.  

Context of Use  
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An administrator wants to create a new directory object in an existing application NC.  

 

Figure 7 : Use case diagram for creating a direct ory object on an application NC  

Actors  

Á Client application  

The client application is the primary actor. It is the entity that prepares the connection to the 
directory  server , submits the request to create the object, and relays the response to the 
administrator.  

Á Windows Authentication Services  

Windows Authentication Services [MS -AUTHSOD]  is the supporting actor that authenticates the 
administrator's identity  so that the Active Directory system can make access -control dec isions.  

Á Directory server  

The directory server is the supporting actor that receives the creation request and creates the 
application directory object.  

Stakeholders  

Á Administrator  

The administrator is the one who initiates operations such as create, search, modify, and delete on 
the application directory object. The administrator primarily wants to receive information that the 
operations are successfully completed or receive an error message if they failed.  

Á Applications  

%5bMS-AUTHSOD%5d.pdf#Section_953d700a57cb4cf7b0c3a64f34581cc9
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Applications on the client are the enti ties that store information in the application directory for 
later retrieval and use in various operations.  

Á Application NC  

The application NC is the naming context of the directory that contains the application -specific 

directory objects.  

Preconditions  

Á The system -wide preconditions, as described in section 2.6 , are satisfied. The Active Directory 
system completes initialization, as described in section 2.6.  

Á The client application has access to a  directory server to which it can establish a connection, if it is 
not already connected, and send the request.  

Á There already exists an object class  in the Active Directory system schema  that corresponds to 

the directory object to be created under the application NC. For a detailed description of schema 
extensions, see section 2.7.3 . 

Á The Active Directory system hosts an application NC on which the client application is configured 
to store its application data.  

Main Success Scenario  

1.  Trigger:  To initiate this activity, the administrator provides the name of the directory object a long 

with credentials  as input to the client application. The administrator then invokes the operation 
that creates the application directory object.  

2.  The client application establishes a connect ion to the directory server. Windows Authentication 
Services authenticates the client application by using the supplied credentials ([MS -AUTHSOD] 
section 2).  

3.  The client application sends a request to the directory server to create a new application directo ry 
object and specifies details for the new object.  

4.  The directory server verifies that the credentials that are supplied through the client application 
have the necessary access -control rights to complete the operation ( [MS -ADTS]  section 5.1.3).  

5.  The directory server creates an object under the application NC with the name and other 
attributes that the client application supplies. The directory object is also populated with attrib utes 
that are mandated by the server's processing rules and constraints ([MS -ADTS] sections 3.1.1.5.1 
and 3.1.1.5.2).  

6.  The directory server sends a response to the client application that the new application directory 

object has been successfully created.  

Postcondition   

The new application directory object is created and ready for use.  

Extensions  

Á If the credentials that are passed through the client application have insufficient access -control 
rights to create the new application directory object:  

1-4. Same as Main Success Scenario.  

5. The directory server sends a response to the client application that it supplied credentials with 
insufficient access -control rights to create the new application directory object.  

%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
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Á If the relative distinguished name (RDN)  value (that is, the name of the directory object to be 
created) supplied by the administrator is not unique under the same parent container, as required 

by [MS -ADTS] section 3.1.1.5.2.2:  

1-5. Same as  Main Success Scenario.  

6. The directory server sends a response to the client application that indicates that the provided 
object name already exists.  

Á If the directory object creation request does not contain all the mandatory attributes, as required 
in [ MS-ADTS] section 3.1.1.2.4.5:  

1-5. Same as Main Success Scenario.  

6. The directory server sends a response to the client application that indicates that the missing 
attribute  is required in the request.  

Á If the directory object to be created under the application NC by the client application is a 
security principal  in AD DS :  

1-5. Same as Main Success Scenario.  

6. The directory server sends a response to the client application that indicates that a security 
principal can be created only in a domain NC . 

2.7.1.2  Search for a D irectory Object -  Client Application  

In this use case, an administrator or user wants to inspect the attribute  values for a given set of 
directory objects  in order to make informed decisions about the Active Directory system. To achieve 
this task, the administrator or user launches the client  application to interact with the  Active Directory 
system. The client application establishes a connection to the Active Directory system. The 

administrator or user then performs a search on the directory tree .  

Goal   

Retrieve i nformation from one or more directory objects in the Active Directory system.  

Context of Use   

An administrator or user wants to search for and retrieve the attribute values of the existing directory 
object.  
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Figure 8 : Use case dia gram for searching for a directory object  

Actors  

Á Client application  

The client application is the primary actor. It is the entity that prepares the connection to the 
directory  server , submits search requests to the directory on behalf of the user, and returns the 
results to the user.  

Á Windows Authentication Services  

Windows Authentication Services [MS -AUTHSOD]  is the supporting actor that authenticates the 

administrator's or user's identity . This is done so that access control decisions can be made by 
the Active Directory system.  

Á Directory server  

The directory server is the supporting actor that receives the search request and performs the 
search of the application directory.  

Stakeholders  

Á Administrator or user  

The administrator or user is the entity that initiates the search in the application directory. The 
administrator or user primarily wants to obtain the search results.  

Á Directory  

The application directory is the directory that contains the application -specific directory objects.  

In this op eration, the directory remains unchanged.  
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Preconditions  

Á The system -wide preconditions, as described in section 2.6 , are satisfied. The Active Directory 

system completes initialization, as describe d in section 2.6.  

Á The client application has access to a directory server to which it can establish a connection, if it is 

not already connected, and send the request.  

Main Success Scenario  

1.  Trigger:  To initiate a search, the administrator or user provides the search criteria for the 
directory objects that are of interest as input to the client application, along with credentials . The 
administrator or user then invokes the operation that searches for directory objects. The search 
criteria also specify what information about each object is to be returned.  

2.  The client application establishes a connection to the directory server. Windows Authentication 

Services authenticates the client application by u sing the supplied credentials ([MS -AUTHSOD] 
section 2).  

3.  The client application sends a request to the directory server to search for the directory objects, 
specifying the search criteria.  

4.  The directory server verifies that the credentials that are supplied  through the client application 
have the necessary access -control rights to complete the operation ( [MS -ADTS]  section 5.1.3).  

5.  The directory server identifies all directory objec ts that match the criteria that the client 
application supplies. From the set of directory objects that is identified, the directory server 
extracts the information that the client application requests.  

6.  The directory server sends a response to the client a pplication that contains the extracted 
information.  

Postcondition  

Information for the directory object is available to the client application.  

Extensions  

Á If the search criteria that the client application supplies returns a result set that is larger than t he 
configured MaxPageSize ([MS -ADTS] section 3.1.1.3.4.6):  

1-5. Same as Main Success Scenario.  

6. The directory server sends a response to the client application that it has exceeded the size 
limit for the request and returns all results up to the limit fo r the result size.  

Á If the search criteria that the client application supplies potentially return objects that are located 

on a different NC :  

1-4. Same as Main Success Scenario.  

5. Because the d irectory server that the client application is connected to does not host the 

objects that the search criteria specify, the directory server determines that another server or NC 
is better suited to process the search request ([MS -ADTS] section 3.1.1.4.6).  

6. The directory server sends a response to the client application that a referral error has 

occurred.  
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2.7.1.3  Modify a Directory Object -  Client Application  

A common activity for an administrator is to modify objects. Timely updates on these directory 
objects  ensure that the data in the system is current, which enables the Active Directory system to 

function correctly. To achieve this, the administrator launches the client application to interact with 
the Active Directory system. The client  application establishes a connection to the Active Directory 
system. The administrator uses the client application to modify an existing directory object.  

Goal   

Modify a directory object in the Active Directory system.  

Context of Use   

An administrator wants to modify attributes  of existing directory objects.  

 

Figure 9 : Us e case diagram for modifying a directory object  

Actors  

Á Client application  

The client application is the primary actor. It is the entity that prepares the connection to the 

directory  server , submits the modification request, and relays the response to the administrator.  

Á Windows Authentication Services  

Windows Authentication Services [MS -AUTHSOD]  is the supporting actor that authenticates the 
administrator's identity . This is done so that access control decisions can be made by the Active 
Director y system.  

Á Directory server  
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The directory server is the supporting actor that receives the modification request and modifies 
the directory object.  

Stakeholders  

Á Administrator  

The administrator initiates operations such as create, search, modify, and delete o n the 
application directory object. The administrator primarily wants to receive information that the 
operations are successfully completed or receive an error message if they failed.  

Á Directory  

The directory is the entity that contains the object that is b eing modified.  

Preconditions  

Á The system -wide preconditions, as described in section 2.6 , are satisfied. The Active Directory 

system completes initialization, as described in section 2.6.  

Á The clien t application has access to a directory server to which it can establish a connection, if it is 
not already connected, and send the request.  

Á The directory object to be modified exists in the Active Directory system.  

Main Success Scenario  

1.  Trigger:  To initiate the modify operation, the administrator provides the name of the directory 

object to modify as input to the client application, along with credentials . The information 
provided by t he administrator includes the attribute(s) being modified on the object and the list of 
modifications to be made to those attributes.  

2.  The client application establishes a connection to the directory server. Windows Authentication 
Services authenticates the  client application using the supplied credentials ([MS -AUTHSOD] 
section 2).  

3.  The client application sends a modify request to the directory server to make the appropriate 

modifications on the directory object.  

4.  The directory server verifies that the credent ials that are supplied through the client application 
have the necessary access -control rights to complete the operation ( [MS -ADTS]  section 5.1.3).  

5.  The directory server modifies  the object, as specified by the client application, and makes any 
additional modifications that are mandated by the server's processing rules and constraints ([MS -
ADTS] sections 3.1.1.5.1, 3.1.1.5.3, and 3.1.1.5.4).  

6.  The directory server sends a response t o the client application that the modifications were 

successfully completed.  

Postconditions:  

The directory object is modified.  

Extensions  

Á There are multiple failure scenarios when the administrator modifies a directory object in the 
Active Directory system . The operation has to be validated against the server's processing rules 

and constraints, as described in [MS -ADTS] sections 3.1.1.5.1 and 3.1.1.5.3.  

%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a


42  / 181  

[MS -ADOD] -  v20171215  
Active Directory Protocols Overview  
Copyright © 2017 Microsoft Corporation  
Release: December 15, 2 017  

2.7.1.4  Delete a Directory Object -  Client Application  

An administrator can perform maintenance on an Active Dire ctory system by removing objects that 
are no longer needed by the applications on the client . To achieve this, an administrator launches the 

client application to interact with the Active Direct ory system. The client application establishes a 
connection to the Active Directory system. The administrator performs a delete operation on an 
existing directory object  (not a leaf object).  

Goa l  

Delete a directory object from the Active Directory system.  

Context of Use  

An administrator wants to delete an existing directory object.  

 

Figure 10 : Use case diagram for deleting a directory object  

Supporting Actors  

Á Client appl ication  

The client application is the primary actor. It is the entity that prepares the connection to the 

directory  server , submits the request to delete an object, and relays the response to the 
administrator.  

Á Windows Authentication Services  

Windows Authentication Services [MS -AUTHSOD]  is the supporting actor that authenticates the 
administrator's identity . This is done so that access control decisions can be made by the Active 
Directory system.  
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Á Directory server  

The directory server is the supp orting actor that receives the deletion request and deletes the 

directory object.  

Stakeholders  

Á Administrator  

The administrator initiates operations on the application directory object such as create, search, 
modify, and delete. The administrator primarily wants to receive information that the operations 
are successfully completed or receive an error message if they failed.  

Á Directory  

The directory is the entity that contains the object being deleted.  

Preconditions  

Á The system -wide preconditions, as described in section 2.6 , are satisfied. The Active Directory 
system completes initialization, as described in section 2.6.  

Á The client application has access to a directory server to which it can establish a connection, if it is 
not already connected, and send the request.  

Á The directory object to be deleted exists in the Active Directory system.  

Main Success Scenario  

1.  Trigger:  The administrator initiates the delete operation by providing the name of the direc tory 
object to delete to the Client Application with credentials . The administrator then selects the 
directory object to delete and submits the deletion request to the Active Directory system.  

2.  The client application establishes a connection to the directory server. Windows Authentication 
Services authenticates the client application using the supplied credentials ([MS -AUTHSOD] 

section 2).  

3.  The client application sends a delete request to the direc tory server to delete the specified 

directory object.  

4.  The directory server verifies that the credentials supplied through the client application have the 
necessary access -control rights to complete the operation ( [MS -ADTS]  section 5.1.3).  

5.  The directory server deletes the object that the client specified and makes any additional 
modifications that are mandated by the server's processing rules and constraints ([MS -ADTS] 
sections 3. 1.1.5.1 and 3.1.1.5.5).  

6.  The directory server sends a response to the client application that the deletion was successfully 

completed.  

Postcondition  

The directory object is no longer available.  

Extensions  

Á If the client application attempted to delete a non - leaf directory object:  

1-5. Same as Main Success Scenario  

6. The directory server sends a response to the client application that it cannot delete a non - leaf 
object ([MS -ADTS] section 3.1.1.5.5.5).  

%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a


44  / 181  

[MS -ADOD] -  v20171215  
Active Directory Protocols Overview  
Copyright © 2017 Microsoft Corporation  
Release: December 15, 2 017  

Á If the client application attempted to delete a directory object that is owned by the system ([MS -
ADTS] section 3.1.1.5.5.3):  

1-5. Same as Main Success Scenario.  

6. The directory server sends a response to the client application that it cannot perform the 

operation.  

2.7.1.5  Create an Organizational Unit -  Client Applicat ion  

To streamline directory object  management, an administrator can use organizational units (OUs) to 

partition directory  data. An o rganizational unit represents the smallest unit to which an administrator 
can assign Group Policy settings or delegate administrative authority. To achieve this, the 
administrator launches the client  application to interact with the Active Directory system. The client 
application establishes a connection to the Active Directory system. The administrator creates an 
organizational unit through the client application.  

Goal   

Create an organizational unit to facilitate partitioning of data in the Active Directory system.  

Context of Use   

An administrator wants to create a different group to represent a specific set of directory objects. On 
these objects, the administrator can apply a common policy .  

 

Figure 11 : Use case diagram for creating an organizational unit  

Primary Actor:  The primary actor is the client application.  

Actors  
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Á Client application  

The client application is the primary actor. It is the entity that prepares the connection to the 

directory server , submits the request to create an organizational unit, and relays the response to 
the administrator.  

Á Windows Authentication Services  

Windows Authentication Services [MS -AUTHSOD]  is the supporting actor that authenticates the 
administrator's identity . This is done so that access control decisions can be made by the Active 
Directory system.  

Á Directory server  

The directory server is the supporting actor that receives the creation request and creat es the 
organizational unit in the directory.  

Stakeholders  

Á Administrator  

The administrator initiates operations such as create, search, modify, and delete on the 
application directory object. The administrator primarily wants to receive information that the  
operations are successfully completed or receive an error message if they failed.  

Á Group Policy  

Group Policy allows managed configurations for users and computers.  

The Active Directory system guarantees that, if possible, the new organizational unit object  is 
created, contains all the attribute  values that the client application set, and is ready for Group 
Policy assignments.  

Á Directory  

The directory is the entity that will contain the object for the organizational unit.  

Preconditions  

Á The system -wide preconditions, as described in section 2.6 , are satisfied. The Active Directory 
system completes initialization, as described in section 2.6.  

Á The client application has access to a directory server to which it can establish a connection, if it is 
not already connected, and send the request.  

Main Success Scenario  

1.  Trigger:  The administrator provides the name of the organizational unit as input to  the client 
application with credentials  and invokes the operation that creates the organizational unit.  

2.  The client application establishes a connection to the directory server. Windows Authenti cation 
Services authenticates the client application by using the supplied credentials ([MS -AUTHSOD] 

section 2).  

3.  The client application sends a request to the directory server  to create a new organizational unit 
and specifies the name for the new organizational unit.  

4.  The directory server verifies that the credentials supplied through the client application have the 

necessary access -control rights to complete the operation ( [MS -ADTS]  section 5.1.3).  

5.  The directory server creates an object in the directory that represents the new organizational unit 
with the name and other attributes that the client su pplied. The directory object is also populated 
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with attributes that are mandated by the server's processing rules and constraints ([MS -ADTS] 
sections 3.1.1.5.1 and 3.1.1.5.2).  

6.  The directory server sends a response to the client application that the new org anizational unit has 
been successfully created.  

Postcondition  

The organization unit is created and ready for use.  

Extensions  

Á If the RDN  value (that is, the name of the organizational unit to be created) supplied through the 
client application is not unique under the same parent container, as required by [MS -ADTS] 
section 3.1.1.5.2.2:  

1-5. Same as Main Success Scenario.  

6. The directory server sends a response to the client application that the ob ject name that was 

provided already exists.  

Á If the organizational unit creation request does not contain all mandatory attributes, as required in 
[MS -ADTS] section 3.1.1.2.4.5:  

1-5. Same as Main Success Scenario.  

6. The directory server sends a response to  the client application that the missing attribute is 

required in the request.  

2.7.1.6  Cross -Domain Move -  Client Application  

In this use case, cross -domain movement of an object is performed between two domain controllers  
that are present in different domains .  

Goal  

To move an object from one domain to another domain.  

Context of Use  

To perform cross -domain movement when an object is required t o be moved from one domain to 
another domain. An administrator launches the client application in order to perform the action.  
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Figure 12 : Use case diagram for performing a cross - domain move  

Actors  

Á Client application  

The client  application is the primary actor that initiates the cross -domain move of a particular 
object.  

Á Windows Authentication Services  

Windows Authentication Services [MS -AUTHSOD]  is the supporting actor that authenticates the 
administrator's identity . This is done so that access control decisions can be made by the  Active 
Directory system.  

Á Domain Controller 1 (DC1)  

DC1 is the supporting actor that is a domain controller in a domain.  

Á Domain Controller 2 (DC2)  

DC2 is the supporting actor that is a domain controller in another domain.  

Stakeholders  

Á Domain administrators  and applications  

Domain administrators and applications are the entities that move objects from one domain to 
another.  

Preconditions  
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Á The environment, as described in section 2.5 , is in place and the system -wide preconditions, as 
described in section 2.6 , are satisfied. The Active Directory system completes initialization, as 

described in section 2.6.  

Á DC1 and DC2 are in different domains.  

Á The requester has permissions to perform a cross -domain move operation, as described in [MS -
ADTS]  section 3.1.1.5.4.2.1.  

Main Success Scenario  

1.  Trigger:  An administrator triggers  a request on the domain client  to move an object from DC1 
to DC2.  

2.  The client application establishes a connection to DC1. Windows Authentication Services 
authenticates the client application us ing the supplied credentials  ([MS -AUTHSOD] section 2).  

3.  The domain client sends a Modify DN request to DC1 for movement of the object, as specified in 
[MS -ADTS] section 3.1.1.5.4.  

4.  DC1 sends an in terdomain move request to DC2, as specified in [MS -ADTS] section 3.1.1.5.4.2.3.  

5.  DC2 adds a new object to its replica . 

6.  DC1 creates a proxy object and deletes the original object.  

Postcondition  

An object is moved from one domain to the other.  

Extensions  

None.  

2.7.2  Identity Lifecycle Management  

The use cases in this category represent the management of accounts  in the Active Directory system. 
These accounts are used to gain access to the Active Directory system. An account's lifecycle begins 
with its creation. After it is created, an account can be used to access the system and perform other 
operations based on the account's access -control righ ts. Accounts can be modified to change the state 
or attributes  of the account. When accounts are no longer needed, they can be deleted. An account 
is a directory object , for example, a user object, so these use cases represent a specialization of the 

use cases in the Object Management category (section 2.7.1 ).  

Note   These use cases are applicable only to AD DS ; they are not applicable to AD LDS .  

The following use case diagram shows the use case s of identity  lifecycle management.  

%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
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Figure 13 : Use cases for identity lifecycle management  

2.7.2.1  Create a New Account -  Client Application  

In this use case, an administrator wants to create a new account  in the directory  to allow a user to 
access directory resources. The  administrator launches the client  application to create a new account. 
The client application establishes a connection to the Active Directory system.  

Goal  

Create a new account in the directory . 
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Context of Use   

An administrator wants to create a new account in the directory.  

 

Figure 14 : Use case diagram for creating a new account  

Actors  

Á Client application  

The client application is the primary actor. It is the entity tha t prepares the connection to the 
domain controller (DC) , submits the request to create the new account, and relays the response 

to the administrator.  

Á Windows Authentication Services  

Windows Auth entication Services [MS -AUTHSOD]  is the supporting actor that authenticates the 
administrator's identity . This is done so that access -control decisions can be made by the Active 
Directory system.  

Á DC 

The DC is the supporting actor that receives the creation request and creates the new account.  

Á RID Master DC  

%5bMS-AUTHSOD%5d.pdf#Section_953d700a57cb4cf7b0c3a64f34581cc9
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The RID Master DC is a supporting actor. It is the domain c ontroller that is the owner of the RID 
Master FSMO role for the domain .  

Stakeholders  

Á Administrator  

The administrator initiates operations such as create, reset, change, query for group members, 
create a security group, modify the group member list, and delete on the new account. The 
administrator primarily wants to receive information that the operations are successfully 
completed or receive an error message if they failed.  

Á Directory  

The director y is the entity that contains the account being created.  

Preconditions  

Á The system -wide preconditions, as described in section 2.6 , are satisfied. The Active Directory 

system completes initializati on, as described in section 2.6.  

Á The client application has connectivity to a directory server  to which it can establish a connection, 
if it is not already connected, and send the request.  

Main Success Scenario  

1.  Trigger:  The administrator launches the client application. To create a new account, the 

administrator provides the account name for the new account along with credentials  as input to 
the client application.  

2.  The client application establishes a connection to the DC. Windows Authentication Services uses 
the supplied credentials to authenticate the client application ([MS -AUTHSOD] section 2).  

3.  The client application sends a re quest to the DC to create a new account and specifies the account 
name for the new account.  

4.  The DC verifies that the credentials supplied through the client application have the necessary 

access -control rights to complete the operation ( [MS -ADTS]  section 5.1.3).  

5.  The DC validates the constraints on the new account name ( [MS -SAMR]  sections 3.1.1.6 and 
3. 1.1.8.4).  

6.  The DC creates an object in the directory that represents the new account with the account name 
that the client supplied. The directory object  is additionally populated with attributes  that are 
mandated by the server's processing rules and constraints ([MS -ADTS] sections 3.1.1.5.1 and 
3.1.1.5.2 and [MS -SAMR] sections 3.1.1.8 and 3.1.1.9).  

7.  The DC sends a response to the client  application that the new account has been successfully 
created.  

Postcondition  

The new account is created and ready for use.  

Extensions  

Á If the credentials that are passed through the client application have insufficient access -control 

rights to set the pas sword on the account:  

1-4. Same as Main Success Scenario.  

%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
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5. The DC sends a response to the client application that the client application has supplied 
credentials with insufficient access -control rights to set the password on the account.  

Á If the account name that is supplied through the client application does not satisfy the account 
name constraints that are outlined in [MS -SAMR] section 3.1.1.6:  

1-5. Same as Main Success Scenario.  

6. The DC sends a response to the client application that the supplied account name does not 
meet the constraints.  

Á If the account name that is supplied through the client application is not unique, as described in 
[MS -SAMR] section 3.1.1.8.4:  

1-5. Same as Main Success Scenario.  

6. The DC sends a response to the c lient application that the supplied account name is already in 

use by an existing account.  

Á If the DC has used all of the relative identifiers (RIDs)  that were allocated to it by RID Master 
FSMO role owner:  

1-5. Same as Main Success Scenario. Then, after step 5, the DC sends a RID allocation request to 
the RID Master DC according to the rules specified in [MS -DRSR]  sect ion 4.1.10.4.3 to obtain a 
new RID range.  

6-7. Same as main Success Scenario.  

2.7.2.2  Reset an Existing Account's Password -  Client Application  

In this use case, a user has forgotten the password for his or her account  and contacts an 
administrator. The administrator wants to reset the account's password to a known value so that they 

can communicate the new password to the user. The administrator launches a client  application to 
reset the password on an existing account. The client application establishes a connection to the 

Active Directory system.  

Goal  

Reset the password on an account to a known value.  

Context of Use   

A user has forgotten his  or her password and wants to reset it to a new value.  

%5bMS-DRSR%5d.pdf#Section_f977faaa673e4f66b9bf48c640241d47
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Figure 15 : Use case diagram for resetting the password of an existing account  

Actors  

Á Client application  

The client application is the primary actor. It is the entity that pre pares the connection to the 
directory  server , submits the request to reset the password, and relays the response to the 
administrato r.  

Á Windows Authentication Services  

Windows Authentication Services [MS -AUTHSOD]  is the supporting actor that authenticates the 

administrator's identity . This is done so that access control decisions can be made by the Active 
Directory system.  

Á Directory server  

The directory server  is the supporting actor that receives the password - reset request and 
performs the tasks that are associated with resetting a user's password in the directory.  

Stakeholders  

Á Administrator  

The administrator initiates operations such as create, reset, change , query for group members, 
create a security group, modify the group member list, and delete on an account. The 
administrator primarily wants to receive information that the operations are successfully 
completed or receive an error message if they failed.  

Á User  

%5bMS-AUTHSOD%5d.pdf#Section_953d700a57cb4cf7b0c3a64f34581cc9
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The user is the person who needs to access directory resources.  

For the user, the Active Directory system guarantees that, if possible, the password for the user's 

account is reset.  

Á Directory  

The directory is the entity that contains the user's existi ng account.  

Preconditions  

Á The system -wide preconditions, as described in section 2.6 , are satisfied. The Active Directory 
system completes initialization, as described in section 2.6.  

Á The client a pplication has connectivity to a directory server to which it can establish a connection, 
if it is not already connected, and send the request.  

Á The account for which the password change is performed exists.  

Main Success Scenario  

1.  Trigger:  The administrator provides the account name of the existing account and the new 
password as input to the client application and invokes the operation that resets the password of 
an account.  

2.  The client application establishes a connection to the directory server. Windows Aut hentication 
Services uses the supplied credentials  to authenticate the client application ([MS -AUTHSOD] 

section 2).  

3.  The client application sends a request to the directory server to reset the pa ssword of an existing 
account. This request includes the account name of the account and the new password supplied by 
the administrator.  

4.  The directory server verifies that the credentials that are supplied through the client application 
have the necessary access -control rights to complete the operation. ( [MS -ADTS]  section 5.1.3).  

5.  The directory server verifies that the new password satisfies the password policy , as described in 

[MS -SAMR]  section 3.1.1.7.1.  

6.  The directory server updates the password of the existing accoun t with the new value that is 
supplied in the request. Additional attributes  are updated as mandated by the server's processing 
rules and constraints ([MS -ADTS] sections 3.1.1.5.1 and 3.1.1.5.3 a nd [MS -SAMR] section 
3.1.1.8.7).  

7.  The directory server sends a response to the client application that the password has been 
successfully updated.  

Postcondition  

The account's password is reset.  

Extensions  

Á If the credentials that were passed through the clie nt application have insufficient access -control 
rights to set the password on the account:  

1-4. Same as Main Success Scenario.  

5. The directory server sends a response to the client application that the client application has 
supplied credentials with insu fficient access -control rights to set the password on the account.  

%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
%5bMS-SAMR%5d.pdf#Section_4df07fab1bbc452f8e927853a3c7e380


55  / 181  

[MS -ADOD] -  v20171215  
Active Directory Protocols Overview  
Copyright © 2017 Microsoft Corporation  
Release: December 15, 2 017  

Á If the password that was supplied through the client application does not satisfy the password 
constraints described in [MS -SAMR] section 3.1.1.7.1:  

1-5. Same as Main Success Scenario.  

6. The directory server sends a response to the client that the supplied password does not meet 

the constraints.  

2.7.2.3  Change an Existing Account's Password (PDC) -  Client Application  

In this use case, a user whose account  is present in an Active Directory domain  wants to change the 

existing password to a new value. The user launches a client  application to change the password on 
the user account. The client application establishes a connection to the Active Directory system by 
connecting to a domain controller  that is t he primary domain controller (PDC)  FSMO role  owner 
for the domain.  

Goal   

Change the password on an account to a new value.  

Context o f Use   

This use case is used when a client machine connects to the PDC for LDAP and domain services and 
the user wants to change the password of the user account.  

 

Figure 16 : Use case diagram for changing the password of an existi ng account (PDC)  

Actors  

Á Client application  
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The client application is the primary actor. It is the entity that prepares the connection to the 
directory  server , submits the request to change the password, and relays the response to the 

user.  

Á Windows Authentication Services  

Windows Authentication Services [M S-AUTHSOD]  is the supporting actor that authenticates the 
user's identity . This is done so that access control decisions can be made by the Active Directory 
system.  

Á Directory server  

The directory server is the supporting actor that receives the password -change request and 
performs the tasks that are associated with changing a user's password in the directory. The 
directory server is the owner of the PDC FSMO role for the domain.  

Stake holders  

Á User  

The user initiates the password change on his or her existing account. The user primarily wants to 
receive information that the password was successfully changed or receive an error message if the 
password was not changed.  

Á Directory  

The directory is the entity that contains the user's existing account.  

Preconditions  

Á The system -wide preconditions, as described in section 2.6 , are satisfied. The Active Directory 
system completes in itialization, as described in section 2.6.  

Á The client application has connectivity to a directory server to which it can establish a connection, 
if it is not already connected, and send the request.  

Á The account on which the password change is being perform ed exists.  

Main Success Scenario  

1.  Trigger:  The user provides the account name of the existing account, the existing password for 
the account, and the new value for the password to the client application, and then invokes the 
operation that changes the passw ord of the account.  

2.  The client application establishes a connection to the directory server. Windows Authentication 
Services uses the supplied credentials  to authenticate the client application ([MS -AUTHSOD] 
section 2).  

3.  The client application sends a request to the directory server to change the password of an 
existing account. This request includes the account name of the account, the current password, 
and the new password that the user supplies . 

4.  The directory server verifies that the credentials that are supplied through the client application 
have the necessary access -control rights to complete the operation ( [MS -ADTS]  section 5.1.3).  

5.  The directory server verifies that the current password that is supplied through the client 

application matches the account's password that is stored in the directory.  

6.  The directory server verifies that the new password satisfies the pas sword policy , as described in 
[MS -SAMR]  section 3.1.1.7.1.  

%5bMS-AUTHSOD%5d.pdf#Section_953d700a57cb4cf7b0c3a64f34581cc9
%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
%5bMS-SAMR%5d.pdf#Section_4df07fab1bbc452f8e927853a3c7e380


57  / 181  

[MS -ADOD] -  v20171215  
Active Directory Protocols Overview  
Copyright © 2017 Microsoft Corporation  
Release: December 15, 2 017  

7.  The directory server updates the password of the existin g account with the new value that is 
supplied in the request. Additional attributes  are updated as mandated by the server's processing 

rules and constraints ([MS -ADTS] sections 3.1.1.5.1 and 3.1 .1.5.3 and [MS -SAMR] section 
3.1.1.8.7).  

8.  The directory server sends a response to the client application that the password has been 
successfully updated.  

Postcondition   

The account's password is changed.  

Extensions:  

Á If the credentials that are passed throu gh the client application have insufficient access -control 
rights to set the password on the account:  

1-4. Same as Main Success Scenario.  

5. The directory server sends a response to the client application that it supplied credentials with 
insufficient acce ss-control rights to set the password on the account.  

Á If the current password that the user supplies does not match the password that is stored in the 
directory:  

1-5. Same as Main Success Scenario.  

6. The directory server  sends a response to the client application that the supplied password is 
incorrect.  

Á If the new password that the user supplies does not satisfy the password constraints described in 
[MS -SAMR] section 3.1.1.7.1:  

1-6. Same as Main Success Scenario.  

7. The d irectory server sends a response to the client application that the supplied password does 
not meet the constraints.  

2.7.2.4  Change an Existing Account's Password (DC) -  Client Application  

In this use case, a user whose account  is present in an Active Directory domain  wants to change the 
existing password to a new value. The user starts a client  application to change the password on the 

account. The client application establishes a connection to the Active Directory system by connecting 
to a DC that is not the owner of the PDC  FSMO role  for the domain. This use case highlights the 
communication between the DC and the PDC in the domain.  

Goal  

Change the password on an accou nt to a new value.  

Context of use  

The user wants to change the password on the user account.  
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Figure 17 : Use case diagram for changing the password of an existing account (DC)  

Actors  

Á Client application  

The client application is th e primary actor. It is the entity that prepares the connection to the 

directory  server , submits the request to change the password, and relays the response to the 
user.  

Á Windows Authentication Services  

Windows Authentication Services [MS -AUTHSOD]  is the supporting actor that authenticates the 
user's identity  so that the Active Directory system can make access -control decisions.  

Á DC 
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A domain controller that is not the owner of the PDC FSMO role for the domain. It is the 
supporting actor that receiv es the password -change request, performs the tasks that are 

associated with changing a user's password in the directory, and sends a password update request 
to the PDC.  

Á PDC 

The primary domain controller of the domain. It is the supporting actor that receiv es the password 
update request from the DC and updates the user -password details in its directory database. The 
PDC is the owner of PDC FSMO role for the domain.  

Stakeholders  

Á User  

The user initiates the password change on his or her existing account. The u ser primarily wants to 

receive information that the password was successfully changed or receive an error message if the 
password was not changed.  

Á Directory  

The directory is the entity that contains the user's existing account.  

Preconditions  

Á The system -wide preconditions described in section 2.6  are satisfied. The Active Directory system 

completes initialization, as described in section 2.6.  

Á The client application has connectivity to a DC to which it can establish a connection, if it is not 
already connected, and send the request.  

Á The DC has connectivity to the PDC to which it establishes a secure channel and sends the 
password update request.  

Á The account on which the password is to be  changed exists.  

Main Success Scenario  

1.  Trigger:  The user provides the account name of the existing account, the existing password for 
the account, and the new value for the password to the client application and invokes the 
operation that changes the passw ord of the account.  

2.  The client application establishes a connection to the DC. Windows Authentication Services uses 
the supplied credentials  to authenticate the client application, as described in [MS -AUTHSOD] 
section 2.  

3.  The client application sends a request to the DC to change the password of the given account. This 

request includes the account name, the current password, and the new password supplied by the 
user.  

4.  An access check is performed o n the DC to ensure that the user has the access rights to complete 

the operation, as described in [MS -ADTS]  section 5.1.3.  

5.  The DC verifies that the current password that is supp lied through the client application matches 
the account's password that is stored in the directory.  

6.  The DC verifies that the new password satisfies the password policy , as described in [MS -SAMR]  
section 3.1.1.7.1.  
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7.  The DC updates the password of the existing account with the new value that is supplied in the 
request. Additional attributes  are updated as mandated by the server's processing rules and 

constraints ([MS -ADTS] sections 3.1.1.5.1 and 3.1.1.5.3 and [MS -SAMR] section 3.1.1.8.7).  

8.  The DC establishes a secure channel with the PDC according to the processi ng rules and 

constraints specified in [MS -NRPC] sections 3.1.1 and 3.1.4.3 and [MS -ADTS] section 6.1.6.9.2.  

9.  The DC sends a password update request to the PDC according to the pr ocessing rules and 
constraints specified in [MS -SAMS]  section 3.3.5.4.  

10.  The PDC sends a response to the DC indicating that the password has been successfully updated.  

11.  The DC send s a response to the client application that the password has been successfully 
updated.  

Postconditions  

The account's password is changed at the DC, and it is also updated for the PDC FSMO role owner of 
the domain.  

2.7.2.5  Change User Account Password Against an RO DC -  Client Application  

In this use case, a user whose account  is present in an Active Directory domain  wants to change the 
existing  password to a new value. The user starts a client  application to change the password on the 
user account. The client application establishes a connection to the Active Directory system via a 
read - only domain controller (RODC)  to update the password.  

Goal  

Change the password on an account to a new value.  

Context of use  

This use case is used when a client machine connects to an RODC for  LDAP and domain services, and 

the user wants to change the password of the user account.  
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Figure 18 : Use case diagram for changing the password of an existing account (RODC)  

Actors  

Á Client application  

The client application is the primary actor. It is the entity that prepares the connection to the 
directory  server , submits the requ est to change the password, and relays the response to the 
user.  

Á Windows Authentication Services  

Windows Authentication Services [MS -AUTHSOD]  is the supporting actor that aut henticates the 
user's identity  so that the Active Directory system can make access -control decisions.  

Á RODC 

A read -only domain controller that contains a read -only replica  of the naming context (NC)  that 
contains the user account. The RODC is the supporting actor that receives the password -change 
request and performs the task s associated with changing a user's password in the directory. The 

RODC forwards the password update request to the DC.  

Á DC 

A domain controller  that contains a writable replica of the NC that con tains the user account. 
The DC is the supporting actor that receives the password update request from the RODC and 
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updates the user password details in its directory database. The DC contains a writable replica of 
the domain NC  in which the user account is present.  

Stakeholders  

Á User  

The user initiates the password change on his or her existing account. The user primarily wants to 
know that the password was successfully changed or receive an error  message if the password 
was not changed.  

Á Directory  

The directory is the entity that contains the user's existing account.  

Preconditions  

Á The system -wide preconditions, as described in section 2.6 , are satisfied. The Active Directory 

system completes initialization, as described in section 2.6.  

Á The client application has connectivity to an RODC to which it can establish a connection (if it is 
not already connected) and send the request.  

Á The RODC ha s connectivity to a DC to which it can establish a secure channel and send the 
password update request.  

Á The account on which the password is to be changed exists.  

Main Success Scenario  

1.  Trigger:  The user provides the account name of the existing account, th e existing password for 
the account, and the new value for the password to the client application, and then invokes the 
operation that changes the password of the account.  

2.  The client application establishes a connection to the RODC. Windows Authentication Services uses 

the supplied credentials  to authenticate the client application, as described in [MS -AUTHSOD] 
section 2.  

3.  The client application sends a request to the RODC to change the password o f an existing account 
according to rules specified in one of the following references:  

1.  [MS -NRPC] sections 3.5.4.4.6 and 3.5.4.4.5  

2.  [MS -SAMR]  sections 3.1.5.10.2 and 3.1.5.10.3  

4.  The RODC processes the request according to the following rules.  

1.  If the client application sends the request in step 3 according to the rules specified in [MS -
NRPC], the RODC forwards the request to the DC according to the processing rules specified in 

[MS -SAMS]  section 3.2.4.4.  

2.  If the client application sends the request in step 3 accordi ng to the rules specified in [MS -

SAMR], the RODC forwards the request to the DC according to the processing rules specified in 
[MS -SAMS] section 3.2.4.5.  

5.  The DC processes the request from the RODC according to the rules that are specified in the 
appropriat e section of [MS -SAMS], as indicated in step 4, and sends a response.  

6.  On receiving the success response from the DC, the RODC sends that response to the client 
application.  

Postconditions  
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%5bMS-SAMR%5d.pdf#Section_4df07fab1bbc452f8e927853a3c7e380
%5bMS-SAMS%5d.pdf#Section_2e785e4ed5b64ae3b479351a50830921
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The account's password is changed, and it is updated in the writable NC replica  of the DC.  

2.7.2.6  User Logon to Domain Services by Using an RODC and Updating the User 

LastLogonTimeStamp -  Client Application  

In this use case, a user successfully logs on to a domain by u sing an RODC , after which the 
associated last - logon time value is updated in the lastLogonTimeStamp attribute  of the user account.  

Goal  

When the user successfully logs on, the lastLogonTimeStamp attribute of the user account  is updated 

in the directory.  

Context of Use  

This use case is used by an RODC  to communicate the user's latest lastLogonTimeStamp to the DC 
whenever the user logs on to the domain . The lastLogonTimeStamp attribute represents the time 
when the user successfully logged on to the domain. This use case is used in scenarios where the 

client  application is connecting to an RODC for directory services . 

 

Fi gure 19 : Use case diagram for a last - logon time value update by using an RODC  

Actors  

Á Client application  

The client application is the primary actor. The user is trying to log on to the domain by using the 
client application. It is the entity that initiates authentication operations to access a resource in 

the directory .  

Á RODC 

The RODC is a read -only domain controller. It is the supporting actor to which the client 
applicat ion is connected in order to authenticate the user.  

Á DC 
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The DC is a domain controller  in the domain. It is the supporting actor that contains a writable 
replica  of the naming context  in which the user account is present.  

Stakeholders  

Á User  

The user is the person whose account is being updated with a last - logon time value.  

Á Dire ctory  

The directory is the entity that contains user accounts and logon details of the user.  

Preconditions  

Á The system -wide preconditions described in section 2.6  are satisfied. The Active Directory system 
completes initialization, as described in section 2.6.  

Á The client application has connectivity to an RODC to which it can establish a connection (if it is 

not already connected) and send the request.  

Á The account that the user uses for the logon is present in the directory.  

Á The RODC is configured to allow caching of the account credentials  of a user.  

Main Success Scenario  

1.  Trigger:  The user enters the credentials needed to log on to the client.  

2.  The client application establishes a connection to the RODC. Windows Authentication Services that 

is present in the RODC uses the supplied credentials to authenticate the user ( [MS -AUTHSOD]  
section 2).  

3.  The RODC verifies that the credentials supplied by the client application have the necessary 
access -control rights to complete the operation ( [MS -ADTS]  section 5.1.3).  

4.  If the user is successfully authenticated, the RODC sends a success response to the client 
application.  

5.  On successful verification of step 3, the RODC sends a LogonTimeStam pUpdatesForward request 

( [MS -SAMS]  section 3.2.4.6) to the DC.  

6.  The DC updates the lastLogonTimeStamp attribute of the user account and sends a response.  

Postcondition  

The user a ccount's lastLogonTimeStamp attribute is updated to reflect the user's last logon time.  

2.7.2.7  Query an Account's Group Membership -  Client Application  

In this use case, an administrator wants to display an account's group membership in order to 

determine the acc ount's access rights. The administrator launches a client  application to query the 
group membership of a specified account . The clie nt application establishes a connection to the 
Active Directory system.  

Goal   

Retrieve an account's group membership.  

Context of Use   

%5bMS-AUTHSOD%5d.pdf#Section_953d700a57cb4cf7b0c3a64f34581cc9
%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
%5bMS-SAMS%5d.pdf#Section_2e785e4ed5b64ae3b479351a50830921
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An administrator wants to retrieve or use group membership of a directory object . 

 

Figure 20 : Use case diagram for querying the group membership of an account  

Actors  

Á Client application  

The client application is the primary actor. It is the entity that prepares the connection to the 
directory  server , submits the request to obtain group membership, and relays the response to 
the administrator.  

Á Windows Authentication Serv ices  

Windows Authentication Services [MS -AUTHSOD]  is the supporting actor that authenticates the 
administrator's identity  so that the Active Directory system can make access -control decisions.  

Á Directory server  

The directory server is the supporting actor that receives the request for group -membership 
information and gathers the information for the requestor.  

Stakeho lders  

Á Administrator  

The administrator initiates operations such as create, reset, change, query group members, create 
security group, modify group member list, and delete on an account. The administrator primarily 
wants to receive information that the oper ations are successfully completed or receive an error 
message if they failed.  

Á Directory  

%5bMS-AUTHSOD%5d.pdf#Section_953d700a57cb4cf7b0c3a64f34581cc9
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The directory is the entity that contains and maintains group membership.  

In this operation, the directory is left unchanged.  

Preconditions  

Á The system -wide precondition s, as described in section 2.6 , are satisfied. The Active Directory 

system completes initialization, as described in section 2.6.  

Á The client application has connectivity to a directory server to w hich it can establish a connection, 
if it is not already connected, and send the request.  

Á The account for which group membership is being requested exists.  

Main Success Scenario  

1.  Trigger:  The administrator provides the account name of the account to query a s input to the 
client application with credentials  and invokes the operation that queries the group membership 

of an account.  

2.  The client application establishes a connection to the directory ser ver. Windows Authentication 
Services use the supplied credentials to authenticate the client application ([MS -AUTHSOD] section 
2).  

3.  The client application sends a request to the directory server to retrieve the group membership of 
the account.  

4.  The directory  server verifies that the credentials that are supplied through the client application 
have the necessary access -control rights to complete the operation ( [MS -ADTS]  section 5.1. 3).  

5.  The directory server sends a response to the client application that contains the group 
membership of the specified account.  

Postcondition  

Group -membership information for the account is available to the client application.  

Extensions  

Á If the credential s that are supplied through the client application have insufficient access -control 
rights to retrieve the group membership of the account:  

1-4. Same as Main Success Scenario.  

5. The directory server sends a response to the client application. Group -member ship information 
is not returned to the client application.  

2.7.2.8  Delete an Account -  Client Application  

In this use case, an administrator wants to delete an account  from the directory to prevent its  further 
use. The administrator launches a client application to delete an account. The client application 

establishes a connection to the Active Directory system.  

Goal  

Delete an account in the directory .  

Context of Use  

An administrator wants to delete an account from the directory to prevent its further use.  

%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
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Figure 21 : Use case diagram for deleting an account  

Actors  

Á Client application  

The client application is the primary actor. It is the entity that prepares the connection to the 
directory server , submits the request to delete an account, and relays the response to the 
admin istrator.  

Á Windows Authentication Services  

Windows Authentication Services [MS -AUTHSOD]  is the supporting actor that authenticates the 

administrator's identity  so that the Active Directory system can make access -control decisions.  

Á Directory server  

The directory server is the supporting actor that receives the deletion request and deletes the 
account from the director y.  

Stakeholders  

Á Administrator  

The administrator initiates operations such as create, reset, change, query for group members, 

create a security group, modify the group member list, and delete on an account. The 
administrator primarily wants to receive infor mation that the operations are successfully 
completed or receive an error message if they failed.  

Á Directory  

The directory is the entity that contains the account being deleted.  

%5bMS-AUTHSOD%5d.pdf#Section_953d700a57cb4cf7b0c3a64f34581cc9
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Preconditions  

Á The system -wide preconditions, as described in section 2.6 , are satisfied. The Active Directory 

system completes initialization, as described in section 2.6.  

Á The client application has connectivity to a directory server to which it can establish a connection, 

if it is not already connected, and send the request.  

Á The account that is being deleted exists.  

Main Success Scenario  

1.  Trigger:  The administrator provides the account name of the account to be deleted as input to 
the client application with credentials  and invokes the operation that deletes an account.  

2.  The client application establishes a connection to the directory server. Windows Authentication 
Services authenticates the client  application using the supplied credentials ([MS -AUTHSOD] 

section 2).  

3.  The client application sends a request to the directory server to delete the account.  

4.  The directory server verifies that the credentials that a re supplied through the client application 
have the necessary access -control rights to complete the operation ( [MS -ADTS]  section 5.1.3).  

5.  The directory server deletes the object in the directory that represents the account with the 
account name that the client supplies. Additional processing tasks that are mandated by the 

server's processing rules and constraints might occur ([MS -ADTS] sections 3.1.1.5.1 and 
3.1.1.5.3).  

6.  The direct ory server sends a response to the client application indicating that the account has 
been successfully deleted.  

Postcondition  

The account is no longer available.  

Extensions  

Á If the credentials that are supplied through the client application have insuffici ent access -control 
rights to delete the account:  

1-4. Same as Main Success Scenario.  

5. The directory server sends a response to the client application that the supplied credentials 
have insufficient access -control rights to delete the account.  

2.7.2.9  Create a Se curity Group -  Client Application  

In this use case, an administrator wants to create a security group to be used for access -control 
decisions. The administrator launches a client  application to create the new security group. The client 
application establishes a connection to the Active Directory system.  

Goal  

Create a new security group in the directory .  

Context of Use   

An administrator  wants to create a security group to be used for access -control decisions.  

%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
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Figure 22 : Use case diagram for creating a security group  

Actors  

Á Client application  

The client application is the primary actor. It is the entity that pre pares the connection to the 
directory server , submits the request to create the security group, and relays the response to the 
administrator.  

Á Windows Authentication Services  

Windows Authenticati on Services [MS -AUTHSOD]  is the supporting actor that authenticates the 

administrator's identity  so that the Act ive Directory system can make access -control decisions.  

Á Directory server  

The directory server is the supporting actor that receives the creation request and creates the 
security group.  

Stakeholders  

Á Administrator  

The administrator initiates operations such as create, reset, change, query for group members, 

create a security group, modify the group member list, and delete on an account . The 
administrator primarily wants to receive information that the operations are successfully 
completed or receive an error message if they failed.  

Á Directory  

The directory is the entity that contains the security group being created.  

%5bMS-AUTHSOD%5d.pdf#Section_953d700a57cb4cf7b0c3a64f34581cc9
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Preconditions  

Á The system -wide preconditions, as described in section 2.6 , are satisfied. The Active Directory 

system completes initialization, as described in section 2.6.  

Á The client application has connectivity to a directory server to which it can establish a conne ction, 

if it is not already connected, and send the request.  

Main Success Scenario  

1.  Trigger:  The administrator provides the group name for the new security group as input to the 
client application, along with credentials , and invokes the operation that creates a new security 
group.  

2.  The client application establishes a connection to the directory server. Windows Authentication 
Services authenticates the client application by using the supplied cred entials ([MS -AUTHSOD] 

section 2).  

3.  The client application sends a request to the directory server to create a new security group and 

specifies the group name for the new group.  

4.  The directory server verifies that the credentials that are supplied through the  client application 
have the necessary access -control rights to complete the operation ( [MS -ADTS]  section 5.1.3).  

5.  The directory server validates the constraints on the new group  name, as described in [MS -SAMR]  

sections 3.1.1.6 and 3.1.1.8.4.  

6.  The directory server creates an object in the directory that represents the new security group with 
the group na me supplied by the client. The directory object  is additionally populated with 
attributes  that are mandated by the server's processi ng rules and constraints ([MS -ADTS] 
sections 3.1.1.5.1 and 3.1.1.5.2).  

7.  The directory server sends a response to the client application that the new security group has 
been successfully created.  

Postcondition  

The new security group is created and ready for use.  

Extensions  

Á If the credentials that are supplied through the client application have insufficient access -control 
rights to create the new security group:  

1-4. Same as Main Success Scenario.  

5. The directory server sends a response to the client applica tion that the supplied credentials 

have insufficient access -control rights to create the new security group.  

Á If the group name that the administrator supplies does not satisfy the group name constraints, as 
described in [MS -SAMR] section 3.1.1.6:  

1-5. Same  as Main Success Scenario.  

6. The directory server sends a response to the client application that the specified group name 
does not meet the constraints.  

Á If the group name that is supplied through the client application is not unique, as described in 
[MS -SAMR] section 3.1.1.8.4:  

1-5. Same as Main Success Scenario.  

%5bMS-ADTS%5d.pdf#Section_d243592709994c628c6d13ba31a52e1a
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6. The directory server sends a response to the client application that the specified group name is 
already in use by an existing group.  

2.7.2.10  Modify Group Member List -  Client Application  

In this use case, an existing security group is used to control access to directory  resources. An 
administrator wants to modify the member list of that group so that a new account  can access the 
controlled resources. The administrator starts a client  application to modify the member list for an 
existing group. The client application establishes a connection to the Active Directory system.  

Goal  

Modify the member list of an existing group.  

Context of Use  

An administrator wants to add or delete members to a security group.  

 

Figure 23 : Use case diagram for modifying the member list of a group  

Actors  

Á Client application  

The client application is the primary actor. It is the entity that prepares the connection to the 
directory server , submits the request to modify the member list of a group, and relays the 
response to the administrator.  

Á Windows Authentication Services  

Windows Authentication Services [MS -AUTHSOD]  is the supporting actor that authenticates the 

administrator's identity  so that the Active Directory system can make acces s-control decisions.  

%5bMS-AUTHSOD%5d.pdf#Section_953d700a57cb4cf7b0c3a64f34581cc9





























































































































































































































